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Abstract 
 
Today, few companies would manage to continuously stay competitive without the proper 

utilization of information technology (IT). This has increased companies’ dependency of 

IT and created new threats that need to be addressed to mitigate risks to daily business 

operations. A large extent of these IT-related threats includes hackers attempting to gain 

unauthorized access to internal computer networks by exploiting vulnerabilities in the 

behaviors of employees. A common way to exploit human vulnerabilities is to deceive and 

manipulate employees through the use of social engineering. Although researchers have 

attempted to understand social engineering, there is a lack of empirical research 

capturing multilevel factors explaining what drives employees’ existing behaviors and 

how these behaviors can be improved. This is addressed in this thesis. 

The contribution of this thesis includes (i) an instrument to measure security behaviors 

and its multilevel determinants, (ii) identification of multilevel variables that significantly 

influence employees’ intent for behavior change, (iii) identification of what behavioral 

governance factors that lay the foundation for behavior change, (iv) identification that 

national culture has a significant effect on how organizations cope with behavioral 

information security threats, and (v) a strategy to ensure adequate information security 

behaviors throughout an organization.  

This thesis is a composite thesis of eight papers. Paper 1 describes the instrument 

measuring multilevel determinants. Paper 2 and 3 describes how security knowledge is 

established in organizations, and the effect on employee information security awareness. 

In Paper 4 the root cause of employees’ intention to change their behaviors and resist 

social engineering is described. Paper 5 and 8 describes how the instrument to measure 

social engineering security behaviors was developed and validated through scenario-

based surveys and phishing experiments. Paper 6 and 7 describes experiments performed 

to understand reason to why employees fall for social engineering. Finally, paper 2, 5 and 

6 examines the moderating effect of national culture.  
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Sammanfattning 
 

Idag skulle få företag klara av att vara konkurrenskraftiga utan användning av 

informationsteknik (IT). Detta har lett till ett ökat beroende av IT samtidigt som det 

medfört nya risker. En stor del av dessa IT-relaterade risker är kopplade till sårbarheter i 

anställdas beteenden. Angripare utnyttjar dessa sårbarheter genom att manipulera eller 

lura anställda att ge ifrån sig sina datorlösenord eller få dem att klicka på skadliga 

webblänkar.   

Trots att forskare har försökt förstå hur risker relaterat till mänskligt beteende skall 

hanteras är det fortfarande brist på forskning som förklarar  varför anställda faller for IT-

säkerhetsangrepp och hur man kan arbeta för att minska risken att detta sker.  

Denna avhandlingen har fem huvudbidrag. Dessa omfattar (i) ett instrument som 

mäter säkerhetsbeteenden och dess påverkande faktorer, (ii) identifiering av variabler 

som signifikant påverkar anställdas vilja att förändra sina beteenden och stå emot IT-

säkerhetsangrepp, (iii) identifiering av vilka organisatoriska faktorer som lägger grunden 

för att skapa god säkerhetsmedvetenhet hos anställda, (iv) identifieringen att nationell 

kultur har en signifikant effekt på hur en organisation hanterar 

informationssäkerhetsrisker, och (v) ett förslag på en strategi för att hantera risker 

kopplade till anställdas beteenden.  

Denna avhandling består av av åtta artiklar. Artikel 1 beskriver instrumentet för att 

mäta faktorer som påverkar anställdas säkerhetsmedvetenhet- och beteende. Artikel 2 

och 3 beskriver hur säkerhetsmekanismer kan etableras i organisationen och hur detta 

påverkar anställdas säkerhetsmedvetenhet. Artikel 4 beskriver orsaken till att anställda är 

motiverade till att förändra sina beteenden och stå emot IT-säkerhetsangrepp. Artikel 5 

och 8 beskriver hur instrumentet för att mäta anställdas säkerhetsbeteende utvecklades 

och validerades genom en scenariobaserad enkät och nätfiskeexperiment. Artikel 6 och 7 

beskriver resultaten från de genomförda experimenten för att förstå varför anställda faller 

för IT-säkerhetsangrepp. Slutligen presenterar artikel 2, 5 och 6  vilken effekt nationell 

kultur har på informationssäkerhet. 

 

Nyckelord 

Informationssäkerhet, Den mänskliga faktorn av informationssäkerhet, Social 

engineering, Nätfiske, mätning av informationssäkerhetsbeteende, Säkerhetsstyrning, 
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Chapter 1 

Introduction 

1.1 Outline of the thesis 

This thesis consists of two parts. The first part is an introduction describing and 

summarizing the second part which contains the eight papers constituting the core of the 

thesis. The first part provides the background of the presented work, the research purpose 

addressed in this thesis, a literature review, the research design, and the main results and 

contribution of the research conducted in the thesis. The second part consist of eight 

papers that have been published in either peer-reviewed academic journals (paper 2, 4, 6, 

8), or the proceedings of peer-reviewed academic conferences and workshops (paper 1, 3, 

5, 7). 

1.2 Background 

Today, few companies would manage to continuously stay competitive without the proper 

utilization of business information and support from information technology (IT). The 

fact that the utilization of IT can be a competitive advantage has led to modern companies 

developing a heavy dependency of their IT systems.  This dependency has created new 

challenges for companies that, if not addressed, can severely affect daily business 

operations. Some of these challenges are related to the management of potential failures 

preventing IT systems to deliver services they are intended for. Others are related to 

dealing with threats from hackers attempting to gain unauthorized access to companies’ 

internal computer networks. Successful attempts to get unauthorized access to computer 

networks can potentially cause severe damage, including obtaining control of automated 

physical processes in industrial control systems found in power plants [1], and gaining 

access to sensitive customer data such as in the online breach of JPMorgan Chase [2]. 

Investments in security controls to counteract threats from hackers are, therefore, highly 

prioritized by companies worldwide. In fact, a survey conducted by EY showed that 93% 

of companies globally are maintaining or increasing their investment in information 

security to combat the ever increasing threats from information security attacks [3].  

Traditionally, the predominant security controls have been of a technical nature. 

Although the effectiveness and robustness of technical security controls have increased, 

successful security intrusions are still a problematic reality for organizations. One reason 

for this is that attackers no longer only attempt to exploit vulnerabilities in systems or 

applications, but instead also attempt to exploit vulnerabilities in the behaviors of 

employees accessing and using the systems or applications. This has led to employee 

behaviors being the vulnerability that have most increased companies’ risk exposure 

during recent years [4]. A common way to exploit human vulnerabilities is to deceive and 

manipulate employees to perform actions that benefit the attackers. This information 

security threat relying on psychological manipulation of humans goes under the name of 

social engineering. Social engineering is today a major security concern for organizations 

[5] and are used by attackers in attempts to induce victims to comply with a malicious 

request. This includes clicking on malicious email links or open attachments, or convince 

victims to reveal personal computer passwords [6][7]. If successful in their attempts 

attackers can gain unauthorized access to the target organization’s information systems
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and, thereby, bypass any technical controls implemented in the organization’s systems. 

This is something the notorious hacker Kevin Mittnick emphasized [7]: 

 

”You could spend a fortune purchasing technology and services…and your network 

infrastructure could still remain vulnerable to old-fashioned manipulation….In more than 

half of my successful network exploits I gained information about the network, sometimes 

including access to the network, through social engineering.” 

 

As behaviors of employees are the source of nearly half of security violations and 

successful intrusions [8], there is no doubt that information security incidents could be 

prevented if employees acted differently. Thus, to effectively combat modern day 

information security threats it is important to understand what drives employees’ existing 

behaviors and how these behaviors can be improved. This is a key argument that this 

thesis will address. 

The increasing information security threats related to behaviors of computer users 

have yielded a separate field of information security research. This field is labelled as 

behavioral information security research. Behavioral information security comprise 

attitudes, beliefs, norms, behavioral patterns, leadership, culture, employee awareness 

etc. (e.g., [9] [10][11]). In this field, several approaches have been proposed by researchers 

(see Chapter 2 for an overview). Of these, approaches focusing on understanding why 

end-users comply or deliberately non-comply with information security policies are 

predominant (e.g.,[12]–[31]). This thesis addresses a context in which end-users non-

comply with information security policies because they are fooled to do so by a social 

engineer. In the existing body of social engineering literature there exist three major 

limitations. Firstly, a review of the social psychology, management, and security literature 

by [32] showed that no theoretical framework specifically related to social engineering 

security threats had been developed. Hence, there is a lack of social engineering studies 

providing theoretically grounded methods, and empirical evidence on their effectiveness 

(with an exception of [33][34][35]). Secondly, few of the existing empirical studies have 

been conducted in organizational settings where researchers have performed experiments 

that mimic real attacks targeting employees who have not been debriefed prior to the 

attacks. One explanation for this is that it is challenging to convince corporate 

management to participate in studies in where data of employees’ actual security 

behaviors is obtained [10]. Thirdly, the effect of key organizational factors (from heron 

denoted as governance factors) proposed in organizational and individual behavior 

literature, on information security has not been rigorously examined [18]. Evidently, 

there is a lack of understanding how governance and individual factors complement each 

other in shaping resilient social engineering security behaviors. By understanding how 

governance and individual factors complement each other in shaping social engineering 

security behaviors, guidelines can be provided on what organizations should do, i.e., 

setting structures and directions and how resources should be allocated for effective 

information security management related to day-to-day operations of the organization.  

Previous behavioral information security studies have tested different theories, but 

although testing the same theory (e.g., deterrence theory [12][36][37][38], theory of 

planned behavior [13][17]), the findings have been inconsistent [23][39]. One proposed 

explanation for these disparate findings is that the theoretical models have not been 

tested for their validity across different cultural settings [24][40]. This implies that 

national culture could be seen as a moderating variable and thus could have an effect on 

the relationships in theoretical models by making the stronger, weaker or nonsignficant 

[41][42]. The study by [43] is one of very few studies in the information security field that 

have taken potential cultural effects into consideration. The behavioral information 
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security research field have called for studies adapted to account for cross-cultural 

differences in order to obtain a deeper understanding of the impact national culture has 

on various elements of information security [8]. This thesis answers this call by 

investigating the effect of national culture on different dimensions of behavioral 

information security, including information security awareness and behaviors. 

1.3 Purpose 

The purpose of the thesis is to obtain an understanding of how employees’ social 

engineering security behaviors can be ensured or improved. This involves identifying 

significant determinants – at both the individual and governance level – of resilient social 

engineering security behaviors. Related to the purpose of the thesis, the following three 

research questions were addressed: 

RQ1: Which factors influence employees’ resilience to social engineering? 

RQ2: How do individual and governance factors complement each other in shaping 

resilient social engineering security behavior? 

RQ3: Does national culture have a significant role in shaping resilient social 

engineering security behavior?  

 

To answer the research questions, four underlying goals were addressed: 
 

1. To propose a theoretical model including hypotheses about how resilient social 

engineering security behavior is achieved. 

2. To design an instrument to measure social engineering security behavior and its 

drivers on both an individual and governance level. 

3. To empirically test the proposed theoretical model. 

4. To test if national culture significantly influences relationships in the proposed 

theoretical model
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Chapter 2 

Literature review 

This thesis provides empirical evidence on why employees fall victim to social engineering 

attacks. In doing so, recommendations on how to develop strategies to ensure or improve 

information security behaviors throughout an organization can be provided. In order to 

provide empirical evidence, social engineering security behaviors and influencing factors 

at the individual and governance level was first measured. The importance of measuring 

to understand a given phenomenon is stated by Dr. H. James Harrington [44]:  

 

“Measurement is the first step that leads to control and eventually to improvement. If 

you can’t measure something, you can’t understand it. If you can’t understand it, you can’t 

control it. If you can’t control it, you can’t improve it.” 

 

The rest of this section presents a review of work on measuring social engineering 

security behaviors, work related to behavioral information security governance, and the 

main theories utilized to support the development of the theoretical model of the thesis. 

Work presenting theory of social engineering or practical guidelines and 

recommendations that are not theoretically grounded nor tested for their effectiveness 

(e.g., [6], [45]–[65]) are left out of the scope of this review.  

2.1 Measuring social engineering security behaviors 

Existing empirical work on measuring social engineering security behaviors can be dived 

in two categories: work providing empirical results through simulating attacks and work 

providing empirical results through mimicking real attacks. The difference between these 

two types of categories is that work related to the first approach collects behavioral data 

from subjects that are aware that they are being a part of a research study. Methods used 

in work related to this category rely exclusively on self-reported behaviors which may 

cause subjects to underestimate the real risks related to their reported behaviors. 

Research related to the second category has collected data on actual behaviors through 

mimicking real attacks, usually by employing unannounced phishing experiments and 

observing the subjects’ behaviors.  

Results from these studies found that a deeper understanding of the web environment 

was associated with being less vulnerable to phishing attacks [66]. It was also found that 

few users are aware of browser-based cues such as the address bar, status bar and the 

security indicators, leading to phishing vulnerability [67], and that more than half of 

users fail to spot illegitimate emails [68]. Finally, users that are less impulsive and more 

suspicious of others, while exhibiting a general distrust toward people are less susceptible 

to phishing attacks [69]. Although the use of simulated attacks provides empirical data 

that is valuable to understand why employees are vulnerable to social engineering, one 

critical limitation is that the studies don’t provide accurate results on how individuals 

perform in the event of an actual attack. One remedy to this limitation is to conduct social 
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engineering assessments in where the participants are not aware that their behavior is 

being observed. Many research studies have, however, been conducted in an academic 

environment using university students as the empirical sample instead of organizational 

employees. For instance, [70] found that when including context data gathered from 

social networks in phishing emails the number of students falling for phishing increased 

with 56 %. A study at West Point Military Academy showed that training efforts targeting 

students decreased phishing success with 40 % [71]. A similar study using two phishing 

emails showed that 8.7 % of students fell for the first attack and 2 % fell for the second 

attack [72]. A study by [73] investigated personal characteristics related to phishing 

behaviors. The results showed that neuroticism predicted falling for phishing.  

The purpose with the thesis is to provide information about how governance and 

individual factors complement each other in shaping employees’ social engineering 

security behaviors. There are, therefore, two limitations related to the aforementioned 

unannounced phishing experiments; they have not been conducted using organizational 

employees as the empirical sample and they have failed to examine factors shaping social 

engineering security behaviors. The unannounced phishing experiments that have used 

organizational employees as the sample have drawn their conclusions based on success 

rates of conducted social engineering attacks, i.e., the percentage of employees that fall 

victim to the attack. One such study is based on an experiment conducted by [74], in 

where a phishing mail was sent out to organizational employees. The results showed that 

23 % of employees were fooled by the attack. The email included factors related to how 

the attacker constructs the attack (e.g., trusted e-mail source, attention-grabbing subject, 

type of social engineering technique) in order to understand why people fall victim to 

social engineering. In a study by [75] two phishing tests against a subset of organizational 

employees were performed. The first test comprised a survey in where the participants 

were asked to submit their login information in order to authenticate if they were to win a 

prize. The second test comprised an e-mail which triggered a login box. In the tests 

approximately 30 % of the targets submitted their passwords. While these two studies 

provide empirical evidence on how many organizational employees succumb to social 

engineering, they have one critical limitation: they have failed to examine which 

organizational and individual factors that have a significant influence on social 

engineering security behavior. At present moment, only the studies by [33][34][76], and 

[77] have been conducted employing unannounced phishing experiments among 

organizational employees and examined factors explaining why employees fall victim to 

social engineering. 

2.2 Behavioral information security governance 

This subsection outlines related research on understanding how to effectively govern and 

manage information security throughout an organization. These proposed approaches is 

in this thesis labelled as behavioral information security governance (in line with the 

terminology used by [78]). 

Existing work related to behavioral information security governance have proposed 

different approaches to help firms organize and structure their work with information 

security. First, conceptual and practical principles that neither are theoretical grounded 

nor offer empirical evidence have been proposed (e.g., [79][80][81]. Other works have 

based their empirical studies on best practice frameworks such as ISO/IEC 27002 

[82][83] and Cobit [84]. The use of best practice frameworks in empirical research have 

been criticized for being generic or universal in scope and not paying  enough attention to 

the differences between organizations and their information security requirements [85]. 

Qualitative conclusions have been drawn based on case studies or semi-structured 
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interviews. A comparative case study investigated the differences in the use and effect of 

controls when the governance of information security is centralized and decentralized 

[86]. The study identified that users are responsible for their own awareness training in a 

decentralized information security governance environment, while the development and 

implementation of training programs in a centralized environment is carried out by IT 

personnel. An integrated framework of information security challenges were developed by 

[87]. The framework was based on a total of 18 human, organizational, and technological 

challenges identified by conducting 36 semi-structured interviews with information 

security practitioners. A framework to support the attainment of information security 

strategy objectives was developed by [88]. The components of the framework included 

nine organizational integration mechanisms (e.g., formal security unit, steering 

committee, information security embedded within key organizational processes) and four 

social alignment mechanisms (e.g., security awareness programs, executive commitment). 

While the aforementioned approaches have increased the understanding of challenges 

related to behavioral information security governance, and how to address those 

problems, none of them have developed and empirically tested a theoretical model that 

include behavioral information security governance constructs. A review of related work 

found only four studies that fulfil this criteria [38], [89]–[91]. Furthermore, no work has 

related behavioral information security governance to employees’ information security 

awareness and behavior. 

2.3 Utilized theoretical frameworks 

There are four main theories that have been applied in this thesis. These are: The theory 

of planned behavior [92], organizational culture theory [93][94], transformation 

leadership theory [95] and Hofstede’s cultural framework [96][97]. These theories are 

now described briefly.  

The theory of planned behavior is one of the most well established theories in the 

behavioral sciences [24], and an extension of the theory of reasoned action [92][98][99]. 

The complete theory composes five constructs: attitude, normative beliefs, perceived 

behavior control, intention and behavior [92]. The central factor of the theory is the 

individual’s intention to perform a behavior in question. The general rule is that the 

stronger the intention towards the behavior, the more likely it is that the behavior is 

performed. Variances in intention are explained by an individual’s attitude towards the 

behavior, normative beliefs, and perceived behavior control.  

Organizational culture has been defined in many ways. One definition is as follows:  

“a pattern of basic assumptions that a group of individuals has developed in learning to 

cope with its problems of external adaptation and internal integration” [93]. These 

assumptions are considered to be valid and therefore govern appropriate behavior in 

relation to those problems in a group of individuals [100]. Organizational culture is 

related to employees’ perception of shared beliefs and values among employees in the 

work environment, and points out the quality (e.g., richness and friendliness) of social 

relationships at the workplace [101]. This implies that shared organizational culture 

should influence individuals’ beliefs and therefore form a given behavior. In information 

security contexts, this effect has been empirically tested by researchers. For instance, [94] 

tested the effect of organizational culture on the effectiveness of information security 

management measured in the attainment of ISM principles (confidentiality, integrity,

availability and accountability). The results showed that organizational culture 

significantly influenced examined information security principles. 

Transformational leadership is associated with the adoption of a certain behavior 

[95][102]. Transformational leadership emphasizes follower perceptions, cognitions, and 
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emotional responses to the leaders of an organization. Transformational leadership 

occurs when leaders expand and elevate subordinate interests so that they focus on the 

good of the organization, generate awareness and acceptance of the group’s purpose, and 

motivate employees to look beyond their own self-interest for the good of the group. In 

the context of information security, the theory points out that the leaders should 

communicate an information security vision that can easily and clearly be understood by 

the employees. The leader should also communicate collective responsibility for 

protecting information assets, and promote common understanding and cooperation as 

means to achieve and maintain effective information security. Finally, the leader should 

set behavioral expectations in relation to information security. 

Hofstede’s cultural framework is the most predominantly used cultural 

framework in IS research contexts [103]. The cultural framework have been applied in 

previous empirical information system studies and identified that differences exists in 

cross-national organizational behavior when testing theory of planned behavior [41], and 

Technology Acceptance Model (TAM) [42]. Hofstede defines culture as: “the collective 

programming of the mind that distinguishes one group or category of people from 

another” [96]. The cultural framework is currently based on six distinct dimensions: 

Power distance (PDI), Individualism versus collectivism (IDV), Masculinity versus 

femininity (MAS), Uncertainty avoidance (UAI), Pragmatism (PRA), and Indulgence 

(IND). In this thesis respondents pertained to the Swedish, American and Indian culture. 

Therefore the cultural analyses were based on the dimensions with the largest cumulative 

difference between these cultures. The dimensions were IDV, MAS, and PRA.  

According to Hofstede, US persons are individualists in nature, while both Swedish 
and Indian persons pertain to a collectivist culture. In a collectivist culture, persons 
perceive that the opinions of their colleagues and others’ peers are important, while in 
individualist cultures, such as the American culture, persons care less about the opinions 

of their peers. Individuals from a masculine culture are goal- and achievement-oriented 

and will be more prone to act based on their individually formed convictions, which are 

not evident for individuals from a feminine society. Americans have the most 

individualistic drive in the world. This lead to all Americans showing their masculine 

drives individually. Sweden and India scores higher on the pragmatism dimension than 

the USA, which is considered a less pragmatic society. Societies who score low on the 

pragmatism dimension prefer to maintain time-honoured traditions and norms and looks 

at societal change with suspicion [97]. Individuals pertaining to cultures that score high 

on the pragmatism dimension take a more pragmatic approach and are, for example, 

more tolerant for different religious views, forgive a lack of punctuality, and a change in 

the game-plan based on changing reality [97]. 

 



 

11 

 

Chapter 3 

Research design 

This section covers the methodology that guided the research in this thesis. Details of how 

the research was conducted can be found in Papers 1 to 8.  

The research conducted in this thesis followed a mixed method research design (also 

labelled as multi-method research design and pluralist methodology) [104]. Using 

different types of research strategies has been encouraged in the literature as there is no 

single way to do research [105][106][107][108]. The field of behavioral information 

security is still under development [8], which implies that there are potential for 

improvements in how research studies are carried out, including the development of 

relevant measurement instruments. The research in this thesis was carried out through 

two main stages. The first stage was the exploratory stage, in where the research 

constructs and theoretical model were established. The exploratory stage informed the 

second, confirmatory stage that included the development of instruments to measure the 

constructs and empirically test the theoretical model. There were two reasons for 

employing an exploratory study in the first stage of the research: Firstly, knowledge of 

research constructs with potential effects on social engineering security behavior was not 

fully obtained. Secondly, there were a limited availability of relevant quantitative 

instruments to measure the research constructs and social engineering security behavior. 

The main stages of the thesis and the outputs of each stage are presented in Figure 3.1. 

The next sections present the main stages in more detail. 

 

 

Conduct exploratory study 

· Survey the literature 

· Conduct semi-structured 

interviews 

· Analyze data and establish a 

first version of theoretical model

· Conceptualize constructs in 

theoretical model

· Finalize study constructs

· Develop hypothesis and 

establish final theoretical model 

Design survey instrument 

· Develop items to measure study 

constructs

· Assess content validity of items 

· Develop scenarios to measure 

self-reported behavior

· Pilot test survey instrument

Conduct confirmatory study

· Select a quantitative sample

· Obtain aproval to conduct study 

from corporate executives

· Collect data with survey 

instrument and phishing 

experiment

· Analyse quantitative data using 

descriptive statistics and SEM-

PLS

· Summarise and interpret results

Exploratory stage Confirmatory stage

Design experiment 

· Construct phishing email to 

measure observed behavior

· Set up experimental platform for 

collecting data

· Pilot test experiment

Established theoretical model Validated theoretical modelEstablished measurement instrument

Output

 
Figure 3.1: Main stages and outputs of the research conducted in the thesis 
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3.1 Exploratory stage 

The purpose of the exploratory stage was to propose a theoretical model including 

hypotheses about how resilient social engineering security behavior is achieved. In order 

to do so, a general understanding of the social engineering threat and determinants of 

employee’ ability to counteract this threat was first obtained. Then, the link between 

determinants at different levels (governance and individual level) was investigated. This 

was done by combining a literature survey, conducting six semi-structured interviews 

with a sample of content experts, and collecting data from 16 content experts to 

conceptualize the study constructs. The number of respondents was deemed to be 

sufficient as the research at this stage was exploratory in nature [109]. In Table 3.1 the 

different data collection methods used to establish the theoretical model are presented. 

The establishment of the theoretical model is described briefly in paper 2 and 4, and in 

more detail in paper [110] and [111] (not included in this thesis). 

 
Table 3.1: The use of different data collection methods to establish the research model 

 
 
Data collection 
methods 

Establish research model 

Identify constructs Conceptualize constructs 

Literature study   

Interviews   

Surveys   

Experiments   

 

Based on the first round of literature study and the results from the interviews, a 

preliminary pool of research constructs was identified and a first draft of the theoretical 

model established. The preliminary constructs were conceptualized in order to avoid 

problems with construct validity (due to measurement issues) and statistical conclusion 

validity (due to biasing effect of measurement model misspecification) of the theoretical 

model. An attempt was made to ensure that constructs were defined as clearly and 

unambiguously as possible, and that all relevant constructs were identified. This was done 

with support from data collected from content experts [112][113] [114][115]. The complete 

results and made changes can be found in [111]. Throughout the exploratory stage, each 

step was supported by searching literature, and using the findings to aid logical reasoning 

when establishing the final study constructs and casual links between the constructs in 

the theoretical model [116].  

The final set of study constructs were categorized in three levels: governance, 

individual and behavioral. The governance level contains two classes of constructs: 

organizational structures and enablers. The individual level contains two classes of 

constructs: motivational factors and other influencing factors. To understand the link 

between the governance and individual level, it was decided to investigate the effect of 

governance on motivational factors. This link is tested in Paper 3. However, the other 

influencing factors were included in the analysis to understand the direct relationships 

between factors on an individual level and social engineering security behavior. The final 

set of study constructs and theoretical model can be seen in Figure 3.2.  
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Figure 3.2: Proposed theoretical model of the thesis 

3.2 Confirmatory stage 

The confirmatory stage consisted of the development of measurement instruments to test 

proposed hypotheses in the theoretical model. Three types of instruments were utilized to 

measure the constructs in the theoretical model of the thesis. Surveys were utilized to 

measure all constructs at the governance- and individual level. Written hypothetical 

scenarios and phishing experiments were used to measure social engineering security 

behaviors. Table 3.2 presents the different data collection methods utilized to establish 

the measurement instruments (asses content validity of survey items, develop 

hypothetical scenarios and pilot test experimental setting) and validate the theoretical 

model (conduct primary data collection).  

 
Table 3.1: The use of different data collection methods in the confirmatory stage of the research 

 

 
Data collection 
methods 

Establish measurement instrument and validate theoretical model 

Assess content 
validity of survey 

items 

Develop 
hypothetical 
scenarios 

Pilot test 
experimental 

setting 

Conduct 
primary data 

collection 

Literature study     

Interviews     

Surveys     

Experiment     

 

3.2.1 Establish measurement instrument  

The first step in the establishment of the utilized survey instrument was to generate 

measurement items that capture the conceptual domain of the governance and individual 

constructs in the theoretical model. Measurement items can be identified through: 

conducting reviews of the literature; deduction from the theoretical definition of the 

constructs; previous theoretical and empirical research; suggestions from experts in the 

field; and examination of already existing  items [117]. When selecting items and 

developing scales, the researcher needs to consider the nature of the relationship between 

Individual levelGovernance level

Motivational factors

· Intention

· Attitude

· Self-efficacy

· Normative beliefs 

· Information security 

awareness

Enablers

· Information security 

leadership

· Information security culture

· Security knowledge sharing

· Coordinating information 

securityt processes

· Business-based information 

security management

Organizational structures

· Formal stuctures

· Coordinating structures

Behavioral level

Social engineering 

security behavior

Moderating 

effect

National Culture

Other influencing factors

· Trust 

· Fear

· Risk behaviour

· Computer self-efficacy 

· Helpfulness 

· Target-related information



14   CHAPTER 3. RESEARCH DESIGN    

 

 

 

the indicators and the construct they are intended to represent. That is, if the items are a 

manifestation (reflective) or defines the construct (formative) [112].  

Constructs related to the governance level attempted to capture and understand how 

organizations establish mechanisms to share information security knowledge. To capture 

the conceptual domain of the constructs pertaining to the governance level new items 

were generated for six of the seven constructs. Items representing business-based 

information security management, were identified from previous work [91][118]. All 

constructs were defined as first-order constructs and specified with reflective multiple 

items, except coordinating information security processes, which was specified with 

formative items.  

The constructs related to the individual level were included in the theoretical model to 

assess their direct or indirect influence on social engineering security behaviors. The 

items capturing the constructs were all based on previous research and existing scales, 

except for the information security awareness construct, where new items were generated. 

For the  motivational constructs the items were based on 

[13][16][17][90][119][101][95][102] but adapted and rewritten for the context of the 

study. All constructs pertaining to the motivation class except information security 

awareness were defined as first-order constructs specified with multiple reflective items. 

Information security awareness was defined as a formative second-order construct 

composed of two reflective first-order constructs. The items representing the other 

influencing factors were specified with single items and based on 

[120][121][122][123][67][124][125][70][126]. 

When instruments have been developed containing new items, a content validity 

assessment of the new items is recommended before collecting primary data [113]. 

Content validity is defined as “the degree to which items in an instrument reflect the 

content universe to which the instrument will be generalized” [127]. The content validity 

assessment includes judgment-quantification entailing asking a number of experts to 

evaluate the validity of the items and as a set [115][128]. A content validity assessment 

was performed for all constructs where new items had been generated. The content 

validity was quantitatively assessed using the item-sorting method proposed by [129] and 

using content experts as the judges. Data was collected using an email survey distributed 

to 452 content domain experts, of which 56 completed the survey for constructs 

pertaining to the governance level and 51 completed the survey for constructs pertaining 

to the individual level. Based on this pre-test the survey measurement instruments were 

revised (cf. Paper 1, Paper 2 and Paper 4). The final measurement instruments included 

items measured on a 11-point likert scale from 0 to 10 (inspired by [130][14]) for the 

constructs pertaining to the governance and the individual motivational factors. The 

single items measuring other influencing factors were measured on a 7-point likert scale 

from 1 to 7. 

To develop written hypothetical social engineering scenarios guidelines from the 

literature (e.g., [131] [36][132]) was followed. Scenarios around typical attacks (phishing 

and phone fraud) were developed and proofread and translated to English by a 

professional translation and interpreting company. The phishing experiment was 

designed to mimic techniques used in realistic social engineering attacks and reflected the 

phishing scenarios outlined in the distributed survey. The rationale for using the same 

scenario outlined in the distributed survey was to enable evaluation of the degree of 

relationship between employees’ social engineering security behavior captured through 

the scenario-based survey and their social engineering security behavior captured 

through the phishing experiment. A pilot study conducted at a technology consulting 

company within the electrical power domain was conducted prior to the primary study 

[76].  
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3.2.2 Primary data collection 

To measure governance constructs the survey was distributed to executives responsible 

for information security. To choose potential respondents, the key informant 

methodology was used [133]. In this study, the key informants included such high-level 

executives as CISOs, Security Officers, CEOs, CIOs, and IT managers. The sample frame 

included 548 potential respondents identified from the SANS security mailing 

list/GPWN-list [134], and information security executives from 30 organizations known 

to the research department. In total, the sample therefore included 578 potential 

respondents. Data was collected between November of 2012 and June 2013. The survey 

was hosted by SurveyMonkey [135]. Two reminders were sent to non-responding 

participants after a first week and a third week in order to increase the response rate. 82 

respondents completed the survey, which gives an effective response rate of 15.2%. This 

response rate is understandable due to data being collected in the critical domain of 

information security in which executives often are reluctant to leave out data; and 

managers have been oversurveyed due to the increased popularity of using online surveys 

to capture managers’ attitudes and beliefs related to different types of organizational 

issues [136]. 

The individual constructs were measured through two studies; one capturing the 

individual motivational factors and one capturing the other influencing factors. Data was 

collected from April 2012 to October 2013. In all, surveys were sent out to 4388 

employees from organizations operating in a variety of industries. The surveys were 

hosted by SurveyMonkey [135]. Two reminders were sent to non-responding participants 

after a first week and a third week in order to increase the response rate. After two 

reminders 1733 respondents had completed the survey for the motivational factors and 54 

for the other influencing factors.  

Social engineering behavior was measured through hypothetical scenarios included in 

the survey distributed to measure individual constructs. The phishing email was launched 

three weeks after the survey had been closed to minimize bias in the responses as the 

email reflected one of the scenarios in the survey. Our previous experiences suggest that 

this is more than enough time [76][77]. 

3.2.3 Addressing nonresponse bias and common method bias  

As data for drivers at both the governance individual and level were collected by using 

self-reported surveys, issues related to both nonresponse bias and common method bias 

(CMB) needed to be addressed [137][138]. To address potential nonresponse bias the last 

respondent method was used as recommended by [139]. Inspired by the technique used 

in [17] the dataset was split in three groups and a series of independent t-tests was 

conducted to identify any significant differences in means between the first and the last 

third of the respondents’ data. This test procedure revealed no significant differences 

between the first and the last third of the respondents’ data on any of the items analyzed. 

This suggests that nonresponse bias was not an issue in this study. 

The threat of common methods bias (CMB) was addressed as follows. Ex ante, CMB 

was addressed by counterbalancing the order of questions in the questionnaire to 

discourage participants from figuring out the relationship between the dependent and 

independent variables. Further, respondent anonymity and providing no incentive for 

completing the survey reduced the likelihood of bias caused by social desirability or 

respondent acquiescence [140]. Ex-post, a test for CMB recommended by [141] and used 

by [142] was performed to ensure that there were no construct correlations higher than r 

> 0.9.  
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Chapter 4  

Results 

The purpose of the thesis is to obtain an understanding of how employees’ social 

engineering security behaviors can be ensured or improved. In order to fulfill the 

purpose, factors that influence employees’ social engineering security behaviors at both 

governance and individual level were investigated. The discussion around the results in 

this section is aligned to the thesis research questions and underlying goals that 

addressed the research questions (1.3). Table 4.1 shows the sub goals and in which paper 

these goals were addressed (Paper 8 addresses both sub goal 2 and 3).  

 
Table 4.1: The sub goals of the thesis and papers addressing these goals 

 

Sub goal Addressed in 

1. To propose a theoretical model including hypotheses about how 

resilient social engineering security behavior is achieved 
Paper 2 and 4 

2. To design an instrument to measure social engineering security 

behavior and its drivers on both an individual and governance level 
Paper 1, 5, 8 

3. To empirically test the proposed theoretical model 
Paper 2, 3, 4, 

6, 7, 8 

4. To test if national culture significantly influences relationships in the 

proposed theoretical model. 
Paper 2, 5, 6 

 

 

Subgoal 1 was addressed in the exploratory part of this thesis, in where the research 

model that included constructs on both an individual and contextual level was developed. 

This phase is also described more thoroughly in paper 2 and 4. Paper 1, 5 and 8 addresses 

subgoal 2. In paper 1, the measurement instrument measuring behavioral governance and 

individual motivational factors, that was established in [111], is refined. In Paper 5 and 8, 

a measurement instrument to measure social engineering security behaviors is developed 

and validated through scenario-based surveys and phishing experiments. Subgoal 3 was 

addressed in the remaining papers. In paper 2 and 3, an understanding of how 

organizational security knowledge is established was obtained, and its effect on employee 

information security awareness examined. Paper 4 empirically examines how employees’ 

intention to change their behaviors and resist social engineering is achieved. Paper 6, 7 

and 8 obtains an understanding of social engineering security behaviors and explain why 

employees fall victim to social engineering attacks. Finally, subgoal 4 was addressed in 

paper 2, 5 and 6, in where the moderating effect of national culture was empirically 

examined.
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4.1 Answering the research questions  

This subsection includes a summary answering the three posed research questions of this 
thesis 
 
RQ1: Which factors influence employees’ resilience to social engineering? 

The first research question concerns which factors that have a direct influence on 

employees’ resilience to social engineering. The results from the performed research 

showed that the following factors have a significant influence on employees’ resilience to 

social engineering: 

 

1. Trust: employees who exhibit a greater trust are easier to deceive, hence are less 

resilient to social engineering.  

2. Risky behaviors: employees that are more likely to take risks and not think 

about the consequences of their actions are more likely to fall victim to social 

engineering, hence are less resilient.  

3. General information security awareness: employees that understand and 

are aware of threats and negative consequences with inadequate information 

security are less likely to fall victim to social engineering. Hence, are more 

resilient to social engineering. 

4. Security and computer knowledge (Formal security training and computer 

experience): employees that have undergone formal security training and have a 

lot of experience using computer technologies are less likely to fall victim to social 

engineering. Hence, are more resilient to social engineering. 

5. Intention: employees that exhibit strong willingness to resist social engineering, 

hence willing to change their behaviors, are more resilient to social engineering.  

6. Target-related information: the amount of information, specific to a target 

organization, included in an attack significantly increases the probability that 

employees fall victim to social engineering.   

 

RQ2: How do individual and governance factors complement each other in 

shaping resilient social engineering security behavior? 

The second research question concerned how individual and governance factors 

complement each other in shaping resilient social engineering security behavior. The 

main results are presented in three bullets: 

 

1. Governance factors and individual factors do complement each other in shaping 

employees intention or willingness to resist social engineering. This increases 

their actual resilience to social engineering. The strongest single predictor of 

intention to resist social engineering is attitude towards resisting social 

engineering, while both self-efficacy and normative beliefs showed weak 

relationships. Transformational leadership is strongly associated with both 

information security culture and  information security awareness. The significant 

effect of information security culture is explained by employees’ attitude and 

normative beliefs. Leadership sets the foundation and leaders are the creators of 

an information security culture, which explains the effect of transformational 

leadership on employees’ attitude towards resisting social engineering. 

2. Having a formal unit with explicit responsibility for information security, utilizing 

coordinating committees, and sharing security knowledge through an intranet 

site significantly correlates with dimensions of employees’ information security 

awareness. However, regular identification of vulnerabilities in information 

systems and related processes is significantly negatively correlated with 
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employees’ information security awareness, in particular managing passwords. 

One explanation for this result could be that vulnerability analysis, as posed by 

the questions in the utilized survey is regarded as a technical measure to identify 

weaknesses in the systems, and not in humans accessing these systems. There is a 

possibility that companies investing in technical vulnerability analyses fail to 

identify vulnerabilities related to the human aspect of information security. 

Therefore lack in providing ‘social’ information security controls establishing 

information security awareness throughout the organization. Consequently, 

companies might be overinvesting in technical countermeasure leading to less 

focus on countermeasures related to employees’ information security awareness 

and behaviors. 

3. Processes to coordinate implemented security knowledge sharing mechanisms 

have a major direct influence on the establishment of security knowledge sharing 

in organizations; the effect of organizational structure (e.g., centralized security 

function to develop and deploy uniform firm-wide policies and steering 

committees to facilitate information security planning and coordination) is 

slightly weaker, while business-based information security management has no 

significant direct effect on security knowledge sharing. A mediation analysis 

revealed that the reason for the nonsignificant direct relation between business-

based information security management and security knowledge sharing is the 

fully mediating effect of coordinating information security processes. This implies 

that although the security department understands the needs of the business and 

their strategies are developed accordingly, the effect will not be realized in 

practice if operational activities are not performed. This includes activities to 

analyze information security risks when relevant (e.g., major transformation or 

change projects affecting IT systems) and monitoring the performance of existing 

controls. 

 

RQ3: Does national culture have a significant role in shaping resilient social 

engineering security behavior? 

The role of national culture was investigated in paper 2, 5 and 6. The findings show that 

national culture has a significant effect on behavioral information security and 

determinants of employees’ social engineering security behaviors. This suggest that 

national culture should be taken into consideration in future studies in particular when 

investigating organizations operating in a global environment e and understand how it 

affects behaviors and decision-making. 
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Chapter 5 

Thesis contributions 

This section describes the main contributions, limitations and recommendations for 

future work. More details are found in each of the included papers. 

5.1 Overview of main contributions 

Firms worldwide invest a vast amount of money to ensure information security 

throughout their organization. Although those investments are highly prioritized, 

knowing how to ensure adequate information security awareness and behavior 

throughout the organization is still challenging. The results from the thesis can guide 

researchers in developing future research strategies to increase the understanding of how 

to create behavior change related to information security. There are also practical 

implications for managers responsible for information security. The results can support 

them in their decision-making process by offering insights into how to manage 

information security threats in general, and behavioral threats in particular. There are 

five main contributions made by this thesis. They are as follows. 

 

1. Behavior measurement instrument 

A measurement instrument was developed and empirically validated to measure 

information security behaviors and its drivers on an individual and governance 

level.  The validated method to measure information security behaviors relies on 

written hypothetical scenarios and the use of phishing experiments. The 

instrument to measure behavior multilevel determinants such as coordinating 

information security processes and organizational culture, and individual-level 

variables such as information security awareness was assessed for their construct 

validity and content validity. This yields a robust survey instrument that can be 

used in future research and by practitioners when measuring both current 

behaviors and effects of implemented behavior change programs. The use of 

scenarios was validated by observing actual behaviors in unannounced phishing 

experiments. This is an important contribution as companies find the use of 

methods where the behaviors of their employees are being observed as intrusive. 

A scenario-based survey is a less intrusive method to measure behaviors. Future 

researchers can continue to develop non-intrusive methods of measuring security 

behaviors and the use of scenario-based surveys can be further developed and 

validated. 

 

2. Understanding the root cause for behavioral change 

Thus far, no theoretical framework specifically related to understanding how to 

ensure resilient socially engineering security behaviors have been developed. The 

research in this thesis has examined multilevel variables such as organizational 

culture and individual-level variables such as attitudes to explain how they can 

influence employees’ intent for behavior change. The empirical results from the 
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conducted research have identified determining factors that increases employees’ 

willingness to change their behaviors. This gives guidance for how to ensure or

increase resilience to information security attacks among employees in an 

organization. 

 

3. Understanding what governance structure that affects behavioral 

change 

While there exist research on behavioral information security governance that 

have proposed conceptual and practical principles, they are neither theoretical 

grounded nor empirically validated. Furthermore, performed empirical research 

is mainly based on case studies or semi-structured interviews. The results of this 

thesis are quantitative, and have provided empirical evidence on how to organize 

and structure information security management to influence information security 

awareness and lay the foundation for behavior change. 

 

4. Understanding the effect of national culture in information security 

contexts 

Existing research suggests testing theoretical models across different cultural 

settings. Behavioral information security research studies should therefore be 

adapted to account for cross-cultural differences. This thesis have examined if 

national culture have an effect in shaping social engineering behaviors and if it 

has an effect in establishing controls to enable employees’ information security 

awareness and behavior change. The findings show that national culture has a 

significant effect on behavioral information security and determinants of 

employees’ social engineering security behaviors. This suggests that national 

culture should be taken into consideration in future studies in particular when 

investigating organizations operating in a global environment to and understand 

how it affects behaviors and decision-making. 

 

5. A strategy to ensure information security behaviors  

The results from the conducted research provide practical utilization for 

managers responsible for ensuring proper information security behaviors 

throughout an organization. The practical contribution is outlined in three main 

components which should be a part of a behavioral information security strategy: 

Leadership, Knowledge sharing and Measurement. 

 

Leadership: Changing information security behaviors takes time and requires 

that employees understand why they have to change their behaviors. The results 

from the conducted research shows that leaders are the creators of an 

information security culture and should therefore act as the leaders of change; 

provide support and resources to enable behavior change, and set expectations of 

what behaviors that are expected. Specifically, leaders should explain why 

information security measures are implemented; describe information security as 

a function that supports the business and not hinders it; describe information 

security as a collective effort; promote common understanding and cooperation 

to ensure information security; and demonstrate a reasonable level of 

information security knowledge. 

 

Knowledge sharing: Sharing of information security knowledge and 

competence should be performed through both formal and informal activities. 

The implementation of formal awareness and training programs can be 
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implemented through awareness sessions in classroom lectures, distribution of 

security handbooks and newsletters and the utilization of real-life exercises such 

as phishing exercises and phone fraud tests. Email messages containing security 

issues can be automated in order to raise information security awareness. Sharing 

knowledge to increase awareness through an intranet site dedicated for 

information security can be an effective way to reach a large population and have 

a significant effect on information security awareness. Having informal/voluntary 

consulting and advisory services in information security can also be established in 

the organization. 

 

Measurement: Measuring current information security behaviors identifies 

awareness and training needs and provides guidance on how training resources 

should be allocated. Measurement activities are the basis to develop a road map 

for behavior change. Continues measurement gives managers the possibility to 

track effects of security program and ensure that a change in information security 

behaviors has occurred.  

5.2 Limitations and future work 

There are three major limitations which should be taken into account when interpreting 

the results of the thesis. First, although intention was found to significantly correlate with 

employees’ actual social engineering security behavior, the relationship is rather weak. 

And although attitude is a strong predictor of intention, it doesn’t mean that changing 

employees’ attitudes is enough. Attitude and intention are derived from the theory of 

planned behavior, which is a well-established and validated theory explaining behavior 

change. As such, attitude and intentions are important predictors of behaviors and 

increases individuals’ willingness to change their behavior. The theory of planned 

behavior have, however, been questioned for its completeness in information security 

contexts [22]. This implies that other constructs can be added to the theoretical model or 

by themselves explain security behaviors better. Furthermore, the theory of planned 

behavior has primarily been applied and empirically tested in models explaining 

compliance or non-compliance to information security policies. To the knowledge of the 

thesis author this is the first research in social engineering contexts that have included 

constructs from the theory of planned behavior in a empirically tested theoretical model. 

The theoretical model also included other constructs. Among these it was found that 

employees who exhibit a greater trust and are more likely to take risks, and not think 

about consequences of their actions, are more likely to fall victim to social engineering. 

Other related research has shown that an individual’s inability to handle stress together 

with a lack of confidence (neuroticism) has shown to influence his or her resilience to 

security threats [73]. Other experiential factors such as web experience and computer 

efficacy have also shown to influence social engineering security behaviors [143]. 

Evidently there is room for further developing and testing theoretical models including 

other factors with potential influences on information security behaviors.  

Second, determinants of actual behavior were examined and if the strength of them 

differs based on national culture. This approach is novel. The study can therefore be seen 

as exploratory, which limits the generalizability of the findings. The Swedish sample is 

dominating, while it was only collected responses from 40 Indian employees. This 

unequal size of samples suggests that conclusions based on the results from the cultural 

analysis should be drawn cautiously. A natural continuation of our research is to further 

explore the generalizability of the findings by collecting data from other nations with 

similar cultures as Sweden, USA and India. Furthermore, while it was found that national 

culture have significant effect on relationships in the research model; difference might 
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exist between firms within a country. Hofstede’s cultural measures generalize culture to 

an entire national population. That is, there is an assumption that culture effects apply to 

all individuals in that nation. This assumption has been challenged and that culture 

should be studied at the individual level as well [144][145]. Therefore, the potential 

moderating effect of different organizational characteristics (e.g. size, industry in which 

the organization operate in) on relationships in future developed research models should 

be examined. This will give the research field new knowledge that can have implications 

on how information security controls can be adapted to a firm’s characteristics.  

Third, the phishing experiments to measure actual behaviors did not include links to 

“malicious” web sites constructed for the purpose of the studies. Replicating legitimate 

web sites in experiments has shown to increase individuals’ phishing vulnerability [67]. 

Many employees still fell victim to phishing during the performed assessments. One can 

only speculate the difference in the number of employees falling victim to the phishing 

attacks if legitimate Web site had been spoofed or constructed a Web site serving the 

purpose of the study
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