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Abstract 
 

 

 

 

 

As the market for high speed Internet and cellular communication services reaches maturity, 

communication services have shown a limit to growth based on the number of subscribers. 

Next Generation Networks services based on IP Routing form the beginning of a new age of 

innovative and affordable services where consumers will witness substantial new service 

offerings and also savings in their consumption bills for such services. The requirement of 

these applications challenges the limitations of the network technologies that are in place 

today. Next Generation Networks are based on internet technologies including Internet 

Protocol (IP) and Multi-protocol Label Switching (MPLS). 

 

The thesis therefore presents an overview of the converged IP Network services, focusing on 

opportunities for service differentiation and introducing current service oriented technology 

to meet up the demands of consumers. These technologies allow service providers to build 

and operate networks that can be able to provide local, long distance, global, mobile, data, 

voice and internet services to consumers. In meeting the demands of these newer services to 

its customers adequately with high Quality of Service (QoS), Speed, Traffic Engineering and 

Scalability, Internet Service Providers have engaged Next Generation Networks using the 

more reliable Multi-Protocol Label Switching in the core of their networks while also 

delivering such services through a secure means over the public internet by using Virtual 

Private Networks. 
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Chapter 1 

 

Introduction 
 

 

The Internet today had become an ever more critical part of the world’s communication 

infrastructure thus making Internet Service Providers (ISPs) to be under increasing pressure 

to provide good, predictable performance, high Quality of Service (QoS), scalability, Traffic 

Engineering and speed to a wide range of older and newer applications to its consumers. A 

global technology infusion Internet Protocol and wireless mobility has presented great 

opportunities for the service delivery of data, voice and video for communications and also 

computing in real time. The future of telecommunications has already been tremendously 

changed and has also been shown that Next Generation Network Services are capable of 

reaching markets and customers worldwide in real time, in this era whereby service providers 

are wrestling for mind and market shares as they restructure their networks to attract an 

increasingly diverse set of clients. Next Generation Networks is a broad term to describe 

some key architectural evolutions in telecommunications core and access networks that will 

be deployed over the next five to ten years. The general idea behind this Next Generation 

Networks, is that one network can transport all information and services (Voice, data and 

other media such as Video streaming), by encapsulating these into packets, like it’s the case 

on the internet. It has also been shown that Next Generation Network Services are simply 

more than just connectivity, communication and collaboration but they are also about 

technology leveraged, service centric platforms combined with a service value mind, that is 

set for the purpose of engaging customers on an immersive, interactive level, though not only 

solving their challenges but also anticipating their future dreams regarding business and 

personal communications. [1] 

 

In this thesis work, the main objective is to give a general overview of why most Internet 

Service Providers offering Next generation network services have most recently been 

employing MPLS in the core of their networks based on newer services that have to be 

offered to their customers, that the conventional IP routing could not fully support and also 

why they have been using Virtual Private Networks as a secured way in offering such 

services over a public network. 

 

In the following chapters, we will discuss the Next Generation Network architecture, its 

building blocks, switches, uses and then followed by a brief description of IP routing and 

then Multi-Protocol Label Switching, which is a central element of Next Generation 

Networks. The next chapter would be Virtual Private Networks, giving a general description 

and various types of VPNs and then followed by Wireless Application Protocol, which is a 

communication protocols that enable wireless devices to have easy access to the internet and 

other telephony services and then we talk about Performance Management for Next 

Generation Network Services and finally end with conclusion.  
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Chapter 2 
 

Next Generation Networks Overview 
 

 

 

2.1 Introduction 

The last eight years or more have witnessed an increasingly speedy integration of computers 

and telephony both equipment and networks. The old public network operators (PNOs) have 

witnessed a decrease in telephony traffic on their public switched telecommunications 

networks (PSTNs) due largely to the increasingly popularity of mobile telephones and the 

movement of services from telephone networks to the public internet. 

A customer of telephone networks prefers the unregulated but large content of 

communications provided by their network provider which has communication possibilities; 

this is offered by the public internet. Fixed network operators’ response to meet this demand 

was to deploy broadband, while this solution satisfies the customers demand it has done little 

to ensure the continued development of global communications networks as the fixed 

network operator is left merely providing access to the public internet (or worse access to an 

internet service provider, ISP) While content and service are provided without any 

association with networking costs. Customers do not buy technology but they buy services. 

So from the network operator’s point of view, it is the ability to offer services that can take 

advantage of broadband which is important. 

This new concept of an integrated broadband network has developed over the last few years 

and has being labeled Next Generation Networks (NGN)—This term is used to describe 

some architectural evolutions in telecommunication core and access network, which meets 

the needs of a technology enabled culture, more specifically it is an inventive optimization of 

technology and service platforms to meet a new era of IP centric networking requirements 

and customers opportunities. Next Generation Networks are commonly built around the 

internet protocol. It enables multiple services such as Voice, Video, and Data to be integrated 

and efficiently carried over a single infrastructure. [1] 

 

The next generation network seamlessly blends the public switched telephone network 

(PSTN) and the public switched data network (PSDN), creating a single multiservice 

network. Instead of large, centralized, proprietary switch infrastructures, this next generation 

architecture pushes central-office (CO) functionality to the edge of the network. What results 

from this is a distributed network infrastructure that influences new, open technologies to 

reduce the cost of market entry dramatically, increase flexibility, and accommodate both 

circuit-switched voice and packet-switched data. [26] 
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Figure 2.1 the Public Switched Telephone Network and Public Switched Data Network 

 

 

Today’s network is divided into two elements: the PSTN and the PSDN (see figure 1). The 

PSTN consists of large, centralized, propriety class-5 switches with remote switching 

modules (RSMs) and digital loop carriers (DLCs).while in contrast the substantially smaller 

PSDN-consisting of network points of presence (POPs) and remote access devise- is growing 

at a dramatic rate. The growth of the PSDN is driven by the internet, intranets, virtual private 

networks (VPNs) and the remote access. However, the PSTN continues to be the principal 

means of delivering data services.  

 

 

2.2 Next Generation Network Architecture 

 
There is a speed of change in the Telecommunication marketplace that was inconceivable 

some years back. Liberalization has lead to an increase in competition and various new 

business opportunities for numerous players. Societal changes and work habits imposed on 

people, the requirement to be practically “always connected”. New technologies offer more 

capacity and flexibility for faster and cheaper implementations of new features. The 

introduction and deployment of various new services in the network must be carried out at 

the speed required by the market. It is therefore apparent that the new network architecture 

must be an evolution of today’s networks with stepwise approach to introducing the new 

technologies 
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   Servers (INTERNET, ISDN/PSTN NETWORK, 

  Gateways (BSC, BTS, RNS) 

  Database (HLR, OSS/NMS, MSC/GMSC, SGSN/GGSN, TL/TG  

 

 

Figure 2.2: The new Next Generation Network architecture 

 

 

           

  The new Next Generation Network architecture consists of 

   
• An  Access layer 

• A transport and switching layer 

• An application and service layer (figure 2.2) 

 

The access layer consists of wireline and wireless technologies, while the switching and 

transport backbone provides basic connectivity. The application and service layer comprises 

servers and databases that provide the intelligence required to manage subscribers and 

services and control the connections. 

In the 1980’s, almost similar structure was introduced in terms of the intelligent network (IN) 

architecture, recent advances in technology has made the architecture largely accepted as 

well as suitable for implementation on a broader scale, especially in microelectronics for 

access and transport enabling flexible extension of existing infrastructure as well as new 
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software and protocols allowing a migration of existing applications and control functions on 

mew flexible platforms. [28] 

 

2.2.1    The Access Layer 
 

Existing copper access network was deemed outdated only a few years ago, and future broad 

band services were expected to require fiber all the way to the home. It has being shown that 

current advances in digital subscriber loop (XDSL) technology demonstrate that existing 

copper loops can provide several megabits per second(M/S) downstream in data speed, high 

enough to handle the majority of foreseeable services delivered by the current and Next-

generation Internet.  

With the advances in access technology, new access products take advantage on the “rebirth” 

of existing subscriber loops, provide a variety of end user accesses, integrated services and 

open interfaces. The V 5.2 is an example of such technology; it is used for connecting to 

backbone and switching networks in a way most suitable for the network operator. There 

have being tremendous investment in the development of radio technology, the success of 

second generation digital wireless networks—most importantly the Global system for mobile 

communication (GSM) has secured this feet. Narrow band capacity of digital radio is 

continuously being increased through more flexible networks implementation solutions such 

as hierarchical cell structures and adaptive antennas. The introduction of General Packet 

Radio Service (GPRS) in GSM, further improved by Enhanced Data rates for Global 

Evolution [EDGE], utilizes the scarce radio resources within frequency ranges existing more 

effectively, especially for data services. 

 

The evolutionary approach associated with GPRS where existing infrastructure in the base 

station system [BSS] can be reused, allows for introduction of mobile data services on a 

broad scale. With the universal mobile Telecommunications systems [UMTS] Terrestrial 

radio access network [UTRAN], a new spectrum efficient radio technology wideband code–

division multiple access [WCDMA] is introduced to continue the evolution of GSM toward 

Third generation capabilities. Although UTRAN is based on a new radio technology, it’s 

flexibilities in transport allows significant savings in radio access investments. [28] 

 

 

2.2.2 The Transport and Switching Layer 
 

In the next generation network basic optical transmission technology has an important role. 

In the last two years the area of wavelength division multiplexing [WDM] has shown 

opportunities to increase the capacity of existing transmission networks by a factor of 100. 

Hence perceived bottleneck for future network application has effectively been removed. 

Within the backbone transport network the discussion on the cost benefits of packet-oriented 

technologies Vs the Quality of service [QoS] offered by circuit switched networks continues. 

Advances in router capacity and Voice-over-IP [VoIP] applications have convinced a number 

of new entrants in the operator market to introduce overlay networks targeting selected 

customers   groups. Several established network operators have also launched networks 

evolution programs introducing packet switching in a controlled way on the existing 

networks. Asynchronous transfer mode [ATM], as a packet-switching technology offering 
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QoS and good networks management mechanisms, plays an important role in facilitating this 

evolution .With ATM inter working closely with the existing circuit-switched call control 

infrastructure, it is possible to flexibly introduce packet switching as a basic for new 

applications in parallel with the current public switched telephone network/integrated 

services digital network [PSTN/ISDN]. This ensures retained QoS and reuse of the existing 

functionality for telephony. [28]  

 

 

Figure 2.3 the separation of control and connection 
 

 
 

2.2.3 The Application and Service Layer 
 

An issue which is important in the next generation network architecture is the independence 

of applications and services from basic switching and transport Technologies. A separation 

of applications and control mechanisms from the access and transport layers is the 

fundamental feature of the next generation architecture. On the application layer several 

trends are visible, pertaining to the different segments of the market. Intelligent network (IN) 

still plays an important role for well specified services, especially mass market services 

requiring high capacity and good management control; examples of this are number 

portability and prepaid services. A lot of future services require more flexibility and small 

scale economics in their introduction. Dedicated services and stand alone nodes already offer 

these capabilities for many new services today, especially within the wireless networks. [28] 
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However it is becoming more complex by the day to manage current implementation of the 

application structure. It now requires a new approach, the next significant step toward the 

new architecture involves the true separation of control and connection as shown in [Figure 

2.3].This is possible through the migration of applications and call control functions on open 

platforms, the introduction of Common control protocols to support communication between 

control function and network resources and especially through the introduction of media 

gateway [MGW] nodes. MGW nodes provide conversation between different communication 

media, protocol adaptations, and pooling of devices such as codec and announcement 

equipment [Figure 2.3].The implementations of the gateway nodes is based on the 

applications and developed in different configurations but they should fulfill 

telecommunication specific design requirements and reuse network infrastructure when 

applicable.                                                                                                                                                

 

 

Figure 2.4 Media Gateway Principle 

 

 

 

 

 

An MGW is a logical node: 

• The MGW performs protocol conversion of the user plane between two networks. 

• The MGW is controlled by servers using the x-cp protocol 

• The  MGW performs bearer control 

• The MGW shall own its own resources, enabling several servers to control 
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The main characteristics of the above described network architecture are as follows:  

 

• Service- differentiated: The need to offer new application at a rate expected by the 

different market segments as well as support different levels of QoS, depending on 

the price end customers are prepared to pay. 

 

• Application Driven: Separation of control and connection and business aspects 

driving the speed of implementation. 

 

• Server-oriented:   The opportunities to introduce new services both through servers 

connected to the network and by porting existing Telecommunication logic on 

open servers’ platforms. 

 

• Software –dominated: Due to the expected increase of higher-level programming and 

amount of source code used and /or reused for implementing the application 

layer and corresponding protocols. 

 

 

 

2.3 Building blocks for Next Generation Networks 
 

Internet protocol [IP] starts the fundamental building blocks of Next Generation 

Networks, applications and services. It is the networking massager between data 

computing applications, IP telephony conversations and IP video sessions at layer 3. IP 

success has been beneficial to the rise of Ethernet technology at layer 2.In the beginning 

of the early 1970’s Ethernet has withstood all layer 2 competitions defeating the 

technology push of all deterministic layer 2 challengers with the pull of Ethernet’s 

simplicity, adaptability and interoperability with all layer 1 mediums. Where IP is the 

layer 3 packaging, Ethernet is the layer 2 conveyor belt that leads to the digital versions 

of mail bags (wireline), photonic locomotives (optical), and stealth jet planes (wireless) 

all at layer 1. Internet Protocol, Ethernet, Optical and wireless networks are the must have 

networking layers in essence, the new-era building blocks with which to construct and 

enhance network that are flexible, fast and service rich. With these Technology in use 

providers are adapting their networks towards architectures that better support Data, 

Voice and Video  

 

Convergence, providing a variety of access interfaces to deal with customers’ choice and 

augmenting their options to offer next generation broad band services that find success 

with customers. [1] 

 

This service valued technologies within the context of general classifications or rather 

types of provider networks encompass  

 

• IP Network 

• Virtual private networks 

• Wireless networks 
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Depending upon various business plan providers might use one classification of network 

exclusively or they might incorporate several network classifications while considering 

relative strength, customers’ needs and market opportunities. 

 

 

 

2.3.1 Next Generation Network Switches 
 

Next generation switches are the most flexible platforms available. Combining extreme 

scalability, an open service creation environment (SCE), remote management and diagnostics 

and the highest availability, next generation switches provide a migration path from today’s 

switching architecture to a more cost effective, efficient, next generation network 

architecture. This next generation switching architecture represents an entirely new approach 

to delivering services that is specifically designed to accomplish the following services: 

 

• Distribute switching functionality to the edge of the network 

• Deliver robust switching functionality at a cost that is an order of magnitude lower 

than traditional, propriety class-5 switches 

• Protect existing investments by supporting all current analogy and digital network 

standards, interfaces, media, and services elements. 

• Reduce the number of network elements by combining a range of telephony, 

application and service delivery functions 

• Through programmability and the flexibility of an open application programming 

interface (API) enable new service creation 

• Provide a high degree of scalability, enabling network operators to expand their 

subscriber base rapidly and cost effectively 

• Take advantage of future technological advances which promoted extensibility 

through open architecture design 

• Redefine true, carrier-class design for maximum fault tolerance and zero downtime 

• Reduce operating costs by employing advanced remote maintenance and diagnostics 

capabilities. 

• Increase revenues by shortening time to market, reducing upfront costs, and 

providing remote management capabilities  

 

Obviously this method or approach represents a dramatic departure from traditional switch 

architecture. On side by side comparison, the immediate differences are clear. See figure 2.1. 

Next generation switches are purpose-built to scale to meet the needs of any subscriber base. 

In designing these systems small start up cost and a linear incremental cost is taken into 

consideration. This architecture allows carriers to make better use of their capital by 

purchasing only the capacity that their network requires, as carriers need additional capacity, 

additional cards can be inserted. In competing and wining in a competitive environment, 

carriers must offer revenue generating enhanced services ahead of the competition. Other 

benefits of next generation switches is their large service creation environment (SCE).This is 

mainly a graphical user interface, these SCEs allows carriers to develop, deploy and most 

importantly pay only for the services that their customers require [26]. In an era of next–
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generation switches, carriers will no longer need to wait for a vendor’s next generic release 

of feature software. The carriers or third party developers can quickly and cost effectively 

develops their own applications. Doing so will provide yet another competitive advantage. 

The carrier will own its new applications, thereby limiting a competitor’s ability to offer the 

same service. Next generation switches enable carriers to connect a distributed network of 

intelligent switches together and manage them as a single virtual switch. It also gives carriers 

the ability to gain access to a specific resource on a specific card via a host computer 

connected to the next generation network. This possibility greatly reduces a network 

operator’s costs by eliminating expensive truck rolls and costly service calls. New features 

are introduce with next generation switches, carriers can introduce features and services in 

real time, rather than wait until network traffic goes to the lowest possible. NGN switches 

can serve the following: 

 

 

•  An alternative to traditional class-5,end –office switches 

 

• An alternative to traditional class-4,tandem-office switches 

 

• Enhanced services platforms 

 

• Wireless local access switches and the base station controllers 

 

• Cable telephony head end switches. 

 

 

 

2.3.2 IP Networks 
 

IP is uniquely positioned as the central theme in the new era of networking and an important 

point of convergence for networks, service and applications. All types of service providers 

now use IP networks; this allows providers to interface directly with the type of networks 

most familiar to their customers. 

 

IP networks a layer 3 protocol stitch together various purpose built networks and are the 

fundamental access layer to the internet. IP is the most preferred networking interface for 

advanced application because it can reach the largest customer markets and it is moving 

center stage into carrier class networking. Data, voice, video and internet data must come 

together. By standardizing various types of data formerly associated with entirely separate 

technologies IP provides a powerful solution. IP network convergence provides a foundation 

for greater collaboration, opening new ways to work and interact, simplifying network 

management and reducing operating costs. [1] 

Today, converged networks are fueling the development of an array of dynamic applications 

examples include E-learning, unified messaging and integrated call center and customers 

support systems’ is unifying the convergence of networks while facilitating the purposeful 

and appropriate combination of Data. More on IP networks is on chapter three. 

 



 

 
22 

 

2.4 Using Next Generation Network Services 
 

Innovative technology, process and a company’s culture each have part and parcel in the 

delivery of a next generation network service. This services leap from a service-valued 

emphasis made possible by appropriate application of next generation network technology 

along with process optimization and cultural shift. Examples of Next generation services are: 

 

• Internet access services 

• VPN services at both layer 2 and layer 3 

• Ethernet as metro area and wide area LAN extensions 

• IP services including layer 3 Data routing, IP voice, and IP video 

• Optical wavelength Services 

• Content, Database, and application delivery services 

• Storage and security services 

• Managed network services 

 

Many of these services reside at networking layers 2 and 3 and also at layers 4-7 for hosted 

applications. This is the essential distinction: next generation network services transcend the 

physical layer at layer 1, traditionally considered the heart of the provider transport model 

and move upscale into layers 2, 3 and beyond. Services are decoupled from transport as a 

result of IP based any to any networking. Service is more than Technology. It is in fact a 

unique blend of technology, process and culture. The measurement of service value will be 

increasingly calculated as a success ratio with the amount of time saved as the most 

important factor and to the customer service is everything. Providers that are engaging in 

next generation network services are doing so through the recognition and tailored 

exploitation of convergence trends. Seeking to rapidly market an expanded catalog of 

services they are converging their Technology platforms and network infrastructures as well 

as exploiting selective convergence of various communications services. [1] 
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Chapter 3 
 

Underlying Technologies Components 

 
3.1 IP Routing 
 

IP Routing involves the process of moving packets across an internet from a source to a 

destination and making this routing decision is achieved by using a router which provides the 

physical connection between networks. Such routers must be configured with some type of 

routing mechanism to enable communication between hosts go beyond their local segments. 

These routing mechanisms could be static or dynamic in nature or could also be a 

combination of both and to think of which of the choices is chosen doesn’t matter because 

they both have the same objective of facilitating communication between remote hosts. 

 

Routing interfaces connect networks and sub networks and also serve as the entry/exit point 

for end systems within the networks and sub networks. Local routing tables are built and 

maintained by static or dynamic routing protocols and these routing tables represent the 

physical network infrastructure identifying paths to networks and sub networks. Routers use 

the routing tables to determine the best path between source and destination after the 

destination address has been identified. Routing basically consists of two separate tasks 

which are also related based on applications and they are: First, the paths for the transmission 

of packets through the internet should be defined and secondly, packets are will now be 

forwarded based on the paths which has been defined. [3] 

 

 

3.1.1 Routing table 
 

Routers use a combination of different routing methods namely static, default or dynamic to 

build a router’s routing tables since all routers must have a local routing table to make its 

routing decisions. Routing tables are generally used by routers to determine the best path 

between a source and destination when datagram are being forwarded. It includes a list of all 

networks and sub networks known to a router and also the IP address of the next hop router. 

 

The next question will be how these routing tables’ works. Usually, when a router receives a 

datagram that needs to be forwarded, the destination address is first determined and 

compared with each route within the routing table and this will continuously be done, until an 

exact or best route match is found and if an exact match is found within the routing table, the 

router simply re-addresses the datagram by using its MAC address as the source and the next 

hop routers address as the destination but does not in any away change the logical network 

layer address within the datagram. It finally sends the datagram out to the local interface 

connected to the link leading to the next hop router. Another question that follows in this 

case will be when no specific match is found within the routing table. If it happens that the 

router doesn’t find a specific match within its routing table while trying to forward a 

datagram, the router then uses the default route in forwarding the datagram or the datagram is 

discarded with an internet control message protocol (ICMP) error message sent back to the 
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source. When in the alternative multiple paths to a destination exist, then it means that more 

than one route may be included in the routing table but one path will have to be selected as 

the best by the routing protocol and placed in the routing table. However, some routing 

protocols allows for load balancing across multiple paths by making both paths active and 

then placing them in the routing table thereby making it possible for routers to alternately use 

both active paths in forwarding datagram and also balancing the traffic load across the paths. 

It is very important to maintain information in the routing table once a router has been able to 

build one and such maintenance can be achieved by either manual configuration or by the use 

of dynamic routing protocols. [3] 

 

 

3.1.2 Autonomous Systems (AS) 
 

An autonomous system basically consists of multiple routing domains. Routing domains 

refers to a collection of networks and sub networks associated with routers running the same 

routing protocol. There are two types of autonomous routing protocol: [3] 

1: Intra-Autonomous Routing Protocols: These routing protocols are used to configure and 

maintain routing tables within an autonomous system (AS) and could also be called Intra 

domain routing. Intra-Autonomous routing protocols are also known as Interior Gateway 

Protocol (IGP). An IGP usually calculates routes within a single AS and it also enables data 

to be forwarded across an AS from ingress to egress, when the AS is providing transit 

services. 

 

2. Inter-Autonomous Routing Protocols: They are used to forward packets to exterior 

Autonomous systems (ASs) and are also called Inter-domain routing protocol. Inter-domain 

routing protocols are also known as Exterior Gateway Protocols (EGPs). EGP allows routes 

to be distributed between Ass and it enables routers within an AS to choose the best point of 

egress from the AS for the data they are trying to route. 

 

Routing Protocols fall into two categories, namely: Interior and Exterior Routing Protocols. 

a) Interior Routing Protocols: This is also called Interior Gateway Protocols (IGPs) and it 

refers to any routing protocol exclusively used within an AS, thereby providing Intra-AS 

routing. 

Interior Gateway Protocol simply describes any routing protocol operating as a separate 

routing domain with an AS. Usually, all IP Interior Gateway Protocols must be specified with 

a list of associated networks before routing activities can start. Examples of IGPs are RIP, 

OSPF, IGRP, EIGRP, IS-IS and HP. RIP and OSPF are also referred to as border routes 

because they sit on the border between two IGP routing domains. 

 

b) Exterior Routing Protocols (EGP): They describe routing protocols that allows for 

communication between separate Autonomous Systems, thereby providing Inter-AS routing. 

Usually, all IP Exterior gateway protocol requires knowing a list of neighbor routers with 

which to exchange routing information, a list of networks to advertise as directly reachable 

and the AS number of the local router before routing can start. Examples of Exterior gateway 

protocols are BGP, EGP, GGP and IDRP. 
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3.1.3 Routing Mechanisms 
 

There are different routing mechanisms which routers use as a combination of input sources 

to be able to build their routing tables. The most important of these routing mechanisms are 

static and dynamic routing. [3] 

 

1) Static Routing: Static routing is performed using a preconfigured routing table which will 

continue to be available unless it is manually changed by the user i.e. the routing tables are 

created manually. This is the most basic form of routing and since this is static in nature, it 

does not have the capability of adjusting to changes in the network and as such, if there is 

any failure or unavailability in the router or interface that has been defined, then the route to 

the destination fails and this is one of the not good performance of static routing but 

however, it has the advantage of eliminating all traffic related to routing updates. 

 

Static routes tends to be ideal where the link is temporary or bandwidth is an issue because 

they conserve bandwidth since they do not cause routers to generate route update traffic but it 

however consumes a lot of time when the route updates needs to be manually done each time 

there are changes in the network. 

 

2) Dynamic Routing: The routing tables are created automatically by dynamic routing. It uses 

special routing information protocols to automatically update the routing table with routes 

known by peer routers and these protocols are either grouped as Interior gateway protocols or 

Exterior gateway protocols. IGPs are used to distribute routing information inside an AS 

while EGPs are used for Inter-AS routing, so that each AS maybe aware of how to reach 

others throughout the internet. 

 

When such routing protocols as above are used in exchanging messages with each other, then 

best routes are thus computed. Dynamic routing is advantageous because of the choice to 

select best routes based on a specific routing metric e.g. Bandwidth, link cost, delay, number 

of hops, reliability, load etc and also has a disadvantage of creating some diverse problems 

such as loops, instability etc. 

 

 

 

 

 

Routing protocols basically fall into two main categories, namely Distance vector and Link 

state. [3] 

1) Distance Vector: Distance vector routing protocols usually determines the best path on 

how far is the destination and distance can be hops or a combination of metrics calculated to 

represent a distance value. Examples of distance vector routing protocols are RIPv1, RIPv2 

and IGRP. While RIPv1 and RIPv2 use hops as the metric to determine the best path, IGRP 

on the other hand uses a combined metric of bandwidth and delay. 

 

There are several distance vector characteristics in determining the best path and they 

include: Route updates, metrics (hops, bandwidth and delay), Variable length subnet masks 
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(VLSM), ToS, load balancing, maximum network diameter and then authentication. Distance 

vector routing protocols has routing loops problems which occurs in networks when old route 

information exists in a routing table and this problem originates from the periodic scheduled 

route updates that result in slow convergence ( convergence is usually attained when all 

routers within a routing domain agree on reachability information). 

 

There are several techniques that can be used to minimize routing loops on a network and 

they include count to infinity, split horizon, hold down timers and Poisson reverse. 

 

2) Link State Routing: Link state routing protocols generally provide greater flexibility than 

distance vector routing. They reduce overall broadcast traffic and make better decisions about 

routing by taking characteristics such as Bandwidth, delay, reliability and load into 

consideration instead of basing their decisions only on distance or hop count. Examples of 

Link state routing protocols are OSPF and IS-IS. 

 

Link state routing protocols are able to reduce broadcast traffic because they do not send out 

periodic broadcasts or their entire routing tables with each broadcast. All Link state routing 

protocol must be able to build and maintain three separate tables and these includes the 

neighbor table (also called Adjacency database), topology map (Link state database) and 

routing table (Forwarding database). Link state routing protocol characteristics to determine 

the best path includes route updates, databases and tables, metrics, VLSM, ToS, Load 

balancing and Authentication. However, there is a disadvantage in the amount of CPU 

overhead involved in calculating route changes and memory resources that are required to 

store neighbor tables, routing tables and a complete topology map. 

 

 

 

3.2.1 Background of MPLS 
 

The relative and fast growing trend of the internet over the past years has placed a high 

demand on service provider networks to measure up with the increase in the number of users, 

increase in connection speeds, backbone traffic, increase in bandwidth and the emergence of 

newer applications that incorporates voice and multimedia services (e.g. VoIP) which require 

higher bandwidth and better guarantees, irrespective of any dynamic changes or disruptions 

in the networks. [1] 

 

Though, there are a number of different technologies e.g. Asynchronous transfer mode 

(ATM) and Frame Relay, that were deployed to meet up with such demands but a newer 

technology called Multiprotocol Label Switching (MPLS) is now gradually replacing them 

because of some problems imminent with those older technologies and some of such 

problems include Speed, Scalability, Traffic Engineering and Quality of Service (QoS) 

management. MPLS thus addresses these problems and has also been positioned to align with 

current and future technology needs but it can exist over existing ATM and FR, therefore not 

completely replacing them. MPLS is an evolving technology that enables service providers to 

offer additional services for their customers by scaling their current offerings and exercising 

more control over their growing networks by using its traffic engineering capabilities and 
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therefore most network operators have considered it as the best technology for them to 

converge all of their backbone transport, while still delivering the quality of service required 

by multiple traffic types. 

 

Therefore, based on the capabilities of MPLS, it will play a vital role in the routing, 

switching and forwarding of packets through the next generation networks so as to be able to 

meet increasing service demands of the network users. MPLS has a primary goal of 

integrating label swapping forwarding paradigm with network layer routing and this label 

swapping is expected to improve the price and performance of network layer routing, 

improve the scalability of the network layer and provide greater flexibility in the delivery of 

newer routing services by allowing new routing services to be added without a change to the 

forwarding paradigm. MPLS has proven to be a technology that combines both the good 

attributes of the circuit-switched and packet-switched networks thereby making it have 

diverse functionalities but it is independent of the layer 2 and layer 3 protocols while 

exercising its functions and also has a wide range applications in service provider and 

enterprise networks backbone. [2, 7] 

 

                                

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 3.1 MPLS functioning between the Layer 2 and Layer 3 Protocol 

 

 

 

3.2.2 How MPLS works 

 

There are some MPLS terminologies commonly used and thus needs to be explained here 

before explaining how MPLS works. The terminologies include [2, 7, 11, 13] 

1.) Forward Equivalence Class (FEC): is defined as a group of IP packets which are generally 

forwarded through the same path and usually all such packets in this group are subject to 

same type of treatment as they are forwarded to their destination. The allocation of a 
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particular packet to a particular FEC is usually done once as the packet enters the network 

and the FEC which this particular packet is assigned is then encoded as a short fixed-length 

identifier known as label. 

 

2.) Labels and Label bindings: Labels are used to identify the forwarding path of a packet 

and is usually encapsulated or carried in a layer 2 header along with the packet. The 

forwarding of a packet through the backbone is usually based on label switching and this is 

done once the packet has been labeled and the next hop determined. A label is usually 

assigned to a packet, once it has been classified as a new or existing FEC and the label is 

bound to this FEC due to some event or policy which specifies the need for such binding. 

[11] 

 

The generic label format is as shown below: 

 

 

                            

 

 
 

 

 

 

 

 

Figure 3.2 MPLS Generic Label format 
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The label can be embedded in the header of the data link layer, frame relay DLCI or in the 

shim i.e. between the layer-2 data link header and layer-3 network layer header. 

                              

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 3.3 Position of the MPLS label in a layer-2 frame 

 

The MPLS label is inserted between the layer-2 header and the layer-3 contents of the layer-2 

frame as shown in the figure above. [2] 

 

 

3.) MPLS Label header: it is also called MPLS Shim header. It consists of 32bits and has the 

following fields: 

a) The Label field (20bits): This is the field that usually carries the actual value of the MPLS 

label. 

 

b) The Class of Service (CoS) field (3bits): This is also called Experimental bits according to 

documentation by the IETF MPLS. It can maintain eight (8) distinct service classes since the 

CoS field has 3bits. 

 

c) The Time-to-Live (TTL) field (8bits): The TTL field has an identical function as the IP 

TTL field basically in loop detection. The TTL is normally decremented by one each time the 

packet passes through a router and then the packet is discarded when the TTL field reaches 

zero. 

 

d) The Bottom-of-Stack (S) field (1-bit): This field usually performs an MPLS label stack 

which MPLS applications, including MPLS based Virtual Private Networks or MPLS Traffic 

Engineering uses. Since the MPLS label stack header (Shim header) is inserted between the 

layer 2 and the layer 3 payloads, the router sending the packet should inform the router 

receiving it that the packet being transmitted is not a pure IP datagram but a labeled packet 

i.e. an MPLS datagram. The MPLS label stack is used for routing packets through LSP 

tunnels. The S- bit is usually set to one for the last entry and zero for all other label stack 

entries. 
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Figure 3.4 MPLS Label header (Shim header) 

 

 

e) Label Switch Routers (LSR): The label Switch Route (LSR) forms the core of the MPLS 

network. LSR takes active part in the forwarding of packets to other MPLS routers and also 

in the formation of label switched paths. They analyze labels and then forward packets 

depending on the contents of the label but this is only possible if they have already received 

packets from the Label Edge Routers (LER). Three different types of LSR exist in an MPLS 

network and they include: [2] 

 

1) Edge-LSR: This type of Label Switch Router has several functionalities that include 

receiving an IP packet, performing layer 3 lookups and then imposing a label stack before 

forwarding the packet into the LSR domain and as a follow up to receiving IP packet, it can 

also receive a labeled packet, remove labels, perform layer 3 lookups and then forward the IP 

packet towards its next hop. 

 

2) ATM-LSR: This type of LSR runs MPLS in the control plane to set up ATM virtual 

circuits and it also forwards labeled packets as ATM cells. 

 

3) ATM edge-LSR: This LSR type can receive labeled or unlabeled packets, segment them 

into ATM cells before forwarding the cells toward the next-hop ATM-LSR or alternatively, it 

can first and foremost receive ATM cells from an adjacent ATM-LSR, reassembles them into 

the original packet before forwarding the packet as a labeled or unlabeled packet. 
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f) Label Edge Routers (LERs): LER operates at the edge of an MPLS network and contains 

interfaces to dissimilar networks like ATM, Ethernet and Frame Relay. They route traffic and 

are therefore used as an interface between layer 2 networks and an MPLS core network. 

Usually, when an LER receives a packet from layer 2 networks, a label is attached and the 

new packet subsequently sent into the MPLS core networks and normally also, the packet 

will follow a specific path called a Label Switched Path (LSP), going from one LER to 

another and when an LER receives a packet from the MPLS network, the label is removed 

and the packet sent to the appropriate network. LERs that send packets into the MPLS 

network are referred to as ingress LERs while the LERs that sends packets into the layer 2 

networks are referred to as egress LERs and they all take part in the establishment of LSPs 

prior to exchanging packets. 

 

 

g) Label Switched Path (LSP): This is a specific traffic path through an MPLS network that 

has the ability to map incoming MPLS labeled packets to some outgoing action. The creation 

of an LSP is connection-oriented based because the path is set up prior to data transmission. 

MPLS provides hop-by-hop routing or explicit routing options to set up an LSP. It is also 

important to note that in an LSP mechanism, each packet enters the MPLS network at the 

ingress LSR and exits the network at the egress LSR. The LSP set up for an FEC is 

unidirectional in nature which simply means that the return traffic from a particular FEC 

must take another LSP. 

 

 

 

 

 

3.2.3 MPLS Architecture 
 

The MPLS architecture is divided into two components namely data plane component and 

control plane component. [2] 

1) Data Plane: This is also called the forwarding component. It carries out data packets 

forwarding based on labels carried by packets by simply using a label forwarding database 

maintained by a label switch. 

 

2) Control Plane: This is also called the control component. It has the responsibility to create 

and maintain label forwarding information also referred to as bindings among a group of 

interconnected label switches. The control plane also takes responsibility for path selection 

by using hop-by-hop or explicit routing to determine the best path through a network and 

also path establishment by adding a signaling protocol to inform all the routers in the path 

that a new label switching path (LSP) is required once the path has been determined.   
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Figure 3.5 MPLS architecture performing traditional IP routing 

 

In traditional IP routers, the IP routing table is used to build the IP forwarding table and to 

exchange IP routing information with each other MPLS nodes in a network, the MPLS node 

must be run on one or more IP routing protocols while the MPLS IP routing control process 

uses labels exchanged with adjacent MPLS nodes to build the label forwarding table used to 

forward labeled packets through the MPLS network. 
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Figure 3.6 MPLS Architecture performing label switch routing 

 

Traditional IP forwarding table extended with labeling information are used to either label IP 

packets or to remove labels from labeled packets before sending them to non-MPLS nodes 

and incoming labeled packets can be forwarded as labeled to other MPLS nodes. When the 

destination of a particular labeled packet is a non- MPLS node, then the first thing to do, is to 

remove the label and perform a layer 3 lookup to be able to locate the non-MPLS destination. 
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MPLS Operation: 

 

 

 

 

Figure 3.7 Service provider MPLS network 

 

The figure shows a typical MPLS network. The central cloud represents the MPLS network 

itself and all traffic between the cloud and customer networks is not MPLS labeled. The other 

components of the network are Label Edge Routers (LERs), Label Switch Routers (LSRs) 

and Label Switched Paths (LSPs). 

 

In the MPLS network, LERs add MPLS labels to packets at the ingress (in-coming) while 

they remove the labels at the egress (out-going) side. The LSRs switch traffic hop-by-hop 

based on MPLS label within the MPLS cloud. 

 

The flow of data through the MPLS network can be summarized in the following steps 

below: [7] 

1) The PE routers first create LSPs through the MPLS network to other remote LERs before 

traffic is forwarded on the MPLS network. 

 

2) Then non-MPLS traffic (like Frame Relay, ATM and Ethernet) is sent from a customer 

network through its CE router to the ingress PE router which is operating at the edge of the 

provider’s MPLS network. 
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3) The PE router now performs a lookup (i.e. IP forwarding) on information in the packet, so 

as to associate it with a FEC and then adds the relevant MPLS label(s) to the packet. 

 

4) The packet now moves along its LSP with each adjoining P router performing label 

swapping to direct the packet to the next hop. 

 

5) And then, at the egress PE, the last MPLS label is removed and the packet subsequently 

forwarded by traditional routing mechanisms. 

 

6) Finally, the packet proceeds to the destination CE and then into the Customer’s network 

which is the final destination for the packet. 

 

 

 

 

 

 

Label distribution Protocol (LDP): This is a protocol that allows label binding information to 

be distributed among label switch routers in an MPLS network. LDPs are also used to map 

FECs to labels which are then used to create LSPs. There are different types of LDP 

messages which can be exchanged between LDP peers and they include: [11] 

a) Discovery Messages: The presence of an LSR in a network can be announced and 

maintained by using discovery messages. 

 

b) Session Messages: Different LDP peers sessions can be established maintained and 

terminated by using session messages. 

 

c) Advertisement Messages: Label mappings for different FECs can be created, changed and 

deleted using advertisement messages. 

 

d) Notification Messages: This type of LDP messages allows signal error and advisory 

information to be provided. 

 

 

 

3.2.4 How MPLS Paths are Installed and Removed 
 

There are two basic signaling protocols that perform similar functions in MPLS networks and 

which are basically used to manage MPLS paths that have been created and this include 

Constraint-based Routing Label distribution protocol (CR-LDP) and Resource Reservation 

Protocol Traffic Engineering (RSVP-TE). [11, 14, 15] 

 

1) Constraint-based Routing Label distribution Protocol (CR-LDP): CR-LDP is an extension 

of Label distribution Protocol (LDP). It contains extensions for LDP to extend its capabilities 

such as setup paths beyond what is available for the routing protocol. LSP can be setup based 

on explicit route constraints, QoS constraints etc. Constraint-based routing is a mechanism 
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used to meet TE requirements and these requirements are met by extending LDP for support 

of constraint-based routed LSPs (CR-LSPs). 

 

CR-LDP is a simple, scalable, open, non-proprietary, TE signaling protocol for MPLS IP 

networks and it provides mechanisms for establishing and maintaining explicitly routed label 

switched paths (LSPs). It is designed to adequately support the various media types that 

MPLS was designed to support (ATM, Frame Relay, and Ethernet). CR-LDP is applicable in 

those portions of the internet where very large numbers of LSPs may need to be switched at 

each LSR. They can be used for TE and hop-by-hop LSPs and CR-LDP messages are 

reliably delivered by the underlying TCP and they also uses UDP for discovery. Since CR-

LDP uses TCP/IP connection, it therefore offers a reliable and more secure connection 

between peers. It is also good to note that TCP/IP connection capabilities also offer timely 

error notification, if there is a communication failure between peers. CR-LDP is also referred 

to as hard-state protocol. 

 

 

2) Resource Reservation Protocol Traffic Engineering (RSVP-TE): This signaling protocol 

performs same function as the CR-LDP in an MPLS network. It uses downstream-on-

demand label distribution and supports explicit routing capability. The advantage of using 

this protocol to establish LSP tunnels is that it enables the allocation of resources along the 

path. There are some features associated with this protocol and they are the capability to 

establish LSP tunnels with or without QoS requirements, the capability to dynamically 

reroute an established LSP tunnel, the capability to observe the actual route transverses by an 

established LSP tunnel, the capability to identify and diagnose LSP tunnel, the capability to 

perform downstream-on-demand label allocation, distribution and binding. In establishing 

LSPs using RSVP-TE, there are some network constraint parameters that need to be 

considered such as explicit hops and bandwidth. 

 

Both CR-LDP and RSVP-TE create LSPs by first sending label requests through the network 

hop-by-hop to the egress point and at each hop, the MPLS-enabled router uses the label and 

its corresponding IP header information to program the hardware to switch the frame to its 

next hop. RSVP uses UDP and raw IP datagram to communicate between peers, thereby 

raising two concerns of vulnerability to security attacks and fast recovery. 

 

CR-LDP and RSVP-TE allows for route pinning, that is the ability to force an LSP to stay in 

place after setup and not rerouted by preempt and by using explicitly routed LSPs, a node at 

the ingress edge of an MPLS domain can control the path through which traffic transverses 

from itself, through the MPLS network to an egress node. One advantage of using RSVP to 

establish LSP tunnels is that it enables the allocation of resources along the path. RSVP-TE is 

also referred to as soft-state protocol. 
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3.2.5 Comparing Internet Protocol (IP) and Asynchronous Transfer Mode 

(ATM) 
 

MPLS works with IP by giving IP networks simple TE and ability to transport layer 2 and 

layer 3 (IP) VPNs with overlapping address space. 

 

It is important to observe the differences on how MPLS and IP routing forward data across a 

network. In the case of traditional IP packet forwarding, the IP destination address in the 

packet’s header is basically used at each router in the network to make an independent 

forwarding decision and such hop-by-hop decisions are based on network layer routing 

protocols such as Open Shortest Path First (OSPF) or Border Gateway Protocol (BGP). It is 

also worth knowing, that these routing protocols only find the shortest path through a 

network without considering other factors like traffic congestion while in the case of MPLS, 

it simply creates a connection based model that is overlaid onto the traditional connectionless 

framework of IP routed networks and this feature makes it possible to manage traffic on an 

IP network. Like earlier said, MPLS builds on IP by combining the intelligence of routing 

with its high performance switching capability and MPLS learns routing information from 

interior gateway protocol (IGP) e.g. OSPF, IS-IS etc [2, 11] 

 

 

 

 

MPLS and ATM: 

 

MPLS and ATM co-exit in a network to eliminate complexity by mapping IP addressing and 

routing information directly into ATM switching table. They provide a connection-oriented 

service for the transportation differ for both technologies, while MPLS uses RSVP and LDP, 

ATM uses UNI (User-Network Interface) and PNNI (Private Network-Network Interface). 

MPLS can be run on most important medium (ATM, Frame Relay, Ethernet etc) instead of 

being tied to a specific layer 2 encapsulation. MPLS works with variable length packets 

compared to ATM that transports fixed length (i.e. 53 byte cells). MPLS adds a label to the 

packet header and then transmits it on the network while in an ATM, the packet needs to be 

segmented, transported and re-assembled over an ATM network by using adaptation layer 

before it can be transmitted. There are still some other differences between MPLS and ATM, 

while an MPLS connection (LSP) is uni-directional i.e. can only allow data to flow in one 

direction between two end points, ATM (Virtual circuits: point-to-point connections), on the 

other hand has a bi-directional connection thereby allowing data flow in both directions over 

the same path. [12, 13] 

 

It should also be noted that both technologies practically support tunneling of connections 

inside connections and whilst MPLS on one hand uses label stacking to achieve this, ATM 

on the other hand uses virtual paths but ATM has a limiting factor because it only has a 

single level of tunneling since the ATM virtual path identifier (VPI) and virtual circuit 

indicator (VCI) are both carried together in the cell header. In terms of compatibility with IP, 

MPLS has a better advantage over ATM because MPLS is compatible with IP while ATM 

does not. 
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3.2.6 Misconceptions about MPLS Technology 
 

There have been number of misconceptions about the role of MPLS in the core of the 

internet. Some part of the internet community believes that MPLS was developed to provide 

a standard that allowed vendors to transform ATM stitches into high performance internet 

backbone routers. Although, that was one of the original goals of the technology but recent 

advances in silicon technology allows ASIC based IP route lookup engines to run just as fast 

as MPLS or ATM VPI/VCI lookup engines. It will also be interesting to note here that 

although MPLS can enhance the forwarding performance of processor based systems, 

accelerating packet forwarding performance was not the primary idea behind the creation of 

the MPLS working group. 

 

It is also believed by some other part of the internet community that MPLS was designed to 

completely eliminate the need for conventional, longest-match IP routing. This was also 

never an objective of the MPLS working group because its members actually understood that 

traditional Layer 3 routing would always be required in the internet and it is unlikely that a 

large number of host systems will implement MPLS. This means that each packet transmitted 

by a host still needs to be forwarded to a first-hop Layer 3 device where the packet header 

can be examined prior to forwarding it towards its ultimate destination. The first-hop router 

can then either forward the packet using conventional longest-match routing or probably 

assign a label and then forward the packet over an LSP but in a case where a Layer 3 device 

along the path examines the IP header and then assigns a label, the label will represent an 

aggregate route because it is impossible to maintain label bindings for every host on the 

global internet. This means that, at some point along the delivery path, the IP header must be 

examined by another Layer 3 device to determine a finer granularity to continue forwarding 

the packet. This router can elect to either forward the packet using a conventional routing or 

assign a label and then forward the packet over a new label switched path. [8, 13]] 

 

Most Internet Service Providers (ISPs) have recently considered deploying MPLS in the core 

of their networks because it provides a foundation that permits ISPs to deliver newer services 

that cannot be readily supported by conventional IP routing techniques and since there is 

growing competition in the global market, most ISPs now face the challenges of not only 

delivering superior baseline services, but also providing newer services that would 

distinguish them from their competitors in the market of delivering reliable, efficient and cost 

effective services to their customers and MPLS has been able to allow service providers to 

control costs, provide better levels of base service and also offering new revenue generating 

customer services. [13] 
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Chapter 4 

 

Virtual Private Networks 

 
4.1 Introduction  
 

Virtual Private Network (VPN) is a private communications network widely used by several 

companies or organizations or within a particular company to communicate confidentially 

over a non-private network. VPNs are implemented with a wide range of technologies and as 

such can be self-implemented or managed by a service provider thus allowing the end 

customers to realize the cost advantages of a shared network, while enjoying its benefits of 

security, quality of service (QoS), reliability and manageability. A VPN uses virtual 

connections routed through the internet from the company’s private network to the remote 

site or employee. It is also worth knowing that VPN traffic can be carried over a public 

networking infrastructure like the internet but has to be on top of standard protocols or over a 

service provider’s private network with a defined service level agreement in place.  

 

Virtual Private Networks using the internet have the potential to solve many of today’s 

business networking problems e.g. businesses today are finding that past solutions to wide 

are networking between the main corporate network and branch offices, such as dedicated 

leased lines or frame relay circuits, do no provide the flexibility required for quickly creating 

new partner links or supporting project teams in the field. VPNs therefore allow many 

network managers to connect remote branch offices and project teams to the main corporate 

network economically and provide remote access to employees while also reducing the 

internal requirements for equipment and support. VPNs also offer direct cost savings over 

other communications methods such as leased lines and long distance calls and also offer 

other advantages including indirect cost savings as a result of reduced training requirements 

and equipment, increased flexibility and scalability. [2] 

 

A well designed VPN should be able to have the following features in order to achieve its 

aim: Security, Scalability, Policy management, network management and reliability. In 

addition also, VPNs are mostly not limited to corporate sites and branch offices but it rather 

has an advantage also of providing secure connectivity for mobile workers. There are various 

types of VPN that will be discussed here and they include: Internet Protocol (IP VPN), IPSec 

VPN, and Secure socket layer (SSL VPN), MPLS VPN etc. [1] 

 

 

 

4.2 Internet Protocol VPNs (IP VPNs) 
 

IP-based VPNs enable enterprises to take advantage to the flexibility of both the internet and 

service provider IP networks to create-to-any WAN communications. IP VPNs require 

publicly addressed IP routing across shared network infrastructures. The major goal of IP 



 

 
40 

VPN is to adequately provide IP connectivity over a shared IP infrastructure while still 

maintaining the security and service features of a dedicated private network. 

 

There are a number of essential attributes of VPNs that can extend the capabilities of a 

private network and they include: [1] 

 

1. Quality of Service (QoS): They typically allow the prioritization of voice, data and video 

applications traveling across the networks. 

 

2. Security: Privacy for network traffic moving across public networks both in the core and 

network edges are provided by using such security technology as IP security (IPSec). 

 

3. Scalability: provisioning times are decreased and access speed enhanced when there is 

access to a variety of broadband network connection types such as point-to-point protocol 

(PPP), ATM, Frame Relay, DSL etc. 

 

4. Ease of Management: Service providers today, have more network management points and 

IP visibility through which to monitor and report on data traversing their networks. 

 

5. High availability: Network availability is increased because the carrier network contains 

equipment and core link redundancy, broadband backbones, access links and a twenty four 

hours everyday management. 

 

There are three basic classes of IP VPNs and they include Access VPNs, Intranet VPNs and 

Extranet VPNs. Some examples of these classes of IP VPN will be discussed on this chapter. 

 

 

 

 

 

 

4.3 IPSec Protocols for data integrity 
 

IPSec standard applies to both IPv4 and IPv6 environments and they have an open standard 

that ensures interoperability between different manufacturer’s devices and also represents a 

fundamental building block for many types of VPN architectures. The IPSec standard 

employs a set of protocols and technologies such as Authentication Header (AH), 

Encapsulating Security Payload (ESP), Internet Key Exchange (IKE), Data Encryption 

Standard (DES), Advanced Encryption Standard (AES) etc, into a complete system that 

provides confidentiality and authenticity of IP data. [1, 9] 

 

IPSec achieves IP traffic security by simply adding IPSec headers to original IP datagram 

and these new IP headers such as Authentication headers (AH) and Encapsulating Security 

Payload (ESP), can be used either separately or combined together depending on the desired 

degree of security requirements. It should also be noted that for IPSec to maintain data 

integrity as it crosses public networks, the AH uses hash methods such as Message Digest 5 
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(MD5) from RSA Data security or the Secure Hash Algorithm 1 (SHA-1). These methods are 

applied to the original packet’s IP header, which conceals things like the host IP address and 

other parameters from public view. The Hash method is reversed at the destination end to 

restore the original IP header to full view so that the packet can be routed within the 

destination IP Packet and the extra processing of these security algorithms. Which is 

necessary for every packet is normally accelerated to increase IPSec performance. 

 

 

4.4 Access Virtual Private networks (VPNs) 
 

An access VPN can be defined as a scheme that allows secure remote access to an internal 

corporate server. They allow remote corporate users to have on-demand connectivity into 

their corporate intranets through ad hoc tunnels. Access VPNs actually allows companies to 

take work to the worker, wherever they are. There are some certain requirements that need to 

be fulfilled by such a scheme and they include: [1] 

 

 a) User authentication and authorization: The scheme should be able to identify the user and 

to verify that this user is authorized to access the contacted internal server. 

 

b) Data Privacy: The scheme should be able to guarantee that the exchanged data is 

encrypted and authentication at least when it is sent over the public internet. 

 

c.) Private addressing: The access VPN scheme should be able to assign the remote user a 

private IP address taken from the same range since many corporations use private IP 

addresses in their intranets.  

 

The main reason for the wide variety of access VPN solutions and their complexity is that up 

to five entities can be actively involved as tunnel endpoints; the end host (i.e. the user’s PC), 

the broadband modem, the operator access gateway, the ISP access gateway and the 

corporate access gateway. 

 

 

 

 

 

4.5 IPSec VPNs for Remote Access 
 

The IPSec VPN is a technology that works at the OSI layer 3 to create a tunnel into the 

network, so that as devices log on, they act as if they are physically attached to the Local 

Area Network. As the standardization of the security architecture of IP protocol was 

achieved, IPSec started allowing secure remote access over a publicly shared IP 

infrastructure such as the internet and when this was done, it was possible to dial or connect 

with local internet access numbers and then build secure, IPSec tunnels across the internet, 

connecting to the company’s IPSec VPN head end concentrator. The VPN concentrator was 

responsible for authenticating and logically bridging the remote user’s workstation into the 

enterprise computing environment in a trusted basis and these removed major concerns with 
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moving enterprise data through publicly shared communications facilities, because all data 

was authenticated and optionally encrypted. [2] 

 

The IPSec open standard benefits the remote access environment, helping to remove cost and 

bandwidth constraints through the use of lower cost, flat rate broadband internet access 

pricing  and with stronger authentication and encryption options than any previously 

available remote –access technologies, IPSec remote access solutions scale well with internet 

and ISP broadband connectivity, providing faster performance, quicker deployment, and 

more secure communications for mobile workers, home office workers and small sites. 

 

IPSec VPN can be implemented as software or firmware inside a network firewall hardware 

device and it presently has four options of implementations which includes software IPSec 

VPN client on a remote workstation, IPSec VPN client in a remote-access firewall, hardware 

IPSec VPN client device at a remote site and IPSec VPN client feature in a remote site 

router. [24] 

 

 
                          

Figure 4.1 Remote access to IPSec VPNs 

 

 

From the diagram, A user that has the remote VPN client software installed comes through 

the internet to the firewall or VPN gateway and then initiates a key exchange (IKE) and once 

the user has been properly authenticated, a VPN pipe/tunnel is created and the VPN then runs 

in either two modes; tunnel and transport with the former being preferred because it has the 

entire packet encrypted as against that of the transport mode which has only the transport 

layer segment of the packet been encrypted. [24] 
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IPSec VPNs strength comes from the fact that if encrypts packets of information, 

significantly increasing its ability to provide data confidentiality and integrity. It uses MD5 

and SHA for encrypting data and authenticating packets. Although, IPSec VPN has several 

drawbacks, IPSec still currently has the most secure VPN solution available. 

 

 

 

4.6 SSL VPNs for Remote Access 
 

SSL VPN technology works at the layer 4, the application layer and allows users access to 

individual applications via a web browser while administrators can determine access by 

application rather than providing access to the entire network. SSL-based VPNs are remote 

connections across the internet or other IP network, using the native SSL capability of 

popular browsers to provide clientless SSL-based secure communications. They allow 

remote users to access the web pages and a growing set of web-enabled services, transfer 

email, access files and TCP/IP applications, without the use of VPN client software on the 

remote workstation. SSL VPNs thus allows for clientless access anywhere from any internet-

connected PC with an SSL-capable browser which makes it a bit different from what the 

IPSec VPN offers. [1] 

 

SSL VPNs usually requires the use of a web browser as the access portal to applications and 

applications used by SSL users need to present traffic through a web interface and not 

through an application’s native graphical user interface (GUI), as is the case with many 

client/server applications and this can require some changes to an application’s workflow but 

adding web-based capability increases the applications accessibility for remote users. SSL 

and IPSec VPNs are complementary technologies that might be deployed together and as 

such most vendors support both SSL and IPSec VPNs within their same product offerings. 

 

SSL VPNs technology is fast growing and it has a prime advantage of creating secure access 

from any supported web browser, across any internet or ISP connection and it basically does 

this without the VPN client software management at the remote user workstation level. 

Although, SSL VPNs when compared with IPSec VPNs have more limited application 

availability, the technology can still be appropriate for many organization’s remote access 

requirements and security policy. Such organizations use SSL VPN technology to support a 

specific set or set of users, while also using IPSec for full network access or robust support 

for multimedia applications. SSL VPNs emergence has added another level of price, 

performance and security granularity for companies to consider for remote-access IP VPN 

support and thus makes it the best choice for anywhere access to users as against the IPSec 

VPN that has the best choice when it comes to access to any application. [1] 

 

SSL VPNs uses some accepted standards of encryption and key exchange such as 3DES, 

MD5 and SHA. As will be seen from the figure below, SSL VPNs provide access to web 

based applications and not the internal network. It is also shown that the web servers are 

usually sitting in the DMZ zone of the firewall thus protecting the internal networks. [24] 
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Figure 4.2 Remote access to SSL VPNs 

 

 

 

 

In order to be able to access SSL VPN application, a level of control over the users is 

required so as to identify who they are and where they are coming from, since they have 

stepped over the line of network control that tethers the user to its policy. Administrators can 

generally use the SSL VPN application to achieve the following: 

a) Identify who is accessing what application 

 

b) Control what application information is presented to the user at the remote location 

 

c) Determine how the user is able to interact with the application (i.e. which parts of the 

application they can access) 
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d) Secure the connection from the client machine back to the application 

 

e) Avoid having users leave traces of the application and its access on the client machine 

 

 

SSL browser uses port TCP/443 (HTTP secure mode) when it is connected to a VPN 

concentrator. The port is normally already opened on the firewall to the DMZ and this means 

that SSL has the benefit of not requiring any configuration changes to firewalls. SSL is built 

into all of the leading browsers and the SSL VPN is operating systems and browser 

independent, which means that users can access the VPN regardless of the Operating system 

and browser being used e.g. UNIX, Linux, Microsoft Internet Explorer or Mozilla. [1, 24] 

 

 

4.7 MPLS VPNs for Remote Access 
 

MPLS VPN is a technology that allows service providers to have complete control over 

parameters that are critical to offering its customers service guarantees with regard to 

bandwidth throughputs, latencies and availability. The technology enables secure VPNs to be 

built and allows scalability that will make it possible for service providers to offer assured 

growth to its customers without having to make significant investments. Service providers 

would now be geared to provide bandwidth on demand, video conferencing, Voice over IP 

(VoIP), multimedia services and a host of other value added services that could revolutionize 

the way a corporate business works. 

 

MPLS based VPNs reduces customer networking complexity, costs and totally do away with 

the requirement of in-house technical workforce. Rather than setting up and managing 

individual point-to-point circuits between each office using a pair of leased lines, MPLS 

VPN customers need to provide only one connection from their office router to a service 

provider edge router. MPLS VPNs allows service providers to deploy scalable VPNs and 

build the foundation to deliver value added services. Such services include: [1, 2, 6, 17] 

 

1) Connectionless service: MPLS VPNs has the advantage of being connectionless and since 

TCP/IP is built on packet-based, connectionless network paradigm, it means that no prior 

action is needed to establish communication between hosts thereby making communications 

easy for both parties. Current VPN solutions impose a connection-oriented, point-to-point 

overlay on the network. 

 

2) Centralized service: Since a VPN should be able to give service providers more than a 

mechanism for privately connecting users to intranet services and also providing a flexible 

way of delivering value-added services to targeted customers, building VPNs in layer 3 

allows such delivery of targeted services to a group of users represented by a VPN. 

 

3) Scalability: MPLS-based VPNs use the peer model and layer 3 connectionless architecture 

to leverage a highly scalable VPN solution. The peer model requires a customer site to only a 

peer with one provider edge (PE) router as opposed to all other customer edge (CE) routers 
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that are members of the VPN. The connectionless architecture allows the creation of VPNs in 

layer 3 thus eliminating the need for tunnels or virtual circuits (VCs). 

 

4) Security: MPLS VPNs offer the same level of security as connection-oriented VPNs and 

as such packets from one VPN do not inadvertently go to another VPN. Security can be 

provided at the edge of a provider network, ensuring packets received from a customer are 

placed on the correct VPN and can also be provided at the backbone where VPN traffic is 

kept separate thereby making any malicious spoofing (i.e. an attempt to gain access to a PE 

router), almost impossible because the packets received from customers are IP packets and 

these IP packets must be received on a particular interface or sub-interface to be uniquely 

identified by a VPN label. 

 

 

MPLS VPNs are unique because you can build them over multiple network architectures, 

including IP, ATM and Frame Relay networks and since they are connectionless, it means 

that no specific point-to-point connection maps or topologies are required. They also create a 

robust platform for converged services that allow cost-effective, any-to-any connectivity. In 

MPLS-based VPNs, each VPN is assigned an identifier, called a Route Distinguisher (RD), 

which is unique within the network. MPLS-enabled IP VPN networks provide the foundation 

for delivering next generation value-added IP services, such as multimedia and multicast 

application support, VoIP and intranet content hosting, which all require specific service 

quality and privacy. Since QoS and privacy are built in, they no longer require separate 

engineering for each service. From a single access point, it is now possible to deploy multiple 

VPNs, each of which designates a different set of services. This flexible way of grouping 

users and services makes it possible to deliver new services more quickly and at a much 

lower cost. In an MPLS-enabled VPN, Border Gateway Protocol distributes information 

about VPNs only to members of the same VPN, providing native security through traffic 

separation and additional security is assured because all traffic is forwarded using LSPs, 

which define a specific path through the network that cannot be altered. This labeled-based 

paradigm is the same property that assures privacy in Frame Relay and ATM connections. It 

should also be noted that a specific VPN can be associated with each interface when the VPN 

is provisioned. [8] 
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Figure 4.3 Remote access to MPLS VPNs 

 

 

An MPLS VPN virtual home gateway (VGH) is essentially a router functioning as an MPLS 

provider edge (PE) router, with this VGH/PE positioned at the demarcation between the 

termination of remote-access sessions and the beginning of the MPLS VPN core network. 

Based on VPN-aware, DHCP server-assigned IP address, or dynamically assigned IP address 

space from a RADIUS-based AAA server, the VGH/PE is capable of assigning the proper 

layer 3 IP addresses and placing the remote-access user sessions into the proper MPLS-

VPNs. This functionality is based on true IP routing protocols and IP routing, in contrast to 

the point-to-point tunnel concept used for IPSec and SSL. [1] 

 

The features of MPLS VHG/PE allow remote-access design flexibility either for providers of 

MPLS VPNs. For providers, they allow the flexibility of in-sourcing functions such as 

DHCP, RADIUS authentication and IP address assignment on a peer-customer or per-VPN 

basis, yet allow some customers to remain this functionality within their own computing 

support boundaries through the use of MPLS DHCP relay and RADIUS proxy features and 

for customers, these advanced features allow the flexibility of maintaining control over these 

security functions or outsourcing these functions to the MPLS VPN service provider because 

remote access users are connecting to the VHG/PE from non-business locations, it is prudent 

to authenticate and authorize approved users via AAA solutions. The cooperative design of 

the MPLS VHG/PE, DHCP and RADIUS-based AAA servers work together to facilitate a 

robust, flexible and secure remote-access session to MPLS VPN customer domains. With the 

user authenticated and placed into the proper MPLS VPN, enterprise application resources 
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are available to the remote user, whether they use dial-up, and cable, DSL or wireless forms 

of access. [1] 

 

One of the distinctions with remote-access to MPLS VPNs is that the remote user connection 

seldom transitions the public internet but rather stays within the MPLS provider’s private 

access network until it reaches the MPLS VPN service edge offered by the provider. These 

remote-access users can then establish VPN access to MPLS core networks where they are. 

For companies that choose to outsource their private WAN networks to provider-managed 

MPLS VPNs, remote access to MPLS VPNs accommodate the company’s teleworker 

population but in cases where an internet connection is for remote-access, IPSec or SSL VPN 

technology can be used to secure this public portion of the access link.[1, 2] 
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Chapter 5 

 

Wireless Application Protocol 

 
5.1 Introduction  
 

Wireless Application Protocol (WAP) is an application environment and set of 

communication protocols for wireless devices designed to enable manufacturer, vendor and 

technology independent access to the internet and advanced telephony services. WAP is a 

global standard that adds support for standard internet communication protocols and also for 

protocols such as IP, TCP and HTTP. It does this by adding these internet protocols and 

standards and then providing interoperable optimizations suitable to the wireless 

telecommunications environment. The WAP specifications provide an environment that 

permits wireless devices to utilize existing internet technologies; it also defines a set of 

protocols in application, session, transaction, security and transport layers, which enable 

operators, manufacturers and application providers to meet the challenges in advanced 

wireless service differentiation and fast/flexible service creation. Wireless Application 

Protocol enables easy and fast delivery of relevant information and services to mobile users 

with wireless terminals with limited displays and data transfer capabilities. It is a 

specification for a set of communication protocols to standardize the way in which cellular 

devices use Internet access. [16, 20] 

 

 

Some of the initial goals for the establishment of WAP includes, bringing internet based 

content and services to handheld wireless devices, working across global technologies, 

allowing the creation of content that works across many types of link layers and device types 

and also to use existing standards wherever possible and it has been shown that with minimal 

risk and investment, WAP enables operators to decrease churn, cut costs and increase 

revenues by improving existing value added services and offering exciting newer services. It 

should also be noted that as bandwidths increase, the cost of that bandwidth does not fall to 

zero and these costs results from higher power usage in the terminals, higher costs in the 

radio sections, greater use of RF spectrum, and increased network loading. In addition, the 

original constraints WAP was designed for- intermittent coverage, small screens, low power 

consumption, wide scalability over bearers and devices and one handed operation- are still 

valid in 3G networks. In expectation, the bandwidth required by application users should 

steadily increase and therefore, there is still a need to optimize the device and network 

resources for wireless environments, so as to optimize support for multimedia applications 

that continue to be relevant. 

 

A question of interest will be why the choice of WAP when there are other technologies that 

could have the same functionalities like WAP but it should be known, that in the past, 

wireless internet access has been limited by the capabilities of handheld devices and wireless 

networks. WAP utilizes standards such as XML, user datagram protocol (UDP), and Internet 

protocol (IP) and many of the protocols are based on Internet standards such as hypertext 



 

 
50 

transfer protocol (HTTP) and TLS but have been optimized for the unique constraints of the 

wireless environment: low bandwidth, high latency, and less connection stability. The 

technology utilizes binary transmission for greater compression of data and is optimized for 

long latency and low bandwidth. WAP sessions cope with intermittent coverage and can 

operate over a wide variety of wireless transports. [16] 

 

 

Like have been mentioned above, WAP promises to decrease churn, cut costs and  increase 

the subscriber base both by improving existing services, such as interfaces to voice-mail and 

prepaid systems, and facilitating an unlimited range of new value-added services and 

applications such as account management and billing inquiries. New applications can be 

introduced quickly and easily without the need for additional infrastructure or modifications 

to the phone. This will also allow operators to differentiate themselves from their competitors 

with new, customized information service. WAP is an interoperable framework, enabling the 

provision of end-end turnkey solutions that will create a lasting competitive advantage, build 

consumer loyalty and increase revenues. 

WAP applications can be installed on ordinary web servers together with other web 

applications. Getting a WAP application online entails building content and supporting back-

end systems as well as providing accessibility to the application. The latest version of WAP 

called WAP 2.0 is a next generation set of specifications that optimizes usage of higher 

bandwidths and packet-based connections of wireless networks worldwide. While utilizing 

and supporting enhancements in the capabilities of the latest wireless devices and internet 

content technologies, WAP 2.0 also provides managed backwards compatibility to existing 

WAP content, applications and services that comply with previous WAP versions. 

 

There are some major architectural components of WAP 2.0 and these include: [16, 18] 

 

1. Protocol Stack Support: In addition to the WAP Stack introduced in WAP 1, WAP 2.0 

adds support and services on a stack based on the common Internet stack including support 

for TCP, TLS and HTTP. By encompassing both stacks, WAP 2.0 provides a connectivity 

model on a broader range of networks and wireless bearers. 

 

2. WAP Application Environment: Nominally viewed as the 'WAP Browser', the WAP 2.0 

Application Environment has evolved to embrace developing standards for Internet browser 

markup language. This has led to the definition of the XHTML Mobile Profile 

(XHTMLMP). XHTMLMP is based on the modularity framework of the eXtensible 

HyperText Markup Language (XHTML) developed by the World Wide Web Consortium 

(W3C) to replace and enhance the currently used HTML language common today. The use of 

Internet technologies is not new for WML, as WML1 is a fully conformant XML language in 

its own right. 

 

3. Additional Services and Capabilities: The WAP specifications have had items that were 

neither part of the 'WAP Stack' nor the 'WAP Browser' but helped to enrich the environment 

defined in the WAP specifications. With the WAP 2.0, there is a considerable increase in the 

number of features available to developers, operators and users. 
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5.2 WAP Architecture Overview 
 

WAP specifies two essential elements of wireless communication: an end-to-end application 

protocol and an application environment based on a browser. The application protocol is a 

layered communication protocol that is embedded in each WAP user agent. The network side 

includes a server component implementing the other end of the protocol that is capable of 

communicating with any WAP user agents. The role of the server component is also to act as 

a gateway to route the request of a user agent to an application server. Physically, the 

gateway can be located in a telecom or computer network, in order to build a bridge between 

the two different networks. A user’s access to internet based services requires that the 

information to be delivered is transmitted between a WAP client and a WAP server. The 

wireless application protocol typically acts as a gateway to the internet. [18] 

 

The process works in such a way that the mobile phone user first makes a connection 

between the WAP client and the server through a wireless digital network but the WAP client 

and server are responsible for establishing the session. The client and server do transmits all 

information in a wireless markup language (WML) format. The WAP server is responsible 

for managing connection requests, making request to the web content servers and 

subsequently responding to the original requests by returning the requested information back 

to a mobile phone user. The next thing that happens is that the Web and WAP server 

processes, validates and transforms the data before it is transmitted to a WAP client and then 

the WAP client processes the original WML data before displaying it by using a WAP micro-

browser (Note that a micro-browser is a client software designed to overcome challenges of 

mobile handheld devices that enables wireless access to services such as internet information 

in combination with a suitable network server). 

 

There are different models for WAP Architecture and these include: [16, 18, 19, 20, 23] 

 

1. The World Wide Web Model: This model provides a very flexible and powerful 

programming where applications and contents are presented in standard data formats and are 

browsed by applications know as web browsers. What happens here is that a request for a 

named data objects is sent to a network server which in turn responds with the data encoded 

by using the standard formats. 
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Figure 5.1 the World Wide Web Programming Model 

 

 

 

 

2. The WAP Model: 

 

The WAP Model is the World Wide Web Model with some few enhancements. Typically, 

when the World Wide Web Model is adopted, it produces different benefits to the application 

development community, including familiar programming model, a proven architecture, and 

the ability to leverage existing tools (like Web servers, XML tools etc.) , optimizations and 

extensions have been made in order to match the characteristics of the wireless environment. 

It should also be noted that as this happens, existing standards have been adopted or have 

been used as the starting point for the WAP technology wherever possible. 

 

WAP content and applications are specified in a set of well known contents formats based on 

the World Wide Web (WWW) content formats. Content is transported using a set of standard 

communication protocols based on the World Wide Web communication protocols. The 

WAP micro-browser in the wireless terminal co-ordinates the user-interface and is analogous 

to a standard web browser. 
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Figure 5.2 the WAP Programming Model 

 

 

3. Security Model: 

 

WAP typically enables security infrastructure that focuses on providing connection security 

between a WAP client and server. It can provide and end-to-end security between protocol 

endpoints. For example, if a browser and an origin server desire end-to-end security, they can 

communicate directly using the security protocols. Moreover, the WAP specifications 

include support for application-level security, such as signed text. 

 

 

4. WAP Network Elements: 

 

WAP clients normally communicate with application servers through a number of different 

proxies or with a direct connection. And WAP clients also support the proxy selection 

mechanism that allows them to utilize the most appropriate proxy for a given service or to 

connect directly to that service as deemed necessary. Proxies can be used to augment a 

request. They simply translate between WAP and the World Wide Web (WWW) protocols 

(HTTP, TCP), thereby allowing the WAP client to submit requests to the original server. 

 

Proxies may be located in a number of places which includes wireless carriers or independent 

service providers in order to provide feature enhancements coupled to the wireless network 

(e.g. telephony, location and provisioning) or to optimize the communication between device 

and application server (e.g. protocol translation and cookie caching). Proxies may also be 
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located in a secure network to provide a secure channel between wireless device and the 

secure network. The supporting servers usually provide support functions required by or 

generally useful to devices, proxies and application servers and their functions include 

Provisioning, user agent profiles etc. In some instances also, the device can make direct 

connections to the application servers and example is to provide a secure connection directly 

between the device and the application server. [16] 

 

 

 

 
Figure 5.3 a typical WAP Network 

 

 

 

 

 

 

 

5.3 WAP Protocol Stack: 
 

The WAP protocol stack is layered similar to the OSI protocol stack, in which each of the 

layers is accessible by the layers above as well as other services and applications. There are 
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typically four major layers in the WAP protocol stack but all of them appear below the 

wireless application environment (WAE). The four major layers of the WAP protocol stack 

includes: Session layer (WSP), Transaction layer (WTP), Security layer (WTLS) and 

Transport or datagram layer (WDP). The function of each of the layers in the WAP protocol 

stack is explained below. [16, 18, 19, 20, 23] 

 

5.3.1 Wireless Application Environment (WAE):  
 

This is the top most level in the WAP architecture and it is based on World Wide Web and 

mobile telephony technologies. WAE provides service providers and operators an 

interoperable environment in which they can build applications and services which in turn, 

can be used in a wide variety of handheld client terminals. 

 

 

5.3.2 Wireless Session Protocol (WSP):  
 

The Wireless Session Protocol provides the wireless Application Environment a consistent 

interface with two services, namely; connection-oriented service that enables it to operate 

above the Transaction layer protocol (WTP) and secondly, a connectionless service that also 

enables it to operate above either secure or non-secure datagram service. In simple terms, 

Wireless Session Protocol provides a shared state between a client and a server content 

transfer. The protocols of the WSP family are optimized to be used in low bandwidth bearer 

networks with relative long latency in order to connect a WAP client to a HTTP server. WSP 

handles the session between communicating systems and all sessions are granted unique IDs 

and could be started, stopped or terminated accordingly. 

 

 

5.3.3 Wireless Transaction Protocol (WTP):  
 

The wireless transaction protocol operates efficiently over either secure or non-secure 

wireless datagram networks. It provides three different kinds of transaction services namely; 

unreliable one-way, reliable one-way and reliable two-way transactions. This layer also 

includes optional user-to-user reliability by triggering the confirmation of each received 

message. In order to reduce the number of messages sent, the feature of delaying 

acknowledgements can be used. WTP ensures that the data fragments sent over the line are 

actually received through typical Acknowledgement (ACK) or Non-Acknowledgement 

(NACK) communication. So WTP can conclusively be referred to as a transaction-oriented 

protocol that provide request and reply based transport mechanism. 

 

 

 

 

Some of the benefits of using the Wireless transaction protocol (WTP) include: 

 

a) Improved reliability over datagram services. WTP relieves the upper layer from re-

transmissions and acknowledgements that are necessary when datagram services are used. 
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b) Improved efficiency over connection oriented services. WTP has no explicit connection 

set up or tear down phases. 

 

c) Advantage of using a message oriented protocol, designed for services oriented towards 

transactions, such as "browsing." 

 

 

5.3.4 Wireless Transport Layer Security (WTLS):  
 

The Wireless transport layer security protocol is based on Transport layer security. It is 

designed to be used with other WAP protocols and to support narrow-band networks. It uses 

data encryption with a method that is negotiated at the start of the session to provide privacy, 

data integrity, and authentication and denial-of-service protection. Denial-of-service 

protection is needed in cases when data is replayed or not properly verified and when such a 

thing happens, WTLS detects the misuse and thus rejects the data in order to make many 

typical denial-of-service attacks harder to achieve. So enabling or disabling WTLS features 

depends on the applications because it has to check the security requirements and 

characteristics of the underlying network, for example, it has to check if it uses security 

services at the lower layer. It provides the upper-level layer of WAP with a secure transport 

service interface that preserves the transport service interface below it. In addition, WTLS 

provides an interface for managing (e.g., creating and terminating) secure connections. It 

provides functionality similar to TLS 1.0 and incorporates additional features such as 

datagram support, optimized handshake and dynamic key refreshing. 

 

 

 

5.3.5 Wireless Datagram Protocol (WDP): 
 

The wireless datagram protocol (WDP) acts as a general transport service by offering to the 

upper layers an invisible interface independent of the underlying network technology used. In 

consequence of the interface common to transport protocols, the upper layer protocols of the 

WAP architecture can operate independent of the underlying wireless networks. There are 

bearer services over which WDP is designed to operate and they include, short message, 

circuit-switched and packet data services and since the bearers offer different types of QoS 

with respect to throughput, error rate and delays, the WDP is thus designed to either 

compensate for or tolerate these changes. WDP usually lists all the bearers that are supported 

and the techniques applied when transmitting data over a certain bearer. WDP is thus a 

protocol which provides a connectionless datagram service and it moves information from 

the receiver to sender and is modeled after User datagram protocol (UDP) as a least effort 

method of delivery. 
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Figure 5.4 WAP architecture and reference model 

 

As can be seen from the WAP architecture and reference model which is also similar to the 

OSI model, the bearers in the network layer of the protocol stack include Global system for 

Mobile Communications (GSM), Interim Standard-136 which is a mobile communication 

standard employing digital technology (IS-136), Code Division Multiple Access (CDMA), 

Integrated Digital Enhanced Network (iDEN) etc 

 

 

5.4 How Service Providers, Operators and Subscribers benefit from Using 

WAP-based Solutions: 
 

As Service providers discover how they can use virtual interface to increase feature usage 

and decrease operational costs, they will find that providing a WAP micro-browser enabled 

handset to every subscriber will yield significant benefits and adding a WAP-based solution 

to their wireless networks can also add a significant value to their existing voice offerings. 

Some other benefits arising in using WAP-based solutions by Service providers, Operators 

and subscribers (end users), includes: [16, 25] 

 

1. It creates an easy method of deploying teleservices applications such as prepaid wireless 

recharge, call feature control and automated customer service. In the event of availability of 

new services or change of features, the changes are instantly available to every subscriber in 
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the network and this is made possible because the applications are stored on a standard web 

server inside the service provider’s infrastructure. 

 

2. Since WAP is an open specification, service providers do not have to fear losing their 

wireless data solution if it happens that they want to change or add a new air interface. This 

confirms the freedom, it gives service providers to use and integrate new air interface 

technologies. 

 

3. Service providers and operators will be able to provide a secure wireless connection to its 

subscribers. Many applications in the web today require secure connection between the client 

and the application server. The WAP specification thus ensures that a secure protocol is 

available on a wireless handset and as have been explained on the protocol stack, the 

Wireless Transport Layer Security (WTLS) protocol, is based upon the Industry standard 

Transport Layer Security (TLS) protocol and is intended for use with the WAP transport 

protocols and has been optimized for use over a narrow-band communication channels. 

WTLS ensures data integrity, privacy, authentication and denial-of-service (DoS) protection. 

For Web applications that employ standard internet security techniques with TLS, the WAP 

gateway automatically and transparently manages wireless security with minimal overhead. 

 

4. The subscribers are assured of fast, efficient access to essential information from a 

wireless handset, not to be afraid that their transactions are not completely secured and also 

an easy to use interface metaphor that meets the needs of the user within the restrictions of a 

constrained network and device. The subscribers are also offered ubiquity of service whereby 

they can have access to their own personal content wherever they go by using a WAP-

enabled browser. 

 

5. End users of WAP will benefit from an easy, secure access to relevant internet information 

and services such as unified messaging, banking, and entertainment through their mobile 

devices. Intranet information such as corporate databases can also be accessed via WAP 

technology and because a wide range of handset manufacturers already supports the WAP 

initiative, users will have significant freedom of choice when selecting mobile terminals and 

the application they support. Users will be able to receive and request information in a 

controlled, fast and low-cost environment, a fact that renders WAP services more attractive 

to consumers who demand more value and functionality from their mobile terminals. [25] 

 

As the initial focus of WAP, the internet will set many of the trends in advance of WAP 

implementation. It is expected that the internet service providers (ISPs) will exploit the true 

potential of WAP. Web content developers will have great knowledge and direct access to 

the people they attempt to reach. In addition, these developers will likely acknowledge the 

huge potential of the operators’ customer bases; thus, they will be willing and able to offer 

competitive prices for their content. WAP’s push capability will enable weather and travel 

information providers to use WAP. This push mechanism affords a distinct advantage over 

the World Wide Web and represents tremendous potential for both information providers and 

mobile operators [25] 
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Chapter 6 
                                                          

 

Performance Management for Next Generation Networks  
  
 

6.1 Definition 
 

In defining performance management, we decompose it into two components; the first 

component is a set of functions which evaluates and reports on the characteristics of 

telecommunications equipment and the efficiency of the network and network elements. 

While the second is a combination of various sub functions that involves all statistical 

information’s, maintaining and examining historical logs, determining system performance 

under all conditions i.e. natural or man made conditions and altering system modes of 

operations. 

 

 

 

 

6.2 Why Performance Management by Service Providers 
 

Today’s telecommunication networks have undergone a radical transformation; this could 

either make or break service provider’s business. This transformation necessitated by the 

convergence of network architectures and technologies and an increase in demand for 

services with a new performance characteristics, demands that service providers go beyond 

the traditional fault management approach to performance management. In order to optimize 

the performance of the services, service providers deliver they must now manage their 

network resources, this is a fundamental change that demand an integrated performance 

management option. Service provider’s sophisticated customers now require complex and 

custom tailored solutions.  In meeting these demand service provider (SP) must deploy a 

multitude of technologies, including synchronous optical network (SONET), asynchronous 

transfer mode (ATM), frame relay, Time division multiplex (TDM) and internet protocol 

(IP). Obviously these converged networks can no longer be managed by autonomous silos in 

the network landscape, but a truly integrated performance management system can 

encompass all relevant technologies from the voice and data worlds. 

 

Traffic volumes directly impact the performance and output of ATM and IP networks, unlike 

static TDM networks. This results to a constant monitoring and managements of traffic levels 

and any concurrent network congestion in order to optimize its performance. For service 

providers to always guarantee levels of service to their customers they must be able to 

constantly monitor and manage traffic levels. 
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6.3 The Future of Performance Management and Expected benefits in Next 

Generation Networks 
 

Next Generation Network simplifies and speeds up provisioning of services as well as 

enhances business continuity and applications availability. Service providers must maintain a 

competitive edge by deploying more equipment to accommodate additional capacity 

requirement and also to guarantee service quality. In doing this service providers must be 

able to monitor physical network performance effectively, analyze its data to correlate end-

to-end service performance and take necessary steps based on a total understanding of the 

network behaviors. Effective network performance can be achieved with an application 

which allows careful arrangement in operations. The application must be able to monitor 

network performance, analyze relevant data and direct network action accordingly. 

 

With a truly integrated performance management option in use, service providers can 

effectively demonstrate their ability to deliver high performance services in terms that their 

customers will understand and use. With such management options in use expected benefits 

in performance includes. 

• Simplified and faster (on time) provisioning of services across domains 

• Better service management, enhanced business continuity and applications 

availability(multi service, Multi media) 

• More accurate and efficient billing process 

• Complexity reduced 

• Savings realized 

• Flexibility improved 

• Process  speed optimized 

• Customers interaction enabled  

• Seamless services supported 

• More efficient usage of network resources  

• Improved network design and use of robust systems and networks 

• Integrated network planning and control functions 

• Focusing on production of IP  based services 

 

 

6.4 Performance Management Key Functional Area in Next Generation 

Networks  

  

Next generation network performance management option must be platform independent and 

extensible as well as being able to provide truly integrated, total network coverage. The 

perfect solution must allow service providers to monitor all physical network performance, 

analyze its data to correlate end to end service performance and lastly to take action based on 

a total understanding of network behavior. Customers expect services which they pay for, to 

ensure these service providers must employ service level agreements (SLAs).With (SLAs) 

service providers know what their customers expect and by means of customers oriented 

tracking system can effectively prove performance rendered. Obviously SP who deploy 

service that consistently perform at high levels and who communicate that performance to 
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their customers will be those who succeed. Total performance management must go down 

through each layer of network technology. 

With an integrated view of deployed technology, service provider will be able to know the 

impact of performance management on their various customers. With performance 

managements also customers will be able to understand how their service is operating, while 

service providers will be able to improve network infrastructure, upgrade various planning to 

better accommodate their customers evolving needs. Without this option available service 

providers cannot reliably prove that they honour SLAs and this may trigger some customers 

to switch service providers, thereby making them lose substantial amount of revenue. [27]  

 

 

 

6.5 Challenges of Integrating Performance Management Solutions 
 

If applications are deployed in a service provider environment, this creates radical demands 

on network infrastructure and network operations employee. Obviously this observation is 

often lost on application vendors who attempt to migrate solution from the corporate 

enterprise space to the public carrier space. Vendors of application see service providers as 

easy objects for large purchase orders; however these vendors often see their applications fail 

when they attempt to deploy them in complex network environments. The service 

provider/carrier environment differs from that of an enterprise environment in three ways. 

First, a service provider’s environment must scale to support thousands of demanding uses; 

second the environment must be flexible enough to support rapidly changing technologies 

and the requirements of diverse groups of users. Third, the service providers’ environment 

must be able to integrate diverse applications easily to help reduce operational cost and 

automate network management processes. If a performance management application is to 

meet these demands, it must use sophisticated data warehousing techniques in tandem with 

intelligent object modelling and graphical analysis tools in common object request broker 

architecture (CORBA)-based environment 

 

 

6.5.1 Scalability 
 

A scalability requirement falls into two key aspect: the size of the networks being managed 

and the number of users. Service providers create extreme demands on both dimensions as 

shown figure 6.1. Service provider’s networks scale to orders of magnitude larger than 

enterprise networks. Typical enterprise networks actively monitors tens or hundreds of 

network objects, including routers and switches. However, an enterprise network pales in 

comparison to that of a service provider that monitors thousands to millions of objects. Large 

enterprise networks that resemble small service providers are the exception. SP have a wide 

range of technologies to manage, including SONET/SDH, ATM .IP and frame relay. As a 

result of the complexity and fundamental importance of thee services they carry, service 

providers (SP) dedicate great amount of human and financial resources to monitor the 

performance of their network. However within an enterprise, there are usually only a limited 

number of users who gather summary data and present it to their managers and executives. 

These uses are usually centralized in an information technology (IT) functional group. The 
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total number of concurrent users in an enterprise system might range from onet to two and 

may reach as many as ten. Any enterprise that reaches 100 concurrent users is an exceptional 

case. 

 

 

 

 
Therefore in contrast, hundreds of users access network performance information internally 

with a service provider’s environment. Extranet applications deliver network performance 

information to customers and reach hundreds of thousands of users in multiple groups 

throughout the organization. [27] 

 

 

6.5.2 Flexibility 
 

The IT departments of an enterprise network have a uniform set of requirements for a 

performance management solution. Notwithstanding, service providers must take into 

consideration a wide range of relevant parties as a result of an extraordinarily large range of  

performance managements needs, including network operations, planning and engineering, 

managements and executives, marketing and sales and customers. The performance 

management solution that service provider chooses to integrate with its environment 

consequently must be correspondingly flexible. Multiple groups creates demand which are 

diverse as they include the need for both real-time and historical data analysis along with the 

need for forecasting performance management trends for complete networks, sub domains, 

specific technologies and the services of specific customers. With the rapid pace of changes 

in technology and service provider organizations these demands can be unpredictable. More 

often, individual departments deploy solutions for a specific purpose without considering 

organization wide requirements. This chosen application may satisfy short term 

requirements, frustration will mount over time as other departments within the organization 

inherit an application that is not designed to satisfy everyone’s needs . 

With the large number of system within a service provider it makes problems more complex. 

They therefore require seamless integration to deploy new services without manual 
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intervention. Therefore, performance management system must integrate and inter work with 

ordering and provisioning, billing, workflow and trouble administration systems among 

others. Importantly a performance management solution should offer a clear, well defined 

interface strategy based on accepted standards such as CORBA. In conclusion service 

providers must deploy carrier-class solutions to meet their performance management 

requirements, since short term solutions based upon enterprise applications are often not 

scalable or flexible nor can they be easily integrated into increasingly complex environment. 

[27] 
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Chapter 7 

 

Conclusion 

 
A general overview of Next Generation Networks Services based on IP routing was given in 

this thesis work. Since with the new inventions in most recent years of newer services like 

video, voice and video streaming, Internet Service Providers have been under increasing 

pressure to deliver these services to its customers with a great deal of high speed, scalability, 

Quality of Service, Traffic Engineering and also at low cost, so that they don’t have to bite 

their fingers to be able to enjoy those services and knowing fully well that these newer 

services consumes a lot of bandwidth rather than conserving it. 

 

We also showed in our work the disadvantages and imminent problems, Internet Service 

providers were facing by using the conventional IP routing in delivering these newer services 

and thus meeting their customers’ satisfaction which is a top most goal of any service 

provider and the choice of MPLS, which is a core element of Next Generation Network. We 

highlighted the several benefits service providers have been gaining in using this protocol 

and some of these benefits includes improved packet forwarding performance in the network, 

supporting Quality and Class of Service for service differentiation, supporting network 

Scalability, integrating IP and ATM in their network and building interoperable networks. 

 

The advantages of establishing Virtual Private Network in their core network was also shown 

and the main reason for this is to allow the end customers to realize the cost advantages of a 

shared network, while enjoying its benefits of Security, Quality of Service (QoS), Reliability 

and Manageability. We also gave a brief overview of Wireless Application Protocol, which is 

a communication protocols that enable wireless devices to have easy access to the internet 

and other telephony services, before finally talking about Performance Management for Next 

Generation Network Services which is a key element that will enable service providers to 

have optimal result and meet their customers satisfaction in using Next Generation Networks 

Services based on IP routing. 

 

Therefore, as the communication world continues to grow rapidly, employing these protocols 

in their core networks, Service providers will stand to gain more and be able to withstand 

other newer services that will be emerging from the present Next Generation Networks 

which still has a lot to offer in the near future. 
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Appendix  
 

 MAC                         Media Access Control 

 ICMP                        Internet Control Message Protocol 

AS                              Autonomous System 

IGP              Interior Gateway Protocol 

ISP                              Internet service providers 

DLC                            Digital loop carriers 

EGP             Exterior Gateway Protocol 

RIP              Routing Information Protocol 

RSM                           Remote switching modules 

OSPF           Open Shortest Path First 

IGRP            Interior Gateway Routing Protocol 

EDGE                         Enhanced data rates for global evolution 

EIGRP         Enhanced Interior Gateway Routing Protocol 

IS-IS           Intermediate System-Intermediate System 

IN                                Intelligent network 

CO                               Central office 

BSS                             Base station system 

BGP            Border Gateway Protocol 

GGP            Gateway to Gateway Protocol 

GSM                           Global system for mobile communication 

GPRS                          General Packet radio service 

IDRP           Inter-Domain Routing Protocol 

VLSM         Variable Length Subnet Masks 

MPLS         Multi-Protocol Label Switching 

VoIP            Voice over Internet Protocol 

ATM           Asynchronous Transfer Mode 

QoS             Quality of Service 

FR                Frame Relay 

FEC              Forward Equivalence Class 

CoS             Class of Service 

LSR             Label Switch Router 

LER             Label Edge Router 

LSP              Label Switched Path 

IP                 Internet Protocol 

PE                Provider Edge Router 

CE               Customer Edge Router 

LDP             Label Distribution Protocol 

RSVP          Resource Reservation Protocol 

TE               Traffic Engineering 

CR-LDP      Constraint-based Routing Label Distribution Protocol 

VPN            Virtual Private Network 

IP VPN        Internet Protocol Virtual Private Network 
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SSLVPN      Secure Socket Layer Virtual Private Network 

IPSec VPN     Internet Protocol Security Virtual Private Network 

MPLS VPN   Multi-Protocol Label Switching Virtual Private Network 

DMZ            Demilitarized Zone 

VHG            Virtual Home Gateway 

RADIUS     Remote Authentication Dial-In User Service 

SCE                             Service creation environment 

API                              Application programming interface 

AAA           Authentication, Authorization and Accounting 

WAP           Wireless Application Protocol 

HTTP          Hypertext Transfer Protocol 

WML          Wireless Markup Language 

WAE           Wireless Application Environment 

WSP            Wireless Session Protocol 

WTP            Wireless Transaction Protocol 

WTLS          Wireless Transport Layer Security 

WDP            Wireless Datagram Protocol 

WDM                          Wavelength division multiplexing 

WCDMA                    Wideband code division multiple access 

UTRAN                       Universal terrestrial radio access 

UMTS                          Universal mobile telecommunications system 

SLA                             Service level agreements 

SP                                Service provider 

SONET                        Synchronous optical network 

TDM                            Time division multiplex 

CORBA                       Common object request broker architecture  

   

 

 

 




