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ABSTRACT

Context: Cloud computing is rapidly emerging in the area of distributed computing. In the meantime,
many organizations also attributed the technology to be associated with several business risks which
are yet to be resolved. These challenges include lack of adequate security, privacy and legal issues,
resource allocation, control over data, system integrity, risk assessment, software vulnerabilities and
so on which all have compromising effect in cloud environment. Organizations based their worried on
how to develop adequate mitigation strategies for effective control measures and to balancing
common expectation between cloud providers and cloud users. However, many researches tend to
focus on cloud computing adoption and implementation and with less attention to vulnerabilities and
attacks in cloud computing. This paper gives an overview of common challenges and mitigation
techniques or practices, describes general security issues and identifies future requirements for
security research in cloud computing, given the current trend and industrial practices.

Objectives: We identified common challenges and linked them with some compromising attributes in
cloud as well as mitigation techniques and their impacts in cloud practices applicable in cloud
computing. We also identified frameworks we consider relevant for identifying threats due to
vulnerabilities based on information from the reviewed literatures and findings.

Methods: We conducted a systematic literature review (SLR) specifically to identify empirical studies
focus on challenges and mitigation techniques and to identify mitigation practices in addressing
software vulnerabilities and attacks in cloud computing. Studies were selected based on the
inclusion/exclusion criteria we defined in the SLR process. We search through four databases which
include IEEE Xplore, ACM Digital Library, SpringerLinks and SciencDirect. We limited our search
to papers published from 2001 to 2010. In additional, we then used the collected data and knowledge
from finding after the SLR, to design a questionnaire which was used to conduct industrial survey
which also identifies cloud computing challenges and mitigation practices persistent in industry
settings.

Results: Based on the SLR a total of 27 challenges and 20 mitigation techniques were identified. We
further identified 7 frameworks we considered relevant for mitigating the prevalence real-time
software vulnerabilities and attacks in the cloud. The identified challenges and mitigation practices
were linked to compromised cloud attributes and the way mitigations practices affects cloud
computing, respectively. Furthermore, 5 and 3 additional challenges and suggested mitigation
practices were identified in the survey.

Conclusion: This study has identified common challenges and mitigation techniques, as well as
frameworks practices relevant for mitigating real-time software vulnerabilities and attacks in cloud
computing. We cannot make claim on exhaustive identification of challenges and mitigation practices
associated with cloud computing. We acknowledge the fact that our findings might not be sufficient to
generalize the effect of the different service models which include SaaS, IaaS and PaaS, and also true
for the different deployment models such as private, public, community and hybrid. However, this
study we assist both cloud provider and cloud customers on the security, privacy, integrity and other
related issues and useful in the part of identifying further research area that can help in enhancing
security, privacy, resource allocation and maintain integrity in the cloud environment.

Keywords: Cloud Computing, Software Vulnerability,
System Integrity, Distributed Systems.
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1 INTRODUCTION

The problem of software security has taken a new dimension in recent years. Attackers now
followed a specialized method, for exploiting security hole contain in deployed software
applications and launch malicious attacks on target software in real-time, before software
developer become aware of the vulnerability or distribute patches for security fix. This
method is known as Zero-Day exploits, and the term is derives from the age in which the
attack occurs before the security holes are either became known to the developer or being
provided a solution. They come in the form of Zero-day malware, scanning worm, software
injection, buffer overrun and to mention but a few [19][20][23][26][27][30][31][34][35].

In cloud computing, this prevalent malicious attacks due to software vulnerabilities are
perceived as big challenge particular as the future of cloud computing is yet uncertain [17].
Many cloud customers still doubt the uncertainty and readiness to be able to guarantee and
secure huge data which are to be deployed and host on the net as the days of cloud practices
draw closer. Because cloud computing is cheap coupled with the pay-as-you-browse
approach, many company, organization as well as individual’s data and applications would
be deployed. However, there are fear and concern on how would cloud provider be able to
handle the security and risk engross, especially when it co-host a user having data such as
patient’s medical record she do not wish to reveal to cloud service provider because of the
sensitivity involved [1][14][17][18].

As the cloud computing combines many technologies in providing it services, this have
further help to complicate the IT Systems and networks environment [3]. For instance, a
compromised cloud infrastructure could be used to run distributed Denial of Service (DDoS)
on large networks. Furthermore, a web shop application deployed on Google App Engine
could consist of several products which are vulnerable to Cross Site Scripting (XSS) login
area; which means, a simple function to comment and rate products can easily provide
security holes. However, user gets a session cookie to identify him in the session after
logging into the web page and providing valid credentials [3].

Meanwhile, cloud provider achieve economic of scale by building a large data centre and
then sharing resources to all the customers [13]. Due to the shared environment, customers
information and data are expose to all forms of vulnerabilities and threats, a need now
calling for provider to ensure that every customer are identified, and that non should have the
ability to see or change another customer’s data.

In spite of many research methods, assumptions and developed mitigation techniques and
practices of the work on real-time attacks due to software vulnerabilities and development,
there is still plenty of work to be done in this area before we can feel comfortable and safe in
cloud environment. This paper focus on identification of any gap that still exist in providing
appropriate measures for addressing security, privacy, integrity and other related issues in
cloud environment, why they are so, and discuss the role of IT Security System and effective
implementation in the emerging field of distributed computing, cloud computing.



1.1  Aims and Objectives

The aim of this research is to study and elaborate on problems of software vulnerabilities in
distributed computing and networking environment and strategy to address them.

1.2  Research Questions
The entire study will investigate and suggest solutions to the following research questions:

RQ1: What are the common software vulnerabilities challenges and mitigation strategies in

cloud computing environment?
RQ2: What is the state of the practice in addressing attacks on software vulnerabilities in

real-time, in cloud computing environment?

1.3  Thesis Outline

The structure of this thesis follows the IMRAD approach as illustrated in Figure 1.

Master Thesis
Introduction Method Besults Analysiz Discussion
L L
— 1.Introduction 4 Results
. -
Analysis
3 Research ' 3. Discussion __|
Methodology
L
L
6. Conclusion —
L 2. Background
L
L

Figure 1: Thesis Outline



2 BACKGROUND

2.1  Cloud Computing

Cloud computing is a new computing approach which uses software, infrastructure and
platform as service delivery models. Unlike traditional computing such as web hosting,
cloud computing offers pay-as-you-go services, and this gives users the opportunity to pay
for the resources they actually utilize for a specific period [12]. Figure 2 is an illustration of a
typical cloud model, and the basic infrastructures. Cloud basically provides services over the
internet using a constructed large datacenter and computing resources [40].
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Figure 2: Principle of Cloud Computing

Cloud computing is emerging as a conceptual model and new paradigm shift of software and
applications deployment in distributed computing [3]. It involves community of providers
which provide specific virtualized infrastructures and users which uses the provided
resources and services. Cloud combines some known technologies such as virtual machine,
intrusion detection system (IDS) and intrusion prevention system (IPS). It uses a
standardized designed interface which makes unification and viewing of result reports easy
for users.

Many experts think that cloud computing will experience a significant growth and lead in the
model IT industry [14]. The cloud platforms provide cheap, transparent, convenient and
flexible service to small and medium scale businesses (SMBs) and large scale enterprise
alike. Cloud offers many advantages, such as economy of scale, availability, management,
efficiency, consolidation, cost and energy saving, etc. Other properties include on-demand
service and pay-as-you-go model. This helps cloud user in better utilization of computing
resources and minimize costs.

Cloud services generally offer pricing advantage which however varies depending on quality
of service (QoS) and requirements. Cloud deployment models include Software as a Service
Infrastructure as a Service; and Platform as a Service and a model is chosen, based on type
of business activity and relevance to the enterprise. Furthermore, each service model is
further classified into public, private, community and hybrid cloud. While the services of



public cloud are trade as utility computing, the private cloud includes internal datacenters of
the cloud which are not accessible to the general public.

2.1.1 Cloud Service Models

No matter what service agreement entered by cloud provider and cloud customers, the issue
of privacy and information security is always alarming in cloud computing. And they
continue to pose threats particularly where the cloud provider is lacking adequate
information that will enable him provide the appropriate security within a cloud
environment. Figure 3 is example of abstract layers for a typical cloud service model.

Many cloud customers think that cloud security and integrity only concern cloud provider
especially in public cloud.

|Abstract Layers of Cloud Service Model
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’1 Cloud Computing
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[ Management
NIDS/NIPS, Firewalls, Data Processing
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[ i F ] | I ‘ég> m Information, Anti-DDoS, QOS, DNSSEC,
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Hardware ] | % Compul& & Storage File/Log Management, Encryplion, Masking
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| (i | S OB ey iy ! 1DS: Intrusicn Detaction Systems DDoS: Distributed Denal of Service
\-. PAAS l IPS: Intrusion Prevention Systems CCTV: Closed Circult Television
{ B T QOS: Quality of Service Rot: Rule of Thumb
——————— - DMSSEC: Domain Name Systems Security Extensions

Figure 3: Cloud Service Models [7]

2.1.1.1 Software as a Service (SaaS)

In this model, the facility is designed to provide everything and rent out software to cloud
customers as a service. It offers users the right to use cloud provider’s applications running
on a cloud infrastructure. The cloud provider has the sole right as may be defined in the
Service Level Agreement to manage and control the network, operating systems, servers,
storage as well as individual applications capabilities in the underlying infrastructure.

2.1.1.2 Infrastructure as a Service (IaaS)

This facility is provided to the cloud customers on infrastructure basis. Cloud provider only
provides customers basic computing resources or infrastructures which include network,
storage, server, and so on, while cloud customer can deploy and arbitrary run software and
operating system. Under [aaS Service Level Agreement, even though the cloud customer



does not manage or control the cloud infrastructure, but has certain right which allows him to
manage and control aspect of storage, deployed applications, operating systems and limited
control for selecting networking components.

2.1.1.3 Platform as a Service (PaaS)

The facility provides cloud with an alternative to either use application designed interface of
the provider or create applications on the cloud provider’s infrastructure platform. This
followed a programming language and tools which supported by cloud provider’s
infrastructure. The cloud provider manage and control the cloud infrastructure which include
servers, network, storage and operating systems, while the customer only control deployed
application and configuration of applications hosting environment.

2.1.2 Examples of Cloud Providers

Presently, Figure 4 represents partial list of known cloud providers, however, there is high
expectation of double increase by 2013.

e Amazon e Salesforce.com e Flexscale e cohensiveFT
e Google e Microsoft e Infosys e Mozyhome
e IBM e VMware e Joyent e Rackspace
e EMC e Nivanix e Icloud e Net magic

e TCS o AT&T o (Citrix

e Sun e  Wipro o 3tera

Figure 4: Partial List of Cloud Providers

2.1.3  Vulnerability in Cloud Environment

The term software vulnerability describes security hole or weakness in software and it
application. In distributed computing, software vulnerability pose security threat to system
integrity and performance. It is rampant in web applications such as e-commerce, e-banking
and networks of highly secrecy data.

The issue of vulnerabilities is a common phenomenon in distributed computing environment.
One of the major problems is how to design and array infrastructure to suit management of
such complex environment. Software and hardware vulnerability pose major challenges in
cloud computing. Due to the compromised infrastructure in cloud environment, there could
be vulnerability to e.g. a specific language-based attack. An attack can possibly exploit the
interpreter and use the information to access the infrastructure running it.

According to Roschke el at [3], a compromised cloud infrastructure running on large
network can be use to run a distributed denial of service (DDoS) attacks. On the account of
DDoS, the authors suggest that the IDS can be helpful.

Cloud computing represent improved method of computing and poses a lot of threats,
demanding networks, data, information, and software and hardware security. The nature of
the various models attracts one security to another. Each layer of the cloud architecture
suffered certain vulnerabilities and lead to specific attacks on implementation [3].



As the cloud computing combine many technologies, this further complicated the integrity of
the IT systems which makes full implementation and adoption more difficult for both
providers and adopters.

2.1.4 Security Issues in Cloud Environment

In cloud computing, there is much to benefit in terms of cost and ease of use, however, how
to provide adequate security measures have also call for concern. The issue of cloud security
is vital and needs to be addressed, particularly when considering deployment of sensitive
data and applications to cloud environment, shared with third-party in the case of public
cloud. One approach would be for a cloud provider to develop adequate security level
agreement and mitigation strategies for enforcing and ensuring users compliance.

Because cloud computing is cheap couple with pay-as-you-browse approach, many
company, organization as well as individual data would be deployed, however, there are fear
of how would cloud provider be able to handle this, especially when it co-host a user having
data such as patient medical record she do not wish to reveal to cloud service provider
because of the sensitivity involved. Then, the ability to provide the needed security and make
the new and emerging computing technology safer to practice becomes a very big issue
[1][14][17][18].

In another new development, a single threat observed in a particular cloud can disrupt many
users and affect major services. For instance, spammers threat in EC2 and caused Spamhaus
to blacklist a large fraction of EC2’s IP addresses, causing major service disruptions [10].

As it’s acknowledged today, we can see a technology that provides new opportunity and
compared cloud adopters to weigh and chose between the risks compromise, and exploit it
potentials such as cost savings, offered through the various service models. Cloud
deployment models include private, public, community and hybrid, and each come with
different challenges.

2.14.1 Private Model

In private cloud, cloud infrastructure is provided to a single organization. Here, resources are
not shared with any unknown third party, compare to public cloud.

2.1.4.2 Public Model

In public cloud, cloud resources is deployed and shared with other cloud customers. Unlike
private cloud, public cloud is made available to all cloud customers using the same
infrastructure.

2.14.3 Community Model

In community cloud, cloud resources is deployed and shared by several organizations that
shared the same interest in terms of compliance and security requirements.

2.144 Hybrid Model

In hybrid model, the cloud services and deployment combines two or more of the different
models: e.g. the private, public or community cloud model.



2.1.5 NIST Cloud Definitions & Classification

NIST defined cloud computing as next generation computing which provides infrastructure,
data and application as service; new name for grid computing or internet based computing
where users don’t need to worry or know where data and application is. Figure 5 is an
illustration which summarizes NIST definitions about cloud, and they are becoming more
and more important given cloud practices [108].

Deployment

Software as a Platform as a “Infrastructure as
Service (SaaS) Service (Paas) a Service (laas)

Service
Models

Common
Characteristics

Common
Characteristics

Figure 5: NIST Illustration of Cloud Model

2.1.6  Ensuring Software Integrity in Cloud

In cloud computing, the ability to provide quality services will largely depends on
organization and the utility of the cloud resources. Ensuring software integrity in cloud
environment would mean adequate security management, good data and information
handling, trustworthiness, quality access control, addressing privacy and checkmating audit
and compliance issues. Cloud efficiency in the present certain attributes. Partial list of such
examples are discussed as follow:

2.1.6.1 Availability

This aspect concerns all cloud services being operational and accessible anytime, anywhere.
Cloud computing being an internet-based system, availability requires that users should have
the possibility to access cloud services when needed [5].

2.1.6.2 Confidentiality

This aspect concerns customer’s worries that data kept in a public cloud could be intercepted
by a third party to compromise data integrity in the absence of adequate security [107].

|



2.1.6.3 Accountability

This aspect concerns demand for cloud provider to be able to protect deployed information.
Disclosure of protected or secretive users’ information would compromise privacy [5] [107].

2.1.6.4 Reliability

Cloud Computing involves deployment applications and infrastructures through internal
datacenter created by cloud provider. User do not necessarily know or care about were data
are stored and from where service is being provided. The issue of reliability is view with the
fact that applications in cloud are so vital that they must be available and reliable to support
all-time services [5] [107].

2.1.6.5 Usability

This aspect concerns ease of use and operability of cloud resources. As cloud providers use
different protocols or combine different technologies to provide services, cloud customers
requires technical skills to support authentication, authorization, configuration and other
related issues [107].

2.1.6.6 Auditability

This concerns watching or keeping account of what happen at the applications level in the
area of compliance. It provides security in the event of monitoring, information on user
logins and changes that might compromise service availability [5].

2.1.6.7 Integrity

This aspect concerns completeness, worthiness, accuracy, trust and validity of data and
information in regards with business requirement and expectations [107].

2.1.7 Management and Controls

Like the grid computing or service-oriented computing, cloud computing uses service level
agreement (SLA) to control, manage and protect computing resources from provider to
customers or third-parties. Every SLA management involved two phases: negotiation the
contract and monitoring to ensure compliance in real-time. It contract definitions composes:
SLA basic schema; SLA monitoring; SLA negotiation; and SLA policies (enforcement and
compliance).

The main focus is to create a negotiation mechanism where cloud providers and cloud
consumers can come to agreement on terms of services and conditions in the underlying
cloud computing service models.

Despite the various SLAs that exist, both provider and users still face impediments in
analyzing resource utilization. Lack of standardization is a major hindrance. The notion as at
today is that there are no general standard for access controls, data storage, performance
metrics and evaluations, and to mention but a few. This has generates security concern and
raises fear of possible lost of data or information to a third party in the business world. For
instance, if different vendors and stakeholders who are in the same cloud uses different



security standard, none of the vendors or stakeholders might be willing to some other client’s

standard.

The task of getting rivals to agree on standards is always very tough, which cloud computing
is no exception. However, we are hoping that the next major change would be that industries,

vendors and researchers all in the fold of cloud security would be able to reach some level of

agreement and eventually developed such into standards. Examples of common mitigation
practices are discussed as follow:

a)

b)

d)

Software Management

This process involves information gathering to know the software that will be
suitable and go in line with business requirement. This process should be conducted
in timely manner to save reasonable cost. Other aspect of software management
includes patches/update.

Security Management

This involves maintaining general security measure to ensure that all information,
data and cloud infrastructure. Adequate security measures would ensure high
integrity particularly on sensitive data [107].

Data Security Management

This aspect involves appropriate measures on data security and storage to ensure
data integrity in the cloud environment. In cloud computing, a traditional
deployment model held sensitive data of each organization within the organizational
boundary and subject them to physical, logical and personnel security access and
controls policies which compromised data security. SaaS vendors need to adopt
additional security measures to guarantee data security and prevent security breach
vulnerabilities in application or cause by malicious employees [2].

Risk Management

This aspect concern risk assessment, remediation and mitigation plan. These are
performed to analyze financial impact of the managerial potentials; to possibly
restore a business process in case of any negative impact; and for minimizing the
impact of potential business threats [14][107].

IT Security Management

This involves maintaining and protecting information integrity, as well as instituting
IT security roles and responsibilities, IT policies and procedures. The process
include IT security monitoring, and periodic testing to identified and fix security
holes. A well established IT security management protects and help to minimized
business risk, security threat and vulnerabilities incidents.

Operation Management

This involve operational services in terms of data management and IT infrastructure
monitoring. It helps to bring about efficiency and effectiveness in sustaining data
integrity and reducing associated cost IT, by mitigating errors or failures that might
result, due to IT infrastructure’s malfunctioning.



g) Access Control Management
This involves measures that prevent unauthorized access deployed applications in
cloud. The process mostly requires IaaS customers to understand the need to protect
the virtual resources through strong authentication mechanisms and role-based
access controls. Examples include firewalls, networks security, data encryption, etc.
[107].

h) Privacy Handling
This involves internal monitoring to ensure that individual users do not temper or
interfere with secret individual and business information of other user, stored in the
cloud that may consequently compromised privacy. The issue of privacy existed in
the history of distributed computing. This mostly concern individual and business
privacy, however, several measures which law acts have been implemented to
protect user’s privacy in computing [13][107][109].

i) Incident Management

Incident management addresses issues that require urgent measure to prevent further
spread and damages in the entire cloud. Given the shared resources and
responsibilities, both cloud provider and customer should have an incident or
emergency plan in place, to response to address any attempt of sudden security
breach within the cloud system. The process should include a quick alert to other
tenants using the same cloud on existence of vulnerability, effects and possible
measure to prevent further spread [107].

j) Audit and Compliance
This involves laws and regulations, and monitoring to enforce policies and
compliance. This process includes fines or penalty for noncompliance to guide
against the risk of information, application and system integrity, and prevent internal
and external threats and public embarrassment [107].

2.1.8 Opportunities and Benefits

In present market economy, organizations are interested in any cost saving technology that
will bring about flexibility, quality, innovation and high performance, and when combine
with most existing business models would have no comparative negative effect on marginal
revenue.

According to Jeffery [111], as demonstrated in Figure 6, every facet of human endeavors
would benefit from utility of the underlying new technology, cloud computing. The main
point is that cloud computing provides much more open doors opportunities with greater
flexibility that will lead to more economical gains, compare to other traditional computing
models. Adequate exploration of cloud computing has many potential values. However,
these potentials can be achieved through improved system performance, standardization and
compliance, increased replication to online backup [111].
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Figure 6: Anticipated Prospects of a Cloud System [111]

Aside reduced cost; it also offers On-Demand Self-Service, where user is able to enjoy pay-
as-you-go. Other benefits include portability of the application, thus users can take their
office with them and work from home or at customer location. It flexibility increases
mobility, and employee can access cloud information anywhere. Cloud computing also
relieves IT workers who are tied with other task from some job duties, by installing patches,
performing update and providing application support.

Another benefit is that with concentration of security expertise at major cloud provider, users
can enjoy from reputation knowledge-sharing, ensuring the entire system employs the best
security practices [10]. Cloud providers enjoy economies of scale by building large
datacenters where customers are deployed and use shared resources [13].

Subsequently and most importantly, cloud computing has opens another opportunity in the
area of research and development. Several possibilities such as remote accesses, virtual
machines, LANs, and how to manage huge datacenters which lack adequate performance
and understanding on the present tradeoffs in the security domain would be research and
address by cloud.
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3 RESEARCH METHODOLOGY

3.1 Systematic Literature Review (SLR)
3.1.1 The Rationale for SLR

In the past, every research usually starts by conducting literature review. With the paradigm
shift in research evolutions, many are getting to realize that except it is done systematically,
unbiased and thoroughly, the literature review is gradually losing it scientific value and
contribution. SLR is a process of assessing, identifying, evaluating and interpreting of every
available resources relevant to a given research question, topic or area. It adopts both
qualitative and quantitative method of investigation in an unbiased manner [15].

The thesis adopted SLR procedures and guidelines according to Kitchenham. The step-by-
step method was followed to assist the authors in reviewing relevant empirical evidence
discussed or reported in published literatures, based on our study. We used the SLR to
explore, evaluate and in data interpretation which help the authors in understanding more of
the phenomenon surrounding prevalence of Zero-day exploits and software vulnerabilities in
cloud environment [15].

The SLR basically help us in identifying existing empirical evidence on challenges facing
software vulnerabilities, security and integrity in cloud environment together with their
mitigation practices reported in researches. And to further identify gaps which exist between
experts, vendors and stakeholders involve in software security practices; to developed and
provide a list of common software vulnerabilities challenges and mitigation strategies in
cloud environment, which could further find in addressing vulnerability challenges and
industrial practices.

3.1.2 Planning the Review
3.1.21

In order to achieve the research objectives and purpose for conducting the SLR, research
questions were developed and earlier classified as shown in the Table 1. The main ideal of

Defining Research Question

the research questions is to elaborate on challenges and mitigation strategies reported in
various empirical which should guide in adopting the best security practices in cloud
environment.

Table 1: Defining RQ

strategies in cloud computing environment?

Research Questions Purpose
RQ-1: What are the common software | To have common understanding on
vulnerabilities challenges and mitigation | prevalence software vulnerabilities

challenges and mitigation strategies in cloud
environment.

RQ-2: What is the state of the practice in
addressing attacks on software
vulnerabilities in

real-time, in cloud

computing environment?

To have common knowledge of current state
of prevalence Zero-day exploits and software
vulnerabilities, and to know what mitigation
techniques are being practice by stakeholders
in resolving the pose challenges.
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3.1.2.2 Review Protocol

The main reason for conducting the SLR in this research work was to systematically
discover the revealing challenges and mitigation strategies discussed in published papers
associated with software vulnerabilities and attacks, particularly in cloud computing
environment. For the purpose of this research and to be able to achieve the said objective, we
restrict our search scope to paper published between 2001 and 2010. Meanwhile, the
research mainly focus on mitigation strategies and techniques discussed in the papers
published between 2007 and 2010, however, the inclusion of the papers published before
2007 was to help widen the search scope and an attempt to exploits other related area such as
grid computing.

3.1.2.3 Selection Criteria and Procedures

Selection criteria as the one described by Kitchenham [15] was used in this study. We
ensured that only papers that are relevant to our research interest were included in the study.
As guideline for inclusion and exclusion of papers, we check to see that all that do not
contain discussion on software security in cloud environment, and vulnerability: e.g.
exploits, attacks and techniques; security measurement, assessment or evaluation model were
remove. We finally narrow down selection criteria using an agreed checklist according to
their relevance as presented in Table 2.

Table 2: Selection Criteria

Relevance Criteria

By Search Reflects search string
Publication (2001 - 2010)
Type (peer review articles)

Title Language used (English)
Appears as Title (not as comment, tutorial, editorial, etc.

Abstract/Introduction/ | Empirical background (industrial or academia in related area)
Conclusion

Full Text Empirical study on challenges and mitigation strategies or where
information is/are missing in Abstract/Introduction/Conclusion

3.1.24 Quality Assessment Checklist and Procedures

The main goal for developing study selection criteria is to ensure that appropriate and
relevant published materials were included during the process, and such should agree with
the overall aim of the research objective [15]. To ensure that the papers included during
reviewed were of high quality and standard; authors both evaluated each against a developed
checklist as defined in Table 3. This helped us to assess the quality and to have confidence
on the information reported in the papers.

Table 3: Quality Assessment Criteria

Criteria Yes No

Does the study clearly state aim and objectives?

Were citations in the paper properly expressed?

Were the limitations in the study clearly stated?

Can the study result benefits target audience and readers?
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3.1.3 Conducting the Review

3.1.3.1

The main purpose for conducting a SLR for this research was to identify common challenges

Data Extraction Strategy

and mitigation techniques discussed in existing literatures relevant in assessing and
managing software vulnerabilities in cloud environment. Thus, we identified published
papers which provide empirical evidence surrounding our focus area. We focus on materials
that will be useful in answering research question, and this helped us to draw a more
comprehensive data extraction form.

Authors developed the data extraction form which was used during the pilot study as
reported in Table 4. Other things considered were completeness, usability and clarity of user
instructions.

Table 4: Data Extraction Form

Category Description

Title Title of the published paper

Authors All the authors name are credited for writing the paper

Period 2001 —2010

Investigation Case Study, Experiment, Survey, etc.

Methodology Discussion on Software Vulnerabilities, Challenges and Mitigation
Techniques in Cloud Computing

Study Focus Collaboration, Empirical studies: Single Practice or Mediation

Problems/Challenges | Security Practices in Cloud Environment - Challenges

Solutions/Mitigation Security Practices in Cloud Environment — Mitigation Techniques

Techniques

Findings (from study) | Discussed claims being stated in the paper

Additional Findings Discussed summary of any other findings stated in the paper the
are related to study of context

3.1.4 Identification of Research Papers

The primary aim for conducting SLR is to ensure a thorough exploration of relevant research
materials that have discussed challenges and mitigation strategies surrounding our study of
interest, cloud computing. To achieve this, authors engaged on systematic review necessary
to determine investigations and current research that exist in the study area. Authors
conducted searches for the SLR to identify common software vulnerability in cloud
computing environment. The IEEE Xplore, ACM digital library, SpringerLink and
ScienceDirect databases were exploited in the search. Apart from popularity, we focus on the
selected databases not being globally recognized as valid sources of scientific materials. The
following search strings were used one after another and some in combination during the
SLR:

(Zero-day exploits in cloud computing environment) OR (Zero-day protection) OR (Attacks
on software vulnerability in real-time in cloud computing environment) OR (software
vulnerability management in cloud computing environment) AND (prevention techniques on
software vulnerability in cloud computing environment) OR (Major Zero-day Exploit
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Vulnerabilities challenges in cloud computing) AND (prevalence vulnerability attacks in
cloud computing)

We used the search strings to explore papers published during 2001 to 2010. We identify
papers based on set of criteria defined in the study selection process. This was to ensure that
most recent materials which provide useful information were included. The adopted
inclusion and exclusion focus on issues associated with prevalence exploits and attacks,
particularly on software vulnerabilities in cloud environment. The study selection process is
discussed in step 1 - 6 and summarized in the graphical representation showing the complete
steps in conducting the systematic review in Figure 7.
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3.14.1 Step 1

Four databases which include IEEE Xplore, SpringerLink, ACM Digital Library and
ScienceDirect were search using the similar search strings. The “download citation”
embedded in the IEEE’s web interface was used to generate references for all IEEE Xplore
papers, while materials from other databases were manually compiled and referenced. And
we ensure all references were aligned, and maintained IEEE referencing standard.

The IEEE Xplore was the most flexible and user friendly for all the databases. It has simple
designed interface which enable user to add as many combinations as possible with the
OR/AND/NOT command, from dropdown button and define search once. With this, authors
were able to combine the entire search phrase and used as a single search string as in Figure
8. Details on the use of other databases are discus subsequently.

IEEE X lore«- Delivering full test access to the world's highest quality technical
literature in engineering and technology

DIGITAL LIBRARY

N

Advanced Search Options

ﬁ Preferences

=| Advanced Search

Enter keywords or phrases, select fields, and select operators

Wote: Refresh page to refiect updated preferences.

Search @ @ Metadata Only @) Full Text & Metadata

|7ero-day exploits in doud computing envionmend in  Metadata Only -
OR  w |Zerod prosction |in Metadata Only EIESES
OR  w |ulnerabiity in realime in doud computing enviro] IN Matadata Only ESES
OR | herabiity management in doud computing envirod N | Metadata Only IESNET
AND + |nscfiware vulnerability in doud computing envirg in | Metadata Only IESNET
OR  w by Exploit Vulnerabilities challenges in dloud comg in  Metadata Only EIESES
AND w [prevalence vulnerabiiity attacks in doud computir] i Metadata Only ~ [+ (¢

| #-AddNewline | | Resetan | \ﬂ

Figure 8: IEEE Xplore Search Interface

In ACM Digital Library, the search procedure appears to be a bit technical. Unlike the IEEE
Xplore, the search tool does not command the use of more than one search phrase at the
initial stage. However, the use of the entire combinations as a single search string is achieved
in three stages as shown in Figure 9a, 9b and 9c¢ respectively. The steps are as follow:

1. Type any keyword or phrase in the search box and pull the “Search Button”.
2. Locate and click “Advanced Search” in the left hand corner and.

3. Copy the entire search strings and paste in the “Edit the query directly, or use the
form below” and define search.
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Searching through the SpringerLinks database system requires a lot of caution. The search
tool tries to identify every article with title that has at least any of the word included in the
search strings and match all related materials as demonstrated in Figure 10. Authors search
with specific keywords like Zero-day, cloud-security, and so on, in order to avoid overflow
of too many and unwanted materials.
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Figure 10: SpringerLink Search Interface

The ScienceDirect is another database which we also used during search, and it also has its
own unique characteristic. As it appears in Figure 11, start by clicking on “Advanced search”
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and this will take user to the next stage. There one can define search terms, but interface only
allows combinations of two search phrase with the OR/AND/NOT command at a time.

Hub ScienceDirect Scopus SciTopics Applications

Home | Browse | Search | My seitings | Myalerts | Shopping cart

Asticles (@) Al fields | Author | |
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? Search tips
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Figure 11: ScienceDirect Search Interface

3.14.2 Step 2

We filtered and removed non scientific papers, and papers which do not have clear reflection
of the major keywords. A total of 758 papers retrieved, 289 were removed and left with 469.
Aside the general keywords defined in section 3.1.4, authors also applied certain criteria to
reduced the huge volumes of materials we got after initial search which assisted us in getting
down to the informative resources needed for this thesis project. Major keywords as used in
this context specifically refer to the following:

e Cloud computing

o IT Security

e Software Vulnerability

e Zero-Day (exploits/attacks)

3.14.3 Step 3

A total number of 135 papers were removed in the, leaving a total of 334. The criteria for
inclusion and exclusion at this stage were based on duplicated materials, papers that were not
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published in English and some were only presented as editorials and comments. Because the
same search strings were used in different databases and the fact that some keyword display
material with similar background, give room for duplication of some materials. However,
this was mitigated as follow:

e We create a list and named reference data.

e (Categorized into serial number (S/N), file names, title and references.

e Extract and key in all information in a tabular order.

o Highlight a portion e.g. title and search through the entire list using find and Replace
(CTRL + F) command for each.

e Duplicated were identified and removed.

e Papers not published in English were also removed.

3.1.44  Step4

From the 334 papers, a total of 118 were again removed because they lack adequate
empirical background in the related area needed to inform our thesis work, and bringing the
total to 216. At this stage of the evaluation, we identified papers with empirical background
by reading through their:

e Abstracts
e Introductions, and
e Conclusions

3145  Step5

Here, we focused on materials which are in line with the aims and objectives by eliminating
papers that do not provide more empirical data or information, revealing challenges and
mitigation techniques in addressing the prevalence software vulnerabilities issues associated
with cloud computing. In this step we used the quality assessment presented in Table 3 to
check against and removed having lower qualities basically, and also conducted a full text
review for all the papers left, to ensure that the final selected papers only include materials
with empirical evidence relevant to software vulnerability in the area of challenges and
mitigation techniques in cloud environment.

3.1.4.6  Step6

Consequently, the 88 papers left were reviewed by both authors, and these served as our
preliminary materials used in the study.

Furthermore, the 88 papers were shared 44 each among authors to review on individual basis
and try to identify the common challenges and mitigation techniques discussed in the various
papers. Thereafter, authors exchange results and re-read through information extracted by
individual, and engage on discussions, shared ideals and evaluate results.

Finally, all collected data were compiled and analyzed. Common challenges and mitigation
techniques were identified, and the detailed are presented in the results and analysis section.
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3.1.5 Documenting the Review

According to Kitchenham, it is important to consider the audience who will read the report
of a systematic review, after completing a review process [15]. In line with systematic
review guidelines by Kitcheham, authors prepared the systematic review results, which were
formatted as section of Master Thesis.

The main purpose was to have a clear understanding of the various challenges and mitigation
techniques discussed in the literatures, and analyzed factors which determine some similarity
that exist. The authors used the verification and validation process by referring to the papers
content and analyzing their context, described and summarized in the previous sub-sections.
This was performed to ensure that categorization was appropriately and suitable according to
the pattern uncovered during data collection.

3.2  Survey

In research, survey is a non-experimental method of gathering information from a set of
individuals, which is use to learn about larger system. It describes, compare behavior and
explain attitude behind practices [16]. It helps to reveal data surrounding a particular
phenomenon that cannot be directly observe, but which researcher the wants.

3.2.1 Rationale for Survey

The rationale for conducting a survey in this study was to assist authors in answering the
research questions. The survey was used as tool for collecting data in real-life, from expert
and personnel involved in industrial experiences and practices on distributed cloud
computing, in related area of software vulnerabilities: challenges and mitigation strategies.
The survey was conducted using a questionnaire developed from the knowledge gain after
the SLR. Response based on the questionnaire assist the authors to have more understanding
on current industrial experiences and practices surrounding the phenomenon of interest.

Also, we chose survey as prefer alternative method that can help us to better inform our
research considering the time, access to tools and budget limitations. We wanted a case of
experiment, which would have enable simulations and observations in addition to the SLR,
but later settle for survey because of constraints to have access to cloud computing lab.

3.2.2  Source of Data Collection

The authors used SurveyGizmo 3.0 [105], a self-administered web-based survey tool for
collection of data. SurveyGizmo is internet based software which has free version for student
conducting non-commercial research project. It is very convenience for collection,
organizing and analyzing of data. It has several features that can generate and include
information like IP address, city, country, region, etc. for each respondent, in a survey report.

3.2.3 Population of the Survey

The population of this study focused on computer scientists and software engineers, and
practitioners currently or experts who had been involved in provision of IT security in cloud
environment. They include system security experts, developers, system administrators and
all functional groups involved in distributed cloud computing.

22



The authors conducted a search to source for contacts of experts currently involved in
distributed cloud computing practices. The companies that were identified and the contacts
we got through a student who is working in related area were contacted via email.
Furthermore, we also used some contacts that are authors’ formal colleagues or business
associate, having experience in the related area.

3.2.4 Survey Questions Formation

This process involved initial review survey before designing the questionnaire. The author
conducted review together with the assigned advisors for this study. We had a group
discussion with the main supervisor, Professor Lars Lundberg who is an expert in cloud
computing, made some adjustment before we came up with the set of questions that were
included during design. This was to ensure it was error free, and to correct any confusing
part before it was use for conducting survey. This process helped the authors to remove
identified errors, edit and correct mistakes for a clear and better understanding. During this
process also, all the semi-structured and unstructured texts were verified and put in the right
order. Changes and modification were done to check grammatical errors and design
according to specification.

3.2.5 Designing Questionnaire

After conducting the SLR, authors examined identified challenges and mitigation techniques
discussed in the literatures and engaged in series of consultations with the thesis advisors to
discuss how the survey questions should be structured. We designed a questionnaire based
on comments and opinion, shared with these advisors. This was distributed to respondents
via email to have their own view and contribution about challenges and mitigation
techniques issues which borders on real-time software vulnerabilities in cloud computing.

3.2.6 Survey Administration

We used the SurveyGizmo, web based-internet survey. The platform provides us with the
capability to design, administered and generated a survey link that was distributed to
participants through email. The email contained a brief introduction of the authors, topic
area, purpose and expectation. The survey lunched 1st of April, 2011 and was on for about
two week, which we finally closed April 15, 2011 before results were collated and analyzed.
The utility was used for collection and partial organizing of the survey results. The software
can include information such as city, IP address, location, and so on of each participant in the
report summary sheet.
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4 RESULTS AND ANALYSIS

4.1 SLR Results

A substantial amount of research has been conducted in the area of cloud computing in
recent years. However, we have found 88 papers out of the number of articles published
since the year 2001, relevant to meet the goals of this research, and they were extracted using
the data extraction form defined in section 3.1.3.1. This section covers results analysis of the
papers and categories, and source of materials that were reviewed during the SLR. A more
detailed and list of identified challenges and mitigation techniques is provided in the
Appendix section.

In the past years, research in distributed computing was focus on service like grid computing
or service-oriented and most of the researches were issues related to security and
management. However, with a paradigm shift towards cloud computing probably as the next
generation computing, there is an increasing interest judged by number of empirical studies
and investigations activities as display in Figure 12, mostly focused challenges and
mitigation techniques especially between 2009 and 2010. 88 papers met our selection criteria
during this primary studies. 2009 and 2010 revealed 35 papers and 40 papers respectively
which represent 85.23% of the total materials resource used in the study. Others include 4
papers published in 2007 and 9 papers published in 2008.
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Figure 12: Distribution of Selected Papers According Year of Publication

4.1.1 Identified Challenges

In the analysis, a total of 27 challenges were identified during the SLR. We have presented
the results details in the Appendix A. The summary include Insecure data storage; Identity
theft; Unauthorized modification; Data leakage; Malicious software attacks; Integration with
existing systems; Denial of service (DoS) and Distributed Denial of Service (DDoS) Attacks;
Lack of adequate data segregation; Loss of data control; Data inconsistency; Data
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interception; Unauthorized access; Lack of adequate authentication and authorization;
Difficult bugs detection (Application bugs); Cloud provider, possible espionage; Service
disruption; Phishing attack; Audit difficulty; Insecure Interfaces and APIs; Regulatory and
legal issues; Unclear identity and responsibility of data protection; Spoofing; Difficult
intruder (includes malicious insider) detection; Repudiation; Unauthorized privileges; Lack
of standardization; and Chance of business liquidation.

All the identified challenges were treated under list of typical challenges which dominated
discussions in the review materials. They include:

e Trustworthiness
e Privacy
e Security

Audit, Laws and Compliance

Ability to change in case one provider fails
o Authentication and authorization across multiple systems

We realized that any software security or vulnerability compromised has effect on the cloud
computing attributes; hence we reached a consensus and check the summarized challenges
against the attributes defined in section 2.1.6 to differentiate the aspect of cloud computing
most threaten by the various challenges. The cloud computing attribute we had consider
relevant in this study include, availability, confidentiality, accountability, reliability,
usability, auditability and integrity. The result is presented in Figure 13. Confidentiality and
integrity record 32% and 26% as the most threaten, while attributes like usability, reliability
and even auditability appears to be among the least threaten in cloud computing.

Compromised Attributes

Auditability
5%
Usability
2%
Reliability
2%

Figure 13: List of Compromised Attributes
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4.1.2 Identified Mitigation Techniques

In total, we have also identified 20 mitigation strategies. They are practiced in different
forms and standard of measurement. The summarized mitigation practices include Data
storage protection; Patches and updates; Intrusion detection system (IDS) and Intrusion
prevention system (IPS); Security plan;, Threat management system; Virtual machine
monitor; Security policies; Risk assessment and management; Behavior-based; Service level
agreement (SLA); Audit and compliance; Privacy impact assessment (PIA); IT Security;
Software security; Encryption; Incident response plan; Performance and capacity
management; Firewall, security certificate (e.g. SSL); Testing and evaluation; Authentication
and Session Management. The results detail is presented as part of Appendix A.

Authors observed that researches have already focused on different active and proactive
measures discussed in section 2.1.7 in addressing security, privacy, vulnerabilities and other
major requirements relevant in cloud computing practices. However, some of the approaches
are closely related to one and another, but we try to group under different measures, and
summarized as presented in Figure 14.

We applied set of criteria to determine how these measurements has impacted cloud
practices in the area of quality of service (QoS), performance, efficiency and security, and
make generic assumptions of how these practices can improve overall services in cloud
environment.

Impacts of Mitigation Practices

Figure 14: Impacts of Mitigation Practices

4.1.3 Identified Mitigation Practices on Real-Time Vulnerabilities and
Attacks

A total of seven frameworks were identified for addressing software vulnerabilities and
attacks in real-time. The frameworks include Automated Patches Generation; PolyVaccine;
CSP Controls Life Cycle; ShieldGen; RandSys; Zero-day Attack Signature Management
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Infrastructure (ZASMIN); and Integrating some IDS and VM Management. Of the various
methodologies reported, the used of controlled experiment dominated. We have carefully
reviewed the different suggested framework and identified the selected frameworks after a
consensus agreement with both authors, as most relevant in assessing, monitoring and
alerting instance of suspected exploits and attacks for known and unknown vulnerabilities
that compromise security, privacy and integrity in cloud environment.

4.2  Survey Results

In total, we got 14 number of partially and completed responses from the survey. However,
only 10 results of the total were included and analyzed for the purpose of this research.

Since cloud computing is still a new technology, the experience in identifying experts who
are more knowledgeable in cloud computing was some worth limited. The expert’s
experiences in the field of interest were as old as the technology which started early 2007.
However, many do have relevant experience in cloud computing, distributed computing, IT
security and other related area such as service-oriented and grid computing. On the average,
the experts have 2 to 14years of relevant experience, while one of the respondents even have
21years of IT experience and 3years of security experience respectively. The variation their
job function and responsibilities also contributed enormously. The diversity enable the
authors to collect data that covers many aspect of distributed computing with the view of
providing the desire and useful information which addressed challenges and mitigation
practices, from industrial perspective.

The organization, job title and job function of the respondents are presented in the Figure 15
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Figure 15: Respondents’ Information

4.2.1 Reported Challenges

We identified and summarized challenges reported in the survey results. We further analyzed
the identified challenges to determine those in relation with the results from the SLR, and
distinct from others which we regarded as new or additional challenges. The summary
include Password cracking; Intrusion on operating system level (hostile takeover); Domain
hi-jacking; Data Security and Down time; Connectivity; Interoperability; Security;
Authentication, SSO; Software Compliance for upgrades/patches; Separation; Inter-
organizations responsibilities; SQL injection, Platform wvulnerabilities; Mobile device
security; and Safety Risk. According to the authors’ assessment, the new challenges
identified from the list of reported challenges include:

27



e Password cracking

e Domain hi-jacking

e Safety risk due to cross-borders

e Inter-organization responsibilities
e Down times

From the analysis, we discovered that some of the reported challenges interrelated with the
challenges we already identified during SLR plus additional challenges. The variation
implies that different people are face or view challenges in different perspective which
largely depends on individuality or level of understandability and interpretability.

“potential problem might also be that the supplier is based in a country other
than Sweden”

The safety risk due to cross-borders is meant to pose a big challenges since there might be
no opportunity for the customer to have physical access and control if the data and
information in the cloud are hosted by provider order than customer’s own country., and that
the service possibly being produced in a third country.

4.2.2 Reported Mitigation Techniques

We also identified and summarized practices reported in the survey results. From the
analysis, the summary include Peer review; Automated Testing and patches; Mobile Device
Encryption; SLA; Kerberos; SSO; SNC; Logon tickets; Limited Adoption; Private Clouds;
Pre-requirement Inventory and Research; General logs in security area; Notification through
mobile; Secure Firewall and SSL Certificate; and Use of software that can analyze RNA
sequencing data. The identified additional mitigation practices include:

e Logon tickets
e Pre-requirement Inventory
e Notification through mobile (Mobile Alerting System)

4.2.3 Recommended Cloud Mitigation Practices

Well, sending data across the internet have several accepted ways of mitigating this but it is
still an issue. The general is that we to be clear what information process should be in the
cloud. We must decide for ourselves what it is that we want to protect and target the right
key. Basically, it is the information or data that need protection, and we should ensure that,
in it, they are protected. For storage of information at third-party sites, I'm not sure anyone
has a good answer yet. Beside, the technology is still new and we cannot take advantage of
any cloud environments. It’s possible that cloud providers and cloud users do not experience
the same challenges alike to have been sharing similar mitigation strategies or practices.

One respondent noted that:

“I think the general perception of the cloud has to be changed, cloud is just a
new name for mass data storage and the rules are the same as before”
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Many cloud users tend to think that they have no responsibility for their applications and that
"it can never be their fault", it’s always the cloud provider, which is not always true. A
global standardization policy or body would go a long way in ensuring integrity in cloud
(e.g. as Trust Certificates did for SSL traffic).

A general log in security area should be a compulsory requirement: at this point we re not
taking advantage of any cloud environments so we have nothing in place at the moment,
another respondent noted. Inter-organizations need to share vs. protect repudiation.
Furthermore, Microsoft is an example of cloud provider with own engine which protects
their Online Services from various attacks. Cloud being a pay-as-you-go concept, adequate
security measure would requires all the anti-virus, anti-spam, malware free software
monitoring all the time. The cloud provider must have their procedures in place and you as a
customer must accept them and find then suitable. Meanwhile, the user's IP address can be
used to determine the user's location (Geo-location), while the domain name server (DNS)
services can then direct the user to a cluster of servers for authentication. Notification
through mobile could serve as alternative measure as well.

The concept of cloud computing concern an application environment, the system will be
hosted by a company with many customers. They should, theoretically, have the ability to
find issues sooner and solve them across all customer environments before they become real
problems. This method should depend on cloud provider’s ability, to standard security
guidelines with well defined monitory system. Though cloud providers and cloud customers
normally share responsible for applications that are launch in a cloud, we have to remember
that the responsibility does not change just because you move your applications to the cloud.
We need to be clear about what should to protect before we start using cloud computing and
make sure we have the techniques, processes and systems that support the chosen model.
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5 DISCUSSION

5.1 Evaluation on SLR
5.1.1 Research Papers

In the beginning we expanded search scope to include materials published since the year
2001 but we noticed most of the materials were publications from 2007 to 2010. Later we
discovered that though discussion and ideas on cloud computing started emerging in the
early 2000s, the development experienced a rapid growth after the term “cloud computing”
was coined during February 2007 cloud expo, held in New York city with 450 delegates in
attendants to be more precise [106].

The authors found a total of 88 research papers published since the year 2007 to be useful
materials, and they contain empirical data and evidence related to the fast developing
technology, cloud computing. The materials engages empirical discussions on challenges
and mitigation techniques in addressing issues associated with cloud computing, from
adoption, to usage, to opportunities, to economic value, etc.

A total of 88 papers met our selection criteria during this primary studies. As presented in
Figure 16, 2009 and 2010 revealed 35 papers and 40 papers respectively which represent
85.23% of the total materials resource used in the study. Others include 4 papers published in
2007 and 9 papers published in 2008.

Distribution of Primary Studies

20?7 2008
5% 10%

Figure 16: Distribution of Selected Primary Studies

5.1.2 Source of Data

In general, we have used four databases in collecting published articles during primary
studies. They include IEEE Xplore, ACM Digital Library, SpringerLink and ScienceDirect,
and IEEE Xplore provides most resourceful materials and account for about 71% of the
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papers we had systematically reviewed as described in Figure 17. We have reasoned that the
low input from the other databases could be due to complexity in usability and ease of use.
However, the authors were satisfied with all materials from the various databases since we
did not find any major discrepancy between on the challenges and mitigation techniques
discussed in the materials from different sources.

Source of Data

SpringerLink
14%

ScienceDirect
6%

ACM Digital
Library
9%

Figure 17: Source of Data According to Databases

5.1.3 Research Trend

Cloud computing is experiencing a growing interest. For instance, we only found 4 papers
from 2007 and 9 papers from 2008 useful during primary studies, compared to the 35 papers
and 40 papers from 2009 and 2010 publication respectively. Between 2008 and 2009 only,
cloud computing attracted research interest with over 72% growth rate, based on our
assessment. As shown in Figure 18, the trend indicates the aspirations of users, desire and
willingness to adapt to the new technology as soon as it become clear to them the way cloud
security and other relevant issues would be tackled, in securing information and preventing
data leakage.

Although the term cloud computing came into existence in the early 2007, research in cloud
received a major boost between 2009 and 2010 which the authors believed is still gaining
momentum because most recent studies are now focusing on cloud research and
management in the area of distributed computing. Figure 16 provides an illustration of the
group distribution of empirical research, dominated with 2009 and 2010 publications. The
main probable reason for this development is characterized by it numerous economy
properties and the value added service, compare to other traditional computing [32][39][82].
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Figure 18: Research Trend

5.1.4 Research Methods

The common methodologies identified in the empirical studies include interview, survey,
controlled experiment and case study. Controlled experiment is the most frequent method,
followed by case study, survey and interview respectively as illustrated in Figure 19.
However, some method used questionnaire as supportive means when collecting data.
Furthermore, not all the analysis has view of their research even when they have conducted a
good study with valuable data.

Research Methods

Other Interview
8% 7% Survey
10%

Figure 19: Studies Distribution According to Methodology
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5.1.5 Types of Study

Authors take a critical evaluation of the total papers used as primary studies. To our greatest
dismal, only 6% of the empirical research represents studies that were based on collaboration
efforts involving or encouraging academia and industrial research as illustrated in Figure 20.
Approximately 67% of the 88 papers were investigations based on industrial settings, while
about 27% focused on academic perspectives. This lack of adequate collaboration between
industry and academics is not a good omen for a technology like cloud computing that is still
undergoing a cross examinations.

However, with the 67% representing industrial research was a clear indication that many of
the data extracted meant practical experiences and observations of real-time practices on
cloud requirements. Also, given 27% students, instructors and professionals’ participation
which are group under academia research, again shows that the issues surrounding the
underlying phenomena: challenges and mitigation techniques in cloud environment detailed
in the empirical studies were facts and data based on acceptable claims and practice, rather
than theories and models.

Collaboration

Mixed
6%

Figure 20: Distribution of Studies According Industrial/Academia

5.2  Evaluation on Survey

In total, we got 14 number of partially and completed responses from the survey and some
abandoned. Out of the 14 partially and completed submitted responses, we only find 10
useful for the purpose of this study. Some of the respondents either completed part and left
other blank or start and abandoned the survey half way. As a result, we would like to say
here that the survey does not merit completeness to make any sort of claim using the data
considering the low survey results. However, we tries to capture details and expressions in a
way that best represents the aspects related to challenges and mitigation techniques in cloud
computing.
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Also, we carefully examined and evaluate the survey to identify what could be responsible
for the low responses that were submitted. One of the major reasons the authors considered
most significant is that computing cloud is still emerging field, not so much have been said
or discussed about it in the domain of distributed computing. Some respondents have written,
“This is a new technology, nobody is taking advantage of cloud”.

Another possible factor is time constraint. To many, the survey period might be considered
too short to have made positive contributions. All our contacts are employees who having
tight schedule trying to meeting job responsibilities in their respective organizations. We
noticed and acknowledged it was additional task, finding time to attending to survey which
requires extra efforts and courage. Maybe it wasn’t enough time to carry out meaningful
survey. Majority of the response were submitted after a reminder was distributed through
email. This demonstrated their willingness and concern. Unfortunately, we needed to close
the survey which was lunched April 1, 2011 and was open till April 15, 2011, and take a step
further into the next section which is results analysis and evaluation.

5.3 Experts Evaluation

This study has revealed that although cloud computing started early 2007 there no many
studies on cloud until 2009 when it received greater attention. In the year 2010, research in
cloud maintained a status quo, recording the largest number of published papers as shown in
Figure 16, section 5.1.1. This growing trend suggests that awareness in cloud computing is
increasing and gaining more attention, both from the academia and industry. This further
suggests that the practitioners, vendors and stakeholders are determined to address challenge
issues associated with cloud computing which has been among the obstacles for its adoption
and full implementation.

Cloud computing is an emerging and growing field in the IT industry. We found that security
threats; confidentiality and privacy issues among other challenges yet dominated discussions.
People need more evidence to build confidence and be sure of some acceptable level of
security and privacy risk in the cloud.

In the Studies by Mather et al [107] like many computing researchers have attempted to
identify frequently experienced in cloud. They include Trustworthiness; Privacy; Security;
Vulnerabilities; Audit, Laws and Compliance; Ability to change in case one provider fails;
and Authentication and authorization across multiple systems [107]. Security threats seems
to be the mostly predominate of all, and prevalence due to share infrastructure, given the
multi-tenancy nature of cloud computing. For instance, the present espionage is that, we
might be heading towards easy way to organized crime; eavesdropping; cyber-terrorism;
spoofing; wiretapping; domain hijacking; and denial of service (DoS) which includes
distributed denial of service (DDoS) unless adequate measures are being taken to address
these threats in traditional computing [51][76].

The authors observed some shared aims in the different studies and contributions. When we
judge the challenges and mitigation practices identified in this study as presented in the
results section with those discussed in the published papers, we saw how some challenges
are closely related in different settings. This also suggests that challenges in cloud computing
are not too different from the traditional computing, except the privacy issues due to multi-
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tenancy and that customers applications are deployed and host in the cloud. This conclusion
is in agreement with author, who established that security measures in the cloud environment
are not different from those in traditional computing environment [51]. This claim further
demonstrates that, depending on deployed model, both individual and organizations using
cloud computing are likely to face challenges and expose to more threats [57].

In every potential challenge, there is possibility of one or more cloud computing being
compromised. The results presented in Figure 13 identified seven compromised attributes in
cloud environment. The numbers include confidentiality: 32%; integrity: 26%
accountability: 19%; availability: 14%; auditability: 5%; usability: 2%; and reliability: 2%.
These results suggest that of the seven attributes identified, confidentiality and integrity are
considered mostly compromised by the identified challenges. These are followed by
accountability, availability and audittability, while usability and reliability show being the
least compromised attributes. Based on the results, it is justify that the attributes such as
confidentiality, integrity, accountability and availability call for more concern or cause to
worry compared, to attributes like usability, reliability and auditability. Alternatively, it
simply implies that adopters do not face many difficulties in the area of usability, reliability
and auditability as they do in the aspects of confidentiality, integrity, accountability and
availability. Similarly, we associate the identified mitigation practices against the impacts
they contribute in cloud practices. We again identified five types and named them “impacts
of mitigation practices” as presented in Figure 14. The numbers include security: 33%;
performance: 10%; quality of service (QoS): 19%; efficiency: 17%; and privacy: 9%. The
results suggest that of the mitigation practices, attentions are more focus on security,
performance, QoS and efficiency respectively with less attention given to issues which
should address privacy. This argument maybe considered true as one of the major reason
why many organizations might be skeptical deploying sensitive information e.g. patient
medical records [1][14][17][18][107].

In addition, for the facts that we have identified common challenges and mitigation practices
in cloud computing means we have solve a problem which revealed relevant aspects that
needs adjustment in cloud practices and set pace for further research which focus on
addressing problems currently receiving lesser attention in cloud research. Examples
includes consideration of researches that should address challenges which affect or
compromised confidentiality, integrity, accountability and availability as cloud attributes,
and researches that would look onto mitigation practices mostly on security and privacy
issues. The issue of security and privacy in the cloud are becoming organization issues and
call concern. Finding appropriate measures is importance for securing business activities and
processes. The study suggests that organizations and other adopters will be able to foster
more economically, continuously and effectively with adequate integrity and security
measures in cloud.

Conclusively, we believe that cloud customers should not claim ignorant of whatever cloud
service and deployment model they are choosing, and should be able to decide and define
what they want protected and how they want it, while the cloud providers can prioritize and
categorize types of service and condition for adoption in order to maintain integrity in the
cloud environment. We have learnt that adoption and implementation of cloud computing is
important. However, overtime concepts and worries particularly in technology change
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remains a challenge. Therefore, researchers need to be aware and keep in mind of these
changes in order to obtain reliable research results in future.

5.4  Validity Threats

A number of validity threats were identified during this study. The discussions include
various threats that concerns the SLR conduct and threats related to the survey conduct.

As discussed in the research methodology section, all papers used during the primary studies
were based on four identified databases only. The databases include IEEE Xplore, ACM
Digital Library, SpringerLink and ScienceDirect. Also, the selected published papers were
systematically reviewed according to Kitchenham [15] and analyzed to identify common
challenges and mitigation techniques or practices in cloud computing. The articles were
further analyzed to identify frameworks relevant in addressing prevalence real-time
vulnerabilities problems in cloud environment.

We anticipated that threats of missing challenges or mitigation practices during primary
studies. To mitigate this threat, we developed a data extraction form and defined selection
criteria that were used for exclusion and inclusion of study materials. The authors both
discussed and had a consensus agreement to further reduce the threat of data inconsistency
and incompleteness.

In addition, we also considered threat of reliability of the survey results. Some questionnaire
can give room for processing error due to the ambiguity of the design structure. To mitigate
this, we designed and asked open-ended questions which provide respondents’ the
opportunity to describe answers according to their understanding, rather than providing
questions that gives room for random selection (guessing) from the options provided.

Also, we try to manage publication biasness which usually becomes more severe when a
particular research is influenced and sponsored organizations. We mitigated this threat by
developing the research goal and defined research questions without any intention for
comparison during the SLR. The main focus was to systematically review literatures and
identify common vulnerabilities and attacks, challenges and mitigation practices in cloud
computing.

Another threat we anticipated is that the selected frameworks might not be applicable to
every organizations and in all industries. Authors made these selections based on claims
established in the literatures which we considered relevant for industrial practices and
assumptions based on the current evidence we have identify. As this affects external validity
threat, we realized that their capabilities can only be verify through experimentation and
practice.

We also anticipated threat of access to experts who can provide relevant information. This
was mitigated by intensifying our search effort and used several means. We make online
searches and gathered information of organizations involves in cloud computing and
processes. We also browsed through some universities websites and search for academia
with research interest in cloud computing, by going through their individual profile. These
various searches aided us resolving the problem of access to experts and in developing our
contacts list. However, the response from the survey was low and poses a threat for
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generalization of the results. Given this effect, the authors cannot make claim of the results
to be true representation of industrial practices. The main purpose of the survey was to
identify common challenges and mitigation practices in cloud computing, from shared
industrial experience. However, there is a chance of unidentified challenges and mitigation
practices, from industrial perspective.

Furthermore, we acknowledge the fact that our findings might not be sufficient to generalize
the effect of the different service models which include SaaS, IaaS and PaaS, because our
focus were mainly on vulnerabilities and attacks, challenges and mitigation practices in
cloud computing. This is also true for the different deployment models such as private,
public, community and hybrid. However, we would like to recommend further researches
that separate the different service models and deployment models in the future.
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6 CONCLUSION

6.1 Linking Research Questions
6.1.1 RQI

The common prevalence software vulnerabilities and attacks, challenges and mitigation
practices reported in literatures were discussed through a systematic review process. The
gathering of empirical data follows SLR guidelines suggested by Kitchenham [15] in
identifying, collecting and evaluation of the challenges and mitigation techniques. The study
takes into consideration the empirical studies related to distributed computing and cloud
published from 2001 to 2010 which were carefully extracted and analyzed.

During the empirical studies, three lists were developed using the data acquired through the
SLR. The lists consist of identified common challenges, mitigation techniques and current
practices in addressing real-time software vulnerabilities and attacks in cloud environment.
The three lists both associated with issues security, privacy and resource sharing in
connection with compromised cloud attributes as well as impacts of mitigation practices in
the cloud and distributed computing settings. In total, 27 challenges and 20 mitigation
techniques were identified.

Also, there were 5 additional challenges and 3 suggested new mitigation practices which
emerged from the survey results. They were considered additional challenges and mitigation
practices since they had not been discovered in the SLR. The list of additional challenges
and suggested mitigation practices are presented in the survey results section.

The lists with details can be found in the Appendix A, while the description and analysis of
the challenges, compromising attributes and mitigation techniques, and their impacts in
cloud computing practices gathered is discussed in results section.

6.12 RQ2

In addition to the identified common challenges, the authors took a step further to identify
current mitigation practices in addressing real-time software vulnerabilities and attacks, and
identified 7 mitigation practices relevant for addressing software real-time vulnerabilities
and attacks in cloud environment during the SLR. This method was used specifically to
enhance the authors’ basic knowledge on the current trend and state of the practices in
addressing real-time software vulnerabilities and attacks, in cloud computing environment.

The knowledge obtained from the identified 27 challenges and 20 mitigation techniques as
well as 7 mitigation practices relevant for addressing software real-time vulnerabilities and
attacks in cloud environment were embedded in a questionnaire that was designed and used
to the survey. The target respondents for the survey were experts from IT industry and other
stakeholders that are currently involved in addressing issues associated with cloud
computing and related area.

The authors acknowledge the fact that there could chance of missing challenges and
mitigation practices from the SLR and survey results. However, there is a connection
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between results reported in the empirical studies and those deduced from the survey.
Evidence from the SLR, survey and few consultations show great potential and lot of
benefits, associated with cloud computing.

Furthermore, many respondents were of the opinion that the degree of measurement and
evaluation in cloud computing is still in the early stages of development, hence poses a lot of
challenges to the technical and systematic use, for effective implementation which requires
time to gain wide acceptance that will eventually lead to full usability and sustainable
growth.

6.2 Future Work

Cloud computing is an emerging and growing field in the IT industry. We found that the
security, confidentiality and privacy issues dominated among other challenges. People need
more evidence to build confidence and be sure of some acceptable level of security and
privacy risk. Therefore, architecture designs and cloud modeling that would look into the
importance of data and information segregation at the different layouts for ensuring effective
security, privacy or integrity management and controls as well as resource sharing in the case
of public cloud is an area that needs adequate attention in future. We establish useful
suggestions based on evaluated and analyzed results, and considering public out-cry and
responses from few consultations we had with some stakeholders and cloud vendors.

Although cloud computing is emerging on a fast pace, however, cloud availability only focus
on certain region with US being the strategic major player. The Europe has been slow in
adoption and cloud practices, while many developing countries from South America, Africa
and part of Asia are yet to start to feel a glimpse of cloud computing. This situation has
compelled us to obtain information, mainly based on SLR of published empirical studies and
survey. However, we believe cloud computing has gains awareness from IT experts and
professionals in industry. Many researchers also think that cloud computing will be broadly
integrated and dominate the IT industry in the near future. Despite the current state of
practices, the study identified common challenges, mitigation techniques and current
practices in addressing real-time software vulnerabilities and attacks in cloud environment.
In future, the use of experiment can demonstrate the contribution of this study in academia
and for industry validation.
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APPENDIX A

List of Identified Challenges and Mitigation Techniques

The main purpose of the SLR of this study is to identify challenges and mitigation
techniques associated with cloud computing. The list of identified challenges compromising

software security, integrity and vulnerability and mitigation practices in cloud computing are

detail in Table 5 and 6 respectively.

Table 5: List of Identified Challenges

C ised
S/N | Challenges Description Source ompl.'omlse
Attributes
Insecure data The risk of data being stored at an | [5][7]
1 | storage untrusted cloud leads to privacy | [60][74] | Confidentiality
compromise [77][112]
Identity theft Identity theft in the cloud may lead to
breaking authentication and .
L Integrity,
2 authorization rules and thereby | [5][110] .
. . . Confidentiality
compromise  data  integrity  and
confidentiality
Unauthorized The risk of tempering or alteration of .
. . . . Confidentiality,
modification data over a network or modification of | [5][14] s
3 . . Availability,
virtual images due to lack of adequate | [40][56] .
Integrity
access controls
Data leakage The risk of interception of data between
cloud. provider and cl.oud. customer. (5] [55] Integrity,
4 Data in the cloud machine is not to be s
. . [111] Confidentiality
completely encrypted which results in
breach of confidentiality
Malicious Cloud clients may be attacked due to
software attacks | malware scanning, injection flaws or
buffer overflows in the network .
. Confidentiality,
5 connection between cloud customer and | [3][27] Availabilit
cloud provider. Such malicious | [57][111] Inteerit ¥
software includes Trojan horses, rootkit gy
attack, worm, Cross Site-Scripting
(XSS) attacks and viruses.
Integration with | Not all cloud customers have the
6 existing systems | technical skills required to integrgte (751 [107] Usability
some aspect of the new technology with
existing systems
Denial of service | Ability to gain control Qver tenant’s [14] [52] Availability,
(DoS) and resources and render service (e.g. web .
7 . . [60] [68] Integrity,
Distributed server) unavailable. Attacker may use I
. [74] Reliability
Denial of up all customer resources
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Service (DDoS)
Attacks

Lack of In the multi-tenancy cloud environment, .
. . . Confidentiality,
adequate data there is a risk of one customer accessing .
8 . .. [61][64] | Accountability,
segregation or compromising data of other .
Integrity
customers
9 Loss of data Risk.s of losing data (.1ue to resource (691 [75] Integrity
control sharing in the cloud environment
Data Risks of data inconsistency due to
inconsistency interfacing with internal systems that
are not in the cloud. Also, data deletion [107] .
10 . . . Integrity
might be caused during dynamic [113]
update, inserting, modification or when
migrating from one cloud to another
Data There is fear of data being
11 | interception compromised in the cause of data | [75][107] | Confidentiality
transmission
Unauthorized Rogue users and service provider’s staff (53] [62]
access may access cloud customers data due to .
12 . .. . [63][65] Integrity
extension of organization boundaries in (67] [70]
the cloud
Lack of Compromise of data secu.rity- due to
lack of adequate authentication and .
adequate . . . [70][71] | Confidentiality,
. authorization protection mechanism o
13 | authentication ) [72][76] Availability,
since cloud customers may not be able .
and . : [78] Integrity
L to implement and enforce required
authorization
controls
Difficult bugs Cloud providers face difficulty in
detection detecting bugs in cloud environment as .
14 . . . 52 A tabilit
(Application it has huge database as well as high [52] coountabtiity
bugs) number of services and customers
Cloud provider, | There is worry for possible exposure of
15 | possible company proprietary information, to | [71][76] | Confidentiality
espionage theft or third-party through cloud
Service Disruption of business operations due to
disruption break down, unavailability of cloud | [53][60] oy
16 . . . Availabilit
services, or insufficient resource | [88][74] vatabtily
capacity provided by cloud provider
Phishing attack | Phishing or social engineering attack to
cloud provider. An attackers fool users [19] [71]
17 into summiting personal information to Confidentiality
. . [76]
fraudulent sites, designed to look
exactly like the authentic one
Audit difficul Depl istri 1
18 udit difficulty eployed data may b.e dlStI‘lbl.lted [71][76] Accountability
across several geographical locations [93]

50




and create difficulty to audit third party
by cloud provider

Insecure

Weak authentication and access control

. . Confidentiality,
19 | Interfaces and may compromise API security as well [76] ontl en.la =
. . Integrity
APIs as cloud customers information
Regulatory and | Difficult to implement and enforce
legal issues customers’ IT laws and regulatory .
20 . . . 741193 A tabilit
issues as the data is stored outside the [741193] ceountabiity
organizations
Unclear identity | A cloud user might read through co-
and tenant’s workflow without permission.
responsibili?y of | This la.clf.(.)f clear identity give no Accountability,
21 | data protection responsibilities to cloud provider or | [40][55] s
. Auditability
customer, for data protection and result
in failure to meeting regulatory and
legal obligations
Spoofing An illegal wuse of identity or
22 authentication information such as [14] Confidentiality
username and password
Difficult intruder | Difficult to detect intruder as the cloud
(includes is accessed by multiple users from
malicious many different customers using simple .
23 |, . . 14153 A tabilit
insider) devices. Cloud employee could [141153] coountabiiity
detection unintentional delete customer’s data
when migrating to a new provider
Repudiation An ability to perform illegal operation
24 in the same network which might be [14] Auditability
difficult to trace
Unauthorized An attacker could penetrate all defense
25 | privileges to join and pretend as part of trusted [14] Confidentiality
system
Lack of Cloud practices is still based on service
standardization | level agre.ement (SLA) which varies [74][81] | Confidentiality,
26 from service to service, customer to .
. . [93]1[107] | Accountability
customer pending on when there will be
improve general standard
h f Risk of ¢l i i f
C a.nceo 1s. of cloud provider going out o Availability,
27 | business business [79][109] o
o Accountability
liquidation
Table 6: List of Identified Mitigation Techniques
Mitigati
S/N ! 1ga. ton Description Source Impact
Techniques
Data stf)rage This .involves provision of adequate data [17][40] Security
1 protection security and management to prevent data .
. . . [67][71] Privacy
leakage and ensuring data integrity in cloud
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Patches and

This involves provision of patches and

QoS, Security,

fi i fi i 22
) updates software updates required to 1x security [22] Efficiency,
holes or system vulnerabilities and | [103]
. Performance
maintenance
Intrusion This concerns the wuse of extensible
detection architecture for integrating VM and 31[30] Security
system (IDS) | IDS/IPS management systems in cloud .
3 . . [43]149] Efficiency,
and Intrusion | environment. Such systems can detect or
. [98] performance
prevention prevent e.g. spyware, malwares, worm, etc.
system (IPS)
4 Security plan; This involves managing all security and [91] Security
license agreement
Threat This involves maintaining Vuln.erabil.ity [43] Security,
5 | management database management and notification
.. .. ) [107] Performance
system services in cloud for ensuring integrity
Virtual This involves the use of visualization Securit
. . . urity,
6 | machine technology which combine some known | [7][50] Per forma}r,me
monitor IDS/IPS and virtual machine monitors
Security This involves management which include
7 policies data access, Web—browsing habits, use qf [89][91] Security
passwords,  encryption, and  email | [101]
attachment
Risk This aspect concern risk assessment, risk
g assessment remediation and mitigation plan (81[32] Efficiency,
and QoS
management
Behavior- This process involves prediction, trend .
. L . Security,
9 | based analysis on violations and evaluation on [99]
. Performance
future security risk
Service level | This is the only tenancy agreement known
10 agreement and use by cloud providers. It include SLA [39] QoS, Security,
(SLA) basic schema; SLA monitoring; SLA Privacy
negotiation; and SLA policies
Audit and This involves laws and regulations, and [89] QoS
11 | compliance monitc.)ring to enforce policies and [107] Efﬁcier,lcy
compliance
Privacy This involves ensuring legal compliance,
impact data security and user trust. It concern
assessment internal monitoring to ensure that individual .
. . [51[13] | QoS, Privacy,
12 | (PIA) users do not temper or interfere with secret [14] Securit
individual and business information of Y
other user, stored in the cloud that may
consequently compromised privacy
IT Security This involves maintaining and protecting (39182]
13 information integrity, as well as instituting [101] QoS, Security,
IT security roles and responsibilities, IT [103] Performance

policies and procedures.
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Software

This process involves information gathering

. . . oS,
14 | security to know the software that will be suitable | [27][39] Q
. . . . Performance
and go in line with business requirement
15 Encryption This practices involves data encryption and (72] Security,
key management to ensure data integrity Privacy
Incident Incident management addresses issues that QoS,
response plan | require urgent measure to prevent further Security,
16 . . [107] .
spread and damages in the entire cloud Efficiency,
Performance
Performance This involves periodic review of IT ,
. . . Efficiency,
17 | and capacity infrastructure to improve on resources [7]
Performance
management performance
Firewall, This uses signature-based identification,
it thenticati d lidati f .
18 SGCU..I'I y au en. ication and validation of any [14] Security
certificate authorized access
(e.g. SSL)
Testing and This involves regular software testing and QoS,
19 | evaluation evaluation, including automated testing [25] Efficiency,
Performance
20 | and Sesson | eredentils and. maintaming.temperaty | 0721 | Secui
£ IempoOraly | 1781 Efficiency

Management

storage data in the cloud layers
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APPENDIX B

List of Identified Frameworks

Another purpose of the SLR of this study is to identify practices for mitigating the
prevalence vulnerabilities and attacks in cloud environment. We identified seven frameworks
relevant for ensuring software security and mitigation practices in cloud environment. Table
7 describes list of identified frameworks.

Table 7: Identified Frameworks that Addressed Real-Time Vulnerabilities and Attacks

Mitigation

S/N
Techniques

Description

Source

Automated
Patches
1 Generation

This technique uses automatic patching designed
architecture. It detects worn and instantiate vulnerability
testing to identify anomalous behavior that enables source
code transformations, to automatically create and test
software patches for wvulnerable segments of targeted
applications

PolyVaccine

This concerns the use of novel technique, complemented by
other techniques such as caching and pooling, to detect
harmful binary code injection (i.e., exploits) in HTTP
requests that is more efficient than current techniques based
on binary code emulation or instrumentation of virtual
engines

[35]

CSP Controls
Life Cycle

As the cloud practitioners are yet to agree of standard, this
framework is applied to internal and external processes. CSP
(cloud service providers) followed a life cycle approach for
determining, implementing, operating and monitoring to
identify new bugs and wvulnerabilities that be used to
compromise and interrupt cloud services

[107]

ShieldGen

Given a zero-day attack instance, the system uses a data
format that could acknowledge new potential attack
instances and will automatically generate a data patch or a
vulnerability signature for an unknown vulnerability. It
uses high performance signature (probes), and use a zero-
day detector to determine if an instance can still exploit the
vulnerability.

RandSys

This framework is to work as group software protection
rather than applying or offering individual protection.
Prototype of RandSys system was built on Linux and
Windows platform with capability to thwart code injection
attacks

[27]

Zero-day Attack
Signature

This Detection System, a technology which have been tested
on real honey-net environment in the internet exchange point

[30]
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Management (IX). It’s engages on suspicious traffic monitoring, attack

Infrastructure validation, polymorphic worm recognition, signature

(ZASMIN) generation. It provides early detection function and
validation of attack at the moment the attacks start to spread
on the network

Integrating This methodology proposed an extensible architecture which

some IDS and
VM
Management

combined the use of some know IDS and VM management
to study malicious behaviors and for providing security in
the cloud environment
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APPENDIX C

Designed Questionnaire

1. Please, state the following details:

Organization|
Job Title|

Job Function|

Experience|

2. What are the major real-time software vulnerabilities challenges in cloud environment that
you are aware of? *

3. What are the common mitigation strategies or practices you adopt for resolving them? *

4. Are there special procedures for identifying, notifying and responding to suspected attacks
in cloud environment? If yes, please state. *

5. Are there method(s) for identifying and correcting real-time software vulnerability in
cloud environment? If yes, please state. *

6. Given the current challenges and mitigation techniques or practices that you know, do you
think there is something missing? If yes, please state. *

7. What method(s) should be put in place to ensure or check software integrity in cloud
environment? *

8. What security improvement would you like to see in cloud computing environment, in
future? *

Submit
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