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Abstract

The use of smart phones has changed the lifestyle of the society. Almost all kind of useful
tools you can find on your smart phone. People used to buy goods every day. And for the
purchase of goods they must pay. Security is very important while payment is concern. In
this thesis we have designed and demonstrated a mobile phone application that can be used
for a small shop or a big market. For any kind of commerce application, three different kind
of entities are mostly involved: the customer, the sales person, and the management of the
shop. Our designed mobile application has three different interfaces for three different kind of
users: Manager Interface, Employee Interface, and Customer Interface. An interface for the
system administrator is also designed, which should be used as an desktop application on the
point of sale server. This application is flexible with capabilities of different payment options.
Our proposed design can be implemented in any smart phone environment for example
Android, iOS or Windows phone. This design provides availability, confidentiality, and

integrity of payment data.

Keywords: mobile point of sale, POS, secure financial transactions, m-commerce.
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Abbreviations and Acronyms

APDU Application Protocol Data Unit

API
CA
DB
DES
DS
DSA
FIPS

Application Programming Interface
Certificate Authority

Database

Data Encryption Standard

Digital Signature

Digital Signature Algorithm

Federal Information Processing Standards

HTTPS Hypertext Terminal Protocol Secure

HTML Hyper Text Markup Language

IDMS
IP
IPS
MAC
NSA
PIN
PIV
PKC
PKI
POS
RSA
SHA
SA
SSL

Identity Management Server
Internet Protocol

Identity Provider Server
Message Authentication Code
National Security Agency
Personal Identification Number
Personal Identity Verification
Public-Key Cryptography
Public Key Infrastructure
Point of Sale

Rivest, Shamir and Adleman
Secure Hash Algorithm
Strong Authentication

Secure Socket Layer

SECLAB Security Laboratory

TCP Transmission Control Protocol
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Secure Mobile POS System

Chapter 1: Introduction and Scope

This is an introductory chapter of this thesis. This chapter starts with the overviews of this
research, where the area of research and its scope has been introduced. Then it describes the
problem statement of this research, the goals and purpose, and the research methodology of
this research. This chapter ends with limitations of the research, the audience of the

research, and the organization of this thesis.

1.1 Overview

Rapid enhancements in mobile telecommunication technology and mobile handset technology
have improved user experience. Now mobile phones are capable to process instruction faster
as they are having powerful processor [7]. Also wireless communication technology has
enhanced to 4G wireless broadband technology [8]. Current smart phones are capable to
provide all the features of a desktop computer. All users of mobile phones are moving
forward towards smart phones to make their life easy. As a result, the research and
development of smart phone applications has opened a new field of study [9]. The m-
commerce systems support sales and marketing of goods through the use of mobile phones
[10]. Sales of goods over Internet through the use of mobile phones introduced the need of
payment for the purchases of goods through the use of the same technology. As a result, a
new payment method has been introduced, namely mobile payment or m-payment. The m-
payment is the process of payment through the use of mobile device and wireless environment
[9][10]. A POS system is involved in sale of goods and to register sales and payment
information to a server [11]. Currently, there are several research projects concerned with
secure mobile payment system, but none of them focused on a standalone mobile application
that can be used as mobile POS system. And will also be capable to provide secure financial
transaction features, which leads us toward the problem definition described in the next

section.
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Chapter 1 Secure Mobile POS System

1.2 Problem Statement

There are several proposed mobile point of sale architectures and designs. But, none of them
has provided complete solution for all the roles (customers, sales person and managers)
involved in any business organization where sales is the main concern. Also, the proposed
solutions are not scalable with multiple types of payment capabilities. Therefore, the objective
of this research is to design, implement and test a secure mobile point of sale application that

provides interface for all the involved entities.

1.3 Scope

This thesis report describes a generic solution for any kind of business organization interested
to enhance their business experience by using mobile technology. We have designed our
application to provide support for different types of financial transaction capabilities. The
scope of this thesis is to demonstrate a B2C (business to customer) mobile transactions using

a mobile POS system.

1.4 Goals and Purpose

The goals of this research are to find out the critical issues for mobile financial transactions
and to design a complete mobile point of sales application that can be used within any kind of
business environment, where financial transactions are involved. As we mentioned above,
mobile financial environment and its related fields are problematic. Our intention is to design
an architecture that should be secure and also generic for any business environment and any

kind of mobile platform.

1.5 Research Methodology

The research has been performed by following the Hypothetical-deductive module[5] and also
the qualitative case study research methodology [6]. Design of the new architecture based on
hypothesis and this hypothesis has been created after the case study of different existing
secure financial transaction applications. After analyzing the existing problem situation and
existing solutions, we have designed a new architecture that have been partly implemented

and tested.
This research project has been organized in several steps, which are as follows:

¢ First, study the existing problem area and the existing solutions within the area.

e Secondly, analysis of those solutions in respect to problem area.
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e Thirdly, design a new architecture that can improve the discussed problem area.
¢ Fourthly, implement a new secure application based on the proposed new

architecture.

¢ Finally, analyze the proposed solution with respect to security vulnerabilities.

1.6 Limitations

Due to time limitations all the designed modules of the mobile application are not

implemented.

1.7 Audience

Target audience of this thesis report includes small and large business organizations, those
who are interested to improve their sales experience with the new mobile point of sale
technology. Also financial organizations which want to enhance their banking facilities with
the business organizations using mobile transactions. This thesis will also be helpful for future
research within the field of secure mobile financial transactions and secure mobile point of

sale systems.

1.8 Thesis Organization

The structure of this thesis report is the following:

In Chapter 1 we have described the current situation of Point of Sale (POS) systems and
mobile financial transactions. We have mentioned the problem area within the mobile
transactions. Also the goals and purpose, the research methodology, the limitations have been

discussed. At the end, we have mentioned target audience and the structure of this thesis.

In Chapter 2 we describe the area of research in detail. We have also mentioned the related

standards for this research.

In Chapter 3 we give the detail design and system architecture of the Secure POS System. We

have also analyzed the security features of the proposed system.

In Chapter 4 we describe current implementation and demonstration of the secure mobile POS

system.

In Chapter 5 we present conclusions and future work within the research area.
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Chapter 2: M-Commerce Systems and Related Standards

In this chapter the m-commerce systems has been described. Also the related standards that

have been directly and indirectly used in this research are described.

2.1 M-Commerce Systems

An m-commerce system is defined as a system which is involved in money transactions over
the wireless environment [10]. In an m-commerce system the business is performed using
mobile devices. An m-commerce system can have the same types of business transactions like

the e-commerce system. The main transaction types are as follows:

B2B (business to business): A B2B transaction is performed when two different business
organizations make transaction between them. For example, a B2B transaction could be
between restaurant and a grocery shop. A restaurant can make order and pay bills to a grocery

from whom they buy fresh goods to make the food.

B2C (business to customer): The B2C transaction is performed when a business
organization makes transaction with a customer. A B2C transaction could be between a

restaurant customer and the restaurant itself.

2.1.1 M-Payments

m-payment is the payment system that uses mobile environment to make any kind of payment
[10]. It could be an electricity bills or a restaurant bills that a customer can pay using his

mobile device.

2.2 Security Issues

Security is a very crucial issue while payment data need to be transferred between different

entities of the payment system.

2.2.1 Communication Security

In this application users and server communication will be established via communication
link through Internet. But, Internet channel is not a secure network. We can use HTTPS
(Hypertext Terminal Protocol Secure) for getting a trustful and secure network. HTTPS

provides encrypted communication in a insecure channel. It is a combination of HTTP with
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the SSL/TLS protocol [13]. HTTPS uses a certificate which is a public key certificate and
contains public key. And the certificate is signed by the trusted Certificate Authority (CA). A
secure tunnel is established between user and a communication server. HTTPS ensures

protection from eavesdropping and man-in-the-middle (MITM) attack.

2.3 Related Standards

In this section we have described the related standards that are used for design and

implementation of a secure mobile POS system.

2.3.1 Public Key Cryptography

There are two main types of cryptography mechanisms, such as symmetric key cryptography
and asymmetric or public key cryptography. For message encryption and description, both
sender and receiver use the same secret key in symmetric key cryptography mechanism. Key
management is a big problem of symmetric key cryptography when it communicates in an
insecure channel. But, public key cryptography has solved key management problem. In
public key cryptography, sender and receiver use different keys for message encryption and
description process: private key and public key are used in this mechanism. Private key is
used to keep privacy of the owner. The reason for this is that only private key owner knows
the key. Public key cryptography is used in key management process and also in signature of

application [13].

2.3.2 CA Server

CA (Certificate Authority) has an authority that issues digital certificates to web clients and
servers. Many public key infrastructure (PKI) use CA. The provider information of the digital
certificate requester is verified by the CA in a PKI [14].

2.3.3 FIPS 196

FIPS (Federal Information Processing Standards) is a standard for strong authentication
protocol which gives secure authentication in the field of public key cryptography. This
protocol is used for mutual authentication process. Using this protocol with mutual
authentication process, we can prevent masquerade, password compromise, and replay

attacks[14]. Authentication protocol is described in Figure 2.1.
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Figure 2.1 Mutual Authentication using FIPS 196 Protocol [14]

2.3.4 NFC Technology

NFC (Near Field Communication) a connectionless communication process that allows
communication between devices, like smart phone and tablet. The new smart phones are

mostly NFC enables phones [15].

2.3.5 SAFE (Secure Application for Financial Environments)

SAFE is a secure, reliable and convenient application that provides mobile financial
transactions. SAFE performs various type of financial transactions like m-Banking, m-
Commerce, m-Ticketing, m-Parking, m-Loans etc by using mobile phone or other hand-held
devices. It performs transaction between multiple banks, person to person, client to merchant
payments, and also non-banking mobile applications. SAFE system also supports to use

mobile prepaid accounts. It is one of the main feature of SAFE system [2] [3].

Different types of participant provide different type of services in SAFE system. Banks
provide registration, certification and financial services, security services providers provide
security services and clients initiate or receive financial transactions. All participants need to

be registered with the SAFE system. All participants’ registration data is stored in IDMS
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(identity management system) server. All identifications information data in IDMS is
encrypted to prevent the identity theft attack .Every participant has certificate in SAFE
system, based on registration stored in IDMS server. Certificate issued by CA server and the
certificates are storied in mobile phone or smartcard. SAFE system uses public key
cryptography for security of all transaction. After registration, certification and issuance of

smart cards, SAFE system is prepared for doing various financial transactions in security way

[11[2][3].

Our application is a continuation of the SAFE application so here we will follow the Generic,

Secure, and Modular methodology for the development of secure mobile application.

2.4 Analysis of the Existing Applications

Several research projects have been done on mobile payment systems. But, not that many

researches are focused on a generic model for the POS system.

Allan P. et al. [11] has done their research on ‘Designing a Secure Point to Sale System’. In
their research they have designed point of sale system based of common criteria. This is
mostly a theoretical research. The good thing of the POS system model with input and output
data flow. In input data flow, POS application has bar code scanner, keyboard and payment
terminal and for output data flow it has printers and display. But it is based on implementation
and evaluation of design system. Also, the designed POS system is not for mobile

environment.

Another research by Carl and David [7] described ‘A Secure Wireless Point of Sale System'
where researchers have described mobile POS system using the Infra-red. They have

described wireless POS system, but they use a stationary device in POS of this research.

All other articles that we have studied are only about secure mobile financial payments. None
of those researches was done for designing a new flexible, user friendly and mobile POS

application.
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Chapter 3: System Design and Architecture

In this chapter we describe the proposed system architecture. The details of this architecture
have also been described here. At the end of the chapter, the proposed solution has been

analyzed in respect to security.

3.1 Roles

A POS System includes different entities. The possible roles working in a POS environment

are as follows [11]:

Customer: Customers are the buyer of goods. Customers make orders for goods and pay for

goods.

Sales Person: Sales persons use POS device to select goods and to make bills for the

customer. Sales person also requests payment to the customers.

Manager: Managers are authorized persons who check the inventory, add/modify items in the

inventory, and check financial transactions.

Administrator: Administrators are used to install, maintain and configure POS system. In
some cases administrators also add users to the systems. An administrator needs to be a

trusted person.

3.2 POS System Component

Depending on the roles stated above, we have considered the following components in our
designed POS system. In this section we describe different component of the secure mobile

POS system with their functionalities.

3.2.1 Manager Service Package

Manager service package performs operations that could be done by the managers. Manager

service package consists of the following functionalities:
* Login/Logout
* View the Inventory

* Add Employee (Add Emp)
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* Add Item to the Item list (Add Menu Item)
* View Sales Report
*  View/Modify Employee List

3.2.2 Employee Service Package

Employee service package includes the operations that could be done by the employee of any

business organization. The functionalities for an employee package are as follows:
* Login/Logout
*  Make order for the Customer (Order)
* Modify the existing order (Add to Order)
* Print a check (Print a check for an order)
* Pay for a customer
¢ Add new Customer (EditCustomer)
* View Member Information (Member Search)

3.2.3 Customer Service Package

Customer service package includes the following functionalities:
* Login/Logout
*  View the Food menu
¢ Make order from Mobile Device (Order)
* Modify existing order (Add to Order)
* Make payment online
¢ View/Recall an old order (Recall an Order)
*  View/Print Check online (Print a check for an order)

* Make Payments using the same Application
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* Become a Member of the Shop (Edit Customer)

3.2.4 Main Server Management Package

The main server management package handles communication and security issues of the

system. Several communication and transactions are performed by this package.

3.2.5 Inventory/Database

Inventory/database holds the information about the items that are sold in that business. It also
keeps record of transactions. Transaction information are saved in transactions database. The

information about the users are kept in the IDMS database.

3.2.6 Three Different Android User Interfaces

We have designed and developed three different mobile applications for three different kinds
of users. Customers, employees and managers have their own applications to access the POS

SErver.

3.2.7 Windows Application for POS Administrator

For admin user we have developed a Windows based application. Admin users use that

application to add or modify user information to the Local IDMS Server.

3.3 System Architecture

System architecture of our designed POS system is given in Figure 3.1. In our design the
admin user uses stationary computer to enter user data to the local database. Managers use
their smart phone or tablet devices to login to the POS system. Employees also use mobile
devices. In some cases employees may have extra POS device for handling the payment by
the customer. Employee's mobile device should have NFC (near field communication)
capabilities to handle mobile payment from the customer with NFC enables mobile devices.
CA server provides certificates to the entities. Our designed system is connected to the SAFE
system. If a user has a SAFE account, then he/she can pay their bills using their SAFE
account. The designed system is also connected to the bank IT server to handle payment of

the customer.
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Figure 3.1 System Architecture of the Mobile POS System

3.3.1 Internal Architecture of the POS System

The internal architecture of our designed POS server is given in Figure 3.2. POS server

includes the following components.
-Inventory

-IDMS database

-Security Manager

-Transaction manager
-Communication Manager

-Admin Service API

-Manager Service API

-Employee Service API

-Customer/Client Service API
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The three mobile client applications (Manager application, employee application and

customer application) connect to the system through their respective APIs.

POS Server

Security Transactio
Manager ) / anager

y 4 ARy L

Admin Service Manager Employee Customer/ Customer/ J_Customer/

. . Client i
Service API Service API Client GUI .
- Service API Client

= R =

Admin Admi Manager Employee
GUI min GUI Manager GUI Employee

Figure 3.2 Internal Architecture of the POS System

3.4 Message Transaction Cycle

Message transaction cycle is shown in Figure 3.3. We have considered a situation where a
customer pays his/her bills using SAFE account. Generalized common message flow between

the customer, our designed POS server, and the SAFE server is the following:
1. Request for registration/authentication

2. Registered/authenticated

3. Request for services

4. Service response

5. Request for payment

6. Payment confirmation
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Y

POS Server

© @ @
Y
L
©

‘@ > SAFE Server

Y

Y Messages:

1. Request for registration/authentication
2. Registered/authenticated

3. Request for services

Customer 4. Service response

5. Request for payment

6. Payment confirmation

Figure 3.3 Message Transaction Cycle
Message flow diagram for each of the entities is described below.

3.4.1 Message Flow for the Customer's Mobile Application

Customers use mobile devices to see the goods at a store. Message flow is shown in Figure

3.4. Common messages for the customer's mobile application are:

1. Customer searches for goods
At first, customers search for goods at the inventory of the store. They send request for goods

list and get back the goods list.

2. Customer orders for goods
With this message, customer sends order to POS server. Customers select the goods and

quantities using their mobile device and send the list of goods selected for the order.

3. Customer pays bills

Customer pays bills for the ordered items using mobile client. The customer can pay using
their SAFE account (if they have any) or they can use their own bank account to pay the bills.
In some cases the customer can also pay bills using their mobile operator. In that case the bills

are paid using customer's prepaid/postpaid mobile account.

4. Server sends payment confirmations
The server sends payment confirmation to the customer for a successful/unsuccessful

payment.
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@ Customer pays bills

@ Server send payment confirmations

Figure 3.4 Message Flow for Customer Application

3.4.2 Message Flow for Employee's Mobile Application

The message flow for employee’s mobile application is shown in Figure 3.5. Common

messages for the employee's mobile application are:

1. Employees search for goods
When a customer comes to a shop and request for goods to the employee. After that,

employees search for the goods to the inventory of the store and get back the list of items.

2. Employees order for goods
With this message, employees send order to POS server. Employees select the goods and

quantities using their mobile device and send the list of goods selected for the order.

3. Employees send bill to customer
When order is complete, then employees send bill to customer using NFC based mobile
devices. In some cases, bill may be sent over Bluetooth connection, depending on the

requirement of the users.
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4. Customer uses their NFC mobile phone for payment
Customer uses their NFC mobile phone for payment of bill, received in the previous message

from the employee’s mobile device.

5. Server sends the payment confirmation
After getting the payment confirmation from the payment servers, the POS server sends

payment confirmation to the employee’s mobile device.

6. Employee sends the payment receipt to customer’s mobile
When the employee gets the payment confirmation from the POS server system, then he/she

sends the receipt to the customer’s mobile device using NFC or Bluetooth technology.

| . . L4
s H 7 7
’ H -
: ] ® IF -
1 1
- H icati POS Transaction
| @ i —_— Server -
; I ! =
i o] o \Databases i T T
;
Customer ! Local IDMS IV l:_e__‘g:‘f
i_ Server  [iwfl |
Messages:
@ Employees search for goods @ Server send the payment confirmation
@ Employees order for goods @ Employee send the payment receipt to the

) customers mobile
@ Employees send bills to customer

Employees add/modify member list
@ Customer use their NFC mobile for @ ploy fy

payment
Figure 3.5 Message Flow for Employee's Application

7. Employees add/modify member list
When a customer wants to be a member of the store and make a request to the employee, then
the employee add the member to the store’s member list. In case of any modification request

from the members employees also modify member’s information.
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3.4.3 Message Flow for Manager's Mobile Application

Message flows for manager's mobile application is shown in Figures 3.6. Common messages

for manager's mobile application are: .

1. Add items to the inventory

Managers of the stores add/modify items to the inventory. The message in between the server
and the client's mobile device is quite state forwardThe managers sends the add item request
to the server and the server sends confirmation of successful add/modify of items to the

inventory.

2. Check sales report
Managers check sales report of the store by this message. Manager's mobile device sends a

request for the report of sales to server and the server sends the report.

3. List transactions
Managers can ask the server for a list of transactions. The manager's mobile server sends a
request to POS server for the list of transactions and server sends the transaction list to the

manager's mobile device.

4. Add/modify employee's information
Manager's may be interested to add/modify the information of employees. In that case
manager's mobile device send message to the POS server. POS server sends the confirmation

of add/modify employees information to manager's mobile device.

Sl T T

BANKIT
Server Server

&

VPN )
IDMS
Server
| —_
ransaction Messages:
DB
——

POS Communication POS Transaction

i

|

i Server Server -
:

H | @ Events

'

: tﬁ . vt '
i @ List transactions
|

:

:

:

:

Local IDMS g_\]
Server  [iMf @ Add/modify employee's
L e e e —————— ! information

@ Add items to the inventory

@ Check sales report

Figure 3.6 Message Flow for Manger's Application
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3.4.4 Message Flow for the Administrator Windows Application

Figure 3.7 shows message flow for the admin user application. Common messages for the

administrator's application are:

1. Add/modify manager's information
Administrator of POS system add/modify manager's information to POS server using this message.

POS server sends response of success/failure of requested modification.

2. Add/modify employee's information
Administrator of the system also add/modify employee's information to POS server. POS server

confirms success/failure of requested modification.

= | e | —
—— e
Bank Accounts “ “ | %
- SAFE Accounts
os il
- - DB

BANKIT SAFE
Server Server

P \1@ v
D F—i—
POS POS Admin
Admin station

Messages:

POS Communication
Server

Add/modify manager’s
information

IDMS
Server @[:ET

Add/modify employee’s H
information

Figure 3.7 Message Flow for the Administrator's Application
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3.5 Use Cases
Use Cases diagram shows overall uses of the mobile POS system. The different operation
performed by customers, employees, managers and administrators are clearly shown in Figure

3.8.

Add New Employees
Information

View Employees’ Information

Edit Employees’ Information

Delete Employees’ Information
- View Employees” Salary
Add New Managers’ Information Information

Manager

View Managers’ Information Update Inventory Information

Edit Managers’ Information
Delete Managers’ Information View Sales Reports

Login/ Logout

Make Payments Using the
Application
Become a Member of the Shop

Make Order for a Customer View the Food Menu

Make Order from Mobile Device
Make Payment Online
Add New Customer

View/Recall an Old Order
View Member Information

Modify Existing Order
View/Print Check Online

Figure 3.8 Use Cases of the System

Employee Customer
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3.6 Object Based Model

Object based framework of the proposed payment system using SAFE server is shown in
Figure 3.9. There are six main component of the model: Mobile Client, POS Server, SAFE
Server, Trusted Certificate Authority, Restaurant’s Bank, and Customer’s Bank. All these
components are connected through Internet. Trusted Certificate Authority, SAFE server and

the banks are connected to each other by secure virtual private network connection.

Mobile Client Application, POS Server, and SAFE Server has their own security manager.
Those security managers are responsible for authentication, key management and certificate

management.

Mobile client has user interface manager object, which handles all factors related to user
interface of the application. Communication manager object in mobile client and connection
manager object in POS server are responsible to handle the communication between these two
modules. The concurrency manager in POS server handles concurrent access to inventory by

different users of the mobile application.

Log manager in SAFE server keeps log of transactions. Trusted Certificate Authority issues
certificate to users. Customer's bank and restaurant's bank are also connected to the POS

server and SAFE system for financial transactions in between them.

In case of transaction through SAFE server, mobile POS server communicate with the SAFE server
for payment process. In other case, when a payment is not done using customer's SAFE account, POS
server directly communicate with bank's IT server. Request manger object in POS server checks the
request type and decide the process of communication to other organizations (SAFE server, bank's IT

server etc).
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Figure 3.9 Object Based Model of the System

3.7 Security Requirements

There are several security requirements that need to be fulfilled for any secure application.
Security requirements are: authentication, confidentiality, integrity, availability, authorization,
and non-reputation [8]. All these security requirements are also considered as security
challenges [9]. In the next section we have analyzed all these security requirements in respect

to our designed mobile POS system.
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3.8 Security Features Analysis

In this section we have provided the security analysis of the designed POS system.
3.8.1 Authentication

We have used mutual authentication between mobile client and the payment server of the
bank or the SAFE server. Because mutual authentication is a strong authentication that
prevents different attacks, like masquerade, password compromise, replay attacks etc. The CA
server issues certificates. Customers use their certificates and digital signatures to confirm

payments.

3.8.2 Confidentiality

Communication between mobile client and payment server is performed by the SSL/TSL
protocol through a secure channel. Also, we have used access control mechanism to ensure

the confidentiality of the data.

3.8.3 Integrity

Customers generate their digital signatures by using their private keys. Messages are signed
by the sender's private key. And only the respective receiver knows the senders public key
which have been shared before transaction data are transferred. The attacker doesn't know the
private key of the customer. If the attacker can eavesdrop the data on its way and modify it
and sign it and send it to the receiver, that will not work. Because the receiver will verify
digital signature of the sender and digital signatures will not be the same, which confirms the

integrity of the payment information.

3.8.4 Non-repudiation

The payment information is transferred in between the customer and the payment server by
using PKI. Private key of the customer and the payment server only the respective entities

which insure the non repudiation of the system.

3.8.5 Authorization

In our designed mobile POS system, different kind of users has different roles. It is very
important to have proper authorization of the users depending on their roles. We have used
role based access control method for the authorization of the users to their respective access

area.
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Chapter 4: System Implementation and Demonstration

In this chapter the development environment of the implemented application based on the
proposed architecture has been described. We have also included screenshots of the
implemented application with description of them.

4.1 Development Environment

In this section we have described different development tools and environments, which have

been used for the implementation of the secure mobile point of sale application.

4.1.1 Java Technology

We have used Java technology to develop the admin application for the Windows

environment. Security features are also developed using Java cryptographic extensions [4].

4.1.2 Android SDK

Three mobile applications (customer application, employee application and manager
application) are implemented using Android SDK tools. Android SDK is a very powerful tool

for developing mobile applications that can be used on Android mobile phones [20].

4.1.3 MySQL Server

In this demo application we have used MySQL as our database server. The reasons for

choosing MySQL server is because it is open source and also light-weight [16].

4.1.4 PHP

We have used PHP for the communication between MySQL database and mobile client
application to save and retrieve data from MySQL database server. We have used PHP,

because it is one of the best choices to communicate with MySQL database server [17].

4.1.5 Eclipse IDE

Android applications are implemented using Eclipse integrated developing environment.
Eclipse IDE is a powerful tool for Android applications development. Eclipse is a plug-in
based developing environment, where you just add the Android plug-in to develop your

Android application [18].

22| Page KTH Royal Institute of Technology



Chapter 4 Secure Mobile POS System

4.1.6 NetBeans IDE

We have used NetBeans IDE to develop graphical user interface (GUI) for Windows based
admin application. It is very easy to develop GUI with the help of NetBeans IDE [19].

4.2 Demonstration

In this section we have provided screenshots of the developed prototype for mobile POS
system. We have demonstrated three different mobile applications used by different entities
using the POS System. We have also provided screenshots of the Windows application used

by POS Admin.

We have considered a restaurant to demonstrate our designed POS system. Mobile POS

Applications are the following:
1. POS application for the customer
2. POS application for an employee

3. POS application for manager

4.2.1 POS Application for A Customer

The screenshots for the customer application is provided here. In this demo we have
considered that a customer could be a registered member of a restaurant or he/she may not be
a member. The customers can search foods in the restaurant’s POS database, select items,

make order, and pay bills.

4.2.1.1 Customer Login Screen

Customer login screen allows registered customer to login into the system. If a customer is
not registered member, he/she can just click login to use the applications. The registered
member may get some extra benefits on price, depending on organizational rule. Figure 4.1

shows login screen for the customer.
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Za Ml & 7:08om

POS GUI for Customer

' pasrd Ifny'o 'aeaer'nbe'r -
otherwise just press login

User ID:

[guesd ]
Password:

[ Login J
\ Exit |

Figure 4.1 Customer Login Screen

4.2.1.2 Customer Main Screen

Customer's main screen for mobile POS is given in Figure 4.2. Customer has four options to
choose in this screen. Customer can create order, list previous orders, request payments, and
select the membership option to become a member of the restaurant. Membership options is
for becoming a member of the shop. If a user is not a member of that shop, then he/she will
have to enter some data at the next step of the membership options. It can also be used for

modifications of membership information for a registered member of a shop.

% u @ 7:09em
Restaurant Main

| ) Create Order
A ) list order

59 Request Payment

f 0 membership options

Figure 4.2 Main Screen for the Customer
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4.2.1.3 Food Menu Screen
If a customer selects Create Order option, then he/she will be redirected to the Food List,

where they can select food to add them in their order. Figure 4.3 shows Food List Screen.

Veiw Food Menu

Price: Kr.

Hamburger

Price: Kr.

Big Breakfast with Hotcakes

Price: Kr.70.C

Caecar Salad

{ Back

Figure 4.3 Food List Screen

4.2.1.4 Single Food Item

Figure 4.4 shows single menu item detail. If the user selects a single item in the item list, then
single food item detail is shown. In this screen the customer can enter the number of items
that he/she wants to buy. He/she can also calculate total cost of items that he/she wants to buy.
Add to Order button allows the user to add the item to the order list. The customer can also
select the complete order to add the order to the order list and to go to the order confirmation

screen.
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Sl @ 7:30em

Veiw Single Food Menu

minced onions,

frl:e. lér[.;o.ou ;
Number of Items

K

Total cost :

\9 Calculate total cost

0 Add to order

o Complete order

-~

Figure 4.4 Single Food Item

4.2.1.5 Add Food to Order

If customers select the Add to Order option at the single food detail screen, then they will be
redirected to the 'Add Food to Order' screen (shown in Figure 4.5). This screen is quite similar
to the food list screen, but here at this screen the customer has the option to go to the Order

Completion screen directly.

M@ 7:38em

AddToOrderActivity

orilons ketc

Price: Kr.20.00

Hamburger
d pepper, tangy pickles

Price: Kr.15.00

Big Breakfast with Hotcakes

Price: Kr.70.00
Caesar Salad

Se——

Figure 4.5 Add Food to Order

4.2.1.6 Complete order screen
Before writing order list to the database, the application asks for a confirmation from the

customer (Figure 4.6). In this screen the user can select a ordered item from the list and can
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modify or delete item from the list. The customer can also add more items using the Add

More Items button.

CompleteOrderActivity

Big Breakfast with Hotcakes
Satisfaction guaranteed with a fresh-baked
buttermilk biscuit, savory sausage hot off the

griddle, fluffy scrambled eggs, crispy hash
browns and golden brown hotcakes

Price: Kr.70.00

No of Items ordered: 1
Sub total cost: 70.0
order Time: 07:41

Total types of items selected:1
Total Cost :70.0

 Addmoreitems
_ cofirmorder

Figure 4.6 Complete Order Screen

4.2.1.7 Order List

At the restaurant's main screen, if the customers select the order list, then they will be
redirected to the Order List Screen (Figure 4.7). At this screen the customer can see the paid

and unpaid orders separately or together in the same list.

Figure 4.7 Order List Screen
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4.2.1.8 Unpaid Order List

Secure Mobile POS System

Figure 4.8 shows Unpaid Orders List, where we can see that there are two orders that are

unpaid in our demo application.

ListAllOrderActivity

Figure 4.8 Unpaid Orders List

4.2.1.9 Single Unpaid Order Detail
Figure 4.9 shows Unpaid Single Order Detail. Customer can choose the 'Pay Order' button to

go to the Payment Type Selection screen.

ZaMl @ 7:56am

ListordersingleOrderDetailActivity

Big Breakfast with Hotcakes

Satisfaction guaranteed with a fresh-baked
buttermilk biscui hot off the
griddle, fluf hash
browns and golder
Price: Kr.70.00
No of Items ordered: |
Sub total cost: 70.0
order Time: 07:07

Cheeseburger

Total types of items selected:2
Total Cost :130.0

e T a—

Figure 4.9 Unpaid Single Order Detail
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4.2.1.10 Payment Type Selection Screen

Figure 4.10 shows the screenshot where we have three different payment options. The
customer can choose the option that he/she wants to use to pay his/her restaurant bills. If the
customers select credit card payment option, then they will be redirected to the Credit Card
Payment Screen (Figure 4.11). If the customer wants to pay using his/her SAFE account then
they have to select 'Pay by m-Wallet' option. In this case the customer needs to have an
account with the SAFE System [15]. In some cases the user may like to pay the bills using his
or her mobile account. Then he/she has to select 'Pay Using Mobile Account' option. While a
payment through the mobile account is involved, the sales organization needs to have an
account with the mobile operator to get the payment through the customers’ pre-paid or post

paid mobile account.

il & 7:58am

PaymentTypeListActivity

., Pay by Credit Card
o Pay by m-wallet

“l Pay using mobile account

Figure 4.10 Payment Type Selection Screen

4.2.1.11 Credit Card Payment Option
If the customer selects the credit card payment option, then he/ she will be shown similar
screen like Figure 4.11. In this screen customers can insert their card information and then

they will have to perform challenge/response procedure to confirm the payment.
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PayByCreditCardFormActivity

Total types of items selected:2
Total Cost :130.0
Card Holder Name:

Card Number:

CVV Number:

Figure 4.11 Credit Card Payment Option Details

4.2.1.12 Payment Confirmation Screen
Figure 4.12 shows Payment Confirmation screen where the customers get the confirmation of

their payments.

PaymentConfirmationActivity

Your payment was
sucessful! Please press Ok
to go back to the Resturant

Main Screen!

TR —

Figure 4.12 Payment Confirmation Screen
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4.2.1.13 Paid Orders List
Figure 4.13 is the screenshot of the paid orders list. If the customer wants to recall the paid
order, they will be redirected to this screen. Figure 4.14 shows the details of a single paid

order.

ListAllPaidOrderActivity

%u 8 8:07am

PaidSingleOrderDetailActivity

ra?;ﬁm;fémﬁ —
Order No :3

 Order Date :4-21-2013
Big Breakfast with Hotcakes
Sa ngu ith 2

Price: Kr.70.00

No of Items ordered: 1
Sub total cost: 70.0
order Time: 07:07

Cheeseburger

[Total types of items selected:2
[Total Cost :130.0

— = S——

Figure 4.13 Paid Order List Figure 4.14 Paid Single Order Details

4.2.1.14 Request Payment Options

If the customer selects Request Payment option, he/ she will be redirected to an unpaid order
list, shown in Figure 4.15. User can select any unpaid order to pay. Figure 4.16 shows the
selected unpaid order details. Customer can go to the payment screen by pressing 'Pay Order'

button.

Eall @ 8:17am |

RequestPaymentsingleOrderActivity

RequestPaymentActivity

Order Date 4212013
Total types of items selected:3
Total Cost :160.0

— K ¢ T T — |

Figure 4.15 Unpaid Order List Figure 4.16 Select Single Order for Payment
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4.2.2 POS Application for Employees

POS application for employees enables business organization to handle sales through the sales
persons. Here the employees login to the POS server to have access to the item list. The

details of the employee application with the screenshots are given bellow.

4.2.2.1 Employee Login
Employee must login to the POS system in order to access items list. Employee Login Screen

is shown in Figure 4.17.

M@ 7:22am

Android Employee POS

UserID:

Password:

Login

Exit

Figure 4.17 Employee Login Screen

4.2.2.2 Main Screen for Employees

After successful login into the system, the employee will be redirected to the main screen. The
main screen for the employee application is shown in Figure 4.18. The main difference
between employee’s application and customer’s application is the payment method. In a
employees POS client application the employee sends the bills to the customer's mobile
device/smart phone through NFC technology. And the customer pays their bills using their
NFC enabled mobile phones. Customers have different payment options to pay their bills, as
we have described in the payment section for the customer. In the employee POS client
application the employee can add/edit member information for the member of the store. The
members are registered customers. The members can have extra facilities compared to normal
customers, depending on the requirement of the sales organization. Another difference

between the customer's application and the employee's application is the POS settings. The
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POS Settings screen is shown in Figure 4.19. In the POS settings option the employees enter

their device id and the version of their client software.

@ 7:28em

POS Settings

Restaurant Main

e i
T

NSO ST S SO ——
m

&

- —— _ "

Figure 4.18 Main Screen for Employees Figure 4.19 POS Settings Screen

4.2.2.3 Device ID and POS Version Configuration

Figure 4.20 shows device ID configuration screen and Figure 4.21 shows POS version

configuration screen.

Ml & 7:56em

POS Settings

POS Settings

Figure 4.20 Device ID Configurations Figure 4.21 POS Version Configurations

4.2.3 POS Application for Managers

Managers of a sales organization also have a mobile application. Managers login screen is

shown in Figure 4.22. After successful login into the system, managers are redirected to the
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main screen for managers, which is shown in figure 4.23. Managers can view or modify the
inventory by selecting 'Inventory' option at the main screen. They can also check sales reports
by choosing 'List Transactions' option. The "POS System" is the option for the configuration

of the POS system.

25 il @ 6:50 am
. LR
-
[ user I 5 Inventory
Password:

| 0 List Transactions

| — J POS System

Figure 4.22 Manager's Login Screen Figure 4.23 Main Screen for Managers

4.2.4 Admin Application

We have developed a Windows based application for the administrator of the mobile POS
system. The Admin login screen is shown in Figure 4.24. The admin users install and
configure the POS system. They are also responsible to add and modify managers and

employees of the POS system.

| 4| Point of Sale (POS) Applicaﬁon—ﬂ Salach| X |

Admin Lon In
r

=

UserID | |

Password:

| - Login | [ Cancel .

Figure 4.24 Admin Login Screen
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| 2 Point of Sale (POS) App!icatio—ilglélg1

Manager Registration Form

4 & 1

Manager Data
(& 1

First Name Last Name

| Gender  (_) Male (_) Female

Phone no Email

Wage

Manager Address
r a |

Adress Line 1

Address Line 2

Cily City Code

State Country

l Register] l Cancel J

Figure 4.25 Manager Registration Screen

Manager registration screen is shown in Figure 4.25. Admin users play a vital role for the

business organization. The admin person needs to be a trusted person.
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L vomarsoe 005 rpsieicr T o

Employee Registration Form
i k]
Employee Data
r .1
| First Mame Last Mame
| Gender () Male () Female Role Name | waite -
| .
Phone no Email
Wage

J Employee Address
-

Adress Line 1

Address Line 2

Cily City Code

State Country

[ Register] [ Cancel J

Figure 4.26 Employee Registration Screen

The employee registration screen is shown in Figure 4.26. The admin users enter all these data

to POS system. In some cases the data about the employees can be inserted by managers.
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Chapter 5: Conclusions and Future Work

In this chapter, our research has been concluded. Also future scopes of research within the

area have been discussed.

5.1 Conclusions

After analyzing the problem area, we have designed and implemented our secure mobile POS
application. Designed application will increase mobility for users of the POS application. In
our example, as we have described a restaurant mobile POS application, we can consider the
flexibilities of it. A manger can access the inventory as well as the sales report of the
restaurant, while he is not at the office. Employees can use mobile device while they are
standing besides customer add getting order from them. Customers can use their mobile
application to make the order to a restaurant for home delivery of their food. In a residential
hotel the customer can also make order using their mobile phone to the restaurant of the same
hotel to get their food delivered to their room. The designed application is secure enough,
because we have fulfilled all the security features that need to be considered, while

developing secure mobile application.

5.2 Future Work

In this thesis we have mentioned several payment methods within our design, but not
implemented. Future research and development work can be done with different payment
methods introduced in the design section of this thesis. Also, we have tested the application
within the SecLab environment. The same application can be tested within the real m-

commerce environment, what also opens a new research scope.
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