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Abstract 
 

Wireless technologies for computer communications are today common. There are 

numerous wireless communication technologies with different properties and markets 

such as IEEE 802.11, 3G, and Long Term Evolution (LTE). When deciding on which 

technology to employ for Public Wi-Fi networks it is important to know about the 

specific properties of these technologies.  

 

This thesis investigates 3G, 4G, LTE and Wi-Fi IEEE 802.11 network standards in 

terms of their performance, security, and cost. Moreover, an analysis of the security 

and vulnerability of these technologies are provided.  

 

From the analysis it can be concluded that Wi-Fi is today an inexpensive technology 

with high bandwidth, low direct and associated costs, and low power consumption 

compared to 3G, 4G, LTE and WiMax. Wi-Fi (802.11 a/b/g/n) is – due to its cost-

performance ratio – an appropriate wireless technology to provide Internet services to 

cafes, hotspots and public places. 
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1. Introduction 

Wireless networking technologies (Wi-Fi) allows computers and other devices to 

communicating over a wireless signal [32]. A typical Wi-Fi network includes three 

parts: a wired connection to a broadband provider, an access point, and a computer 

connected by wired and wireless connections [36]. It offers different broadband speeds 

and operates in Industrial, Scientific, and Medical band (ISM band) [3]. The 

communication between nodes or computers is done via Access Points (APs). The 

access point also play a role as a wireless ethernet adapter. Wi-Fi has gained 

popularity because of installation simplicity and the increased number of Wi-Fi radio 

equipped laptops. 

 

Currently, many businesses like airports, cafés, restaurants, and shopping areas 

offering wireless internet-services to customers. Demand for wireless technologies has 

gained more importance in business and everyday-life, as population is getting denser 

by closely spaced buildings. WiFi networks have easy deployment in markets, offices, 

airports, and other locations providing advantages like flexibility, mobility, ease of 

use, and low cost. 

 

Companies that wish to enter this market needs intelligence in this areas to make 

appropriate business decisions based on the properties of present and future 

technologies. Knowledge of the technologies in terms of security issues, performance 

and installation and maintenance cost are of interest. 

1.1 Goal 
The goal of this thesis is to analyze and compare different wireless network 

technologies with as focus on availability, number of nodes, total cost, end-user cost, 

vendor cost, range, reliability and security.  The goal is to compare Local Area 

Network Wi-Fi technology (IEEE 802.11 a/g) with mobile wireless technology like 

3G, 4G and LTE.  

The objective of this survey is to compare different technologies with WiFi in terms of 

cost factor, bandwidth and performance factor, and technology implementation factor.   

1.2 Delimitation 
The thesis does not analyze or include technologies like Bluetooth, Near Field 

Communication (NFC), and Radio frequency identification (RFID). 
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2. Background 

2.1 The IEEE 802.11 Wireless LAN Architecture Components 

IEEE 802.11 architecture defines nine services which could be divided into two 

groups which are Station (STAs) services and distribution services.  

STAs services contain authentication, de-authentication, Privacy, and delivery of the 

data whereas distribution services contain association, re-association, disassociation, 

distribution and integration.  
 

Stations are device which contain IEEE 802.11 specification with MAC and PHY 

interface to wireless network. Station may be work station, laptop, and mobile.  

The 802.11 functions are implemented either software or hardware of Network 

adapter or network interface card (NIC).   
 

The Access Point is a device which provides the point of interconnection wireless 

station to the wired network or wireless network at the same time. The most important 

function of Access Points is bridging function [22]. Wireless Medium is used to move 

frame from one station to another station.

Figure 2.1: Basic Service Set [22]. 

   

The Figure 2.1 shows the Basic Service Set with one Access Point and four work 

station. 

A BSS is a collection of Stations that able to communicate with each other within 

802.11 wireless local area network then they form a BSS. It is also called a cell.  
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Sometime, every mobile station may not communicate because of limitation of 

coverage area in all mobile stations should be within a range to communicate. While a 

BSS includes an access point and one station, the BSS is not an Independent BSS. It is 

called an infrastructure BSS or simply as BSS. If there are two stations, and all stations 

are in the BSS are mobile stations and there is no any connectivity to wired LAN 

network, the BSS called Independent BSS (IBSS) or ad-hoc network. IBSS stations 

directly communication one and another (peer to peer) but they are unable to connect 

with any BSS.  

 

 
Figure 2.2: Independent Basic Service Set [22].  

 

The Figure 2.2 shows Independent Basic Service Set with three stations in Ad Hoc 

mode. 
 

The distribution system (DS) is the fixed wired infrastructure and used to connect a set 

of BSSs to create an extended service set (ESS). The IEEE 802.11 distribution services 

enable a wireless terminal to roam freely within ESS and also allow an 802.11 WLAN 

to connect to the wired LAN Infrastructure [25]. 

Extended service set (ESS) consists of multiple IEEE 802.11 BSSs forming single 

subnet work where access point can communicate each other to forward traffic from 

one BSS to another and provide facility to move mobile stations from one BSS to 

other. The ESS configuration is a collection of multiple BSS cells which can be 
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connected by either wired LAN or wireless LAN and used the same channel. The 

access point performs this communication through the distribution system [25]. 

  

 

Figure 2.3: Extended service set [16] 

 

The Figure 2.3 shows Extended service set for two networks connected through 

distributed system. 

 

2.2 High-rate WLAN Standard 

The 802.11b standard focuses on the bottom two layers of the open system 

Interconnect (OSI) model, the physical layer and data link layer. 

 

The 802.11b standard allows for two types of transmissions: FHSS and DSSS. Both 

types of spread spectrum use more bandwidth than a typical narrowband transmission, 

but enable a strong signal that is easier for the receiver to detect than the narrowband 

signal [42]. 
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Figure 2.4: 802.11b and OSI Model [42]. 

 

According to Figure 2.4, the IEEE 802.11b standard works on data link layer, and 

physical layer. The network operating system works on network, transport, session, 

presentation, and application layer.   
 

2.3 802.11b operating modes 

802.11b defines two types of equipment: a wireless station which is usually a PC 

equipped with wireless network interface card (NIC) and an AP. The 802.11b standard 

defines two modes: infrastructure mode and adhoc mode [42].  

 

In the infrastructure mode, the wireless network consists of at least one access point 

connected to the wired network infrastructure and a set of wireless end stations. This 

configuration is called a basic service sets forming a single sub network.  

Since most corporate WLANs require access to the wired LAN for services (file 

servers, printers, internet links), they operate in infrastructure mode [42]. 

 

Adhoc mode (also called peer-to-peer mode or an independent basic service set) is 

simply a set of 802.11b wireless stations that communicate directly with one another 

without using an access point or any connection to a wired network. This mode is 

useful for quickly and easily setting up a wireless network anywhere that a wireless 
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infrastructure does not exist or is not required for services, such as a hotel room, 

convention center, or airport where access to wired network is barred [42]. 

 

2.4 Association, cellular architecture and roaming 

The 802.11b MAC layer is responsible for how a client associate with an AP. When an 

802.11b client enters the range of one or more APs. It chooses an AP to associate with 

(also known as joining a basic service set) based on signal strength and observed 

packet error rates. Once accepted by the AP, the client tunes to the radio channel to 

which the AP is set. Periodically it surveys all 802.11b channels in order to access 

whether a different AP would provide it with better performance characteristics. If it 

determines that this is the case, it re-associates with the new AP, tuning to the radio 

channel to which that AP is set. Re-association usually occurs because the wireless 

station has physically moved away from the original AP, causing the signal to be 

weakened, In other cases, re-associating occurs because of changes in radio 

characteristics in the building or high network traffic on the original AP. In the latter 

case, this function is known as load balancing since its primary function is to distribute 

the total WLAN load most efficiency across the available wireless infrastructure [42]. 

 

The process of dynamically associating and re-associating with APs allows network 

managers to set up WLANs with very broad coverage by creating a series of 

overlapping 802.11b cells throughput a building or across a campus. To be successful, 

the information technology (IT) manager ideally will employ channel re-use, taking 

care to set up each access point on an 802.11b DSSS channel that does not overlap 

with a channel used by neighbouring AP. 

 

(See Figure 2.5 DSS Channel without overlap with a channel used by neighbouring AP 

[42]) 
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Figure 2.5  DSSS Channel without Overlap with a Channel Used by Neighboring AP [42]. 

 

The Figure 2.5 shows that how direct sequence speed spectrum (DSSS) Channels work 

without overlapping by neighboring Access points (Aps). 

As noted above, while there are 14 partially overlapping channels specified in 802.11b 

DSSS, there are only three channels, they may cause some interference for one 

another, thus lowering the total available bandwidth in the area of overlap [42]. 

 

2.5 WiFi as Hotspots 

A hotspot often operate WiFi technology via router, offering internet access. Free 

hotspot generally offer free access to menu or purchase list also providing payment 

systems  like paypall, or via credit card, or work public network in which 

authentication and verification features are turned off [37] . 

 

The term poisoned hotspot or rogue hotspot refers to a malicious individual who sniff 

the data sent by user on a free hot spot including decipher passwords, and login names.  

The "User-fairness model" is a billing model can be implemented with the help of 

EDCF (IEEE 802.11e, which makes revision to MAC layer of the current IEEE 802.11 

to expand support for LAN applications that have Qos requirements [43]. 

There are some safety tips for using publicWiFi in secure way includes, using firewall, 

turning off wireless network when not in use, hiding important files, and not typing 
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credit card numbers, passwords or sensitive data without proper safety mechanism on 

browsers [37]. 

 

While using Wi-Fi hotspot you should be sure that sent information should be fully 

encrypted, and always logout after finishing your work. Always remember that you are 

not permanently signed into accounts. Pay attention to browser alerts and warnings. 

HTTP and TLS does not fully protect browsing. If possible, use VPN (virtual private 

network) [24].    

2.6 IEEE 802.11 

The world has become increasingly mobile and wireless networks allows users to work 

and move freely, therefore wireless technologies, nowadays, are more popular that 

wired or fixed networks. The word “Wi-Fi” stands for wireless fidelity, which means 

that the device having Wi-Fi can access a Wireless Local Area Network [2]. Wireless 

LAN is seen as the technology that will enable the most convenient link between 

existing wired networks and portable computing and communication equipment, such 

as laptop computers and personnel digital assistants (PDAs), at the office, hotel, 

company, or campus level. An obvious advantage of the WLAN is that it reduces the 

need for wiring among several buildings. In general, the applications of the WLAN 

systems can be simply between two computers or between a computer and a wired 

network, all the way up to the complete network with many users and a great numbers 

of data paths [41]. 

 

Historically, Wi-Fi has its roots at Xerox PARC - Xerox Corporation’s research 

organization located in Palo Alto, California. Xerox PARC invented Ethernet protocol 

as well as the PARC Universal Packet architecture that can be seen as an early 

development of todays network protocols and architectures [38]. In 1985, US Federal 

Communications Commission released the ISM radio band for unlicensed use [38] 

which is the radio band for 802.11. In 1988, NRC Corporation wanted to use an 

unlicensed spectrum for wireless cash registers. These efforts resulted in the formation 

of a committee by Institute of Electrical and Electronics Engineers (IEEE) called 

802.11. In 1991, NCR Corporation in collaboration with AT&T invented the precursor 

IEEE 802.11 for use with cashier systems.  

 

In mid-1997, the IEEE finalized the initial standard for WLAN, IEEE 802.11. This 

standard specifies a license free (ISM band) 2.4 GHz operating frequency with data 

rates of 1 and 2 Mbps using a direct sequence or a frequency hopping spread spectrum. 

The 802.11 is not a single but a family of standards addressing WLAN. The IEEE 

802.11a standard defines a WLAN system based on the orthogonal frequency division 

multiplexing (OFDM) technology that splits an information signal across 52 separate 

subcarriers to provide a transmission-of-data rate up to 54 Mbps and throughput over 

24.3 Mbps. The operating frequency of the system is in the license-free (uni band) 

5.15 to 5.35 GHz and 5.725 to 5.875 GHz bands.  

The 802.11a devices, as the other 802.11 based devices, share the channel on time 

division multiple-access (TDMA) basis. The 802.11b specifies a WLAN system using 

direct sequence spread spectrum (DSSS) to achieve the maximum 11 Mbps 
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transmission-of-data rate in 2.4 GHz band. To benefit from the high data rates in 2.4 

GHz band, a new standard, 802.11g that is based on the OFDM and fully backward 

compatible with the 802.11b standard was developed in early 2000. The high data rate 

WLANs like 802.11a and 802.11g systems satisfy requirements of multimedia 

applications including streaming HDTV-quality video in the home, high speed 

internet, and file transfer [41]. 

 

The supplement standards 802.11e, 802.11f, 802.11h, and 802.11i are defined to 

enhance the capability of 802.11-based WLANs.  The 802.11e is for enhancements of 

the quality of service (QOS). The 802.11f provides a recommended practice for an 

inter access-point protocol. The 802.11h extends the spectrum and transmit power 

management at 5 GHz for European operation. The 802.11i enhances MAC layer 

security [41].  

2.7 Third Generation mobile communications (3G) 

3G stand for third generation mobile communications and is a commonly used mobile 

phone standard for transferring voice and data. 3G was developed by NTT DoCoMo, 

Japan based on the Universal Mobile Telecommunications System (UMTS) technology 

[10]. The first pre-commercial 3G network was launched in Japan by NTT DoCoMo in 

1998 followed by commercial launch October, 2001 [34].  

 

 
Figure 2.6. Internetworking of 3G and HiperLAN using multi hop communications [7]. 

 

In Figure 2.6, a variation of combining the use of 3G systems with or without multi 

hop communication is shown [7].   

Centrally controlled systems like Hiper LAN/2 and IEEE 802.11 (with its central point 

coordination function) can form area-wide local cellular network. Horizontal handover 

is implemented within same system and vertical handover is used by radio interface is 

changed simultaneously with the handover [7].   

3G include different features like transfer of enhanced multimedia (voice, videos, data, 

cellular telephone, web browsing, e-mail, fax, video conferencing) with high speed 
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and roaming capability with operability from any location (vehicles, aircrafts, homes, 

offices, and space stations).  

Centrally controlled systems like Hiper LAN/2 and IEEE 802.11 (with its central point 

coordination function) can form area wide local cellular networks. When mobility 

management is introduced to a core network part, communication relationship remains 

intact, even during a cell change, by being forwarded / handover or re-established 

under network control. This kind of handover is referred to as horizontal handover 

because it is implemented within the same system compared to a vertical handover in 

which the standard used by the interface is changed simultaneously with the handover 

[7].    
 

 
 
Figure 2.7: 3G to 4G Migration 

 

Figure 2.7 shows migration of 3G to 4G including particular data group, and access 

gateway. The Evolved Packet System (EPS) architecture supports a base station and a 

core network component [28]. 

2.8 Fourth Generation mobile communications (4G) 

4G stands for Forth Generation Mobile communication and is a development of the 

voice and data transfer communication technology approaches and standards from 3G.  

The 4G system was originally envisioned by the Defense Advanced Research Projects 

Agency (DARPA) and it provides mobile ultra-broadband internet access for mobile 

devices like laptops, smartphones etc [35].  Two types of 4G network are today 

commercially deployed; mobile WiMax and Long Term Evolution (LTE). 

When developing 4G the goal was to include an integrated IP solution, seamless 

connectivity with wired and wireless, global interconnection, interoperability, and 

efficient systems with at least data rates 100 MBps [6]. 4G supports applications such 

as mobile banking, peer to peer networking, and usage of internet services(ibid.). 
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Figure 2.8: Wireless Network Translation 

According to the Figure 2.8, the network element required for 4G network include 

LTE Evolved UTRAN (nodes and Ethernet career), and Evolved Packet Core (EPC) ( 

gateways) [31]. 

 

 
 
Figure 2.9: 4G Network 



21 
 

 

In Figure 2.9, different networks are connected with IP core and 4G integrates 

heterogeneous wireless technologies avoiding the need of new standard for different 

wireless systems like Worldwide interoperability for Microwave Access (Wi Max), 

wireless local area network (WLAN), Universal Mobile Telecommunication System 

(UMTS) and General Packet Radio Service (GPRS). 

2.9 Fifth Generation mobile communications (5G) 

The abbreviation “5G” stands for the fifth generation of mobile communications. This 

technology is being proposed as a standard for the next phase of mobile 

telecommunication (e.g., beyond 4G.) The data rates are increased in 5G beyond 100 

Mbps to facilitate for quick downloads and streaming of data [17]. 

 

 
Figure 2.5: Timeline 3G to 5G [17] 

 

The 5G-communication technology will be capable of supporting wireless world wide 

web. There are two supposed views about 5G technologies, the evolutionary view and 

revolutionary view. In evolutionary view the 5G technology will support wireless 

world wide web with allowing of highly flexible network, whereas in revolutionary 

view 5G technology will be able to interconnect with world without any limits [29]. 

2.10 Long Term Evolution (LTE) 

Long Term Evolution technology (LTE) is a rather new standard for mobile wireless 

communications. It has a flat network architecture and is a packet-based. LTE offers 

broadband access for fixed, portable and mobile devices [23]. 

The benefits of LTE technology include increased capacity, reduced network 

complexity, reduced latency, high data rate, improved coverage and lowered 

deployment and operational cost [8].     
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Figure 2.6: LTE Architecture 

Figure 2.6 displays a simplified LTE architecture including a server gateway, and a 

packet data network gateway. The s1 interface connects a node to server gateway. The 

LTE architecture supports traffic between E-UTAN and EPC [2]. 

2.11 Wi Max 

WiMax stands for Worldwide Interoperability for Microwave Access. The 

development group for Wi Max was formed in 1998 to develop this air interface 

standard for wireless broadband. WiMax offers flexibility in terms of deployment 

options and services. It is capable of very high data rates, scalable bandwidth 

functionality and data rate support. Wi Max also provides support for advanced 

antenna techniques. 
 

The overall network architecture can be divided into three parts: mobile stations, 

access service network, and connectivity service network.  

The architecture allows business entities like Virtual private network (VPN), and IP 

connectivity service. 

 



23 
 

Figure 2.7:  Working of Wi Max as commercial product 

In Figure 2.7, WiMax work with WiFi access point, Hotspot, Portable broadband 

access, and Consumer broadband access providing dual polarization features, MIMO 

with good outdoor coverage and throughput [30]. 

 

Figure 2.8: Working of WiMax with customer premises, Telecore or fibre network. 

In Figure 2.8 WiMax works as wireless internet broadband access in several kilometer 

radius also addressing indoor installation with good frequency [26]. 

2.12 Public Networks 

Public Wi-Fi networks may be wired or wireless and they provide Internet access at 

airports, coffeshops, and hotels etc.  

There are different approaches for public network, for example, in a lobby room with 

an access point, access point with authentication, and use of access points supporting 

virtual LAN with SSID, access permission, and security settings.  

With all above approaches there is need for additional separation between network 

using access point supporting 802.11a, and 802.11g frequencies. The public WLAN 

uses 802.11g frequency and internal WLAN uses 802.11a frequency. This reduces the 

chances anyone want to break in the network, but if the visitor has a laptop equipped 

with a dual-mode radio this security setting does not work, and you have to rely on 

internal network security of the computer. 

Public networks are quite vulnerable and unsecure in practical use [33]. In public and 

crowed places anyone can steal password by shoulder surfing or by employing a video 

camera positioned near the computer screen and keyboard.   
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Figure 2.9: Secure VPN 

 

The Figure 2.9 shows the virtual private network to create a secure network connection 

over a public network such as internet [20]. 

 

 
Figure 2.10: How VPN work shows that how VPN allows user to connect internet with 

much secure and safer way by encrypting data [21]. 

 

To increase safety, there have been standards developed. For example, the Payment 

Application Data Security Standard (PA-DSS), is the global security standard created 
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by the Payment Card Industry Security Standards Council (PCI SSC). In PA-DSS 

vendors must ensure certain protections including protection of card data, log of 

payment activity, card holder data should not stored on internet, encryption of 

network sensitive traffic, and maintain instructional documents [39]. 
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2.13 Deployment of long distance WiFi 

The long distance Wi-Fi networks can be divided into five phases: network planning, 

MAC protocol, network management, power saving, and applications and services 

[3]. In network planning, a long-distance Wi-Fi link requires line-of-sight to get 

sufficient signal strength for reception. The network planning includes five phases: 

cost and performance, planning tower location selection, decision on tower height, 

link type, antenna type, power transmission, and the channel of operation.  

For channel allocation, 802.11b/g 2.4 GHz band is available for license free outdoor 

operations [3]. 

 

Figure 2.11: Wi-Fi long distance link [3] shows the point to point wireless link between two 

antenna towers.  

 

Table 2.1 shows how the cost increases with increased tower height. Initially cost 

increases with steadily with tower height increase in first two values, but the cost 

shows throughout rapid increase the as height increases from 21 metres to 45 metres.   
Table 2.1: Tower /mast cost [3]. 

 
To
wer 
Hei
ght 
(m) 

10 15 21 24 27 30 45 

Co
st $ 

100 150 800 950 1100 1850 5000 

 

The MAC protocol is based on carrier sense multiple access with collision avoidance 

(CSMA/CA) contention resolution. This technology has some drawbacks for outdoor 

long distance operation like inefficiency, timeouts, and limited quality of service for 

audio/video applications [3].  
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The Network management comprises of performance, fault diagnosis and repair. It 

also includes configuration collection, signal strength measurement, and error rate 

measurement [3]. The Power saving includes the power conservation settings, for 

example a suitable approach is that we should power on only when connectivity is 

required [3]. 

2.14 Security 

Wi-Fi products present on the market mainly support security mechanism proposed by 

IEEE 802.11 standards (802.11b/802.11i/WPA/WPA2). The IEEE 802.11 standard 

defines the basic access control, authentication of station which is connected to the 

network, confidentiality and integrity of data (WEP protocol) [43]. 

 

Access control is performed mainly using two techniques based on the use of SSIDs 

and /or access control list (ACLs) [43]. 

 

SSID is an identifier of the network represented by an alphanumeric code common to 

all the access points and stations forming the same network. Thus if user knows SSID 

of the network, then it is able to reach it if or not, its request will be rejected. Default 

values exist in the solutions suggested by the manufacturer and must be personalized 

by the administrators of these networks. This protection is weak because the access 

point periodically sends the SSID in clear in beacon frames which could be easily 

intercepted [43]. 

 

ACL, the second technique of access control consists in using list of access. Indeed 

each access point has a list where are registered all the MAC address of authorized 

stations. The access point carries out a filtering on the basis of MAC address. Each list 

must be continuously updated, manually or by specialized software, in order to add or 

to remove users. This protection is also weak because only a passive listening of the 

network is sufficient to recover the MAC address [43]. 

 

Be added to these two techniques is the use of passwords. These three means of 

protection can be used in a complementary way [43]. 

 

Data Confidentiality requires the exchange or pre-shared encryption/decryption keys. 

The mechanism of exchange of keys is not specified by the standard but depends on 

the manufacturer’s choice. The data ciphering is carried out using WEP algorithm 

[43]. Encryption is the standard IEEE 802.11 proposes a traditional data encryption 

technique based on using a symmetric key (secret) [43]. The decryption algorithm 

include  

 Generation of decryption key from IV or received message and the identifier of 

decryption key, 

 Decryption of received message with the key to obtain the initial message, 

 Check of the integrity of the decrypted message by using ICV algorithm 
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Comparison between the obtained ICV and transmitted ICV with message, if an error 

is detected an indication of error is sent to the MAC layer and then transmitted to the 

transmitting station [43].  

 

IEEE 802.11 standard proposes two authentication systems: The Open System 

Authentication (OSA) and Shared key authentication (SKA). The Open System 

Authentication (OSA) is the first technique suggested by default. There is no explicit 

authentication; a station can join any access point and listen to data in clear within a 

cell. This mode is used if one chooses an easy use of the system without security 

management [43]. The shared key authentication (SKA) provides a better system for 

authentication based on the use of a mechanism to share secret key between the 

station and the access point. The authentication is possible only when the WEP 

encryption option is activated. It allows to check that the station which wishes to be 

authenticated has a shared key. This operation does not require to transmit in clear the 

key, but is based on the encryption algorithm described previously. The shared secret 

key is stored in a Management Information Base (MIB). The IEEE 802.11 standard 

does not give any detail on the procedure key distribution. 802.11b corrects the 

problems involved in the MIB and the management of the access points in the IEEE 

802.11b version [43]. 

 

This mechanism comprises generally four steps: 

 The station wanting to connect to an access point (infrastructure mode) or 

another station (ad-hoc mode), sends an authentication request. 

 The access point answers by sending an authentication frame containing a 

random challenge text of 40 or 128 bits (the manufacturers extended the initial 

length to reinforce security) generated by WEP algorithm 

 Upon receiving the frame containing the text, the station encapsulates it in an 

authentication frame and encrypts it with the shared secret key before sending 

it to the access point. 

The access point decrypts the text using the same shared secret key and 

compares it with the sent one. If the text is identical, the access point confirms 

its authenticity otherwise it sends a negative response [43]. 
 

The weaknesses in the mechanisms are listed below: 

 Data encryption protects only MAC data frames, and not the header of the 

physical layer frame, other stations can then listen the encrypted frames. 

 The same shared key is used for encryption /decryption and authentication 

 There is also a method where the stations and the access points may use 

WEP alone without authentication that is carried out in open system mode. 

 Security mechanism proposed in IEEE 802.11 are included in all the derived 

standards including IEEE 802.11 b(Wi-Fi) [43]. 

 

No mechanism of distribution of keys is mentioned in the standard. Consequently, the 

equipment suppliers implement specific solutions in their products. Unfortunately, in 

the majority of the cases, it is not possible to verify the consistency of the implemented 

procedures [43]. 
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WEP keys can be used in two manners: 

 The first method provides a window with four keys (taking into account the 

reservation of 2 bits for their description in Key ID of IV.  Station and access 

points can decrypt frames using one of these four keys. Classically, only one 

key is used, it is introduced manually and is regarded as being the key by 

default [43]. 

 The second method is called key mapping table. In this method, each MAC 

address can have a separate key. This table at least contains ten entries and the 

maximum size is directly related to the chipset. Assign a separated key to each 

user permits to better protect the frames. Since keys can be only changed 

manually, the periodic validity of the life of the key remains an important 

problem. This solution consumes memory, is difficult to manage, and is error 

prone. For these reasons, it is often not implemented by many vendors [43]. 

 

 

For the access control, extended service set identification (ESSID), also known as 

WLAN service area ID, is programmed into each AP and is required in order for a 

wireless client to associate with an AP. In addition, there is provision for a table of 

MAC addresses called access control list to be included in the AP [42]. 

 

For data encryption, the standard provides for optional encryption using a 40-bit 

shared –key RC4 PRNG algorithm from RSA data security. All data sent and received 

while the end station and AP are associated with it. The client must use its key to 

encrypt the correct response in order to authenticate itself and gain network access 

[42]. 

Beyond Layer 2, 802.11b WLANs support the same security standards supported by 

other 802 LAN for access control (such as network operating system login) and 

encryption (such as IP Sec or application-level encryption). These higher-level 

technologies can be used to create end-to-end secure networks encompassing both 

wired LAN and WLAN components, with the wireless piece of the network gaining 

unique additional security from 802.11b feature set [42]. The Table 2.2 shows 

relationship between different WLAN standard and their scope. 
 

Table 2.2: Key standards for WLAN [42] 
 Standard        Scope 

Wired Industry Forum, Open Air 2.4 GHz frequency-hopping spread-spectrum 

IEEE 802.11b Defines WLAN interoperability among multivendor 

products, infrared, 2.4 GHz frequency hopping, and 2.4 

GHz DSSS 

Home Radio Frequency Working Group SWAP for wireless networking within a home 

Bluetooth Consortium Short-range radio links using 2.4 GHz FHSS. 
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2.15 IEEE 802.11 Family and Derivative standards 

 
IEEE 802.11g  

This standard operates in the 2.4 GHz band (like IEEE 802.11b) and offer similar 

throughput as IEEE 802.11a. IEEE 802.11g products are compatible with Wi-Fi 

products [43]. The maximum range of IEEE802.11g devices is slightly greater than 

that of IEEE802.11b, but the range in which client can achieve full (54Mbps) data rate 

speed is shorter than that of 802.11b [43]. 

 

Most of dual band IEEE 802.11 a/g products became dual–band / tri–mode, supporting 

a,b, and g in single mobile adopter card or AP [43]. 

  

IEEE 802.11g suffer from the same interference problems as IEEE 802.11b is already 

crowded 20.GHz band. Device operating in this range include microwave oven, 

Bluetooth devices, and cordless telephones [43]. 

 
IEEE 802.11e 

It makes revision to MAC layer of the current IEEE 802.11 to expand support for LAN 

applications that have Qos requirements [43]. 

 
IEEE 802.11d 

IEEE 802.11d referred to a regulatory domain update, and deals with issues related to 

regulatory differences in various countries [43]. 

 
IEEE 802.11f 

The goal of this working group was to develop a Inter-Access Point Protocol (IAPP) 

that allows interoperability between Access points (Aps) of multiple vendors across a 

Directory service (DS) supporting IEEE 802.11 wireless links [43]. 

 
IEEE 802.11h 

This standard deals with power and spectrum management issues [43].  

 
IEEE 802.11i and IEEE 802.1X 

These two standards deal with security features applied to IEEE 802.11b/a/g/n [43].  

 
IEEE 802.11k 

This standard deals with Voice over IP, Video over IP, and location, as well as 

mitigation of harsh radio environment places where WLANs are operated (multifamily 

dwelling, air planes, factories, municipalities, etc.) [43]. 

 
IEEE 802.11j 

This standard studies the convergence of American standard IEEE 802.11 and 

Europeon Hiperlan 2 (both functioning at 5GHz) [43].  

 
IEEE 802.11p 

This standard refers to wire access for the vehicular environment (WAVE). It defines 

enhancements to IEEE 802.11 required to support intelligent transposition systems 
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(ITS) applications.  This includes data exchange between high speed vehicles and 

between these vehicles and the roadside infrastructure is licensed ITS band of 5.9 

GHz[43]. 

 
IEEE 802.11u 

This standard adds features that improve interworking with external networks. It 

covers the cases where user is not pre-authorized to use network.  From user point of 

view the aim is to improve the experience of travelling user who turns on laptop many 

miles away from home.  IEEE 802.11u proposal requirements specification contain 

requirements in the areas of enrolment, network selection, emergency call support, 

user traffic segmentation, and service advertisement. 802.11u is in its proposal 

evaluation step [43]. 

 
IEEE 802.11v 

It is wireless network management standard, family of IEEE 802.11 standard. This 

standard may include cellular-like management paradigms. It is in proposal stages 

[43]. 

 
IEEE 802.11r (Fast roaming/Fast BSS transition) 

Primary applications VoIP or internet based telephony, and wireless internet network 

instead cellular network.  

 

Fast BSS transition Improve efficiency of radio channel, enable3 client to perform key 

computation and remove four way handshake, enables fast allocation of resources 

[43]. 
 

IEEE 802.11s 

It is unapproved IEEE 802.11 standard for ESS mesh networking.  Defines the 

architecture for both multicast and unicast delivery [43].  
 

IEEE 802.11w 

It protects against network disruption caused by malicious systems [43]. Table 2.3 

shows relationship for different 802.11 derivative standard with frequency. According to the 

table, for 802.11 derivatives 802.11a, 802.11h and 802.11j maximum frequency band (i.e 

5GHz) is available. 

 
IEEE 802.11n 

802.11n specifies 300 Mbps bandwidth which is doubles than 802.11b and 802.11g, 

and also work on Multiple input Multiple output (MIMO), channel bonding, and 

payload optimization technology. 

MIMO uses several antennas to move multiple data streams from one place to another. 

In channel bonding we can use two separate non overlapping channels at the same 

time to transmit data. And payload optimization means that we can have more data 

into each transmitted packet [12]. 
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802.11n networks are performance protected with Cisco, provided clean air 

technology, efficient delivery of video stream, security improvements and filling 

coverage holes [9]. 

We can operate mixed 802.11b/g/n network until 802.11n becomes more prevalent.  

The advantages of 802.11n are as follows [13]: 

 802.11n can operate on either the 5 GHz frequency at a theoretical maximum 

speed of 300 Mbps. 

 The Access Points that support 802.11n standard covers roughly 1.5 times more 

distance than the earlier standard – 802.11g , per Access Point. 

 802.11n not only they support more distances, but also support a more uniform 

bandwidth over distances. 

 802.11n is totally backward compatible, it means combination like 802.11 a/n 

and 802.11b/g/n can work. 

 New laptops have built in adaptors for 802.11n (draft n) and it can also be 

added via USB interface. 

 Earliar technologies like Radio Management, Wireless Multi Media, WPA2 

encryption, Intrusion Detection etc. would work even better with 802.11n . 

The 802.11n Wi-Fi deployments have to face following challenges: 

 The cost of each 802.11n access point is two to three times that of b/g access 

points. 

 The cat6 cable, updated patch panels, updated fiber interfaces, new edge/core 

switches needed enabled to realize the enhanced performance of 802.11n as 

every access point can easily utilize more than 100 Mbps 
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Table 2.3: 802.11 standards (* means on February 2002) (Maxim et.al, 2002). 

 
802.11 Task group  Purpose Band  Status Notes 

802.11 Wireless LAN .4 GHz 
Approved 1997 

Updated 1999 

Define the PHY 
and MAC for 

Wireless LANs 

802.11a 
Develop a PHY in 
the 5 GHZ band 

5 GHz Approved 1999 

Defines a high 
speed PHY 

using the 5GHZ 
band . Uses 
OFDM data 

rates up to 54 
MBPS 

802.11 b 

Develop a faster 
PHY (that 802.11) 

in the 2.4 GHZ 
band 

2.4 GHz Approved 1999 

Defines a high 
speed PHY 

using the 2.4 
GHZ band. Uses 
CCK with DSSS. 
Data rates up to 

11 MBPS 

802.11c 

Develop a MAC 
bridging 

functionality for 
802.11 

N/A 
Folded into 802.1 

D standard for 
MAC bridging 

 

802.11d 

Determine the 
requirements 
necessary for 

802.11 to operate 
in other regulatory 

domains 
(countries) 

N/A Ongoing*  

802.11e 
Provide Qos and 

classes and 
services 

N/A Ongoing* 

Uses distributed 
coordination 

function (DCF) 
and point 

coordination 
function (PCF) 

802.11f 
Multivendor 
access point 

N/A Ongoing * 
This involves 

recommended 

 
inter-operability by 

use of an IAPP 
  

practices above 
the MAC layer 

802.11g 

Develop a faster 
PHY (than 

802.11b) in 2.4 
GHZ band 

2.4 GHz 
Draft standard 

2001 

22 MBPS is 
possible by 

using PCBB-22 
Alternatively 

OFDM can be 
used for upto 54 

MBPS 

802.11h 

Enhance the MAC 
and 802.11a PHY 
with spectrum and 

power 
management in 
the 5GHZ band 

 

5 GHz Ongoing* 

Objective is to 
obtain Europeon 

regulatory 
approval 

802.11i 
Security 

enhancements to 
WEP 

N/A Ongoing* Uses TKIP 

802.11j 
Make 802.11a and 

HyperLAN 
interoperable 

5GHZ Discontinued  
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Figure 2.12: Comparison of IEEE 802.11standards 

 

According to Figure 2.12, IEEE 802.11n has highest data rate of 300 Mbps compared 

with IEEE 802.11g, and IEEE 802.11b.  

2.15.1 Extensions to 802.11b 

To increase the data rate in the 802.11b standard, advanced coding techniques are 

employed. To support very noisy environments as well as extended range 802.11b 

WLAN use dynamic shifting, allowing data rates to be automatically adjusted to 

compensate for the changing nature of the radio channel. Ideally, users connect at full 

11-Mbps rate. However, when devices move beyond the optimal range for 11-MBPs 

operation, or if substantial interference is present, 802.11 b devices will transmit at 

lower speeds, falling back to 5.5, 2 and 1 Mbps. Likewise, if a device move back 

within range of a higher-speed transmission, the connection will automatically speed 

up again. Rate shifting is a physical layer mechanism transparent to the user and upper 

layers of the protocol stack [42]. 
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3. Research approach 

3.1 Literature reviews 

We did a literature study focusing on Wi Fi technology, and its comparison with other 

technologies. All related information is gathered from websites, e-books, online 

articles and journals, other internet sources and library books. 

 

There was some difficulty about finding particular information (like frequency, 

upstream and downstream speed) because we have to make certain tables and 

comparisons of different technologies (like 3G, 4G, 5G, LTE, and WiMax) with 

WiFi. After carefully analyzing all gathered information, it is presented in organized 

form, like comparisons and tables. 

 

We gathered all the required information, and checked with at least two sources, 

assuring that it is true information. After gathering information and study analysis, the 

results of an extensive survey, and literature reviews about different wireless 

technologies are summarized in result section. 

 

The literature study did not analyze technologies like Bluetooth, Near Field 

Communication (NFC), and Radio frequency identification (RFID). 

3.2 Literature survey  

 

 

 
 
Figure 3.1 : Literature flow diagram  
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According to Figure 3.1, we used 24 internet sources, and four library books to search 

information. For example, we reviewed IEEE 802.11 Family and standard, and OSI 

model information from library books. Information on WiFi security, WiFi 

advantages/disadvantages, coverage, comparison with other technologies, and cost 

and market analysis came basically from internet sources.  

 

First, we did a literature survey about WiFi and its use, then we compared it with 

other technologies from various sources. Studies of different communication 

technologies have been done by many investigators. The result of some of the 

numerous studies were summarized. The study consists of four distinct region, 

security, comparisons, cost, and implementation, each of which is discussed in detail.  

 

Comparisons between WiFi and different technologies are presented in various 

aspects. Some suggested security measures, and some areas requiring further 

investigations are also discussed.       
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4. Results 
This chapter compares Wi-Fi 802.11, 3G and LTE wireless technologies in terms of 

their technical properties.  

4.1 Technical comparisons of WiFi with 3G, 4G, and LTE 

4.1.1 Wi-Fi and 3G comparison   

Table 4.1.1 shows a comparison between Wi-Fi and 3G technologies in terms of 

coverage, range, upstream and downstream speeds, scalability and spectral efficiency. 

According to the table, Wi-Fi technology has better downstream speed compared to 

3G. Moreover Wi-Fi offers better speed, easy indoor deployment with good spectral 

efficiency which means it has good low cost indoor coverage. The Wi-Fi and 3G can 

be considered complementary technologies, but sometimes we have to choose one 

over the other for either budget reasons or technological limitations. 

 
Table 4.1.1: Wi-Fi and 3G comparison. 
 
 WiFi 3G 

Range 100m 80Km 

Coverage Indoor In multiple cities (e.g. 826) in a country  

Downstream speed 300 (using 4x4 configuration in 20 MHz 
bandwidth) or 600 (using 4x4 
configuration in 40 MHz bandwidth) 

1 Mbit/s 

Upstream speed 400kbit/s  

Scalability Fixed 20 MHz channel (13 Non-
overlapping channels in 802.11b, 5 in 
802.11a) 

Traffic growth and increased signal 
traffic is possible. 

Spectral efficiency 2.7 bps/Hz-54MBps in 20 MHz Max 1.3 (average loaded sector)/Hz per 
cell or per sector 

 

4.1.2 Wi-Fi and 4G comparison 

Wi-Fi and 4G usages in cell phones are quite different in terms what they offer 

technically. In case of Wi-Fi, the signal comes to the phone from a wireless router or 

modem, and the signal is of limited range typically up to 150 feet. In the case of 4G, 

the Internet is available to you from a cell phone tower somewhere in the vicinity with 

a typical speed between 6 to 15 Megabytes per second.  

 

Table 4.1.2 shows a comparison between Wi-Fi (802.11) and 4G technologies in 

terms of coverage, range, upstream and downstream speeds, scalability and spectral 

efficiency. According to the table, Wi-Fi technology has better downstream and 

upstream speed, compared with 4G but offers less speed in indoor deployment with 

good spectral efficiency (37 bits/sec). WiFi also deliver a higher tethering speed  

compared to 4G.  
Table 4.1.2: Wi-Fi and 4G comparison. 
 WiFi 4G 

Range 100m 100Km 

Coverage Indoor In multiple states (e.g. 50). 

Downstream speed 300 (using 4x4 configuration in 20 MHz 
bandwidth) or 600 (using 4x4 
configuration in 40 MHz bandwidth) 

28 Mbit/s 

Upstream speed 22Mbit/s 

Scalability Fixed 20 MHz channel (13 Non-
overlapping channels in 802.11b, 5 in 
802.11a) 

Scalable with Internet, fixed length, 
voice and other services 

Spectral efficiency 2.7 bps/Hz-54MBps in 20 MHz 37 bits/second 



39 
 

4.1.3 Wi-Fi and LTE comparison 

LTE and Wi-Fi access points are good options available for users and customers when 

they are considering data capacity expansion. LTE require fewer cells to achieve  

significantly better result than Wi-Fi access points, in terms of support, quality of 

service, security and self organization (SON) [27]. Table 4.1.3 shows that Wi-Fi 

technology downstream speed is about the same as LTE but Wi-Fi is limited to indoor 

use only. Moreover, we can see that LTE has good upstream speed and spectral 

efficiency as compared with WiFi. 

 
Table 4.1.3: Wi-Fi and LTE comparison. 
 WiFi LTE 

Range 100m Cell range 100Km 

Coverage Indoor Indoor, Outdoor 

Downstream speed 300 (using 4x4 configuration in 20 MHz 
bandwidth) or 600 (using 4x4 
configuration in 40 MHz bandwidth) 

300 Mbps 

Upstream speed 75 Mbps 

Scalability Fixed 20 MHz channel (13 Non-
overlapping channels in 802.11b, 5 in 
802.11a) 

Supports career bandwidth from 1.4 
MHz to 20MHz, with GSM, UMTS..  

Spectral efficiency 2.7 bps/Hz-54MBps in 20 MHz 16.32  bps/Hz per site 

4.1.4. Wi-Fi and WiMax comparison 

WiMax 802.16 (Wireless Metro Area Network) technology can serve the customer 

from a distance of 50 Km from base station whereas Wi-Fi 802.11a/b/g (Wireless 

LAN) has an Access Point range of about 100 meters. WiMax is more suitable to serve 

the outdoor area whereas Wi-Fi is more suitable for indoor location. WiMax is 

designed to deliver a metro area broadband wireless access (BWA), but Wi-Fi is a 

local network technology designed to add mobility to private LANs [11]. 

.  

 
Figure 4.1: Coverage description of WiMax and Wi-Fi (dBrn Associates, 2004). 
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Figure 4.1 shows coverage of Wi-Fi and Wi Max. According to the figure, the WiMax 

provides maximum coverage comparing with Bluetooth providing minimum coverage 

and range.   

 

Table 4.1.4 shows a comparison between Wi-Fi and WiMax technologies in terms of 

coverage, range, upstream and downstream speeds, scalability and spectral efficiency. 

According to the table, Wi-Fi technology is not scalable, as WiMax, and offers less 

speed in indoor deployment with good spectral efficiency 

 
Table 4.1.4: Wi-Fi and WiMax comparison. 
 WiFi WiMax 

Range 100m 50KM 

Coverage Indoor Indoor, 

Downstream speed 300 (using 4x4 configuration in 20 MHz 
bandwidth) or 600 (using 4x4 
configuration in 40 MHz bandwidth) 

Up to 365 Mbps 

Upstream speed Upto 376 Mbps 

Scalability Fixed 20 MHz channel (13 Non-
overlapping channels in 802.11b, 5 in 
802.11a) 

Network expansion, addition of channel, 
cell splitting, sectorization, polarization 
modification, and frequency reuse is 
possible. 

Spectral efficiency 2.7 bps/Hz-54MBps in 20 MHz 1.2  to 3.7 bps/Hz per site 

 

4.2 Costs analysis 

We can categorize Wi-Fi access point radios into two groups: consumer grade and 

customer grade. The cost to install Wi-Fi is $1000 per station commercially whereas 

basic home Wi-Fi radio equipment installation cost is $90 per unit. Hence, the use of 

commercial grade equipment is quite expensive in a larger implementation to achieve 

professional quality and stability of the network. The use of consumer grade 

equipment in a commercial implementation is not advised since it does not provide 

appropriate return-on investment and stability [19]. Commercial-grade equipment 

provides technological, administrative, and practical features essential for expeditious 

use and revenue generation. For example, the professional-grade equipment supports 

the usage patterns of the workplace well and tools for administration of the  radio 

network [19].   

 

Employment of Wi-Fi can be inexpensive compared to traditional Ethernet wired 

networks. For example, commercial building owners require contractors to drill and 

install wires through the reinforced floor or walls. Also, the task of running network 

cable inside walls and install jacks for each user location is time consuming and 

expensive in facilities like offices and hotels. This difficulty seems to be the driving 

force that drive the market growth for wireless networking [19]. 

 

Determining the cost of Wi-Fi network is a complex task. The cost can be viewed as 

numbers of square foot of a building indoor space, or per square miles of outdoor 

area. In hotels, schools, or other sites where room sizes are present, the cost can be 

expressed as dollars per room [19].   

 

 Following conclusions can be drawn on basis of prices, power and sensitivity. 
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 The lower the price of an access point, receive sensitivity will generally be 

lower  

 The highest priced access points can approach the 100 dBm receive sensitivity 

level 

 When an access point has higher cost it means that it has greater transmit 

power, better receiving sensitivity, or both 

 External Wi-Fi adopter has less capacity than their counterparts in terms of 

both power and sensitivity [19]. 

 

Consumer grade radio in a commercial installation will result in higher cost 

because: 

 Consumer grade access points require the installation of more units that do 

commercial grade radios because they are not providing sufficient receiving 

sensitivity for covering large area. 

 Consumer grade access points are not required to obey with different 

specifications as are the commercial –grade unit [19]. 

 

We can conclude that if we use commercial Wi-Fi network using consumer-grade 

equipment, it is more costly and it will not provide the level of consistency, capacity, 

stability and performance as would commercial –grade equipment [19]. 

 

WiFi is inexpensive when compared to Ethernet wired networking, because it is hard, 

expensive, and time consuming to drill in concrete constructions for Ethernet network 

cable working.  The Ethernet Cat5 cable also requires additional receptacle or Power 

over Ethernet (PoE) and splitters. The WiFi access point can also serves as portal to 

printers, fileservers, and other networking resources [19]. 

 

The WiFi consumer grade gross price is $1440 per access point, with radio unit 

($1000) and installation ($440). If we breakdown $1000 radio unit cost, then it 

contains $500 for hardware and $500 overall labor cost [19].  

 

Table 4.2.1 shows cost details of consumer and customer grades WiFi Access Points 

and their installation cost [19]. 

 
Table 4.2.1: Consumer grade units vs. Commercial grade units [19] 

 
 Number of 

access 
points 

Cost per 
access point 

Total access 
point cost 

Installation cost TOTAL UP 
FRONT COST 

Consumer grade 3 $90 $450 $5000 $5450 

Commercial 
grade 

5 $500 $1500 $3000 $4500 
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5. Discussion 

Wi-Fi is widely used in Wi-Fi enabled devices like Notebooks, Desktop PCs, Mobile 

handsets, Routers, Printers, Cameras, PDAs, and Gaming consoles.  

The quest for connectivity makes electronics manufacturers to equip their product with 

WiFi. In the next five years, we can forecast the increase in number of WiFi enabled 

devices, from over 550 million in 2009, to 1.7 billion in 2015. Mobile phones, Blue 

ray players, electronic readers, and smart digital TVs are adopting WiFi. 802.11n WiFi 

enabled devices have increased WiFi capabilities, resolving many technical issues. We 

expect WiFi adoption also in video devices, and WiFi in living room makes the digital 

living room with game consoles, Blueray player, and other devices. In 2012, the WiFi 

enabled devices will increase 200 million [4]. WiFi enabled mobiles are also widely 

used. The WiFi enabled mobile phones shipments are projected to exceed ½ of a 

billion units. WiFi attached e-readers will increase from 3% in 2009 to 88% by 

2014[18]. 

 There are several advantages and disadvantages of the IEEE 802.11 Wi-Fi 

technology. The advantages include reduced costs of network connection and 

expansion and a well-functioning market that drive down the cost of access points and 

user interfaces. Moreover, IEEE 802.11 support roaming and encryption, which is 

important to protect traffic from third party interception [4]. The disadvantages include 

inconsistent and often unlicenced use of the radio spectrum, high power consumption 

and degradation of performance when other radio-emitting devices are present, for 

example, microwave ovens, Bluetooth radios, and cordless phones. A result of such 

interference is a lowering of the transmission rate and packet transmission speed. 

Although the data is not lost, but throughput rate may slow to an intolerable level [15]. 

The Wi-Fi networks are quite insecure even thought the Wired Equivalent Privacy 

(WEP) algorithms have been correctly configured by the user. Use of open Wi-Fi 

access points can create many problems in high density areas such as large apartment 

blocks where many residents have Wi-Fi access point. Moreover, free access points 

can be used anonymously to initiate an attack, which could be extremely difficult to 

track beyond the owner of the access point [4]. 

 

In a couple of years, the speed of Wi-Fi access point will be over 1Gbps. The multi-

stream 802.11n devices will start with three-stream radios. The three streams in 

Apple's base stations require 3X3, three-stream adapters to reach higher speeds. In 

addition to 802.11n, all 3.5G and 4G cellular wireless standards are added with the 

use of MIMO for better coverage and performance [14]. 5GHz Wi-Fi (802.11ac) is 

the 5th generation of Wi-Fi. It is superior to 802.11 a/b/g/n and will be more 

relievable and robust [5].    
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Table 5.1: Difference between 5G WiFi and 802.11n 

 
 802.11n 5G 

Data Rate 300 Mbps 3.6 Gbps 

Coverage Most Rooms Whole Home 

Band     2.4 GHz 

    5.15-5.90 GHz 

5.15-5.9 GHz 

Works with Existing infrastructure Yes Yes 

Use Case Data, Compressed Video Video, Fast Synch 

 

5.1 Power management and Power Saving Modes 

Power management mechanisms in the IEEE 802.11 standard depends on the 

infrastructure mode i.e., whether infrastructure mode or ad-hoc mode is used. Using 

these power saving mechanisms, the wireless terminals and stations can turn off the 

transmitter and receiver to minimize its power consumption while staying connected to 

the network. Mainly there are two types of power saving modes: Standard Power Save 

Mode, and Automatic Power Save Delivery Mode [44]. 

5.1.1 Standard Power Saving Mode 

Standard power saving mod has two types of operations: access point operation, and 

station operation. In Access Point operation the power management is centralized in 

the Access Point in infrastructure mode and the data frames are buffered at the Access 

Point which is to be transmitted to the associated stations which are already in the 

power save mode [44]. In station operation, a station in the power save mode wakes up 

every n Beacon arrivals, (where n is an integer ≥ 1). This wakeup interval of the 

station is communicated to the Access Point at the association time. The AP responds 

with an Acknowledgement (ACK) frame or directly with the data frame [44]. 

5.1.2 Automatic Power Saving Delivery  

Automatic Power Save Delivery (APSD) is included in the 802.11e as an optional 

extension for the previously defined 802.11 Power Save Mode. The main difference of 

Automatic Power Save Delivery (APSD) and Standard Power Save Mode (Std PSM) 

is that in APSD the station is awake during a Service Period (SP) instead of being 

awake for the duration a PS-Poll is transmitted until all the frames in the AP buffer are 

delivered to the station. 
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6. Conclusion  
This thesis compared the performance of Wi-Fi standards (IEEE 802.11) for industrial 

environments and compared it with mobile phone radio systems standards (3G, 4G 

and LTE/5G). Moreover the basic technical principles of IEEE 802.11 family and 

derivatives have been discussed in detail in this report.   

 

Wi-Fi is an inexpensive technology and it covers the customer requirement regarding 

market interest. For commercial use in hotels, hotspots, and cyber cafes, 802.11n 

seems to be a good alternative for the future because it specifies 5 GHz frequency at a 

theoretical maximum speed of 300 Mbps, gives Multiple input Multiple output 

(MIMO), channel bonding, and payload optimization technology. It also provides 

uniform bandwidth over distances and covers roughly 1.5 times more distance than 

the earlier standards. Our investigation also shows that IEEE 802.11 is inexpensive 

technology as compared to other technologies available in market [40].      

 

However, the energy consumption of in Wi-Fi technology has a significant effect on 

the battery of mobile smart-phones because both Wi-Fi access points and Wi-Fi 

smartphones are implemented with a variety of Wi-Fi power saving strategies for 

saving power. 

 

Finally, we concluded that based on our assumptions, collected information, analysis, 

observations and results there is a possibility to offer seamless Wi-Fi internet services 

to the customers in the buildings, cafes, hotspots and other public places with 

reasonable technical performance and costs. 
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Appendix A  

   
Business process outsourcing (BPO) 

In out sourcing, Business process outsourcing (BPO) is a subset which includes the 

operations and responsibilities contract of specific business functions to a third-party 

service provider. 

Carrier sense multiple access with collision avoidance (CSMA /CA) 

In computer networks, Carrier sense multiple access with collision avoidance 

(CSMA/CA), is in involves: a carrier sensing scheme, and a node wishing to transmit 

data for a certain amount of time. Idle node is permitted to transmit, and busy node is 

deferred for a certain amount of time. 

Directory service (DS) 

A directory service is the software system which stores, organizes and provides access 

to information in a directory. 

Direct-sequence spread-spectrum (DSSS) 

Direct-sequence spread spectrum (DSSS) is a modulation technique which work with 

other spread spectrum technologies, for the transmitted signal which takes up more 

bandwidth than the information signal that is being modulated. 

Frequency hopping spread-spectrum (FHSS) 

Frequency-hopping spread spectrum (FHSS) is a method of transmitting radio signals 

by rapidly switching a carrier among many frequency channels, using a pseudorandom 

sequence known to both transmitter and receiver. 

Inter-Access Point Protocol (IAPP) 

Inter-Access Point Protocol (IAPP) is a recommendation (IEEE 802.11F) which 

describes an optional extension for IEEE 802.11 providing wireless access point 

communications for different vendors. 

Industrial, scientific and medical (ISM) radio bands 

The industrial, scientific and medical (ISM) radio bands are reserved radio bands for 

the use of radio frequency (RF) energy for industrial, scientific and medical purposes. 

 

http://en.wikipedia.org/wiki/Modulation
http://en.wikipedia.org/wiki/Spread_spectrum
http://en.wikipedia.org/wiki/Bandwidth_%28signal_processing%29
http://en.wikipedia.org/wiki/Carrier_wave
http://en.wikipedia.org/wiki/Channel_%28communications%29
http://en.wikipedia.org/wiki/Pseudorandom
http://en.wikipedia.org/wiki/Transmitter
http://en.wikipedia.org/wiki/Receiver_%28radio%29
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Integrity Check Value (ICV) 

A checksum is a fixed-sized value obtained from a block of digital data for detecting 

accidental errors. 

Initialization Vector (IV) 

The initialization vector (IV) is a fixed-size input value for to a cryptographic 

primitive requiring random or pseudorandom. 

Media Access Control (MAC) 

The media access control (MAC), is a sub layer of the data link layer in the seven-OSI 

model. 

Management Information Base (MIB) 

A management information base (MIB) is a virtual database for managing different 

entities. 

Multiple-input and multiple-output (MIMO) 

Multiple-input and multiple-output (MIMO) is the used for multiple antennas at both 

the transmitter and receiver to improving performance. 

Orthogonal frequency-division multiplexing (OFDM) 

Orthogonal frequency-division multiplexing (OFDM) is a method of encoding digital 

data on multiple carrier frequencies.  

Orthogonal Frequency-Division Multiple Access (OFDMA) 

Orthogonal Frequency-Division Multiple Access (OFDMA) is a multi-user version for 

orthogonal frequency-division multiplexing (OFDM). 

Self-Organizing Network (SON) 

Self-organizing networks (SON), include two terms of 3GPP (3rd Generation 

Partnership Project) and the NGMN (Next Generation Mobile Networks) group, which 

is future radio access networks easier to plan, configure, manage. 

Temporal Key Integrity Protocol (TKIP) 

Temporal Key Integrity Protocol (TKIP) is a security protocol which is used in the 

IEEE 802.11 wireless networking standard. 
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Virtual Private network (VPN) 

A virtual private network (VPN) is a network that using public telecommunication 

infrastructure, like Internet, to provide remote offices or traveling users in central 

network. 

Wi-Fi Protected Access (WPA) 

Wi-Fi Protected Access (WPA) is security protocols and security certification 

programs which is developed by the Wi-Fi Alliance for more secure wireless 

networks. 

Wired Equivalent Privacy (WEP) 

Wired Equivalent Privacy (WEP) is a security algorithm for IEEE 802.11 wireless 

networks. It works as first security choice presented to users for router configuration.  

 

 

 



   

På svenska 

 

Detta dokument hålls tillgängligt på Internet – eller dess framtida ersättare – 

under en längre tid från publiceringsdatum under förutsättning att inga extra-

ordinära omständigheter uppstår. 

Tillgång till dokumentet innebär tillstånd för var och en att läsa, ladda ner, 

skriva ut enstaka kopior för enskilt bruk och att använda det oförändrat för 

ickekommersiell forskning och för undervisning. Överföring av upphovsrätten 

vid en senare tidpunkt kan inte upphäva detta tillstånd. All annan användning av 

dokumentet kräver upphovsmannens medgivande. För att garantera äktheten, 

säkerheten och tillgängligheten finns det lösningar av teknisk och administrativ 

art. 

Upphovsmannens ideella rätt innefattar rätt att bli nämnd som upphovsman i 

den omfattning som god sed kräver vid användning av dokumentet på ovan 

beskrivna sätt samt skydd mot att dokumentet ändras eller presenteras i sådan 

form eller i sådant sammanhang som är kränkande för upphovsmannens litterära 

eller konstnärliga anseende eller egenart. 
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