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Executive summary: Swedish 

Sammanfattning 

Cyberrisk utgör ett hot mot teknologier, data och individers och organisationers 

integritet. Svårigheten för organisationer i att skydda sig och reducera hoten har ökat 

som en följd av att cyberbrottslingar har tillgång till bättre metoder och verktyg för 

datastöld och systeminfiltration. Detta är i synnerhet sant vad gäller fleragentsystem 

där agenterna är digitalt sammanlänkade via Internet. Denna skrift rapporterar, med 

fokus på fleragentsystem, de vanligaste och mest fundamentala cyberhoten samt 

presenterar luckor och tillkortakommanden i utbudet av verktyg syftande till att 

reducera cyberhoten. Trafikverket och dess verksamhet ingår i fleragentssystem. 

Skriften redogör för de mest samtida problemen och möjligheterna relevanta för 

transportområdet. Vidare så pekar den ut framtida forskningsbehov syftande till att ge 

vägledning till dem som leder cyberförsvaret i transportområdet. Skriftens slutsatser 

vilar på en systematisk litteraturgenomgång av vetenskapliga arbeten. 
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Executive summary: English 

 

Cyber risks are considered as one of the main challenges that harm technology, data, 

and privacy of individuals and organizations. While cyber criminals tend to use 

improved methods and tools to steal data or hack into systems, the ability of 

organizations to mitigate such risks tend to become more difficult. Especially when the 

organization and various other agents operate in a multi-agent environment that is often 

connected to the internet. This report highlights some of the most common and 

fundamental cyber threats and cyber security gaps or vulnerabilities which might be 

found in risk mitigation tools that are used for cyber defense in a multi-agent 

environment. The Swedish Transport Administration for example operates in such an 

environment. The study exhibits latest challenges and opportunities in the transport 

arena while focusing on unique and specific disciplines related to the Swedish 

Transport Sector. It suggests future applicative research studies that will yield 

recommendations to cyber defense managers in the transport sector whose one of the 

major tasks is to perform mitigation of cyber risks. The study employed a structured 

literature review methodology drawing on existing scientific scholarship to prepare the 

report.  

 

 

Keywords: Cyber Security, Cyber Security Mitigation, Transport and Cyber Security, 

Supply chain Management and Cyber. 
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Introduction 

The world has turned to be a small village after the internet revolution. Many 

conventional technologies such as email, video meetings and documentation were 

transformed to reside in the cloud or being part of it at least for hosting and backup. 

This transformation also engulfed the transport sector, where many technologies used 

for the various transport needs such as supply chain management, autonomous cars, 

control on trucks delivery and surveillance of transport and vehicles became hyper-

connected and became an integral part of our lives. Such an environment can be 

regarded as a multi-agent environment. These types of environments usually contain 

autonomous agents (e.g., robots or software or autonomous vehicles), human(s), or a 

combination of humans and autonomous agents (Kraus 1997). Moreover, in the 

transport sector, a hyper-connected transport system is most known as an intelligent 

transport system (ITS). 

 ITS have become a fruitful field for hackers. Cyberattacks are often targeted 

towards sensitive agents that hold a “sensitive” or “critical” information. These agents 

are also considered as critical infrastructures within an ITS. These cyber-attacks may 

be concentrated in several layers of the OT (Operation Technology) and the IT 

(Information Technology) components explained below. The need to mitigate existing 

risks and develop new methods for such mitigation have turned to be a very important 

issue in many countries including Sweden. This current study will shed light on some 

of the most prevalent and fundamental cyber security risks concerning a multi-agent 

environment, for example an environment where the Swedish Transport Administration 

and other partners or agents operate. This study also provides an initial insight into 

cyber risks mitigation in the transport arena while involving vulnerability assessment 

of existing cyber security risks in the OT and IT environments as well as recommending 

on areas of future work.  

Methodology 

The current study is based on literature review of scientific scholarship extracted from 

the Web of Science (WoS), a database which is heavily used by academic institutions 

for the explorations of academic papers in various domains. In the first stage, the 

following key words were used to obtain the list of articles relevant for cyber security 
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issues in the transport sector: “Transport”, “Cyber Security”, “Transportation”, “Cyber 

Security Risks”, “Cyber Security Mitigation”, “Cyber Security Vulnerabilities”. In the 

next stage, the researchers read the abstract of the search results to select the articles 

which are found as best relevant for answering the three hereby questions. 

1. Which types of cyber security risks exist in the transport sector and what are 

the differences between them? 

2. What are the shortcomings of the present risk mitigation tools? 

3. What are the recommendations for mitigation of cyber security risks as 

received from the processes and the defense tools in this sector? 

Literature Review 

Cyber Risks in the Transport Sector 

Cyber risks in a multi-agent environment have received much attention in recent times. 

These environments are often fully or partially digitalized thus the need for dynamic 

cyber – preservation of confidentiality, integrity, and availability (CIA) has become 

ever important. The term Confidentiality is concerned with users who have the right to 

view a data; Integrity is concerned with preserving the original and correct form of 

data; and Availability is concerned with the authorized users who have the timely access 

to the data to carry out a required task. 

In multi-agent environments, individual agents are not only prone to cyber-

attacks because of shortcomings in their own security systems but also due to possible 

shortcomings in the security systems of other agents. Cyber-attacks may result from 

agents inside the environment (considered as: “Internal Risks”) if they are compromised 

or become rogue. Alternatively, it may also result from outside the environment and 

will be considered as an “External Risks”. Internal and external risks are exploited by 

cyber criminals to commit cyber-attacks that could be targeted to a smaller part of the 

environment, i.e., local attack, or could be extended to attacks that cover larger parts of 

the environment.  

The two most common causes of cyber threats are unknown system 

vulnerabilities and backdoors (Zheng et al, forthcoming). As a result of globalization, 

it is rather easy to implant backdoors malwares (malicious software) on any system 
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which may be used to bypass the normal authentication procedure of the system. Such 

systems could be for example software applications, devices, network, infrastructure, 

etc. In addition, cyber-attacks can be committed by cyber criminals through the 

exploitation of transport system vulnerabilities that may be found in processors, 

operating systems, software, database, etc, used for daily operations of the system. 

A multi-agent environment of a transport network (Fig 1) may be made-up of, 

for example, a transport administrator (e.g., Swedish Transport Administration) who 

will be represented by various human actors; to operate and control semi or fully 

automated critical infrastructures such as traffic management and control systems, toll 

systems, data warehouses, data lakes, vehicles such as trains, busses, etc., suppliers 

(represented by humans or autonomous agents or both) and customers or users of the  

transport services.  

Fig 1: multi-agent environment of a typical Transport Administration 

Cyber threats in such environments are related to OT and IT components. OT 

is made up of hardware(s) and other physical assets while the IT is made up of 

software(s). These threats may be transformed into attacks which are usually either 

temporarily or permanently compromise the functionality and operability of the agents 

by either overloading them with unnecessary information or by falsifying information 

necessary for them to carry out an action (Buinevich and Vladyko 2019; Mecheva and 

Kakanakov 2020; Harbi et al. 2019). These attacks may also be carried out by 
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impersonating existing agents in the environment or by injecting malicious agents. The 

attacks are either active or passive in nature. For example, in a passive attack, the 

attacker gains unauthorized access to communications (e.g., by sending network 

messages or packages) between two or more agents and use this unauthorized access to 

conduct an active attack later. In an active attack, the attacker forwards false 

communications messages to the agent(s) either by creating a new information or 

altering the information in the intercepted communication. Attacks may be also initiated 

from outside the environment by externally (or physically) injecting malicious software 

like viruses, worms, trojan horses, etc. Table 1 lists out some of the terminologies used 

to classify various fundamental cyber-attacks that appear in the literature and their 

relevancy to the transport sector: 

Table 1: Fundamental cyber threats on a high-level 

 Attack-type Description of the attack CIA(s) 
violated 

1 Eavesdropping It is a passive attack where the attacker gains unauthorized 
access to information exchanged between two or more 
agents. It does not disrupt the communication process but 
likely to use the intercepted information for other attacks. 

C and I 

2 Encryption 
attack 

Use various techniques such as timing, power, fault and 
electromagnetic analysis to find the encryption key 

C and I 

3 Man in the 
middle 

It is a classic type of cyberattack where the attacking party 
intercepts messages between two or more agents and 
forwards a modified content to the receiving agent(s). 

C and I 

4 Node 
impersonation 

In these types of attacks, the attacker clone agent(s) and 
can then initiate range of different types of attacks. E.g., 
denial of service, node jamming, sleep deprivation, sinkhole 
attack, spoofing, sybil attack, etc. (see 6-9) 

C, I, and 
A 

5 Node injection The attacker deploys malicious agents in the environment. C, I, and 
A 

6 Denial-of-
Service Attacks 
(DoS)  

Creates false information demands often by impersonating 
an agent and creating multiple false identities. Sybil attack 
for example, is considered as a special kind of DoS attack 
where the attacker impersonates many other agents and 
causes overloading or malfunctioning. 

A 

7 Sleep 
deprivation 

These types of attack break the usual sleep routines of the 
target agent(s) and keeps them awake all the time which 
results in draining its resources and cause malfunction. 

A 

8 Sinkhole attack Here the compromised agent takes on tasks beyond its 
capabilities so that it is selected for channeling more traffic 
it can handle.  

C, I, and 
A 

9 Spoofing attack Like 4. In these types of attack, the attacker sends an 
incorrect information to other agents causing them to 
malfunction. 

A 

10 Malicious 
software 
(Malware) 

The attack infects or cripple agents and can affect other 
agents connected to the compromised agent. 

C, I, and 
A 
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The above list is by no means exhaustive, however, Man in the Middle attack; 

DoS Spoofing and the usage of malicious software (malware) are considered as the 

most prevalent one, especially in the IT environment.  

While focusing on the transport sector, previous studies found that transport systems 

are supervised and managed through Supervised Control and Data Acquisition Systems 

(SCADA), as well as Distributed Control Systems and Physical Systems (CPSs). These 

systems are prone to cyber-attacks exploitation in-vehicle control area network (CAN) 

and suffer from vulnerabilities in on-board units (OBU) – an electric vehicle 

infrastructure (Wang and Liiu 2018; Surkovic et al. 2018) which can be exploited by 

cyber criminals to commit cybercrimes. In addition, Ukwandu et al. (2021) in their 

study mapped the common threats and vulnerabilities within aviation infrastructure 

which is most prone to cyber-attacks. The authors emphasized the importance of 

protecting of both the IT and OT environments.  Mitigation strategies related to civil 

aviation industry components provided by these authors are described in Table 2.  

Table 2: Some Exploitable Flaws and Components in the Civil Aviation Industry. 

Legend: [C = Confidentiality, I = Integrity, A = Availability] 

  

For example, the authors proposed the “Embedded Stateful Packet Inspection 

(SPI)” based on OpenFlow Application Centric Infrastructure (OACI) to mitigate 

attacks on airport information resource management systems (AIRMS). Lastly, Morat 
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et al. (2018) showed that the railway operation and maintenance based on data obtained 

from Swedish infrastructure manager for the automatic train control signaling system 

can be used to improve models for classification of vulnerabilities posed by cyber 

security attacks. Those vulnerabilities may be classified if secured patterns are 

diagnosed by machine learning tools (Verma et al. 2018).  

Shortcomings of Cyber Risk mitigation Tools in the Transport Sector 

The proliferations of technologies embedded in many transport vehicles were in one 

hand a catalysator to improve transport services, by means of communication delivery 

speed, process improvement and the ability to control, manage and command transport 

vehicles for various purposes, but on the other hand, this proliferation had also exposed 

the technology and the transport vehicles and affiliated infrastructure to cyber-attacks 

(Sheehan et al. 2018). For example: The communication between the vehicles and the 

infrastructure that is used remotely (in some cases by IoT [internet of things] devices) 

to manage and control them is exposed to cyber-attacks by malicious hackers that 

exploit the technologies’ vulnerabilities or it’s communications protocols 

vulnerabilities.  

Mitigation of such attacks can be done with several methods including through 

the usage of machine learning models that assist to monitor cyber risks and prevent 

them, for example by learning the pattern of malicious data that may be used to sabotage 

the desired behavior of a transport vehicle (such as the autonomous vehicles) in a way 

that it will move to an undesired location for purposes of theft, traffic disruption or 

crash initiation (Parkinson et al. 2017). Moreover, GPS spoofing and jamming attacks 

had already been shown to be mitigated by cryptographic authentication methods 

(Humphereys et al. 2008). In addition, information, and communication infrastructure 

(ICT), which is also considered as part of many transport systems, such as railways, 

and automotive vehicles was shown to be exposed to cyber-attacks and raised a concern 

related to its IT and environments’ safety.  

To cope with such vulnerabilities and cyber-attacks, tools such as the MORETO 

(Figure 2) are used to scan for vulnerabilities and detect weaknesses in existing devices 

(Shaaban et al. 2019). The tools are used to scan risks in several layers of the OT and 

IT networks and systems and suggest mitigation ways according to their severity. For 
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example, defining the desired network topology, access control and authentication 

policies, vulnerabilities of software and OT technology and additional prevention tools. 

 

Figure 2: Workflow of MORETO Tool (Shaaban et al., 2018). 

Other models related to critical infrastructure environment include the 

PURDUE Model for control Hierarchy logical framework and are used to separate the 

risks posed in the OT and the IT environment, since these risks are different both in 

their communication behavior and their influence on the operational level. In addition, 

other frameworks to mitigate risks in transport networks were suggested in the 

literature. For example, The Goal Structuring Notation (GSN) model and the approach 

of incorporating attack modeling into safety processes and protocols was suggested by 

Surkovic et al. (2018) for the purpose of mitigation cyber-attacks like DoS on vehicles, 

resulting in information blocking by injecting irrelevant data in the vehicle or it’s OBU 

(see figure 3.1-3.2). 
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Figure 3.1 - An approach of incorporating attack modeling into safety process 

 

 

Figure 3.2: Argument for the hazard of DoS Attack on vehicles 

 Additional methods used to protect and mitigate cyber-attacks posed by 

technologies’ vulnerabilities in transport vehicles and infrastructure were shown by 

Buinevich and Vladyko (2019). The authors were focused on the communication layer, 

which is used by wireless devices for ITS, i.e., devices controlled by applications for 

motor transport. In their study the author’s emphasized the need for safe environment 

that will be used, for example, to inform and warn drivers about obstacles in the road 

and surroundings.  
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 Another important transport domain is resided in the maritime cyber risk 

management. Maritime transport industry had already been shown to suffer 

computational vulnerabilities related to ships’ electronic chart and information systems 

(ECDIS). Vulnerability scanning and software-based tools are used by CISO (Chief 

Information Security Officers) or cyber defense specialists to mitigate existing risks on 

ships and to ensure a property operation of them  but not always as requested by 

regulation due to the usage of old OT components and the lack of cyber defense experts 

or specialists who hold the sufficient knowledge and expertise to monitor manage and 

prevent cyder risks in this domain (Svilicic et al., 2019), Therefore, Svilicic et al. (2019) 

suggest a mitigation model which relayed on three phases: 1. Assessment Preparation 

– Preparing a list of technology and methods and it’s specification, 2. Assessment 

Conduct – Performing vulnerability assessment on OT and IT environments to find 

vulnerabilities and risks in technology applications or communication elements 3. 

Result Communication – Preparing a plan for risk mitigation that will be used to 

improve the cyber resilience on the ship. (Figure 4).  

 

 

Figure 4: Cyber security assessment process conducted. 

In general, the following assets in Maritime transport are scanned: Policies and 

procedures, Training and awareness of employees and managers to cyber threats and 

attacks, ECDIS, Power management, Security software installed. Vulnerabilities are 
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reviewed and treated according to several tactics based on how critical the system is 

(Table 3). 

Table 3: Cyber security measures and mechanisms incorporated. 

 

Summary and Conclusions 

In recent years, the landscape of ITS has been changed dramatically. This change 

includes, public and private transportation vehicles, freight transported by trucks and 

control of pedestrian traffic. The literature shows that the European Transport Council 

(ETSC) had already reported on the importance of using digital technologies to controls 

and mitigate cyber security risks derived from ITS technology. Other independent 
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studies also raise similar concerns, e.g., the National Academies of Sciences, 

Engineering, and Medicine (2020). This attitude also combines developing of safer 

communications protocols to support interaction between ITS components through 

Bluetooth, Wi-Fi, satellite systems, 3G/4G/5G generation and visible light 

communication waves (Singh et al., 2019). The large amount of data used by many 

“smart” devices implicate both the privacy and the security issues. In this report, we 

demonstrated that security hazards may result in an exploitation of attacks on OT and 

IT systems used to control, manage and transport various vehicles in the transport arena, 

thus leading to situations of life risking of people. The mitigation techniques can be 

classified into two categories: 1. Proactive and 2. Reactive. Table 4 below summarizes 

the findings related to the mitigation tools and potential shortcomings with an emphasis 

on the railway and the road transport mediums. 

Table 4: Summary of mitigation tools and their shortcomings in railway and road transport 

mediums 

Transport medium Mitigation tool(s) Shortcoming 
Railway Framework and tools to 

monitor and detect abnormal 
scenarios and patterns in OT 
and IT software based on 
machine learning algorithms. 
Improved polices and 
frameworks. 

Equipment Safety, Data 
Confidentiality and Privacy, lack of 
framework for the identification of 
potential security vulnerabilities and 
communication-based train control 
for signaling. Communication and 
vulnerabilities in Equipment based 
Hardware and Software. 

Road  Cyber security policy 
framework for coupling safety 
and cyber security issues 
which will assure a safe and 
efficient incorporation of road 
transport. monitor and detect 
abnormal scenarios and 
patterns in OT and IT 
software based on machine 
learning algorithms.  

Changing the functionality of current 
transportation road systems, 
causing in-safety for all traffic 
participants.  vulnerabilities in 
communication as a result of long-
life Equipment based Hardware and 
Software (which is also not often 
updated with the current 
cybersecurity threats).  

Although most of the papers present the existing risks and shortcoming on 

specific domains, a broader model that will enable to improve the resilience transport 

infrastructure is not fully scanned. This highlights the need for future studies that will 

provide an improved model for the security of the transport sector incorporating both 

the OT and IT environments which will also fully satisfy the new EU cyber regulations. 

In addition, these studies will also be needed for the mindful of multi-modality issues 

(e.g., solutions that may be deployed through the entire transport networks’ chain) in 

the transport sector as envisioned at the EU-level in developing new and improved 
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models. For example, the draft EU Cyber Resilience Act has been recently placed 

before the EU Parliament and Council for review (European Union, 2022). Once 

adopted, it is assumed that members of the states will be expected to implement the Act 

in a span of one to two years. In light of our findings from the review conducted to 

prepare this report and the recent development at EU level, we conclude that there is an 

urgent need for the following main activities i) Development of decision support 

systems to evaluate cost-efficient cyber-risk mitigation actions for various multi-agent 

environments, e.g., an environment in which Trafikverket operates and ii) Construction 

of theoretical/generic model for the purpose of evaluating such multi-agent systems for 

cyber resilience and cyber attacks. Such a project that involves these activities may be 

implemented in the following manner:  

Step 1: Evaluate the present state-of-affairs. This may be done by the evaluation 

of policy documents and interviews with relevant ministries and 

agencies of the Government. and relevant companies and key-players in 

the concerned multi-agent environment. 

Step 2:  Ascertain the position of the EU as being expected to be envisioned in 

the EU Cyber Resilience Act and the implication it poses for 

Trafikverket and partners in such a scenario. This may be done through 

comprehensive analysis of the proposed EU Cyber Resilience Act and 

further corroborated through consultation with The European Union 

Agency for Cybersecurity (ENISA) and other relevant authorities. 

Step 3:  Set-up scenario analysis that will simulate attacks in a mock-up multi-

agent environments to estimate costs and consequences for different 

agents and users in case of certain cyber attacks. The simulations will be 

run to predict/estimate costs and consequences for potential cyber 

attacks at different time-points, taking into consideration economic 

value in net present value terms through cost-benefit analysis. In such 

simulations, key variables will be exploited including but not limited to 

CIs – OTs, ITs, human awareness and behavior, vulnerabilities of old 

and new devices and systems, replacement costs, audit, and education 

and training facilities, etc. 
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Step 4:  Through the various scenario analysis and simulations, a next generation 

decision support system(s) will be developed through the utilization of 

machine learning and artificial intelligence models that will be used to 

classify and predict cyber security risks as well as offering ways to 

handle and mitigate them through the evaluation and analysis of existing 

and new “big-data” in the transport domain. Such system may be also 

used to evaluate cost-efficient cyber-risk mitigation actions at the 

transport system-level for different agents (e.g., Trafikverket, big/small 

companies, users of the services, other institutional actors).  

Another deliverable from such a project will be a theoretical/generic 

model for the evaluation and detection of potential cyber-attacks of other 

multi-agent systems, their costs and consequences. 

We believe that several spin-offs may result from such a project. For example, 1. 

Education and training materials that will be used for training staff operating in multi-

agent environments (employees and managers) who work  with critical infrastructures 

as well as with operation technology and information technology; 2. Construction of 

various machine learning models that will be used to improve cyber resilience of semi- 

or fully-autonomous critical infrastructures; 3. Development and assimilation of good 

practices and standard operating procedures for the improvement of  cyber resilience of 

general staff who does not working daily with critical infrastructure but may be targeted 

by cyber criminals as a “weak link” for the purpose of exploitation of insufficient 

awareness and knowledge with operations related to the organizations’ systems. This 

exploitation may passively affect other key agents in the environment.  
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