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Abstract 

Title: Reframing Employees From Risks Into Heroes: Enhancing Cybersecurity 

Behaviours Through Security Heroes   

Authors: Sana Karem & Egon Lindström 

Supervisor: Rasmus Nykvist 

Background: The rapid growth in modern society has led to an increased use of advanced 

technology amongst organisations, resulting in an escalation of cybercrimes. In response, 

organisations tend to frame humans as the “weakest link” and therefore turn to Artificial 

Intelligence (AI) to combat cybersecurity challenges. However, this shift instigates 

further complexities, as human capabilities appear more important than assumed.   

Purpose: The purpose of this study is to explore why employees rely on certain 

individuals in cybersecurity-related situations, and how such individuals may influence 

cybersecurity behaviours within organisations through the concept of security heroes. 

Methodology: This study uses a qualitative inductive research approach. This entailed 

conducting a semi-systematic literature review, supported by semi-structured interviews. 

The collected data was subsequently approached and analysed through the utilisation of 

the Gioia-methodology.  

Conclusion: This study has found that employees’ reliance on individuals depends on 

both structural and relational factors that in turn determine the chosen source of guidance. 

Reliance upon informal authorities, shaped by relational variables, evidently contrasts 

reliance towards formal authorities as it is based on competence and experience. 

Additionally, the role of security heroes has been established to be significant in shaping 

employees’ cybersecurity behaviour through continuous encouragement, advocacy, and 

support. Thus, security heroes should be accounted for within new awareness initiatives, 

opening for a new understanding of how employees’ cybersecurity behaviours are shaped 

in practice. 

Keywords: Cybersecurity, Security Heroes, Artificial Intelligence (AI), Formal 

Authority, Informal Authority, Formal Influence, Informal Influence. 
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1 

1. Introduction 

The following chapter aims to present the relevance of the study through the identified 

literature gap. The chapter introduces the background of the topic, as well as the study’s 

problem statement and purpose. Subsequently, the study’s formulated research questions 

are presented, which aims to guide the study. Finally, the chapter provides a short 

overview of the study’s structure and its identified delimitations.    

 

1.1 Background 

The rapid growth of technological advancements in modern society has resulted in 

increased interconnectedness. While new technology has many benefits, including 

effectivity and efficiency, it also has contributed to increased complexity (Qudrat-Ullah, 

2025, p. 1). Due to the heightened use of advanced technology amongst organisations, it 

has resulted in an escalation of cybercrimes. This is an outcome of technology outpacing 

the development of regulations (Amoo et al., 2024), pushing organisations to develop 

more dynamic and stronger cybersecurity systems (Salem et al., 2024).  

While cybersecurity is a broad and ambiguous concept used and approached differently 

depending on industry (Bay, 2016), it aims to protect organisations from cybercrimes such 

as digital theft, hacking, and spying (Amoo et al., 2024). Poor cybersecurity measures can 

result in immense data loss, financial damage, and long-term consequences (Salem et al., 

2024). Following this, organisations tend to frame humans as the “weakest link” in 

cybersecurity measures (Pfleeger et al., 2014). Humans have for long been positioned as 

one of the main issues behind increased cybercrimes, due to lack of knowledge, 

insufficient training, or even overconfidence (Khadka & Ullah, 2025).  

Consequently, many organisations turn to Artificial Intelligence (AI) to combat 

cybersecurity challenges (Ansari et al., 2022). Rapid technological development has seen 

the utilisation of AI systems become an indispensable component in cybersecurity 

systems. Further enhancing rapid analysis, and pushing the boundaries of threat detection, 

response, and internal investigations of threats and coping capabilities (Omar, 2024). 

Moreover, while organisations strive to implement AI technologies, it is vital to 

acknowledge that such technology lacks the capacity for moral and ethical consideration 
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(Booyse & Scheepers, 2021). Since AI is solely able to mimic intelligence or intelligent 

behaviour (Booyse & Scheepers, 2021), there is a need for employees to learn and 

understand how to utilise AI (Milanez, 2023).  

Therefore, cybersecurity remains inherently socio-technical as AI systems depend on 

human interpretation and responsible use. Increased accessibility of AI tools has provided 

individuals with increased liberties and autonomy in how such technologies are utilised 

in different organisational settings. Despite the inherent automation of organisational 

practices, individuals are crucial components in cybersecurity solutions, rather than solely 

security risks (Colabianchi et al., 2025). Hence, the interplay between individuals and 

new AI systems reflects a critical matter of interest. Since employees not only use these 

systems but also embody the role of change agents, they actively influence how systems 

are implemented in practice and operationally adapted. In addition, employees may act 

as security heroes within organisational structures. However, this requires organisations 

to create an environment that allows heroic actions to appear (Pfleeger et al., 2014).  

Accordingly, the structural adoption of AI must account for the fact that the operational 

reality often contrasts expectations. Thus, the practical reality underlines that 

cybersecurity challenges are not exclusively technological but structurally embedded in 

the organisation. Through operational tasks, negotiations, and individual interpretations 

of acceptable AI usage, challenges arise in relation to various organisational 

complications. Hence, the concept involves a socio-technical tension that demands a 

reassessment of conventional cybersecurity approaches (Ross et al., 2025).  

 

1.2 Problematisation 

The rapid technological advancements alongside the ambiguous cybersecurity challenges 

in the contemporary world has enhanced the importance of proper cybersecurity systems. 

Consequently, organisations have turned to AI-based solutions to effectively combat the 

risks of cybercrimes (Kaur et al., 2023). While AI tools promise reduced human errors, 

fast thinking, and efficiency, challenges often arise as to how such solutions are to be 

undertaken and integrated into organisational practice. Accordingly, cybersecurity 

initiatives require a shift from purely technology based solutions, toward socio-technical 

defences that includes both technology systems and human behaviours (Khadka & Ullah, 

2022).  
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Despite the increasing implementation of AI-driven cybersecurity systems, current 

literature consistently maintains a technological and compliance-oriented perspective, 

predominantly discussing policy and governance frameworks. This perspective often 

frames employees as a source of non-compliance and security risks, rather than as 

responsive actors contributing to cybersecurity practices. Hence, such oversights limits 

organisations’ ability to correctly develop realistic strategies that ensures proper AI use 

(Khadka & Ullah, 2025).  

Established research examining security behaviour has implemented various theories to 

explain human behaviours that ultimately cause or mitigate cybersecurity breaches 

(Alsharida et al., 2023). One of the most predominantly used theory is Protection 

Motivation Theory (PMT). PMT together with Social Cognitive Theory (SCT) apply 

different theoretical perspectives of human behaviours in security practices (Almansoori 

et al., 2023). PMT explains how individuals respond to fear through cognitive processes. 

These processes underline how individuals perceive threats, its probability, and the 

efficacy of the coping response (Maddux & Rogers, 1983). Similarly, SCT emphasises 

how human behaviour is influenced through social environments, observational learning, 

and self-efficacy (Bandura, 1986, p. 94; Bandura, 2020).  

However, while these theories contribute to the understanding of cybersecurity 

behaviours, most of these studies have primarily been conducted through quantitative 

studies (Almansoori et al., 2023). Alongside this, previous literature also tends to 

overlook the ambiguous nature of cybersecurity and its effect on employees. In such 

ambiguous situations, individuals tend to seek a collective understanding amongst peers 

with whom they identify with (French & Raven, 1959, p.155), regardless of their 

hierarchical role (Quiñones-Gonzalez, 2022). Current cybersecurity literature 

continuously focuses on the role of human factors in cybersecurity. Yet, there is limited 

attention towards understanding why employees choose to rely on certain individuals and 

how such individuals may influence cybersecurity behaviours.   

Consequently, existing literature lacks qualitative evaluations into the relevance of 

informal influence, and how it helps shape employee cybersecurity behaviour in 

organisations. The concept of security heroes, which refers to employees who encourage 

and advocate security practices (Pfleeger et al., 2014), paves the way for such a 
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perspective. Despite this, the influence of security heroes in organisational cybersecurity 

measures remains underexplored. 

  

1.3 Purpose   

The purpose of this study is to explore why employees rely on certain individuals in 

cybersecurity-related situations, and how such individuals may influence cybersecurity 

behaviours within organisations through the concept of security heroes. 

 

1.4 Research Question 

To fulfil the purpose of the study, the following research questions have been formulated: 

   

1. Why do employees rely on certain individuals in cybersecurity-related situations 

within organisations? 

2. How do security heroes influence employee cybersecurity behaviour within 

organisations? 

 

1.5 Report Structure  

The study is divided into six different chapters to provide a clear structure and to 

progressively address the research questions, while ensuring that the reader obtains a 

comprehensive understanding of the research process.  

The first chapter introduces the study’s topic, followed by the background, 

problematisation, purpose, and the research questions. This chapter aims to highlight the 

identified gap in existing literature and the relevance of the study.   

In turn, the second chapter presents the theoretical background which introduces the main 

theoretical lens, referent power. Additionally, key concepts relevant to the study are 

presented including AI in organisations, cybersecurity, and security heroes. Lastly, the 

theoretical model is outlined to showcase how these interrelate.  

The third chapter includes the methodology of the study. This chapter introduces the 

research strategy and design to highlight the chosen approach. Moreover, the chapter 
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presents the primary data collection, structuring of the interviews, and the subsequent data 

analysis method consisting of the Gioia method. 

The fourth chapter presents the empirical findings from the conducted interviews. This 

chapter is structured in accordance with the study’s developed themes and presents the 

respondents’ insights and experiences. This is supported by quotes to provide a clear and 

proper representation of the collected data.  

The fifth chapter discusses and analyses the empirical findings and new potential insights. 

The chapter aims to review previous research and contrast it with the new findings 

collected regarding the role of informal influence and security heroes. The discussion is 

organised in accordance with identified dimensions observed during the analysis.  

Finally, the sixth chapter concludes the study by summarising the main findings and 

contributions. This chapter further provides additional findings, suggestions for future 

research, and in turn offers insights into possible managerial implications. 

 

1.6 Delimitations  

Due to the scope and nature of the study, certain delimitations were made to adhere to the 

aim of the study and time provided. Firstly, the study’s geographical scope focuses on 

organisations operating in Sweden, particularly within the IT and economic sector. This 

delimitation was applied to maintain the relevance of the study and to manage data as 

efficiently as possible. 

Secondly, this study discusses broad themes including cybersecurity and AI technologies. 

Hence, it required careful consideration to ensure that reasonable delimitations were 

made. Accordingly, in regard to cybersecurity, this study emphasises on organisations 

adoption of AI-driven tools in their cybersecurity systems. Furthermore, AI includes 

numerous types of technologies. This study does not focus on a specific AI tool such as 

generative AI. However, AI in this study is acknowledged as a technological tool within 

the context of organisational cybersecurity systems.  

Moreover, instead of providing a regulatory perspective of organisational cybersecurity, 

this study provides insights on employee security perceptions and behaviours. These 
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delimitations were applied to align with the study’s aim and to ensure clarity throughout 

the study.  
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2. Theoretical Background 

In the following chapter the study’s theoretical background is presented to provide a 

broader understanding of the research field. The chapter begins with introducing referent 

power as the main theoretical lens of the study, providing a perspective on how informal 

influence may shape behaviours within organisations.  

Following this, the key concepts relevant to the study is presented including AI within 

organisations, cybersecurity, and security heroes. Finally, the chapter outlines the 

theoretical model, illustrating how the study’s theory and concepts are connected and 

guide the analysis of the empirical data. 

 

2.1 The Five Bases of Social Power Theory 

Coined by French and Raven in 1959, The Five Bases of Social Power Theory aims to 

explain how one individual can influence others, where power is framed as the ability to 

exert such influence. The five bases of social power identified are as follows: reward 

power, coercive power, legitimate power, expert power, and referent power. While all five 

powers are relevant and of great value (French & Raven, 1959, p. 151), this study focuses 

on referent power. 

Referent power still has a significant value in management (Isaac et al., 2023). As 

described by French and Raven (1959, pp.154-155), referent power refers to how an 

individual identifies itself towards another individual. This identification stems from an 

alignment between one’s own values and those of another person, which is gained through 

admiration, respect, and a feeling of belonging. This is particularly noticeable in 

ambiguous situations where individuals seek to gain a collective understanding from 

peers with whom they identify with. Further, French and Raven (1959, p.155) underline 

the distinction of referent power in comparison to reward- and coercive power. While 

these are based on receiving rewards or fear of rejection from the person they admire, 

referent power derives from one’s own identification towards another person, regardless 

of the response given (French & Raven, 1959, p.155).  

Moreover, referent power can exist without notice (French & Raven, 1959, p.155). This 

aligns with Quiñones-Gonzalez’s (2022) statement where referent power is characterised 
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as informal leadership, as it arises without the need of formal authority. Quiñones-

Gonzalez (2022) also calls this subtle leadership, highlighting that it does not require 

heavy effort for individuals to adopt such power. However, it demands loyalty and respect 

(Quiñones-Gonzalez, 2022). Yet, the informal power can improve an individual’s 

hierarchical position within an organisation if they demonstrate their ability to exert their 

power in a manner that extracts tangible results. Hence, referent power can ultimately 

motivate a workforce to create a culture that facilitates organisational success (Kovach, 

2016). 

Referent power can be found in organisational structures no matter the size of the group, 

organisation, or company (Kovach, 2016). An aspect which emphasises the impact of 

referent power, as informal tendencies amongst individuals appears to affect structural 

outcomes, in one way or another.  

Within the context of this study, referent power serves as the main theoretical lens to 

examine how employees without formal authority may shape employees’ cybersecurity 

behaviours through informal influence. 

 

2.2 Artificial Intelligence within Organisations 

In modern society, Artificial Intelligence (AI) has emerged as a transformative technology 

providing organisations with a comprehensive approach towards complex decision-

making (Qudrat-Ullah, 2025, p. 74). Contemporary organisations face various challenges 

and dynamic environments which has paved the way for AI as a guiding tool to deal with 

complex scenarios. Thus, the significance of AI technology, stems from its capability to 

understand, learn, and act with the intent to mimic human cognitive abilities (Cazzaniga 

et al., 2024), even in contexts that are too intricate for human cognition (Qudrat-Ullah, 

2025, p. 74).  

Amidst the heightened importance of AI, many organisations have implemented AI 

technology to increase efficiency and to manage arising operational tensions (Kaur et al., 

2023). Implementations which sparked changes within organisational structures that have 

accelerated the number of digital transformations (Pollini et al., 2022). Which in 

combination with the unceasing advancements of AI underlines the enhanced importance 

of understanding shifts in organisational dynamics (Lemos et al., 2025).  
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Consequently, AI has developed into an integral component of organisational decision-

making structures, as the new technology aid organisations to reduce human errors (Al 

Naqbi et al., 2024). Notably, this rapid technological development has seen the utilisation 

of AI systems become an indispensable component in cybersecurity. This allows rapid 

analysis, pushing the boundaries of threat detection, response, and internal investigations 

of threats and coping capabilities (Omar, 2024). A development which has led 

organisations in large numbers to increase their efforts of integrating AI into the fabric of 

their cybersecurity systems (Kaur et al., 2023). 

Moreover, AI is regularly viewed as a disruptive tool that could provide organisations 

with a competitive edge in complex and fast-paced business environments (Aziz et al., 

2024). However, it is important that managers are careful with the implementation 

process to ensure proper adoption under supervised conditions. Rather than neglecting 

human capabilities, the implementation of AI should be done in a manner that augment, 

amplify, enhances, and empowers people (Booyse & Scheepers, 2021).  

Following the implementation of AI in organisations, Qudrat-Ullah (2025, p.27) 

underline the two dominant and challenging risks with AI adoption in complex systems. 

The primary risk is based on the interpretability of AI-driven solutions. This is due to the 

importance of understanding the rationale behind certain decisions, which is paramount 

to maintaining and ensuring ethical compliance and trust amongst stakeholders. 

Furthermore, the second challenge is based on the risk of overreliance on AI tools. 

Although AI can increase efficiency by eradicating the need for human involvement in 

decision-making processes, the exclusive reliance on AI based decision-making demands 

a clear attribution of responsibility (Qudrat-Ullah, 2025, p.27; Passlack et al., 2024).  

In the case of organisational overreliance on AI, it risks diminishing the quality of proper 

decision-making as AI systems cannot replicate or replace human intuition regardless of 

its sophistication (Qudrat-Ullah, 2025, p.27). Therefore, the need for technology to be 

human-centred and created accordingly is crucial (Booyse & Scheepers, 2021). 

Given this, this study acknowledges AI as a technological tool in the context of 

cybersecurity systems within organisations. Since its benefits are largely dependent on 

employees’ knowledge and utilisation of such technologies, there is a need for further 

understanding of the link between human behaviour and technology.  
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2.3 Cybersecurity  

While the rapid development of technology and increased implementation of AI in 

organisations has identified many benefits, it has also escalated the number of 

cybercrimes. The concept of cybersecurity refers to a wide range of technologies 

protecting organisations from cyberattacks (Kaur et al., 2023) targeted at computer 

systems and networks (Salem et al., 2024). This includes digital theft, hacking, terrorism, 

and spying (Amoo et al., 2024). Cyberattacks are well planned activities aimed to cause 

data loss, financial damage, or unauthorised access causing long-term consequences. 

People behind these attacks are often resentful and fraudulent individuals, sometimes 

employees in organisations taking advantage of their authorised access to cause such 

damages. Following this, cyberattacks can also grow from accidentally clicking on 

unreliable links and downloading applications to a device, granting unauthorised access 

to sensitive data (Salem et al., 2024).  

Rapid societal development has redefined society and its functions leading to 

cybersecurity becoming a complex and advanced field, yet a relevant concept. Behind 

this lies evolving technological advancements such as AI which stimulates the increase 

in cybercrimes (Kaur et al., 2023). As a result, the increased interconnectedness amongst 

systems and networks further enhances the complexity. While the digital era is continuing 

to make its presence noticeable, cybersecurity has faced various challenges resulting in a 

shift from traditional security measures (Salem et al., 2024).  

Previous firewalls and intrusion detection systems can no longer measure up to modern 

cyber threats due to its static and manual processes becoming increasingly ineffective. 

These traditional methods have been proven to be useless and lack the ability to detect 

advanced technologies such as malware, phishing, and insider threats, forcing 

organisations to implement effective and more suitable systems for dynamic and complex 

cyberattacks (Salem et al., 2024).   

Alongside the growing number of cyberattacks, previous literature tends to focus on 

humans' contribution. Studies have shown a significant impact from human-related 

errors, such as lack of knowledge, overconfidence, or irresponsibility leading to increased 

cybercrimes (Khadka & Ullah, 2025). Human errors dominate in the contribution to 

cybercrimes, despite it being intentional or not (Jada & Mayayise, 2023). Although 

organisations attempt to educate employees through workshops and awareness programs, 
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employee engagement requires more commitment. It requires training employees' 

mindset and understanding the psychological aspects of what motivates them to learn 

about cybersecurity (Abrahams et al, 2024). 

Amidst the complexity of cybersecurity, AI has grown to become a vital role in the 

contemporary methods to combat cybercrimes. The implementation of AI in 

cybersecurity has proven to be both positive and negative. Due to fraudsters' increased 

knowledge to perform better cyberattacks and finding technologies weaknesses, the need 

for AI-driven cybersecurity systems have grown as their defence capabilities are harder 

for fraudsters to get through. Additionally, AI technologies have proven to be stronger at 

providing security and reduced human-related errors (Ansari et al., 2022).  

In comparison to traditional cybersecurity systems, AI-driven cybersecurity systems 

allow for higher efficiency due to its ability to process vast amounts of data, detecting 

patterns, and identifying early signs of cybercrimes. Implementing AI in organisations 

cybersecurity strategy does not only promise efficiency but also refined decision-making, 

reduced false positives, and early detection of vulnerabilities (Salem et al, 2024).  

While the technology promises many benefits it also involves risks. As many 

organisations implement AI-driven cybersecurity systems, some of these include 

financial institutions and other firms who hold sensitive information concerning 

individuals and organisations. In order to correctly utilise AI, computer technicians or 

developers must ensure that the data is aligned with internal security protocols, as well as 

encrypted before being used by AI technologies. Neglecting these steps increases the risk 

of the data reaching unauthorised individuals. More importantly, employees must 

understand these steps and protocols to achieve this (Ansari et al., 2022).  

Furthermore, as the technology was made by humans, it still contains faults. 

Consequently, these technologies can be used as weapons and instead of protecting 

sensitive data they destroy it (Ansari et al., 2022). Another risk with AI-driven 

cybersecurity is its need for resources to properly work, especially the need to change 

outdated systems. However, obtaining these resources also add on to organisations' costs, 

and it results in a need for specialists such as data scientists, data analysts, and AI 

professionals. Something that already is a problem for organisations due to the shortage 

of these skilled individuals (Jada & Mayayise, 2023).  
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Taken together, these insights illustrate that cybersecurity cannot be framed solely as a 

technological issue, but rather as a both technological and behavioural problem. This 

underlines the importance of further examining how employees perceive and respond to 

cybersecurity practices within organisations.  

 

2.4 Security Heroes  

As organisations turn to AI-driven cybersecurity systems, human-centric approaches are 

often deprioritised despite the evident importance of human factors (Colabianchi et al., 

2025). Previous research underlines that discrepancies between organisational policies 

and employees’ actions frequently result in compliance challenges, due to the insufficient 

acknowledgement of employees’ security behaviours. Addressing this gap requires a shift 

in strategic balance to facilitate adequate security defences (Khadka & Ullah, 2025).  

Consequently, there is a need for a sufficient alignment between organisational policies 

and employee comprehension to reduce complications (Khadka & Ullah, 2025). 

Combined with successively strengthening organisational cybersecurity systems through 

enhanced compliance (Pfleeger et al., 2014). However, this does not imply an approach 

where technology is fully removed, rather it suggests a system where both AI-driven and 

human-centric approaches are adopted and aligned (Khadka & Ullah, 2025). This is to 

ensure that employees are not merely seen as a source of compliance risks, but as agents 

of cybersecurity resilience.  

Whilst AI enables rapid analysis, enhanced threat detection, and improved coping 

capabilities (Omar, 2024), security outcomes consistently depend on how employees 

interpret and respond to security practices (Pfleeger et al., 2014). Consequently, 

employees who fail to comply with security measures are often referred to as the “weakest 

link”. Yet this view tends to be counterintuitive in organisations, as some mistakes are 

unavoidable. In contrast, research has highlighted that employees can achieve heroic 

actions, thanks to proactive security behaviours. Nonetheless, Pfleeger et al. (2014) 

underline that many organisations fail to acknowledge employees as capable security 

actors. Therefore, addressing this challenge requires a psychological rather than a purely 

technological approach (Pfleeger et al., 2014). 
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Extending this perspective, organisational heroes can be seen as individuals who 

personify values, set standards of performance, motivate employees, and makes success 

attainable and human (Nugent & Collar, 2015). Security heroes can therefore be 

understood as an informal extension of the role, as they advocate for secure practices, 

encourage employees to adhere to organisational policies, and support the pursuit towards 

organisational goals (Aalvik et al., 2023, p. 797; Nugent & Collar, 2015). Research further 

indicates that organisations that are characterised by cultures valuing ceremonies, heroes, 

and symbolic work, tend to be more effective than rigid organisational cultures. Despite 

this, many organisations continue to implement a top-down approach, ignoring the 

potential positive effect these heroes can contribute with (Nugent & Collar, 2015).  

This becomes increasingly evident in the context of digital and remote work where social 

dynamics affect security practices, and formal control mechanisms become less visible. 

Underlining that security design requires innovative approaches that acknowledge the 

human element in every aspect (Khadka & Ullah, 2025). Consequently, effective security 

design must adopt a socio-technical perspective, that does not only consider the physical 

environment, but also the social dynamics in which such implementations are made 

(Kirlapplos et al., 2014). 

In spite of the increased recognition of human capabilities within cybersecurity, security 

heroes remain under conceptualised within organisations. Following the inadequate 

understanding of employee influence, research highlight that organisations fail to position 

employees as active contributors to organisational cybersecurity resilience. Accordingly, 

the concept of security heroes in this study is approached as employees without formal 

authority who has the power to influence other employees through trust, admiration, or 

personal identification. This perspective is of great importance for the study’s analysis in 

how such influence may shape employees’ cybersecurity behaviours.  

 

2.5 Theoretical Model 

Given the theoretical background introduced above, figure 1 illustrates the theoretical 

model which serves as a guide for the empirical analysis of the study. Rather than 

assuming static relationships, the figure demonstrates an inductive approach to examine 

how informal influence arises and stimulates robust cybersecurity behaviours within 

organisations.  
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Drawing on referent power as the theoretical lens, this study focuses on how influence 

may emerge from trust, credibility, and personal identification, rather than from formal 

authority. This suggests that influence being exerted is not solely based on organisational 

structures but rather appears to be grounded in interpersonal relationships and perceived 

competence. Which may in turn shape decisions and cybersecurity behaviours.  

Figure 1: Illustration of Theoretical Model 

 

Through this lens, such individuals may act as security heroes who exert informal 

influence within the organisation. Additionally, security heroes are not acknowledged 

through formal roles but are instead understood as emergent actors who may shape 

employees’ cybersecurity behaviours.  

Taken together, the analytical approach connects referent power as a source of informal 

influence, and security heroes as actors exerting such influence. In turn, these may affect 

the reliance employees have on certain individuals, as well as employees’ cybersecurity 

behaviours. 

Finally, as illustrated in table 1, this structure guides the study to explore two interrelated 

dimensions including why employees rely on certain individuals in cybersecurity-related 

situations, and how such influence shapes employees’ cybersecurity behaviour. This is 
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executed while taking a socio-technical perspective into consideration, highlighting that 

cybersecurity behaviour involves both technological and human behaviour.  

Table 1: Overview of Theoretical Themes 

Theory/Concept Theoretical Theme Focus Research Question 

(RQ) 

Referent Power Reliance on certain 

individuals.  

Influence depending on 

factors such as 

credibility, trust, and 

personal identification. 

RQ 1 

Security Heroes Influence on 

cybersecurity behaviour. 

How employees act as 

security heroes and shape 

colleagues’ cybersecurity 

behaviours.   

RQ 2 
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3. Method  

The following chapter presents the decisions made in relation to the design and 

methodical approach of the study. Hence, the chapter aims to clarify the different 

considerations made, to facilitate the fulfilment of the study’s purpose.  

Firstly, the chapter presents a general overview of the study’s research strategy, followed 

by an introduction of the conducted literature review, the search strategy, and the 

selection criteria implemented. In turn, the primary data collection is presented through 

a meticulous discussion of the interview structure and identification process of 

interviewees. The chapter continuous with presenting the external events attended and 

research ethics influencing the study.  

Lastly, the chapter concludes by introducing the analytical methodology, which includes 

the execution of the Gioia methodology and a short clarification of the use of artificial 

intelligence in the study.  

 

3.1 Research Strategy 

The purpose of this study is to examine why employees rely on certain individuals in 

cybersecurity-related situations, and how such individuals influence cybersecurity 

behaviour within organisations. To address these dimensions, a qualitative research 

strategy was implemented. Qualitative research is particularly suitable for studying 

complex and under conceptualised social phenomena, as it enables an approach where 

elicit emotions, perspectives, beliefs, and values becomes apparent (Morse, 2012, p. 21, 

as cited in Cypress, 2015). Hence, the choice of such a method was based on the study’s 

focus on understanding employees’ insights and experiences.  

Given the aim of the study, the qualitative research strategy entails an inductive approach 

that facilitates iterative movement between data and theory (Bryman, 2018, pp. 49-50; 

Åsberg, 2001). However, as Bryman (2018, pp. 50, 686) stresses, inductive and deductive 

strategies should be understood as collective tendencies within qualitative research rather 

than as separate categories. In this context, the use of analytical induction reflects the 

aspiration to present generalised descriptions that account for observed patterns. Thus, 

efforts to achieve an appropriate level of theoretical saturation have been prioritised. 
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Furthermore, the study is also shaped by an ontological standpoint known as 

constructivism, recognising that social reality is influenced by social phenomena and 

dynamic actors (Bryman, 2018, p. 58).  

Given this, the research questions were formulated to extend existing literature, and to 

further increase the understanding of security heroes in dynamic cybersecurity 

environments. The ambiguous nature of social contexts makes the qualitative approach 

particularly appropriate as the phenomenon is heavily dependent on contextual elements, 

rather than static variables.  

Moreover, the chosen research strategy has accounted for and necessitated the 

interpretation of rich data. In contrast to quantitative research, this study’s qualitative 

approach enabled a deeper investigation of various social contexts and individual 

interpretations (Qu & Dumay, 2011). Critical aspects that underline the need for 

exploratory research, hence granting the study the possibility to examine its presented 

purpose. 

In this light, a comparative case study which aims to compare two cases, was not suitable. 

Although a comparative case study could have provided this study with broader 

perspectives within theory development (Eisenhardt, 1989), it often alters the viewpoint 

of the research. Researchers often tend to emphasise the comparative dynamics, rather 

than exploring extensive contexts where phenomena arise within each case (Bryman, 

2018, pp. 102-107). This was further supported by the confidential restrictions affecting 

respondents’ willingness to elaborate on certain security measures within their 

organisations.   

 

3.2 Semi-Systematic Literature Review 

In addition to the qualitative approach, a semi-systematic literature review was 

implemented to provide an overview of the research area, and track conceptual 

development (Snyder, 2019). The chosen methodology enabled an objective and systemic 

collection of data, helping to produce illustrative information that contributed to a deeper 

understanding of the studied phenomena (Snyder, 2019; Queiros et al., 2017). Hence, the 

insights gained from the substantial semi-systematic literature review sought to enhance 
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the generalisability of the expansive research and facilitate conclusions to be drawn 

(Queiros et al., 2017).  

In this regard, the literature review helped to evaluate previously prominent theory and 

evidence, contrasting it to less notable methodologies (Gioia et al., 2013; Snyder, 2019). 

Thus, contributing to the formulation of the study’s research questions and the 

development of conceptual models (Snyder, 2019). Illustrating advances that in turn may 

serve as important contributions for future research (Eisenhardt, 2021). 

When conducting the literature review, significant considerations were made to ensure 

that the search strategy was productive and performed within plausible guidelines to 

ensure a strong backbone for the study (Cypress, 2015; Snyder, 2019).  

3.2.1 Search Strategy and Selection Criteria  

When conducting a semi-systematic literature review, the formulation of a clear search 

strategy is important for identifying relevant literature (DeLuca et al., 2008; Snyder, 

2019). In this study, the search strategy was viewed as an iterative process involving 

continual assessment and refinement, as specific search words and criteria’s usefulness 

was determined based on the search results (Aromataris & Riitano, 2014).  

Furthermore, the literature search involved several pilot searches to determine the field 

of study and its relevance, as well as ensuring that applicable literature could be identified 

(Aromataris & Riitano, 2014; DeLuca et al., 2008). Consequently, the pilot searches 

identified useful search terms, thereby successfully highlighting relevant literature 

(Aromataris & Riitano, 2014). 

Following this, the literature search was conducted using digital search engines such as 

Linköping University Library, Google Scholar, ResearchGate, and Academia. The search 

was conducted during January, February, and March of 2026. Given this, a set of inclusion 

and exclusion criteria were recognised to ensure sufficient quality of the literature and to 

enhance the accuracy of the search. The criteria required the fulfilment of at least two or 

more of the inclusion criteria to be considered. Additionally, a screening process was 

conducted by reviewing the articles title, abstract, and conclusions, before performing a 

full text analysis. 
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Table 2: Inclusion and Exclusion Criteria 

Inclusion Criteria Exclusion Criteria 

• Peer-reviewed articles. 

• Review articles. 

• Articles published in English or 

Swedish. 

• Articles published in ranked 

academic journals. 

• Non-peer-reviewed articles  

• Articles or literature where the 

full text where not available.  

• Articles not available in English  

or Swedish.  

• Articles published in non-ranked 

academic journals.  

 

3.3 Primary Data 

3.3.1 Semi-structured Interviews 

In addition to the literature review, semi-structured interviews were conducted to provide 

immersive insights into interviewees personal experiences and interpretations regarding 

their cybersecurity behaviours (Karatsareas, 2022, p. 99). In contrast to structured 

interviews, which rely on rigid and substantially standardised interview guides, the semi-

structured interviews allow for the exploration of organisational dynamics and complex 

social processes (Karatsareas, 2022, p. 101; Qu & Dumay, 2011).    

However, due to the dynamic nature of interviews, the methodological approach was 

adapted to align with the study’s purpose and scope (Snyder, 2019). Hence, the developed 

research questions were explored through the interviews, involving preprepared questions 

based on identified themes derived from the research objectives (Bryman, 2018, p. 382; 

Qu & Dumay, 2011).  

Considering the aim of the study, the semi-structured interviews allowed for flexible 

conversations to develop and cover several valuable topics. Thus, the approach granted 

participants to reflect upon their personal experiences, knowledge, and cybersecurity 

behaviours. Further allowing respondents to ponder the influence of informal leaders 

within their organisation. At the same time, it provided the researchers with the ability to 

monitor the interview and its progress, as well as deploying discursive strategies to 

refocus the conversation if it veers of topic (Karatsareas, 2022, p. 100).  



 

 
  

20 

Furthermore, the format allowed for follow-up questions to be asked directly to the 

respondent if new, interesting dimensions emerged (Bryman, 2018, p. 382; Karatsareas, 

2022, p. 100). Providing the study with richer responses contributing to a sharpened 

comprehension of the studied phenomena (Qu & Dumay, 2011; Gioia et al., 2013). 

However, semi-structured interviews risks obtaining varying responses depending on the 

interviewer and the manner of which questions are asked (Qu & Dumay, 2011). This 

entails that the respondents can be influenced by the interviewers’ characteristics and 

subjective inclinations, potentially making the study difficult to replicate (Bryman, 2018, 

p. 484).  

Given this, the subjective inclinations were taken into consideration to minimise such 

risks by carefully producing a situated understanding of cybersecurity contexts and the 

area of interest (Qu & Dumay, 2011). Thus, the interviews were performed with both 

authors present to evoke diverse insights and ensure that the discussions were clear, 

coherent, and aligned with the study’s purpose.  

3.3.2 The Creation of the Interview Guide 

The interview guide for this study was developed based on observations and insights 

gained from the literature review. Thus, the questions were formulated accordingly. 

Before the initial interviews, a trial interview was conducted with a test participant 

possessing relevant experience in relation to the study. The trial interview provided 

valuable insights into the development of the questions and the structure of the interview. 

This allowed iterative improvements to be made to enhance the clarity and neutrality of 

the questions, aiming to prevent any unintentional guiding or influencing the respondents’ 

answers (Cypress, 2015). 

Furthermore, as the initial interviews were conducted, minor adjustments were made to 

the interview guide. This entailed refining some questions to ensure enhanced clarity, 

improved understanding, and relevance to the research area. Providing increased 

accuracy, consistency, and rigour, while strengthening the structure of the study (Gioia et 

al., 2013; Cypress, 2015). However, the core structure of the interview guide persisted 

throughout the entire study.  

The final interview guide structure consisted of two thematic sections (See Appendix A). 

The primary section was based on questions regarding AI and cybersecurity. This was in 
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turn contrasted with the second thematic section, investigating the interviewees 

experience of their workplace guidance and support, relating to elements of social 

influence.  

3.3.3 The Identification of Interviewees 

During the planning of interviews, careful consideration was given to the identification 

of respondents. Following this, the identification of participants demanded cautious 

selection to ensure their relevance to the study and the subsequent scheduling of interview 

times (Qu & Dumay, 2011). 

The primary way of connecting with potential participants was through LinkedIn, and in 

turn through E-mail. These platforms were used as they allowed the researchers to 

personally contact candidates outside of their personal network. Thus, maintaining an 

objective relationship with the participant, and successfully minimising interviewer bias 

(Shensul et al., 1999, as cited in Qu & Dumay, 2011). This was further supported through 

the utilisation of a purposive convenience sampling approach (Lopez & Whitehead, 2013, 

p. 124), underlining that the potential candidates contacted personally determined if they 

wanted to participate and share their experiences.  

Furthermore, within ethnographic research, practitioners strive to record the behaviours 

of participants (Lopez & Whitehead, 2013, p. 126). Hence, to align with the study’s 

research questions and purpose, the selected candidates were chosen based on two core 

sectors including IT and the economic sector. Although it is acknowledged that 

cybersecurity and AI are relevant in various areas, given the scope of the study, these 

sectors have been identified since they are among the most heavily impacted sectors in 

Sweden in relation to cyber threats (Varga et al., 2021).  

Following this, the selection of potential candidates was based on their previous 

experiences which provided the study with rich, multi-faceted perspectives, that in turn 

supported the analysis (Palinkas et al., 2015). Furthermore, the utilisation of LinkedIn 

allowed for a diverse number of individuals to be contacted through search words such 

as Cybersecurity, Financial Advisor, Security Manager, Security Specialist, and IT 

Consultant. Given this, it enabled the study to ensure variation within the sampling to 

further enhance credibility, analytical strength, and conceptual depth (Palinkas et al., 

2015).  
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In the following table, an overview of the interviewees is provided. It highlights the 

respondents’ respective sectors, official roles, work experience at their current position, 

and general information about the interview.  

Table 3: Overview of the Interviewees 

 

3.4 External Events and Exploratory Interviews  

Apart from the literature review and interviews, the authors attended an external 

cybersecurity event and conducted several exploratory interviews. This was done to gain 

insights into the practical reality of employee consciousness regarding cybersecurity, as 

well as the phenomena of security heroes. Thus, the event staged at Linköping Science 

Respondent Sector Formal Position Time at Current 

Position 

Interview 

Setting 

Duration of 

Interview 

R.1 Tech and Electricity Electrical Engineer 1 year Online 40 minutes 

R.2 Defence and Tech Bid Manager 3 years Online 30 minutes 

R.3 Banking Strategy Execution 

Lead 

2 years Online 40 minutes 

R.4 Computer and IT Product 

Management 

10 years Online 45 minutes 

R.5 Fintech Data and process 

specialist 

2 years Online 25 minutes 

R.6 Software as a 

Service (SAAS) 

Product Manager 1 year Online 30 minutes 

R.7 Banking Head of Identity and 

Access Management 

3 years Online 45 minutes 

R.8 Computer and IT Business Unit 

Manager 

8 years Online 40 minutes 

R.9 Tech and Electricity Financial Project 

Analysts 

2 months Online 20 minutes 

R.10 IT Fullstack Developer 1.5 years Online 30 minutes 

R.11 Banking Team Leader 3 months Online 20 minutes 

R.12 Banking Training and Project 

Manager 

10 years Online 20 minutes 
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Park, provided interesting insights into how an organisation can approach cybersecurity, 

and the impact employees’ cybersecurity behaviour may have on everyday practices. 

During the event, several explorative interviews were conducted which provided a 

valuable understanding of how daily choices affect organisational security, in contexts 

where uncertainty is a significant factor. Hence, by attending the event, emerging themes 

and areas of interest became much more apparent in the main data collection process. As 

some perspectives had already been highlighted, the explorative interviews supported the 

empirical identification process in the latter stages of the study.  

 

3.5 Research Ethics  

When conducting the qualitative study, ethical considerations were addressed to ensure 

that the information collection process was performed in a manner that adhered to 

generally accepted ethical principles (Bryman, 2018, p. 170). A primary concern was to 

ensure that the respondents were properly informed and provided voluntary consent to 

participate in the study. Given the interdependent nature of ethical principles, particular 

attention was place upon assuring that the interviews were conducted in an 

accommodating manner and provided a high level of confidentiality regarding 

respondents’ privacy. Notably with regards to correct usage of the collected material 

while ensuring consistent and transparent communication (Bryman, 2018, pp. 170-172).  

 

Furthermore, to properly adhere to the forementioned considerations, the attached consent 

form in Appendix B, was distributed to the interviewees prior to the predetermined 

interview date. This measure sought to ensure that the respondents understood the 

purpose of the study, the value of their participation, and that the processing of data was 

to be strictly performed in accordance with GDPR. Additionally, to prevent any 

unauthorised use of personal data and ensure consistent transparency, participants were 

openly informed that all personal information collected was to be deleted after the 

completion of the study. A precautionary measure that further reinforced the credibility 

of the study, as well as successfully ensuring the adherence to the terms of consent 

(Bryman, 2018, p. 175). 
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3.6 Data Analysis: The Gioia Methodology  

In order to analyse the study’s qualitative data, the Gioia method was implemented. The 

Gioia method is rooted in inductive research, drawing on the logic of grounded theory 

(Gioia et al., 2013). Considering that the study’s research approach can entail surprising 

and unexpected observations, the Gioia method provides methodological rigour (Ravasi, 

2021a). Moreover, the Gioia methodology further ensures and strengthens the study’s 

validity through continuous empirical review and revision (Ravasi, 2021b). 

Furthermore, as outlined by Gioia et al. (2013), the method includes a structured and clear 

three stage approach to apply qualitative data analysis. Accordingly, this study followed 

these analytical steps and was further supported by explanatory material from Ravasi 

(2021a; 2021b), to ensure proper methodological implementation and qualitative data 

analysis.  

3.6.1 Execution of the Gioia Methodology 

In accordance with the structured process presented by Gioia et al. (2013), the study 

adopts the structure as a guideline for the execution of the data analysis. These steps 

include identifying first-order concepts, second-order themes, and aggregate dimensions. 

In order to develop first-order concepts, an initial step was implemented that entailed 

editing and colour coding all 12 of the transcripts from the recorded interviews. This also 

included translating power quotes from Swedish to English, to ensure the consistent 

presentation of data and to successfully highlight interesting and insightful responses 

relevant to the study.  

Following this, the concept of open coding was applied, where all usable quotes were 

transferred to an excel sheet. The next stage of the process included the making of first-

order concepts, which is a step that is closely tied to the empirical material where the data 

is descriptive and closely worded to the respondents’ answers. The first-order concepts 

were not made to be theoretical, but rather reflect and capture the respondents’ 

experiences, interpretations, and the variations in their answers (Gioia et al, 2013). In total 

approximately 122 first-order concepts were created from the initial quotes. Whilst 

analysing the data, continuous reflection regarding the concepts was required to 

determine their relevance. This in turn entailed removing insights regarding AI usage 

within organisations due to their limited contributions.  
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Figure 2: Example of First-Order Concept Development 

 

The second stage consist of the creation of interpretive and theory-based themes. This 

stage groups first-order concepts into second-order themes, while aiming to reflect 

patterns and similarities across the data. Thus, the stage provides descriptions of 

observations in the language of academia (Ravasi, 2021b). Moreover, the identification 

process ensures that a theoretical connection is created through emergent concepts, while 

ensuring that the study can fulfil its potential for explanation, description, and theoretical 

decree (Gioia et al., 2013). This stage thus entailed the creation of 5 second-order themes, 

that encompassed a larger narrative, through previously recognised theory and concepts. 

This included theories such as Institutional Theory as defined by Mayer and Rowan 

(1977), and Formal Authority Theory as established by Aghion and Tirole (1997).  
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Figure 3: Development of First-Order Concepts to Second-Order Themes 

 

Furthermore, once a workable set of themes and concepts had been created, the second-

order themes were distilled into two sets of aggregate dimensions (Gioia et al., 2013). 

These dimensions presented an overarching final consensus, highlighting the progression 

from raw data to terms and themes for the analysis (Gioia et al., 2013; Ravasi, 2021b). 

The formulation of the aggregate dimensions aims to reflect the further examination of 

the study’s research questions. Hence, the first aggregate dimension, Variables Shaping 

Reliance, represents the exploration of the first research question. Whilst the second 
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dimension, Relational Foundations of Informal Influence, represents the second research 

question. 

Figure 4: Development of Final Data Structure 

 

3.6.2 Limitations with Regards to the Gioia Methodology  

When conducting the study, the choice to utilise the Gioia methodology was based upon 

the need for a structured identification process for thematic findings, through an 

informant-centric coding approach. Whilst the methodology benefits from extensive data 

collection and an iterative analysis, these features also introduce several constraints and 

risks. One of the most significant limitations that this study has recognised through the 

literature review, is the substantial time and resource demands the method imposes on a 

study (Stigliani & Ravasi, 2012; Gioia et al., 2013). Considering the nature of the study’s 

limited timeframe and scope, the risks of underdeveloped or insufficiently grounded data 
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structures have been acknowledged. Hence, the limitations associated with time 

constraints, theoretical saturation, and data depth should be taken into consideration when 

interpreting the study’s findings.  

Moreover, risks of overlooking variance among informants, overstating selective 

perspectives, and mixing factual evidence and observations, demands cautious reflection 

of the progress (Gioia et al., 2013; Ravasi, 2021b). However, through the continuous 

revision, discussion, and the creation of tables this study has minimised such risks. It is 

also possible to reduce the likelihood of anecdotal interpretation by emphasising 

transparency, informant-centric coding to minimise bias, and maintaining an outsider 

perspective to avoid a “native” and personal approach (Gioia et al., 2013). Thus, as a 

result of these precautions, a reasonable level of theoretical saturation was achieved, 

which contributed to strengthening the study’s empirical and theoretical grounding (Gioia 

et al., 2013).  

 

3.7 Use of Artificial Intelligence 

Throughout the process of conducting and writing this study, AI tools have been used to 

enhance linguistic precision and increase productivity. When writing the study, AI tools 

have been used to review grammar and sentence structures to improve clarity and 

heighten linguistic accuracy.  

The secondary usage of AI has been through the AI powered transcript function in 

Microsoft Teams. The function allowed for a transcription to be made automatically, 

while recording the interviews. However, the function lacked some accuracy, which 

prompted the authors to check, proofread, and correct some of the transcriptions, with the 

help of the original recordings of the interviews.  
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4. Empirical Findings  

In the following chapter the findings from the interviews are presented. The chapter is 

structured in accordance with the Gioia methodology as outlined in the previous chapter, 

ensuring a systematic and transparent presentation of the study’s empirical findings.  

Each section introduces a second-order theme that is theoretically connected to first-

order concepts as illustrated in Figure 5, depicting the final data structure. The 

presentation of the empirical findings strives to reflect the informants’ experiences and 

interpretations through illustrative quotes and valuable observations from the data 

collection, further supporting the study’s inductive analytical approach.  

  

 

 

Figure 5: The Final Data Structure 
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Supporting the empirical findings and the interpretations made, Table 4 provides 

supplementary quotations to enhance transparency and legitimise the respondents’ 

experiences further. Table 4 illustrates the Data Table which introduces second-order 

themes and selected first-order quotes reinforcing the development of the chosen theme. 

Additionally, each second-order theme is explained and emphasised through the selected 

quotes.     
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Table 4: Data Table 

Second-Order Themes Selected First-Order Quotes 

Differentiated Cybersecurity Knowledge  

 

Captures the varying knowledge of organisational 

cybersecurity practices amongst employees. 

Limited knowledge of organisational cybersecurity practices 

“Yes, I know a little bit. I know roughly what we have to fulfil, but I’m far too unfamiliar with the details.” (R.4) 

 

Not fully, but always cautious of cybersecurity practices 

“Not a lot to be honest. But I work as a developer, and you always have to have security in mind.” (R.10) 

 

Very knowledgeable in organisational cybersecurity practices 

“I would say I am very aware and I know what to do.” (R.5) 

Institutionalised Cybersecurity Awareness  

 

Reflects cybersecurity awareness initiatives through structured 

and embedded policies and practices within the organisation.    

 

Fake phishing e-mails  

“[…] for example, we have fake emails that are sent out.” (R.1) 

 

We have mandatory course on a yearly basis 

“You have a lot of mandatory training every year, as this is a very important area, where it is both training and tests.” (R.3) 

 

Prior rules and policies are insufficient 

“We have always had very strict routines and rules, as well as set requirements. But it’s just that new ones are coming. […] 

now we have to kind of add a few additional layers of requirements and routines that have to be followed in order for it to 

be done properly.” (R.7) 
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Formalised Authority Under Uncertainty 

 

Reflects how employees’ reliance on others is contingent on 

formally assigned roles, where one’s entitled roles shape who 

is perceived as responsible for cybersecurity situations. 

 

 

 

Turns to the cybersecurity or AI team when unsure 

“I would have turned to the cybersecurity team or the AI committee, that’s what I would’ve done.” (R.5) 

 

Assigned person within a formal area of expertise  

“We have an assigned person in charge at the company who you should go to if you have questions.” (R.4) 

 

Seeking guidance from a person of relevant role 

“It would either be my boss or the project manager for the project I’m in. Or I’d contact IT because that’s like their area.” 

(R.10) 

Bases of Informal Authority 

 

Represents the bases through which informal authority emerge 

within organisation  

 

Dependence on coworkers’ priorities  

“[…] I’m the one who coordinates it but I’m completely dependent on others making those priorities. And there are many 

who don’t have formal leadership roles, but who still have a great deal of influence on what I do, through how they 

prioritise or takes decisions.” (R.3) 

 

Colleagues are a source of influence as they sit on experience 

“It could be colleagues [turn to]. Yes, anyone because the ones I sit with can be quite experienced. If they say don’t click 

on it [a link], then I would not click on it.” (R.9) 

 

Turns to colleagues first with cybersecurity questions 

“I have one person I would go to directly if it concerns a specific cybersecurity question. For example, I have colleagues 

who are more deeply familiar with this and so I would go to them. I would probably turn to the informal leader first.” 

(R.4) 

Drivers of informal Influence 

 

Someone having the knowledge does not point to that person being trustful  



 

 
  

34 

Reflects the conditions under which informal leaders are 

characterised, shaping when and how employees trust one 

another  

“[…] even if I know someone is really good at something, but if I don’t have much trust in that person, for a one reason or 

another, its not like I would call that person until there’s an absolute crisis. That would’ve been the last resort.” (R.2) 

 

Personal connections strengthen trust, understanding and informal influence 

“It’s not just for the knowledge but also because I like that person. It’s that we’ve got a bond that I think is very good, so 

it’s not just for the knowledge but also because I trust that person.” (R.9)  

 

Competence and personality weigh more than being a formal leader 

“[…] someone comes in who just says yes, I’m the boss. You don’t directly have my respect because of that. […] 

competence mixed with personality and how you perform, and that you are a humble person weighs more.” (R.8) 
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4.1 Theme 1: Differentiated Cybersecurity Knowledge  

An apparent trend amongst respondents was the uneven distribution of cybersecurity 

knowledge within organisations. Respondents highlighted that this discrepancy was 

closely tied to variables such as role, experience, and one’s exposure towards 

cybersecurity-related situations. Hence, this variation in cybersecurity knowledge points 

to some employees possessing a deeper understanding of the concepts, while others relied 

on more general guidelines and coworkers with more competence in the cybersecurity 

field.  

Supporting this, one respondent noted:  

“If you were to rate it from one to ten [cybersecurity knowledge], maybe a four 

or five. It’s like this, I don’t have a solid grasp of it, but it’s more the basics of what 

we have to do.” (R.9) 

This reveals how respondents view their knowledge as basic rather than rigorous. 

Furthermore, another contrast was highlighted where some employees who worked more 

closely with cybersecurity-related issues and therefore encountered such matters more 

frequently, appeared to demonstrate a deeper understanding of organisational 

cybersecurity practices. Whereas the majority of the respondents described having a more 

limited understanding, which was mainly linked to their formal role and lack of direct 

experience with such matters.  

Similarly, several respondents underlined that, despite not having full understanding of 

cybersecurity practices themselves, they referred to their organisation’s cybersecurity 

team who were responsible for managing such issues and regularly work with it.  As one 

respondent expressed: 

“I mean I’m pretty knowledgeable, but then we have people who work with these 

things.” (R.12) 

This contrast illustrates that cybersecurity knowledge is unevenly distributed across 

employees. Consequently, employees appeared to evaluate cybersecurity requirements 

differently as many of the courses appear to be individually assessed, which in turn 

seemed to shape their understanding and behaviours towards it. This suggests that 

employees require continuous learning to acquire a collective understanding and mindset 

to diminish the perceived boundaries between general knowledge and expertise.  
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4.2 Theme 2: Institutionalised Cybersecurity Awareness  

Cybersecurity awareness initiatives were described consistently across respondents, 

where it appeared that such initiatives were embedded within formal organisational 

structures. These initiatives were visible through online training sessions with tests, 

internal guidelines, and simulated phishing emails. These formal strategies appeared to 

establish a basic level of awareness among employees, ensuring a persistent 

understanding of proper and expected organisational procedures.  

Additionally, a recurring pattern across organisations indicated that cybersecurity 

awareness initiatives were reinforced as formal organisational strategies and introduced 

as mandatory training on a yearly basis. For instance, one respondent explained:  

“We all, including new employees, have annual security course and that also 

includes cybersecurity and how we should think about that. Then we also have, 

since maybe six months or a year ago, an AI course where you learn a little bit of 

the basics of AI and to understand the whole process of it.” (R.12) 

Furthermore, respondents also emphasised the growing relevance of cybersecurity within 

organisations, as well as the continuous development of cybersecurity-related courses. 

For example, one respondent highlighted:  

“The measures to reduce these [cybersecurity] risks have also increased. Ten 

years ago, this didn’t exist.” (R.4) 

Similarly, another respondent underlined:  

“We didn’t even see it on the radar last year, that it would grow so quickly. And so 

maybe you haven’t budgeted and planned for this to come up, but then it happens, 

so we have to re-prioritise.” (R.7) 

Overall, while some respondents noted the expansion of their cybersecurity teams over 

time, the findings consistently indicated that cybersecurity awareness was primarily 

introduced as structured organisational initiatives implemented to promote awareness. 

This suggests that cybersecurity awareness is largely institutionalised and is emerging as 

a growing organisational dimension. However, it appeared that these dimensions 

functioned as organisational structures, instead of establishing a deeper generalised 

understanding among employees. 
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4.3 Theme 3: Formalised Authority Under Uncertainty   

A consistent pattern that emerged was a primary reliance on experienced individuals as 

well as individuals holding formally assigned roles within cybersecurity-related 

situations. Respondents emphasised that the choice of guidance seeking depended on 

specific roles, where the bosses, managers, project leads, and cybersecurity teams were 

highly regarded as most appropriate contacts.   

Consistently, respondents highlighted that in situations involving uncertainty, they would 

instinctively turn to individuals whose roles were directly connected to cybersecurity or 

technical matters. This reliance appeared to be grounded not only in the formal roles, but 

also in the perceived competence of the individual. One respondent explained:  

“[…] but if I had a question, I would probably contact our security manager or 

those who work with information security. It depends a bit on what they do, and 

then also IT of course.” (R.12) 

Similarly, another respondent also explained that the severity of the matter affects whether 

they could handle certain situations independently or rely on others. 

“As for cybersecurity, as I said, I have CISO [Chief Information Security Officer] 

sitting next to me at work, so I always ask him. If it’s a small thing that I’m aware 

of, I can solve it. But if it’s something more serious, for example I notice that files 

are getting corrupted or I notice that I receive an email that might be a risk to 

other employees, then I inform him.” (R.6) 

While some employees described having sufficient knowledge to handle certain situations 

independently, many of them mentioned turning to individuals particularly working 

within the field. Nevertheless, reliance was not absolute as respondents emphasised that 

reliance depended on the nature and the severity of the situation and the issue at hand. 

Supporting this, two respondents noted:  

“But I would probably say that if it’s not about legal, compliance, and risks, then 

it’s my closets boss who I turn to.” (R.3) 
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“It depends on the situation. Usually you know who to contact when you’ve been 

working for a while, then you have your contacts. If you don’t know at all, you 

have to ask whoever you think is knowledgeable, sometimes it’s your boss and 

sometimes not.” (R.2) 

These findings illustrate that formalised roles and competence is a default option when 

employees seek guidance. Further, this also highlights that reliance was situationally 

dependent as formal guidelines controlled, but did not fully affect, who employees relied 

upon in cybersecurity-related situations.   

 

4.4 Theme 4: Bases of Informal Authority  

Beyond the dependency on formalised roles and competence, respondents also described 

situations where they would approach certain individuals based on perceived 

trustworthiness, credibility, and personal characteristics. These individuals were 

recognised for traits such as ambition, experience, and trust, which made them natural 

sources of help.  

Respondents underlined that individuals possessing such characteristics were not 

necessarily individuals allocated to work with cybersecurity-related matters, instead they 

were described as knowledgeable and confiding coworkers. Consequently, respondents 

would seek guidance from them as well. For example, one respondent highlighted:  

“I only work with older people who have been in the industry for like twenty plus 

years and of course they have all the experience when it comes to development 

and security and everything. They’ve come across everything possible so if it is 

something I’m wondering then I trust them to know. And if they don’t know, they 

usually tell me, okay but contact this person instead.” (R.10) 

This insight stresses how accumulated knowledge contributes to the subsequent 

emergence of informal influence. Thus, positioning these individuals as significant 

sources of guidance despite not possessing a hierarchical position. 

However, a notable contrast surfaced regarding the extent employees would seek 

guidance from their peers. Whilst some respondents emphasised that cybersecurity-

related matters were often discussed among colleagues, discussions were often limited to 
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exchanging opinions and thoughts, refraining from taking a final decision without 

contacting individuals with formalised roles. Others underscored that they relied on 

knowledgeable and trusted coworkers to a greater degree and would therefore not hesitate 

to follow their advice. Supporting this difference, two respondents highlighted: 

“Maybe not to a decision, but it could be something I could be discussing things, 

then it would be my colleague maybe who works a lot with maybe digitalisation 

and stuff. But then we wouldn’t feel like yes let’s do this, instead we would still 

have to move on [to someone with formalised role].” (R.12) 

“[…] yes, but it’s really everyone in our entire department, I would say. And I’ve 

asked pretty much everyone about it [cybersecurity-related questions], and 

everyone has had a good impact. It’s very good.” (R.1) 

Moreover, this was further enhanced by respondents holding formalised roles who also 

highlighted the importance of being a good leader. They noted that effective leaders 

surround themselves with competent employees which therefore requires them to trust 

each other’s expertise. Two respondents emphasised:  

“A good leader makes sure to surround itself with good staff, right? I’m not an 

expert on everything. I don’t need to be an expert. That’s what I have my employees 

for.” (R.4) 

“Being overconfident about your cause is the first step to falling. You have to be 

humble about not knowing everything and then you have to let others who know 

better or have more experience influence what I do.” (R.8) 

These findings illustrate that certain individuals are recognised as sources of guidance, 

indicating that influence extends beyond formalised roles and static organisational 

structures. This reflects the bases of informal authority, suggesting that informal influence 

interplays alongside formal structures.  

 

4.5 Theme 5: Drivers of Informal Influence 

The bases of informal authority mentioned above, were described as dependent on certain 

drivers which determined the extent of influence such actors exerted. These included 

trust, accessibility, and personal identification between employees. In turn, these factors 
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appeared to shape the respondents’ reliance on informal leaders and the level of which 

they were influenced by them. 

Notably, competence alone appeared to be insufficient for one to consult with an informal 

leader. Instead, it also depended on personal identification with that individual, indicating 

that respondents were more likely to follow advice from those they confided in. For 

instance, one respondent emphasised: 

“Competence mixed with personality and how you perform and that you are a 

humble person.” (R.8) 

Other drivers of informal influence were described as context-dependent, where factors 

such as how well employees knew one another, one’s motivation, and openness to 

learning more shaped their willingness to rely on others. One respondent highlighted that 

familiarity determined the level of trust: 

“[…] it’s that they have that knowledge now, but you’re colleagues, you know 

each other and you work together and there are a lot of people here who know a 

lot. So yes, I trust a lot of people when it comes to knowledge.” (R.10) 

This underscores that influence emerges from not only expertise, but also how the 

relationships among employees was perceived. Similarly, another respondent underlined 

that personal interest in the field impacted the extent of influence by others:  

“Because I have interest in it, it would have influenced me because I think it’s 

interesting if it’s something new or if ’s something to think about. I’ll listen and be 

influenced and think about it in my everyday life. So definitely, if it’s someone 

who’s passionate about it themselves.” (R.6) 

Taken together, the respondents specifically underlined that competence alone was not 

sufficient to drive influence. Instead, it interplays with variables such as personal 

identification, trust, and personality which determines when employees rely on and are 

influenced by others with non-hierarchal roles. These contrasts highlight that informal 

influence is not merely based on competence, but rather by relational connections as well.  
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5. Discussion  

In the following chapter, the empirical findings are discussed and analysed in relation to 

existing theoretical research in order to address the study’s research questions. This 

entails presenting a deeper understanding of why employees rely on certain individuals 

and how such influence shapes employee cybersecurity behaviour. This is done by 

presenting the study’s final conceptual model, which aims to illustrate the observed 

interrelations connecting the identified themes. Further, the section discusses how the 

study extends already existing research.  

This is done by first presenting the grounded model, which in turn, guides the discussion. 

Subsequently, the chapter continuous by discussing the variables shaping reliance and 

how they interrelate as well as underlining tensions. Following this, the chapter explores 

the relational foundations of informal influence, how they emerge and what they are based 

upon. Further, the chapter aims to provide an overview of how the aggregated dimensions 

correlate, the arising tensions, and how they can coexist. Lastly, the final section 

discusses potential tensions that may influence the grounded model.  

5.1 The Grounded Model  

Figure 6: The Grounded Model 
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To make sense of the discussion, Figure 6 was created to illustrate the interrelations 

between concepts and themes gathered from the study’s data. Thus, the figure presents a 

generalised view of the findings through two interdependent and overarching dimensions 

including variables shaping reliance and relational foundations of informal influence. 

Additionally, the figure demonstrates how relationships across themes are presented 

through empirically grounded and contextual conditions. While empirically grounded 

conditions indicate observable connections, the contextual conditions reflect underlying 

factors that emerged from analytical interpretations, which may shape the relationships 

between themes.  

Illustrated to the right side of the figure, differentiated cybersecurity knowledge and 

institutionalised cybersecurity awareness are linked to formalised authority under 

uncertainty, showcasing that they hold separate connections to formalised authority. 

However, they also interact together in ways which reveals a structural misalignment 

between employee knowledge and organisational intent. This misalignment acts as a 

contextual condition, reinforcing reliance on formalised roles under uncertainty. Taken 

together, these themes represent variables shaping reliance. 

Moreover, the left side demonstrates how drivers of informal influence enable the 

emergence of bases of informal authority. In turn, they present the relational foundations 

of informal influence, indicating that informal authority emerges from relational factors 

rather than formalised structures. Hence, the bases of informal authority serve as an 

additional variable alongside formalised authority under uncertainty. Following this, the 

figure further illustrates a shared relationship between the structural misalignment and 

bases of informal authority which will further be explored in section 5.4.  

 

5.2 Variables Shaping Reliance  

As illustrated in the grounded model, the findings suggest that employees’ reliance is not 

solely based on formalised roles and competence, but rather embedded within broader 

organisational structures. In particular, reliance is further shaped by a structural 

misalignment caused from the interrelationship between differentiated cybersecurity 

knowledge and institutionalised cybersecurity awareness initiatives. While organisations 

consistently aim to invest in awareness programs to increase cybersecurity and AI 

knowledge, the findings demonstrate that such initiatives do not result in a shared or 
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consistent understanding across employees. Instead, it appears that these awareness 

initiatives take a uniform approach, thereby giving rise to a misalignment between 

organisational intent and employee knowledge.  

In that regard, institutionalised awareness initiatives can be understood as organisational 

efforts to reduce uncertainty through guidelines and policies, directing employees to 

appropriate individuals when seeking guidance. Although this positions well with existing 

literature underlining the importance of training employees (Abrahams et al., 2024), the 

study’s findings indicate that such cybersecurity awareness initiatives may introduce 

further complexities. While they provide employees with a general understanding, they 

often lack contextual implementation in dynamic and complex environments. 

Consequently, instead of reducing the uncertainty surrounding cybersecurity (Salem et al, 

2024), these initiatives may unintentionally reinforce it, as employees are left to create 

individual interpretations of formal guidelines. Hence, reinforcing the misalignment 

between organisational intent and employee knowledge.   

This observation challenges existing literature that frames traditional cybersecurity 

systems as ineffective due to their static nature, thereby positioning AI as vital in 

contemporary strategies (Ansari et al., 2022; Salem et al., 2024). While this study does 

not deny the benefits of AI technologies, it instead draws attention to organisations’ 

dependence on static awareness initiatives, such as annual courses or occasional phishing 

emails. Hence, instead of attempting to diminish the existing misalignment, the adoption 

of AI-driven systems along with outdated awareness practices may strengthen this gap as 

it remains overlooked among organisations and in existing literature. 

Considering this, existing literature acknowledges the importance of comprehensive 

awareness programs that are based on employees’ mindset and psychological motivations 

(Abrahams et al., 2024), it is often assumed that such initiatives automatically result in 

increased cybersecurity knowledge. The findings contradict this assumption by 

demonstrating that despite such initiatives, employees possess varying extents of 

experience, exposure, and comprehension of organisational cybersecurity practices, 

which in turn help shape their behaviour towards it. This issue becomes vital for the 

misalignment as organisations attempts to engage employees yet fail to do so. 

Additionally, this reveals a potential blind spot in established research, as such initiatives 

appear insufficient alone in attempts to fully engage employees. 
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While human-related factors remain a challenge in cybersecurity (Khadka and Ullah, 

2025), this study further develops the discussion by identifying a structural misalignment 

that becomes substantial in complex technological environments. Particularly where 

employees are expected to navigate cybersecurity despite limited or uneven knowledge. 

In this context, AI technologies, which are often framed as beneficial tools for reducing 

human-related errors (Al Naqbi et al., 2024), do not eliminate uncertainty. Rather, they 

shift responsibility onto employees who must interpret the information and act on their 

own decisions. 

Limited interpretability and overreliance on AI, as noted by Qudrat-Ullah (2025, p.27), 

further contributes to this uncertainty. From one standpoint, this highlights a theoretical 

gap in previous literature, which disregards how AI shifts the responsibility instead of 

eliminating it. From another, particular within this study, AI can be understood as a factor 

reinforcing the structural misalignment as it demands employees to interpret and act on 

their own understanding. 

Given this, reliance on formalised authority becomes the main appropriate contact for 

guidance as they provide employees with advice when knowledge is limited in uncertain 

cybersecurity situations. Hence, formal authority plays an important role within 

organisations due to their competence and credibility. In this sense, formalised roles can 

be perceived as beneficial actors as they reflect suitable sources of guidance within 

organisations.   

However, the study’s findings also illustrate that this reliance tend to surpass its intended 

purpose. While formalised roles are beneficial for guidance seeking, it may generate the 

opposite purpose, where employees disregard their own understanding in cybersecurity 

situations. Considering this, the structural misalignment might not only cause increased 

reliance on formalised authority but may also indirectly weaken employees’ cybersecurity 

knowledge.  

Thus, employees may rely on formal actors for not only guidance, but also as a 

replacement for their own learning, especially in cases where cybersecurity is not visible 

in their daily work. This initiates an important tension where formalised authority 

becomes ambivalent. On one hand, it enables employees to efficiently navigate complex 

situations. On the other hand, excessive reliance may cause them to withdraw from their 

own cybersecurity knowledge.  
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In this light, the observation coincides with the “weakest link” perspective as proposed in 

existing literature (Pfleeger et al., 2014). Previous literature frames employees as the 

primary source of weakness in cybersecurity contexts, due to poor knowledge and 

insufficient accountability (Pfleeger et al., 2014). Whilst this study recognises such 

restrictions, it further extends this perspective by demonstrating how organisational 

practices reinforce the view of employees as the “weakest link”. Nevertheless, employees 

are not inherently the biggest risk within cybersecurity, rather they are perceived as such 

as a result of the structural misalignment, limiting employee’s ability to develop their 

cybersecurity knowledge. 

 

5.3 Relational Foundations of Informal Influence 

Developing the above-mentioned conditions, the grounded model further illustrates how 

employees’ reliance is not solely based on formalised authority but is simultaneously 

shaped through interactions with informal authorities. More so, the findings showcase 

how drivers of informal influence gives rise to bases of informal authority, and how these 

dynamics interact with formalised structures. Thus, this suggests that employee reliance 

is not only shaped by hierarchical roles, but rather a combination of formal and informal 

authority when navigating cybersecurity-related uncertainty. 

Previous research has mainly positioned cybersecurity behaviour as a matter of individual 

capability and compliance (Khadka & Ullah, 2025). However, such a perspective risks 

overlooking important drivers through which reliance and influence emerge in 

cybersecurity situations. While the study’s findings highlight a substantial dependency 

on formalised factors, it further extends this by demonstrating that employees’ 

cybersecurity behaviour also builds on relational factors such as trust, accessibility, and 

personal identification. Consequently, the study supports a shift from viewing 

cybersecurity behaviour as a matter of individual responsibility, towards understanding it 

as a socially embedded process where employee behaviour is influenced by relational 

dynamics.  

Theoretically, this aligns with referent power which aims to illustrate how influence can 

emerge through identification, admiration, and respect, instead of formal authority. As 

described by French and Raven (1959, pp.154-155), referent power emerges through how 

an individual’s personal identification aligns with those of another person, recognising 
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that influence can surface without the need for formal authority. Furthermore, Quiñones-

Gonzalez (2022) enhances this perspective by describing such influence as informal 

leadership. The empirical data supports this logic as it is evident that employees turn to 

those they regard as trustworthy despite their formal position, highlighting the 

coexistence of formal and informal authority as sources of guidance. 

Although referent power becomes a strong component in understanding why certain 

individuals become influential, the study’s findings amplify this by showcasing how such 

influence occurs in practice. As observed, influence extends beyond identification and 

admiration since drivers such as accessibility, familiarity, and proximity, also shapes 

influence. Employees incline towards coworkers working closely with them and are 

easily accessible, indicating that such influence, as described by French and Raven (1959, 

p.155), is not fixed but rather contextually embedded. In this sense, the existing theory 

appears to be limited as it fails to acknowledge real life practices and how situational 

variables impact informal influence.   

Following this perspective, the concept of security heroes becomes a significant 

component. As previously discussed, security heroes are individuals possessing such 

informal influence, supporting and encouraging favourable cybersecurity behaviours 

amongst employees, despite lacking formal authority (Aalvik et al., 2023, p. 797; Nugent 

& Collar, 2015). This is reflected in the findings which underlines that employees 

approach specific individuals based on perceived trustworthiness, credibility, and 

personal characteristics. Emphasising that the characteristics of security heroes are not 

necessarily grounded in cybersecurity-related responsibilities, but rather in individuals 

perceived knowledge and credibility. Thus, security heroes can be understood as 

individuals coexisting alongside formal authorities. 

However, as existing research on security heroes is under conceptualised, this study 

provides additional insight into how their influence is disclosed in practice. Notably, the 

empirical findings indicate that security heroes do not automatically become visible 

contributors, rather they go unnoticed. As such actors do not possess formal hierarchal 

roles, they emerge through daily encounters with other employees, which allows them to 

be regarded as trustworthy and competent individuals. Hence, indicating that while 

formalised authorities get approached as a source of guidance, security heroes serve as a 
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natural source of guidance due to their subtle, yet crucial role in influencing employee 

cybersecurity behaviour. 

Given this, informal influence interplays alongside formal structures. While employees 

rely on both security heroes and formal authorities, the empirical data underlines that they 

primarily turn to security heroes as they are easily accessible and possess the required 

knowledge. This is subsequently complemented by turning to formalised authorities when 

needed. From one perspective it can be beneficial that employees have multiple sources 

of guidance. From another viewpoint, security heroes can be viewed as a critical factor in 

interpreting formal policies into applicable practices, especially when such policies are 

too general for specific work contexts.  

As seen in the empirical findings, and supported by previous literature, security heroes 

influence employees in daily practices and encounters through open communication, 

encouraging discussions, while acting as a symbolic representation of ideal cybersecurity 

behaviours. This aligns with previous arguments from French and Raven (1959, p.155), 

who underline that ambiguous situations regularly culminate in individuals turning to 

peers whom they trust, in order to find a collective understanding. Thus, security heroes 

can influence employees’ cybersecurity behaviour which in turn may support the pursuit 

towards organisational goals (Aalvik et al., 2023, p. 797; Nugent & Collar, 2015). 

In this regard, previous research emphasises the significant need for human elements and 

social dynamics to be acknowledged in the creation of secure organisational practices 

(Kirlapplos et al., 2014; Khadka & Ullah, 2025). Nevertheless, informal influence is not 

without its limitations. As informal authority goes without formal regulations, it may 

generate further complexities in how cybersecurity behaviours are shaped. Since informal 

authority is embodied by security heroes, their advice and guidance may be based on 

inconsistent or incorrect facts as they make their own interpretations of formal 

cybersecurity structures. This highlights a complicated yet important tension due to their 

crucial role in navigating cybersecurity situations.  

 

5.4 Structural Misalignment and Informal Authority 

Building on the previous discussions, it becomes evident that the structural misalignment 

identified in 5.2, combined with the role of security heroes explored in 5.3, share a mutual 
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effect. While the misalignment stems from structural inconsistencies, security heroes 

emerge from relational conditions. Hence, the co-dependency between them can be 

understood as a reciprocal relationship where the misalignment allows for security heroes 

to intervene and possibly reduce this discrepancy. 

As previously discussed, current awareness programs within organisations appear to be 

inadequate as employees’ perceived knowledge remains unevenly distributed. This 

structural misalignment suggests the need for an additional variable to reduce the gap, 

which in the study has been observed through security heroes. Given this, security heroes 

may influence how employees interpret and make use of formal cybersecurity guidelines 

in practice. This is particularly evident in situations where such guidelines appear to be 

too general or unfocused on a situation. Consequently, security heroes can be understood 

as actors contributing to the reduction of this misalignment. 

Nonetheless, this poses another challenge, as previous research does not account for why 

such informal influence becomes significant. This study provides an extended insight into 

demonstrating how such relational dynamics work in practice, which existing literature 

tends to overlook. The findings emphasise the importance of security heroes and the value 

it provides for employees in their daily work. However, security heroes may still be 

viewed as insignificant within organisations as they emerge without the need for formal 

recognition. Hence, the study challenges this by illustrating that employees still rely on 

such informal influence as a source of guidance, despite their non-hierarchical roles.  

Moreover, these insights suggests that organisations should consider human capabilities 

when implementing new AI in cybersecurity systems, in a manner that seeks to augment 

and empower people (Booyse & Scheepers, 2021). Thus, helping employees to obtain a 

better ability to control and properly interact with new features and simultaneously reduce 

human-related errors (Al Naqbi et al., 2024).  

 

5.5 Challenging the Grounded Model: Potential Tensions  

Despite the plausible reasoning in the previous sections, there are several external 

variables that may have a substantial effect on the outcome of the grounded model. As 

previously explained, the confidential restrictions regarding cybersecurity-related 

questions risks concealing interesting findings. Hence, a possible tension within the 
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model could be respondents’ honest take on formalised cybersecurity initiatives. While 

many respondents emphasised that their organisation maintained consistent cybersecurity 

awareness initiatives, few elaborated on their personal responsibility and susceptibility to 

learn. This possible tension stresses what previous literature consistently states in how 

employees are framed as the “weakest link” (Pfleeger et al., 2014).  

Given this perspective, the dynamics of the grounded model shifts where the structural 

misalignment no longer emerges from a discrepancy between organisational awareness 

initiatives and employee cybersecurity knowledge, but rather from employee neglect. In 

this context, the role of humans would be increasingly insignificant, thereby reinforcing 

previous literature. Particularly in relation to the Protection Motivation Theory (PMT) as 

briefly mentioned in section 1.2, where actions are driven by fear and perceived threats 

(Maddux & Rogers, 1983). In this context, employees neglect awareness initiatives as 

they are not perceived as imminent threats, resulting in employees becoming the “weakest 

link”.  

As previous literature has highlighted, organisations tend to shift their focus towards AI 

as a bridge to manage such arising operational tensions (Kaur et al., 2023). Thus, many 

organisations see it as an effective tool, thereby implementing the technology into their 

daily operations and cybersecurity systems (Ansari et al., 2022). This highlights how 

organisations enact internal AI tools such as chatbots, actively incentivising the use of AI. 

However, this creates an additional tension in the grounded model as the increased AI 

usage risks being detrimental to internal collaboration between employees. Given this 

context, this perspective results in neither formal nor informal authority being influential 

in a broader organisational setting. 

Regardless of these tensions reshaping the focus within the grounded model, the study 

argues that the structural misalignment will persist and possibly be reinforced. Despite 

including human neglect in the grounded model, it would still represent differentiated 

cybersecurity knowledge, as employees’ interest and susceptibility to learn would be the 

key determinant to varying understandings. Additionally, despite turning to AI, this study 

has noted that AI technologies alone are not a sufficient solution. Hence, removing human 

factors from the grounded model is equally as counterintuitive as it requires a socio-

technical interplay. 
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Furthermore, while the empirical observations indicated that employees had a positive 

outlook on turning to informal authority for guidance, a possible strain on the model could 

be if employees instead showed reluctance. On one hand, this could create a tension with 

regards to the need for security heroes and their informal influence, likely diminishing all 

the relational foundations in the model. On the other hand, as employees will likely refrain 

from turning to informal authority, it may result in increased overreliance upon formal 

authority. Consequently, diminishing their own cybersecurity knowledge. 

In this context, the grounded model’s focal assumption could be challenged as informal 

influence would no longer be a substantial variable within organisational cybersecurity 

behaviour. Considering that employees would refrain from engaging with security heroes, 

the relational foundations within the model would be significantly weakened. In this light, 

the model’s focus would likely shift towards the formalised part of the model, where 

formal authority would represent the main and sole source of guidance. This would reduce 

the model’s ability to explain dynamics of which security heroes emerge from and further 

diminish the model’s demonstration of the impact such actors have on reducing the 

structural misalignment.  

However, this study argues that such conditions would further increase the structural 

misalignment, rather than reducing it. Accordingly, the study’s grounded model 

demonstrates that security heroes are crucial actors in representing the bridge between 

formal guidelines and operational reality.  

Taken together, these perspectives have demonstrated that while the study’s grounded 

model is robust, a multitude of factors and variables may have a significant impact on its 

outcome. However, as discussed, the presented model encompasses transferable insights 

into the dynamics that shape organisational cybersecurity behaviours.  
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6. Conclusion and Future Research  

The concluding chapter presents a summary of the study’s key findings and theoretical 

contributions. This was achieved through the formulated research questions that 

provided guidance for the concluding remarks. Following this, the chapter presents 

limitations of the conducted study and possible future research. Lastly, the chapter 

provides suggestions regarding managerial implications to be considered within 

organisations.  

 

6.1 Conclusion 

The purpose of this study was to examine why employees rely on certain individuals in 

cybersecurity-related situations, and how such individuals may influence their behaviour. 

By drawing on referent power and previous theoretical insights, the study explored the 

under conceptualised role of informal influence within organisations, through the concept 

of security heroes.  

As observed in the findings, employees’ reliance is heavily dependent on the position held 

by individuals. Employees tend to rely on formal roles due to their level of knowledge 

and experience in cybersecurity contexts. A tendency which is rooted in a structural 

misalignment caused by the continuous use of static awareness programs. In turn, these 

inconsistent awareness initiatives drive employees to over rely on formal authority and 

subsequently replace their personal understanding of cybersecurity. Hence, employees’ 

reliance on formalised authority is based on the competence, experience, and the relevant 

area of expertise.  

However, this study further reveals that employees’ reliance on certain individuals is 

embedded within broader organisational structures, which indicates whether they 

approach informal or formal leaders. The findings and the discussion highlighted that 

various structural and relational factors affect the nature of reliance and therefore 

determine the chosen source of guidance. Nevertheless, reliance upon informal authorities 

contrasts reliance towards formal ones.  

Whilst employees approach both types of leaders, informal leaders are seen to be more 

accessible and within reach. Following this, it is evident that employees’ reliance on 
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informal leaders is based on relational factors, enhanced through trust, personal 

identification, and individual characteristics. These relational factors drive employees to 

primarily approach individuals considered as security heroes. Given this, while the 

structural misalignment arises from organisational inconsistencies, it allows for security 

heroes to emerge and shape employees’ cybersecurity behaviours. Hence, underlining that 

they should be positioned as a complementary variable alongside formal structures, and 

augment formal awareness initiatives.  

By allowing security heroes to embody a supporting function within organisational 

structures, they support employees through active advocacy for personal awareness. This 

is accomplished through breaking down formal guidelines to align with shifting 

contextual conditions, further supporting the collective comprehension of cybersecurity 

measures within the organisation. Further supporting why such actors should be 

accounted for within new awareness initiatives. 

In conclusion, this study establishes that employee reliance upon certain individuals 

depends on both relational and structural factors. Whilst structural factors are linked to 

formal authority, relational factors are tied to informal authority. In turn, these factors 

determine the chosen source of reliance. Moreover, it has been recognised that security 

heroes play a significant role in shaping employee cybersecurity behaviour. Through 

continuous encouragement, advocacy, and support in ambiguous cybersecurity situations, 

security heroes become a source of guidance. While employees approach security heroes 

as a primary source of reliance, they coexist with formal authorities as some employees 

still choose to approach individuals of expertise with matters requiring formal attention.  

 

6.2 Additional Findings  

This research has also revealed that employees are not inherently the biggest risk, but 

rather perceived as such. This stems from organisations failing to acknowledge the 

structural misalignment and instead try to phase out the human element as a primary 

solution. To better distinguish and understand the human factors that shape cybersecurity 

behaviours, organisations must recognise the studied structural misalignment. Thus, the 

role of employees cannot be overstated as they can be understood as security heroes, 

which support a collective mindset and understanding. 
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Given this, the study’s additional contribution to existing literature is that human 

capabilities remain an important variable in cybersecurity systems. The ability to 

influence coworkers’ behaviours is exerted through security heroes supporting the 

interpretation of new initiatives. Further upholding scholars’ previous notion of the 

importance of a socio-technical approach (Kirlapplos et al., 2014; Colabianchi et al., 

2025; Ross et al., 2025; Khadka & Ullah, 2025), facilitating an efficient navigation of 

new initiatives.  

 

6.3 Limitations and Future Research  

Whilst this study has provided valuable insights, it is subject to several limitations. As 

discussed in the introduction, certain delimitations were made to ensure a sufficient scope. 

Although these delimitations were important to frame the study with a manageable scope, 

they limited the extent of the study’s research area and generalisability. While this study 

focused on two main sectors in Sweden, with a limited sample of respondents, future 

research should take a broader geographical perspective by including organisations from 

diverse markets and industries. 

Furthermore, a substantial limitation was identified when performing the study 

concerning the demographic scope. As seen through the study’s findings, informal 

influence affects individuals’ cybersecurity behaviour in various ways. Although 

tendencies of varying susceptibility to informal influence across age groups were 

observed, it could not be further explored. Hence, future research should further 

investigate the difference in cybersecurity behaviour across age groups and organisational 

structures. Furthermore, such research could in turn enhance the understanding of security 

heroes and their impact on different demographic groups.  

Lastly, the study does not examine the role of regulatory environments. This limitation 

has excluded the role of legal considerations that impact organisational structures. Thus, 

it would be valuable to further explore the role of legal pressures, and how such 

considerations can affect the development of new strategic initiatives.  
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6.4 Managerial Implications 

This study has highlighted the importance of informal influence, and the significant role 

it has on shaping employees’ cybersecurity behaviours. These insights entail considerable 

implications for managers in practice, as they must be respected in order to strengthen 

organisational cybersecurity practices. Since formal initiatives have been seen to be 

complemented by informal influence, managers should strive to identify and encourage 

security heroes within their organisations. By doing so, managers could integrate such 

actors in initiatives to enhance employees’ motivation to learn more about cybersecurity, 

and in turn improve secure routines in their daily work. Ensuring that there is an alignment 

between organisational intent and employee knowledge.  

Furthermore, without overlooking the benefits of AI, managers must consider the 

importance of humans in interpretating and monitoring progress. Underlining the need 

for a coexistence between technological solutions, and human capabilities. As modern 

society is constantly changing, organisations and their cybersecurity systems must adapt 

to new security challenges. However, this study argues that adapting to new challenges 

while overlooking human capabilities, may instead cause managers to compromise their 

ability to effectively strengthen organisational cybersecurity behaviours. 
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8. Appendix  

Appendix A: Interview Guide  

The following interview guide has been used during the conducted interviews.  

The interview guide is provided below in both English and Swedish.  

Interview Guide - English 

Background and Role 

1. What is your formal position in the organisation? 

2. How long have you been employed in this role? 

3. What does your role involve in daily work? 

4. Do you mainly work independently or in teams? 

5. How would you describe the organisational structure? 

AI in Cybersecurity Context 

6. How familiar would you say you are with cybersecurity practices in your 

organisation?  

7. Are there any organisational initiatives that promote cybersecurity or AI 

knowledge?  

8. Is AI used in your organisation? If yes, in what ways? 

9. To your knowledge, does AI play a role in your organisation's cybersecurity 

practices? 

10. Have you noticed any recent changes in how cybersecurity practices are handled 

in your organisation? 

11. How would you describe the work culture in your organisation when it comes to 

balancing efficiency and following rules?  

 

Workplace Guidance and Support 

12. Who do you usually turn to when you're faced with a complex/challenging 

situation with regards to cybersecurity?  

12b) Did this person affect the manner of which you handled the situation? 

13. Has this person influenced how you adhere to, or what you think of security 

policies? (e.g., cybersecurity)  



 

 
  

14. Are there individuals who influence how work is done even without formal 

authority?  

Closing 

15. Is there anything else you want to add that you find important regarding 

cybersecurity or support in the workplace?  

 

Interview Guide - Swedish 

Bakgrund och roll 

1. Vad har du för formell roll i organisationen? 

2. Hur länge har du haft denna roll? 

3. Vad innebär din roll i det dagliga arbetet? 

4. Arbetar du främst självständigt eller i team? 

5. Hur skulle du beskriva organisationsstrukturen på din arbetsplats? 

 

AI och cybersäkerhet 

6. Hur insatt skulle du säga att du är i din organisations cybersäkerhets rutiner? 

7. Finns det några organisatoriska initiativ som främjar kunskap om cybersäkerhet 

eller AI? 

8. Används AI verktyg i det dagliga arbetet inom organisationen (t.ex. för att 

sammanfatta texter, mötesanteckningar, eller annat administrativt)? Om ja, på 

vilka sätt? 

9. Spelar AI en roll i organisationens cybersäkerhetsarbete? 

10. Har du märkt några förändringar, på senare tid, i hur cybersäkerhet hanteras i 

 organisationen? 

11. Hur skulle du beskriva arbetskulturen när det gäller balansen mellan effektivitet 

och att följa regler och rutiner? 

 

 

 



 

 
  

Vägledning och stöd på arbetsplatsen 

12. Vem brukar du vända dig till när du ställs inför en komplex/utmanande situation 

i förhållande till cybersäkerhet? 

12b) Påverkade den personen hur du hanterade situationen? 

13. Skulle du säga att denna person har påverkat dig i hur du tänker kring eller 

hanterar säkerhetsfrågor? (T.ex. cybersäkerhet) 

14. Finns det personer som påverkar hur arbetet utförs trots att de inte har en formell 

ledarroll? 

 

Avslutning 

15. Är det något annat du vill tillägga som du tycker är av vikt gällande 

cybersäkerhet eller stöd på arbetsplatsen? 

 

Appendix B: Consent Form – Swedish   

Vi vill fråga dig om du vill delta i denna forskningsstudie. I det här dokumentet får du ta 

del av information om studien och vad det innebär att delta. Forskningshuvudman för 

studien är Linköpings Universitet. Med forskningshuvudman menas den organisation 

som är ansvarig för studien. 

 

Studiens syfte 

Denna studie ämnar till att undersöka hur anställda kan påverka sina kollegors 

cybersäkerhetsbeteenden. Tidigare forskning har undersökt riskerna med AI samt 

människans roll inom cybersäkerhet. Däremot har rollen av informellt inflytande från 

anställda med kunskap inom cybersäkerhet fått mindre uppmärksamhet. Studien 

analyserar därför hur och vad för typ av inflytande påverkar anställdas 

cybersäkerhetsbeteende. 

 

 

 

 

 



 

 
  

Information till intervjuperson 

Ditt deltagande är frivilligt och du kan när som helst välja att avbryta deltagandet. Om 

du väljer att inte delta eller vill avbryta ditt deltagande behöver du inte uppge varför. 

Om du vill avbryta ditt deltagande ska du kontakta studiens skribenter. 

 

Ditt deltagande i studien bidrar till ett utökat perspektiv utifrån dina praktiska 

erfarenheter. Detta innefattar insikter gällande cybersäkerhet, samt stöd och inflytande 

från kollegor på arbetsplatsen. Detta innebär att studien kommer att samla in och 

behandla information om dig. 

 

Dina svar kommer att behandlas så att inga obehöriga personer kan ta del av dem. För 

att ta del av studiens resultat, vänligen kontakta ansvariga skribenter. 

Ansvarig för dina personuppgifter är Linköpings universitet. Enligt EU:s 

dataskyddsförordning har du rätt att kostnadsfritt få ta del av de uppgifter om dig som 

hanteras i studien, och vid behov få eventuella fel rättade. 

 

Du kan också begära att uppgifter om dig raderas samt att behandlingen av dina 

personuppgifter begränsas. Om du vill ta del av uppgifterna ska du kontakta 

projektansvarig forskare. Dataskyddsombud nås på dataskyddsombud@liu.se. Om du är 

missnöjd med hur dina personuppgifter behandlas har du rätt att ge in klagomål till 

tillsynsmyndigheten. 

Samtycke till att delta i studien 

 

Jag har tagit del av den skriftlig informationen om studien samt mitt deltagande. Nedan 

återfinns underskrivet samtycke för medverkan på en intervju. 

 

☐ Jag samtycker till att delta i studien. 

☐ Jag samtycker till att insamlad data får användas i studiens ändamål. 

☐ Jag samtycker till att uppgifter om mig behandlas i enlighet med GDPR, såväl som 

på det sätt som beskrivs i enlighet med informationen ovan. 

 

 

 



 

 
  

Genom att signera nedan så godkänner du till ovanstående punkter. 
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