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Abstract

Introduction This thesis investigates risk indicators in pre-attack com-
munications by different types of violent lone actors, and the extent to
which computational methods can identify them.

Research Question Which risk indicators are present in pre-attack com-
munications produced by violent lone actors, how do these indicators vary
across different categories of actors, and to what extent can computational
methods support automated identification of these indicators?

Method A database of more than 100 writings from 82 violent lone ac-
tors was created and analyzed through a mixed-methods approach com-
bining manual annotation by two independent annotators as well as au-
tomated analysis using the computational threat assessment tool Dechefr.
Actors were categorized along three dimensions: grievance, context and
motive, and suicidality, which together make an actor profile. Indicator
prevalence was compared across actors using descriptive statistics and chi-
square tests.

Results Indicators such as Grievance, and Leakage were present in over
90% of communications of violent lone actors, whereas Linguistic Align-
ment, Warrior Mentality, and Influences from Previous Offenders varied sig-
nificantly across categories and were concentrated among ideologically or-
ganized actors. Actors expressing explicit suicidality showed the highest
prevalence of escalation-linked indicators such as Preparation (95%), Leak-
age (100%), and Last Resort (85%), despite some of these actors having
lower overall indicator counts. Dechefr demonstrated high precision (mean
85% for all indicators) but limited recall (mean 78%).

Discussion These findings suggest that risk indicators serve two partially
distinct functions: universal markers of violent intent shared across actor
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profiles, and markers of suggested actor types. A lower indicator count
should not be interpreted as lower risk. Dechefr can support initial screen-
ing but cannot substitute for human judgment, particularly for contextual
and subcultural language. Further research could explore the longitudinal
development of communicative patterns, expand the dataset to underrep-
resented actor types, and compare different automated methods against
each other.
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Introduction

On July 22, 2011, right-wing extremist Anders Behring Breivik carried out
the deadliest attack in Norway since the Second World War, killing 77 peo-
ple in Oslo and Utaya [14]. In the hours preceding the attack, he dissemi-
nated a manifesto by uploading it to the online forum Stormfront and dis-
tributing it via email to individuals who shared his ideological beliefs. This
act of premeditated communication underscores the role of written narra-
tives in framing and justifying acts of mass violence.

Since then, the practice of producing manifestos or other forms of pre-
attack communication has persisted across a range of ideological contexts.
In 2014, Elliot Rodger published a manifesto and uploaded videos to YouTube
outlining his motivations before he went out and killed six people and in-
jured fourteen others in Isla Vista, California [4]. More recently, in 2024,
Natalie Lynn Rupnow, a 15-year-old student, authored a manifesto that she
shared with a close contact and posted on Twitter shortly before commit-
ting a school shooting in Wisconsin, killing two individuals before dying by
suicide [10].

These cases illustrate a recurring pattern in which perpetrators of tar-
geted violence, specifically violent lone actors, use written or recorded com-
munication to articulate grievances, construct identities, and seek broader
audiences prior to their attacks [16]. Preemptive detection and interven-
tion are complex. Unlike impulsive or reactive violence, targeted violence
is premeditated and directed toward a specific person, group, or symbolic
target [6], but the actors themselves are diverse in character and motiva-
tion, driven by factors ranging from religion and ideology to personal grievance,



a desire for belonging or recognition, and most likely some combination of
these [26].

According to a publication by the Federal Bureau of Investigation, tar-
geted violence involves a process in which individuals progress from grievance
to ideation, planning, preparation, and ultimately attack, conceptualizing
not only physical actions, but also a mental progression by the individual
towards an attack called the pathway to violence [16]. A central issue is
therefore not merely identifying threats, but distinguishing between mak-
ing a threat and posing a threat [6]. Many individuals express anger or hos-
tility without acting, while some perpetrators never issue explicit threats
prior to violence [16, 31].

1.1 Lone Actor Violence and Digital Communication

Digital communication has become a primary arena for ideological articu-
lation, grievance expression, and identity construction [28, 36} 39]. Online
forums, messaging platforms and social media allow individuals to publish
written material prior to acts of violence [28]. The scale of digital commu-
nication, however, poses substantial challenges for law enforcement and
threat assessment practitioners. The low base rate of targeted violence
means that even well-grounded indicators of a possible threat risk gener-
ating a large number of false positives if applied indiscriminately [9, 3].

To address scalability challenges, computational approaches have in-
creasingly been developed to identify linguistic indicators of actual threats
within large volumes of text [26,39, 31]. Automated tools combining dictionary-
based methods, machine learning, and large language models attempt to
detect patterns associated with warning behaviors [26,|15, 31]. While such
tools offer scalability and consistency, important empirical questions re-
main regarding validity, contextual sensitivity, and alignment with manual
expert assessment.

1.2 Research Problem

Several lone actors who have carried out acts of targeted violence produce
communication prior to their attacks [26, 22} |32, |28]. These communica-
tions, which range from manifestos to social media posts, YouTube videos,
emails, online forum posts or private messages, have been found to include
expressions of grievance, ideological narratives, threats, leakage, and other



forms of warning behavior [33, 28, |26} |40]. Such material has become a key
empirical source in threat assessment research and practice [26, |31} 15].

Existing research demonstrates that such warning behaviors and risk
indicators can be operationalized in both structured assessment tools and
computational models [1, 24]. However, these approaches suffer from lim-
ited empirical validation, small or fragmented datasets, and variation in
how indicators are defined and applied [37, 42]. Crucially, there is a lack of
systematic understanding of how theoretically defined risk indicators man-
ifest in written communication, how they vary across offender profiles [24],
and whether computational methods capture the same constructs as man-
ual, expert-driven assessments [9, 20].

This disconnect between theory, empirical observation, and automated
detection raises concerns about the validity and reliability of current ap-
proaches [1, |31]. Applying automated analysis to complex psychological
constructs raises challenges related to validity, contextual sensitivity, and
theoretical alignment [1]. In practice, insufficient validation of such tools
may lead to false positives, misallocation of resources, or failure to identify
genuine threats.

1.3 Aim and Research Question

Despite growing interest in automated threat assessment, the relationship
between theoretically defined risk indicators, offender profiles, and com-
putational detection remains poorly understood. This thesis addresses that
gap by investigating how risk indicators manifest in pre-attack communi-
cations produced by violent lone actors and the extent to which compu-
tational methods can identify them. To address this aim, the following re-
search question is posed:

Research Question

Which risk indicators are present in pre-attack communications
produced by violent lone actors, how do these indicators vary
across different categories of actors, and to what extent can com-
putational methods support automated identification of these
indicators?

To structure the analysis of this overarching research question, it is bro-
ken down into three sub-questions:



Sub-question 1 (SQ1): What risk indicators are present in pre-
attack communications by violent lone actors, and how preva-
lent are they?

Sub-question 2 (SQ2): How do these risk indicators vary across
different categories of violent lone actors?

Sub-question 3 (SQ3): To what extent can the computational
tool Dechefr support the automated detection of risk indicators,
and where does it succeed or fall short?

1.4 Delimitations

The analysis is limited to content explicitly written in the available texts.
In this thesis, a text is defined as any written communication published by
a lone violent actor. The texts analyzed can be written by hand, digitally,
or consist of video or audio transcriptions and as such are referred to as
communications within the thesis. Further background information such
as official mental health diagnoses or second hand information from those
known to the perpetrator were not considered. This delimitation was made
in order to focus the thesis on evaluating the effectiveness of text based
analysis, and to fit the scope of the project.

During manual analysis, once an indicator is identified within a text, the
analysis proceeds without searching for additional occurrences. There are
several limitations of manual coding, in that it is time intensive and there
can be inter-rater reliability issues. The sample size in this case was rela-
tively large, but as violent acts and access to writing by the perpetrators is
not common, the access to material was somewhat limited. As a result, the
findings may have limited applicability to wider law enforcement contexts
and are intended as exploratory rather than predictive.
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Extended Background

2.1 Violent Lone Actors and Communication

Violent lone actors are a numerous and heterogeneous population, making
a precise definition difficult to establish. One such definition is: “Individ-
uals that alone, or with one other person, plan or have planned and com-
mitted violence against a predefined target in a public space without direct
orders or direction from an organization and without motivation through
material or personal gain, but through feelings of injustice”, [22] (translated
by the authors).

Targeted violence is typically preceded by observable behavioral pat-
terns that may signal progression toward an attack. In threat assessment
research, such patterns are referred to as warning behaviors, which are
“behaviors that precede an act of targeted violence, are related to it, and
may, in certain circumstances, predict it.” [33] Warning behaviors are not
understood as deterministic predictors of violence, but rather as empiri-
cally and theoretically grounded indicators associated with elevated con-
cern and as such they can therefore be used in preventative threat assess-
ment efforts [33].



2.2 Structured Professional Judgment

Contemporary threat assessment practices utilize Structured Professional
Judgment (SPJ]) frameworks, an approach widely regarded as the gold stan-
dard within threat assessment [35]. An SP] framework combines profes-
sional expertise with empirically derived risk and protective factors, in con-
trast to unstructured judgment which is based solely on individual intu-
ition, or actuarial tools that are based purely on statistical prediction mod-
els. SPJs involve standardized decision-making principles grounded in sci-
entific evidence while allowing for contextual interpretation [9].

Some of the most commonly applied SPJ frameworks include the Vi-
olent Extremism Risk Assessment (VERA-2R), the Terrorist Radicalization
Assessment Protocol (TRAP-18), and the Communications Threat Assess-
ment Protocol (CTAP-25) (9,32, 28].

VERA-2R is specifically designed to assess the risk of violent extremism
and radicalization, and includes 32 factors across domains such as beliefs,
social context, and protective indicators [9]. It is applicable to a wide range
of extremist contexts, including lone actor violence [9].

TRAP-18is an instrument developed to assess risks associated with lone
actor terrorism. It distinguishes between eight proximal warning behav-
iors indicating potential imminence of an attack, and ten distal character-
istics that represent longer term vulnerabilities [28]. Examples of proximal
warning behaviors include leakage and fixation while distal characteristics
include personal grievance and identification with violent causes. TRAP-
18 incorporates both linguistic and thematic elements within communica-
tions as relevant indicators of warning behaviors [15].

Both TRAP-18 and VERA-2R are empirically validated instruments and
are considered suitable for assessing risks related to lone actor violence,
but they rely on professional judgment and typically require direct access
to the person of concern [15]. As a result, these assessments are labor- and
resource-intensive, which limits their scalability and suitability for auto-
mated analyses [24,|26]. Furthermore, these frameworks were not initially
designed for automated or text only implementation.

CTAP-25 is a structured professional judgment tool which specifically
focuses on the analysis of written communication [20]. Unlike broader risk
assessment instruments, CTAP-25 centers on the content and progression
of the communications themselves, identifying factors such as expression
of grievance, fixation, violent ideation, and escalation patterns [32]. The



framework is intended to be used to help distinguish between emotion-
ally charged but non credible statements and communications which sig-
nal movement towards violence [35]. CTAP-25 bridges traditional threat
assessment practice and communication-focused analysis, but covers an
extensive list of indicators which can be complex to apply.

The increasing availability of digital documents and online materials
has expanded the opportunities for threat assessment research. Manifestos,
online posts, personal writings, and other documentary sources provide
valuable insights into behavioral and psychological indicators that may pre-
cede acts of targeted violence. Consequently, recent research has devel-
oped computational methods capable of identifying warning behaviors and
risk indicators within large-scale collections of such materials [20].

2.3 Risk Indicators in Written Communication

SPJ instruments translate warning behaviors into observable indicators
that practitioners can systematically assess. Textual risk indicators found
in prior studies analyzing manifestos, letters, forum posts, social media
etc. are not necessarily related to the literal meaning of a text, but rather
to psychologically meaningful categories that reveal an author’s underly-
ing mental state [26,40]. The indicators are understood as manifestations
of underlying psychological and behavioral processes, allowing latent con-
structs associated with risk of violence to be measurable and examined em-
pirically [28]. Some researchers further argue that manifestos, in addition
to spreading propaganda or legitimizing violent actions, are used by the
authors to transform or reinvent themselves, embrace negative cognitions,
or to seek fame [30].

Several studies have explored how risk indicators can be identified and
analyzed within written communication. Kupper and Meloy [28] use con-
ceptual content analysis to determine the existence of TRAP-18 indicators
within violent perpetrator manifestos. Through this study they show that
17 out of 18 warning behavior indicators can be coded using textual data
and thus be used independently of an external investigation.

Shrestha et al. [39] have developed Digital-7, a set of seven indica-
tors extracted from online communication. These indicators are Anger,
Grievance, Othering, Leakage, Military Terminology, Influence, and the Dark
Triad, designed specifically to identify individuals in digital environments



at risk of committing targeted violence. They demonstrate that computa-
tional tools can serve as effective support in proactive threat management
by law enforcement.

Lundmark et al. [31] propose eight theoretically grounded risk indi-
cators derived from prior research on targeted violence. Their work fo-
cuses on operationalizing these indicators for automated analysis of writ-
ten communication, demonstrating how Al-assisted methods can support
threat assessment in digital environments.

Kaati et al. [24] developed a General Risk Index (GRI). Rather than re-
lying on a single construct, the GRI operationalizes a range of emotional,
cognitive, and behavioral indicators derived from established theories of
targeted violence. Their findings suggest that risk increases when multiple
indicators co-occur, and that the index correlates with expert assessments
of risk of violence.

This thesis draws on previously established research on threat assess-
ment and linguistic risk analysis to operationalize a set of indicators to be
applicable to written communication. The indicators selected for analysis
are previously described by Lundmark et al. [31] Kaati et al. [24] and Kup-
per and Meloy [28], and also implemented in the threat assessment tool
Dechefr, see Section[2.6] The 12 indicators used in this study are described
in the following table.

Table 2.1: Risk Indicators Used in the Analysis of Pre-Attack Communica-
tions

Indicator Definition

Anger A basic human emotion that when poorly regulated constitutes
hostility or rage, often directed towards an outside actor such as
institution and indicative of emotional volatility [31}(16].

Grievance Perception of unfair treatment or wrongdoing inflicted upon a
person, resulting in victimization and feelings of injustice that may
lead to retaliatory thinking [31].

Othering The linguistic division between “us” and “them”, marked by the
frequent use of third-person plural pronouns (they, them) for the
purpose of dehumanizing or differentiating an out-group as different
or lesser, tightly coupled with enabling violent or discriminatory acts
131}139].

Influences from Previous  Expressions of admiration, identification or reference to prior

Offenders attackers or attacks. This includes imitation of ideological
justification, language and tactics [28,[31,38]. Referred to as
Influences within the text.




Indicator

Definition

Linguistic Alignment

Linguistic patterns relating to a specific ideology, subculture, or
group that legitimizes or advocates for violence against perceived
enemies or out-groups, such as references, frequently used
expressions, or ideological justification for actions taken [31}|16].
Referred to as Alignment within the text.

Leakage

Direct or indirect communication of violent intent through
expressions of fantasies, plans, or thoughts about violence, occurring
prior to any violent action and detectable by an outside audience [19}
16].

Preoccupation

An obsessive fixation on a person, object, ideological narrative, act,
cause, or grievance that dominates the individual’s cognitive and
emotional landscape, often coupled with deterioration in other social
aspects of life [15].

Warrior Mentality /
Military Terminology

The adoption of military terminology, tools and references outside of
a military context, to identify with prior attackers, or to frame their
actions as part of a noble battle and thus justifying the use of
structured violence [31}|24]. Referred to as Warrior Mentality within
the text.

Preparation Activities

Expressions of movement from ideation to action, such as research
on target, preparation on scenarios, acquisition of means to violence
or logistics relating to a violent attack [19}|16]. Referred to as
Preparation within the text.

Last Resort / Desperation
Escalation

Expressions indicating that an extreme resort is the only or only
remaining option, often accompanied with hopelessness and
depletion of other options and time [19}/16]. Referred to as Last
Resort within the text.

End of Life / Finality Expressions of finality, saying farewell or coming to death,

Communications incarceration, or extreme consequences, through stating a
diminished concern for personal well-being or survival [28]. Referred
to as End-of-life or EOL within the text.

Legacy / Martyrdom Framing potential violence as historically meaningful, morally

Creation justified or worthy of remembrance, including desire for recognition,

fame, or symbolic impact [16]. Referred to as Legacy within the text.

2.4 Dimensions of Violent-Lone Actors

In order to perform a systematic comparison across actor types, this thesis

classifies violent lone actors along three analytical dimensions: the level at
which grievances are directed, the situational and ideological context mo-
tivating the violence, and the degree to which suicidality or finality themes
are expressed in pre-attack communication. Together, these dimensions

move beyond a single-profile understanding of lone actor violence, captur-
ing distinct but complementary aspects of how actors think, communicate,
and justify their actions. Each dimension is described below.



Grievance Type

Identified as vital in previous studies [32, 22|, grievance reflects perceived
injustices and forms a central driver in the progression towards targeted
violence [16]. Understanding the level at which a given actor’s grievance
operates, whether it is directed at specific individuals, social and societal
frustrations, or is embedded within an established ideology, is analytically
important as it may reveal differences in how lone actors view their ene-
mies, select their targets, and justify their actions. Examining this dimen-
sion allows for a more nuanced understanding of the relationship between
perceived injustices and the intent to commit violence [16]. The level of
grievance dimension is closely related to the context and motive dimen-
sion, as the nature and scope of grievances often shape the selection of
targets and the justification for violent acts.

Context and Motive

The context in which a violent attack was committed, as well as the possi-
ble motivations behind it, has long been a central focus of research on tar-
geted violence [6, 35]. This dimension includes situational, social, and ide-
ological conditions and provides explanation for why the attack was carried
out, and is of particular interest, as motivation is rarely singular or straight-
forward. Understanding these patterns may contribute to more accurate
threat assessment and a deeper understanding of radicalization and path-
ways to violence [16, 23, |21].

Suicidality and Finality Themes

Suicidality is an indicator widely applied among different threat assess-
ment frameworks and is frequently associated with increased risk of tar-
geted violence [32, 19]. This dimension is of interest not only because it
indicates a threat, but because end of life orientation often reflects a funda-
mental shift in an actor’s psychological state; a diminished concern for per-
sonal survival or long term consequences lowers inhibitions against com-
mitting violent acts [16]. Exploring whether actors communicate suicidal
ideation explicitly, implicitly, or through broader communication of final-
ity themes allows for an investigation of what an actor’s intent and state of
mind in the period leading up to a violent attack [24].
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2.5 Automated Threat Assessment

Automated text analysis within threat assessment refers to the use of com-
putational methods to analyze linguistic patterns, sentiments, and specific
behavioral markers. Methods such as machine learning, natural language
processing, and other artificial intelligence technologies are becoming in-
creasingly prominent in this field, as illustrated by previous studies [26, 24].
Some of the key benefits of automated text analysis are the objectivity and
scalability it provides.

Lundmark et al. [31], use a hybrid extraction approach that integrates
dictionary-based methods, supervised machine learning, and large lan-
guage models (LLMs) to detect eight theoretically grounded warning in-
dicators, including anger, preoccupation, and othering. The strategy is de-
signed to interpret complex material at the scale needed for online texts
while addressing the challenges of digital communication often lacking tone,
context, and reliable identity cues.

Etaywe et al. [15], demonstrate the potential for Al assisted content anal-
ysis by leveraging ChatGPT for tasks such as sentiment analysis and psy-
chological signal detection, reporting accuracy levels of up to 94%. Acklin
et al. demonstrate that ChatGPT-40 can achieve perfect agreement with
human expert judgments when identifying proximal warning behaviors,
but moderate results for distal characteristics within the TRAP-18 frame-
work [1]. Both studies highlight the possibility of efficient and advanced
analysis with limited resources.

2.6 Dechefr

Dechefr, pronounced [de - che - pher], is a computational text analysis tool
developed by Mind Intelligence Lab in collaboration with researchers affil-
iated with Uppsala University, the Swedish Defense Research Agency (FOI),
and Stockholm University [34]. The tool is designed to support threat as-
sessment by identifying and analyzing linguistic patterns in written com-
munication that may be associated with risk of targeted violence [34].
Dechefr applies a combination of machine learning techniques, dictionary-

based methods, and psychologically informed linguistic models to analyze
various forms of written communication, including social media posts, fo-
rum entries, emails, and other digital texts [34]. Drawing on prior research
in threat assessment, psychology, and computational linguistics, the tool
evaluates predefined risk indicators (listed in Section that have been

11



theoretically and empirically associated with lone actor violence and esca-
lation processes.

The outputs generated by Dechefr are presented in a structured format,
showing indicator presence, extracted text segments related to each indi-
cator, and an overall risk assessment score.

12
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Method

3.1 Research Strategy

This study adopts a survey research strategy. According to Denscombe [13],
survey research is appropriate when the objective is to investigate a phe-
nomenon across multiple cases in order to identify patterns, trends, and
variations. Rather than focusing on an in-depth examination of a small
number of individuals, this study examines texts produced by multiple vio-
lent lone actors to identify the occurrence and prevalence of risk indicators
across cases.

An alternative research strategy would be a case study. The case study
research strategy focuses on an in-depth investigation of a single case or a
small number of cases which allows for an understanding of complex phe-
nomena in context [13]. While this approach could provide deeper insight
into individual perpetrators, it would limit the ability to systematically an-
alyze patterns across a larger population and restrict the evaluation of au-
tomated tools at scale.

Given the study’s dual focus on identifying risk indicators and evalu-
ating the applicability of computational methods across a large number
of texts, a survey research strategy was considered most appropriate, as it
facilitates the systematic examination of a larger number of cases and en-
ables the identification of patterns across the dataset [13].

13



3.2 Data Collection Method

The study employs document analysis as the primary source of data col-
lection. The data consists of primary source materials, including written
manifestos, forum posts, personal messages and recordings that have been
transcribed, thus holding some validity as the texts are authored by the
perpetrators themselves. When conducting document based research, it
is essential to assess materials according to authenticity as well as repre-
sentativeness [13, |[7]. Accordingly, the texts used in this study were evalu-
ated based on their source, such as whether they were officially published,
archived by law enforcement, or previously compiled by researchers.

However, authenticity can still never be fully guaranteed in research re-
lying on digital material. Online content may have been altered, selectively
archived, misattributed, or fabricated at some stage in its circulation. This
reflects an inherent methodological limitation when studying digitally me-
diated lone actor violence. While absolute certainty regarding authorship
or originality cannot be ensured, the material remains analytically valuable
for understanding communicative patterns within this field [12].

An alternative data collection method would be interviews with violent
lone actors. However, such an approach is constrained by significant prac-
tical and methodological limitations. Access is severely limited due to the
low base rate of violent offending [32], while ethical and practical chal-
lenges further restrict feasibility [12]. In addition, interview-based research
is vulnerable to interviewer effects, whereby respondents may adjust their
accounts depending on the interviewer, thereby potentially compromising
validity [13].

The dataset includes over 102 pieces of communication from a pop-
ulation of 82 lone offenders. The study uses purposive sampling (non-
probability), selecting instances based on their relevance to the lone actor
criteria to produce an exploratory sample [13] . The majority of the dataset
was provided through academic supervision, in which previously compiled
and verified materials were shared for the purposes of this study, while ad-
ditional documents were identified through systematic searches.

Temporal ordering of communications was not systematically available
across all cases in the dataset. Where multiple texts per offender were avail-
able, documents were analyzed independently rather than sequentially, mean-
ing that escalation patterns across time could not be fully assessed within
the scope of this study.
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3.2.1 Data and Genre Considerations

The materials analyzed fall within the category of illicit or concerning com-
munications, including manifestos, threatening posts or messages, and ide-
ological declarations [33]. These materials are particularly relevant to threat
assessment as they can be used to analyze the presence of potential warn-
ing behaviors and leakage indicators [33, 22].

This means that the texts vary considerably in genre, length, and com-
municative context. These differences have direct implications for the de-
tectability of risk indicators. Manifestos and extended ideological declara-
tions which comprise a large portion of the dataset are typically structured,
deliberate compositions. Their length and discursive elaboration increase
the likelihood that indicators such as grievance are expressed explicitly and
at sufficient length to be detected by both automated and manual methods.
By contrast, short-form communications such as social media posts, forum
replies, or brief personal messages offer limited linguistic context, which
can reduce the reliability of indicator detection and introduce ambiguity in
interpretation. Other factors that can affect interpretation in similar ways
include whether the texts were originally written in English, information
lost in transcription of video or audio recordings, and whether texts consist
of content reposted from other individuals, all aspects that must be con-
sidered.

3.3 Analysis Method

The study employs content analysis as its primary method of data analy-
sis. According to Denscombe [13], content analysis provides a systematic
and transparent approach for examining documentary data and identify-
ing patterns within textual material. The method is particularly suitable
for research involving large volumes of text, as it enables the researcher to
categorize, compare, and interpret content in a structured manner. Given
the study’s objective of identifying risk indicators within perpetrators’ pre-
attack communications and evaluating the applicability of computational
analysis, content analysis offers a suitable framework for both systematic
examination and comparison across cases. The data analysis will consist
of two methodological components. Firstly content analysis will be uti-
lized on the individual texts, in this case combining both quantitative and
qualitative methods to examine risk indicators as well as identify broader
patterns regarding different types of violent lone actors [13, 35]. Secondly,
quantitative descriptive analysis will be performed subsequently on the
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findings through aggregating and comparing across indicators and actor
categories to identify systematic differences.

An alternative approach could have been thematic analysis to iden-
tify the prevalence of indicators and draw deeper qualitative and contex-
tual conclusions from the material [13]. While such an approach can pro-
vide rich contextual insights, it would substantially increase the analytical
workload and limited the possibility of systematically and validly evaluate
the performance of the automated tool. Content analysis is therefore con-
sidered more appropriate as the thesis looks to assess and analyze indi-
cators within large amounts pre-attack communication while maintaining
the ability to interpret meaning within context [13].

The analysis is conducted in three stages. Firstly, both computational
and manual content analysis are applied to the same texts, analyzing the
twelve risk indicators, allowing for systematic comparison between auto-
mated outputs and human interpretation. This approach ensured com-
parability across cases, between the manual and computational results as
well as aligning with previous research that applies linguistic and compu-
tational analysis to identify warning behaviors and risk indicators within
written communication.

Secondly, content analysis will be applied to classify the actors along
three analytical dimensions: (1) Grievance Type, (2) Context and Motiva-
tion, and (3) Suicidality and Finality Themes. Each dimension captures a
distinct aspect of an actor’s background or communicative behavior and
the analysis will further explore a range of categories for each dimension.

The third stage involves a comparative quantitative descriptive analysis
on the indicator prevalence and across the defined actor categories. This
enables structured cross-group comparisons and allows the study to go be-
yond isolated cases and instead to examine broader patterns in how risk
indicators manifest across different types of perpetrators.

3.4 Method Application

3.4.1 Data Preparation

A structured database containing content such as online posts, manifestos,
letters, videos, audio recordings, and diaries was created. Data was ob-
tained through sharing of data by active researchers in the field, keyword
searches on open-source channels, including news archives, court archives,
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and specialized databases such as Schoolshooters.info which contains ma-
terials from perpetrators of school shootings specifically, and the Repos-
itory of Extremist Aligned Documents (READ) (READ database), contain-
ing materials from many different types of radical extremists. Each com-
munication was cataloged with available metadata such as offender name,
year, file/document type, and source. Texts in image, video or audio for-
mats were converted or transcribed by hand to text format to prepare them
for computational analysis. This process ensured traceability, replicability,
and consistency [13].

3.4.2 Analysis of Risk Indicators

Risk indicator analysis was conducted through a combination of computa-
tional analysis using the Dechefr tool and manual annotation by two inde-
pendent annotators.

Each text was first processed using Dechefr, and the resulting outputs
were stored in the database. In parallel, manual annotation was performed
to assess the presence or absence of each indicator. Indicators were coded
using a binary scheme, where presence was marked as 1 and absence as 0.

Manual annotation was conducted independently by two human an-
notators to support reliability. In addition to flagging for risk indicators
being present, the tool identifies relevant text fragments for further inspec-
tion, which were used as a starting point for the manual evaluation. In
cases where no fragments were flagged, annotators conducted a full or par-
tial reading of the text to determine whether indicators were present. For
longer documents, keyword searches and targeted reading strategies were
used and a maximum of around 3000 words per text were read. If no in-
dicator was found, said indicator would be marked as 0 by the annotators.
As there were 12 risk indicators to identify, the majority of texts were read
in full by the annotators. Coding criteria for each indicator and examples
used for manual coding are provided in Appendix[Al

Aliberal aggregation method was applied when combining annotations.
If either annotator identified the presence of an indicator, it was recorded
as present in the final dataset. Indicators were only marked as absent when
both annotators agreed on their absence. Prior to using the risk indicators
for further analysis, the results were aggregated so that each actor had a
score across texts. If the indicator was present in one of their texts, then it
would be marked present overall for that actor.
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3.4.3 Actor Dimension Analysis

The next step was to conduct an comparative content analysis of the ma-
terial in accordance with the three dimensions. This is done through clas-
sifications of categories and sub-categories within the dimensions in both
pre-made categories and exploratory inductive categorization. Ambiguous
cases were discussed between the authors until consensus was reached,
and all results were saved in the database. Each actor was categorized
within each of the three dimensions, which were used to further analyze
the prevalence of indicators among different actor types.

Table 3.1: Analytical dimensions used to categorize violent lone actors

Dimension

Purpose

Categories

Grievance Type

Examines the primary subject on
which the actor’s grievance is
directed.

(1) Individual Grievances
(2) Societal Grievances
(3) Ideological Grievances

Context and Motive Examines the situational, social, (1) Anti-Authority
and ideological context (2) Incel
motivating the actor and shaping  (3) Islamic Extremism
the attack. (4) Other
(5) Right-Wing Extremism
(6) School Attack
Suicidality and Finality ~ Examines whether the actor (1) Explicit suicidality
Themes communicates suicidal ideation (2) Implicit suicidality

or broader themes of finality in
pre-attack communication.

(3) Finality themes
(4) None

Referred to as Suicidality within
the text

3.4.4 Quantitative and Statistical Analysis

Descriptive statistics were computed for both the risk indicator analysis
and the actor dimension analysis using Excel. A Chi-square test of inde-
pendence was conducted to assess whether the presence of each risk indi-
cator varied systematically across categories, or whether the observed dif-
ferences could plausibly be explained by chance alone.

To evaluate the performance of the automated tool, precision and recall
were calculated for each indicator using the combined manual standard
previously described as the benchmark [31]. Precision measures the pro-
portion of tool-flagged instances that are confirmed by manual annotators,
while recall captures the proportion of manually identified indicators that
the tool successfully detected. Together, these metrics provide a basis for
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assessing the degree to which the Dechefr outputs correspond to informed
human judgment [26} 17, 20]. A full list of IT tools used in this thesis is
provided in Appendix|[C|

3.5 Research Ethics

The data used in this study consists primarily of publicly available writ-
ings produced by individuals who later carried out acts of targeted vio-
lence. These materials include manifestos, forum posts, personal writ-
ings, and transcribed communications that were originally published or
archived in open digital environments. Because these texts are histori-
cally documented materials that are available online and frequently repro-
duced in academic and journalistic sources, traditional anonymization is
not feasible. Even if names were removed, the relatively small number of
known perpetrators and the contextual details contained within the writ-
ings would make re-identification possible [43]. In accordance with ethical
guidance for internet research, the study therefore focuses on minimizing
unnecessary identification rather than attempting ineffective anonymiza-
tion.

Although the research does not involve direct interaction with living
participants, the analysis of extremist or violent materials raises important
ethical concerns related to harm reduction, contextual interpretation, and
the potential amplification of harmful narratives [12]. Previous research on
online extremism highlights the need for tailored ethical reflection when
studying publicly available extremist content, as traditional human-subject
protections do not always fully apply to digital archival materials [27]. The
ethical approach adopted in this study therefore emphasizes careful con-
textualization of the material and avoidance of unnecessary reproduction
of harmful content.

3.5.1 Altools

Several Al tools were used in this research. Dechefr, the automated threat
assessment tool central to this study, was employed to analyze risk indi-
cators in pre-attack communications. All outputs were subject to human
review and were compared against the manual annotations conducted by
the authors. Both ChatGPT and Claude were used as editorial aids dur-
ing the writing process in order to improve readability, reduce redundancy,
and refine sentence structure. Both tools were also used to assist with for-
matting in Overleaf, which was the main text editor used to complete this
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work. Neither tool was used for interpretive work, and the arguments and
conclusions presented in this thesis are the product of the authors’ own
reasoning.
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4

Resulis

4.1 Classifying Violent Lone Actors: Grievance Type,
Suicidality Themes, and Context and Motive

The 82 violent lone actors were classified into three dimensions. Each actor
was assigned one category per dimension, except for the Context and Mo-
tive dimension, where both a main and a sub-category were used. The di-
mensions capture three distinct aspects of each actor: what their grievance
is directed at, what suicidality or finality themes are expressed, and the
context and motivation for the attack. For definitions see Appendix[B}

The distribution of actors across the three dimensions is shown in Table 4.1l
Individual grievances were the most commonly expressed grievance type
(43%), while societal and ideological grievances were roughly equally dis-
tributed at just under 30% each. For suicidality and finality themes, the
largest group consisted of actors expressing no such themes (29%), fol-
lowed by those expressing implicit suicidality (27%), explicit suicidality (24%),
and last finality themes (19%).
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Table 4.1: Distribution of violent lone actors (N = 82) along the Grievance, Suici-
dality, and Context and Motive dimensions

Category Description Proportion

Grievance Type

Individual Grievance Grievances directed at specific 42.7%
individuals or events.

Societal Grievance Grievances directed at social 28.0%
groups, institutions, or broader
conditions.

Ideological Grievance Grievances expressed within a 29.3%
coherent ideological framework.

Suicidality and Finality Themes

None No finality themes or suicidal 29.3%
ideation.

Finality themes Finality themes without 19.5%
personal suicidal intent.

Implicit Suicidality Ambiguous references such as 26.8%
“nothing left to live for”.

Explicit Suicidality Clear and unambiguous 24.4%
suicidal intent.

Context and Motive

School Attack Targeted a school or 39.0%
educational institution which
the actor either currently
attends or previously attended.

Other Idiosyncratic, delusional, or 17.1%
non-categorizable motivations.

Right-Wing Extremism Ideological framing linked to 15.9%
far-right beliefs.

Anti-Authority Opposition to state or 17.1%
institutional authority.

Incel Motivations linked to the incel 4.9%
subculture.

Islamic Extremism Ideological framing linked to 6.1%

Islamist extremism.

To support readability across all subsequent tables and figures through-
out the result chapter, commonly used abbreviations are listed in Table[4.2]
These apply to all subsequent tables and figures unless otherwise stated.

22



Table 4.2: Risk indicators and actor categories that have been abbreviated
presented together with their full names.

Type Full Name Abbreviation
Influences from Previous Offenders Influences
Linguistic Alignment Alignment
Warrior Mentality / Military Terminology Warrior

Risk Indicators Preparatlonl Activities Preparation
Preoccupation Preoccup.
Last Resort / Desperation Escalation Last Resort
End of Life / Finality Communications End of Life
Legacy / Martyrdom Creation Legacy
Individual Grievances Indiv.

Level of Grievance  Societal Grievances Soc
Ideological Grievances Ideol.

Suicidality and Np In'dlcatlon N’one’

Finalitv Th Finality Themes Finality

mality Themes v blicit Suicidality Implicit
Explicit Suicidality Explicit
Right-Wing Extremism RWE
. Islamic Extremism IE

Context and Motive School Attack School

Anti-Authority A-A

Note. Indicators and categories not listed are referred to by their full
name throughout the results.

The School Attack category was the largest group within the Context
and Motive dimension (n=13, 39%), and unlike other categories, the major-
ity of actors showed no clearly dominant ideological connection. As shown
in Table the sub-categories are instead relatively evenly distributed be-
tween three sub-categories, with the largest group being Misanthropy, de-
fined as a actors expressing generalized hatred toward others or humanity.
The other two groups identified are Individual Revenge and Mental Iliness
that comprise slightly less than a third each.

The Right Wing Extremism category (n = 13) is clearly ideologically
connected and can be divided into four subcategories: Neo-Nazi, White
Supremacy and White Replacement, with one subcategory, Counter-Jihad,
consisting of a single actor. The distribution is relatively even across the
three larger sub-categories.

The Anti-Authority category (n = 14) is a politically divergent category
distributed across four orientations: Left Oriented, Right Oriented, Anti-
Authority (General) showing no clear alignment, and lastly Accelerationism.
The largest subcategories consist of Left Oriented and Right Oriented actors
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at slightly over a third each, while Accelerationism is the smallest, with one
actor.
Table 4.3: Distribution of violent lone actors (N = 82) across categories and

subcategories of the Context and Motive dimension. Values in parentheses
indicate the number of actors within each main category

Context and Motive Subcategory Proportion
Misanthropy 37.5%
School (n = 32) Individual Revenge 34.4%
Mental Illness 28.1%
Neo-Nazi 38.5%
White Replacement 30.8%
RWE (n = 13) White Supremacy 23.1%
Counter Jihad 7.7%
Anti-Authority Left 35.7%
_ Anti-Authority Right 35.7%
A-Aln=14) Anti-Authority (General) 21.4%
Accelerationism 7.1%
Paranoia / Delusions 42.9%
Mental Illness 28.6%
Other (n = 14) Accelerationism 21.4%
Individual Revenge 7.1%
Incel 1
Incel (n = 4) nee 00%
IE(n =5 Islamic Extremism 100%

Note. Proportions are calculated as a percentage within each Context and Motive category. For
definitions see Appendix[B} and for abbreviations see Table[4.2]

The Other category (n = 14) captures actors whose context and moti-
vations could not be meaningfully placed within any of existing categories.
Several subcategories are present in multiple Context and Motive categories:
for example, the subcategory Accelerationism is present in both the Anti-
Authority and Other categories. Similarly, subcategories such as Mental Il1-
ness and Individual Revenge occur in the Other category and in the School
Attack category. The largest subcategory within the Other category is Para-
noia/Delusion at around 43%, followed by Mental Iliness at 29%, Accelera-
tionism at 21%, while one actor expresses Individual Revenge.

Finally, there were actors clearly expressing sentiments related to the
incel subculture (n = 4) as well as actors expressing islamic extremist ideas
(n = 5), but these actors were so few that sub-categories were not devel-
oped. However, they still represent clearly defined actor categories within
the Context and Motive dimension.
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4.1.1 Grievance and Suicidality by Context and Motive

To explore how the three dimensions related to one another, grievance type
and suicidality were examined across the six context and motive categories.
While Table 4.4| presents the distributions separately, Figure 4.1|provides a
combined visual overview of grievance types and suicidality across actor
categories. This makes it easier to identify overall patterns within actor
groups, and how different dimensions co-occur within actors communi-
cations.

Table 4.4: Grievance type and Suicidality and Finality Themes by actor
Context and Motive category.

Grievance Type Suicidality and Finality Themes
Actor Category Indiv. Soc. Ideol. None Finality Implicit Explicit
School Attack 81% 16% 3% 28% 6% 25% 41%
RWE 0% 8% 92% 31% 38% 23% 8%
Anti-Authority 0% 64% 36% 43% 36% 21% 0%
Islamic Ext. 0% 0% 100% 20% 40% 40% 0%
Incel 0% 75% 25% 0% 25% 50% 25%
Other 64% 36% 0% 29% 7% 29% 36%

Note. see Tablefor full names of abbreviations. To save space, the numbers
have been rounded to the nearest whole number.

Actors within the School Attack and Other categories exhibited the high-
est rates of Explicit Suicidality (41% and 36%, respectively). In contrast,
Anti-Authority actors and Islamic Extremism showed no Explicit Suicidal-
ity , though Implicit Suicidality, and Finality Themes were common among
both groups, and Right Wing Extremism actors showed a similar pattern.
Additionally, the Anti-Authority category also shows the highest proportion
of actors with no suicidality and finality themes overall (43%), followed by
Right-Wing Extremism. Incel actors demonstrated the highest rate of Im-
plicit Suicidality at 50%, but all of the actors associated with this subculture
expressed some type of suicidality and finality theme.
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Grievance Level Suicidality and Finality Themes

m— 100% - I

75%
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100%

75%

50%

25% 25%
None
Individual [ Finality
B Societal B Implicit
- B [deological B Explicit
0% 0%
IE. RWE Incel A-A Other School 1E. RWE Incel A-A Other  School

Figure 4.1: Main grievance type and suicidality category shown by the violent
lone actors, distribution within each Context and Motive category.

Actors in the School Attack category expressed all grievance types, though
they predominantly exhibited Individual Grievances (81%). The only other
actor group with this pattern was actors categorized as Other. Right Wing
Extremist and Islamic Extremist actors overwhelmingly demonstrated Ide-
ological Grievances (92% and 100%, respectively), with none of the actors
within these groups showing Individual Grievances. Incel actors mainly ex-
pressed Societal Grievances (75%). Anti-Authority actors showed both So-
cietal (64%) and Ideological (36%) grievances.

4.2 Risk Indicator Prevalence

Most risk indicators were present in the communications of a majority of
the actors. Figure[4.2] presents the overall prevalence of the twelve risk in-
dicators across all 82 violent lone actors in the dataset. Each bar shows
the proportion of actors whose communications contained at least one ex-
pression of the indicator in question. The figure provides a first overview
of which indicators are broadly shared across the sample and which ap-
pear more selectively, before subsequent sections examine how these pat-
terns vary across actor categories. To examine whether indicators tend to
co-occur within the same actor’s communication, Phi coefficients (¢) were
calculated (see Table[4.5).

This statistic measures the strength of association between pairs of in-
dicators. Values range from -1 to 1, where positive values mean indicators
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tend to co-occur and negative values mean they tend to avoid each other.
Following [11] the thresholds for level of association, small, medium, and
large associations are indicated by ¢=0.10, $=0.30, and ¢=0.50 respectively,
with 0 meaning no association and 1 meaning they always occur together.

Most indicators are communicated by 60-80% of the violent lone ac-
tors, but the most common indicators were Leakage (93%) and Grievance
(90%), which have a correlation of $=0.38. Additionally, there is a moder-
ate positive association between Preparation and End of Life, $=0.45. The
moderate to low correlation between all indicators, where no phi value is
higher than 0.5, suggests that they are not interchangeable.

Prevalence of Risk Indicators Across All Violent Lone Actors

Leakage 92.7%
Grievance 90.2%
Anger 78.0%
End of Life 76.8%
Preoccupation 74.4%
Last Resort 70.7%
Preparation 69.5%
Legacy 64.6%
Othering 63.4%
Warrior 63.4%
Influences 42.7%

Alignment 36.6%

20% 40% 60% 80% 100%

Figure 4.2: Overall prevalence of risk indicators across all violent lone actors (N = 82),
for full names of abbreviations see Table[4.2}

The indicators Grievance and Legacy (¢=0.01) appeared very indepen-
dently of one another, meaning the presence of one of these indicators
does not predict the other. The strongest association was found between
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Othering and Preoccupation ($=0.48). A significant cluster can be seen
where Linguistic Alignment is strongly correlated with both Warrior Men-
tality and Influences, both at (¢=0.47). Notably, while Warrior Mentality
was expressed by 63% of actors, Linguistic Alignment and Influences were
considerably less common at 37% and 43% respectively, despite all three
indicators being conceptually related.

Table 4.5: Correlation matrix (Phi coefficients (¢)) between risk indicators for the
N = 82 violent lone actor communications ranging from —1 (strong negative) to
+1 (strong positive), where 0 indicates no association.

Indicator 1 2 3 4 5 6 7 8 9 10 11 12
1. Anger -

2. Grievance 42 -

3. Othering 21 26 -

4. Influences 22 12 19 -

5. Alignment .04 .16 .31 .47 -

6. Leakage 19 .38 .08 .15 .12 -

7. Preoccup. -04 .18 .48 22 33 .05 -

8. Preparation .16 .05 -.01 .25 .12 .32 .04 -

9. Warrior -04 .18 .16 .35 .47 27 25 .10 -

10. Last Resort .11 .15 .18 .01 .15 .23 .24 .33 .07 -

11. End of Life .27 .11 -.06 .24 .06 .07 -.06 .45 -12 .28 -

12. Legacy 22 .01 .34 .38 .40 .18 .27 .29 .18 .37 20 -

Note. Interpretation based on [11]: .10 = small, .30 = medium, and .50 = large effect. Values > .30 are
highlighted in bold.

4.2.1 Indicators and the Context and Motive Dimension

To examine whether the prevalence of indicators varied systematically across
actor categories within the Context and Motive dimension, chi-square tests
of independence were conducted for each risk indicator grouping by Con-
text and Motive (see Table [4.7). However, some Context and Motive cate-
gories contained small sample sizes, particularly Incel (n = 4) and Islamic
Extremism (n = 5). As a result, the assumptions underlying the chi-square
test were not fully met, since several expected cell frequencies were below
the recommended threshold of 5. The chi-square analyses should there-
fore be interpreted as exploratory, and the reported p-values should be in-
terpreted with caution.
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Across all actor communications the prevalence of risk indicators was
generally high. Grievance is the most common risk indicator overall, ex-
pressed by at least 80% of the actors in any given category, with some at
100%. Leakage also exceeds 80% for all actors regardless of context and
motive, and reaches 100% for some. Similarly, Anger follows a compara-
ble pattern, though actors expressing Islamic Extremism show a notably
lower prevalence (40%). No statistically significant differences were found
for Grievance, Leakage, or Anger.

Table |4.6/shows the prevalence of each risk indicator across actor cate-
gories within context and motive. The percentages indicate the proportion
of actors within each category for whom a given indicator was present in at
least one text. This allows comparison of which indicators are more or less
common across different actor types.

Table 4.6: Indicator prevalence (%) within each Context and Motive category. The
value (n) indicates the total number of actors within each.

Indicator School RWE A-A 1IE Incel Other
m=32) n=13) n=14) (n=5) (Mm=4) (n=14)
Anger 81% 92% 79% 40% 100% 64%
Grievance 84% 100% 100% 80% 100% 86%
Othering 50% 100% 71% 40% 75% 57%
Influences 44% 85% 29% 60% 50% 7%
Alignment 16% 92% 21% 100% 100% 7%
Leakage 94% 100% 93% 80% 100% 86%
Preoccup. 50% 100% 86% 80% 100% 86%
Preparation 75% 85% 50% 60% 100% 57%
Warrior 53% 100% 64% 100% 50% 43%
Last Resort 62% 77% 86% 40% 75% 79%
End of Life 81% 69% 64% 80% 100% 79%
Legacy 59% 92% 79% 60% 75% 36%

Preoccupation is also prevalent across categories, with several categories
reaching 100%, but markedly lower for those in the School Attack category
(50%), and statistically significant variation was observed across categories
looking at the chi-square test shown bellow.
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The indicator Linguistic Alignment varies the most in prevalence. It is
present among all actors categorized as Incel or Islamic Extremist, but sig-
nificantly lower for the School Attack and Other categories (16% and 7%
respectively), a difference that was statistically significant (p<.001).

Influences and Warrior Mentality show a similar uneven pattern. War-
rior Mentality reaches 100% among Islamic Extremist and Right Wing Ex-
tremist actors but is considerably lower among the Other category (43%),
and Influences ranges from 85% among Right Wing Extremist actors to only
7% among those in the Other category.

Preparation is most prominent among Incel actors (100%) and is com-
parably low for most other categories. Othering also varies notably, ranging
from 40% for actors expressing Islamic Extremism, to 100% for Right Wing
Extremism. Warrior Mentality, Othering, and Legacy also show statistically
significant variation across categories based on the chi-square test.

Last Resort is prevalent among Other and Anti-Authority actors, which
is notable as the Other category shows the lowest indicator prevalence over-
all. Within this category, several indicators had a prevalence of at or below
50%, and some as low as 7%, though no statistically significant difference
was observed for Last Resort based on the chi-square test. On the other end
of the scale, actors categorized as Incel displayed the highest overall preva-
lence of risk indicators, with seven at 100%, closely followed by Right Wing
Extremist with five at 100% and none below 69%.

While Table [4.6| describes differences in prevalence across actor cate-
gories, Table(4.7|evaluates whether these differences are statistically signif-
icant. The chi-square tests identify which risk indicators are meaningfully
associated with actor category, rather than reflecting random variation in
the sample.

The Chi-square test below evaluates the following hypotheses:

* Null hypothesis (H): The presence of the indicator is independent
of category

* Alternative hypothesis (#/;): The presence of the indicator is associ-
ated with ideology category.
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Table 4.7: Independence testing between Context and Motive categories and risk
indicators. Results should be interpreted with caution due to some small sample
sizes.

Risk Indicator x? p-value Sig.
Othering 12.02 .035 *
Influences 18.43 .003 ok
Alignment 45.68 <.001 ok
Preoccupation 17.81 .003 o
Warrior Mentality 14.71 .012 *
Legacy 11.29 .046 *

Note. df = 5 for all tests. Several expected cell frequencies were below 5 due to small category sizes,
particularly for Incel (n = 4) and Islamic Extremism (n = 5). The assumptions underlying the
chi-square test were therefore not fully met, and the results should be interpreted as exploratory.
*p < .05; **p < .01; ***p < .001.

Table [4.7| shows that six indicators differed significantly across context
and motive actor categories: Othering, Influences, Linguistic Alignment,
Preoccupation, Warrior Mentality, and Legacy. Among these, Linguistic Align-
ment demonstrated the strongest association with actor category (x> =
45.68, p < .001). Indicators not included in the table did not show statis-
tically significant differences across categories.

4.2.2 Indicators and Grievance Type

To examine how indicator prevalence varied across grievance types, the
proportion of actors expressing each indicator was compared across the
three grievance categories. In Table a clear gradual increase is visi-
ble across all indicators except one as grievance type shifts from individ-
ual to societal to ideological: Linguistic Alignment (9% — 30% — 83%),
Influences from previous offenders (26% — 39% — 71%), Legacy (46% —
70% — 88%), and Othering (46% — 74% — 79%). The exception, End of
Life and Finality Communications, has a slight decrease. Some indicators
are expressed less prominently among actors within some grievance cat-
egories, such as Linguistic Alignment among actors predominantly hold-
ing individual grievances (9%) and Influences within both individual (26%)
and societal (39%) grievance holding actors. Leakage remains consistently
high across all actors regardless of grievance type (91-96%), and Anger and
Grievance display a similar but less pronounced pattern.
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Table 4.8: Indicator prevalence depending on grievance type in percentage (%).
The value beneath the headers indicates the number of actors (n) within each cat-

egory.

Indicator Individual Societal Ideological
(n=35) n=23) (=24
Anger 71% 83% 83%
Grievance 83% 96% 96%
Othering 46% 74% 79%
Influences 26% 39% 71%
Alignment 9% 30% 83%
Leakage 91% 91% 96%
Preoccupation 51% 87% 96%
Preparation 69% 61% 79%
Warrior 49% 61% 88%
Last Resort 60% 83% 75%
End of Life 80% 78% 71%
Legacy 46% 70% 88%
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4.2.3 Indicators and Suicidality and Finality Themes

Table 4.9: Indicator prevalence depending on which suicidality and finality
theme is communicated.

Indicator None Finality Implicit Explicit
m=24) (n=16) (n=22) (n=20)
Anger 67% 75% 82% 90%
Grievance 88% 88% 95% 90%
Othering 75% 62% 68% 45%
Influences 29% 56% 50% 40%
Alignment 25% 62% 45% 20%
Leakage 92% 94% 86% 100%
Preoccup. 79% 81% 77% 60%
Preparation 42% 81% 68% 95%
Warrior 75% 75% 55% 50%
Last Resort 50% 81% 73% 85%

End of Life 21% 100% 100% 100%

Legacy 46% 81% 7% 60%

Note. The value (n) beneath each header indicates the total number of actors within that category.

Examining indicator prevalence based on the Suicidality and Finality Themes
dimension (see Table[4.9), we see that actors expressing explicit suicidal-
ity demonstrated the highest prevalence of most indicators, particularly
Preparation (95%), Leakage (100%), Last Resort (85%), and Anger (90%).
Actors expressing finality themes showed a comparatively higher preva-
lence of indicators associated with being part of a certain sub-culture or
narrative, including Linguistic Alignment (62%), Influences (56%), and Legacy
(81%). Actors with no suicidality or finality present within their communi-
cation generally demonstrated lower prevalence of indicators such as the
escalation indicator Preparation but also Influences; on the other had they
had the highest prevalence of Othering.

4.3 Reliability of the Indicator Analysis

The validity of the indicator analysis rests on the reliability of both the
manual annotation process and the computational outputs generated by
Dechefr. All results concerning the analysis of risk indicators are based on
manually annotated data. The annotations from the two annotators were
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combined using a liberal aggregation rule, meaning that an indicator was
marked as present if either annotator identified it in a text. The results were
then aggregated at the actor level so that each actor received a single score
for each indicator across all texts. If an indicator was present in at least one
text associated with an actor, it was coded as present for that actor over-
all. Computational results generated by the Dechefr tool are not included
in the results presented in the previous sections, but are instead examined
separately in Section[4.3.2]

4.3.1 Reliability of Manual Annotation

Inter-annotator agreement was calculated to evaluate the consistency of
the manual coding. Due to the highly skewed distribution of several indi-
cators (e.g., Leakage and Grievance), chance corrected measures such as
Cohen’s Kappa and Krippendorff’s Alpha were deemed inappropriate, as
they can underestimate agreement under such conditions [44]. This phe-
nomenon is referred to as the Cohen’s Kappa paradox.

Instead, percentage agreement is reported as a transparent measure.
Each discrepancy between the manual annotators over indicator presence
was discussed to reach agreement. When disagreements remained, they
were not due to mistakes or misunderstandings, but to genuine differences
in interpretation. Indicators such as Grievance and Othering required the
most discussion. As shown in table Table[4.10, Othering is the lowest scor-
ing in agreement at 92%. Linguistic Alignment and Preparation scored the
highest at 98% and the average agreement over all the indicators is 95%.
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Table 4.10: Inter-annotator agreement (%) across risk indicators for each actor’s
communication (N = 82) with the overall prevalence on the right for comparison.

Indicator Agreement Prevalence
(%) (%)
Anger 93.1% 78.0%
Grievance 93.1% 90.2%
Othering 92.2% 63.4%
Influences 97.1% 42.7%
Alignment 98.0% 36.6%
Leakage 94.1% 92.7%
Preoccupation 96.1% 74.4%
Preparation 98.0% 69.5%
Warrior Mentality 95.1% 63.4%
Last Resort 96.1% 70.7%
End of Life 96.1% 76.8%
Legacy 96.1% 64.6%
Average 95.4% 68.6%

4.3.2 Performance of the Computational Analysis

Table reports the performance of Dechefr against the manually anno-
tated dataset, which served as the benchmark for evaluation. The bench-
mark dataset was created through independent manual annotation by two
annotators and aggregated using a liberal decision rule, where an indica-
tor was coded as present if either annotator identified it in a text. The re-
sults were subsequently aggregated at the actor level, meaning that an in-
dicator was coded as present for an actor if it appeared in at least one of
their texts. Overall agreement averaged 74.5%, although performance var-
ied substantially between indicators. The highest agreement was observed
for Linguistic Alignment and End of Life (85.4%), while Leakage showed the
lowest agreement (54.9%).

Dechefr demonstrated high overall precision, with the mean at 0.85.
However, recall was lower and more variable with a mean of 0.78, mean-
ing that the tool frequently failed to detect some manually identified cases.
This pattern was particularly visible for Leakage, Linguistic Alignment, and
Warrior Mentality, indicating high under-detection.
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The largest discrepancy was observed for Leakage, which had both the
lowest agreement and the highest false negative rate (0.47). Warrior Men-
tality also demonstrated under-detection, with a false negative rate of 0.42.
In contrast, Preoccupation and Last Resort showed comparatively higher
occurrence of false positives, indicating a tendency toward over-detection.

Dechefr performed better for End of Life, Preparation, and Anger, which
combined relatively high agreement, precision, recall, and F1 scores. These
indicators has the most consistent correspondence with manual annota-
tion.

Table 4.11: Performance of Dechefr against the combined manual annota-
tion across all actors (N = 82), reported as percentage agreement, precision,
recall, and F1 score for each risk indicator.

Risk Indicator Agreement Precision Recall F1 Score
Alignment 85.4% 0.95 0.63 0.76
End of Life 85.4% 0.88 0.94 0.91
Preparation 81.7% 0.90 0.82 0.86
Anger 80.5% 0.94 0.80 0.86
Influences 78.0% 0.72 0.80 0.76
Last Resort 78.0% 0.79 0.95 0.86
Othering 74.4% 0.78 0.83 0.80
Legacy 73.2% 0.75 0.87 0.81
Grievance 69.5% 0.95 0.70 0.81
Preoccupation 67.1% 0.74 0.87 0.80
Warrior Mentality 65.9% 0.83 0.58 0.68
Leakage 54.9% 0.98 0.53 0.68
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Discussion

5.1 Risk Indicators in Pre-Attack Communications

This section addresses SQ1 by examining which indicators are present in
pre-attack communications, and how prevalent they are across the dataset.

5.1.1 Shared Indicators Across Actors

Four indicators — Anger, Grievance, Leakage, and End-of-Life communica-
tions — appeared in over 75% of actors. Similar patterns have been iden-
tified in previous studies of lone actor communications and warning be-
haviors [31, 28, 25]. Similar cross-ideological behavioral patterns have also
been identified in independent closed-source studies of ideologically mo-
tivated lone actors, which lends support to the interpretation that these
functions reflect common features of the pathway to violence rather than
artifacts of a particular dataset or analytical approach [18]. These findings
suggest that such indicators reflect broad communicative characteristics
associated with escalation toward violence rather than features unique to
a specific ideological category or dataset.

Grievance was the most broadly present indicator in the dataset, consis-
tent with the pathway to violence framework, which positions grievance as
a central driver of targeted violence [16]. Across actor categories, Anger fre-
quently co-occurred with Grievance, suggesting that emotional escalation
plays an important role in how actors frame violence as justified or neces-
sary. Research further suggests that Anger specifically, rather than negative
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emotion in general, marks this escalation for this group. Nonviolent radi-
cal activists sharing comparable political grievances show similar levels of
resentment, but diverge sharply on anger [2].

Silver et al. [41] further found that leakage was statistically associated
only with grievance directed at clearly defined targets — specific individuals
or identifiable organizations — and not with grievance toward more abstract
or amorphous ones. This distinction maps onto the Grievance Type dimen-
sion used in the present study and offers a possible explanation for why
leakage prevalence remained high across actor categories with predomi-
nantly individual grievances, such as the Other category. This distinction
shows potential relevance of grievance specificity in threat assessment, and
is consistent with the patterns observed in this dataset.

Previous research identified leakage in 60% of pre-attack communica-
tions [22], with higher rates recorded in datasets composed of similar com-
munications [31], and written leakage is generally less common than ver-
bal forms [41]. The high prevalence of Leakage in this dataset must there-
fore be interpreted in relation to its genre composition. Since much of the
material consists of manifestos, goodbye notes, and final letters produced
shortly before an attack, the observed prevalence likely exceeds the base
rate across lone actor communications more broadly — a caveat that ap-
plies to all indicators reported here.

5.1.2 Actor Type Specific Indicators

While some indicators appear broadly across actor categories, others are
concentrated among specific types of actors. Three indicators in particu-
lar — Linguistic Alignment, Warrior Mentality, and Influences from Previous
Offenders — were among the least prevalent in the dataset overall, but were
strongly concentrated among ideologically organized actors such as those
expressing Right-Wing Extremism and Islamic Extremism.

Rather than functioning as general markers of escalation for violent lone
actors overall, these indicators appear to operate as markers of subcul-
tural membership, reflecting affiliation with established extremist narra-
tives and communicative conventions. This is consistent with previous re-
search showing that actors embedded in organized extremist subcultures
tend to adopt shared rhetorical styles and narratives of collective strug-
gles 23} 21].

An important nuance is that this should not be read as cognitive sim-
plicity or thoughtless mimicry, according to previous research finding the
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reasoning used by these actors to still be complex [2], and subgroup behav-

ioral differences have also been identified in closed-source studies which

compared jihadist and right-wing lone actors [18]. In contrast, actors cate-

gorized as Other were primarily driven by individual grievances and demon-
strated a very low prevalence of these indicators.

5.1.3 A Dual Function of Risk Indicators

Risk indicators in violent lone actor communication serve two partially
overlapping functions: some indicators operate primarily as general mark-
ers of escalation and violent intent, while others reflect ideological affilia-
tion and subcultural positioning.

Indicators such as Grievance, Anger, Leakage, and Last Resort appeared
across most actor categories regardless of dimension and are best under-
stood as broad escalation-related indicators. Their prevalence across the
dataset is consistent with the pathway to violence framework, in which
grievance, ideation, and planning represent common stages regardless of
ideological orientation [16, 32].

In contrast, indicators such as Linguistic Alignment, Warrior Mentality,
Influences, and Legacy were concentrated among actors expressing ideo-
logical grievances and appear to reflect communicative conventions as-
sociated with extremist subcultures and collective identity formation [30].
These indicators therefore capture not only individual psyches, but also in-
volvement with broader ideological movements.

The two indicator functions often overlap, and the same indicator can
carry different meanings depending on actor profile. Preoccupation ap-
peared frequently both among ideologically organized actors such as Right-
Wing Extremists and among actors with societal grievances such as Incels,
but the object of preoccupation differed: ideological actors fixated on col-
lective enemies and historical narratives, while Incel actors fixated on per-
sonal rejection re-framed as systemic injustice. Similarly, End-of-Life and
Finality Communications were prevalent across the dataset, but the fram-
ing differed meaningfully: among actors with individual grievances, final-
ity was expressed as explicit plans for self-destruction, whereas among ide-
ologically driven actors it appeared as martyrdom or symbolic sacrifice [28,
31]. The presence of an indicator therefore says less than the form it takes
within a given actor’s communication.
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5.2 Variation in Risk Indicators Across Dimensions

This section addresses SQ2 by examining how risk indicators vary across
different categories of violent lone actors.

5.2.1 The Context and Motive Dimension

Actor categories within the Context and Motive dimension differ not only
in which indicators that are present in their communication, but in how
those indicators cluster together. School Attackers and actors categorized
as Other showed more uneven indicator distributions overall but appear
more driven by individual circumstances and personal grievances, draw-
ing less on pre-existing ideological narratives. This distinction aligns with
previous research on TRAP-18 indicators, which identifies failure to affili-
ate as a distinguishing feature of one actor type, contrasted with ideolog-
ically motivated actors who show substantially higher dependence on vir-
tual communities for radicalization [28].

Although violent lone actors are by definition self-radicalized, these pat-
terns together suggest a meaningful distinction between actors whose path-
way to violence is ideologically anchored through online communities, and
those for whom violence is more rooted in personal rejection and social
failure. Closed-source data from previous studies also show that social
isolation is not uniform across actor types: right-wing actors were more
likely to maintain face-to-face contact with co-ideologues, while jihadist-
inspired actors were more likely to withdraw from social activity prior to
their attack, indicating that there are sub-group differences in the form of
social disconnection rather than simply its presence or absence [18].

5.2.2 The Grievance Type Dimension

Grievance type was the single dimension along which indicator prevalence
varied most systematically. Incel and Anti-Authority actors occupied an in-
termediate position characterized by societal grievances, rather than indi-
vidual or ideological grievances. Incel actors are defined by sexual and rela-
tional rejection, yet their communications are not dominated by individual
grievance. This can be understood through the ideological infrastructure of
the incel subculture, which systematically reframes personal rejection and
sexual frustration as a systemic injustice perpetrated against them [22].
Previous research suggests that in this way, a deeply personal grievance
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is externalized and elevated to a collective cause, providing the actor with
moral legitimacy and a transition from victim to rational actor [22].

The grievance dimension further revealed one of the most prominent
patterns in the data. The prevalence of nearly all risk indicators increased
progressively from the individual to social to ideological grievance type.
The most notable change was observed for indicators associated with clearly
defined ideologies or collective narratives such as Linguistic Alignment, but
also Othering, and Preoccupation.

This underscores previous findings regarding radicalization and the path-
way to violence, that actors operating within ideological frameworks are
provided with pre-existing narrative structures through which violence can
be interpreted and justified. Ideological subcultures continuously repro-
duce and reinforce these frameworks, which may to some degree account
for the substantially higher overall indicator prevalence, including the pro-
gressive increase of the Anger indicator across grievance types.

Actors expressing individual grievances may communicate in more per-
sonalized ways, which can be difficult to operationalize into indicators; the
pathway to violence might differ, but the potential for an attack does not.

5.2.3 Suicidality and Finality Themes Dimension

The distribution of Suicidality and Finality themes reveals that actor types
frame death and self-destruction in fundamentally different ways. School
Attack and Other actors, both strongly associated with individual grievances,
show the highest rates of explicit suicidality. For these actors, violence ap-
pears to serve a dual function: retaliation against perceived wrongs and
self-destruction, a phenomenon explored in previous research [22]. Re-
search comparing different types of lone actor violence found that mass
murderers are significantly more likely to exhibit an unstable profile char-
acterized by diagnosed mental illness, chronic stress, and social isolation,
which may help account for the higher rates of explicit suicidality observed
among individually motivated actors in the present data [8].

Ideologically motivated actors show almost no explicit suicidality, and
a substantial proportion express no suicidality-related themes at all. Death
is framed symbolically, as martyrdom, duty, or inevitable sacrifice, rather
than as personal despair. This is consistent with research showing that the
emotional profile of ideologically driven lone actors is characterized by ex-
treme anger rather than sadness or despair [2], suggesting a connection
between ideology and how death is framed in these actors’ narratives.
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Incel actors occupy a distinctive intermediate position. Unlike any other
category, all actors expressed some form of suicidality or finality, most com-
monly implicit suicidality. This likely reflects the dual nature of the subcul-
ture itself, which combines intense personal despair rooted in romantic
and sexual rejection with a collective ideological narrative that frames this
rejection as systemic injustice.

Explicit suicidality was strongly associated with the escalation-linked
indicators Preparation, Leakage, and Last Resort, suggesting that explicitly
suicidal actors communicate in a more acute and operationally progres-
sive manner, which is consistent with previous research [16]. However,
these actors also showed the lowest prevalence of ideologically associated
indicators such as Othering and Linguistic Alignment. Rather than reflect-
ing differences in the risk of an attack, these findings suggest that suici-
dal acuteness and ideological affiliation represent distinct communicative
styles associated with different psychological states and pathways to vio-
lence.

5.3 Performance of the Computational Analysis

This section addresses SQ3 by examining the extent to which Dechefr can
support the automated detection of risk indicators.

5.3.1 Reliability of The Benchmark

Given the similar academic backgrounds of both researchers, the average
agreement over all indicators was high at 95%. Disagreements occurred
most commonly when coding indicators such as Grievance and Othering,
likely reflecting the conceptual complexity of these constructs and their re-
liance on subjective interpretation. These findings also illustrate a method-
ological point relevant to threat assessment: many warning behaviors are
contextual and narrative, while others are more explicit; therefore, different
considerations must be be made for each.

5.3.2 Where Dechefr Performs Well

The indicators with the most balanced performance from Dechefr were
End of Life and Finality Communications, Preparation activities, and Anger.
All of these indicators showed high precision and recall. A likely explana-
tion is that these indicators tend to manifest within the text through more
explicit and identifiable language [31].
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End of life and finality communications frequently involve direct farewells
or explicit statements that the author does not intend to survive, and com-
munications with the indicator Preparation often involve concrete and action-
oriented language to describe acquisition of materials or descriptions of
targets and logistics, rather than implied references. Anger is expressed
through emotionally charged vocabulary that is well represented in previ-
ous research [16], and is often expressed explicitly.

This suggests that Dechefr is best suited to indicators whose linguis-
tic markers are finite, lexically standardised, and not heavily dependent on
context—for example, “I will be dead by tomorrow” (End-of-Life) versus “I
am at a dead end” (Last Resort), which requires interpretation of an implicit
reference to violence. This allows practitioners to place greater confidence
in the tool’s outputs for these indicators and to use those outputs to help
identify texts that may require closer examination.

5.3.3 Where Dechefr Underdetects

Dechefr had the lowest recall for Leakage, Warrior Mentality, and Linguis-
tic Alignment, accounting for the largest gap between automated and man-
ual detection. This could be an effect of the combined manual benchmark
used for comparison, where an indicator was considered present if it was
identified by either of the two annotators. However, these three indicators
frequently manifest through implicit or indirect language and, in the case
of Warrior Mentality, through subcultural metaphors or framing that does
not rely on standard military vocabulary, which may also play a significant
role. Relevant fragments may also be distributed across long texts rather
than concentrated in single passages, making patterns that are visible to
human annotators reading the complete document harder to capture com-
putationally [29].

Additionally, the linguistic markers through which these indicators are
expressed are often tied to ideological or subcultural communities which
fall outside Decheft’s training data. Some frameworks are absent from avail-
able training data, and others may be partially covered but evolve faster
than training data can keep up with, as extremist communities continu-
ously develop new terminology and coded language to express and con-
ceal their ideas [5] [23]. In both cases, the tool has no basis to recognize
the subcultural linguistic markers through which these risk indicators are
expressed in these contexts.
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5.3.4 Where Dechefr Overdetects

Preoccupation is over-detected by Dechefr. While the tool likely detects
repetitive language, thematic focus, or high word counts related to par-
ticular topics, human annotators may apply stricter thresholds regarding
the intensity and exclusivity of fixation required to code preoccupation as
present.

True positive instances are reliably identified , but Dechefr tends to over
detect Last Resort. This may be due to the nature of the communications
analyzed; expressions of despair or fatalism are common themes in the
data, which may be picked up by the tool even if the specific frame of vio-
lence as a last resort is not present. The over-detection therefore appears
to stem less from a tool error than from genre-driven thematic overlap with
the underlying construct.

5.4 Implications for Automated Threat Assessment

The findings indicate that Dechefr performs variably across indicators. The
tool’s high precision (average: 84.1%) suggests that Dechefr outputs can be
useful initial screening mechanisms; instances flagged by the tool warrant
further review, as false positives are relatively infrequent for most indica-
tors. However, the moderate recall (average: 75.8%) indicates that Dechefr
cannot be relied upon to comprehensively identify all instances.

These results underscore the continued necessity of human oversight
in threat assessment workflows. Automated tools such as Dechefr may en-
hance efficiency and consistency, particularly when processing large vol-
umes of text, but they should be understood as decision-support instru-
ments rather than autonomous assessment systems. The interpretive com-
plexity inherent in constructs such as leakage, grievance, and preoccupa-
tion necessitate expert judgment informed by contextual, narrative, and
situational factors that exceed the scope of current computational meth-
ods.

5.5 Ethical and Societal Implications

The prevention of lone actor violence is a high-stakes domain character-
ized by low base rates and limited predictive certainty. While the find-
ings of this thesis identify patterns in how violent lone actors communi-
cate, they cannot determine who will ultimately engage in violence. As
individuals may communicate grievances, anger, or ideological affiliation

44



without engaging in violence, overreliance on behavioral indicators can
generate false positives and lead to unwarranted stigmatization. Rigorous
evaluation and validation of computational tools are therefore both eth-
ical and practical necessities. Validated tools may support more precise
and proportionate threat assessment practices, improving the allocation of
preventive resources while reducing unnecessary interventions. However,
such systems should only function as decision-support tools.

SPJ tools such as CTAP and TRAP-18 address these challenges through
risk management rather than prediction [1, 20]. Rather than relying on sin-
gle indicators, they assess warning behaviors within a broader contextual
framework [1, 16]. The value of this approach is reinforced by evidence
that the same behavioral indicator can carry different meanings depend-
ing on the configuration it appears in, and relying on any single indicator
in isolation can lead to over or under estimation of risk depending on the
surrounding context [8]. Computational tools such as Dechefr can support
this process by efficiently screening large volumes of text for relevant indi-
cators, flagging material that warrants closer expert review.

5.6 Conclusion and Contributions

The findings of this thesis demonstrate that pre-attack communications of
violent lone actors contain identifiable risk indicators that vary systemat-
ically across different actor categories, and that computational methods
can support the automated identification of risk indicators, with some lim-
itations.

Pre-attack communications consistently contain identifiable risk indi-
cators, although the prevalence and combination varies across actor cat-
egories. Indicators such as Grievance, Leakage, and Anger appear across
virtually all actor types and function as general markers of escalation and
violent intent. In contrast, indicators such as Linguistic Alignment, Warrior
Mentality, and Influences are concentrated among ideologically motivated
actors and appear to reflect ideological or subcultural affiliation rather than
universal behavioral patterns. These findings address SQ1 by demonstrat-
ing that a broad range of risk indicators are present in pre-attack commu-
nications, while also showing that some indicators occur more frequently
than others.

The variation in indicator prevalence was most strongly associated with
the type of grievance expressed. Actors communicating ideological grievances
demonstrated higher overall indicator prevalence than actors expressing
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individualized grievances. Simultaneously, actors characterized by indi-
vidualized grievances and explicit suicidality often displayed fewer over-
all indicators, despite still representing significant risk. This suggests that
the absence of particular indicators, or a comparatively low total indicator
count, should not be interpreted as an absence of threat. Taken together,
these findings address SQ2 by showing that violent lone actors do not com-
municate through a single behavioral or psychological profile, but rather
through partially distinct communicative pathways shaped by grievance,
context, or subcultural affiliation, which is consistent with gaps identified
in previous research.

The evaluation of Dechefr demonstrated that computational methods
can support the automated identification of indicators with reasonable re-
liability. Indicators expressed through direct language were more success-
fully detected, whereas context-dependent or implicitly coded communi-
cations remained difficult to identify automatically. These findings address
SQ3 by showing both the strengths and limitations of computational threat
assessment approaches. Overall, the results support the use of automated
tools such as Dechefr as decision-support instruments within threat as-
sessment processes, rather than as autonomous systems for assessment
or prediction, which contributes to the emerging field of computational
threat assessment validation.

5.6.1 Limitations

Three main limitations appeared in this study. Firstly, generalizability is af-
fected by the uneven dataset with regard to the actor categories. Addition-
ally, variation in communication types may be more tightly coupled with
certain indicators, meaning that observed differences could reflect com-
munication form rather than differences between actor types.

Secondly, the dataset consists exclusively of communications produced
by known actors who carried out attacks, with no comparison group of
nonviolent individuals. Without a baseline, it is not possible to determine
whether the indicators identified are distinctive to pre-attack communica-
tion, or if they appear with similar frequency in communications by indi-
viduals expressing similar sentiments without acting. This reflects a recog-
nized field-wide challenge: as Gill et al. note, validated risk factors for ter-
rorist involvement will remain elusive without access to comparison sam-
ples drawn from non-violent populations [18].

Thirdly, some indicators such as Othering were particularly difficult to
operationalize. Consequently, although all indicators have been examined
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in prior empirical and theoretical research, this challenge may affect the
validity of the results. As discussed in Section ideologies and subcul-
tures vary considerably in the recognizability of their linguistic markers,
and indirect expressions of violent intent may not be consistently captured
by automatic or manual methods [31].

5.7 Future Research

There are several directions for future research, the most apparent being
the development of a comparison dataset drawn from non violent popu-
lations. Research on predictability would require a comparative analysis
between violent actors and individuals expressing similar grievances, hos-
tility, or extremist beliefs without engaging in violence.

Expanding the dataset in the diversity of ideological and subcultural
categories represented could allow for a more generalizable and statisti-
cally robust analysis of variation across actor groups where the current sam-
ple sizes limit interpretive confidence. However, as these events are very
rare, and access to pre-attack communication is even rarer, this might not
be possible.

Future research could also address the gaps identified in Section
Developing and validating detection models for a broader range of ideo-
logical and subcultural frameworks, including those with evolving or de-
liberately obscure language is an important step towards a more compre-
hensive automated threat assessment. Furthermore, specialized tools like
Dechefr could be compared to other tools available.
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A

Risk Indicator Coding Scheme

This appendix presents the operational coding scheme used for the man-
ual content analysis of pre-attack communications. To support consistent
application, fabricated example sentences are provided for each indicator.

Two indicators required methodological adjustment. Leakage was not
excluded from coding, but its interpretation was adapted: since the re-
search material itself consists of pre-attack communications, all texts rep-
resent a form of leakage by definition. The indicator was therefore coded
for expressions of explicit violent intent directed at an outside audience
within the text. Preparation Activities was similarly adapted, as the study
focuses on textual content rather than the act of writing the material. This
means that the indicator was coded when actors explicitly described prepara-
tory actions in their writing.

Table A.1: Operational definitions and textual examples for the twelve risk
indicators used in the manual content analysis.

Indicator Operational Definition Textual Example

Anger A basic human emotion that when poorly ~ “These corrupt institutions
regulated constitutes hostility or rage often have destroyed everything and
directed towards an outside actor such as they will pay for what they
an institution and indicative of emotional = have done.”
volatility [31] [16].

Grievance Perception of unfair treatment or “They stole my future and no
wrongdoing inflicted upon a person, one is willing to admit the
resulting in victimization and feelings of damage they have caused.”

injustice that may lead to retaliatory
thinking [16], [31].
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Indicator

Operational Definition

Textual Example

Othering The linguistic division between “us” and “They are not like us. They
“them”, marked by the frequent use of have damaged our society and
third-person plural pronouns for the are destroying it.”
purpose of dehumanizing or differentiating
an out-group as different or lesser, tightly
coupled with enabling violent or
discriminatory acts [31].

Influences from  Expressions of admiration, identification or “People like [attacker]

Previous reference to prior attackers or attacks, understood what had to be

Offenders including imitation of ideological done.”
justification, language or tactics [28], [31]

[38].

Linguistic Linguistic patterns associated with “This is part of the broader

Alignment ideological movements or subcultures that  struggle against those who are
legitimize or advocate violence against destroying our white
perceived enemies or out-groups [31] [16].  civilization.”

Leakage Direct or indirect communication of “You will soon see what
violent intent through fantasies, plans, or happens.”
thoughts expressed within written
communication and directed at an outside
audience [19] [16].

Preoccupation  An obsessive fixation on a person, object, “Today I will watch the
ideological narrative, act, cause, or documentary on this attack
grievance that dominates the individual’s for the fourth time this week.”
cognitive and emotional landscape [15].

Warrior Adoption of military terminology or battle ~ “This is a war and we must

Mentality / framing outside a military context to justify fight like soldiers.”

Military violence or portray actions as part of a

Terminology larger struggle [24], [31].

Preparation Explicit descriptions of movement from “I have already gathered

Activities ideation to action within the written everything I need.”
communication, such as references to
target research, scenario planning, or
acquisition of means [19] [16].

Last Resort/ Expressions indicating that violent action “There is nothing left to do. No

Desperation is perceived as the only remaining option one listens and this is the only

Escalation after other solutions have failed [19] [16]. way things will change.”

End-of-Life/ Expressions suggesting farewell, “By the time this is read, my

Finality acceptance of death or imprisonment, or life will be over.”

Communication diminished concern for personal survival
128].

Legacy/ Framing violence as historically “Future generations will

Martyrdom meaningful or worthy of remembrance, remember this moment.”

Creation often expressing desire for recognition or

symbolic impact [16].
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B

Actor Dimensions

This appendix provides full definitions for the categories and sub-categories
used within the content analysis to classify violent lone actors along the
three analytical dimensions applied in this thesis.

Level of Grievance

Table B.1: Definitions of the three grievance categories

Category Definition

Individual Grievances  Grievances directed at specific individuals or events, such as personal
conflicts, perceived betrayals, or targeted interpersonal injustices.

Societal Grievances Grievances directed at social groups, institutions, or broader societal
conditions, without being embedded within a coherent ideological
framework.

Ideological Grievances  Grievances expressed within and justified by a coherent ideological
framework, such as ethno-nationalism, religious fundamentalism, or
anti-state ideology.
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Suicidality and Finality Themes

Table B.3: Definitions of the four suicidality and finality theme categories.

Category

Definition

No Indication

No finality themes or suicidal ideation are present in the communication.

Finality Themes

Expressions of finality, farewell, or acceptance of death or incarceration
without explicit personal suicidal intent. Includes martyrdom framing
and references to inevitable consequences.

Implicit Suicidality

Ambiguous references to self-destruction or a diminished will to live,
such as “nothing left to live for,” without unambiguous declaration of
suicidal intent.

Explicit Suicidality

Clear and unambiguous statements of suicidal intent, including direct
declarations of plans to end one’s own life in connection with the attack.

Context and Motive

Main Categories

Table B.5: Definitions of the six main-categories in context and motive.

Category

Definition

School Attack

Violence targeting educational institutions, typically driven by grievances
related to the school environment, social rejection, or generalized
misanthropy.

Right-Wing Extremism

Violence situated within far-right, ethno-nationalist, or racially motivated
ideological frameworks.

Anti-Authority

Violence targeting the state, its institutions, or perceived systemic
corruption, motivated by political opposition to authority.

Islamic Extremism

Violence motivated by a fundamentalist interpretation of Islam and the
desire to establish a religious-political order.

Incel Violence rooted in the Involuntary Celibate subculture, defined by
misogyny and perceived sexual and social hierarchies.
Other Violence that does not fit the above categories, often characterized by

idiosyncratic personal grievances, delusional thinking, or
non-categorizable motivations.
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Sub-Categories

Table B.7: Definitions of the twelve sub-categories in context and motive.

Main Category Sub-Category Definition
Right-Wing Neo-Nazi / National The organizing principle is an explicit Jewish
Extremism Socialism conspiracy held responsible for perceived white

decline. Positive references to National Socialism
and Holocaust denial are central markers.

White Supremacy Adherence to a biological racial hierarchy where
white Europeans are considered inherently
superior, with a focus on maintaining racial
dominance and segregation.

White Replacement Defined by the perceived existential threat of

demographic extinction due to immigration and
declining birth rates. Violence is framed as a
defensive necessity to prevent “white genocide.”

Counter-Jihad

The threat is framed as Islamic civilizational
expansion, emphasizing the defense of Western
values on cultural and religious rather than
biological grounds.

Anti-Authority

Anti-Authority Left

Grievances directed at the state motivated by
left-wing views, such as militant anti-capitalism
or protection of marginalized groups.

Anti-Authority Right

Grievances directed at state actors motivated by
conservative or libertarian views, such as
anti-taxation or sovereign citizen beliefs.

Anti-Authority
(General)

Grievances against the system or elites where no
specific partisan political orientation is
articulated by the actor.

Accelerationism*

Advocating violence to hasten societal collapse,
used here for actors whose primary focus is
systemic collapse regardless of specific
ideological alignment. *present in multiple main
categories.

School Attack

Misanthropy

A generalized hatred toward humanity or the
student body as a whole, lacking a specific
political or social grievance.

Individual Revenge*

The attack is a response to perceived injustices
inflicted by specific peers or staff, such as bullying
or academic rejection. *present in multiple main
categories.

Other

Paranoia / Delusions

The actor exhibits convictions not rooted in
shared reality, such as being targeted by
non-human entities or secret agencies.

Mental Illness*

Actors where severe psychological distress
without any coherent ideological motive. *present
in multiple main categories.
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C

IT

Besid

Tools Used

es Dechefr, the following IT tools were used:

Google Sheetsﬂis a cloud-based spreadsheet tool used for annotation
of the dataset, enabling both researchers to work simultaneously.

Microsoft Exceﬂ was used for database management and statistical
calculation.

Dropboxﬂ is a cloud storage service used to organize and share the
corpus of pre-attack communications.

Overleaf]is an online LaTeX editor utilized to write and produce the
thesis in a well-formatted academic format.

PythorE]with matplotlib.pyplotﬁwas used to generate figures.

Anthropic Claud was used for language revision and improvement
of the written text, but not for analysis, annotation, or interpretation
of results.

"https://sheets.google.com
“https://www.microsoft.com/en-us/microsoft-365/excel
Shttps://www.dropbox . com

*https://www.overleaf .com

*https://www.python.org

®https://matplotlib.org

"https://www.claude.ai
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