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Abstract

Artificial intelligence is increasingly adopted in Swedish municipalities through
external providers and cloud-based systems. This creates a governance
problem, as municipalities remain responsible for protecting confidential-
ity, integrity, and availability while important technical conditions are con-
trolled outside the organisation. This thesis examines how Swedish mu-
nicipalities negotiate and exercise such control when adopting and using
artificial intelligence through external providers. The study uses a qualita-
tive case study design based on semi-structured interviews with eight par-
ticipants from seven Swedish municipalities. The material was analysed
through reflexive thematic analysis. The findings show that control was ne-
gotiated through legal uncertainty, data sensitivity, provider transparency,
organisational capacity, and pressure to adopt artificial intelligence. When
direct control over systems was limited, municipalities exercised control
through provider evaluation, restrictions on data and use cases, informa-
tion classification, user responsibility, training, fallback routines, and col-
laboration. The study concludes that municipal control over externally
provided artificial intelligence is partial, situated, and continuously negoti-
ated. Formal responsibility remains with municipalities, but practical con-
trol depends on what they can understand, restrict, verify, delegate, and
keep operational.

Keywords: Artificial intelligence, information security governance, confi-
dentiality, integrity, availability, Swedish municipalities, external providers
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Synopsis

Background

Al systems are increasingly becoming part of public administration and
digital infrastructure. Swedish municipalities are adopting Al in areas
such as citizen services, administration, elderly care, and document
management. Many of these systems are provided through external plat-
forms and cloud-based infrastructures, which makes municipal Al use
dependent on actors outside the municipality itself.

Problem

Municipalities remain responsible for protecting confidentiality, in-
tegrity, and availability, but the technical conditions for doing so are in-
creasingly embedded in externally controlled Al infrastructures. This cre-
ates a governance tension between local responsibility and limited mu-
nicipal control over provider-controlled systems.

Research Question

The study examines how Swedish municipalities negotiate and exercise
control over confidentiality, integrity, and availability when Al is adopted
and used through external providers.

Method

The study uses a qualitative case study design. Data was collected
through semi-structured interviews with professionals working with in-
formation security, IT, digitalisation, data protection, and Al-related gov-
ernance in Swedish municipalities. The material was analysed through
reflexive thematic analysis.

Results

The findings show that municipal control over CIA was not a fixed or-
ganisational capability, but something negotiated in relation to legal un-
certainty, data sensitivity, provider conditions, organisational capacity,
formal governance reach, and pressure to adopt AI. When direct con-
trol over externally provided Al systems was limited, municipalities ex-
ercised control through compensatory practices. These included evalu-
ating and selecting providers, restricting data and use cases, using infor-
mation classification, assigning responsibility to users, developing train-
ing and guidelines, maintaining fallback routines, and relying on inter-
municipal collaboration..

Discussion

The study indicates that municipal control over CIA in externally pro-
vided Al systems is partial, situated, and negotiated. Formal responsibil-
ity remains with municipalities, but practical control depends on what
they can understand, restrict, verify, delegate, and keep operational. The
qualitative design means that the findings should be read as context-
dependent rather than statistically generalisable. The results are mainly
relevant for municipal information security, IT, legal, data protection,
digitalisation, and procurement functions, as well as for public sector ac-
tors developing practical guidance, support, or assessment models for
secure Al adoption.
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Abbreviation Description
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1

Introduction

Artificial intelligence (Al) systems are increasingly embedded in critical dig-
ital infrastructures, public administration, and industrial production envi-
ronments [1]. In public administration, the adoption of Al is associated
with expectations of more personalized, efficient and data-driven public
services, but it also raises tensions about fairness, transparency, privacy,
and accountability [2]-[4]. As Al becomes integrated into essential societal
functions, it reshapes the information security landscape by altering how
digital assets are processed and protected [5].

Rather than operating as isolated applications, contemporary Al sys-
tems are increasingly embedded in vertically integrated cloud infrastruc-
tures operated by global technology providers [6], [7]. Recent geopolitical
initiatives further illustrate this broader infrastructural shift. For example,
the 2025 U.S. Executive Order on promoting the export of the American
Al technology stack explicitly supports the international diffusion of inte-
grated hardware, cloud, and Al model ecosystems rather than standalone
Al applications [8].

Within this broader development, Swedish municipalities are increas-
ingly adopting Al technologies across a wide range of public sector activi-
ties. Recent mapping of Al-related initiatives identified Al-supported citi-
zen service chatbots, automated administrative processes, predictive mod-
els in elderly care, and Al-assisted document management systems [9]. Many
initiatives involve external providers and commercially available Al plat-
forms, indicating growing reliance on externally developed Al systems. While
such technologies may improve efficiency, they also raise questions about



how municipalities maintain meaningful control over confidentiality, in-
tegrity, and availability (CIA) in externally governed infrastructures.

From an Information Security Governance (ISG) perspective, respon-
sibility for safeguarding CIA is formally allocated to organisational lead-
ership and supervisory authorities [10], [11]. This allocation is reinforced
by European regulatory developments, including Directive (EU) 2022/2555
[12], commonly referred to as the NIS 2 Directive, and Regulation (EU)
2024/1689 [13], commonly referred to as the Artificial Intelligence Act (Al
Act), which require organisations to implement and demonstrate risk man-
agement, governance, and resilience measures for digital and Al systems
[12], [13]. Yet, existing research still points to a need for concrete empirical
studies examining how these demands are managed in practice [14], [15].

Sweden represents a particularly relevant case due to its high levels of
digitalisation and strategic prioritisation of Al across public administration
(16], [17]. While the Swedish government promotes widespread Al adop-
tion [18], the infrastructural foundations enabling this expansion remain
largely embedded in global provider ecosystems [19]. This trend is reflected
in recent data showing that 62.1 percent of Al-adopting entities in Sweden
rely on ready-made systems, whereas only one-fifth develop solutions in-
house [20].

For Swedish municipalities, this dependency is particularly significant,
as they must reconcile rapid digital transformation with stringent legal re-
quirements concerning secrecy, accountability, and public trust under the
Swedish Public Access to Information and Secrecy Act (Offentlighets- och
sekretesslag, OSL, SFS 2009:400) [21]. As municipalities integrate global Al
infrastructures into local governance contexts, the traditional boundaries
of information security control are increasingly challenged. This creates a
structural tension between formally assigned information security respon-
sibility and the architectural distribution of infrastructural control.

1.1 Research Problem

The problem underlying this study concerns the ability of organisations
to exercise meaningful control over CIA when relying on externally provi-
sioned Al infrastructures. While organisations remain formally and legally
responsible for information security, the technical mechanisms through
which these properties are realised are increasingly embedded in infras-
tructures operated by external providers. This creates a need to understand



how such dependencies constrain or reshape information security gover-
nance in practice. While prior research has addressed Al governance and
cybersecurity governance, existing studies often remain fragmented [22]
and provide limited insight into how governance is operationalised in or-
ganisational settings [23], [24]. This also aligns with calls for in-depth case
studies examining the underlying mechanisms and dynamics of Al imple-
mentation in public administration [2]. The Swedish municipal context
also serves as an empirical case of a broader governance challenge: the
tension between local statutory obligations concerning information secu-
rity and the globalised nature of contemporary Al infrastructure.

1.2 Aim and Research Question

The aim of this study is to contribute to an empirically grounded under-
standing of information security control in externally provisioned Al en-
vironments by examining how Swedish municipalities approach control
over confidentiality, integrity, and availability when adopting and using Al
through external providers. To achieve this aim, the study addresses the
following research question:

How is control over confidentiality, integrity, and availability (CIA)
negotiated and exercised by Swedish municipalities when adopt-
ing and using Al through external providers?

In this study, “negotiated” refers to how control is shaped through in-
teractions between municipal actors, legal requirements, organisational
priorities, procurement processes, provider conditions, and technical con-
straints. It is not limited to formal contract negotiation with providers, but
concerns the broader process through which control is interpreted, delim-
ited, and shaped.

“Exercised” refers to how municipalities operationalise information se-
curity responsibility through mechanisms intended to influence, limit, or
verify the protection of CIA in practice.

1.3 Delimitations

This study examines the governance implications of reliance on externally
provisioned Al infrastructures within the context of Swedish municipali-
ties. The analytical focus is on how control over CIA is negotiated and



exercised in environments where Al capabilities are delivered by external
providers.

The study is empirically limited to Swedish municipalities as organisa-
tional settings within the public sector. While these organisations operate
within a broader national and European regulatory context, the analysis
focuses on how governance is enacted in practice at the municipal level
rather than on national governance structures as such. The findings may
therefore offer insights relevant to similar public-sector contexts, but are
not intended to provide a comprehensive assessment of national informa-
tion security governance capacity.

The study does not analyse specific technical attack vectors, adversarial
machine-learning techniques, cryptographic implementations, or system-
level vulnerability mitigation mechanisms. Technical security risks are con-
sidered only insofar as they relate to the allocation of control and gover-
nance.

The study does not provide an ethical evaluation of Al systems and does
not examine issues such as algorithmic bias or fairness. While literature on
vertical integration and platform power, e.g., [6], [7], is used to contextu-
alise infrastructural concentration, the thesis does not conduct a competi-
tion law or antitrust assessment.

1.4 Thesis Outline

This thesis is structured as follows. Chapter 2 reviews previous research on
information security governance, Al infrastructure, public sector Al adop-
tion, and infrastructural dependency, and develops the conceptual frame-
work used in the study. Chapter 3 presents the methodological approach,
including the qualitative case study design, sampling strategy, data collec-
tion, data analysis, research quality, ethical considerations, and method-
ological limitations. Chapter 4 presents the empirical findings from the
thematic analysis. Chapter 5 discusses the findings in relation to the re-
search question and previous literature, outlines the study’s contributions
and limitations, and suggests directions for future research.



2

Scientific Grounding and Con-
ceptual Framework

This chapter reviews literature selected for its relevance to the study’s cen-
tral concepts: information security control, CIA, externally provisioned Al,
and municipal/public-sector governance. ISG literature was included be-
cause it defines how responsibility for confidentiality, integrity, and avail-
ability is allocated within organisations. Al infrastructure literature was se-
lected because it explains how Al capabilities are embedded in cloud-based
provider environments. Public-sector Al adoption literature was included
to account for the organisational, legal, and administrative conditions un-
der which municipalities adopt Al. Research on cloud dependency, lock-in,
and digital sovereignty was selected because it addresses conditions that
may constrain organisational control. Together, these strands provide the
scientific grounding for analysing how formal responsibility for CIA relates
to practical control in externally provisioned Al environments.

Given the rapid development of Al infrastructures [25]-[29], particular
attention is given to recent research examining contemporary deployment
contexts. A description of the literature review and conceptual framework
process is provided in Appendix[Al



2.1 Conceptual Clarification: Information Security vs
Cyber Security

Information security and cybersecurity are often used interchangeably, al-
though their relationship is not consistently defined [30], [31]. Informa-
tion security is commonly understood as the preservation of confidential-
ity, integrity, and availability of information, while cybersecurity concerns
the protection of these properties in digital environments [32], [33]. This
study treats cybersecurity as analytically included within information se-
curity and therefore addresses both within the broader framework of Infor-
mation Security Governance.

2.2 Information Security Governance and CIA Con-
trol

Building on this conceptualisation, Information Security Governance (ISG)
is commonly understood as a strategic subset of organisational governance
focused on direction, accountability, and oversight [10], [34]. A central dis-
tinction in the literature lies between governance, which concerns the es-
tablishment of policies, decision rights, and accountability structures, and
management, which refers to the technical execution of controls [10]. This
positions organisational leadership as ultimately responsible for ensuring
that information security risks are managed in accordance with regulatory
mandates [23].

The core security objectives of ISG are commonly articulated through
the CIA triad: confidentiality (protection against unauthorised access), in-
tegrity (accuracy and trustworthiness of data), and availability (timely ac-
cess to systems) [33], [35]. These properties constitute the primary objects
of governance, requiring organisations not only to define security require-
ments but also to maintain sufficient visibility into, and influence over,
the systems through which they are realised. Empirical research indicates
that formal governance structures do not automatically translate into ef-
fective control. Implementation gaps may arise from blurred responsibility
boundaries, limited organisational capacity, and weak integration between
governance and operational practices [11], [36].



2.3 Al Infrastructure, Control, and Dependency

Contemporary Al systems are rarely isolated algorithmic artefacts; they are
embedded within layered digital infrastructures comprising compute ca-
pacity, cloud platforms, data pipelines, and foundation models [6], [22].
These components form interdependent layers where resources are inte-
grated across architectural levels, as illustrated in Figure[2.1} These layers
are technically and organisationally interdependent, meaning that Al de-
ployment depends not only on the model itself, but also on the infrastruc-
tures through which it is hosted, maintained, accessed, and governed [6],
122], [37].

Building on this infrastructural perspective, a distinction can be made
between application-level control and infrastructural control. Application-
level control concerns how an organisation configures and uses an Al sys-
tem, while infrastructural control concerns authority over underlying re-
sources such as compute capacity, data flows, model maintenance, log-
ging, and security enforcement [6], [22] . For adopting organisations, exter-
nally provided Al may therefore offer functional access without equivalent
control over technical conditions [6], [22], [38].

In practice, infrastructural control is concentrated among a limited num-
ber of dominant technology providers [6], [39]. Advanced Al depends on
large-scale data, computational infrastructure, cloud platforms, and spe-
cialised expertise, resources that few actors can provide [40]. This con-
centration is reinforced by vertical integration, where providers combine
infrastructure, cloud services, model services, and application ecosystems
within unified proprietary environments [6], [7]. For adopting organisa-
tions, such integration can create lock-in effects and path dependencies by
increasing switching costs and reducing the ability to substitute or recon-
figure individual components independently [41], [42].



APPLICATION LAYER
(Al systems, use cases, interfaces)
Examples: ChatGPT, Copilot, DeepSeek

SERVICE / PLATFORM LAYER
(APIs, developer platforms, orchestration)
Examples: OpenAl API, Azure Al, AWS Bedrock

MODEL LAYER
(Foundation models, ML models)
Examples: GPT, Claude, LLaMA, DeepSeek

DATA LAYER
(Training data, pipelines, storage)
Examples: Snowflake, Google (data ecosystem)

INFRASTRUCTURE LAYER
(Cloud, storage, networking)
Examples: AWS, Microsoft Azure, Google Cloud

HARDWARE LAYER
(GPUs, TPUs, chips, custom silicon)
Exampels: Nvidia (GPU), Google (TPU)

Figure 2.1: Conceptual representation of layered Al infrastructure.

Figure 2.1]illustrates layered Al infrastructure with examples across ap-
plication, platform, model, cloud, semiconductor, and raw material layers.
The figure synthesises insights from prior research on Al infrastructures
and value chains [22], [43]. Company examples are included for illustra-
tive purposes and informed by industry representations [44].



2.4 Alinthe Public Sector: Swedish and International
Perspectives

The public sector context further shapes how information security con-
trol can be exercised. Municipal Al adoption therefore needs to be under-
stood within a public-sector setting shaped by organisational, legal, policy-
related, and economic considerations [45], [46]. In public administration
literature, Al is often framed as a tool for improving decision-making and
public service delivery [47], [48]. At the same time, empirical findings sug-
gest that implementation remains uneven across organisational contexts,
reflecting differences in organisational capacity, governance arrangements,
and levels of maturity [48]. Identified barriers include financial constraints
[49], [50], lack of technical expertise [51], [52], and legal uncertainty [50],
[53].

Research also shows that organisational complexity can result in frag-
mented governance, as responsibilities for Al are frequently distributed across
IT, legal, and operational units, leading to unclear accountability [54]. Re-
cent Swedish municipal research reflects similar implementation condi-
tions. One study shows that Al transformation in a Swedish municipal-
ity was shaped by limited Al knowledge, resource constraints, fragmented
IT systems, unclear structures, slow decision-making, data privacy, secu-
rity, and ethical concerns [55]. This indicates that municipal Al adoption
is not only a technical implementation issue, but also depends on organi-
sational capacity, governance arrangements, and integration into existing
work processes.

In addition to these organisational conditions, Al adoption in the Swedish
public sector takes place in an already cloud-dependent digital environ-
ment [15]. This is particularly relevant for municipalities, where reliance
on dominant cloud-based office platforms is widespread. One study found
that 97 percent, 29 out of 30 randomly selected Swedish municipalities,
used Microsoft 365 [56], indicating a strong dependence on one provider
environment. Studies on Swedish public sector cloud use have also high-
lighted legal and information security uncertainty, particularly concerning
data transfers and external processing [56]—[60].

This is directly relevant to Swedish municipal Al adoption, as [15] note
that generative artificial intelligence (GenAl) functionality is increasingly
being incorporated into cloud-based software-as-a-service (SaaS) solutions
already used by public sector organisations. They argue that this compli-
cates the application of OSL provisions on external technical processing,



since third-party cloud services with GenAl functionality may generate, en-
hance, or add content to data.

This concern is reinforced by research on the black-box nature of GenAl,
which highlights difficulties in understanding and scrutinising how such
systems process data [61]. Such opacity matters for OSL-related appropri-
ateness assessments, as these require at least a basic understanding of the
system’s technical functionality and information flows [15].

2.5 Previous Approaches to Governing Infrastructural
Dependency

Previous research has proposed technical, regulatory, and organisational
strategies for addressing infrastructural dependency, limited transparency,
and constrained organisational control in externally provisioned digital en-
vironments. These approaches are relevant to the present study because
they represent prior attempts to strengthen oversight, accountability, re-
silience, or transparency where key technical functions are operated by ex-
ternal providers.

At the infrastructural level, one approach is to use multi-cloud archi-
tectures or cloud dependency assessment strategies. Multi-cloud archi-
tectures distribute workloads across several providers and have been dis-
cussed as a way to mitigate vendor lock-in risks [62]. Related cloud research
has also developed tools for assessing lock-in before or during provider se-
lection. For example, [63] propose the Cloud Vendor Lock-in Prediction
Framework (CVL), which assesses dependency between cloud providers
and service consumers by considering factors such as service cost, data
transfer costs, security features, compliance, scalability, and technical inte-
grations. Such approaches are useful for making dependency more visible,
but they do not necessarily remove dependency or provide direct control
over provider-managed infrastructure.

Other approaches focus on strengthening transparency, traceability, and
auditability in Al-enabled systems. [64] discuss the use of blockchain-based
models to support data integrity and traceability, while [65] emphasise con-
tinuous audit mechanisms as a way to monitor system behaviour over time.
[28] similarly argue that Al transparency should be treated as a security re-
quirement, linking explainability, interpretability, and auditability to the
CIA triad. The authors propose measures such as hybrid Al architectures,
continuous monitoring of model and data drift, standardised transparency
reports, and risk-based transparency requirements.

10



Recent empirical research has also begun to examine how Al gover-
nance is operationalised within public administration. [66], for example,
show how a European public administration developed a data-centric gov-
ernance and machine learning operations (MLOps) framework for an auto-
mated legislative monitoring system, where traceability, human oversight,
and continuous validation were central to improving transparency and ac-
countability. Since such governance depends on substantial organisational
access to the Al pipeline, externally provisioned Al may limit comparable
forms of visibility and validation.

Organisational approaches also attempt to address the gap between
technical complexity and administrative responsibility. [67] emphasise hy-
brid professional roles that bridge technical and bureaucratic domains, while
[68] argue for expanded security frameworks such as CIA+, where tradi-
tional CIA objectives are complemented by dimensions such as transparency,
accountability, robustness, and ethics. These approaches broaden the un-
derstanding of what security governance must account for in Al-based en-
vironments.

From a regulatory perspective, European policy discussions have em-
phasised cloud certification schemes as a way to harmonise cybersecurity
requirements, increase trust in cloud services, and make provider secu-
rity claims more governable [69]. Within information security practice, the
Shared Responsibility Model (SRM) remains an important mechanism for
delineating responsibility between providers and customers [70]. The SRM
can clarify which responsibilities remain with the provider and which are
assigned to the customer, but it does not alter the underlying distribution
of technical control.

2.6 Research Gap

The reviewed literature indicates a misalignment between formally assigned
governance responsibility and the location of infrastructural control. While
ISG frameworks place accountability for CIA within the organisation [10],
the technical realisation of these properties is increasingly mediated by ver-
tically integrated, transnational Al infrastructures [6], [71]. As a result, or-
ganisations remain responsible for security outcomes, while the technical
means of enforcement are externalised and, in some cases, shaped by for-
eign legal regimes.

This governance problem is only partly addressed by existing research.
Previous studies have identified barriers ranging from legal uncertainty and

11



fragmented governance to limited expertise and uneven organisational ca-

pacity [15], [48], [72]-[74], and have proposed approaches such as multi-

cloud architectures, certification schemes, audit mechanisms, blockchain-

based transparency models, and expanded security frameworks [62], [64],

[68]. These contributions clarify important aspects of the problem, but

they provide less insight into how organisations manage the combined tech-
nical, legal, organisational, and infrastructural constraints as a matter of

control in practice.

In particular, there is limited empirical understanding of how public
organisations negotiate and exercise control when responsibility for CIA
remains internal while technical authority is distributed across external
providers. This aligns with calls for more empirical research on organisa-
tional Al governance processes and on the contextual dynamics of Al im-
plementation in public administration [2], [75].

This study addresses this gap by examining how Swedish municipali-
ties negotiate and exercise control over CIA when adopting and using Al
through external providers. By focusing on how control is interpreted, de-
limited, and made operational in municipal governance contexts, the study
contributes empirical insight into how information security responsibility
is understood and managed in externally provisioned Al environments.

2.7 Theoretical Grounding and Conceptual Framework

Socio-technical systems theory is used as the broader theoretical ground-
ing for understanding why municipal control over Al cannot be analysed
as a purely technical or purely organisational issue. The theory empha-
sises that technological arrangements and organisational conditions are
mutually dependent, meaning that technologies shape roles, responsibili-
ties, and governance practices, while organisational and institutional set-
tings shape how technologies are adopted, used, and controlled [76], [77].
This perspective is relevant because municipal control over CIA in ex-
ternally provisioned Al environments cannot be understood as either a purely
technical or purely organisational issue. Control is instead approached
as a socio-technical governance process shaped by municipal governance
structures, legal requirements, organisational capacity, procurement pro-
cesses, provider-controlled infrastructures, and everyday work practices.
Building on the literature review, the conceptual framework distinguishes
between conditions that shape control and the analytical dimensions through
which control is examined. The conditions shaping municipal control are

12



grouped into three areas: formal ISG arrangements, organisational capac-
ity, and structural conditions of external provision. Formal ISG arrange-
ments refer to governance structures through which accountability, respon-
sibility, decision rights, and oversight are allocated for information secu-
rity. Organisational capacity refers to the resources, expertise, governance
maturity, and administrative complexity that affect municipalities’ ability
to assess and manage Al adoption. Structural conditions of external pro-
vision refer to dependency-related factors such as provider lock-in, mar-
ket concentration, jurisdictional constraints, and provider opacity in exter-
nally managed infrastructures.

Within these conditions, control over CIA is analysed through two di-
mensions: negotiated control and exercised control. Negotiated control
refers to how control is interpreted, delimited, and shaped through organi-
sational, legal, technical, contractual, and provider-related conditions. Ex-
ercised control refers to how municipalities operationalise information se-
curity responsibility through mechanisms intended to influence, limit, or
verify the protection of CIA in practice. These mechanisms may be organi-
sational, contractual, procedural, or technical, without assuming that they
provide full control over externally managed Al systems.

The framework treats formal responsibility and practical control as an-
alytically distinct. It informed the development of the interview guide and
provided a sensitising lens for analysing how municipal control over CIA
is shaped, negotiated, and exercised in practice. Figure 2.2|illustrates the
conceptual framework.

13



Structural conditions of external provision

Market concentration
Vendor lock-in
Jurisdictional constraints
Provider opacity

Organisational capacity
Resources
Technical expertise
Governance maturity
Administrative complexity

Formal ISG arrangements
Accountability
Responsibility
Decision rights

Oversight

Negotiated control
How control is interpreted,
delimited, and shaped

Exercised control
Mechanisms to influence,
limit, or verify CIA protection

Figure 2.2: Conceptual framework for CIA control.
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3

Methodology

This chapter outlines the methodological approach used in the study. It
describes the qualitative research design, including the case study strat-
egy, data collection through semi-structured interviews, and the approach
to thematic analysis. The chapter also addresses considerations related to
research quality and ethical conduct.

3.1 Research Strategy and Case Design

Since the study examines information security control as a context-dependent
phenomenon, a qualitative case study strategy was adopted. Case study re-
search is suitable when organisational practices need to be analysed in re-
lation to the conditions in which they occur [78]. This was relevant for the
present study, as municipal control over externally provided Al capabilities
was considered difficult to examine independently of organisational, legal,
and infrastructural conditions. A qualitative approach was therefore also
appropriate, as it enables an in-depth examination of how such conditions
are interpreted and managed in practice [79].

The study was designed as an exploratory embedded single-case study
of Swedish municipalities. Following Yin's framework [78], Sweden was
treated as the broader national case boundary, while the participating mu-
nicipalities were treated as embedded units of analysis. This design was
suitable because the study aimed to examine how information security con-
trol was negotiated and exercised across different municipal settings within
the same national, legal, and public-sector context. The Swedish case was
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considered relevant due to its high level of public sector digitalisation and
municipal reliance on externally provisioned digital systems and Al capa-
bilities [9], [15].

This methodological choice is consistent with recent empirical research
on Al implementation and governance in public-sector settings. [55], for
example, conducted a case study of Al transformation in a Swedish mu-
nicipality using interviews, participant observation, internal documents,
and practical Al use cases, while [80] used qualitative interviews with pub-
lic officials to examine how cybersecurity governance responsibilities are
organised and understood within government. These studies indicate that
qualitative case study research is appropriate when the aim is to examine
how governance, responsibility, and organisational control are interpreted
and enacted in public-sector contexts. This also responds to calls for more
in-depth case studies on the mechanisms and dynamics of Al implemen-
tation in public administration [2].

An alternative strategy could have been a survey-based strategy to iden-
tify broader patterns across municipalities and generate more standard-
ised and comparable data [81]. Such an approach was considered less suit-
able for the exploratory purpose of this study, which required closer atten-
tion to how information security control is interpreted, negotiated, and ex-
ercised within specific organisational contexts.

Following Oates et al., the research process was treated as intercon-
nected rather than strictly linear [82]. Table [3.1]summarises how its main
components were operationalised in this study.
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Component in Oates et
al’s research process
182

Application in this study

Relevant
section

Experience and
rationale

The initial research idea emerged from
contemporary discussions concerning Al
adoption, dependencies on external digital
services, cloud infrastructures, and policy
attention to full-stack Al systems.

Chapterlll

Literature review

The literature review was first conducted
broadly to gain an overview of research on
Al information security, governance, and
dependency. Articles were thematically
organised to identify recurring research
directions, followed by more targeted
searches for literature reviews and
empirical studies.

Chapter
Appendix@

Aim and research
question

The aim and research question were
developed through the interaction
between the initial broad research interest
and the literature review.

Section

Conceptual framework

The conceptual framework was developed
from the aim of the study and literature
review. It was used to structure the study’s
understanding of information security
control in externally provisioned Al
environments.

Section

Appendix@

Strategies

A qualitative case study strategy was used,
with Swedish municipalities as the case
and individual municipalities treated as
embedded units of analysis.

Sectionlﬂ'

Data generation
methods

Semi-structured interviews were used to
generate empirical material. The interview
guide was informed by the conceptual
framework, while allowing participants to
raise issues beyond the predefined
concepts.

Sections
Appendices

Data analysis

The empirical material was analysed
through reflexive thematic analysis. The
conceptual framework provided
sensitising concepts, while QualCoder was
used to organise coding and themes were
developed through repeated review and
refinement.

Section

Appendix@]

Discussion and
conclusion

The findings were discussed in relation to
the literature reviewed in Chapter 2 to
explain how CIA control is negotiated and
exercised through governance processes,
provider conditions, structural
dependency, and compensatory
organisational practices.

Chapter

Table 3.1: Overview of the research process and its application in this study
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3.2 Selection and Sampling

To identify informants with experience relevant to the governance of ex-
ternally provisioned Al systems, a purposive sampling strategy was used
[79]. This approach was selected over more accessibility-based strategies,
such as convenience sampling, as the research question required partici-
pants with specific professional insights. In qualitative research, the aim
of such sampling is to capture variation within the studied group rather
than to achieve statistical representativeness [83]. To reach this variation,
the sampling focused on selecting municipalities across the three munic-
ipal categories used by the Swedish Association of Local Authorities and
Regions (Sveriges Kommuner och Regioner, SKR) [84], while also targeting
different professional roles.

The sample consisted of eight participants from seven municipalities,
all working in roles related to information security, information technology
(IT), digitalisation, data protection, or Al-related development. Since some
participants had overlapping responsibilities and exact job titles could make
individuals identifiable, roles are reported in aggregated form. An overview
of the participants is provided in Appendix [B] Potential participants were
identified through municipal websites and professional networks. In total,
27 individuals were contacted by email, of whom eight agreed to partici-
pate.

3.3 Data Collection

The data were collected through semi-structured interviews, a method well-
suited for capturing diverse perspectives and practical experiences within
a case study [82]. To ensure the conversations remained focused on the
research question, an interview guide was developed based on the concep-
tual framework (see Appendix[C|for the interview guide).

This qualitative approach was chosen over more rigid methods, such
as survey questionnaires, which can constrain the exploration of complex
organisational phenomena [85]. While the conceptual framework provided
analytical direction, the open nature of semi-structured interviews allowed
for the discovery of insights beyond predefined categories [79].

Document analysis was also considered as a way to examine formal se-
curity policies, but since the research question focuses on how control is
exercised in practice, interviews were deemed more appropriate for cap-
turing the tension between formal rules and enacted reality. Ethnographic
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observations could have provided a valuable complement for studying these
practices firsthand; this method was not feasible within the study’s scope
due to time and resource constraints, as well as the sensitive nature of the
information security environments involved.

The interviews were conducted digitally via Microsoft Teams [86] to ac-
commodate the participants’ schedules. Each session began with a briefing
on the study’s purpose and the participant’s rights, ensuring that data col-
lection was conducted with informed consent. Each interview lasted be-
tween 36 and 51 minutes, with an average duration of 44 minutes. During
the sessions, the interview guide functioned as a set of prompts rather than
a strict script, allowing for follow-up questions to clarify specific practices.

With one exception, all interviews were audio-recorded to provide a
more accurate account [78], [87]. The recordings were transcribed by the
researcher, while notes were taken for the non-recorded interview.

3.4 Data Analysis

The analysis followed the principles of reflexive thematic analysis, which
was selected for its interpretive focus [88]. This enabled an exploration of
how control over CIA was constructed, negotiated, and exercised in prac-
tice. The approach aligned with the study’s conceptual framework, which
conceptualised control as relational and context-dependent rather than as
a fixed technical or organisational property.

The conceptual framework was used as a source of sensitising concepts
rather than as a fixed coding scheme. It guided attention to formal ISG
arrangements, organisational capacity, provider dependency, and socio-
technical work practices, while allowing the final themes to be developed
inductively through engagement with the empirical material. In this way,
the framework helped delimit the analytical focus to control over CIA in ex-
ternally provisioned Al environments, rather than broader issues such as Al
ethics, organisational culture, or general digital transformation.

Table presents the application of Braun and Clarke’s six phases of
reflexive thematic analysis [88], while Appendix[D|provides supplementary
information, including examples of codes and theme development. In the
findings chapter, the four final themes are presented as the main analytic
outputs of the thematic analysis, followed by a summary table that relates
the findings across themes to negotiated control, exercised control, and the
CIA triad.
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Phase in Braun and
Clarke’s thematic

Application in this study

analysis [88]
1. Dataset All interview material was read through in full in Microsoft
familiarisation Word [89] to gain an overall understanding of the dataset.

Initial impressions and emerging patterns were noted
during this stage.

2. Data coding

The data was then imported into QualCoder [90], where the
formal coding process was conducted. After reviewing the
first coding cycle, the entire dataset was re-coded from the
beginning to refine the codes and improve consistency.

3. Initial theme
generation

Codes were exported and reviewed in a separate Word
document, where each code was accompanied by its latent
meaning, interpretive notes, and supporting quotations.
Codes were then printed and manually grouped to identify
initial patterns and potential thematic structures.

4. Theme development
and review

Initial groupings were reorganised digitally and reviewed
iteratively. Codes and themes were compared against the
full dataset, and adjustments were made through repeated
cycles of refinement, merging, and removal of overlapping
or weakly supported codes.

5. Theme refining,

Through iterative analysis, the preliminary structure was

defining and naming refined into a final thematic framework consisting of four
main themes supported by sixteen sub-themes. Each
theme was defined in relation to the study’s aim and
research question to ensure analytical coherence.

6. Writing up The final themes were used as the basis for presenting the

findings and structuring the analysis chapter, ensuring
alignment between empirical data, conceptual framework,
and research question.

Table 3.2: Application of Braun and Clarke’s [88] thematic analysis phases
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3.5 Use of Digital and Al-Assisted Tools

Table 3.3| summarises the digital and Al-assisted tools used during the re-
search process. No raw interview material or identifiable participant infor-
mation was entered into Al-assisted tools. Further information about the
use of Al-assisted tools is provided in Appendix[E|

Tool Use in this study

ChatGPT [91] Used to support Boolean search string development,
thematic grouping of abstracts, identification of possible
literature gaps, language revision, and structural

reflection.
Gemini [92] Used for language revision, readability, and structural
reflection.
Scopus Al-assisted Used later in the literature review process to identify
search [93] additional potentially relevant studies.
QualCoder [90] Used to organise transcripts, codes, and coded segments

during thematic analysis.

Microsoft Word [89] Used during dataset familiarisation to read through the
interview transcripts, note initial impressions, and
structure preliminary codes and emerging patterns before
and alongside the coding process in QualCoder.

Microsoft Teams [86] Used as the communication platform for conducting the
semi-structured interviews digitally.

Table 3.3: Overview of digital and Al-assisted tools

3.6 Research Quality

The quality of the research design was assessed in relation to established
case study criteria, including construct validity, analytic generalisation, and
transparency [78]. Construct validity was supported through the use of
a defined conceptual framework, grounded in prior literature, which in-
formed the data collection and provided an analytical point of reference
during analysis.

Given the exploratory and interpretive character of the study, internal
validity in a causal sense was not treated as a primary objective [78]. In-
stead, analytical rigour was supported through iterative engagement with
the data, reflexive interpretation, and the consideration of alternative read-
ings during theme development. External validity was approached through
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analytic generalisation rather than statistical representativeness, consis-
tent with case study logic [78]. The case was selected for its relevance to
contemporary discussions on externally provisioned Al infrastructures, al-
lowing the findings to be interpreted in relation to broader theoretical de-
bates.

Reliability was approached through efforts to document the research
process transparently, including the use of a semi-structured interview guide,
systematic transcription procedures, and a traceable analytic process link-
ing empirical excerpts to interpretative claims, thereby seeking to maintain
a chain of evidence [78].

3.7 Ethical Considerations

The ethical considerations in this study were primarily guided by the prin-
ciples of good research practice outlined by the Swedish Research Council
[94]. Participants were informed about the purpose of the study, the volun-
tary nature of participation, and their right to withdraw at any time. Writ-
ten informed consent was obtained through a consent form describing the
purpose of the study, how the data would be handled, and the participants’
rights (see Appendix[F).

To protect confidentiality, identifying details were removed during tran-
scription and reporting. Role descriptions were generalised where neces-
sary to reduce the risk of indirect identification, and references to munic-
ipalities are presented at an aggregated level. Although the study did not
involve sensitive personal data, the interviews addressed organisational
practices related to information security and the use of externally provi-
sioned systems. Given this, attention was paid to how findings were pre-
sented in order to avoid disclosing sensitive information about potential
vulnerabilities within municipal systems.

The use of Al-assisted tools also raised ethical considerations. In line
with ethical concerns related to generative Al in thesis writing, such as
privacy, bias, accuracy, and academic integrity [95], Al-generated outputs
were critically reviewed and not treated as evidence in themselves. No
interview transcripts, recordings, or identifiable participant information
were entered into Al-assisted tools. A more detailed account of how Al
tools were used and controlled during the research process is provided in

Appendix[E
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4
Findings

The thematic analysis led to the identification of four central themes: (1)
The Interpretive Landscape of Al Control, (2) Situational Control across
Provider-Based Al Systems, (3) Control beyond Formal Reach, and (4) Com-
pensatory Practices. These themes were derived to address the study’s re-
search question: How is control over confidentiality, integrity, and avail-
ability (CIA) negotiated and exercised by Swedish municipalities when adopt-
ing and using Al through external providers?

The chapter first presents the four themes as the main analytic find-
ings. Section 4.5 then provides a cross-theme summary of how negotiated
control, exercised control, and the CIA triad appear across the findings.

4.1 The Interpretive Landscape of Al Control

This theme captures how participants reasoned about control over CIA in
a context where Al use was shaped by competing expectations. The mate-
rial shows that Al-related control was not approached through one settled
governance logic. Instead, participants used several reference points when
defining what should be controlled, what kinds of Al use could be consid-
ered acceptable, and where the boundaries of risk should be drawn. These
reference points included existing information security routines, legal re-
quirements, organisational risk assessments, jurisdictional concerns, and
pressure to adopt Al. The theme consists of four subthemes: understand-
ings of control; legal interpretation; adoption pressure; and organisational
capacity.
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The first subtheme, understandings of control, concerns variation in
how participants understood what Al-related control should be directed
toward. Rather than describing one uniform approach, participants dif-
fered in how control should be organised in relation to Al.

One view was that Al did not require a separate governance logic from
other digital systems or cloud services. From this perspective, Al-related
control could be handled through established information security rou-
tines, particularly information classification and risk assessment. Since Al
capabilities were often understood as being introduced through existing
platforms and provider environments, control was framed as an extension
of already established governance practices for cloud-based and externally
provided digital services.

Other participants described Al as requiring more specific forms of eval-
uation. In these accounts, existing routines were not necessarily seen as
irrelevant, but as insufficient for addressing uncertainties around how data
is processed, retained, or reused within Al systems. Concerns about what
happens to information once it is entered into an Al service made control
appear less dependent on ordinary system approval and more dependent
on understanding data flows, provider terms, and system functionality.

A third view shifted attention away from Al as a technology and to-
ward the work practices in which Al is used. From this perspective, con-
trol should not primarily be organised around whether a specific tool is la-
belled as Al but around the task being performed and the type of informa-
tion being handled. As one participant suggested, “You should perhaps not
primarily have routines and ways of working for the Al solution itself, but
rather routines and ways of working for the task being performed” (INT06).

Several participants also described a lack of shared approaches for as-
sessing Al-related risks. This was linked to uncertainty about whether local
interpretations were sufficient, or whether more standardised models and
shared criteria were needed. In some accounts, differences in risk models,
consequence levels, and organisational interpretations made it difficult to
compare assessments or establish a consistent basis for control. In this
sense, the question of control was not only internal to each municipality,
but also connected to the absence of shared criteria for assessing Al-related
risks across the sector.

Legal interpretation formed another central part of how participants
reasoned about control over CIA. Participants often used Swedish and EU
legal frameworks as reference points for information security assessments,
particularly when determining what kinds of Al use could be considered
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acceptable, controllable, or too risky. In this sense, legal interpretation be-
came part of the negotiation of control, because questions of confidential-
ity, data handling, and acceptable use were assessed through the combined
lens of secrecy legislation, General Data Protection Regulation (GDPR), emerg-
ing Al regulation, and internal governance documents.

Most participants described this legal basis as unsettled. In some ac-
counts, transfers to third-country providers were understood as legally pos-
sible under certain conditions, while others expressed a more cautious or
uncertain interpretation. For example, INTO1 stated that “given the way
things look now, you are allowed to transfer personal data to the US, but
with Schrems III, it could be different”. Another participant expressed a
more sceptical view, noting that:

There are those who argue that it is legally permitted today un-
der the Privacy Framework, but the same was true for Privacy
Shield and Safe Harbor, and I do not really see that any substan-
tial change has actually taken place. (INT03)

Participants also emphasised the complexity of the regulatory environ-
ment. One participant referred to this as a “regulatory carpet bombing”
and another stated “There are many pieces of legislation that are... itis
not entirely clear what they mean, and we can see that municipalities do
make different interpretations” (INT07). Rather than describing a single
settled standard, participants pointed to ongoing assessments of what was
legally possible, organisationally acceptable, and practically defensible.

The distinction between legal permissibility and organisational accept-
ability was particularly visible in relation to third-country providers. Par-
ticipants described legal assessment as necessary but not sufficient, since
a solution could be legally possible while still being considered organisa-
tionally difficult to accept from an information security or risk perspective.
This suggests that control was negotiated not only through legal interpreta-
tion, but also through judgements about organisational risk tolerance and
practical defensibility.

Alongside these legal and risk-based assessments, participants described
pressure to adopt and make use of Al from several directions, forming the
third subtheme, adoption pressure. This pressure came from national-level
ambitions, internal digitalisation agendas, operational demands, and the
perception that Al will become necessary for municipalities to manage their
responsibilities in the longer term. In the material, this created a tension
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between maintaining acceptable levels of control and enabling Al adoption
in line with broader organisational and political expectations.

National-level pressure was described as particularly difficult to man-
age. One participant characterised it as a “very difficult balancing act” that
is “placed in the lap of the individual authority” (INT05). Municipalities
were described as wanting to follow the direction set by the government,
while also ensuring that their own governance aligns with applicable reg-
ulation. The same participant linked this difficulty to the absence of es-
tablished routines, noting that there was currently “no real praxis” (INT05)
for how Al should be governed in practice. Another participant similarly
described pressure to align with national-level developments, even when
existing legal frameworks were perceived as restrictive: “If that’s the case,
then so be it, but then they also need to change the laws so they align with
where the Swedish state is heading” (INT03).

Internally, participants described a similar tension between digitalisation-
oriented functions seeking to accelerate the use of new technologies and
roles responsible for legal, security, and governance boundaries. This was
particularly visible in the accounts of participants working with informa-
tion security or legal assessment, who described pressure from digitalisa-
tion functions and operational units while also being expected to ensure
that Al use remained legally and organisationally acceptable. One partici-
pant working with information security described the situation as follows:

I am one person among X thousand employees in our munic-
ipality [...] and then one can look at how many digitalisation
strategists there are. Well, there may be around 25 people whose
role is to help the operations digitalise faster and make use of
the new Al technology. In that sense, things are perhaps not en-
tirely in sync. (INT08)

A similar dynamic was described by another participant, who expressed
concern about secrecy in Al-based cloud services, but also noted that their
role was a support function and stated: “But I am a support function, so if
the operations want something, I have to work for it. It is a balancing act.”
(INTO1).

Participants also described Al as becoming necessary for managing the
municipal assignment in the longer term. In these accounts, Al was not
framed only as a technological opportunity, but as a response to increasing
welfare demands, limited staffing, and the need to deliver more services
with existing resources. As one participant explained:
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In some way, we have to start using Al, because otherwise we
will not be able to fulfil our municipal assignment in the long
run [...] There will be more and more older people, and there
will be more work. We need to find ways to deliver more welfare
with the same staff [...] I think we have to work with Al, but we
have to do so in a secure way. (INT07)

A further subtheme, organisational capacity, concerns how practical
conditions shaped municipalities’ ability to make Al-related control oper-
ational. Some participants described the assessment and governance of
Al use as difficult to sustain when time, expertise, financial resources, or
organisational capacity were limited. This affected municipalities’ ability
to evaluate providers, conduct risk assessments, implement governance
mechanisms, develop training, and follow up how Al services were used.
As one participant noted, “we might have the tools, but we don’t have the
time to manage it” (INT03).

Participants also described these conditions as unevenly distributed across
municipalities. One participant expressed this through the example of state
funding and basic security infrastructure:

If you look at how this ‘cyber billion’ is distributed through gen-
eral state grants, it’s partly based on population size. At the
same time, putting the basics in place, such as a data gover-
nance tool or a risk model, costs the same and takes the same
amount of time regardless of municipality size. The difference
is the funding available to manage this. [. . . ] They have a much
smaller tax base. How are they supposed to make this work?
(INTO05)

This indicates that municipalities could face similar Al-related risks and
responsibilities while having different practical conditions for managing
them. Organisational capacity therefore became part of how control was
negotiated, since the boundaries of acceptable Al use depended not only
on legal or technical requirements, but also on what municipalities could
realistically assess, implement, and maintain.

Across the theme, control over CIA therefore emerged as an interpretive
landscape rather than a settled governance logic. Participants moved be-
tween existing information security routines, legal interpretation, organi-
sational risk tolerance, jurisdictional concerns, organisational capacity, and
adoption pressure when defining what could be considered acceptable and
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controllable. Control was not simply applied to Al as a predefined gov-
ernance object, but interpreted and delimited through competing under-
standings of Al risk, practical feasibility, and sufficient assurance in prac-
tice.

4.2 Situational Control across Provider-Based Al Sys-
tems

This theme captures how control over CIA was shaped by conditions lo-
cated at the boundary between municipalities and external Al providers.
While municipalities remained responsible for assessing and governing Al
use, participants described important aspects of control as dependent on
provider-controlled infrastructures, contractual terms, data flows, jurisdic-
tional conditions, and the degree of transparency offered by different types
of Al systems. The theme consists of four subthemes: provider reliance;
provider opacity; jurisdictional constraints; and system-specific control.

A first aspect of this theme, provider reliance, concerns how existing
provider environments often shaped the practical starting point for Al adop-
tion. All municipalities in the study had either introduced, tested, or were
preparing to introduce Copilot, and participants often connected this to
Microsoft already being embedded in municipal digital environments.

One participant explained the choice of Copilot by stating that “like all
other municipalities, we are quite entangled with Microsoft, so it felt like
a better solution” (INT01). Another participant similarly explained that
“Since we use Microsoft 365 as our internal communication tool, it felt nat-
ural to add Copilot” (INT03). In these accounts, the relevance of the exist-
ing provider environment was not that it removed all alternatives, but that
it made certain Al services easier to adopt and integrate into existing gov-
ernance arrangements.

Inrelation to Copilot and similar general-purpose Al services, questions
of data flows and verifiability formed a second subtheme, provider opacity.
Participants described limited transparency in how municipal data is han-
dled, processed, and potentially reused by large global providers.

A recurring concern was the discrepancy between simplified vendor or
reseller assurances and the complexity of formal agreements. One par-
ticipant characterised these contracts as “clumsy, long, and full of cross-
references” (INT03), noting that they were often written in English and un-
clear regarding how data was actually used: “they do use data for some-
thing... but it’s unclear exactly what” (INT03). Other participants similarly
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described the documentation as “very tangled” and “almost impossible to
sort out” (INTO05), or as “nonsense” (INT08) in terms of providing opera-
tional clarity.

The same lack of transparency also affected participants’ views of in-
tegrity. If municipalities could not verify how data was processed or how an
Al-generated output was produced, it became difficult to assess whether
the output could be trusted. As one participant noted, “it is very easy to
believe that an output is correct” (INT06). Even where more information
was available, some participants emphasised that municipalities may lack
the technical expertise needed to interpret complex provider architectures.
Control over integrity was therefore not described as something secured
solely by formal access to documentation, but as dependent on whether
the organisation could meaningfully understand, verify, and act on that in-
formation.

While Swedish and EU legal requirements were used as reference points
for assessing acceptable Al use, participants also described how foreign
ownership and global provider structures could limit municipal control.
These accounts point to jurisdictional constraints, where the issue was not
only technical security, but also the legal and organisational conditions un-
der which provider-based Al services were delivered. Several participants
distinguished between technical security and organisational control. Large
providers, particularly those based in the United States, were generally de-
scribed as convenient and highly secure. The concern was therefore not
that these systems lacked technical security measures, but that provider
ownership and foreign legal regimes could limit municipal control over
sensitive data. As one participant stated, “the issue is not primarily where
the data is stored, whether inside or outside the EU, but the ownership
structure itself” (INT07).

These concerns also extended to availability. Participants described
scenarios where access to provider services could be disrupted due to po-
litical decisions, geopolitical conflict, or changes in the provider’s ability
or willingness to deliver services. One participant described this as a risk
that a provider could “push a button” (INT08) and make services unavail-
able. This suggests that provider-based control was not evaluated only
through technical security measures, but also through whether municipali-
ties could maintain influence over data access and service continuity under
external legal and geopolitical conditions.

Participants’ accounts also showed that control was not equally con-
strained across all provider-based Al systems. The subtheme system-specific
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control captures this variation by showing how more process-specific Al
solutions developed within Europe were described as more manageable
than large general-purpose Al services from third-country providers. Par-
ticipants linked this to their more limited scope, closer alignment with spe-
cific organisational tasks, clearer data handling, better-documented train-
ing processes, and, in some cases, greater influence over system configura-
tion or hosting.

These accounts show that control over CIA was negotiated at the bound-
ary between municipal responsibility and provider-managed Al systems.
Participants did not describe control as entirely absent, but as situation-
ally dependent on what municipalities could understand, verify, influence,
or exclude in each provider arrangement. Where data flows, contractual
terms, jurisdictional conditions, or system functionality remained difficult
to assess, control was described as limited. Where systems offered clearer
scope, greater transparency, or more local influence, participants described
astronger sense of practical control. In this sense, control over CIA emerged
as situational control across provider-based Al systems.

4.3 Control beyond Formal Reach

This theme captures how Al-related control could extend beyond the prac-
tical reach of formal governance processes. While municipalities had for-
mal structures for information security, risk assessment, and policy devel-
opment, some participants described uncertainty about whether Al-related
decisions, functionality, and use consistently passed through these struc-
tures. Control was therefore negotiated and exercised in situations where
formal governance had limited reach. The theme consists of three sub-
themes: fragmented governance; Al embedded in existing systems; and the
everyday control paradox.

The first subtheme, fragmented governance, concerns the distributed
character of municipal governance. Participants described Al-related con-
trol as shaped by responsibilities, expertise, and decisions being spread
across departments, functions, and roles. This distribution could support
control by allowing municipalities to draw on different forms of expertise.
At the same time, it could also make control harder to maintain when in-
terpretations differed, information did not reach central functions, or Al-
related decisions emerged outside established channels.
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This was particularly visible in relation to organisational overview. As
one participant in a central role explained, “you do not get to know every-
thing that happens in X [the municipality]” (INT01), and “it is very difficult
to keep track of everything” (INTO1). Participants linked this to the breadth
of municipal operations. As another participant explained:

It is difficult in general to reach everyone in a municipality. It is
so fragmented, because we do everything from being lifeguards
at the swimming pool, to writing reports for politicians, to tak-
ing care of children and elderly people. (INT06)

In such settings, formal governance structures could exist while con-
sistent awareness, communication, and follow-up remained difficult to se-
cure across the organisation.

A second subtheme, Al embedded in existing systems, concerns how
Al functionality could become part of systems that were already in use.
Rather than being introduced as a separate Al implementation that clearly
triggered formal assessment, participants described how Al could appear
through ordinary updates or vendor-driven changes in existing IT services.
One participant described this as a “dark figure” (INT01), referring to how
updates may suddenly introduce Al functionality into existing systems with-
out users necessarily noticing or reflecting on it. Another participant sim-
ilarly described Al as being added by vendors “without necessarily align-
ing with how we would want it” (INT06), and noted that such functionality
could appear suddenly within existing systems. This was also reflected in
broader concerns that Al may soon be “everywhere without us even realiz-
ingit” (INT02).

In some cases, participants also described functionality that exceeded
its expected scope. One participant described instances where function-
ality had “run away” (INTO01), referring to systems that had been given Al
functionality and then started making suggestions in areas where the func-
tionality should not have operated.

The paradox in the everyday control paradox lies in how local Al use
could both weaken and sustain municipal control. Participants described
how accessible Al tools could be used in everyday work practices without
being reported to central functions or entering formal risk assessment pro-
cesses. One participant illustrated this with an example of a teacher using
a free Al tool provided by a startup. In such cases, the municipality had
“zero control” (INT06), since no agreements or formal assessments were in
place.
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At the same time, participants did not describe individual employees
only as a source of risk. Several accounts suggested that the protection of
information ultimately depended on the judgement of those handling or
owning the information in practice. Local discretion could therefore by-
pass or reinterpret formal rules, while also being necessary for preserving
control because these actors understood the information, the task, and the
practical context in which Al use occurred.

These accounts show that control over CIA was negotiated at the limits
of formal governance. Formal structures existed, but their practical reach
was limited by fragmented municipal operations, Al functionality enter-
ing existing systems, and everyday Al use that did not always pass through
central assessment or follow-up. Control beyond formal reach therefore
refers to situations where municipalities could not rely only on formal gov-
ernance processes to identify, assess, or delimit Al-related use in practice.

4.4 Compensatory Practices

This theme captures how municipalities exercised control over CIA when
direct control over Al systems was limited. Rather than describing control
as primarily exercised through influence over the technical operation of
Al systems, participants described organisational practices that set bound-
aries around Al use, shifted responsibility to internal processes, and main-
tained alternatives where Al could not be used or trusted. The theme con-
sists of five subthemes: strategic provider selection; restrictions; user-side
control; operational continuity; and collaboration.

The first subtheme, strategic provider selection, concerns how munici-
palities used provider evaluation and selection to shape the conditions un-
der which Al services could be adopted. Several participants described ei-
ther a willingness to move away from larger providers, or active decisions to
use smaller or Europe-based providers, in order to increase practical con-
trol. This was done through market monitoring and comparisons between
providers, where transparency, ownership structure, and the ability to un-
derstand how the system handled data were described as important fac-
tors. Municipalities that had adopted Al for more specific use cases, such as
transcription support in social services or road maintenance, described de-
liberately selecting smaller European providers as a way to increase practi-
cal control.

A second subtheme, restrictions, concerns restrictions on data and use
cases. One of the most common ways the municipalities exercised control
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was by limiting which types of information could be processed in differ-
ent Al systems. Participants described restrictions not only for personal
data, but also for broader categories of sensitive or security-relevant in-
formation. In relation to generative Al services owned by third-country
providers, one participant explained that such tools were not permitted for
“anything that is confidential, such as social services, student data, crisis
preparedness, war planning, or IT-related information about vulnerabili-
ties” (INTO08).

These restrictions were implemented through classification practices.
Some participants described manual assessment of information before Al
use, for example through the information classification support provided
by the Swedish Civil Contingencies Agency (Myndigheten for samhidillsskydd
och beredskap, MSB)E]Others described Al-supported classification, where
a European Al-based solution automatically classified and structured in-
formation before it was connected to a non-European Al environment.

A third subtheme, user-side control, concerns how municipalities relied
on users to maintain control at the point of Al use. Participants generally
described users as responsible for assessing what information could be en-
tered into Al systems, making user judgement central to protecting confi-
dentiality.

Responsibility for Al-generated outputs was less uniformly defined. Some
participants clearly placed responsibility on users to verify whether out-
puts were accurate and appropriate to use, while others stated that this had
not yet been formally decided. As one participant noted, “we always place
the responsibility on the user to evaluate the output” (INT05). Another sim-
ilarly stated, “If you neglect to review it, then it is the human who has made
the mistake. It is the human’s responsibility” (INT08). This was particu-
larly discussed in relation to generative Al services and Al-based transcrip-
tion, where control over confidentiality and integrity was partly exercised
through user judgement and review.

This user-side control was often supported through training, although
municipalities had progressed to different degrees. Some participants de-
scribed ongoing work to develop guidelines or training for Al use, while
others had already implemented more formalised arrangements. In these
cases, access to Al tools could be conditional on completing training or

'MSB changed its name to the Swedish Agency for Civil Defence (Myndigheten for civilt
forsvar, MCF) in 2026. Since the participant referred to MSB, and the classification support
may have been produced under that name, MSB is used here.
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passing a knowledge test. Where such support was still under develop-
ment, control remained more dependent on individual judgement.

A fourth subtheme concerns operational continuity. Participants de-
scribed fallback arrangements as part of broader continuity planning, rather
than as Al-specific measures. Al was treated as one service among others
that could become unavailable or unsuitable for use. In this sense, avail-
ability was linked to the municipality’s broader ability to maintain core op-
erations during disruptions. As one participant stated, “you must be able
to carry out your municipal assignment even if you are affected by a crisis”
(INTO05). In practice, this meant maintaining the ability to perform tasks
without Al support when necessary. Participants referred to manual rou-
tines, alternative ways of retrieving or documenting information, and sim-
ple fallback practices such as writing notes by hand.

A final subtheme, collaboration, concerns how some participants de-
scribed existing collaboration with other municipalities as a way to handle
situations where either their own municipality, or another municipality,
lacked sufficient resources or expertise to address Al-related governance
questions alone. Beyond these existing forms of collaboration, all munici-
palities represented in the study expressed a need for more structured inter-
municipal collaboration. One participant argued that municipal Al gov-
ernance required arrangements that went beyond general collaboration
agreements:

I believe, or rather I do not believe, I am 100 percent certain
that the only way the municipal sector will be able to meet these
challenges is by establishing, for example, joint municipal com-
panies between municipalities, or perhaps joint boards or sim-
ilar structures. In other words, going further than overarching
collaboration agreements. (INT03)

This suggests that collaboration related to exercised control in different
ways. For some municipalities, mainly smaller ones, existing collaboration
helped compensate for limited internal capacity. For others, collaboration
was described as something needed to strengthen municipal control over
externally provided Al systems. Together with provider selection, restric-
tions, user-side responsibility, and fallback routines, collaboration there-
fore formed part of the compensatory practices through which municipal-
ities sought to exercise control over CIA.
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4.5 Cross-Theme Summary of Negotiated and Exer-
cised CIA Control

Table[4.1]provides a cross-theme summary of how the findings relate to the
two central dimensions of the research question, negotiated control and
exercised control, as well as to the CIA triad. Since exercised control is
developed most explicitly in Compensatory Practices, the table shows how
these practices relate to the findings described across the other themes.

Theme Compensatory Practices Main CIA
dimension(s)
How control is negotiated How control is exercised
The Interpretive | Through legal uncertainty, Through information Confidentiality,
Landscape of AI | information security routines, | classification, restrictions on | integrity, and
Control secrecy requirements, sensitive information, rules for | availability
GDPR-related assessments, what types of data and tasks
organisational capacity, could be used in different Al
adoption pressure, and services, and through
judgements about what was | inter-municipal collaboration
legally possible, intended to compensate for
organisationally acceptable, |limited internal capacity.

and governable in specific Al
use contexts.

Situational Through assessments of Through provider evaluation, | Confidentiality
Control across provider dependency, provider | selective use of Al services and
Provider-Based Al | transparency, jurisdictional perceived as more availability
Systems conditions, data flows, transparent, and preference

ownership conditions, system | for smaller and European
scope, service continuity, and | providers. Where provider

the degree to which specific Al | dependency raised availability
services could be understood | concerns, control was also

or constrained. linked to fallback routines,
manual alternatives, and
broader continuity planning.

Control beyond | Through uncertainty about Through guidelines, Confidentiality
Formal Reach whether Al-related decisions, |awareness-raising, and and integrity

functionality, and everyday user-side responsibility for

use were captured by formal | assessing what information

governance processes, could be entered into Al

including Al introduced systems and whether

through system updates, Al-generated outputs were

existing software accurate and appropriate to

environments, or local work use.
practices. Control was also
negotiated through limited
technical traceability and
uncertainty about how
outputs could be verified.

Table 4.1: Cross-theme summary of negotiated and exercised CIA control

“Existing inter-municipal collaboration was only described by smaller municipalities,
while all participants described a need for more collaboration.
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Discussion and Conclusion

This chapter discusses the findings in relation to the research question and
previous research. The chapter then presents the implications of the study,
reflects on its limitations and the use of IT and Al-assisted tools, outlines
directions for future research, and ends with the conclusion.

5.1 Discussion of findings

The aim of this study was to contribute to an empirically grounded un-
derstanding of information security control in externally provisioned Al
environments by examining how Swedish municipalities approach control
over confidentiality, integrity, and availability when adopting and using Al
through external providers. The research question guiding the study was:

How is control over confidentiality, integrity, and availability
(CIA) negotiated and exercised by Swedish municipalities when
adopting and using Al through external providers?

The findings show that control over CIA was negotiated through deci-
sions about where to draw the boundaries for acceptable Al use. Partici-
pants weighed legal requirements, data sensitivity, provider transparency,
organisational capacity, and pressure to adopt Al when assessing whether a
specific Al use was legally possible, organisationally acceptable, and prac-
tically controllable. Control was therefore not treated as a fixed capability,
but as something that depended on whether municipalities could under-
stand the system, limit what information entered it, assign responsibility,
and keep Al use visible within the organisation.
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Control was exercised through compensatory practices, including provider
evaluation, restrictions on data and use cases, information classification,
user responsibility, training, fallback routines, and collaborations. Viewed
through the socio-technical framing of the study, control over CIA appeared
neither as a purely technical matter nor as a purely organisational one,
but as something shaped between technical infrastructures, organisational
routines, legal requirements, and provider-related conditions.

Participants’ accounts of responsibility align with Information Security
Governance literature, which places information security within organisa-
tional governance [10], [11]. Yet the study shows that this responsibility had
to be handled in settings where data flows, technical functionality, contrac-
tual terms, and provider conditions were not fully controlled by the munic-
ipality. This adds empirical nuance to how formal responsibility for CIA is
made operational under external Al provision.

In relation to research on Al infrastructure and provider dependency,
the study adds a municipal information security perspective. Previous re-
search emphasises how large technology providers shape Al systems and
infrastructures [6], [7], [22]. The findings show how this dependency was
translated into local information security governance, where technical se-
curity was not treated as equivalent to organisational control. Large providers
could be viewed as highly secure, while still being difficult to control be-
cause of ownership structures, foreign jurisdiction, and limited transparency.
In some cases, this assessment also translated into strategic provider se-
lection, where municipalities either expressed a willingness to move away

from larger providers or deliberately selected smaller or Europe-based providers

for more specific Al use cases in order to increase practical control. This
shifts the analytical focus from provider dependency as a structural condi-
tion to control as a practical and situated governance process.
Participants’ accounts of limited expertise, resource constraints, pro-
curement challenges, and uneven organisational capacity also reinforce
previous public sector Al governance research showing that Al implemen-
tation is shaped by organisational conditions such as capacity, expertise,
and maturity (2], [55]. The findings further relate to legal analysis of third-
party Al use in the Swedish public sector, which highlights tensions be-
tween government ambitions for Al adoption, legislative implementation,
and the practical effects of such legislation [15]. This study adds empirical
detail to that legal discussion by showing how the absence of settled praxis
contributed to uncertainty and differing municipal interpretations of what
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Al use could be considered legally possible, organisationally acceptable,
and practically defensible.

5.2 Implications

The contribution of this study is primarily empirical and analytical. By ex-
amining municipal Al adoption through the distinction between negoti-
ated and exercised control, the study adds empirical and analytical detail
to information security governance discussions in the context of externally
provisioned Al systems. Rather than analysing Al dependency only as an
infrastructural or regulatory problem, the findings show how formal re-
sponsibility for CIA is translated into situated municipal judgements and
compensatory practices when technical conditions are controlled by ex-
ternal providers.

The findings are mainly relevant for municipal functions involved in
information security, IT, legal assessment, data protection, digitalisation,
procurement, and Al coordination. They may also be relevant for public
sector actors developing guidance, support, or assessment models for se-
cure municipal Al adoption.

The findings also have ethical and societal implications because mu-
nicipalities handle information related to schools, social services, elderly
care, crisis preparedness, infrastructure, and other public responsibilities.
If Al systems are used in these contexts without sufficient clarity about data
handling, output reliability, or service continuity, the consequences may
extend beyond internal information security work and affect citizens’ trust
in public administration.

One implication concerns uneven capacity across municipalities. Smaller
municipalities may face the same legal and security responsibilities as larger
municipalities, while having fewer resources to evaluate providers, imple-
ment governance mechanisms, develop training, and monitor Al use. This
creates a risk that secure Al adoption becomes uneven across the pub-
lic sector, not necessarily because municipalities assess the risks differ-
ently, but because their practical conditions for managing those risks differ.
This also helps explain why all municipalities represented in the study ex-
pressed a need for more structured inter-municipal collaboration.

The findings therefore suggest that Al adoption in municipalities should
not be treated only as a matter of innovation or efficiency. It also concerns
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the conditions under which public organisations can protect sensitive in-
formation, maintain reliable services, and ensure that Al-supported work
practices remain understandable and accountable.

5.3 Limitations

As with all research designs, several limitations should be considered when
interpreting the findings of this study. The empirical material was based
on semi-structured interviews with professionals working with informa-
tion security, IT, and digitalisation. This approach provided insight into
how reliance on externally provisioned Al infrastructures was understood
and managed, but the data reflected participants’ perspectives and experi-
ences rather than direct observation of organisational practice [79]. This is
particularly important to consider since interview-based studies may be af-
fected by an attitude-behaviour gap, where reported practices do not nec-
essarily correspond to actual behaviour [96], [97].

The purposive sampling strategy further shaped the scope of the find-
ings [98]. Participants were selected based on their professional roles and
relevance to the research question, which enabled informed and experience-
based insights. At the same time, the empirical material consisted of in-
terviews with only eight participants across seven municipalities, meaning
that the findings represent a limited number of role-specific and profes-
sionally situated perspectives rather than the full range of views and prac-
tices across Swedish municipalities.

Since the empirical material was collected during a period of rapid tech-
nological and regulatory development [22], [25]-[27], the practices and chal-
lenges described by participants may change over time. The findings should
therefore be interpreted as reflecting a specific phase of municipal Al adop-
tion, in which several municipalities were still piloting Al tools, developing
guidelines, or waiting for clearer legal and organisational models.

An additional limitation related to the sensitivity of information secu-
rity practices. Since security-related aspects are often confidential, partici-
pants may have described practices at a relatively general level, which lim-
ited the level of operational detail available for analysis. The anonymisa-
tion strategy also limited the level of contextual detail that could be pro-
vided. Roles and municipalities were partly aggregated to protect partici-
pants and organisations. While this strengthened ethical protection, it re-
duced the possibility of comparing findings in detail across municipality
size, geographical location, or organisational structure.
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The analysis was also guided by a conceptual framework, which pro-
vided analytical focus but also influenced which aspects of the empirical
material were emphasised, reflecting how theoretical perspectives can both
guide and constrain analysis [78], [99]. The interpretation of interview ma-
terial also required analytical judgement [100]. This means that, despite
critical reflection on the researcher’s assumptions and prior understand-
ings and the use of a transparent analytical process, alternative interpreta-
tions of the empirical material remain possible, particularly if the study had
been conducted at another point in time, guided by a different conceptual
framework, or analysed by another researcher.

Within qualitative research, transferability and generalisability are widely
debated issues, with some researchers arguing that generalisation is not
possible, while others contend that it is both possible and desirable [101].
In light of the limitations discussed above, the findings should not be un-
derstood as statistically generalisable, but as analytically transferable to
contexts with similar organisational, regulatory, and infrastructural con-
ditions. The study’s aim, research design, methodological choices, and de-
limitations have therefore been described as transparently as possible to
enable readers to assess the relevance of the findings beyond the studied
case.

5.4 Use of IT tools and Al-assisted tools

As described in Section and Appendix [E, Al-assisted tools were used
during the thesis process for exploratory and supportive purposes. This
use also raises methodological and ethical questions about how such tools
may affect the research process. Previous research suggests that interaction
with generative Al tools may influence critical thinking, reflective think-
ing, memory retention, and reliance on direct answers rather than deeper
problem-solving [102]-[104]. For this reason, the tools were used as sup-
plementary support rather than as substitutes for source evaluation, em-
pirical analysis, or independent judgement. Al-generated outputs were
treated as provisional suggestions rather than as evidence or final analyti-
cal results, and literature claims were checked against original sources.

No interview transcripts, recordings, or identifiable participant infor-
mation were entered into Al-assisted tools. The interpretation of coded
material, theme development, and analytical judgements were made by
the author.
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In addition, QualCoder was selected as the coding tool because it al-
lowed the interview material to be stored and analysed locally rather than
uploaded to an online analysis platform, which supported confidentiality
and control over the empirical material during the analysis process.

5.5 Future research

Future research should examine the perspectives of end users. This study
primarily reflects the accounts of professionals working with information
security, IT, digitalisation, legal assessment, and governance. Yet the find-
ings indicate that responsibility for appropriate Al use often becomes lo-
cated at the point of use. Future studies could therefore investigate how
teachers, social workers, administrative staff, and other municipal employ-
ees understand and handle responsibility for confidentiality, integrity, and
availability when using Al in everyday work.

Future research could also examine how municipalities can develop
more structured forms of collaboration for governing externally provided
Al systems. The findings show that some municipalities used existing inter-
municipal collaboration to compensate for limited internal capacity, while
all municipalities represented in the study described a need for more struc-
tured collaboration. Further research could therefore investigate what forms
of shared support, joint assessment models, competence sharing, or inter-
municipal governance arrangements could strengthen municipal control
over confidentiality, integrity, and availability in externally provided Al sys-
tems.

A further direction would be to examine a larger number of municipal-
ities and revisit municipal Al governance at a later stage of Al adoption.
Since this study is based on eight participants from seven municipalities,
the findings provide context-dependent insight rather than a broad map-
ping of municipal practice. Several municipalities were also still piloting Al
tools, developing guidelines, or waiting for clearer legal and organisational
models. Future studies could therefore investigate whether municipalities
develop more formalised mechanisms for exercising control over confiden-
tiality, integrity, and availability as Al use becomes more established.
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5.6 Conclusion

The study shows that Swedish municipalities negotiate control over con-
fidentiality, integrity, and availability by defining the boundaries for ac-
ceptable Al use in relation to legal uncertainty, data sensitivity, provider
conditions, organisational capacity, and pressure to adopt Al. Control is
therefore not treated as a fixed capability that municipalities either have or
lack, but as something interpreted and delimited in relation to each system,
provider arrangement, and use case.

Control is exercised through compensatory practices when direct tech-
nical authority over externally provided Al systems is limited. These prac-
tices include provider assessment, restrictions on data and use cases, infor-
mation classification, user responsibility, training, fallback routines, and
collaboration. Together, they show that municipal control over externally
provided Al is partial, situated, and dependent on what municipalities can
understand, restrict, verify, delegate, and keep operational.
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Appendix A. Literature Review
and Conceptual Framework Pro-
cess

The literature review and the development of the conceptual framework
formed part of the broader research process described in Section (3.1 and
Table which was guided by Oates et al.’s model of the research process
[105]. In line with this model, the literature review was used to understand
previous research, identify gaps, refine the research focus, and support the
development of the conceptual framework.

Following Oates et al. [82], the initial research topic was divided into
broader conceptual areas to make the literature search more systematic.
This also involved identifying alternative terms for each conceptual area,
since the same issue may be described differently across different research
streams. The alternative terms were used iteratively during the exploratory
and targeted stages of the literature review.

The initial conceptual areas are presented in Table[A.1} and examples of
alternative search terms are presented in Table

Concept 1 Concept 2 Concept 3 Concept 4

Full-stack AL Cross-border data Information- Infrastructural

systems governance security dependency
governance

Table A.1: Division of the research topic into conceptual areas
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Concept 1 Concept 2 Concept 3 Concept 4
Al infrastructure Transnational Cybersecurity Lock-in
governance
Al platform International Security assurance | Path dependence
Al ecosystem Global Risk management | Strategic
dependence
Foundation models | Data transfers Auditability Governance
dependence
Cloud AI Data sovereignty Information Infrastructure
security governance

Table A.2: Example of alternative terms for research concepts

Mortenson and Vidgen’s [106] CLR approach was used as methodolog-
ical inspiration for the Al-assisted parts of the literature review . Their ap-
proach presents computational support as a complement to a broader lit-
erature review process, particularly when researchers need to handle large
volumes of articles and identify topics across abstracts. In this study, the
CLR software was not implemented, and the review was not conducted as
a fully computational literature review. Instead, the approach informed the
use of Al-assisted tools for initial orientation, Boolean search string devel-
opment, and thematic grouping of abstracts.

Based on the identified conceptual areas and alternative terms, Chat-
GPT was used to support the generation and refinement of Boolean search
strings. Scopus was then used as the initial search database, with the search
settings restricted to peer-reviewed articles published in English between
2023 and 2026, in order to capture recent research on Al governance, in-
frastructure, and dependency. Examples of Boolean search strings used in
Scopus are presented in Table[A.3]
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Example Boolean search string used in Scopus

Example 1 (“Al infrastructure” OR “Al platform*” OR “cloud AI” OR “Al
system*”) AND (“governance” OR “regulation” OR “policy”)

Example 2 (“artificial intelligence” OR AI OR “foundation model*” OR
“machine learning” OR “Al system*”) AND (governance OR
regulation OR policy OR “risk management” OR “assurance” OR
compliance OR “conformity assessment”) AND (“information
secur*” OR cybersecurity OR “cyber secur*” OR “data secur*” OR
“security governance”)

Example 3 (“AI platform*” OR “cloud service*” OR hyperscaler* OR SaaS OR
PaaS) AND (dependenc* OR “vendor lock-in” OR lock-in OR
interdependenc*) AND (governance OR regulation OR policy)

Table A.3: Examples of Boolean search strings used in Scopus

In total, 2,533 abstracts related to the identified conceptual areas were
initially retrieved. ChatGPT was subsequently used to thematically catego-
rize the retrieved abstracts through prompts such as:

“You are an expert Data Scientist. Use Python to generate a
number of themes in the CSV-file. Produce the themes as sub-
jectheadings, a short description, and the authors connected to
each theme”

This process was conducted to obtain an overview of the research field.
ChatGPT was also used to identify areas that appeared to be less explored
within the literature through prompts such as:

“Identify under-researched themes, gaps, and inconsistencies
within these abstracts related to Al governance and municipal
organizations” and “Which aspects of Al governance appear to
receive limited empirical attention in the provided literature?”

Thereafter, a selection of abstracts and full-text articles was manually
reviewed through Stockholm University’s online library resources, along-
side several existing literature reviews, in order to develop a broader un-
derstanding of the field.

The ChatGPT-supported CLR-inspired approach, independent manual
searches, and previous literature reviews all contributed to the perception
that Al governance research is often fragmented, in the sense that studies
tend to focus primarily on either social, legal, or technical dimensions in
isolation. The reviewed literature also indicated that there is still limited
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empirical research on how Al governance and control are enacted in or-
ganisational practice.

Following these insights, the literature search process was repeated us-
ing revised but related search terms, with greater emphasis placed on or-
ganizational dimensions and municipal contexts, as much of the practi-
cally oriented research identified focused primarily on private-sector orga-
nizations. Later in the literature review process, Scopus’s Al-assisted search
functions were used in an attempt to identify additional studies concern-
ing governance and control of Al within municipalities and the local public
sector, although with limited results.

The conceptual framework was subsequently developed based on the
findings from the literature review and the previously identified themes. It
was designed both to support the analytical structure of the study and to
provide the reader with a clearer understanding of the specific phenomena
and relationships examined in the research.
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Appendix B. Participant Overview

This appendix provides an overview of the participants included in the study.
Some roles are presented in aggregated form to protect anonymity, as exact
job titles could make the participants identifiable. The municipal classifi-
cation follows SKR’s municipal group classification[84]:

A - Large cities and municipalities near large cities
B - Larger cities and municipalities near larger cities

C - Smaller cities/towns and rural municipalities

Interview ID Date Role Municipal
category

INTO1 24/3/2026 Information Security B
Strategist

INTO02 26/3/2026 Information Security C
Coordinator and Data
Protection Officer

INTO03 27/3/2026 Head of Security C

INTO4 1/4/2026 IT Project Manager A

INTO05 8/4/2026 Information Security A
Coordinator

INTO6 9/4/2026 Information Security B
Coordinator and Data
Protection Officer

INTO7 9/4/2026 Head of the Digitalisation A
Unit

INTO08 13/4/2026 Information Security C
Coordinator and Data
Protection Officer

Table B.1: Overview of interview participants
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Appendix C. Interview Guide

Before the interviews began, participants were again informed of their right
not to answer specific questions and of their ability to decline or withdraw
their participation at any time. Consent to audio recording was also re-
quested prior to the start of each interview. The interviews were conducted
in Swedish, while the interview guide is translated into English for presen-
tation purposes in this appendix.

Interview guide

Q1.

Q2.

Q3.

Q4.

Q5.

Could you briefly describe your role within the municipality and your
involvement in the use or governance of Al systems?

What types of Al services are currently used within the municipality?

In the Al systems you use, which aspects are managed internally by
the municipality, and which are controlled by external vendors?

e Where is municipal data stored and processed within these Al
services?

* Which external vendors or service providers are involved in the
delivery and operation of these systems?

How would you assess your organization’s internal capacity to under-
stand and evaluate the technical security risks related to external Al

systems?

How do you become aware of vulnerabilities occurring within the un-
derlying infrastructure of external Al service providers?
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Q6. When selecting Al solutions, how do you balance the need for techni-

Q7.

Q8.

Q9.

cal performance and innovation with requirements for security con-
trol and transparency?

To what extent are you able to influence security-related requirements
in negotiations with vendors, as opposed to adapting to predefined
terms?

How do you perceive the challenge of balancing overall security re-
sponsibility with the complexity introduced by external Al infrastruc-
tures?

How do you perceive the relationship between legal responsibility and
the practical technical ability to evaluate and control the security of
external Al services?

Q10. Who holds the actual responsibility if an Al model produces an incor-

rect output?

Q11. Within the Al stack, different layers often vary in transparency. Which

parts do you consider most important to gain greater insight into?

Q12. Are there certain types of data that you would not store or process in

Q13.

Ql4.

external Al infrastructure? If so, why?

Do you have any processes in place to ensure that Al model outputs
are accurate and have not been manipulated or subject to data poi-
soning?

If an Al service were to become unavailable for an extended period of
time, does your organization have contingency plans in place? How
would such a disruption affect municipal operations and responsibil-
ities?

Q15. Are there any particular aspects of information security related to Al

Q16.

services that you have experienced as especially challenging?

Is there anything you have reflected on during the interview, or any-
thing else you would like to add?
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Appendix D. Coding and Theme
Development

This appendix outlines the thematic analysis conducted on the data gener-
ated from the semi-structured interviews. The analysis was structured into
three analytical levels: codes, sub-themes, and themes.

The initial coding phase generated 421 preliminary code labels. Many
of these were descriptive, overlapping, or closely tied to specific interview
passages. Through iterative review, comparison, merging, renaming, and
reorganisation, these preliminary codes were reduced to 147 more focused
codes. The final thematic structure retained 78 codes, organised into 16
sub-themes and four main themes. This process should not be understood
as a purely numerical reduction, but as an interpretive process through
which the analysis moved from broad descriptive coding toward a more
focused thematic structure related to the research question.

Figure[D.1]provides an overview of the final themes. Figure[D.2|provides
an overview of themes and sub-themes. Figure provides an overview
of all three analytical levels. Figure illustrates an example of the cod-
ing process in QualCoder, and Table provides illustrative examples of
relationships between themes, subthemes, codes, latent meaning, and in-
terview quotations.

Situational Control across Provider-Based Al

Control beyond Formal Reach
Systems
> Negotiation and Exercise of Control <
Compensatory Practices The Interpretive Landscape of Al Control

Figure D.1: Overview of themes
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System-Specific Control

The Everyday Control Paradox
Provider Opacity .
Situational Control across

Provider-Based Al Systems Control beyond Formal Reach Fragmented Governance
Provider Reliance
Al embedded in existing
Jurisdictional Constraints systems

Negotiation and Exercise of Control
Collaboration

Adoption Pressure

Strategic Provider Selection

Organisational capacity
The Interpretive Landscape of

Al Control
Operational Continuity Compensatory Practices

Legal Interpretation

Restrictions Understandings of Control

User-Side Control

Figure D.2: Overview of themes and subthemes

= — —
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J— >W

oo T uconof g e

Figure D.3: Overview of themes, subthemes and codes
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[ XN ) QualCoder masteruppsats2.qda

Action Log Manage ® Coding Reports Al Chat

=B8] & 128 [x][A]/]=] reeex d7] @]

Coder: efault

? Aa B 0/0

@

Al Assistance

1 Jo precis, om du kunde f& mer insyn i nagon av lagrarna. Vart skulle du helst vilja ha mer kontroll?

11;‘2?21‘:: R: Det &r en ganska svar friga kan jag tycka men hur ALn tranas. Det r ju en sandar grej som &r p3 tapeten
INTO3. 6t ofta. Vi som kommun ger ju vér information till en leverantér och den leverantéren i sin tur har ju en Al som
INTOS ot ibland trénar pa information som vi ger den, och da blir ju ocksé det problematiskt ur olika synvinklar.
INTO6.txt Det &r sjalva uppbyggnaden och hur féretaget i sig tranar den, r fragor som &r relevana skulle jag
INTO7.txt siga.
INTOR vt
1: Ja pétal om tréning, har ni ndgot sétt som ni arbetar med fér att verifiera att sjlva utdatan stimmer?
> [ (] [=] [(
R: Det har vi inte i dagslaget. Vi har ju en Al-policy men den ar ju valdigt véldigt vergripande och den skrevs
for nagot ar sedan sa den behéver ju ocksa revideras. Det &r ocksa en storre fraga att kolla pa det har med
Name leverantérer och uppfdljning, om dem faktiskt foljer avtalen och s vidare, och det kraver ju en viss kunskap
Automated data classification as control ocks3, att félja upp sadana delar nér det géller just Al och det staller ju krav pa var egen IT-avdelning, att
Awareness of data quality impact on Al o man har den kompetensen och den tiden.

Challenges in embedding v..ractices in ol
I: Det &r en fraga langre ner. Kénner du att ni har den kompetensen, den tekniska och egentligen den

Concern over data control in foreign juri¢ sociala?
Conditional visibility of Al related vulnerg R: Delvis, det finns personer som &r vaildigt bra pa det men det &r val absolut inga experter. Vi har ingen Al-
Continuity constrained by..| governance t utbildad person, mig veterligen. Men de har ju liksom tillskansat sig, just da det &r s p4 tapeten med Al-

funktionalitet och d& behéver dem léra sig det ocksa.

@le|[>] ®| &

Al disabled

Figure D.4: Example of the coding process in QualCoder
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Appendix E. Use and Reflection
on Al-Assisted Tools

This appendix describes how Al-assisted tools were used during the thesis
process and reflects on the methodological and ethical implications of this
use.

E.1 Use of Al in the literature review process

ChatGPT [91] was used as a supportive tool during the literature review
process to assist with structuring, exploration, and early-stage mapping of
the research field. This use was informed by Paul Johannesson’s [95] dis-
cussion of generative Al as a possible support tool in thesis writing, and
by the CLR approach proposed by Michael Mortenson and Richard Vidgen
[106].

ChatGPT was used to support the development of Boolean search strings,
thematic grouping of abstracts, and identification of potential gaps in the
literature. Example prompts included requests to generate themes from
abstract datasets, summarise recurring patterns, and highlight underex-
plored areas within Al governance research. These outputs were used as
exploratory inputs rather than final analytical results.

Later in the process, manual screening of abstracts and full-text articles
was conducted using resources from Stockholm University, complemented
by iterative refinement of search terms. In addition, Scopus’s Al-assisted
93] search functions were used to identify further relevant studies. A full
overview of the literature search process and example prompts is provided
in Appendix[Al
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E.2 Use of Al for language, structure, and criteria align-
ment

In line with Johannesson’s discussion of generative Al as a support tool in
thesis writing [95], ChatGPT and Gemini [92] were also used as support-
ing tools to improve clarity, grammar, and formulation of the text. This in-
cluded rephrasing sentences, correcting spelling and grammatical errors,
and improving overall readability. These tools were also used in a supple-
mentary and reflective manner to support the researcher’s understanding
of whether different parts of the thesis aligned with the assessment crite-
ria. This process was used as an initial sense-check of structure and com-
pleteness, and was complemented by manual review of previous theses
and consultation of formal grading guidelines.

Examples of prompts used for language revision and structural reflec-
tion included:

* “Rewrite this paragraph in a more academic but still clear style.”

e “Does this section clearly explain the relationship between the re-
search problem, aim, and research question?”

¢ “Assess whether this discussion section addresses the assessment cri-
teria related to analytical depth and connection to previous research.”

These prompts were used to support revision and reflection, rather than
to replace the researcher’s own judgement.

E.3 Limitations and implications of Al use

The use of Al-assisted tools also raised ethical considerations, including
issues related to privacy, consent, bias, fairness, and academic integrity
[95]. In this study, these concerns were addressed by treating Al-generated
outputs as provisional suggestions rather than as evidence in themselves.
Outputs were therefore critically reviewed and checked against the under-
lying literature, empirical material, and formal thesis requirements before
being used. To protect participants’ privacy and confidentiality, no inter-
view transcripts, recordings, or identifiable participant information were
entered into Al-assisted tools.

In addition to these ethical considerations, the use of Al-assisted tools
also raises methodological questions about how such tools may influence
the researcher’s thinking during the research process. Emerging research
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suggests that interaction with ChatGPT may affect cognitive processes such
as critical thinking, reflective thinking, creative thinking, memory reten-
tion, and reliance on direct answers rather than deeper problem-solving
[102]-[104]. Although efforts were made to reduce the risks associated with
Al-assisted tools, it cannot be fully excluded that their use influenced the
researcher’s understanding, framing, or prioritisation of certain issues dur-
ing the thesis process. This is particularly relevant since ChatGPT and Gem-
ini were used not only for language refinement, but also as sounding boards
during parts of the writing and reflection process.

The researcher remains fully responsible for the content of the thesis
and for all decisions regarding the use, modification, or rejection of Al-
generated suggestions. All substantive content, interpretation of sources,
coding of interview material, theme development, selection of findings,
and final analytical conclusions were conducted by the researcher.
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Appendix F. Consent Form

Institutionen for data och systemvetenskap

Masterprogram i informationssidkerhet

Examensarbete i data- och systemvetenskap p& masterniva, 30 hp
Sandra Wihlner

Information om deltagande i studie

Den hir informationen riktar sig till dig som tillfragats om att delta i en
studie som genomf6rs inom ramen for ett examensarbete pa masterpro-
grammet i informationssédkerhet vid Stockholms universitet. Informatio-
nen giller bade sjidlva studien och hanteringen av personuppgifter. Varje
uppgift som direkt eller indirekt kan kopplas till en levande person, ex-
empelvis namn, e-postadress, yrkesroll eller ljudinspelning, riknas som en
personuppgift.

Syftet med studien dr att undersdka hur svenska kommuner férhandlar
och utovar kontroll 6ver konfidentialitet, riktighet och tillgdnglighet nir Al-
system infors och anvidnds genom externa leverantorer. Studien fokuserar
sdrskilt p& hur fragor relaterade till informationssidkerhet, styrning, ansvar
och infrastrukturella beroenden férstds och hanteras inom kommunal verk-
sambhet.

Studien genomférs genom semistrukturerade intervjuer med personer
som arbetar med informationssédkerhet, IT, digitalisering, dataskydd och
styrning av Al-relaterade fragor i kommunal verksamhet. Det empiriska
materialet kommer att analyseras genom tematisk analys for att identifiera
aterkommande teman, monster och skillnader i hur kommuner beskriver
och hanterar dessa fragor.
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Hur gar studien till?

Intervjun kommer att bestd av frdgor om Al-relaterad styrning, informa-
tionssdkerhet och anvindning av externa Al-system inom kommunal verk-
samhet. Frdgorna kan exempelvis berora riskbedomningar, ansvarsférdel-
ning, leverantdrsberoenden, dataskydd, informationsklassning, organisatoriska
rutiner samt hur kontroll 6ver konfidentialitet, riktighet och tillgdnglighet
hanteras i praktiken.

Intervjun berdknas ta cirka 40-50 minuter och kan genomféras digitalt
eller fysiskt beroende pé vad som passar dig bast.

Intervjun kommer, om du ger muntligt samtycke till detta, att spelas
in i syfte att underldtta transkribering och analys. Inspelningarna kom-
mer endast att anvidndas inom ramen for forskningsarbetet och kommer
att raderas nédr de inte langre behovs for studiens genomférande.

Frivillighet

Ditt deltagande i studien &r helt frivilligt. Du kan ndr som helst avbryta
ditt deltagande utan att beh6va ange négot skdl. Du kan dven vilja att inte
besvara enskilda fragor. Dina personuppgifter och intervjusvar kommer att
behandlas konfidentiellt och hanteras sd att obehériga inte fér tillgdng till
dem.

Hur kommer det insamlade materialet att anvandas?

Studien genomférs inom ramen for ett examensarbete pa masterprogram-
met i informationssédkerhet vid Stockholm University. Resultaten kommer
att presenteras i en skriftlig masteruppsats.

All information kommer att behandlas konfidentiellt och redovisas i
anonymiserad och sammanstélld form. Intervjucitat kan anvindas for att
illustrera eller fortydliga analysen, men varken du som deltagare eller den
kommun du representerar ska kunna identifieras i det firdiga materialet.
Kommunnamn och andra potentiellt identifierande uppgifter kommer dér-
for att anonymiseras eller utelimnas nir det bedéms nédvéandigt for att
skydda béade deltagare och organisationer.
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Behandling av personuppgifter

Det insamlade materialet kommer att férvaras pa ett sdkert sdtt och endast
vara tillgidngligt for studenten och, vid behov, handledaren.

De personuppgifter som kan komma att behandlas ar framst kontak-
tuppgifter i samband med bokning och genomftrande av intervjuer, exem-
pelvis e-postadress. Ljudinspelningar kan komma att anviandas for tran-
skribering, men identifierande uppgifter kommer inte att inkluderas i det
transkriberade materialet.

Uppgifterna kommer endast att behandlas i den utstrackning som krévs
for att genomfora studien. Nidr examensarbetet dr avslutat och materi-
alet inte lingre behovs kommer ljudinspelningar och kontaktuppgifter att
raderas.

Kontaktuppgifter

Om du har fragor om studien eller ditt deltagande dr du vilkommen att
kontakta:

Sandra Wihlner

Masterstudent i informationssidkerhet
Stockholms universitet, Stockholm
sandrawihlner@hotmail.se
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Samtyckesformular

Jag har tagit del av informationen om studien, fatt tillfille att stélla fragor
och fatt dem besvarade. Jag samtycker till deltagande i studien.

Ort och datum:

Namnteckning:

Namnfortydligande:
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