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Abstract

Rapid growth in IoT deployments has led to increasingly complex and feature-rich systems, where
functionality and services are distributed across the architecture. Data is often generated by
resource-constrained sensing devices and processed across the edge-cloud infrastructure. This archi-
tectural distribution enables scalable and low-latency data processing but also introduces additional
security requirements, especially for communication between system components. Communication
between the edge and the cloud must be secured to prevent unauthorized access and protect data
during transmission. Security mechanisms introduce additional computational overhead, which can
negatively affect system performance and usability. Balancing the trade-offs that come with secur-
ing the network is a key challenge in edge-cloud IoT systems. The aim of this study is to provide
practical insight into how communication between the edge and the cloud in IoT systems can be se-
cured while maintaining acceptable performance, by evaluating the trade-offs between protection and
efficiency in realistic operating conditions. A review of existing research on IoT communication se-
curity is combined with an experimental evaluation in a real edge-cloud environment. The identified
and selected security mechanisms are implemented and compared using empirical measurements.
The findings show that different security mechanisms introduce different but manageable perform-
ance trade-offs. The tested security mechanisms achieve latency and CPU utilisation close to the
unencrypted baseline. VPN introduces slightly higher overhead and latency variation compared to
TLS, the results remain stable in both experimental setups. This provides empirical evidence that
common security mechanisms can be deployed on modern edge devices without causing signific-
ant performance degradation. The mechanisms operate at different layers of the networking stack
and provide different security scopes, both approaches are viable options for securing edge-cloud
communication in IoT systems.
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1 Introduction

The rapid adoption of IoT technologies has transformed how data is generated and processed in
modern systems [1]. By embedding networked sensors, actuators, and computing capabilities into
physical environments, IoT enables continuous data collection, data processing, real-time decision-
making, and automation across a wide range of applications. Recent industry statistics indicate
a steady increase in the number of connected IoT devices worldwide [2]. This expansion leads
to amplified security risks in large- and small-scaledge-cloud architecturese IoT deployments. To
handle the growing scale of IoT systems, are commonly used [3].

This report is intended for readers with an interest in computer networks, IoT, and edge-cloud
architectures. A basic understanding of networking and communication protocols is assumed.

Previous research on IoT has extensively addressed system architectures, communication protocols,
and security mechanisms. Many studies focus on identifying vulnerabilities and proposing security
solutions for IoT environments, often grounded in simulation and emulation for result reproducibil-
ity. Fewer works evaluate communication security mechanisms in realistic edge-cloud environments
with empirical measurements, with limitations such as simulation or emulation rather than deploy-
ments on real hardware. This report contributes to the field by providing empirical insights into
the performance impact of communication security mechanisms in a resource-constrained IoT en-
vironment. In such systems, overhead can directly affect usability, reliability and responsiveness.

The purpose of this study is to investigate how communication between the edge and the cloud can
be secured while maintaining acceptable system performance in resource-constrained environments.
To address this, two Research Questions (RQs) are formulated. The first research question RQ1
examines which communication security mechanisms are suitable for edge-cloud IoT architectures,
considering the constraints of resource-limited devices. The second research question RQ2 evalu-
ates how the selected security mechanisms from RQ1 affect communication latency and Central
Processing Unit (CPU) usage.

A mixed methodological approach is used combining qualitative and quantitative methods. To
address RQ1, a literature study is used to review the State-of-the-Art (SotA) of existing research
on communication security mechanisms for edge-cloud IoT systems. This approach is suitable
for identifying relevant security mechanisms, their strengths and limitations. To address RQ2,
an experimental evaluation is performed in a real-world IoT edge-cloud environment, empirically
measuring the performance impact of the security mechanisms.

The results indicate that evaluated communication security mechanisms introduce varying per-
formance trade-offs. Measurable performance trade-offs were observed on the tested security con-
figurations. The study is limited to a specific experimental setup and a defined set of security
mechanisms. However, the results contribute with practical insight into the performance impact
that comes with securing edge-cloud communication on resource-constrained devices.

Structurally, the report is organized around the two research questions. Background concepts are
introduced in Section 2, followed by a review of related work in Section 3, providing the necessary
theoretical foundation. An overview of the SotA in IoT research is then presented in Section 7 to
address RQ1, focusing on communication security mechanisms. Based on the findings of RQ1, the
experimental setup and performance evaluation for RQ2 are described in Section 8 and Section 9.
The report concludes with a discussion of the results in Section 10, followed by the final conclusions
in Section 11.
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2 Background

The background section provides fundamental knowledge and core concepts that are needed to
follow the rest of this thesis. It introduces key concepts related to IoT systems, communication
protocols, security mechanisms, and distributed edge-cloud architectures, which together form the
basis for addressing the RQs Starting with a brief introduction of IoT fundamentals in Section 2.1.
Thereafter, Section 2.1.1 outlines some protocols that make device-to-device and device-to-cloud
communication possible. Section 2.1.2 addresses unique security challenges that arise in IoT. Next,
Section 2.1.3 introduces the concept of edge-cloud computing, and its importance for scalable and
efficient data handling in IoT systems. An important related area is covered in Section 2.2, where
Wireless Sensor Networks (WSNs) are described as networks of small, sensor nodes that relay
data to a central base station. Finally, Section 2.3 introduces time synchronization principles for
accurate measurements and logging.

2.1 IoT fundamentals

IoT is a broad standardized concept that embeds computing devices in everyday objects [3]. It may
consist of a network of interconnected devices that, with the help of sensors, can collect, analyse,
and transmit data. Large-scale connectivity and real-time data are the essential characteristics of
IoT. The architecture of IoT is often represented by three levels: the sensor layer, which relies
on actuators and sensors; the edge layer, which provides communication and data transmission;
and the cloud layer enables large-scale data storage, decision-making, and analytics. More recent
architecture models expand this three-layer view by adding layers such as middleware. Today,
logistics and smart cities are an excellent example of where IoT is implemented. Smart cities
rely on IoT systems for applications such as smart energy management, where networked sensors
and meters enable real-time monitoring and optimization of electricity consumption, as well as
intelligent transport systems that use sensors to improve traffic flow and reduce congestion [4].
Within logistics, IoT manages to computerize manufacturing processes to improve operational
efficiency.

2.1.1 IoT Communication protocols

IoT relies on a multitude of communication protocols and standards developed by organiza-
tions such as Institute of Electrical and Electronics Engineers (IEEE), Internet Engineering Task
Force (IETF), and EPCglobal, which span multiple layers of the networking stack and work to-
gether to meet environmental requirements [3]. The networking stack refers to the Open Systems
Interconnection (OSI) reference model, that organizes communication into seven abstraction layers:
physical, data link, network, transport, session, presentation, and application [5].

IEEE 802.3 (Ethernet) and IEEE 802.11 (Wi-Fi) are among the primary link-layer protocols used to
connect IoT devices to both local and global networks [6]. Ethernet delivers wired communication
with high bandwidth, low latency, and strong reliability, making it suitable for fixed IoT setups
where stability and security are essential. Wi-Fi, on the other hand, provides wireless connectivity,
offering flexibility and mobility without requiring physical cables.

Message Queuing Telemetry Transport (MQTT) is a lightweight messaging protocol built for low-
bandwidth devices and networks with limited resources [3]. It uses a publish-subscribe model,
where a central broker collects messages from publishers and delivers them to subscribers. This
approach eliminates the need for direct device-to-device links and supports efficient and scalable
communication across diverse systems. Its low overhead and reliability make MQTT especially
suitable for IoT applications. MQTT was selected due to its lightweight publish-subscribe model
and widespread use in IoT systems, particularly in resource-constrained edge deployments. Its low
protocol overhead and persistent connection model make it well suited for frequent, small sensor
messages transmitted over networks with fluctuating latency such as cellular links. In addition,
MQTT provides native support for Transport Layer Security (TLS).
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2.1.2 ToT Security

IoT faces distinctive security challenges arising from its architecture and the limited resources of
connected devices [7]. Requirements such as authentication, confidentiality, integrity, availability,
and privacy must be enforced across the device, edge, and cloud layers. IoT devices are constrained
in terms of energy, memory, and processing power, making the adoption of strong cryptographic
protocols difficult and exposing them to multiple attacks. Threats include eavesdropping, Man-
in-the-Middle (MiTM), Denial-of-Service (DoS), spoofing, malicious code injection, and spear-
phishing. Threats exploit vulnerabilities such as open ports, weak authentication, insufficient
software updates, and insecure data storage.

TLS is a widely used protocol that secures communication at the transport layer of the OSI model
by encrypting data between two directly connected endpoints [8]. TLS relies on cipher suites
that define algorithms for key exchange, encryption and message authentication. When combined
with MQTT, TLS encrypts traffic between the client and the broker, preventing payloads from
being transmitted in plaintext, consequentially making eavesdropping attacks more challenging.
TLS only protects the connection hop between each endpoint, meaning that the broker must be
trusted, as it can access decrypted messages. This protocol is commonly used in IoT systems to
secure lightweight resource-constrained environments.

A Virtual Private Network (VPN) provides secure communication over untrusted networks by cre-
ating an encrypted tunnel between two endpoints [9]. This protects data from eavesdropping and
tampering, facilitating confidentiality and integrity. This is achieved by encapsulating packets in-
side a secure channel with modern encryption algorithms. There are many different VPN solutions,
utilizing a range of protocols, performance goals, and deployment complexities. Common options
such as OpenVPN and WireGuard are widely used, both being open-source and available across
many platforms. OpenVPN supports certificate-based or shared-key authentication and can oper-
ate over either Transmission Control Protocol (TCP) or User Datagram Protocol (UDP), making
it a flexible option. UDP as the underlying transport protocol is generally preferred due to lower
protocol overhead.

2.1.3 Edge-Cloud Computing in IoT

In the IoT context, edge devices play a critical role by processing data locally at the network edge,
closer to sensors and users, reducing transmission distance, minimizing latency, and supporting
delay-sensitive applications such as autonomous vehicles, and industrial automation [10]. Edge
nodes, such as access points and base stations, handle local computation and can offload heavier
tasks to higher layers when necessary. In contrast, cloud computing provides large-scale storage,
powerful computation, and advanced analytics, with features such as elasticity, virtualization,
and global accessibility. Although the cloud is suitable for long-term storage and complex data
processing, the edge enhances responsiveness and reduces bandwidth consumption. Together, edge
and cloud complement each other, enabling scalable, yet real-time IoT applications. In practice,
cloud computing is provided by large providers such as Amazon Web Services (AWS), Microsoft
Azure, and Google Cloud Platform (GCP) [11]. These platforms operate globally distributed data
centers and offer a wide range of services, including storage, virtualization, and advanced analytics.
Their scale makes them well-suited for handling the massive and dynamic workloads generated by
IoT systems.

2.2 Wireless Sensor Network

Wireless sensor networks are a common form of resource-constrained Internet of Things systems and
the type of sensing platform used in this study, consisting of numerous small and inexpensive nodes
equipped with sensors, processors, memory, and radios for wireless communication [12]. These
nodes collect environmental data and forward it to a base station for processing. Deployments
can be structured, with planned placement of nodes, or unstructured, where nodes are randomly
distributed in the field. WSNs have important applications in areas such as military surveillance,
disaster response, biomedical monitoring, industrial control, and seismic sensing. Despite their
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potential, they face major challenges due to limited energy, processing capacity, storage, and
bandwidth, which must be addressed through efficient designs and communication protocols.

2.3 Network Time Protocol

To measure communication latency accurately in distributed systems such as IoT and edge-cloud
environments, the clocks of participating nodes must be synchronised. Network Time Protocol
(NTP) is designed to synchronize clocks across distributed systems by providing a consistent update
of time over diverse and unreliable networks [13]|. It operates by exchanging timestamps between
devices and adjusts local clocks accordingly. NTP functions through UDP and uses a hierarchical
set of time servers, where lower-stratum nodes synchronize to higher-stratum ones. This structure
allows NTP to remain relatively accurate and fault tolerant even under varying network delays. It
should be noted that, under typical Internet conditions, NTP achieves synchronization accuracy
on the order of a few milliseconds, while accuracy in wide-area networks commonly ranges from
approximately 1-50 ms depending on network delay and jitter.
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3 Related works

In the following section, a review of prior work on IoT system architectures and communication
security is presented, with a particular focus on architectural layering, abstraction models, and the
performance trade-offs introduced by security mechanisms.

Al-Fugaha et al. present a survey on IoT enabling technologies, protocols and system architec-
tures [3]. The study reviews common IoT architectures, including three-layer, middleware-based,
service-oriented, and five-layer models, and discusses their structural differences and intended roles
within IoT systems. The survey highlights that while additional layers can improve modularity,
interoperability, and system management. At the same time, additional layers require additional
software components and interfaces, which introduce increased complexity in, for example, the
communication and processing overhead. This overhead is identified as a key challenge for resource-
constrained IoT devices, where the added execution of middleware or service functionality may be
infeasible. The authors note that such layers are typically deployed on more capable gateways or
cloud infrastructure rather than on edge devices. Overall, the survey emphasizes that architectural
design in IoT involves trade-off between abstraction and efficiency, and that no single architecture
us universality suitable for all deployment scenarios.

Bandyopadhyay and Sen examine IoT from the perspective of applications and standardization
challenges, with architecture discussed as part of a broader system view [14]. Rather than com-
paring multiple architectural models, the study presents a generic layered IoT architecture and
describes the responsibilities of each layer, from end devices and edge nodes to middleware and
application layers. It is emphasized that middleware plays a central role in enabling interoperab-
ility across IoT systems. The paper also highlights that many IoT devices operate under strict
constraints in terms of resources such as energy consumption, processing capability, and memory
utilization. Additional challenges related to security, such as encryption overhead, key distribution,
and privacy, are discussed in relation to different architectural layers of IoT systems.

Lin et al. survey a broad view on IoT systems, including a detailed discussion of architectural
abstraction models used to structure IoT deployments [15]. The paper describes IoT as a multi-
layer architecture and presents several commonly used models, such as the three-layer and service
oriented architectures. For each model, the responsibilities of the perception, network, service
and application layers are outlined, and the interaction between layers is discussed. The com-
parison highlights how additional abstraction layers are introduced to support data processing,
service management, and application integration. Instead of promoting a single architecture, the
authors highlight that different abstraction models are suitable for different system requirements
and deployment scenarios.

From the aforementioned studies, it is evident that IoT architectures rely on layered abstraction
to improve modularity and interoperability, but at the cost of increased complexity and overhead.
No single architectural model is universally suitable across all deployment scenarios.

Several studies have investigated the impact of security mechanisms in IoT communication. Has
et al. evaluates secure variants of the MQTT protocol on resource-constrained devices, demon-
strating that mechanisms such as TLS introduce increased communication overhead and resource
consumption [16]. Shapsough et al. analyses the energy and performance implications of applying
TLS and Datagram Transport Layer Security (DTLS) to MQTT and Constrained Application
Protocol (CoAP) [17]. They highlight trade-offs between improved security and efficiency on con-
strained hardware. Seoane et al. further compares secured and unsecured MQTT and CoAP de-
ployments, measuring latency, bandwidth, and CPU utilisation on Raspberry Pi (RPi) platforms
[18]. These works show that while secure communication is essential, it introduces measurable
performance costs that must be considered in IoT system design.
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4 Problem Formulation

The rapid growth of connected IoT devices has led to increasingly large and distributed systems
where communication spans sensors, edge nodes, and cloud infrastructure. As these systems scale,
secure data transmission becomes essential, particularly in edge-cloud architectures where sensitive
data is processed and forwarded across public networks [2]. At the same time, many IoT devices op-
erate under strict resource constraints, making it challenging to apply security mechanisms without
negatively affecting system performance. This creates a fundamental trade-off between communic-
ation security and efficiency, motivating a closer investigation of how edge-cloud communication
in IoT systems can be secured while maintaining acceptable latency and computational overhead.

The purpose of this study is to investigate how communication between the edge and the cloud can
be secured in an IoT environment while maintaining acceptable performance, defined in terms of
communication latency and CPU utilization within tolerable limits for edge-cloud communication.
The work focuses on evaluating lightweight and widely used security protocols to better understand
their suitability and performance impact in resource-constrained environments. By examining the
relationship between security and efficiency, the study aims to provide practical insight into how
TIoT edge-cloud systems can achieve a balance between protection and performance. To achieve
this aim, the following RQs are addressed:

e RQ1: What security mechanisms are suitable for securing data transmission between the
edge and the cloud in IoT architectures, considering the resource constraints of embedded
devices?

e RQ2: How do the selected security mechanisms identified in RQ1 compare in terms of their
impact on communication latency (ms) and CPU utilization (%) in a real-world IoT edge-
cloud industrial environment?

Together, these RQs address both the theoretical identification of relevant communication security
mechanisms and the empirical assessment of their performance impact. To address the RQs, the
work is divided into two main parts. The first part consists of an analysis of the available SotA
research on communication security for IoT edge-cloud architectures. This theoretical foundation
provides an overview of commonly used protocols, specifically their relation to the Confidentiality,
Integrity, and Availability (CIA) triad, and their suitability for resource-constrained environments.
The second part takes an empirical perspective, aiming to assess and compare the performance
metrics in terms of latency and CPU utilization. The selected security mechanisms are implemented
in a real-world test case and evaluated quantitatively. The study is limited to a single industrial IoT
deployment, a fixed network topology, and a small set of widely used security protocols. Network
conditions may vary over time, and the evaluation focuses on latency and CPU utilization, while
other factors such as energy consumption and specific attack models are outside the scope of this
work.
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5 Method

This section describes and motivates the research methods used to address the study’s RQs, in-
cluding the overall methodological approach in Section 5.1, the literature analysis for RQ1 in
Section 5.2, the experimental evaluation for RQ2 in Section 5.3, and the discussion of validity and
reliability in Section 5.4.

5.1 Methodological overview

This study adopts a mixed approach that combines both qualitative and quantitative research
methods to address the two RQs.

RQ1 is exploratory in nature, a qualitative literature analysis approach is chosen [19]. This method
is suitable because it enables a qualitative literature analysis and interpretation of the SotA in ex-
isting research, allowing the study to identify and evaluate communication security mechanisms
relevant to IoT edge-cloud systems. The analysis provides a theoretical understanding of the
suitability of different security mechanisms for resource-constrained IoT environments. RQ1 es-
tablishes a scientifically grounded basis and selects the security mechanisms that are to be further
investigated in RQ2.

RQ2 is addressed through the quantitative experimental approach [19]. A series of controlled
experiments are performed to measure the practical performance impact of the selected security
mechanisms on IoT edge-cloud communication. A quantitative method is appropriate because it
provides a framework for collecting numerical data, enabling statistical evaluation. The experi-
ments focus on the metrics latency and CPU utilization, as these directly capture the impact of
communication security on responsiveness and computational load in resource-constrained edge-
cloud IoT systems. An experimental design approach is chosen because it enables observation
of the cause-and-effect relationship between different security configurations and their impact on
the chosen performance metrics. Implementing tests on real hardware, rather than in simulation,
ensures realistic results that reflect actual operational conditions in industrial IoT environments.

This mixed method approach combines the qualitative theoretical understanding from the literature
study of SotA research with the quantitative evidence from controlled empirical experiments.

5.2 Literature Analysis

To address RQ1, which investigates suitable security mechanisms for edge-cloud communication in
IoT systems, a qualitative literature analysis was conducted.

The purpose of this analysis was to identify commonly proposed communication security meth-
ods and assess their theoretical suitability for resource-constrained IoT environments. Relevant
academic literature was found through semi-structured advanced keyword searches in three ma-
jor scientific databases: IEEE Xplore, Scopus, and Web of Science, which were selected because
together they provide broad coverage of research. The chosen search terms were combinations of:

("IoT" OR "IIoT" OR "edge-cloud")
AND ("security" OR "communication" OR "resource-constrained")
AND ("MQTT" OR "TLS" OR "VPN")

Selection focused on peer-reviewed, recent, and highly cited publications, including Systematic
Literature Review (SLR)s, and conference papers addressing IoT communication protocols, vul-
nerabilities, and countermeasures.

The search initially returned a broad set of potentially relevant publications across the selected
databases. Titles and abstracts were screened for their relevance to edge-cloud IoT communic-
ation security, and a smaller set of representative and frequently cited studies was selected for
detailed analysis. The selection process followed a semi-structured approach guided by relevance
to the research questions and supervisor input, rather than a strictly systematic inclusion-exclusion
procedure.
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Each chosen study was reviewed to identify and interpret how different communication security
mechanisms are described in the literature, including their reported strengths, limitations and
relevance to resource-limited edge-cloud IoT architectures. The analysis focused on understanding
how various approaches address key security goals such as the CIA triad, as well as computational
and energy constraints.

By examining how security mechanisms are discussed across prior studies, the analysis aimed to
identify which mechanisms are theoretically suitable for securing IoT communication in a practical
real-world environment. This approach provides a scientifically grounded foundation for selecting
the mechanisms that will later be evaluated in the experimental phase.

5.3 Experimental evaluation

A quantitative experimental approach was applied to address RQ2, which evaluates how different
communication security configurations affect system performance in an IoT edge-cloud environ-
ment. The purpose of this phase was to systematically measure and compare the performance
impact of multiple security mechanisms identified through the preceding literature analysis.

Each security configuration was deployed in an identical network topology consisting of an IoT
sensor, an edge computer, and a cloud server. The same hardware, software versions, and commu-
nication paths were used on all experiments to strengthen comparability between the results. Each
test was conducted over a continuous 12-hour period to ensure a sufficiently large sample size for
statistically meaningful and reliable analysis.

The measurement focused on performance indicators relevant to real-world IoT communication,
primarily latency and CPU utilization, as they directly reflect the relationship between security
and efficiency. Latency quantifies the communication delay introduced by each configuration,
while CPU utilization quantifies the computational load on the edge and the cloud nodes during
operation. To ensure consistent and reproducible data collection, automated logging continuously
recorded the chosen system performance metrics of RQ2. The measurements were timestamped
and stored for later statistical analysis, enabling quantification of latency and CPU utilization and
their variation over time.

5.4 Validity and reliability

To ensure scientific credibility of the study, validity and reliability were considered [19]. The
internal validity was strengthened by keeping all the experimental conditions identical in all of the
tests. The same hardware, software versions, and network layout were used. The only independent
variable was the different security mechanisms, thus isolating the effect of the chosen methods.
External validity strengthens the results as it represents real hardware and communication paths.
The test environment directly reflects a realistic implementable industrial IoT scenario. Automated
data collection and long-duration tests minimize the risk of random variation, thus increasing the
reliability of the chosen methods. Several limitations should be considered when interpreting
the results. Each experiment was conducted over a twelve-hour period, which provides a large
and stable dataset but may not fully capture long-term variations in network load, such as daily
or weekly traffic patterns. All measurements were performed in a single deployment environment,
which may limit the generalisability of the results to other hardware platforms, network topologies,
or operational contexts. Only a limited set of security mechanisms was evaluated, meaning that
the findings cannot be assumed to apply to all possible implementations of secure communication
for ToT systems.
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6 Ethical and Societal Considerations

The study is technical and experimental in nature and does not involve human participants, in-
terviews, or any collection of personal data, consequently, no direct research-ethical approval is
required. This work addresses research ethics in accordance with already established guidelines
for good research practice [20]. In practice, this includes a focus on accurate and complete source
referencing, transparent reporting of methods, and reproducibility of results through clearly doc-
umented analysis procedures.

In addition, the work relates to the professional principles of Engineers of Sweden, as described in
the Code of Honour [21]. These principles emphasize responsibility, integrity, and accuracy. In this
study, this is reflected through cautious interpretation of results, explicit discussion of limitations,
and avoidance of overstated claims by ensuring that all conclusions are directly supported by the
presented methods and results.

Secure communication is a fundamental aspect of modern computer networks [3], and Industrial
Internet of Things (IToT) systems with edge-cloud components are no exception. Inadequate com-
munication security can lead to unauthorized access, data manipulation, and service disruptions,
which in industrial contexts may have broader societal and economic consequences. This highlights
the responsibility of engineers to design, evaluate, and deploy secure communication mechanisms
that protect not only technical systems but also the organizations and communities that depend
on them.
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7 SotA in IoT Security (RQ1)

This section presents the result of the literature analysis conducted to answer RQ1. The pur-
pose is to identify which communication security mechanisms are suitable for securing edge-cloud
data transmission in resource-constrained IoT environments. This section establishes the theor-
etical foundation needed before designing and implementing the system evaluated in RQ2. The
mechanisms here form the basis for the practical configurations tested in Section 8.

The studies discussed in this section were selected from the semi-structured literature analysis
described in Section 5.2, based on the relevance to edge-cloud communication security, resource
constraints, and empirical or systematic treatment of security mechanisms.

Aly et al. present a SLR in [1] on the topic of IoT frameworks, with a focus on threats, vul-
nerabilities, and countermeasures across the entire architecture, from device to cloud. The study
identifies central security requirements for IoT systems in addition to the traditional CIA triad,
such as authentication, lightweight solutions, and efficient key management. One of the key find-
ings is that IoT security cannot be addressed at a single layer; vulnerabilities arise at every level of
the stack, with devices, networks, and cloud services each presenting distinct threats that require
tailored countermeasures. The analysis shows that devices with limited resources are highly ex-
posed to attacks such as physical manipulation, battery draining, and eavesdropping. The network
layer is vulnerable to routing attacks, jamming, and intrusions. At the cloud layers, vulnerabilities
include code injection and weak virtual machine isolation. To address these challenges and restric-
tions, the SLR identifies a wide range of proposed countermeasures. Lightweight cryptographic
schemes and optimized key distribution methods are proposed to meet the limitations of edge
devices. Role-based access control and Intrusion Detection Systems (IDSs) are widely explored
as ways of strengthening the service and cloud layers. The SLR also highlights future research
challenges that remain unsolved. These include ensuring interoperability between security proto-
cols, reliable update mechanisms, and the balance between scalability, performance, and security
in resource-constrained environments.

In a recent study, Has, Kusek and Zarko evaluate secure variants of the MQTT protocol on resource-
constrained devices in the context of precision agriculture [16]. The authors investigated the per-
formance impact of different security mechanisms applied to MQTT, including TLS and Advanced
Encryption Standard (AES)-based encryption. Their analysis highlights the trade-offs between
security and communication efficiency; while TLS provides strong confidentiality and integrity, it
significantly increases the amount of transmitted data, up to twelve times compared to plaintext
MQTT, making it unsuitable for frequent small message transfers. The study also estimates the
results for long-term deployments, demonstrating that the choice of security mechanism has sub-
stantial implications for the volume of data and the energy consumption of the device over time.
The findings underline a key challenge for IoT security, namely achieving a balance between strong
protection and resource efficiency. In contrast to their agricultural setting, this study evaluates and
implements secure communication in an industrial IoT testing environment, providing empirical
measurements of performance trade-offs in a lab deployment.

Shapsough, Aloul and Zualkernan investigate the security of IoT edge devices in [17] with a focus
on resource-constrained environments and the use of MQTT and CoAP. The study identifies
vulnerabilities that arise at the edge layer. For instance, exposure to DoS (battery draining and
sleep deprivation), data injection, and passive reconnaissance. Through experiments on a low-cost
IoT development board with limited processing power and memory, the authors measured energy
consumption under different protocol configurations. The results of MQTT were shown to be more
energy efficient than CoAP in this specific test environment and hardware setup. MQTT, when
combined with TLS, had a 4-5 percent increase in power consumption. TLS and DTLS mitigated
attacks such as packet sniffing and node replication, but were unable to protect against threats
such as synchronization attacks and data injection. Their findings highlight the trade-off between
stronger security and efficient energy use on resource-constrained IoT hardware. Moreover, their
study is focused on small development boards. This work extends the research by measuring
protocol performance in a larger edge-cloud environment with real IoT devices and infrastructure.

10



David Wells Security and Performance in Edge-Cloud IoT

Kjorveziroski et al. evaluate the performance of full-mesh VPN solutions to establish a secure
edge-cloud continuum [9]. The work compares modern self-hosted VPNs such as Headscale, Net-
bird, Innernet, and ZeroTeir. The comparison is based on their throughput, CPU usage, and
reliability under different network conditions, including packet loss and latency. The results show
that WireGuard-based implementations like Netbird and Headscale achieve higher throughput and
lower latency in stable networks. Overlay-based systems such as ZeroTier offer greater resilience to
packet loss and latency. The authors contrast these modern frameworks with traditional centralized
VPN technologies, such as OpenVPN, discussed in their related works. The paper describes how
newer full-mesh VPN solutions are being developed for edge-cloud environments, while traditional
options such as OpenVPN remain widely used and well documented but require additional tooling
to scale.

In addition to these works, several other studies provide additional perspectives on the SotA of
IoT communication security. One study [22] introduces a framework that generates attack graphs
to analyse IoT systems as a whole. It captures how vulnerabilities across devices, applications,
and physical interactions can combine into complex attack paths. Another study [23] on IIoT
highlights that weak default configurations in MQTT communication can enable MiTM and Cross-
site scripting (XSS) attacks, leaving essential systems open to exploitation. Because large-scale
quantum computers are expected to compromise widely used public-key cryptographic algorithms,
a third paper [24] examines quantum-resistant approaches to MQTT, highlighting the long-term
challenge of applying post-quantum cryptography to resource-constrained devices.

The SotA analysis show that IoT security has been explored from several perspectives: SLRs
mapping vulnerabilities and countermeasures, empirical studies on variants of secure protocols,
and analyses of specific attacks or future cryptographic needs. The literature presented previously
highlights both broad reviews of vulnerabilities and targeted studies on secure communication
protocols, yet these works often lack empirical evaluation in realistic deployments.

Table 1 below provides an overview of the selected studies, highlighting the addressed security
mechanisms, their benefits, and limitations. Based on the reviewed literature, three security ap-
proaches emerge as most relevant for the scope of this study: unencrypted plaintext MQTT as
a baseline, MQTT with TLS, and MQTT through VPN tunnelling. Together these mechanisms
reflect the dominant security strategies discussed in the SotA analysis, covering different trade-offs
between complexity, protection level, and resource usage. These three mechanisms are therefore
selected for implementation and empirical evaluation in Section 8.

Table 1: Summary of selected studies addressing communication security mechanisms for edge-
cloud IoT systems.

Reference Security mechanism(s) Layer Main benefit Main limitation

Aly et al. (2019) Multiple mechanisms All Broad overview of threats No empirical evaluation
and countermeasures

Has et al. (2023) MQTT + TLS, AES Transport Strong confidentiality and High communication
integrity overhead

Shapsough et al. (2018) MQTT + TLS/DTLS Transport Improved security with Limited protection
limited energy impact against certain attacks

Kjorveziroski et al. VPN Network High throughput and Increased deployment

(2024) resilience complexity

Fang et al. (2022); Analytical frameworks and ~ Multiple System-level and Limited practical

Boppana et al. (2022);
Malina et al. (2024)

post-quantum approaches

future-oriented insights

validation
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8 Experimental Setup for IoT Security (RQ2)

This section describes the practical implementation used to address RQ2. Based on the identi-
fied mechanisms in Section 7, three security configurations were selected for empirical evaluation:
plaintext MQTT, MQTT over TLS, and MQTT through VPN tunnelling. These configurations
are implemented in a real edge-cloud IoT test environment with the goal of measuring their impact
on latency and CPU utilisation under realistic operating conditions. An overview of the system
architecture is given in Section 8.1, the three security configurations are defined in Section 8.2, and
the data collection and evaluation procedure is described in Section 8.3.

8.1 System Architecture

The chosen system architecture can be seen in Figure 1. It represents a three-layer IoT design
consisting of a sensor layer, an edge layer, and a cloud layer. This architecture reflects common
industrial IoT deployments [3]. The architecture serves as the foundation for implementing and
testing the selected security mechanisms and is described in more detail in the following subsections.

Cloud Layer

LJ

5G

Edge Layer

wlan0 ethO lan0
L _JF | Ethernet

RPi Router

Wi-Fi

Sensor Layer

L)

Sensor

Figure 1: Overview of the three-layer IoT architecture.

8.1.1 Sensor Layer

The sensor depicted in Figure 1 is a physical device that periodically measures local environmental
data such as temperature, carbon dioxide amount, and particle count. It connects to the edge
layer over Wi-Fi and publishes measurements using the MQTT 3.1.1% publish/subscribe model.

The sensor node consists of an ESP32-based device running ESP Easy firmware?.

Ihttps://docs.oasis-open.org/mqtt/mqtt/v3.1.1/0s/mqtt-v3.1.1-0s.html
2https://github.com/letscontrolit/ESPEasy
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8.1.2 Edge Layer

The edge node depicted in Figure 1 consists of a RPi 5 (ARMv8-A, aarch64) running Debian
GNU/Linux 13 "Trixie" 64-bit3. The system uses the standard RPi Linux kernel version 6.12.47
“+1pt-1pi-2712, with no real-time (PREEMPT _RT) patch applied. Default kernel scheduling and
network settings were used. No real-time optimizations or custom kernel configurations were
enabled. The CPU governor was left at the default configuration. It serves as the local gateway,
responsible for receiving sensor data, performing lightweight processing with a linear prediction
algorithm, and forwarding selected values to the cloud. The RPi maintains two network interfaces:
wlanO, which provides a Wi-Fi access point for the sensor, and eth0, which connects the RPi to a
5G router over Ethernet. The edge RPi node runs supporting services required for the experiments.
These include a local MQTT broker that acts as an intermediary between the publishing sensor
node and the subscribing cloud broker. The 5G router consists of a Zyxel NR5103EV2 and forms the
second component of the edge layer, providing cellular access to the public Internet and representing
the only wide-area link between the edge and the cloud. Traffic beyond the 5G access network is
routed through the operator core and the public Internet to an AWS EC2 instance with a public
Internet Protocol (IP) address and restricted firewall rules.

8.1.3 Cloud Layer

The cloud layer depicted in Figure 1 is hosted on an AWS EC2 instance running Ubuntu 24.04.3
LTS%. It acts as the terminating point for all MQTT communication originating from the lower
layers. The cloud server node hosts an MQTT broker, which receives incoming MQTT publish
messages from the RPi and stores them for later analysis. All inbound traffic is restricted through
an AWS network firewall, which only allows specific ports. Traffic from the 5G router reaches the
instance only after passing through this firewall. The edge and the cloud are configured similarly,
as they both host a Mosquitto MQTT broker®. Communication between edge and cloud is imple-
mented through the paho-mqtt version 2.1.0 library for the Python 3 version 3.13.5 programming
language®, enabling controlled automation of publishing, subscribing and timestamping in quick
succession.

8.1.4 Time Synchronization

To ensure consistency and reliable timing for the test environment, both the RPi and the cloud
server use the Chrony time synchronization service”. Accurate and synchronized clocks are essential
for a unified understanding of time, consequently increasing the validity of the time measurements.
Precise synchronization is especially important in this setup because timestamps are generated
independently on two geographically separated devices, meaning that even small clock drifts could
distort the latency measurements, thus reducing result accuracy [13]. Both nodes were configured
to use a small set of reliable external time sources. The sensor node is not included in the time
synchronization configuration.

pool time.google.com iburst
pool O.se.pool.ntp.org iburst
pool 1.se.pool.ntp.org iburst
pool 2.se.pool.ntp.org iburst

ISR N

Command 1: NTP pool identifiers configured in chrony.conf.

Command 1 shows the chosen NTP pool entries configured in the chrony.conf configuration file.
These pools represent publicly available, highly-accurate time sources from Google and the Swedish
NTP pool.

Shttps://www.debian.org/releases/trixie/
“https://releases.ubuntu.com/24.04/
Shttps://mosquitto.org/
Shttps://pypi.org/project/paho-mqtt/
"https://chrony.tuxfamily.org/documentation.html
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8.1.5 Linear Prediction Script

A linear prediction script is executed on the edge RPi to reduce the amount of data forwarded to the
cloud. It functions as a lightweight prediction-based filtering mechanism. It is configured to analyse
incoming sensor readings and only forward values that deviate sufficiently form the predicted trend.
The script processes each incoming sensor reading by comparing it in a continuously updated linear
algorithm. If the value falls within a defined drift threshold, no transmission occurs. If the value
deviates beyond the threshold or a maximum interval is reached, the latest measurement is sent to
the cloud with MQTT. In this work, the script was modified to integrate with live sensor values
and to connect directly to the cloud, while the prediction logic remained unchanged®. The original
script performed offline linear prediction on CSV data, while the modified version integrates the
same prediction logic into an MQTT-based edge pipeline that reads live sensor values and forwards
only selected measurements to the cloud.

8.2 Security Configurations

Figure 2 provides an overview of the three security configurations evaluated in this work: plaintext
MQTT, MQTT secured with TLS, and MQTT encapsulated within an OpenVPN tunnel. The first
configuration, MQTT over plaintext, acts as a baseline for testing purposes. It provides commu-
nication through the network, without any security mechanisms. The other two mechanisms each
introduce security at a different layer of the network stack. The second configuration, TLS provides
edge-cloud protection at the transport layer, encrypting only the MQTT connection between the
edge and the cloud. In this setup, MQTT packets are secured during departure, transmission, and
arrival. The third configuration applies security at the network layer, by establishing a dedicated
OpenVPN tunnel between the edge and the cloud. Instead of encrypting only the MQTT session,
the VPN encapsulates all traffic routed through the virtual tunnel interface. MQTT messages are
therefore sent in plaintext inside the tunnel and are therefore unchanged in the view of Mosquitto.
All cryptographic parameters used in the TLS and VPN configurations were kept at their de-
fault settings, as these represent widely deployed best-practice security, rather than optimized or
experimental settings ? 10,

8https://github.com/SebastianLeclerc/edge-data-reduction
mttps://www.rfc-editor.org/rfc/rfc8446
10https://openvpn.net/community-resources/reference-manual-for-openvpn-2-6/
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Figure 2: Security mechanisms overview.

8.2.1 Plaintext

The plaintext configuration represents the unencrypted baseline on which the other two security
mechanisms are built. Both the edge and cloud brokers run Mosquitto with minimal configuration.
All packets are transferred as-is across the networks and the internet. In Command 2, the minimal
Mosquitto configuration for the plaintext baseline is presented. Both the edge and cloud brokers
use an identical setup: an open listener on port 1883, anonymous access enabled, and no persistence
or security directives.

1 listener 1883
2 allow_anonymous true
3 persistence false

Command 2: Edge and cloud Mosquitto configuration from /etc/mosquitto/-
mosquitto.conf.

The essential MQTT communication operations performed by the edge linear prediction script in
the plaintext setup are highlighted in Command 3. The client connects to the broker via port
1883, subscribes to the incoming sensor topic, and publishes the processed values to the cloud.
The figure represents pseudocode of the necessary python code from the paho-mqtt library, used
for basic plaintext MQTT communication.
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1 client.connect (<brokerIP>, 1883)
client.subscribe ("sensor/value")
3 client.publish("edge/processedValue", payload)

[\]

Command 3: Code lines for MQTT communication from the linear prediction
python script on the edge.

8.2.2 TLS

The TLS configuration extends upon the plaintext setup by introducing encryption at the transport
layer. Only the MQTT listener responsible for edge-cloud communication on port 8883 is secured,
while the local listener serving the sensor on port 1883 remains unchanged on the edge node.
Both the edge and cloud brokers are configured with a Certificate Authority (CA) certificate and
separate key-certificate pairs, enabling encryption on the MQTT session.

In Command 4, the additional lines configured on the edge broker to enable TLS on port 8883
are displayed. The common plaintext settings from Command 2 are not shown here, as they were
already introduced in Section 8.2.1. They are however still configured and applied. This config-
uration enables a separate encrypted MQTT listener service by loading the shared CA certificate
together with the edge node’s own X.509 certificate and private key. These files are generated for
the experiment and signed locally. The per_listener_settings true line number 1 ensures that
TLS options apply only to this listener, keeping the plaintext listener unaffected.

per_listener_settings true

listener 8883

cafile /etc/mosquitto/certs/ca.crt
certfile /etc/mosquitto/certs/edge.crt
keyfile /etc/mosquitto/certs/edge.key
require_certificate false
allow_anonymous true

0O Ui Wi

Command 4: Configuration lines from mosquitto.conf for TLS security on edge.

Command 5 shows the TLS-specific configuration applied on the cloud Mosquitto broker. Unlike
the edge node, the cloud broker does not retain a plaintext listener on port 1883 in this configur-
ation. The cloud broker loads the shared CA certificate along with its own certificate and private
key, which enables it to authenticate incoming TLS sessions from the edge. Client certificate au-
thentication is disabled, meaning that trust is based solely on the CA used to sign the server and
client certificates.

listener 8883

cafile /etc/mosquitto/certs/ca.crt
certfile /etc/mosquitto/certs/cloud.crt
keyfile /etc/mosquitto/certs/cloud.key
require_certificate false
allow_anonymous true

ST W N

Command 5: Lines configured in mosquitto.conf for TLS security on cloud.

An illustration of the essential lines of code required in both the edge and the cloud Python scripts
to establish a MQTT session with TLS enabled is shown in Command 6. The client loads the CA
certificate to verify the broker’s identity on line number 1, with strict hostname checking disabled
as seen on line number 2. Line number 3 connects to the TLS listener on port 8883. These lines of
code represent the minimal configuration needed in the paho-mqtt library for enabling encrypted
transport between the edge and the cloud.
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1 client.tls_set(ca_certs=<CA_FILE>)
client.tls_insecure_set (True)
3 client.connect (<brokerIP>, 8883)

[\]

Command 6: Simplified representation of the TLS connection setup used by
both the edge and the cloud scripts.

8.2.3 VPN

The VPN configuration secures the edge-cloud communication at the network layer using Open-
VPN. Unlike the TLS configuration, no changes are made to the edge and the cloud Mosquitto
brokers. They continue to operate using the plaintext setting introduced in Section 8.2.1. The key
difference is that the MQTT traffic is no longer sent directly over the public internet, it is instead
routed through an encrypted tunnel. Instead, the linear prediction Python script connects to the
cloud using its VPN address, causing the packets to be routed through an encrypted tunnel. A
point-to-point VPN is established between the edge and the cloud using self-signed certificate au-
thentication and a shared TLS-auth key. Only traffic on the 10.8.0.0/24 subnet is routed through
the tunnel. This configuration introduces security at OSI layer 3, encapsulating plaintext MQTT
messages inside an encrypted IP tunnel.

Command 7 shows the essential OpenVPN server configuration used to establish the VPN tunnel
on the cloud node. The configuration defines the transport protocol, which is UDP on port 1194.
Line 3 creates a tunnel interface named tun. Line 5 to 8 loads the server’s certificates, private
key, and shared TLS-auth key. The 10.8.0.0/24 configuration line allocates the VPN’s subnet.
AES-256-GCM and SHA-256 provide authenticated encryption for all traffic routed through the
tunnel.

1 port 1194

2 proto udp

3 dev tun

4

5 ca ca.crt

6 cert server.crt

7 key server . key

8 tls-auth ta.key O
9

10 server 10.8.0.0 255.255.255.0
11 cipher AES-256-GCM
12 auth SHA256

Command 7: Simplified lines of code from the OpenVPN server configuration.

In the Command 8 as seen below, a simplification of the OpenVPN client configuration is presen-
ted. The client connects to the cloud nodes public IP on UDP 1194 and loads the edge device’s
certificate, private key, and TLS-auth key. The route-nopull entry, on line 11 prevents OpenVPN
from altering the default system routes, ensuring that only subnet traffic is forwarded into the
tunnel.
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1 client

2 dev tun

3 proto udp

4 remote <CLOUD_IP> 1194
5

6 ca ca.crt

7 cert edge.crt

8 key edge . key

9 tls-auth ta.key 1

10

11 route-nopull

12 route 10.8.0.0 255.255.255.0

Command 8: Simplified lines of code from the OpenVPN client configuration.

8.3 Data Collection and Evaluation

Data collection in all three security configurations follows the same general structure and is im-
plemented using the existing Python scripts on the edge and cloud nodes. The edge node runs
a modified linear prediction script as mentioned in Section 8.1.5, while the cloud node runs a
corresponding logging script. Together, these scripts record edge-cloud latency and CPU util-
isation during each 12-hour experiment. For each published message, the edge script attaches a
high-resolution Unix timestamp immediately before transmission. As the message arrives at the
cloud, the logging script creates another timestamp near the start of its execution. The measured
latency represents end-to-end application-layer delay between the edge publisher and the cloud sub-
scriber. The edge script records a timestamp immediately before invoking the MQTT publish()
operation. The cloud script records a timestamp at the start of the subscriber on_message()
callback. The resulting latency includes application-level processing, protocol stack overhead, se-
curity mechanisms, operating system networking, and network transmission time. A breakdown
of latency distribution into application, kernel, network components, and transmission time was
not performed. Timestamping is done with time.time_ns(). CPU utilisation is sampled locally
on each node and recorded directly, without requiring any calculation. In the scripts, CPU is
sampled before the send timestamp on the edge node and after the receive timestamp on the cloud
node in order to keep the latency timestamps as close as possible to the packet transmission and
reception. CPU samples are taken with the psutil Python library running version 7.0.0'!. All
collected values are stored locally on the cloud during the experiment. After each test, the logs
are processed equally using the Pandas library, to clean, align, calculate, and structure the data'2.
The evaluation is presented in graphs generated with the Matplotlib library'3.

Uhttps://pypi.org/project/psutil/
12https://pandas.pydata.org/docs/
13https://matplotlib.org/stable/users/index.html
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9 Results

The following section presents the measurement results obtained for the three security configur-
ations: plaintext MQTT, MQTT over TLS, and MQTT over VPN. Each security subsection
includes latency graphs, latency histograms, and CPU usage graphs for the edge and cloud nodes.
Results for the plaintext baseline are presented in Section 9.1, followed by the measurements for
the TLS configuration in Section 9.2 and for the VPN configuration in Section 9.3. A statistical
summary of all collected latency values is provided in Section 9.4.

9.1 Plaintext

The plaintext configuration represents the testing baseline of system performance without any
security mechanisms applied, the results are the reference point against which the TLS and the
VPN configurations are compared. This subsection presents the measured edge-cloud latency
between the nodes, the distribution of the latency samples, and the CPU utilisation during the
12-hour experiment.

Latency measurements in milliseconds over a 12-hour time period are shown in Figure 3a. The
majority of samples remain in a relatively narrow band around 30 ms to 43 ms, and a number of
short-lived spikes appear throughout the test. The spikes vary in magnitude, some reaching above
120 ms. Most of the measurements seem to go back and forth on the edges of the band, with few
samples landing in its middle points at roughly 35 ms.

Figure 3b presents the distribution of the 1338 collected latency samples. Most values cluster
tightly between approximately 30 ms and 45 ms, forming two distinct primary peaks. A much
smaller number of samples fall into higher latency ranges, forming two secondary groups at 70 ms
to 90 ms and 120 ms.
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(a) Time-series latency. (b) Histogram distribution.

Figure 3: Latency measurements during the plaintext experiment: (a) time-series evolution and
(b) histogram distribution.

A graph of the CPU utilisation of both the edge and the cloud nodes is presented below in Figure 4.
The cloud CPU shows low activity close to 0% for most of the period, with occasional short bursts
of increased usage around 7% and four peaks going past 20%. The edge CPU similarly remains
idle for much of the time and often remains at 0%. Three spikes reach 100% CPU utilisation on
the edge.
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Figure 4: CPU utilisation of the edge and cloud nodes during the plaintext
configuration.

9.2 TLS

The TLS configuration introduces transport-layer encryption, adding more overhead to every
MQTT message exchanged between the edge and the cloud. Despite this additional security layer,
the overall behaviour of the tests remains similar to the plaintext baseline.

Latency measurements over a 12-hour time period are shown in Figure 5a. The majority of samples
form a stable mid-range cluster between approximately 28 ms and 44 ms, with occasional higher
spikes. As in the baseline configuration, isolated spikes reach around 80 ms and 120 ms, although
they occur at different times and intervals. Overall, the latency behaviour closely resembles the
plaintext configuration.

Figure 5b presents the distribution of the 1177 collected latency samples. The histogram maintains
a similar shape to plaintext, with the main peak centred in the same range and no significant
widening of the distribution. Only a small number of outliers appear at higher latency values,
indicating that TLS does not introduce a noticeable shift in latency characteristics.
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Figure 5: Latency measurements during the TLS experiment: (a) time-series evolution and (b)
histogram distribution.

The graph shown in Figure 6 displays CPU utilisation for both the edge and the cloud nodes when
operating under the TLS configuration. Usage remains close to idle for most of the experiment on
both machines, with only occasional short spikes on the cloud node. The edge remains at minimal
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computational load for most of the test period, with one singular spike reaching 100% utilisation.
These results indicate that the TLS configuration does not impose sustained CPU load on either

endpoint.
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Figure 6: CPU utilisation of the edge and cloud nodes during the TLS config-
uration.

9.3 VPN

The VPN configuration encapsulates all MQTT traffic inside an encrypted OpenVPN tunnel,
meaning that the underlying MQTT packets remain unchanged but are transported through a
secure layer 3 channel. The following results present the measured edge-cloud latency and CPU
utilisation during a 12-hour experiment. Tests were performed at different times on different days
of the week. This introduces some uncontrollable variation in background network traffic, which
may influence the recorded latency measurements, but it also reflects realistic operating conditions.

Latency measurements over the 12-hour period are shown in Figure 7a. Most samples form a
relatively stable band between approximately 30 ms and 55 ms, with short-lived spikes occasionally
reaching 110 ms to 140 ms. Compared to the plaintext and TLS configurations, the VPN setup
exhibits slightly higher jitter, which may be explained by tunnel encapsulation and additional
packet processing. Despite this overhead, the system maintains stable steady-state behaviour.

Figure 7b illustrates the distribution of the 1095 collected latency samples. The histogram shows
that the majority of values fall within the 30 ms to 55 ms range, with a small number of outliers
extending from approximately 90 ms to 140 ms. Overall, the distribution indicates a moderate
shift toward higher latency compared to the plaintext and TLS configurations.
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Figure 7: Latency measurements during the VPN experiment: (a) time-series evolution and (b)
histogram distribution.

CPU measurements shown in Figure 8 reveal that the edge node remains mostly idle, with one
singular spike reaching 100% utilisation. The cloud node exhibits periodic CPU spikes of up to
approximately 30%, similar to the other configurations. These spikes are likely related to system-
level background activity rather than MQTT traffic or VPN encryption. No sustained CPU load
is introduced by the VPN tunnel on either endpoint.
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Figure 8: CPU utilisation of the edge and cloud nodes during the VPN config-
uration.

9.4 Latency Statistics

The latency statistics collected from all three security configurations are summarized in Table
2. The summary includes the total number of recorded samples, the minimum and maximum
observed latency, and metrics such as mean, median, and standard deviation. Included percentile
values of 95th and 99th indicate the upper tail of the latency distribution, capturing the worst-case
delays experienced by most samples. The total number of recorded samples for each experiment
differs. This differentiation is decided by the linear prediction script’s prediction algorithm, which
was configured identically for all experiments. This mean that differences in sample counts reflect
variations in sensor behaviour rather than changes in the experimental setup. The statistics show
that TLS achieves the lowest average latency at 37.1 ms, slightly below the plaintext baseline of
38.7 ms, while VPN tunnelling increases the average latency to 42.9 ms. A similar pattern in
visible in the median values, where TLS remains close to plaintext and the VPN is higher. The
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ninety-fifth percentile increases from 48.1 ms for plaintext to 44.6 for TLS and 56.5 for the VPN.
This indicates that VPN increases the variability and worst case delays. The maximum latencies
for all configurations remain below 141 ms.

Table 2: Summary of edge-cloud latency statistics for the three security con-

figurations.
Metric Plaintext TLS VPN
Samples 1338 1177 1095
Min [ms] 21.678 22427  24.570
Max [ms] 128.618 133.073 140.967
Mean |[ms] 38.701  37.050  42.918
Median [ms] 38.220  36.671  42.024
Std. dev. [ms] 12.438  10.973  10.679

95th percentile [ms] 48.118  44.592 56.546
99th percentile [ms| 92.057  83.640  63.094
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10 Discussion

The aim of this study was to investigate how communication between the edge and the cloud can
be secured while maintaining acceptable performance on resource-constrained devices. RQ1 was
addressed by identifying VPN and TLS as suitable security mechanisms for edge-cloud IoT com-
munication. RQ2 was answered through controlled experiments, showing that both mechanisms
introduce only minor latency and CPU overhead, with TLS performing closest to the plaintext
baseline. This study extends the SotA by providing measurements of security in real-world condi-
tions. By contributing new empirical data, it adds to the gap between theoretical proposals and
practical performance in resource-constrained IoT environments.

Based on the literature analysis, it was expected that the VPN configuration would introduce the
highest performance overhead compared to TLS, due to tunnelling and packet encapsulation. The
measured results indicate that the difference in overhead was lower than anticipated. The com-
putational capabilities of the RPi 5 appeared sufficient to handle both tunnelling and encryption
without introducing a bottleneck under the tested workload. The RQ1 SotA analysis highlights
significant security overhead on resource-constrained devices. This study shows that on the RPi 5
TLS and VPN introduce only minor latency and CPU overhead. This complements the findings
of Has et al. and Shapsough et al., who reported increased energy use and traffic overhead for
securing MQTT on resource-constrained IoT devices [16], [17].

Although the average CPU utilisation and latency remain low across all configurations, occasional
short-lived spikes are observed on both the edge and the cloud nodes. These spikes appear in all
configurations, including the plaintext baseline, suggesting that they are not directly attributable
to the security mechanisms. The spikes are possibly related to background system activity such as
operating system scheduling, network stack processing, and cloud infrastructure events.

The results suggest that strong communication security can be deployed without a substantial
performance cost. This supports the use of standardized and widely adopted mechanisms rather
than custom lightweight solutions. Both TLS and VPN are well documented and widely suppor-
ted, which simplifies installation and deployment in practical IoT systems. In scenarios where the
edge device has enough computational capacity, VPN is a suitable choice. It provides system-wide
protection by securing all traffic between the edge and the cloud. VPN allows secure communica-
tion without needing to retool existing applications with TLS support. The small and predictable
overhead observed in the experiments indicates that the broader security coverage of VPN can be
achieved without compromising system stability. TLS is preferable in highly time-critical applica-
tions where even small increases in latency or jitter may disrupt system correctness or safety.

It should also be noted that the experiments were conducted at different times during the day and
week, which may influence the observed latency and jitter. Communication between the edge and
the cloud nodes relied on 5G connectivity, making the measurements susceptible to variations in
background network load and environmental interference. The experimental setup was located in
an urban city centre environment, where wireless network conditions are likely to vary depending
on time of day and overall user activity in the area. Increased network usage during weekday
evenings may result in higher contention on the shared 5G infrastructure, potentially affecting
latency and jitter measurements in uncontrollable ways. These factors introduce variability, but
they also reflect realistic deployment conditions in practical edge-cloud scenarios.

Several limitations surface from the study that should be acknowledged. The experimental eval-
uation was conducted using a single edge device and a single deployment setup, which limits the
generalizability of the results to other hardware platforms or network environments. In addition,
the evaluation focused on a small number of widely adopted security mechanisms, which introduces
a literature bias toward established approaches and may exclude newer or more experimental solu-
tions. This selection was based on peer-reviewed, recent, and highly cited publications, which
further reinforces a bias toward commonly used and well-established mechanisms. The perform-
ance evaluation was limited to edge-cloud latency and total CPU utilisation, while metrics such as
energy consumption were not measured.

Despite the identified limitations, the results show that modern edge devices with sufficient com-
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putational capabilities can support commonly used security mechanisms without significant per-
formance penalties. The findings cannot be generalized to all IoT deployments, particularly highly
constrained or battery-powered devices. However, the results are applicable to edge-cloud IoT
systems where the edge acts as a local gateway or processing device. Our findings suggest that
TLS or VPN can be selected depending on whether low latency or system-wide security is most
important.

25



David Wells Security and Performance in Edge-Cloud IoT

11 Conclusions

This thesis investigated security mechanisms for edge-cloud communication in an IoT environment.
The aim of the study was to examine commonly proposed security approaches in current scientific
research literature and to evaluate their practical performance impact on resource-constrained
devices. Two RQs were addressed: one literature analysis selecting communication security mech-
anisms based on the current SotA in IoT security, while the second focused on focusing on per-
formance evaluation of selected security mechanisms.

RQ1 showed that the literature analysis provided the foundation for the experimental evaluation by
identifying commonly proposed security mechanisms and their expected trade-offs in IoT commu-
nication. VPN-based solutions were identified as strong candidates due to their broad protection,
while TLS was identified as a widely adopted lightweight alternative. These mechanisms were
therefore selected as representative approaches for the performance evaluation of secure edge-cloud
communication in resource-constrained environments.

RQ2 demonstrated that both TLS and VPN security could be implemented on a RPi 5 without
introducing significant performance degradation. Measured latency and CPU utilisation were
comparable to the plaintext baseline, with VPN showing a slightly higher amount of total overhead.
The hardware used in the experimental setup can support common security mechanisms with a
measurable but slight performance overhead.

This work provides real-world performance measurements of commonly used IoT security mechan-
isms for edge-cloud communication. By evaluating these mechanisms on physical hardware under
realistic network conditions, the study contributes empirical evidence that complements existing
literature, which often relies on theoretical analysis or simulation-based evaluation. These results
suggest that TLS or VPN can be selected based on whether low latency or system-wide security
is the primary design requirement in edge-cloud IoT systems.
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12 Future Work

This report serves as groundwork for a practical IToT harbour implementation. A possible next
step would be the deployment of the system in a real-world operational setting. Such a deployment
would introduce new challenges including proper certificate and key management as well as addi-
tional security measures (Intrusion Detection System (IDS), Intrusion Prevention System (IPS)).
Future work could also focus on expanding the system to support multiple edge nodes, additional
cloud-side features such as centralized monitoring and data visualization, and a larger number of
connected sensors. Further performance evaluation could include metrics not evaluated in this
study, such as energy consumption, which is particularly relevant for deployments with resource-
constrained devices.

27



David Wells Security and Performance in Edge-Cloud IoT

References

1

2]

13l

14]
5]

[6]

[7]

18]

19]

[10]

[11]

[12]
[13]

[14]

[15]

[16]

[17]

M. Aly, F. Khomh, M. Haoues, A. Quintero and S. Yacout, ‘Enforcing security in Internet of
Things frameworks: A Systematic Literature Review,” Proceedings of the IEEE, vol. 6, no. 6,
p. 100050, Jun. 2019, doi: 10.1016/j.i0t.2019.100050.

IoT Analytics, Number of connected IoT devices growing 14% to 21.1 billion, iot-analytics.com,
2025. [Online|. Available: https://iot-analytics.com/number-connected-iot-devices/.
(accessed 2026-01-04).

Al-Fuqaha, et al., ‘Internet of Things: A Survey on Enabling Technologies, Protocols, and
Applications,” IEEE Communications Surveys & Tutorials, vol. 17, no. 4, pp. 2347-2376,
Jun. 2015, doi: 10.1109/COMST.2015.2444095.

A. Zanella, et al., ‘Internet of Things for Smart Cities,” IEEE Internet Things J., vol. 1,
no. 1, pp. 22-32, Feb. 2014, doi: 10.1109/JI0T.2014.2306328.

H. Zimmermann, ‘OSI Reference Model — The ISO Model of Architecture for Open Systems
Interconnection,” IEEE Transactions on Communications, vol. 28, no. 4, pp. 425-432, Apr.
1980, doi: 10.1109/TCOM.1980.1094702.

J. F. Kurose and K. W. Ross, Computer Networking A Top-Down Approach SEVENTH
EDITION. KAO Two, KAO Park, Harlow, essex CM179NA, England: Pearson Education
Limited, 2017.

M. M. Ogonji, G. Okeyo and J. M. Wafula, ‘A survey on privacy and security of In-
ternet of Things,” Computer Science Review, vol. 38, no. 38, p. 100312, Nov. 2020, doi:
10.1016/j.cosrev.2020.100312.

T. Prantl, L. Ifflinder, S. Herrnleben, S. Engel, S. Kounev and C. Krupitzer, ‘Perform-
ance Impact Analysis of Securing MQTT Using TLS,” in Proceedings of the ACM/SPEC
International Conference on Performance Engineering, doi: 10.1145/3427921.3450253, 2021,
pp. 241-248.

V. Kjorveziroski, C. Bernard, K. Gilly and S. Filiposka, ‘Full-mesh VPN performance eval-
uation for a secure edge-cloud continuum,’ Software: Practice and Experience, vol. 54, no. 8,

pp. 1543-1564, Aug. 2024, doi: 10.1002/spe.3329.

A. Ometov, O. L. Molua, M. Komarov and J. Nurmi, ‘A Survey of Security in Cloud, Edge,
and Fog Computing,” Sensors, vol. 22, no. 3, p. 927, Jan. 2022, doi: 10.3390/s22030927.

R. Huang and S. Fang, ‘Comparative analysis of cloud service providers,” International
Journal of Cloud Computing and Database Management, vol. 5, no. 1, pp. 13-16, Jan. 2024,
doi: 10.33545/27075907.2024.v5.ila.55.

J. Yick, B. Mukherjee and D. Ghosal, ‘Wireless sensor network survey,” Computer Networks,
vol. 52, no. 12, pp. 2292-2330, Aug. 2008, doi: 10.1016/j.comnet.2008.04.002.

D. Mills, ‘Internet time synchronization: the network time protocol,” IEEE Transactions on
Communications, vol. 39, no. 10, pp. 1482-1493, Oct. 1991, doi: 10.1109/26.103043.

D. Bandyopadhyay and J. Sen, ‘Internet of Things: Applications and Challenges in Tech-
nology and Standardization,” Wireless Personal Communications, vol. 58, no. 1, pp. 49-69,
Dec. 2011, doi: 10.1007/s11277-011-0288-5.

J. Lin, W. Yu, N. Zhang, X. Yang, H. Zhang and W. Zhao, ‘A Survey on Internet of Things:
Architecture, Enabling Technologies, Security and Privacy, and Applications,” IEEE Internet
of Things Journal, vol. 4, no. 5, pp. 1125-1142, Oct. 2017, doi: 10.1109/JI0T.2017.2683200.

M. Has, M. Kusek and I. P. Zarko7 ‘Evaluating Secure Variants of the MQTT Protocol on
Resource-Constraint Devices for Precision Agriculture,” in 2023 17th International Confer-
ence on Telecommunications (CONTEL), doi: 10.1109/CONTEL58387.2023.10199102, 2023,
pp. 1-7.

S. Shapsough, F. Aloul and I. A. Zualkernan, ‘Securing Low-Resource Edge Devices for

IoT Systems,” in 2018 International Symposium in Sensing and Instrumentation in IoT Era
(1SSI), doi: 10.1109/ISS1.2018.8538135, 2018, pp. 1-4.

28


https://www.sciencedirect.com/science/article/pii/S2542660518300805
https://iot-analytics.com/number-connected-iot-devices/
https://ieeexplore.ieee.org/document/7123563
https://ieeexplore.ieee.org/document/6740844
https://ieeexplore.ieee.org/abstract/document/1094702
https://www.sciencedirect.com/science/article/pii/S1574013720304123
https://dl.acm.org/doi/10.1145/3427921.3450253
https://onlinelibrary.wiley.com/doi/abs/10.1002/spe.3329
https://www.sciencedirect.com/science/article/pii/S1574013720304123
https://www.computersciencejournals.com/ijccdm/archives/2024.v5.i1.A.55
https://www.mdpi.com/1424-8220/22/3/927
https://ieeexplore.ieee.org/document/103043
https://doi.org/10.1007/s11277-011-0288-5
https://ieeexplore.ieee.org/document/7879243/
https://ieeexplore.ieee.org/document/10199102
https://ieeexplore.ieee.org/document/8538135

David Wells Security and Performance in Edge-Cloud IoT

[18]

[19]
[20]

[21]

[22]

[23]

[24]

V. Seoane, C. Garcia-Rubio, F. Almenares and C. Campo, ‘Performance evaluation of CoAP
and MQTT with security support for IoT environments,” Computer Networks, vol. 197, Oct.
2021, doi: 10.1016/j.comnet.2021.108338.

J. Zobel, Writing for Computer Science. London: Springer, 2014.

S. R. Council, Good Research Practice 2024, vr.se, 2025. [Online]. Available: https ://
www . vr . se/english/analysis/reports/our-reports/2025-07-03-good-research-
practice-2024.html. (accessed 2025-12-17).

S. Ingenjorer, Hederskodez, sverigesingenjorer.se, 2025. [Online]. Available: https://www .
sverigesingenjorer.se/om-forbundet/organisation/hederskodex/. (accessed 2025-12-
17).

Z. Fang, H. Fu, T. Gu et al., ‘IOTA: A Framework for Analyzing System-Level Security of
IoTs,” in 2022 IEEE/ACM Seventh International Conference on Internet-of-Things Design
and Implementation (IoTDI), doi: 10.1109/T0TDI54339.2022.00017, 2022, pp. 143-155.

T. K. Boppana and P. Bagade, ‘Security risks in MQTT-based Industrial IoT Applications,’
in 2022 IEEE International Conference on Omni-layer Intelligent Systems (COINS), doi:
10.1109/COINS54846.2022.9854993, 2022, pp. 1-5.

L. Malina, P. Dobias, P. Dzurenda and G. Srivastava, ‘Quantum-Resistant and Secure MQTT
Communication,” in Proceedings of the 19th International Conference on Availability, Reli-
ability and Security, doi: 10.1145/3664476.3670463, 2024, pp. 1-8.

29


https://www.sciencedirect.com/science/article/pii/S1389128621003364
https://www.vr.se/english/analysis/reports/our-reports/2025-07-03-good-research-practice-2024.html
https://www.vr.se/english/analysis/reports/our-reports/2025-07-03-good-research-practice-2024.html
https://www.vr.se/english/analysis/reports/our-reports/2025-07-03-good-research-practice-2024.html
https://www.sverigesingenjorer.se/om-forbundet/organisation/hederskodex/
https://www.sverigesingenjorer.se/om-forbundet/organisation/hederskodex/
https://ieeexplore.ieee.org/document/9797446
https://ieeexplore.ieee.org/document/9854993
https://dl.acm.org/doi/10.1145/3664476.3670463

