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Abstract

Deepfake technology, powered by advanced AI, enables the creation of highly realistic
but entirely synthetic audio, video, and image media. While this technology has
legitimate applications, it also poses significant security risks. This thesis provides
a comprehensive structured literature review and analysis of the risks associated
with deepfake technology and critically examines the challenges in currently available
detection methods. The study categorizes the main risks into three main categories:
Dis- and Misinformation and Manipulation, Identity Theft and Fraud, and Privacy
Invasion and Blackmail. It also identifies critical challenges in detection methods
including technical limitations and privacy concerns. This thesis contributes to the
field by providing a clear understanding of the threat landscape associated with
deepfakes, identifying gaps in detection methods, and offering insights for future
research.

Keywords: deepfakes, detection, security risks, misinformation, privacy protection

i





Contents

Abstract i

1 Introduction 1
1.1 Background . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1
1.2 Scope and Limitations . . . . . . . . . . . . . . . . . . . . . . . . . . 2
1.3 Outline . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 3

2 Related Work 5
2.1 Historical Development of Deepfakes . . . . . . . . . . . . . . . . . . 5
2.2 Deepfake Risks and Detection Challenges . . . . . . . . . . . . . . . . 6

3 Method 9
3.1 Introduction . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 9
3.2 Research Questions . . . . . . . . . . . . . . . . . . . . . . . . . . . . 9
3.3 Methodology Overview . . . . . . . . . . . . . . . . . . . . . . . . . . 10

3.3.1 Literature Collection and Selection Process . . . . . . . . . . . 10
3.3.2 Literature Analysis and Comparison Strategy . . . . . . . . . 14

4 Results and Analysis 15
4.1 Identified Security Risks of Deepfake Technology (RQ1) . . . . . . . . 15

4.1.1 Dis- and Misinformation and Manipulation . . . . . . . . . . . 15
4.1.2 Identity Theft and Fraud . . . . . . . . . . . . . . . . . . . . . 16
4.1.3 Privacy Invasion and Blackmail . . . . . . . . . . . . . . . . . 17

4.2 Identified Challenges in Current Deepfake Detection Methods (RQ2) . 18
4.2.1 Technical Limitations of Detection Methods . . . . . . . . . . 18
4.2.2 Privacy Concerns in Detection Techniques . . . . . . . . . . . 19

4.3 Synthesis of Findings and Key Insights . . . . . . . . . . . . . . . . . 19

5 Discussion 21

6 Conclusions and Future Work 25

References 27

iii





Chapter 1

Introduction

In March 2022, during the height of the Russia-Ukraine war, a manipulated video
started surfacing on Meta and YouTube depicting Ukrainian president Volodymyr
Zelensky urging his soldiers to lay down their weapons and surrender to the Russians
[28, 31]. Although quickly debunked as a deepfake; an artificially generated video
created using deep learning technologies, the clip briefly spread like wildfire through
social media platforms causing raised concern for the power of simulated media to
influence public opinion and disrupt political stability. This incident highlighted the
growing security threat that is posed by deepfake technologies, which have evolved
rapidly in capability, sophistication and availability. As deepfakes become harder to
detect and more convincing to the human eye, they present a real risk to individuals,
institutions, and societies worldwide. This thesis examines the security challenges
posed by deepfake technologies, evaluates the challenges current detection methods
face, and discusses the possibility of mitigating such associated risks.

This thesis uses a structured literature review to answer specific research ques-
tions, meant to achieve the main objectives and aims of the paper. To do so, the
thesis must first establish the background and historical context of deepfakes, ex-
plaining how the technology evolved from its creation to the rising cyberthreat it is
today. It needs to also investigate the detection technologies which has evolved in
defense to these growing threats, focusing on how well such technologies adapt in
real-life environments rather than in laboratory assessments. By creating a thorough
investigation into the threat landscape of deepfakes, the thesis is also able to com-
paratively analyze themes and challenges and put into perspective the risks against
detection techniques. This is done in an effort to even further deepen the understand-
ing of the overall risks of deepfake technologies and their implications on society as
a whole.

1.1 Background

Deepfake is a term which was coined in 2017 by a ’Redditor’ (a user on the social
media platform Reddit) named Deepfakes who created a Reddit discussion forum (a
so called subreddit: “r/deepfakes”) about artificially generated pornography [30]. On
this subreddit, the user Deepfakes released source code for the machine learning tool
that was used to create fake pornography of movie stars and actresses, as well as the
actual deepfakes themselves and soon enough others started joining in. Journalist
Samantha Cole, writer (at the time) for Vice media discovered this new phenomenon
and was the one to report it to the world [24]. Couple weeks later Reddit shut down
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2 Chapter 1. Introduction

the forum for “involuntary pornography” and changed its policy to prevent further
uses of this technology. At this point, people had already gotten enough of the source
code to start making their own tools and softwares.

Even though the phrase was coined over eight years ago, the definition still varies
from source to source. Whilst some keep a neutral definition such as the Cambridge
Dictionary, focusing on the function of the technology rather than its applications: “a
video or sound recording that replaces someone’s face or voice with that of someone
else, in a way that appears real” [8]. Others mean deepfake should be defined to
specify when the technology is used with malicious intent-as per Merriam-Webster’s
online dictionary definition: “an image or recording that has been convincingly al-
tered and manipulated to misrepresent someone as doing or saying something that
was not actually said or done” [18]. Both these definitions are quite lacking in con-
text and possible application. Is it no longer deepfake when the entirety of the media
is simulated? Do funny but realistic face filters on social media count as deepfake?
Where does the extent of definition begin and end? Nina Schick provides what she
considers to be her own definition in Deepfake the coming infocalypse as a synthetic
media that is either manipulated or wholly generated by AI and used maliciously as
dis- or misinformation [24]. In this thesis the word deepfake will also be primarily
used in this definition. This is done in order to separate synthetic/simulated media
used for educational or entertainment purposes from media manipulated or generated
for malicious intent.

Deepfake is a deep learning technology which emerges from a long history of
media manipulation and photography editing [24]. The deep learning methods most
prominently used in deepfake technology today come from Ian Goodfellow’s invention
Generative Adversarial Networks (GANs) [6, 23, 24, 30]. These work by using two
neural networks (an Artificial Intelligence method which teaches computers to process
data in a way that is inspired by the human brain [1]) in a competitive manner. One
neural network becomes the generator and the other one becomes the “discriminator”
and work through race conditions, one always trying to beat the other [6,24,30]. The
generator creates fake images using an encoder and a decoder whilst the discriminator
authenticates the newly generated images, and when it finds that the generated image
is synthetic the generator is provided that data and is later trained on it to improve,
which is one of deepfake technologies more impressive feats; it can continuously self-
optimize and improve [6].

There are many different deepfake types, which each then come with their own
set of security risks and threats. This includes “face-swapping” video (or fully syn-
thesized videos), audio generation, and text synthesis [6]. Even within these types
of deepfakes, the technology can easily cross over from “one side” to another, such as
generating video through audio as in the case of one project where researchers were
able to synthesize high quality realistic video of former President Barack Obama
from audio collected from his weekly address footages [25].

1.2 Scope and Limitations

This thesis will be handling themes within computer security and artificial intelli-
gence, with a specific focus on deepfake technologies and the risks they pose. The
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study narrows in on two central aspects: the security threats associated with deep-
fakes and the challenges involved in detecting and preventing them. It will focus
on literature study and analysis rather than any attempt to develop or implement
a detection algorithm, nor does it involve experiments, testing or user studies. This
also means that the thesis will only touch upon specific detection methods from
any technological perspective and will omit thorough independent analysis of the
techniques behind it. It is done in an effort to have a more broad and inclusive
perspective and include many detection methods whether they are based on Deep
Learning, Machine Learning or Statistical Measurements, rather than focusing on
only one type. Machine Learning is a very broad technological field which includes
the techniques employed by deepfake detection methods and in order to successfully
give the reader an understanding of the challenges it presents, this thesis will not
focus on explaining the internal workings or architectural differences of models such
as CNNs, RNNs, or transformers. Instead it will emphasize the challenges and limi-
tations of these methods as they are identified and discussed in the literature itself.
This allows for a broader analysis that captures trends and gaps in the field without
being constrained by low-level technical detail.

Instead of any experimental or implementation practices, the thesis will discuss
on a theoretical basis with a structured literature review and comparative analysis
of existing tools, technologies and methodologies discuss on a theoretical basis the
strengths and challenges of these, and what risks deepfake technologies pose. In-
cluded in the scope of the thesis there will also be an examination of the ethical and
societal implications of deepfake misuse. To keep the study as modern as possible-
trying to limit the risk of discussing outdated methodologies or research-the study
will be limited chronologically as well, keeping all literature and information no older
than 2020 (except for when discussing historical concepts and references).

The goal of the thesis is to deepen the understanding of the risks posed by deep-
fake media and to identify key challenges and gaps in current detection methods.
Two main research questions will be used to guide the study: (1) What are the
most significant risks and security threats caused by deepfake technology? and (2)
What are the key challenges in current deepfake detection methods, and can they be
mitigated?

1.3 Outline

The thesis structure primarily follows the titles in the table of contents and will go
as follows:

• Chapter 1 will consist of an introduction that includes background and scope,
providing the necessary history and context on deepfakes.

• Chapter 2 will summarize and contextualize related works, placing this thesis
in perspective to other works and what necessity this thesis serves.

• Chapter 3 will discuss the methodologies followed to study and review the
literature, defining research questions and methods and why these are used.
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• Chapter 4 will identify risks with deepfakes and their potential security and
societal risks including technical, practical, and ethical challenges, as well as
identify and analyze key challenges in detection and prevention methods.

• Chapter 5 will bring the identified risks and key challenges into discussion and
what the results in the previous chapter mean. This whilst also broadening the
discussion with the societal, legal, and ethical implications of deepfakes.

• Finally, Chapter 6 will conclude the thesis by summarizing the key findings
and major points of the study, reflecting on the defined research questions and
also suggesting possible directions for future work.



Chapter 2

Related Work

This chapter reviews existing research and literature on deepfake technologies, fo-
cusing on three main areas: the development and evolution of deepfake technology,
the security threats and risks of deepfake technology, and challenges with current
detection methods. The aim is to provide a structured overview of the state of the
field and to situate this thesis in relation to prior work.

2.1 Historical Development of Deepfakes

In Deepfakes The coming infocalypse [24] Nina Schick explains how deepfakes came
about, starting from early VFX creations for movies and entertainments all the way
to the more modern uses more common today (such as software platforms for face
swapping like DeepFaceLab and Face Swap). Throughout the book she continues to
explain the history of deepfakes and how “we got here” to emphasize the importance
of understanding the risks of the technology. As this book is one of the earlier works
on this subject, Schick also stresses the importance of using the term correctly, and
that even if some definitions don’t include the malicious nature of this technology that
it should be used only for when speaking of harmful synthetic media with malicious
intent (whether to spread mis- /disinformation or to cause another person harm).
Towards the end of the book Schick discusses the potential to combat the (as she
calls it) “coming infocalypse”, spearheaded by deepfakes, but only on a theoretical
level. As this book ages, the content does become slightly outdated technologically,
the logic however remains relevant. This thesis will build on the work of Schick in
order to modernize but also improve the content as well as highlight more modern
problems.

Can Yavuz writes in A multidisciplinary look at history and future of Deepfake
with Gartner Hype Cycle [30] a detailed history of deepfakes whilst putting it into
perspective against the Gartner Hype Cycle to attempt to speculate on the devel-
opment and technology adoption of deepfake. Throughout historical explanations,
Yavuz tries to separate the “overhype” from the “actual reality”. Even though Yavuz
admits it is difficult to pinpoint which of the five states (“Innovation Trigger”, “Peak
of Inflated Expectations”, “Trough of Disillusionment”, “Slope of Enlightenment”, and
“Plateau of Productivity”) that deepfake as a technology is situated in, he does men-
tion how deepfake technology is meant to mature (reach the final stage: “the plateau
of productivity”) within 11-17 years. This thesis will in part build upon the work of
Yavuz but also critique the “lightheartedness” of the security concerns, attempting to
take into consideration the damage deepfakes can cause before it’s “hype” dies down.
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6 Chapter 2. Related Work

2.2 Deepfake Risks and Detection Challenges

Tao Zhang writes in Deepfake generation and detection: a survey [32] about deepfake
generation and detection, touching on the history of deepfakes but primarily focusing
on generation by giving a proper background on machine learning and deep learning
methods. Zhang stresses the importance of ability to distinguish synthetic medias
from real ones, and criticizes the lack of high quality datasets and standardized
benchmarks. The subject Zhang brings up is relevant to this thesis as it builds on
Zhang’s critiques but also fills gaps in challenges Zhang excludes from the paper
regarding deepfakes, such as societal and ethical ones.

Nicolas M. Muller et al. identified and explains in Does Audio Deepfake detec-
tion generalize? [20] huge weaknesses in deepfake audio detection models and devel-
oped their own dataset of “in-the-wild” audio recordings to mitigate this weakness.
They found that the ability of the tested models to detect audio deepfakes had been
overestimated, and preformed worse with the new produced dataset, some models
degenerating to the point of becoming a guessing machine. This article will show to
the purpose of this thesis, how many issues and risks of deepfakes are grossly un-
derestimated and the importance of researching this subject to identify overlooked
weaknesses and challenges.

Ruben Tolosana et al. did a thorough investigation in the paper DeepFakes Evo-
lution: Analysis of Facial Regions and Fake Detection Performance [27] of deepfake
detection methods and their accuracy results, testing against different databases (1st
generation and the newest 2nd generation datasets). They did robust testing, not
only on common detection practice of using detection tool on the entirety of the
face, but also on facial regions such as eyes, nose, lips and “rest”. With significant
improvements in realism of 2nd generation of deepfakes, their experiments yielded
poor results reiterating the importance of increased robustness needed for deepfake
detection. The eyes proved to be the most useful facial region to detect deepfakes on,
but the results still leave much to be desired. This thesis will compare these results
with other papers in order to find if these results still represent modern detection
tools from today. As R. Tolosanas et al. paper ages, it is necessary to put into a
more modern perspective whether or not the same challenges for deepfake detection
still applies today.

Xinfeng Li et al. [17] introduce a new technology in the paper SafeEar: Content
Privacy-Preserving Audio Deepfake Detection called SafeEar, an audio deepfake de-
tection tool meant to effectively detect synthetic audio media whilst still preserving
speech content privacy. This tool builds on a technology which separates semantic
and acoustic information, safekeeping user content privacy which adress a critical
privacy concern that is often overlooked in traditional detection methods. SafeEar
shows how existing detection methods can be enhanced through innovative solutions
that account for both effectiveness in improvement and privacy. This technology is
a great example of researchers finding weaknesses in current detection methods and
filling the gap with novel concepts. The thesis will draw inspiration from such con-
tributions by identifying technical shortcomings in state-of-art detection methods as
well as the ethical and practical challenges associated with their deployment.

MD Shohel Rana et al. provides a systematic review in Deepfake detection: A sys-
tematic literature review [23] of 112 relevant articles on deepfake detection published
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between 2018 and 2020. The categorize detection methods into 4 different types:
deep-learning based, classical machine learning based, statistical, and blockchain-
based techniques. They found that deep-learning techniques, specially CNNs, domi-
nate the field by showing superior accuracy and robustness across different datasets
such as Faceforensics++. The study also thoroughly detail the experimental pipelines
used in the research, highlighting the different steps such as data collection, model
evaluation etc. It is important to note the review identified a lack of standardized
evaluation frameworks and inconsistencies in datasets. This work is particularly valu-
able for its in-depth comparison of models and for outlining practical guidelines for
future research. The study supports the continued use of deep learning as a promis-
ing direction but also calls for development of unified benchmarks and methodologies
to ensure more reliable comparisons. This makes this work highly relevant as it offers
broad overview of current detection strategies and their limitations, supporting the
thesis’s focus on identifying security weaknesses in detection methods. The paper
also aligns with this thesis’s goal of mapping gaps in the field, specifically regarding
dataset standardization and the potential overreliance on deep learning models.

The guide OWASP Top10 for LLM - Guide for Preparing and Responding to
Deepfake Events [16] provided by Rachel James and Bryan Nakayama, is a compre-
hensive document meant to: “provide a guide that is resilient to evolving deepfake-
enhanced threats by applying fundamental security principles” [16]. This guide does
successfully provide good security responses in accordance to specific frameworks.
It goes through assessment of dangers and incident responds plans, and even step-
by-step instructions for specific probable incidents with a “post-incident activity”
specification at the end of each plan. As great as it sounds, this is done in a purely
organizational perspective, only discussing threats for organizations and big compa-
nies completely omitting private or even societal risks. Doing so makes this entire
document a “how to save your company from fraud” guide. This is a fantastic use for
companies of course, and in certain cases that will be discussed in the thesis, if the
company employed these strategies it would have most likely saved these companies
thousands and millions of dollars. This thesis aims to carry a much wider perspective
when discussing deepfake risks and security threats, expanding on the very closed
perspective this guide carries. The thesis also intends to generally carry a different
perspective, where it isn’t intended to provide with step-by-step responses to deep-
fake incidents but rather provide foundational and theoretical knowledge which can
help improve the field by allowing for broader understanding of the threat landscape.
Rather than offering incident-specific protocols, this thesis focuses on mapping the
underlying challenges and vulnerabilities that enable deepfake threats to propagate.





Chapter 3
Method

3.1 Introduction
The purpose of this thesis is to explore the risks associated with deepfake technology
and to evaluate the effectiveness and limitations of current detection and prevention
methods. To guide this literature study, two research questions have been formulated.
These questions are based on the overall aim of understanding the threat landscape
as well as the technical challenges faced by researchers and practitioners in the field
of deepfake detection and prevention.

3.2 Research Questions
In order to accomplish this, the following research questions were defined:

1. What are the most significant risks and security threats caused by deepfake
technology?

2. What are the key challenges in current deepfake detection methods, and can
they be mitigated?

The first research question focuses on identifying and categorizing the primary dan-
gers (risks and security threats) that deepfake brings to individuals, organizations
and society. This will include concerns such as dis- and misinformation, identity
fraud, political manipulation, blackmail, and the degradation of trust in digital me-
dia. By studying existing literature and papers, this thesis aims to establish how
deepfake threats are evolving and in which contexts they are the most dangerous.

The second research question intends to broadens the information identified by
the previous research question, evaluating the current state of detection technologies
and methods whilst highlighting their strengths, and identifying their limitations. It
also intends to identify common challenges, such as generalization across datasets,
robustness against adversarial attacks, and privacy-related tradeoffs. The point is to
find where detection and prevention methods fall short and discuss possible mitiga-
tion of these issues.

With these question, the study can provide a structured framework which aligns
with the theoretical and analytical focus of the thesis whilst allowing for a discussion
that is both critical and reflective of the current state of the field. They are designed
to be open-ended in order to allow for a comprehensive analysis, rather than a short
binary answer.
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10 Chapter 3. Method

3.3 Methodology Overview

Given the theoretical and analytical nature of this thesis, a research approach based
on a structured literature review (SLR) has been chosen. This study will not involve
any experimental implementation, technical development or user studies. Instead,
the focus is on identifying and analyzing existing research, technologies, and method-
ologies relevant to security threats posed by deepfakes and the challenges in detecting
them. To align with the scope of the thesis, the study will emphasize modern aca-
demic discourse over empirical testing. Excluding own experimental implementation,
the study can focus on delving deep into the available technology and creating a com-
parative analysis.

This approach was motivated by the rapidly evolving nature of deepfake tech-
nology and the quick growing number of publications addressing its risks and coun-
termeasures. In the very beginning of writing the thesis (February 2025) there were
approximately 1017 results on (specifically) ACM Digital Library when searching the
term “deepfake”, but only 2 months later there were already 1129 results when search-
ing with the same term and no filters only on ACM Digital Library. A literature-based
method enables a broad but in-depth investigation of the field, offering a well-rounded
understanding of both the technical and societal aspects. By analyzing results from
a variety of studies including technical papers, survey articles, and implementation
reports, the thesis aims to form a comprehensive view of the current landscape.

The research will be guided by two central research questions, as defined in Sec-
tion 3.2. These questions structure the selection, review, and interpretation of rel-
evant works. The first question focuses on identifying critical security threats as-
sociated with deepfakes and categorizing them whilst the second research question
examines the key weaknesses of detection methods and explores possible mitigation
strategies or improvements. A literature study allows for analysis of multiple sources
and viewpoints, which is especially valuable when addressing complex issues such as
those posed by synthetic media.

Mentioned alternative methods such as experimental testing or prototype devel-
opment were considered but eventually excluded due to the scope and nature of
the thesis. Such approaches require extensive research of datasets, computational
resources as well as testing infrastructures that fall outside the constraints and limi-
tations of this project. Specifically, they would remove focus away from the intended
analytical and comparative aim and objectives. A literature review therefore allows
for better research of the subject and creating a deeper understanding of the risks
brought by deepfake technology. This method was therefore deemed the most ap-
propriate and effective method to answer the research questions within the given
timeframe.

3.3.1 Literature Collection and Selection Process

The literature used in this thesis was collected through a structured and systematic
process to ensure: relevance, credibility, and alignment with the defined research
questions from Section 3.2 [33]. The selection process focused on identifying peer-
reviewed academic publications, technical survey articles, and other academic sources
discussing: deepfake generation, detection, associated risks, and societal implications.
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During the collection phase, it was important to try to include all combinations of
related search phrases or keywords to avoid bias. Another way to avoid bias was
to avoid relying on one or two sources, using several repositories to ensure a proper
search. Searches were primarily conducted using well-established academic databases
and digital libraries including:

• CORE

• SCOPUS

• ACM Digital Library

• arXiv.org

• Google Scholar

• IEEE Xplore

• ScienceDirect

• SpringerLink

Search terms were selected based on the two research questions, using keywords
included in the different questions: “deepfake detection”, “deepfake risks”, “deepfake
threats” etc. It was also effective to use ‘AND’ or ‘OR’ terminology and combining
with the search terms to tailor the search results and filter through the results even
more effectively. The table below shows the search strings used during the literature
review, categorized by the two research questions. Combined Boolean expressions
were employed to ensure comprehensive coverage of each individual term.

Table 3.1: Search strings categorized by research question

Research
Question

Search String

RQ1 "deepfake risks"
RQ1 "deepfake threats"
RQ1 "deepfake security"
RQ1 "deepfake challenges"
Sring 1 "deepfake" AND ("risks" OR "threats" or "security" OR

"challenges")
RQ2 "deepfake detection"
RQ2 "deepfake prevention"
RQ2 “deepfake detection challenges”
RQ2 "deepfake limitations"
String 2 "deepfake" AND ("detection" OR "prevention" OR "detec-

tion challenges" OR "limitations")
String 3 "deepfake"

To maintain as current and relevant perspectives as possible, majority of sources
included in the thesis were published between 2020 and 2025, except for where older
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works were deemed necessary for historical context. This time constraint is meant to
reflect the fast-evolving nature of the field and ensures findings and discussions re-
main applicable to the state-of-the-art technology. Besides having a time constraint,
it was also important to create inclusion and exclusion criteria to assist in select-
ing literature relevant to the research questions. The sources gathered throughout
the process—which were then placed against the criteria—were collected between
February 2025 and May 2025. The inclusion criteria were as follows:

• Relevance to one or both research questions.

• Search phrases are part of the title or abstract or keywords. (Some works can
be included if the work mainly dealt with Deepfake even without mentioning
related phrases in the title, abstract or keywords).

• Peer-reviewed or widely cited academic work

• Published in English

Whilst exclusion criteria included the following:

• Non-academic or marketing-oriented sources lacking scientific rigor

• Duplicate studies or short insubstantial articles

• Papers with minimal citation history or unclear methodology (specifically in
case of arXiv preprints)

• As the primary objective of this thesis is to study image (picture or video) and
audio manipulation/generation, work focused on text manipulation analysis is
omitted.

After all criteria and limitations have sorted out the irrelevant literature, the final
set of literature was reviewed and categorized thematically to align with the structure
of the thesis. Key themes included detection technologies (e.g. CNN-based, signal-
based, privacy-aware methods), threat classifications (e.g. dis- or misinformation,
impersonation, blackmail), as well as broader ethical and societal issues. This the-
matic organization ensures that the literature was not only relevant but also allowed
for meaningful comparisons and synthesis in subsequent chapters. Figure 3.1 shows
the retrieval and screening process in a PRISMA-style flow diagram and the table 3.2
show the results of each respective search string after every step through the process.
The different columns represent the different steps: Screening consists of the sam-
ple size, After Initial Exclusion consists of the remaining papers after search filters
(chronological exclusion, search string in abstract, title, or keywords), After Final
Exclusion consists of remaining papers after reading and following the inclusion/ex-
clusion criteria, finally Included consists of all remaining papers which passed all
criteria and was deemed relevant and necessary for the structured literature review.
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Table 3.2: Search results for each search string:

Database Screening After Initial
Exclusion

After Final
Exclusion

Included

String 1 8821 1867 24 9
String 2 8726 2812 21 6
String 3 10 040 3516 45 15

Figure 3.1: PRISMA-style diagram of SLR process for literature selection (own il-
lustrations)
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3.3.2 Literature Analysis and Comparison Strategy

Once the relevant literature was collected, a thematic analysis was used to organize
and interpret the findings in a structured manner. This meant reading and catego-
rizing each source based on relevance to the different themes of the thesis, whether it
discussed the deepfake risks, the detection methods, prevention methods, or broader
societal and ethical concerns. These themes help with categorization, aligned with
the two research questions.

Each source was summarized, capturing its objective, methodology, key findings,
limitations, and its relevance to the thesis. Differences, similarities and other pat-
terns across papers were identified then grouped. Studies discussing, for example,
deepfake threats were compared based on the threat they highlighted (e.g. dis- or
misinformation, blackmail, impersonation), while detection studies were analyzed in
terms of their detection method, datasets used and performance limitations.

A comparative analysis was conducted to highlight key trends and differences
between different detection methods. This involved evaluating:

• Strengths and weaknesses of models

• Generalizability

• Resistance to adversarial manipulation

• Tradeoffs between accuracy, speed, and privacy

• Common evaluation metrics and their limitations

Some works introduced novel methods (such as privacy-preserving detection tool
SafeEar [17]) were studied more in detail to illustrate how they addressed gaps iden-
tified in other studies. When relevant, older sources were included to show the
foundations or evolution of the technology whilst contextualizing newer approaches.

Throughout the literature study, sources were also reviewed critically in order
to find gaps and weaknesses (and comparing them to other identified weaknesses
to identify if any are recurring through the literature). This included weaknesses
such ass lack of robustness, lack of diversity among dataset, or lack of privacy-
preservation. By combining thematic categorization and comparative analysis, this
strategy assures that the literature review did not only describe the existing work,
but instead evaluated it in relation to the research questions to accomplish the aim
and objectives of this thesis.



Chapter 4
Results and Analysis

The widespread availability of deepfake technology has introduced significant security
risks that extend across various categories, from personal privacy violations to large-
scale societal disruptions. This chapter will categorize and analyze the main security
risks associated with deepfake technology to provide a clear understanding of how
thse risks manifest and what makes them particularly dangerous.

4.1 Identified Security Risks of Deepfake Technol-
ogy (RQ1)

The identified risks and threats will be categorized based on the following themes:

• Dis- and Misinformation and Manipulation, meaning risks and threats caused
by using deepfake technology as a means of spreading incorrect information,
political propaganda, or fake news. This will mainly include risks and threats
of deepfakes in which the purpose of using such technology is not necessarily fi-
nancial gain, but rather to cause chaos and panic or in other ways manipulating
others for, possibly, some political interest.

• Identity Theft and Fraud, meaning deepfakes with the purpose of imitating a
specific person to accomplish some form of financial or malicious goal, such as
theft and fraud, or unauthorized access to sensitive data or information.

• Privacy Invasion and Blackmail, meaning risks and threats of deepfakes created
for “personal” gain, such as pretending to be a specific person, using a deepfake
of a Person A to gain information on a Person B, or fabricating scenarios to
manipulate or coerce individuals. This can include financial gain in the form
of blackmail, such as creating incriminating or humiliating deepfakes that can
harm a person’s reputation, career or life, in exchange for monetary payment,
favors, or silence.

4.1.1 Dis- and Misinformation and Manipulation

As mentioned earlier in Section 1.1, deepfakes can and have been used to spread
political disinformation as in the case of the video of Zelensky “surrendering” to
Russia [31]. This is a perfect example of the way deepfakes can be used to harm
political agendas (or benefit certain other countries politically). Deepfakes have been
exploited in the political sphere to create false videos or audio recordings of public
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figures making misleading statements or even engaging in inappropriate behavior. As
in this case, manipulated media of politicians can be used to spread false narratives,
influence public opinion or even destabilize governments. The Zelensky video was
however quickly removed off social media platforms as the video had low quality and
could be quickly noticed as a deepfake [2, 28].

This is not a rare or singular event. Even with state-of-the-art deepfake generation
methods, the algorithms still need data to train on, but when it comes to political pro-
paganda and disinformation campaigns the targets are usually going to be politicians
with multiple videos online [6,25]. These videos can include speeches, ceremonies, or
interviews, giving whatever generation method used significant amounts of training
data available. Looking at the case of former U.S president Barack Obama, already
back in 2017 researchers were able to generate a lip-sync video of Obama giving a
speech only from audio files [25]. Not only was it possible to generate videos of po-
litical figures based on audio files only but also from an even older technology called
Face2Face it was possible to have real-time facial reenactment using a webcam [26].

Today, not only is deepfake technology highly accessible [2,15] but the technology
has also significantly evolved. Compared to the synthesized video of Obama, which
required multiple hours for network training [25] on some of the (at the time) most
powerful computer components [21]. Now anyone can make convincing synthetic
content of any individual, politicians are no exception, and thanks to social media
and the world globalization, this content can spread across platforms like wildfire.
All it takes is a 3 second clip of someone’s voice for Microsoft’s AI VALL-E to
completely clone and imitate the voice [7]. With this technology readily available
to anyone, as it has already been shown to be exploited in the political sphere to
spread false narratives or influence public opinion, it can reach millions of users before
ever being identified as false [6]. Even if the content itself has been debunked, the
misinformation can have an ongoing influence as proven by the “continued influence
effect” [14].

Beyond direct political manipulation, deepfakes also pose a risk to the integrity
of news media. They can be used to fabricate interviews, stage fake events, or even
misrepresent individuals in a news context. Deepfakes can be especially harmful in
crisis situations, where rapid information flow can lead to confusion and fear as a
deepfake video of a government official announcing a false emergency could cause
widespread panic before the video is ever debunked [6, 10].

4.1.2 Identity Theft and Fraud

Another major category of security risks associated with deepfake technology is iden-
tity theft and fraud. Deepfakes can be used to impersonate individuals with an
unprecedented level of realism, creating the risk of many forms of deception, unau-
thorized access, and even financial crimes [10]. One of the most direct threats posed
by deepfake technology is the ability to impersonate a person’s voice or face with
high accuracy in real-time, whether that be video and conference calls or audio phone
calls. This has already been exploited in real-world cases such as that of a branch
manager in Hong Kong who was called by what sounded like the director of his par-
ent business, claiming they needed to authorize some transfers of approximately $35
Million for the company to make an acquisition [2, 5]. The branch manager, having
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no idea they had been fooled, began making the transfers.
The very first note of this type of scam occurred in 2019, when the CEO of an

unnamed UK-based energy firm believed they were on the phone with the CEO of
their German parent company, who was requesting the former to immediately trans-
fer €220,000 to a fraudulent account [2, 6, 13, 19]. These incidents demonstrate how
deepfakes can be weaponized for social engineering, bypassing traditional security
measures that rely on personal identification or voice recognition.

An even bigger and more sophisticated case of this type of scam happened in
February 2024, where an employee for an engineering firm (again based in Hong
Kong) was deceived into joining a video call with seemingly multiple staff members
and the company’s CFO [9,19]. Unfortunately, none of the people in the call (except
for himself) were real. The employee even had suspicions as the email regarding the
video call looked like a phishing scam, however, the employee agreed to remit almost
$26 million after joining the call and seeing the CFO and multiple colleagues they
had recognized [9].

These cases show how this threat affects organizations, but they can also affect
people on an individual level. Hong Kong police claimed (in February 2024) to having
made six arrests connected to such scams [9]. The police also reported eight stolen
Hong Kong identity cards, which had all been reported as lost by their respective
owners, were used to make 90 loan applications and register 54 new bank accounts
between July and September 2023 and in connection: on at least 20 occasions, deep-
fakes had been used to trick facial recognition programs by imitation of the people
pictured on said identity cards [9].

This type of scam affecting individuals can also occur through a “family factor” [2].
Using deepfake technology to create a voice clone of, for example, the child of a
“Person A”. Then by calling the parent “Person A” from a blocked number or even
using some form of spoofing technology to make it appear as if it is a call from the
phone number of the child, the child asks “Person A” for money and claims they are
in a dire financial situation or in some other form of danger. This could even be
video call if the attacker chose to create an entire deepfake avatar of the child (rather
than just a voice clone). The parent in distress, fearing for the safety of their child,
might choose to send the money to wherever the child asks without any idea that this
could be a scam. This exact attack was used against a Canadian family, resulting
in the family being robbed of $10,000 [2, 22]. This family is not the only family
that has been affected by the scam [22], the Royal Newfoundland Constabulary says
that through this scam at least eight senior citizens lost $200,000 combined over a
three-day period [12].

4.1.3 Privacy Invasion and Blackmail

Deepfakes as a technological phenomenon is inherently privacy invading. It cannot
“make a face out of thin air” and uses real human faces to train the models to
create faces or detect fake ones. But deepfakes can also be used against people in
a privacy invasive way. The same way that deepfakes were used to defraud families
of money in Newfoundland [2, 12, 22], the fraudsters could have easily instead used
such deepfakes to find out information about a specific person. Take for example
one “brother” calling his mother about “his” sister, asking for information about the
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girl, when in fact it could be someone using the voice of her brother to deceive the
mother. Could be a stalker wanting to find out her location or a jealous ex-boyfriend
wanting to know about the girl’s relationship status etc.

One of the most direct and infamous ways in which privacy can be violated
through deepfakes is the creation of non-consensual explicit and/or sexual con-
tent [4, 6]. By manipulating an individual’s resemblance without their consent, at-
tackers can invade personal privacy, cause psychological harm, and exploit victims for
financial gain. It is important to note the difference between pornographic deepfakes
and revenge pornography, the latter-according to Blancaflor, C. E. et al.-referring
to content which “[. . . ]shows private people performing personal things meant to be
kept private and not captured for public consumption or enjoyment” [4].

Deepfake pornography can be created through multiple deepfake generation meth-
ods, such as: Face-swapping, Voice synthesis, Body-swapping, and Synthetic media
creation [4]. Within these examples, it is only voice synthesis and synthetic media
creation which are purely generated content, whilst the rest use deepfake technology
to put someone’s attributes onto a recorded someone else. Deepfake pornography
can still be used in the concept of revenge as an attack in response to an event, as
were the case with an Indian female journalist Rana Ayyub who was the victim of a
deepfake pornographic revenge video, after publishing a controversial report [6].

This type of deepfake can also be used against victims with the intent of receiving
ransom. The attacker would create deepfake porn of the victim to use against them,
threating to release the footage unless the victim pays a certain sum to the attacker.
It is also probable that an attacker could use this strategy in order to extort the
victim for any other reason, where the attacker would not release the footage in
exchange for the victim; releasing a specific piece of information, to keep silent (not
reporting a crime or refraining from testifying in a trial), or for favors (sexual or
other).

Another way deepfakes can be a risk for privacy invasion is in deepfakes being
used for actual invasion of privacy. Using deepfake to bypass human biometric locks
(FaceID, voice recognition) could allow an attacker access to anything using this form
of protection, such as smartphones [6]. This has already been occurring as mentioned
earlier in Hong Kong [9].

4.2 Identified Challenges in Current Deepfake De-
tection Methods (RQ2)

While significant progress has been made in developing detection methods for deep-
fakes, these methods continue to suffer from several critical challenges. Through
categorization, this segment is able to analyze the main challenges identified in the
literature, highlighting the technical and practical challenges which undermine the
effectiveness of deepfake detection technologies.

4.2.1 Technical Limitations of Detection Methods

Even though many detection methods have risen in urgent response to the emerging
threat that is deepfakes, detection is still a big challenge. One of the main challenges
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lies in rapid evolution of deepfake generation methods causing detection methods to
quickly become outdated and ineffective, of course, with the evolution of generation
methods, detection methods will subsequently follow. Accuracy for current detection
methods is however still low, and if new generation methods emerge or current ones
become even more advanced and realistic, accuracy will continue to decrease [32].
Current detection methods are also shown to be vulnerable to black-box [3] and
white-box attacks, conditional diffusion models [29] and adversarial patch attacks
[32], all of which can reduce the detection accuracy down to 0.

The most common current deepfake detection methods are based on deep learn-
ing methods which require large-scale datasets for training and testing [32]. Unfor-
tunately, current datasets are lacking in diversity and size, causing models to fail
to detect deepfakes created through newer or more advanced generation methods.
Detection methods also achieve high accuracy when tested on the same datasets they
were trained on, giving a false sense of security as the same methods are likely to fail
in real-world scenarios [32].

There is also an issue in the lack of standardized benchmarking. Assessments exist
but because there is no standardized or uniform deepfake detection benchmark to
follow, current datasets consist of media with different resolutions, different lengths,
lack of diversity, and lack of “in-the-wild” data [10,20,32].

4.2.2 Privacy Concerns in Detection Techniques

In addition to technical limitations, many existing deepfake detection methods raise
significant privacy concerns. These arise because detection methods often rely on an-
alyzing sensitive biometric data, such as facial features, voiceprints or even behavioral
patterns. The use of such data can conflict with user privacy rights (such as GDPR
or NIS2), especially when collected without user consent [19]. To address these con-
cerns some researchers have explored privacy-preserving detection techniques, such
as SafeEar [17]. This is however, possibly the first of its kind, but demonstrates that
it is not only possible to balance detection method accuracy and privacy but also
beneficial as it (in this case) adds a layer of protection against adversarial attacks [17].

4.3 Synthesis of Findings and Key Insights

The analysis in Sections 4.1 and 4.2 reveals a clear connection between the most
critical risks posed by deepfake technology and the challenges of detection methods.

When it comes to Dis- and misinformation and Manipulation, deepfakes can be
used to spread false information and manipulate public perceptions, specifically in
political or even crisis situations. This risk becomes even more severe with the lack of
effective and trustworthy detection models, as these technologies often can struggle
with false positives and false negatives as well as detection of “in-the-wild” synthetic
media [10]. Another challenge deepfake detection faces in these situations is the so-
called “continued influence effect” meaning that even if a detection model is able to
correctly detect a deepfake, the damage may already be done making it harder to
either stop the spread of the misinformation or stop people from believing it [14].
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This means that even when detection tools are deployed (whether they successfully
identify deepfakes or not), they may be ineffective in countering the misinformation.

The ability of deepfake technology to convincingly impersonate individuals has
enabled people with malicious intent to commit various forms of fraud, including
social engineering and financial scams. Detection methods designed for visual deep-
fakes are often ineffective against “in-the-wild” deepfakes [10], and applies equally
true to audio detection models against voice cloning [20]. As this is a very novel
form of scam, few companies or private individuals are using any form of deepfake
detection tools on their devices, making them vulnerable to these social engineering
scams.

Identity theft and Fraud as a category share many similarities with the Privacy
invasion and Blackmail category as well. In this chapter, the choice to separate them
has been based on their general intent. Identity theft and fraud specify deepfakes
which are meant to imitate a person to get something from another person (financial
extortion or otherwise), whilst Privacy invasion and blackmail primarily focus on
deepfake meant to imitate a person and get something from or do something to that
same person. One of the most infamous examples is deepfake pornography used to
create non-consensual explicit content of a person for blackmail or harassment. De-
tection methods capable of identifying such content may require access to sensitive
biometric data [17], raising significant privacy concerns, meaning detection tools as
these may themselves pose privacy risks. These deepfakes also cause the risk of facing
the same challenge of the “Continued Influence Effect” [14], as deepfakes meant to
spread disinformation. As pornography is typically seen as negative, creating deep-
fake pornography of another person is a means to humiliate them, causing damage
to their reputation, career or even relations [4] leading to this effect having long term
consequences whether the pornography has been confirmed to be deepfake or not.

From this analysis, several key insights become apparent. The risks posed by
deepfake technology are diverse and severe, affecting individuals as well as organi-
zations and society as a whole. However, detection methods are currently unable
to fully mitigate these risks due to a combination of technical, ethical and practical
limitations. These areas where risks are most critical (categorized as Disinformation,
Identity theft, blackmail) are also the areas where detection tools are least effective.
For example, while disinformation is a major threat, detection tools suffer from low
accuracy making it susceptible to false positives and generalization issues [11, 20],
limiting their ability to combait it effectively.

Privacy-preserving detection methods, such as SafeEar [17], demonstrate a possi-
bility to prioritize privacy without neglecting detection accuracy whilst also increas-
ing protection against adversarial attacks [17]. These methods are, however, still
incredibly rare (as this is one of the first of its kind and was released in 2024) as
most current tools prioritize accuracy over privacy protection. But as these results
prove, accuracy still leaves much to be desired.



Chapter 5
Discussion

This chapter provides a critical discussion of the Results and Analysis connecting
back to the research questions first defined in Section 3.2:

1. What are the most significant risks and security threats caused by deepfake
technology? (RQ1)

2. What are the key challenges in current deepfake detection methods, and can
they be mitigated? (RQ2)

In the Chapter Results and Analysis the security risks and threats identified were
categorized into 3 categories: Dis- and misinformation and Manipulation, Identity
theft and Fraud, and Privacy invasion and Blackmail. Within each of these sections
there were multiple examples of risks and security threats found, some which could
easily match multiple of the categorizations depending on the perspective. But as
the first research question asks: “What are the most significant risks and security
threats[. . . ]?”, it is important to put into perspective which threats pose a greater
risk to the individual, the organizations or society as a whole.

Firstly, it is important to note that any consequences of deepfake technology
that couldn’t cause harm (to either individual, organization, or society) has been
excluded from the thesis. This was done in order to comply with the scope of
the thesis and to ensure the thesis would answer the research question. However,
cyberbullying using deepfake has also been excluded, something which most certainly
could cause harm to an individual or organization (i.e. a school). This was done
as cyberbullying is in of itself a threat, and something which can be done not by
deepfakes but rather with deepfakes. Cyberbullying is a completely independent
issue which can employ multiple tactics, deepfakes being one of them, but deepfakes
haven’t necessarily made it easier to cyberbully. Some of the mentioned threats of
deepfakes, such as non-consensual explicit synthetic media, could on the other hand
be used for cyberbullying, but then should be categorized either by Identity Theft
and Fraud or Privacy Invasion and Blackmail depending on the context.

One of the most significant and widely recognized risks of deepfake technology is
its potential to spread disinformation and manipulate public opinion. The ability to
create highly realistic fake videos or audio recordings allow for malicious actors to
fabricate speeches, stage fake events, or misrepresent publicly recognized individuals
(celebrities or politicians) in ways difficult to detect. This risk is particularly severe
in the context of political disinformation, where deepfakes could be used to spread
false narratives, undermine public trust, or even disrupt democratic processes (such
as elections). However, this is a risk that can be (attempted to be) mitigated by other
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strategies rather than only through deepfake detection technologies. For example,
the misrepresented individual could use social media platforms to release statements
claiming whatever deepfake had been released to be false, clearing up any confusion
caused by this synthetic media. It does still come with its own challenges, such as
public opinion of the affected individual. If the public doesn’t trust this individual,
why would they start believing them now? Any attempt to “disprove” the synthetic
media could just be seen as saving face, an attempt to protect their public image.
This could also still be ineffective due to the “continued influenced effect”.

In the same way the continue influenced effect works based on “the damage is
already done”-premise, there are other risks with deepfakes used to spread disinfor-
mation where no matter how quickly the affected individual responds, it may be too
late. To put this into perspective, for example, malicious actors could have the intent
to spread fear and cause chaos. This could be done by creating a deepfake video of the
current President of the United States of America, where in the synthetic video the
president claims to have launched nuclear missiles against, for example, North Ko-
rea. A realistic synthetic video portraying this could spread genuine fear of incoming
war, causing panic and chaos. Something like this could have terrible consequences
for both nations, in the absolute worst case, if North Korea saw the video and be-
lieved it to be real, they might choose to answer with nuclear warfare themselves.
The probability of this happening, however, is extremely low. Not only is it quite
unbelievable that the president committing an attack would release a statement like
this as it is happening (rather than after), and it is not probable that North Korea
would believe such a video and respond based of off it. It is also not probable that
North Korea would send such missiles without investigating the video themselves.
However, it is absolutely probable that a country already at war, in order to justify
an attack would themselves create a deepfake video like this (about another country)
in order to attack said country and claim it was self-defense. This is not something
that has been proven to happen, but the technology most certainly creates the ability
to do so. Nevertheless, there are multiple real-world examples where deepfakes have
been used to manipulate public perception. For instance, synthetic videos of politi-
cians making false statements in an attempt to damage their reputation or influence
election outcomes. A critical challenge in addressing this risk is the speed at which
misinformation can spread. By the time a deepfake is detected and debunked, it may
have already reached millions of viewers. This problem becomes exacerbated by the
fact that even when misinformation is corrected, the false narrative may continue to
influence public perception.

Another major risk of deepfake technology is its potential to be used in identity
theft and fraud. As deepfakes can be used to realistically impersonate individuals, it
becomes a powerful tool for social engineering, financial fraud, or reputation damage.
The findings in Section 4.1 highlight several ways deepfakes have been used for fraud-
ulent purposes, including voice-cloning, video impersonation, and social engineering
attacks.

This becomes an issue as this risk is one of the hardest to mitigate. There
are very few detection methods available, especially ones which have high accuracy
when it comes to audio deepfakes. One of the main issues lies in using deepfake
detection technologies not being a standardized practice, meaning that individuals
and organizations are left vulnerable to voice-cloning attacks. One of the main



23

reasons deepfake technology is such an effective tool in scams comes from social
engineering. The lack of real-time effective detection methods also puts individuals
at risk. If a mother receives a call and hears what sounds like her son on the other
end, the only way for her to test if it is a deepfake or not would be to record the
call and after the fact testing it with a detection tool to see if it is real or not. And
because of social engineering, the scam most likely being “her son” in desperate need
of money, it most likely won’t occur to her to test and see if it is actually her son.
Using such psychological manipulation allows attackers to gain unauthorized access
to information or the ability to influence individuals (usually to give the attacker
money).

The recorded most common use of deepfake technology is deepfake pornography
(non-consensual explicit content). It was reported that in 2019 96% of publicly
available deepfake videos were non-consensual explicit content [30]. These types of
deepfakes are majorly weaponized for harassment and blackmail, using shame and
fear against the victim to get something in return (or in some cases even used as a type
of “revenge” pornography). Victims of such abuse often end up suffering from severe
emotional trauma, reputation damage and social stigma, whether or not the content
has been revealed as fake. One emerging issue is that the mere threat of creating
this content could be used as blackmail against a person whether or not the content
is ever created. An attacker could threaten to release a synthetic explicit video of
the victim unless their demands are met, using again psychological manipulation to
achieve a malicious goal. In the same sense, a bad-actor could create such content,
threaten to leak it unless they receive a ransom, and once they receive the money
they release the content anyways.

While development of deepfake detection technologies has made significant progress,
the findings presented in Section 4.2 revealed several critical challenges which limit
their effectiveness. One of the most significant challenges of current deepfake de-
tection methods is their technical limitations. As detection methods are able to
achieve high accuracy, it is only in lab environments with controlled datasets, these
same methods will and do fail in real-world scenarios which is well documented in
the literature. This is a common challenge in machine learning, but is particularly
pronounced in deepfake detection.

Another challenge which stems from the high inaccuracy of detection methods,
will be the amount of false positives or false negatives. This could cause further
spreading of disinformation as true, especially as many detection methods are vul-
nerable to adversarial attacks. But also cause spreading of true information as false,
discrediting genuine actors and ruining their reputation.





Chapter 6
Conclusions and Future Work

This thesis sets out to answer two primary research questions:

1. What are the most significant risks and security threats caused by deepfake
technology?

2. What are the key challenges in current deepfake detection methods, and can
they be mitigated?

Through a structured literature review and analysis, the study identified a range of
critical security risks associated with deepfakes. These are grouped into the following
three categories and further discussed to answer the first research question:

• Dis- and Misinformation and Manipulation

• Identity Theft and Fraud

• Privacy Invasion and Blackmail

In addition to identifying these risks, the study also critically assessed the chal-
lenges of existing deepfake detection methods. The technical limitations identified
are primarily: lacking in accuracy, difficulty keeping up with the rapidly evolving
technological field, and issues with false positives and false negatives. Furthermore,
the thesis also addresses privacy concerns caused by the current detection methods
through the second research question. These findings provide a clear picture of the
threat landscape associated with deepfakes and the significant challenges that remain
in detection.

This thesis makes a clear and structured contribution to the understanding of
deepfake technology by providing a comprehensive analysis of both risks associated
with deepfake technology and key challenges in detection methods. Specifically,
the study contributes to systematic categorization of the risks, critical analysis of
detection challenges, and providing a foundation for future research and policy de-
velopment. These contributions make the thesis a valuable resource for researchers,
developers, policymakers and anyone seeking to understand the security implications
of deepfakes.

This thesis highlights the two main threats of deepfake technology: the risk it
poses to individuals and society as well as the challenges in current detection meth-
ods. As deepfake technology becomes more sophisticated, they threaten the public
trust in digital media, and enable new forms of fraud and harassment. The findings
of this study emphasize the need for a balanced approach to deepfake detection.
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By providing a structured analysis of these risks and detection challenges, this
thesis offers valuable insights to evaluate the deepfake problem. Given the rapidly
evolving nature of deepfake technology, further research is essential to address these.
Future work could focus on selecting certain specific detection methods and deep-
diving into their challenges as well as mitigation strategies in a way this thesis omits.
As this thesis carries a very theoretical perspective, it would also prove beneficial to
instead provide more of a practical solution by investigating through empirical exper-
iments or implementation ways to mitigate issues raised in this thesis. Finally, more
comprehensive research is needed to explore privacy-preserving detection techniques,
specifically in order to protect user data without compromising detection accuracy.
Such examples of future work could potentially find more comprehensive solutions
to these problems, creating a safer internet and world.
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