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Abstract

The surge in cloud service adoption has led organizations to prioritize Multi-cloud strategies for
optimized benefits and reduced costs. However, this shift introduces significant management and
security challenges due to the complex, dynamic nature of multi-cloud environments. The increasing
prevalence of cyber-attacks on Multi-cloud systems has raised concerns about their security and
resilience, with attacks becoming more frequent and sophisticated, causing severe data breaches,
downtime, and financial losses. The heterogeneous nature of multi-cloud environments introduces
multiple attack surfaces and reduces data control, heightening vulnerabilities. Publicly exposed
interfaces and cloud service brokers are particularly at risk due to misconfigurations and inadequate
security. Criminals and hostile entities exploit these vulnerabilities to steal information and disrupt
services. Consequently, the implications of these cyber threats extend beyond immediate financial
impacts, leading to reputational damage, legal liabilities, and regulatory penalties that can have
long-term effects on organizations. Given the complex and heterogeneous nature of multi-cloud
networks, current security strategies may be insufficient to address the unique challenges posed by
virtualized environments and diverse application workloads. This qualitative study examines emerging
cyber-attacks affecting the resilience of multi-cloud architectures and explores mechanisms to enhance
Multi-cloud resilience against these attacks. The research employs surveys as its primary strategy,
utilizing document studies and semi-structured interviews for data collection. Purposive sampling was
used to select interview participants, with document analysis and thematic analysis applied to the
document study and interview data, respectively.

The study categorizes cyber-attacks affecting multi-cloud resilience into two groups: those targeting
service availability and those compromising multi-cloud resources. It details how these attacks
undermine resilience and exploit specific vulnerabilities. The study recommends preventive and
recovery mechanisms to defend against and recover from cyber threats, noting that the selection of
these mechanisms is influenced by factors like cost, industry type, and data specifics.This study
provide valuable insights for companies adopting Multi-cloud solutions, helping them to plan, design,
and operate their Multi-cloud system with resilient against cyber attacks and guide Cloud Security
architects to avoid possible vulnerabilities during multi-cloud design and deployments. This research
contributes to the computer science community, establishing a foundation for future research in this
domain.

Keywords: Multi-Cloud Resilience, Multi-Cloud Cyber attacks, Cloud Resilience, Multi-Cloud
Resilience Mechanisms



Synopsis

Background

In recent years, Cloud computing has emerged as a transformative technology, providing unparalleled
scalability and efficiency to various industries. The adoption of Multi-cloud strategies has become
prominent, driven by the need to optimize benefits and reduce costs. However, this adoption presents
significant challenges in management and security due to the dynamic and complex nature of the
landscape. Rising cyber-attacks and downtime incidents underscore the importance of resilience
mechanisms in mitigating these risks.

Problem

The rise in cyber-attacks on Multi-cloud systems raises concerns about their security and resilience.
These attacks, along with possible downtime and data breaches, pose risks like reputational damage
and financial losses. The complex nature of Multi-cloud environments amplifies security
vulnerabilities, offering various attack surfaces. Customer misconfigurations and inadequate security
measures also heighten risks. Current strategies may not suffice, necessitating enhanced security and
resilience in Multi-cloud networks.

Research Question
RQ1: What are the emerging cyber attacks impacting the resilience of Multi-cloud architectures?

RQ1.1: What preventive and restorative mechanisms should be implemented to ensure the
resilience of multi-cloud against those cyber attacks?

Method

This study adopted a qualitative research approach, employing surveys as a research strategy. The
survey strategy provides straightforward and an in-depth understanding of cyber attacks on
multi-cloud systems and strategies for building resilient architectures. To gather data for RQI,
document study and while to address RQ1.1, semi structured interviews were used as the data
collection methods. The document study involved analyzing reliable documents from various sources
and semi-structured interviews were conducted one-on-one with experienced cloud professionals
using purposive sampling. The document study employed document analysis, while data collected
from the interviews were analyzed using thematic analysis, aiming to provide comprehensive insights
into the research questions.

Result

The data collected from the document study and semi-structured interviews were analyzed through
document analysis and thematic analysis, respectively. MAXQDA 24 is used for thematic analysis.
Themes were developed to answer RQI1 using document analysis and thematic analysis from the
interview were formulated themes to address answers for RQ1.1. The document analysis for RQ1
identified two key themes related to cyber attacks on multi-cloud architectures resilience : Cyber
attacks disrupting service availability. The thematic analysis for RQ1.1 revealed two main themes on
resilience mechanisms:mechanisms for preventing cyber attacks and mechanisms for restoring
resources after attacks . Finally, significance points for the produced theme are explained with the
focus on the answer for RQ1 and RQ1.1.



Discussion

The study identifies two primary types of cyberattacks affecting multi-cloud resilience: those targeting
service availability and those compromising resources. It provides a detailed explanation of how these
attacks impact resilience and the specific vulnerabilities exploited by attackers. The study also
recommends a range of preventive mechanisms and recovery strategies to protect and restore
multi-cloud systems from cyber threats and retain the resilience of Multi-cloud systems. In addition , it
provides valuable recommendations to the industry on applying mechanisms to ensure the continuous
Multi-cloud service against various cyber attacks and also contributes to the field of computer and
systems sciences and provides a solid foundation for future studies in this emerging area.
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1 Introduction

1.1 Introduction

In recent years, the evolution of Cloud computing into a transformative technology has led to its
prominence as a key growth area. It offers unparalleled scalability, flexibility, and efficiency to diverse
industries. As demand for cloud services surges, organizations prioritize optimizing benefits, reducing
costs, and ensuring high service quality, prompting a shift towards Multi-cloud strategies (Imran et al.
,2020). Globally, Multi-cloud adoption is rapidly increasing. The ISC2 cloud security report indicates
that 75% of organizations utilize two or more providers (ISC2 & Holger Schulze, 2023). Additionally,
the Flexera 2024 State of the Cloud Report demonstrates a rise in Multi-cloud usage from 87% in 2023
to 89% in 2024 (Luxner & Flexera, 2024).

Single private

Single public

Multiple private

Multi-cloud .
Hybrid cloud

Figure 1 Organization adoption level of Multi-cloud (Image Source Luxner & Flexera, 2024)

The adoption of multiple cloud services by organizations is driven by a multitude of benefits,
including access to widely distributed and compliant resources, flexibility in selecting optimal services
or features from various providers, avoidance of vendor lock-in, enhanced application resilience to
prevent data loss and downtime from localized component failures, protection against disasters,
leveraging the advantages of shadow IT, compliance with data sovereignty laws, and achieving
optimal performance (Bibartiu et al. ,2024 and Cérin et al. ,2013 and Verma, R., & Jailia, M., 2023).

However, the adoption of Multi-cloud brings formidable challenges in both management and security
due to the dynamic and complex nature of the landscape. Further, the existence of numerous interfaces
and end points in Multi-cloud setups leads to security risks and vulnerabilities. Malicious individuals
exploit these vulnerabilities to perpetrate harmful actions, posing significant risks to business
operations ( Afolaranmi et al., 2018 and Witti et al., 2018). Notably, nowadays, cloud systems have
become the primary target for cyber-attacks, as Parametrix insurance company disclosed that in 2022,
leading cloud service providers encountered 1,190 performance disruptions, with 492 identified as
highly critical. Moreover, according to Statista and Borgeaud (2023), cloud systems encounter security
threats at a comparable level to on-premises systems, facing various cyberattacks.
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Figure 2 Common security incidents cloud vs on premises (Image Source: Statista 2024)

According to a recent report from the International Working Group on Cloud Computing Resiliency,
thirteen well-known cloud services experienced a total of 568 hours of downtime since 2007, resulting
in financial losses of over US$71.7 million. Apart from the economic impact, this downtime also
affected millions of end-users. While the Facebook outage in late 2021, caused by a
miss-configuration of the backbone routers, led to an estimated loss of 65 million dollars in revenue
(Cérin et al. ,2013). Indeed, even a single physical or software element failure may cause major
disruption and severe effects on business revenues (Colman et al., 2016). Therefore, given the
escalating frequency of cyber-attacks, the requirement for resilient systems has become paramount
(Acheson & Dagli, 2013). However, numerous factors can impact the operation of cloud services and
must be considered when developing resilience mechanisms (Welsh & Benkhelifa, 2020).

1.2 Research Problem

In recent times, multitude of new variants of attacks Cyber-attacks against Multi-cloud systems have
increased in recent years (Verma, R., & Jailia, M., 2023) and cloud provider services may experience
downtime (Paraiso et al. ,2016) and severe data breaches that cost several billion dollars, cloud
downtime and exposing millions of sensitive data can lead to reputational damage, financial losses,
legal liabilities, and regulatory penalties. Particularly these attacks are targeting big organizations
(Olaoye, G., & Luz, A., 2024). Notably, Multi-cloud environments are also exposed to such
cyber-attacks due to the heterogeneous nature of the Multi-cloud environment, as it possesses multiple
attack surfaces and less control over the data and thus increases the level of security risks and
vulnerabilities (Afolaranmi et al., 2018 and Verma, R., & Jailia, M., 2023). Organized criminals,
terrorist and hostile nations would see this as a new frontier to try to steal confidential information,
interrupt services and route damage to the enterprise cloud computing network (Shaikh, 2016).
Further, and exposed interfaces in public domains become prime targets for malicious threats and the
connectivity of opportunities through public Internet access represents the forefront for trojans,
viruses, worms, hackers, and cyberterrorists to initiate probing and attacks (Shaikh, 2016 and Singhal
et.al, 2013). In addition, in Multi-cloud environment, Cloud service brokers (CSB) are exploited by
targeted attack involving deletion of the entire CSB resources on a Cloud Service Provider (CSP) the
consequences of the attack might include business and reputation impacts due to the integration of
disparate components and API interoperability issues, potentially leading to severe consequences
(Torkura et. Al, 2018).



Torkura et.al (2021) study emphasizes that the upper layer of cloud infrastructure become vulnerable
to such cyber-attacks due to customer misconfigured cloud resources, publicly exposed databases, and
lack of audit logging, inadequate change control system glitches and human errors. In addition, the
studies highlight that 99% of cloud failures will be directly caused by customer errors (Torkura et.al,
2021). Furthermore, most cloud customers are yet to implement the requirements of the shared
Security Responsibility Model SSRM due to lack of efficient, customer-centric tools, wide cloud skills
gap, and increasing complexity of cloud services (Torkura et. Al, 2020). However, owing to the
heterogeneous as well as complex nature of Multi-cloud networks, current strategies might be
insufficient to address the problems that arise because of the presence of virtualized environments and
application workloads (Verma, R., & Jailia, M., 2023).

1.3 Research questions

The research study will aim to investigate and explore the following research questions:
RQ1: What are the emerging cyber attacks impacting the resilience of Multi-cloud architectures?

RQ1.1:What preventive and restorative mechanisms should be implemented to ensure the
resilience of multi-cloud against those cyber attacks?

1.4 Research Aim

The aim of this research is to examine emerging cyber attacks impacting the resilience of Multi-cloud
architectures and seeks to investigate mechanisms to enhance the resilience of Multi-cloud architecture
against diverse cyber-attacks and propose effective mechanisms for implementing preventive and
restorative mechanisms to uphold the resilience of Multi-cloud systems.

1.5 Delimitation of the study

This study solely examines cyberattacks on Multi-cloud infrastructure and their impact on service
continuity. It doesn't explore threats to other multiple cloud types or non-cyber disruptions in
Multi-cloud setups. Due to time constraints, it may not cover all relevant threats or resilience strategies
but concentrates on current and emerging ones. Limited resources may affect analysis depth and
feasibility of implementing resilience measures, relying on existing technologies' availability and
compatibility.



2 Extended Background

2.1 Multi-clouds and Multi-cloud Applications

Multi-cloud denotes to the utilization of multiple cloud computing and storage services within a single
heterogeneous architecture, strategically combining various cloud service providers (CSPs) and
service models to achieve enterprise objectives efficiently (Allakonda & Sagar, 2021, Alonso et,al,
2023 and Verma & Jailia, M., 2023). These multi systems, are developed as cloud-native applications
and concurrently utilize various cloud providers for Infrastructure as a Service (IaaS), Platform as a
Service (PaaS), or Software as a Service (SaaS) offerings (Jamshidi et.al, 2015) This approach differs
from federation, where cloud providers voluntarily interconnect their infrastructures.

The overarching goal of Multi-cloud adoption is to optimize service selection to meet the diverse
business needs of an organization (Alonso et.al, 2023). The utilization of multiple cloud services is
primarily driven by the desire to optimize costs or enhance service quality. This involves both
sequential migration between clouds for economic reasons such as cost reduction, backup,
emergencies, and contract termination, as well as simultaneous usage of services from different clouds.
Simultaneous usage offers advantages like improved availability, fault tolerance, and further cost
reduction opportunities (Petcu, 2014). Multi-cloud services can be divided into two categories:
service-based, which utilize specialized brokers to manage cloud interactions, and library-based, which
employ common libraries for uniform access and resource provisioning across multiple clouds.

2.2 Multi-cloud architecture and deployment

General or security standards typically do not address the architectural aspects specific to Multi-cloud
applications; rather, they focus on deployment and the portability of such applications. According to a
literature survey conducted by Alonso et,al (2023), the majority of articles highlight that Multi-cloud
applications adopt a loosely coupled architecture, often based on microservices and implemented
through containers. Furthermore, the author states that commonly utilized technologies include
Docker, VMWare, JClouds, and REST APIs, which facilitate the realization of the loosely coupled,
microservices-based architectural solution. For achieving interoperability, ontologies and semantic
models are frequently cited as prominent technologies, with other approaches such as the utilization of
Message Oriented Middleware (MOMSs) also mentioned.

Multi-cloud applications distribute their components across various cloud platforms. Despite this
dispersion, these elements, including containers, services, or micro-services, interact seamlessly as if
they were a single entity. The development of Multi-cloud applications involves four distinct stages:
design, development, deployment, and runtime. These stages encompass tasks such as application
modeling using tools such as CloudML, ontology, or UML component development involving
utilizing relevant software like Java or JavaScript), resource provisioning across clouds employing
deployment tools like Chef, Puppet, and Ansible and performance monitoring throughout application
operation. These phases collectively delineate the formal lifecycle of Multi-cloud applications (Alonso
et.al, 2023).

2.3 Security threats and vulnerabilities in
Multi-cloud computing

In General, Cloud systems encompass physical data storage, virtual environments managed by
hypervisors, and user services, all prone to cybersecurity threats. The diversity of cloud elements,
including network, architecture, software interface, and hardware, increases security complexity,



exposing providers and users to vulnerabilities from various combinations of these components
(Abdullayeva, 2023). Mostly, Multi-cloud applications inherit the same security challenges present in
single-cloud environments (Reece,et.al, 2024).

Adopting Multi-cloud and hybrid cloud strategies introduces new security challenges, such as
managing diverse security controls, data integration, and ensuring consistent security policies across
multiple environments. In addition, managing such infrastructure remains a significant challenge,
especially in meeting clients' requirements for zero outage. Nevertheless, due to the growing
complexity of modern data centers, failures are now not uncommon (Bibartiu et al. ,2024).

The security challenges in Multi-clouds can be attributed to the level of dynamism and complexity
within the environment. In addition, in Multi-clouds, there are several interfaces and endpoints, which
results in multiple attack surfaces and thus increases the level of security risks and vulnerabilities and
exposed interfaces in public domains become prime targets for malicious threats (Afolaranmi et al.,
2018 and Singhal et.al, 2013). Its public connectivity via the Internet is the leading edge for trojans,
viruses, worms, hackers and cyberterrorists to start probing and attacking. Viruses, worms, hackers and
cyberattacks will enlarge because organized criminals, terrorist and hostile nations would see this as a
new frontier to try to steal confidential information, interrupt services and route damage to the
enterprise cloud computing network (Shaikh, 2016). Breaches or unauthorized access to sensitive
information can lead to reputational damage, financial losses, legal liabilities, and regulatory penalties
(Olaoye & Luz, 2024).

Moreover, within a Multi-cloud setup, enterprises necessitate the involvement of CSBs to facilitate
technical and business interactions with CSP. Secondly, the delegation of responsibilities to CSBs
introduces security concerns, particularly regarding broader attack surfaces stemming from the
integration of diverse components (Torkura et. Al, 2018). CSBs serve as both entry and exit points,
potentially susceptible to attacks. While this suffices for basic attacks, the core CSB system represents
a singular point of failure, vulnerable to exploitation by advanced threats such as Advanced Persistent
Threats (APTs) and malicious insiders. Consider a targeted attack aimed at erasing the entire suite of
CSB resources on a CSP. Ultimately, the repercussions of such an attack may include adverse effects
on business operations and reputation (Torkura et. al, 2018).

As a result, Multi-cloud services may experience downtime due to outages or various types of cyber
security attacks. Analyzing and establishing high availability across multiple clouds is crucial for
minimizing the impact of potential outages on services deployed within a single cloud system (Paraiso
etal. ,2016).

2.4 Importance of resilience in Multi-cloud
computing

Literature provides various definitions for resilience depending on the context and who is defining it.
As per (Abbadi & Martin, 2011) Resilience, denoting the ability to deliver and uphold a certain level
of service despite the failure of one or several system components. For the purposes of this work, it is
considered that resilience is described as ‘the ability of the network to provide and maintain an
acceptable level of service in the face of various faults and challenges to normal operation’.
Considering computer systems and cloud computing, faults can lead to system failures in a sequence
of faults, errors, and failures, depicting how system failures may occur. A failure, or system failure,
occurs when a service strays from its intended state, failing to provide the expected service due to a
deviation from its current or poorly defined specifications (Welsh & Benkhelifa, 2017).

Resilience issues in cloud services can result in various adverse outcomes, such as system instability,
bottlenecks, or downtime stemming from unexpected workload surges, leading to business revenue
losses. Additionally, applications lacking adequate resilience schemes may incur significant costs
associated with repairing or replacing cloud components, penalties, or data loss (Colman et al., 2016
and Welsh & Benkhelifa, 2020).



As the cloud environment faces increasing cyber threats, resilience becomes crucial for seamless
operation. In case of node failure, the system needs to quickly identify issues, plan responses, and
recover independently. Success hinges on the cloud's ability to maintain multi-level, multi-dimensional
resilience against cyberattacks and internal disruptions. (Yu et al., 2018). Further, A robust cloud
security solution must demonstrate resilience against node corruption to maintain operational
continuity. It should possess regenerative capabilities to automatically recover lost nodes, ensuring
effectiveness in subsequent computations (Acheson & Dagli, 2013).

Depending on the type of systems, resilience may be accomplished across different layers to address a
variety of potential issues. System resilience is achieved through implementing preventive and
restorative measures against various faults. Thus, the term fault-tolerance is sometimes used to refer to
resilience solutions. System resilience is attained by implementing preventive and restorative measures
against a variety of faults. However, a holistic and universal resilience solution must effectively
address failures occurring at every layer, including the service, protocol, network, and physical layers
(Prokhorenko & Babar, 2020). Moreover, Providing the cyber resilience of the system should be
implemented in each of its components. To provide the cyber resilience of cloud storage, the fault
tolerance of hardware, servers, controllers, Internet channels, gateways, proxy servers, remote access,
and storage systems should be evaluated separately (Abdullayeva, 2023).

2.5 Related work

Previous studies by Afolaranmi et al. ,2018 identified security vulnerabilities in multi-cloud
environments that malicious actors could exploit for cyberattacks and also proposed a security
evaluation framework for multi-cloud environments, which consists of components like threat
identification, risk analysis, and security metrics monitoring to enhance transparency and security
awareness. Abdullayeva (2023) study provided reference models for cybersecurity and resilience in
cloud systems, proposing a cyber resilience architecture based on identified risks, vulnerabilities, and
threats in cloud computing. The Previous research by Rani et al. ,2024 examined cyber threats to
cloud systems, categorizing them into data threats, network threats, and associated detection and
protection methods. The study by Osanaiye et al. (2016) provided a comprehensive literature review
on Distributed Denial of Service (DDoS) attacks against cloud environments and proposed defense
mechanisms to maintain cloud resilience specifically within the context of DDoS attacks (Rani et al.
,2024).

Earlier study provides an extensive examination of multi-cloud computing, focusing on its evolution,
challenges, and benefits of Multi-cloud and address the complexities that users face when switching
between different clouds also study explores various frameworks and prototypes developed to enhance
resource provisioning, elasticity, and portability in multi-cloud environments(Imran.H, 2020). The
study focuses on enhancing security in multi-cloud environments by detecting Distributed Denial of
Service (DDoS) attacks using Convolutional Neural Networks (CNNs) and study leverages deep
learning's ability to extract complex patterns from large datasets, specifically using the NSL-KDD
dataset for training and testing (Verma, R.et.al, 2024),.



3 Research Methodology

This chapter outlines the chosen research strategy, data collection, and analysis methods for
addressing the research question. It discusses various options, their pros and cons, and
ultimately selects the most suitable methods. Additionally, it covers participants' selection and
addresses ethical considerations related to the research.

3.1 Research strategy

This qualitative study examines the cyberattacks affecting the resilience of multi-cloud architectures
and explores mechanisms to enhance their resilience. Given the specific focus on multi-cloud
resilience and the need for direct information to address the research questions, a survey was chosen as
the primary research strategy. The study employs both document surveys and face-to-face surveys.
According to Denscombe (2014), surveys are ideal for research with clear questions and a need for
detailed understanding of key factors and data types. They are particularly effective in gathering
comprehensive, factual information from a specific, well-defined group, while also offering broad
coverage and capturing a snapshot of the current situation. Moreover, surveys are time-efficient,
allowing for the collection of large amounts of data quickly and cost-effectively. Therefore,
considering its suitability, feasibility, and ethical considerations, the survey strategy was the most
effective approach to provide the depth and detail required to address the research questions of this
study.

The study considered two alternative research strategies, case studies and experiments.Case Studies
involves examining organizations that have faced cyber attacks on their multi-cloud architectures to
analyze their responses and derive insights into resilience measures. However, this was not feasible
due to the need for access to sensitive information, which companies are unlikely to provide, and
limitations within the researcher's personal network. Further,experiments involve using simulation
tools or models to mimic cyber attacks on multi-cloud architectures, allowing for analysis of impact
and resilience strategies. Despite its potential, this approach was deemed too complex and
resource-intensive, requiring specialized equipment and personnel beyond the project's budget and
resources. Therefore, these strategies are dropped for this study.

3.2 Data Collection

In ensuring the quality of research, it is imperative to comprehend various methodologies and select
the most appropriate ones for analyzing the research questions. For this study, document study is
considered for gathering data pertaining to RQ1 and while semi-structured interview is considered as
a data collection method for RQ 1.1.



To gather data on the various cyber attacks impacting the resilience of multi-cloud systems, the
document study method is well-suited as it provides access to extensive data from diverse sources in a
cost-effective and time-efficient manner (Johannesson & Perjons, 2014). Additionally, document
studies evaluate literature for authenticity, representativeness, meaning, and credibility (Denscombe,
2014). By utilizing platforms like Google Scholar and applying rigorous selection criteria, researchers
can draw valuable insights from existing literature. The combination of document study with other
methods enhances triangulation, which strengthens the research by corroborating information from
multiple sources, thereby improving robustness and validity (Johannesson & Perjons, 2014).

For data collection on mechanisms to maintain multi-cloud resilience against cyber attacks, interviews

are an effective method. They allow the researcher to gather factual information on complex, nuanced
issues while gaining deeper insights into participants' experiences and opinions (Johannesson &
Perjons, 2016). Semi-structured interviews are particularly useful, offering a predefined set of
questions while allowing flexibility in sequencing, facilitating discussions with industry experts who
may have access to privileged information (Denscombe, 2014).

Considering alternative data collection methods, the potential of questionnaires and focus groups was
examined. Questionnaires, according to Johannesson and Perjons (2014), offer the advantage of
gathering precise information and facts, particularly from a broad range of respondents across various
locations. However, given the study's objective of obtaining detailed answers from a limited number of
experts, questionnaires were deemed unsuitable (Denscombe, 2014). Alternatively, focus groups were
considered to stimulate comprehensive discussion among participants. However, concerns about
potential influence and topic divergence led to the decision to conduct separate interview sessions with
each participant, ensuring the integrity of individual opinions.

3.3 Sampling technique

The study utilizes purposive sampling to select participants, ideal for generating an exploratory sample
(Johannesson & Perjons, 2014). Experts in cloud and cyber security are chosen to provide valuable
insights into Multi-cloud cyber-attacks and resilience techniques, aligning with the research focus.
Selection criteria prioritize individuals with relevant expertise.

The participants for this study were primarily sourced from the professional networking platform
LinkedIn. Utilizing specific search terms such as "Cloud Security Architect,” "Cloud Security
Specialist," "Cloud Solution Architect,”" and "Cybersecurity Specialist" in the platform's search engine,
potential subjects were identified. Subsequently, their profiles were scrutinized to ascertain their
relevant expertise in cloud security attacks, Multi-cloud architecture, and resilience technologies for
more than 5 years. Initial outreach to potential interviewees was conducted via LinkedIn messaging,
introducing the researchers, providing an overview of the study, and outlining the interview process.
Interested individuals were then furnished with additional materials, including a consent form and the
interview questionnaire detailed in Appendix B. The objective was to enlist a maximum of 7
participants to facilitate the extrapolation of generalizable conclusions. A total of 30 Cloud Security
professionals were contacted based on their demonstrated experience in the field.



Participants Role Year of Experience
Participant 1- P1 Principal Solutions Architect 9 years

Participant 2- P2 Multi Cloud Architect 5 years

Participant 3- P3 Senior Cloud Security Architect 6 years

Participant 4- P4 Senior Cloud Architect 6 years

Participant 5- PS Multi Cloud Solution Architect 7 years

Participant 6- P6 Senior IT Security Architect 6 years

Participant 7- P7 Associate Partner - Cloud Security 12 years

Table 1: Overview of the participants in the study

3.4 Data analysis method

Thematic analysis and document analysis methods will be utilized to analyze both the interviews and
literature gathered for this study. The data collected from the interviews underwent thematic analysis, a
widely accepted qualitative data analysis approach. This method involves identifying key themes and
subthemes and organizing them into a structured framework. Thematic analysis aids in elucidating
similarities and differences between different approaches with common features (Braun and Clarke,
2006). By identifying recurring patterns, it facilitates a deeper understanding of the data gathered from
the conducted interviews. The analysis process begins by selecting the most salient parts of the
interviews and categorizing them as "code words."This process can adopt either a theoretical or an
inductive approach, as delineated by Braun and Clarke (2006). In the theoretical approach, coding is
directed toward addressing specific research questions, while the inductive approach allows the
research question to evolve iteratively throughout the coding process. Subsequently, identified code
words will be deliberated upon and grouped into distinct themes. Thematic analysis entails
categorizing each code word into core themes, with allocation contingent upon the amount of
information gleaned from the interviews on each core topic. This thesis employs an inductive approach
in conjunction with coding to discern themes closely tied to the interview data. The use of an inductive
method is deemed appropriate given that the data is collected expressly for this study, primarily
through interviews. The selected themes are anchored in specific questions posed to the participants
during the interviews, facilitating discussion and conclusions formulation

Document analysis is employed in this study, focusing on evaluating electronic documents, a method
advantageous for triangulation (Bowen, 2009). It offers efficiency in examination, being both
time-saving and cost-effective. Technological advancements facilitate streamlined document access,
rendering it well-suited for analyzing existing cyber-attacks which affects the resilience of Multi-cloud
systems.

3.5 Ethical consideration

Denscombe (2014) stipulates four crucial principles for safeguarding research participants: anonymity,
confidentiality, informed consent, and voluntary participation. These principles were strictly observed
throughout the study. Prior to interviews, participants provided informed consent, ensuring their
understanding of the research's purpose and data handling. Anonymity was maintained unless explicit
permission for identification was granted. Participants could review interview transcripts and the thesis
for accuracy, retaining the right to withdraw consent at any stage. Additionally, all data will be deleted
one workweek post-completion of the master's thesis in computer and system sciences at Stockholm



University, adhering to regulatory requirements. Data collected will be used solely for research
purposes within this study and will not be shared with third parties. The research was conducted in
strict adherence to relevant laws and regulations, ensuring its integrity and legality. By adhering to
these principles, the study prioritized participant rights, upheld scientific integrity, and complied with
ethical standards and regulations.

3.6 Application of Methodology

3.6.1 Application of Document study and Document Analysis - RQ1

Document study methods were employed as a strategy to find the cyber attacks affecting the
Multi-cloud resilience and document analysis methods used for data analysis. The following steps
were undertaken for the document analysis as per the guidelines Bowen, G. A. (2009) :

1. Document Collection: Relevant documents were gathered from various sources to identify
cyber attacks on multi-cloud resilience, aligned with RQ1. These sources included scientific
literature from Google Scholar and ResearchGate, white papers on cloud attacks, guidelines,
press releases from government or regulatory bodies, and reputable cyber blogs and magazines
(see Appendix E summary of documents).

2. Evaluation of Documents: The authenticity, credibility, accuracy, and representativeness of
the collected documents were evaluated in relation to the research context.

3. Initial Examination: A thorough review of the documents was conducted to gain an initial
understanding of their content.

4. Thematic Analysis: The content was analyzed using thematic analysis, with the help of the
MAXQDA 24 tool. Codes were created to highlight cyber attacks relevant to RQI.
Sub-themes and themes were then developed based on the categorization of identified codes
(See Appendix B for the codes used and See Table 2 for Overview of the thematic
mapping for RQ1)

5. Findings verification with Interviewers: to ensure the credibility and reliability of findings
from various documents, the cyber attacks found from step 4 verified with the interviewers for
applicability for Multi-cloud environment (See Table 3 for Overview of verification results)

6. Critical Assessment: The themes derived from the documents were critically assessed for
their relevance and contribution to the research problem.

7. Finalization: The finalized themes were incorporated into the findings, and a report was
prepared.

3.6.2 Application of Structured Interview and Thematic analysis - RQ1.1

Interview questions were formulated to identify mechanisms and strategies to build resilience in
multi-cloud architecture by addressing the findings and vulnerabilities identified from the document
study conducted for the RQ1 , along with appropriate preventive and restorative measures. These
questions, detailed in Appendix D, were designed based on the literature study conducted in the initial
stage, emphasizing the importance of multi-cloud resilience and formulating research problems for this
study. The interviews were conducted and recorded using Zoom digital meetings. Subsequently, the
audio recordings were transcribed into text documents using the in-built dictation functionality of MS
Word. These transcripts were analyzed using the reflexive thematic analysis (TA) using the MAXQDA
software. Thematic analysis followed the below steps as per the (Braun & Clarke, 2021) guidelines:

1. Familiarization with the data : The researcher familiarized the collected data, which
involved thoroughly engaging with it by reading and re-reading the transcripts and listening to
interview recordings to gain a comprehensive understanding of the material.

2. Generating initial codes : using MAXQDA software Codes are identified significant
features in the transcribed data and assigned codes with focus on RQ1.1 ( See Appendix C -
Overview of codes created for RQ1.1)
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Searching for themes: initial themes were generated by grouping related codes into
potential themes that captured their underlying meaning.

Reviewing themes : ,The fourth phase involved reviewing these themes to ensure they
accurately represented the dataset.

Defining and naming themes: NextDuring the defining and naming phase, each theme
was further refined and given a descriptive label (see Table 3 - Themes generated for
RQ1.1)

Producing the report : the write-up phase integrated the analysis into the final text of the
study, with the researcher focusing on how these themes addressed the research question
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4 Results

The results from the document analysis for RQ1 and the results from the thematic analysis for RQ1.1
are presented in this section.

4.1 Results related to RQ1

RQ1 : What are the emerging cyber attacks impacting the resilience of Multi-cloud
architectures?

The themes generated from the document analysis can be found in Table 2 below and contain two
themes with their corresponding descriptions and interrelated subthemes. The idea is that each theme is
supposed to cover a wide range of cyber attacks related to multi-cloud which affect the resilience of
Multi-cloud architecture . Furthermore, the themes also cover a wide range of multi-cloud security
risks and vulnerabilities to gain a deeper understanding of the overarching research questions. In
addition to the document analysis, cyber attacks identified were verified with interview participants.
This triangulation approach enhances the reliability and credibility of the findings. Table 3 below
provides a summary of the verification process based on input from the interview participants.

Overarching themes Description of the themes Subthemes
Cyber attacks that This theme highlights attacks Denial of Service Attacks
disrupt the Multi-Cloud | that primarily focus on Malware and Ransomware
service availability disrupting the availability of Supply Chain Attacks
services in a multi-cloud
environment.
Cyber attacks that This theme focuses on Misconfiguration exploitation
compromise the cyberattacks that aim to attacks

Multi-Cloud Resources | compromise the confidentiality, | Identity based Attacks
integrity, and security of data or | Web based Attacks
systems in a multi-cloud API Exploitation Attacks
environment.

Table 2 : Overview of the thematic mapping for RQ1
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Cyber P1 P2 P3 P4 P5 P6 P7

attacks

DOS attacks | Common High Possible High Possibile High High
possibility possibility possibility | possibility

Malware Very High High Very Very Very Very

and Common possibility | possibility [ Common | Common Common Common

Ransomware

Supply Possible I haven't Possible Yes High I haven't Possible

Chain come possibility come

Attacks across across

Misconfigur | High Possible High High High Possible Possible

ation possibility possibility | possibility | possibility

exploitation

attacks

Identity High High High High High High High

based possibility [ possibility | possibility | possibility | possibility possibility | possibility

Attacks

Web based High High High High High High High

Attacks possibility possibility | possibility | possibility | possibility possibility | possibility

API High Possible I haven't Possible Possible Possible I haven't

Exploitation possibility come come across

Attacks across

Table 3 : Summary of participant verification on cyber security attacks identified from document analysis

During the verification, If the Cyber attacks found in document analysis is agreed by more than 3
participants out of 7 participants , it's considered to be included for the final results of RQ1.

411 Cyber attacks that disrupt the Multi-Cloud service Availability

This theme highlights attacks that primarily focus on disrupting the availability of services in a
multi-cloud environment.These attacks challenge one of the core pillars of Multi-cloud resilience
service availability by exploiting various points of failure across interconnected cloud systems.

Denial of Service (DoS) Attacks

DoS attacks in Multi-cloud systems aim to disrupt services by overwhelming systems with excessive
traffic, making them unavailable to legitimate users (Verma, R et al., 2023 and Mohammad, N, 2021)
and these attacks are exploiting the distributed nature of cloud environments to flood systems with
malicious traffic, causing downtime (Coppolino et al., 2017). Distributed Denial of Service (DDoS) is
a more advanced form of DoS attacks, highly threatening and increasingly common in cloud systems
(Coppolino et al., 2017 and Shang, 2024), it overwhelms the targeted machines or hosts with with a
large number of packets from multiple compromised networks, generating significantly more traffic
than a traditional DoS attack, that they exhaust available resources in the cloud, including the network,
leading to system crashes, rendering the server unable to handle legitimate requests (Shang, 2024 and
Amara et al., 2017).

DDoS attacks are difficult to defend against due to the complexity and scale of cloud systems, leading
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to service disruptions, financial losses, and reputational damage. In a compromised cloud
environment, these attacks are even harder to counter (Igbal et al., 2016). DDoS attacks target the
vulnerabilities in Cloud application-bug level and Cloud infrastructure level (Coppolino et al., 2017
and Osanaiye et al., 2016), Application-bug attacks exploit system vulnerabilities, such as protocol
weaknesses or misconfigurations, to overwhelm cloud resources and Infrastructure-level attacks flood
cloud components like bandwidth or CPU, requiring only the target's IP. These include direct attacks
using zombies or network-layer DDoS, like TCP SYN, UDP, and ICMP floods (Amara et al., 2017 and
Osanaiye et al., 2016). NIST highlighted that denial of service attacks can cause regional internet
outages, affecting cloud systems reliant on Internet connectivity,as outages can still disrupt access to
cloud-based applications (NIST, 2012),

Malware and Ransomware Attacks

In multi-cloud environments, malware and ransomware are significant causes of security incidents ,
with many of these attacks targeting email, messaging, and collaboration apps used daily by
employees (2024 State of Multi Cloud Security Report, 2024). Cloud malware injection attacks
specifically involve inserting harmful software, such as viruses or ransomware, into cloud resources.
This can compromise systems, steal or destroy data, or misuse resources (Aqua Security,2024). These
attacks often involve the unauthorized installation of malicious software or encryption of data with
ransom demands, posing significant risks to data integrity and availability (Mohammad, N, 2021).
These attacks can occur by exploiting vulnerabilities in cloud infrastructure, adding malicious modules
or infected virtual machines, or gaining unauthorized access to cloud accounts to inject malware via
infected files or links (Aqua Security,2024). Advanced techniques used by attackers to distribute
malware or ransomware include phishing campaigns, exploiting vulnerabilities, credential theft,
adding malicious modules, data exfiltration, session hijacking, Ransomware-as-a-Service (RaaS),
double extortion, botnet utilization, and disabling antivirus. These tactics often lead to cloud service
outages and increase pressure on victims to pay a ransom ( SentinelOne, 2024). Further, the malicious
code injected into the organization’s cloud update infrastructure can be modified to execute harmful
payloads, allowing attackers to exploit the supply chain attack and make cloud resources unavailable
to legitimate users (Mitigating Cloud Vulnerabilities, 2020).

Supply chain attacks

In multi-cloud environments, organizations often use resources across different cloud providers,
expanding their attack surface (2024 State of Multi Cloud Security Report, 2024). For instance,
developers may build pipelines in Azure DevOps, deploy Kubernetes workloads on Azure Kubernetes
Service (AKS), and store Docker container images in AWS's Elastic Container Registry (ECR). This
cross-cloud setup creates vulnerabilities where attackers can target components in one cloud to execute
supply chain attacks across multiple platforms (2024 State of Multi Cloud Security Report, 2024).
Further, Insufficient security measures in DevOps environments leave organizations vulnerable to risks
such as unauthorized access, poisoned pipeline execution attacks (2024 State of Multi Cloud Security
Report, 2024).Supply chain attacks in cloud DevOps environments arise due to the integration of
various third-party tools and services throughout the development and deployment processes. These
attacks exploit vulnerabilities in code repositories, continuous integration/continuous deployment
(CI/CD) pipelines, and container environments like Docker and Kubernetes. Misconfigurations,
insecure software components, and lack of proper security controls in these interconnected systems
can expose organizations to malicious actors. Attackers can inject malware into the software
development lifecycle, allowing them to compromise cloud resources, steal sensitive data, and cause
widespread disruptions to services (Fiser.D & Trend Micro Research, 2020).

Supply chain vulnerabilities in the cloud stem from the risk of insider threats and backdoors in
hardware and software that Cloud Service Providers (CSPs) source globally. Third-party software
components can be intentionally compromised with vulnerabilities by malicious actors. Nation-state
attackers may infiltrate the cloud supply chain by posing as suppliers, administrators, or developers,
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thereby gaining access to cloud environments and compromising security (Mitigating Cloud
Vulnerabilities, 2020).

41.2 Cyber attacks that compromise the Multi-Cloud Resources

The theme focus is on attacks that compromise the confidentiality, integrity, or control of cloud
resources in a multi-cloud environment which is challange the continuity of cloud operation result ,
As per Welsh & Benkhelifa definition, various faults in system that affect the normal operation will
affect the resilience.These types of attacks target the security of data, services, or systems rather than
just causing downtime, often resulting in unauthorized access, data breaches, or tampering with cloud
services.

Misconfiguration exploitation attacks

In multi-cloud environments, Variations in IAM models, policies, and permissions across different
cloud providers can lead to misconfiguration issues. Misconfigured IAM settings may result in
unauthorized access, data breaches, or privilege escalation, posing significant security risks (Insider’s
Playbook: Defending Against Cloud Threats, 2024 and Yeboah et al., 2016). The growing complexity
of software and configuration options further heightens this risk of misconfiguration ( Fiser.D & Trend
Micro Research, 2020). Also, the complexity of managing security configurations, updates, and
monitoring across diverse multi-cloud environments can lead to oversight of security settings and
mismanagement, which can create vulnerabilities that attackers can exploit (Yeboah et al., 2016) .In
addition, Organizations with resources across multiple cloud providers face cross-cloud supply chain
attack where attackers target the cross-cloud configuration weakness to execute this attack (2024 State
of Multi Cloud Security Report, 2024).

In multi-cloud environments, most misconfigurations occur during development and deployment due
to poor DevSecOps practices, leading to exposed sensitive data like passwords and API keys
(Mitigating Cloud Vulnerabilities, 2020 and 2024 State of Multi Cloud Security Report, 2024). These
vulnerabilities provide attackers with opportunities for unauthorized access, larger attacks, data
breaches, and identity theft . Additionally, unaddressed CVEs and misconfigurations in DevOps, such
as unprotected code repositories, increase risks like unauthorized access and poisoned pipeline attacks
(2024 State of Multi Cloud Security Report, 2024). Multi-cloud environments also create operational
silos, causing configuration discrepancies that expose security gaps (National Security Agency, 2024),
potentially leading to breaches across cloud tenants and even on-prem environments, making data
vulnerable to phishing, DoS, and malicious content attacks (Nakaraj and cloudtweaks , 2023).

Identity based attacks

In multi-cloud environments, IAM is a key target for attackers, as the complexity of managing
multiple IAM systems makes it harder to enforce consistent security policies (Yeboah et al., 2016).
Variations in IAM models, policies, and permissions across different cloud providers can lead to
access control issues, with misconfigured IAM settings potentially resulting in unauthorized access,
data breaches, or privilege escalation (Yeboah et al., 2016), Vendor-specific IAM tools used for RBAC
and ABAC are often not scalable across platforms due to resource definition differences, making it
difficult to maintain uniform access control policies in hybrid and multi-cloud environments (2024
State of Multi Cloud Security Report, 2024). This logistical challenge can lead to confusion in
assigning user roles and the potential oversight of overly permissive policies, increasing security risks
like identity spoofing and unauthorized access (Reece .et.al, 2024). The 2024 State of Multi Cloud
Security Risk Report highlights that increased data breaches in multi-cloud environments are often due
to poor management of workload identities, such as over-permissioned identities. Shadow IT and
unmonitored inactive super identities further exacerbate the issue, making them easy targets for
attackers who can use compromised credentials to move laterally and access extensive resources (2024
State of Multi Cloud Security Report, 2024).
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Muli-Cloud identity-related risks often arise during the configuration of permission to accounts and
resources throughout the software development life cycle (Insider’s Playbook: Defending Against
Cloud Threats, 2024). In the rapidly changing cloud environment, continuous analysis of permissions
to identities give opportunity for attackers. Weaknesses in access control mechanisms can allow
attackers to elevate privileges and compromise cloud resources (Mitigating Cloud Vulnerabilities,
2020). Attackers exploit valid credentials through methods such as password spray attacks, accidental
leakage, brute-force attacks, phishing, social engineering, credential stealers, access brokers, insecure
password-reset services, and insider threats (Insider’s Playbook: Defending Against Cloud Threats,
2024). They escalate privileges by accessing stored credentials, modifying policies, or adding
identities to privileged groups or roles (2024 Global threat report, 2024).

API Exploitation attacks

In multi-cloud setups, where each provider uses different APIs, the security and availability of cloud
services depend heavily on these APIs (Igbal et al., 2016). Misconfigured APIs are a major cause of
data breaches, with exposed API keys in code repositories allowing adversaries unauthorized access,
leading to severe data breaches and identity theft (2024 State of Multi Cloud Security Report, 2024).

Insecure APIs present multiple vulnerabilities that attackers can exploit (Aqua Security,2024).
Common issues include anonymous access, clear-text authentication, reusable tokens or passwords,
improper authorization, and inadequate monitoring and logging (Amara et al., 2017). Public APIs,
though designed for trusted users, can be exploited if they contain vulnerabilities, allowing attackers to
access and exfiltrate sensitive data. Shadow APIs, which are undocumented or unauthorized, pose
additional risks by potentially exposing sensitive data or functionality to unauthorized parties.
Moreover, APIs are susceptible to injection attacks if their inputs and outputs are not properly
validated and sanitized (SentinelOne, 2024).Stolen API keys can compromise protected cloud
resources and grant full control over cloud environments (2024 Global Threat report, 2024). Weak
APIs can lead to threats such as denial of service attacks, injection attacks, and cross-site scripting and
other malicious activities (Nakaraj and cloudtweaks , 2023 and Aqua Security, 2024).

Web based attacks

In multi-cloud environments, many attack paths stem from internet exposure (2024 State of Multi
Cloud Security Report, 2024), with the cloud application layer being a prime target due to SaaS-based
web applications accessed via the Internet. These applications are typically delivered using the
stateless Hypertext Transfer Protocol (HTTP), making them vulnerable to session hijacking (Igbal et
al., 2016) and (National Security Agency, 2024). Cloud-based web applications face critical risks,
including injection attacks, broken authentication, cross-site scripting (XSS), security
misconfigurations, and the use of vulnerable components (Igbal et al., 2016). Code injection, such as
SQL injection, allows attackers to insert malicious code to access unauthorized databases and sensitive
user data (Amara et al., 2017 and Coppolino et al., 2017). XSS attacks can redirect users to malicious
websites, either through stored or reflected XSS, while cookie poisoning involves altering cookie
contents to gain unauthorized access, exposing user credentials (Amara et al., 2017). Furthermore,
despite browser encryption, subtle data leaks like message size, traffic patterns, weak key generation
and man-in-the-middle attacks can weaken cryptography, allowing attackers to hijack a consumer's
cloud resources (NIST, 2012).

4.2 Results related to RQ 1.1

RQ 1.1 : What preventive and restorative mechanisms should be implemented to ensure the
resilience of multi-cloud against those cyber attacks?
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The themes generated from the thematic analysis derived from the interview can be found in Table 2
below and contain two main themes with their corresponding descriptions and interrelated subthemes.
The idea is that each theme covers a wide range of security mechanisms to preserve the resilience of

Multi-cloud architecture from various attacks.

Overarching themes

Description of the themes

Subthemes

Mechanisms to prevent
Multi-cloud Architecture
from Cyber Attacks

This theme focuses on
proactive strategies that aim
to protect the multi-cloud
environment from cyber
threats.

Identity and Access Management
(IAM)

Governance and Compliance
Encryption Mechanisms

Secure Design and Deployment
Practices

Web and API security Mechanisms
Network Security Mechanisms
Centralized Monitoring

Mechanisms to restore
the Multi-cloud resources
after the Cyber Attacks

This theme addresses
recovery and resilience
strategies that help an

Failover mechanisms
Incident Response plan
Backup and Recovery Mechanisms

organization restore services
and minimize the impact after
a successful attack.

Table 4: Overview of the thematic mapping for RQ1.1

421 Mechanisms to prevent Multi-cloud Architecture from Cyber
Attacks

This theme addresses the RQ1.1 by examining strategies and practices that defend the multi-cloud
architecture and stand against various cyber attacks. The aim here is to gain an understanding of how
each sub theme contributes to creating a comprehensive defense, enhancing the resilience and security
of multi-cloud environments.

Identity and Access Management (IAM)

Participants strongly emphasized the role of Identity and Access Management (IAM) as a critical
security measure in protecting multi-cloud environments from cyberattacks. P7 strengthen this point
by stating:

....... Authentication is everything. The goal of cyber security of information security in general is
confidentiality, integrity and availability. Once authentication and authorization is breached,
confidentiality and integrity is potentially breached, which is leading to a breach of availability, so
everything starts from a breach of authentication authorization, right, which is why it's important to
have strong authentication mechanisms. Strong passwords. Multi Factor authentication, things like that

2

P5 and P6 pointed out that centralized IAM enables consistent security policies across different cloud
platforms, simplifying the management of identities and access controls and P6 highlighted several
privileged access management (PAM), and multi-factor authentication (MFA) to avoid unauthorized
access. According to P2, a robust IAM system ensures that only authorized users can access cloud
workloads, reducing the risk of data breaches, and also suggests the PAM across Multi-cloud
environments, which involves monitoring the activities of privileged users will reduce the impact of
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compromised accounts. In addition, P4 noted that strong passwords and MFA must be enforced for
privileged accounts, such as root users in cloud platforms like AWS, to further enhance security.
Further P6 highlight the criticality of least privilege to cloud entities to avoid exposing sensitive cloud
resources such as API key stating that :

“.....So when you enforce the principle of least privilege. These are things that can actually help. To
secure your Multi-cloud environment and API and of course that will ensure proper authentication
and authorization as well as validating in builds it is necessary to avoid exposing. Sensitive
information”

The zero trust model was also widely recommended by participants like P6 and P7 as a guiding
principle, where no entity, whether internal or external, is trusted by default, and IAM policies must be
continuously verified across multi cloud environments to prevent unauthorized access from any cyber
attacks.

Secure Design and Deployment Practices

Most of the participants believe that, in the deployment of multi-cloud environments, integrating
robust security practices from the design phase through implementation is crucial for safeguarding
against various cyber threats. P3 and P4 highlighted that frameworks such as Microsoft Azure’s
Well-Architected Framework and the Cloud Adoption Framework (CAF) are integral for multi-cloud
deployments and emphasize security as a key pillar and provide guidelines for ensuring seamless
interoperability between different cloud services. P7 underscores the importance of embedding
security from the start, emphasizing that secure development principles must be applied throughout the
lifecycle to ensure that configurations and code are securely managed. P1 emphasized that the
proactive approach includes threat modeling and adhering to secure design practices to address
potential vulnerabilities early in stage will reduce the impact of breach. P2 highlighted that adopting
an in-build security development approach, where security is integrated into every stage of the
development lifecycle, including testing, is essential for mitigating misconfiguration risks, stating:

“.... In build security development, whereby the people developing the system and are developing
with security in mind, they are testing even the testing is based on security.security focused
development life cycle, help you to mitigate misconfiguration as well, when a developer like
architecture design the solution, they need to keep in the security in mind. And because security
cannot be built separately like whatever the mechanism, the external control will give the additional
defense only....”

As P1 highlighted that, design vulnerabilities should be identified and mitigated early to avoid impact
from security breaches, with frameworks like Common Vulnerability Scoring (CVS) and Common
Vulnerability Enumeration (CVE) serving as tools to prevent security breaches. Additionally, P4
further added that when designing the cloud architecture, designing for failure across an environment
anticipating potential breakdowns in one cloud and planning failovers to another will enhance
resilience and availability. P2 addressed that the challenges of misconfiguration, rigorous testing, agile
methodologies, and incremental code changes are necessary. Aligning people, processes, and
technology while maintaining simplicity in system design helps manage complexity effectively . This
comprehensive approach ensures that security is deeply embedded throughout the deployment process,
aligning with industry standards and effectively mitigating potential threats.

Governance and Compliance

In addressing the theme of Governance and Compliance for multi-cloud environments, participants
emphasized its critical role in mitigating cyber risks and ensuring robust security. P4, P6 and P7
highlighted that effective governance structures are essential for overseeing multi-cloud deployments,
providing a foundation for securing various cloud services. As noted by P4, governance is crucial for
establishing security policies, risk management procedures, and compliance with regulations and P4
further added ,implementing a strong governance framework helps in defining and enforcing access

18



controls, ensuring that only authorized personnel have access to sensitive data and systems. P5
highlighted to protect the Multi-cloud from various cyber risk company should have good governance
structure and relevant security policies to manage cloud service related risks, stating :

...So if you have a good governance structure they have to have a risk management policy and as a
part of risk management policy they have to have a third party risk management policy and under that
should define how cloud related risks are handled and which will help to prevent the risks coming
from various clouds ....

All the participants concerned about compliance with industry standards and regulations during the
deployment and operation of Multi-cloud, such as GDPR, HIPAA, and NIST, are also vital when
deploying the Multi-cloud architecture since the data is transferred between different cloud providers.
Participants pointed out that these standards dictate specific security practices and controls, which are
integral to safeguarding data across multi-cloud environments. P5 further emphasized the importance
of incorporating compliance checks into CI/CD pipelines to identify and address security issues early.
P3 and P6 highlighted the necessity of aligning with GDPR requirements for european data and further
they added the comply with laws and standards are fully defend on the industry and business, P3
stating:

...... the specific requirements can vary depending on the industry and the type of data being handled.
It's crucial to understand and comply with all relevant regulations when designing and operating
multi-cloud security solutions..”

By adhering to these standards and integrating compliance into operational processes, organizations
can enhance their ability to prevent and respond to cyber threats effectively, ensuring that multi-cloud
environments remain secure and resilient.

Network Security Mechanisms

Participants highlighted the importance of securitying the Multi-cloud network from various cyber
attacks. P1 and P2 address the importance of implementing secure protocols, such as IPsec for VPN
tunnels and SSL/TLS for certificate-based communication by establishing secure channels and
protecting data transmission between different clouds. P2 and P4 recommended using VPNs and
SD-WANs to create secure connections between cloud environments and on-premises systems,
thereby reducing exposure to potential attacks. P3 and P7 highlighted the significance of network
segmentation, including micro-segmentation,as it isolated different network segments to contain
breaches and limit the movement of attackers from one cloud to another. Furthermore, P4 and P6
identified the need for robust network security controls, such as firewalls and Web Application
Firewalls (WAFs), to provide comprehensive protection against various threats. P2 emphasized the
importance of bandwidth optimization tools that play a pivotal role in managing and filtering incoming
traffic and discusses how these tools can distinguish between legitimate and malicious traffic, blocking
or redirecting harmful requests such as DOS attacks to protect cloud resources and maintain the flow
of legitimate traffic. P6 and P7 suggested that well-defined network policies are crucial for organizing
and securing network resources effectively across various clouds from any attacks.

Encryption Mechanisms

Participants such as P1, P2, P5, and P7 emphasized the critical importance of encryption in
multi-cloud environments to protect the sensitive information from attackers. P1 highlighted the
necessity of encrypting the data in Multi-cloud architecture due to the untrusted nature of transferring
data across different cloud providers and data transfer through the internet. P2 and P6 stressed
prioritizing encryption both at data in rest and data in transit to protect against unauthorized access. P6
highlighted the importance of encryption in multicloud, stating:

..... It's all about unified security across clouds. Strong identity management that works across all your
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environments is crucial. Encrypt everything, everywhere”

P7 underscored the importance of using the encrypted protocols HTTPS and TLS during data
transition to safeguard data from interception and man-in-the-middle attacks during transmission.

Centralized Monitoring

Centralized monitoring is pivotal in safeguarding Multi-cloud environments against cyberattacks, as
highlighted by participants. Deny emphasized that centralized monitoring of Multi-cloud architecture
gives comprehensive visibility of the threats and attacks across different clouds, stating :

“...Centralized logging and monitoring is crucial in multi-cloud. Look into cloud-agnostic monitoring
tools that can give you a single pane of glass across all your environments. Set up alerts for anomalies
that could indicate issues spanning multiple clouds..”

Additionally, P7 and P6 stated that the selection of of correct cloud-native tools like AWS
CloudWatch, Azure Monitor, and Google Cloud Operations Suite offers comprehensive security across
different platforms.The use of cloud-native tools like AWS CloudWatch, Azure Monitor, and Google
Cloud Operations Suite offers comprehensive visibility of security across different platforms . P7
further added that integrating third-party solutions such as Datadog and New Relic enhances this
visibility, enabling real-time detection of anomalies and potential threats. Additionally, P2 highlighted
that file integrity monitoring tools and user behavior analytics help identify unauthorized changes,
misconfigurations and deviations in behavior, preventing exploitation of vulnerabilities.

Further, P2 and P6 Pointed out advanced techniques such as intrusion detection systems (IDS),
intrusion prevention systems (IPS), and Security Information and Event Management (SIEM) systems
are crucial for identifying and mitigating unauthorized access attempts such as DOS attacks and
Ransomeware. P6 and P7 Brought attention to Cloud scanning tools and Al-powered monitoring
solutions, like Microsoft’s Copilot, automated detection of vulnerabilities and misconfigurations, and
response, reducing the time needed to address potential threats. In addition, P4 and P7 pinpointed
centralized Security operations centers (SOCs) and centralized monitoring tools will give
transparency, maintaining consistent security standards across multi-cloud infrastructures. These
integrated monitoring protect multi-cloud environments from cyberattacks and reinforce overall
security.

Web and API security

Participants emphasized that Web and API security mechanisms play a crucial role in safeguarding
multi-cloud environments from cyber threats. According to P7, tools like Web Application Firewalls
(WAFs) and network security controls are essential in protecting against common web attacks such as
SQL injection and cross-site scripting. P5 highlighted that major cloud providers offer advanced
solutions, such as Google Cloud's Cloud Armor and AWS's WAF, which provide robust defenses by
filtering malicious traffic and monitoring for potential threats against the web application and ensure
that cloud-based applications remain secure from external attacks and vulnerabilities.

P5 highlighted that API security is equally vital in a multi-cloud setup, as APIs often act as the
integration points between different cloud services. Further, P6 highlighted that strong API security
practices, including the use of API gateways and secure authentication methods, are critical in
preventing unauthorized access to API and API keys. P4 noted that implementing API monitoring
tools can further protect APIs from abuse and malicious activities and further added by employing
comprehensive API management systems and regularly auditing security configurations, organizations
can effectively shield their multi-cloud environments from a wide range of cyber threats and
vulnerabilities.
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4.2.2 Mechanisms to restore the Multi-cloud resources after the Cyber Attacks

This theme addresses the RQ1.1 by exploring the mechanisms required to effectively recover and
restore operations of Multi-cloud in the aftermath of a cyberattack. It focuses on three key sub-themes:
failover mechanisms, incident response plans, and backup and recovery strategies. These mechanisms
collectively ensure that multi-cloud environments can quickly return to normal operations and ensure
resilience.

Failover mechanisms

Most of the Participants emphasized failover mechanisms are essential for restoring multi-cloud
resources following cyber attacks, ensuring operational continuity and minimizing downtime.
Redundancy, as highlighted by P1, involves duplicating services and data across multiple availability
zones or cloud regions and the choice of these redundancy mechanisms are more about business
decision than security solution since its involve cost and P6 further added that choice of redundancy
decisions need to taken initial stage by the business and proper cloud strategy and capacity plan need
to defined in early stage. P2 pinpointed that redundancy enables a seamless switch to alternative data
centers or cloud providers if an attack compromises a specific region. Further, P7 highlighted that
redundancy need to be implement at various layer of Multi-cloud such as data layers and Network
layer, stating :

“... I think implementing redundancy at various layers ensures that if one component fails, another
can take. , so this includes a redundant server, as a database in the data layer and the networks in the
network layer as a failover mechanism,to continuity by automatically switching up or switching to a
standby system..”

P3 and P7 underscored that load balancing distributes traffic across different servers and cloud
platforms, preventing resource overloads and maintaining service availability even during cyber
attacks. In addition, P7 and P4 suggested that auto-scaling adjusts resources in real-time to meet
demand fluctuations, ensuring that multi-cloud environments can handle spikes in traffic, particularly
during distributed denial of service (DDoS) attacks. P2 mentioned that Real-time data replication
ensures continuous synchronization of data across multiple locations, facilitating rapid recovery if one
site is affected by a breach. Additionally, PS5 and P3 emphasized that cloud orchestration tools play a
pivotal role in managing the transition between primary and secondary systems, helping maintain
service continuity when cloud resources come under threat.

Incident Response plan

Participants highlighted that multi-cloud environments, having a well-defined incident response plan
is crucial for the immediate restoration of services and ensuring continuity amid cyber attacks. P5
highlights that incident response plans should cover all clouds within the architecture, with detailed
playbooks and well-defined roles for each cloud provider. Regular practice of these scenarios ensures
that the team is prepared to handle incidents involving multiple clouds effectively stating:

"...Your Incident Response plan needs to cover all your clouds. Have clear playbooks for multi-cloud
scenarios, define roles clearly, and practice scenarios that involve multiple cloud providers..”

P3 emphasizes the need for identifying specific incident scenarios such as ransomware and data
breaches and developing tailored incident response playbooks to manage these scenarios effectively.
These playbooks guide the organization through critical stages like detection, triage, and recovery,
facilitating rapid responses to minimize downtime and service disruptions . P4 stresses that an
effective incident response plan must account for the complexity of multi-cloud setups by ensuring
comprehensive coverage across all cloud environments and P4 further added includes having clear
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playbooks for multi-cloud scenarios and predefined roles to handle incidents across different cloud
platforms.

P7 underscores that incident response plans should include procedures for containment, eradication,
and recovery to support immediate restoration and continuous service and by integrating these
strategies, organizations can ensure rapid recovery and ongoing service availability even during
significant cyber threats.

Backup and Recovery

Backup and recovery mechanisms are fundamental in restoring multi-cloud environments after
cyber-attacks, ensuring business continuity. Various participants discussed strategies to strengthen
disaster recovery (DR) and minimize risks from cyber threats. P2 emphasized the importance of
pre-planning backup checkpoint management, noting that decisions around backup and recovery must
be made early in the process. This allows businesses to ensure that when an attack occurs, they can roll
back to appropriate recovery points with minimal data loss. P2 highlighted that if checkpoints are set
too far apart, the risk of significant data loss increases. Properly planned, smaller, more frequent
checkpoints reduce potential data loss and improve recovery speed, stating:

“...they have to decide they have to pre plan this stuff like. So even once an attack happens, if there is
an incident when they want to roll back or like the check which checkpoint if it is really, checkpoints
are very small so the loss of data and RPO is small and recovery is speed..”

PS5 underscored the need for robust backups across all environments and advocated for automating DR
processes across cloud platforms. This automation not only reduces the risk of human error but also
enables faster recovery in the event of an attack. Regular testing of multi-cloud DR strategies is critical
for ensuring readiness and effectiveness. P6 expanded on continuous data replication as a key method
to minimize recovery point objectives (RPO) and recovery time objectives (RTO) and further P6
pointed out that businesses can adjust the frequency of their backups whether every minute, hour, or
day based on the level of data loss they are willing to accept. However, this frequency is closely tied to
the cost of maintaining such systems. P7 also noted that geographically dispersed backups and clearly
defined recovery objectives are vital for ensuring quick and efficient data restoration after a disaster.
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5 Discussion

5.1 Discussing results of RQ1

Previous studies by Afolaranmi et al. (2018) and Singhal et al. (2013) identified security
vulnerabilities in multi-cloud environments that malicious actors could exploit for cyberattacks. This
study extends their findings by uncovering additional vulnerabilities and linking them to specific
attacks. By exploring both the vulnerabilities and their exploitation, this study offers a more
comprehensive understanding of the security landscape in multi-cloud environments, contributing to
the broader discourse on how to mitigate these risks and enhance multi-cloud resilience in the face of
evolving cyber attacks.

The study findings revealed that the emerging cyber attacks that affect the resilience of multi-cloud
architectures can be categorized into two types: Cyberattacks that affect the resilience of Multi-cloud
architecture and Cyber attacks that compromise resources within multi-cloud environments.

The first type of cyberattacks targeting Multi-cloud service availability, a core aspect of cloud
resilience. This study identifies three such attacks that primarily target the service availability, Denial
of Service (DoS), malware and ransomware, and supply chain attacks. These attacks exploit
vulnerabilities, disrupting service availability and significantly impacting multi-cloud resilience. DoS,
particularly Distributed Denial of Service (DDoS) attacks, overwhelm cloud infrastructure with traffic,
leading to system crashes. The distributed nature of multi-cloud environments makes these attacks
harder to defend against, amplifying their damage.Malware and ransomware attacks exploit insecure
infrastructure and misconfigured virtual machines, injecting malicious software, encrypting data, and
disrupting operations, often demanding ransom for recovery. Supply chain attacks, targeting
vulnerabilities in code repositories, CI/CD pipelines, and third-party components, introduce malware,
causing widespread disruptions. Collectively, these attacks challenge multi-cloud systems' ability to
maintain service continuity and recover from disruptions, leading to significant downtime and
operational impact. Based on Abbadi & Martin's (2011) definition, these cyberattacks directly impact
the multi-cloud resilience.

The second type of cyberattacks targets resources within multi-cloud environments, such as data,
applications, and access control mechanisms, compromising integrity and confidentiality, and causing
operational disruptions. This category includes misconfiguration exploitation, identity-based attacks,
web-based attacks, and API exploitation attacks.Misconfiguration attacks create vulnerabilities by
mismanaging security settings across multiple cloud platforms, allowing unauthorized access, service
disruptions, and compromised data integrity. The complexity of managing varied configurations
increases the risk of such misconfigurations. Identity-based attacks exploit weaknesses in IAM
systems, leading to unauthorized access, privilege escalation, and data breaches, particularly by
targeting over-permissioned or inactive identities. These attacks undermine the resilience of
multi-cloud setups by facilitating unauthorized access and increasing the risk of data breaches, thereby
compromising the overall security and operational stability of cloud resources. API exploitation
attacks leverage vulnerabilities like misconfigured APIs, exposed keys, and weak access controls,
leading to unauthorized access, data breaches, and compromised cloud resources. Web-based attacks,
such as session hijacking, SQL injection, and cross-site scripting, exploit weaknesses in cloud
applications, resulting in unauthorized access and malicious code insertion, further weakening
multi-cloud resilience by disrupting services and compromising data integrity.

Abdullayeva (2023) study provided reference models for cybersecurity and resilience in cloud

systems, proposing a cyber resilience architecture based on identified risks, vulnerabilities, and threats
in cloud computing. However, this study specifically focuses on filtering cyberattacks targeting
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multi-cloud environments, identifying the corresponding vulnerabilities, and analyzing how these
attacks affect key resilience properties such as availability, reliability, and integrity.

This study highlights the multi-dimensional nature of cyber attacks to multi-cloud architectures. These
Attacks targeting service availability and compromising cloud resources both significantly impact the
resilience of Multi-cloud systems directly or indirectly. The findings suggest that organizations need a
holistic approach to Multi- cloud resilience that addresses both service continuity and resource
compromise to effectively mitigate the risks posed by these cyber attacks.

5.2 Discussing results of RQ1.1

The Previous research by Rani et al. (2024) examined cyber threats to cloud systems, categorizing
them into data threats, network threats, and associated detection and protection methods. While their
study provided valuable insights into these areas, this research extends beyond their scope by
classifying cyber attacks into two distinct categories: those that impact cloud availability and those
that compromise cloud resources. Additionally, this study proposes targeted mechanisms for both
protecting multi-cloud environments against these attacks and restoring operations post-attack,
offering a more comprehensive approach within the multi-cloud context.

This study findings revealed mechanisms to prevent cyberattacks on multi-cloud architecture and
mechanisms to restore multi-cloud resources after an attack. Mechanisms identified under each
category contribute to enhancing the resilience aspects of multi-cloud systems in various ways.

The previous study by Osanaiye et al. (2016) provided a comprehensive literature review on
Distributed Denial of Service (DDoS) attacks against cloud environments and proposed defense
mechanisms to maintain cloud resilience specifically within the context of DDoS attacks. In contrast,
this study extends the focus beyond DDoS attacks to encompass a broader spectrum of cyber threats
affecting multi-cloud systems. It identifies both preventive and restorative mechanisms tailored to a
wide range of cyberattacks, aiming to fortify multi-cloud environments against various threats. By
addressing the diverse nature of these attacks, this study contributes to a more holistic understanding
of how to defend and restore cloud operations, thereby ensuring the resilience of multi-cloud systems
against an array of potential cyber threats.

This study identified the preventive mechanisms, Identity and Access Management (IAM) ensures
strong authentication and centralized control across platforms, reducing the risk of unauthorized
access. Secure cloud deployment practices, including threat modeling and secure code development,
help mitigate vulnerabilities early in the cloud deployment cycle. Effective governance frameworks
and compliance with industry standards bolster security policies and risk management enforce the
security hygiene of Multi-cloud design and operation phases, while encryption safeguards sensitive
data in transit and at rest to restrict the access of sensitive information to further damage . Network
security mechanisms, such as VPNs, firewalls, and network segmentation, protect against attacks like
DDoS, ensuring service availability. Centralized monitoring using cloud-native tools and third-party
solutions provides real-time visibility into potential threats, enabling quick responses. Additionally,
web and API security measures defend against the web attacks and API attacks, protecting
cloud-based applications and ensuring the integrity of cloud resources. Together, these mechanisms
form a comprehensive defense strategy, significantly improving multi-cloud resilience by preventing
and mitigating the impact of cyberattacks. These findings highlight that implementing robust
preventive mechanisms is essential for enhancing the resilience of multi-cloud environments against
cyberattacks.

The study identified essential mechanisms for restoring operations after cyber attacks, Failover
mechanisms, such as redundancy, load balancing, and real-time data replication, are crucial for
maintaining service continuity. Redundancy ensures smooth transitions to alternative systems, while
load balancing and auto-scaling manage traffic and resource demands, especially during high-volume
attacks like DDoS. Real-time data replication enables rapid recovery by synchronizing data across
multiple locations.Incident response plans are vital, providing a structured approach to managing

24



incidents with detailed playbooks and predefined roles for various scenarios. These plans should cover
all cloud environments and support swift containment, eradication, and recovery actions to minimize
downtime. Backup and recovery strategies support these efforts by focusing on data preservation and
restoration. Effective strategies involve pre-planning backup checkpoints, regular automated backups,
and continuous data replication to reduce data loss and speed up recovery. Geographically dispersed
backups and clear recovery objectives further enhance quick restoration capabilities. Collectively,
these mechanisms, failover systems, incident response plans, and backup/recovery strategies create a
comprehensive framework for managing and recovering from cyberattacks, ensuring operational
continuity and enhancing multi-cloud resilience.

Study findings highlighted that preventing cyberattacks is the first critical step in ensuring the
resilience of multi-cloud systems, while preventive mechanisms are essential, cyberattacks may still
occur, and thus, effective recovery mechanisms are critical for restoring resilience. Furthermore, the
findings reveal that selecting appropriate preventive and restorative mechanisms depends on
management, as they involve cost considerations and also based on type of industry and the data
involved within the multi-cloud environment. Furthermore, these decisions should be made during the
initial stages of cloud deployment and incorporate these decisions into the overall cloud strategy of the
management. This approach ensures that the chosen strategies effectively address the unique security
challenges applicable to the business, thereby enhancing the overall resilience of multi-cloud systems
against various cyber threats.

5.3 Limitations of this study

This study has certain limitations. Firstly, since theMulti-cloud is emerging technology there is limited
literature and documentation directly focusing on multi-cloud architecture, leading to some impact of
cybersecurity attacks being identified for single-cloud environments and generalized to multi-cloud
based on the applicability in design and operational risk as per the statement “ Multi-cloud
applications inherit the same security challenges present in single-cloud environments “ by Reece,et.al,
2024 . Additionally, the documents selected for the document study are limited to freely available
resources due to cost constraint. Moreover, the insights obtained from interview participants may be
influenced by their respective cloud vendors, domains, and expertise, potentially introducing bias
towards their cloud provider. Therefore, the findings may be limited to the sample size and the specific
context of the participants. Furthermore, insights gathered from interview participants in Sweden may
not be easily generalizable to other EU countries due to the specific geographical focus of the
selection.

5.4 Future research

This study's insights will serve as a foundation for future research related to which Multi-cloud
vulnerability is highly impacting Multi-cloud resilience and how Al technologies can enhance the
resilience and security of a multi-cloud environment. Additionally, further studies need to be
conducted to identify the resilience-related challenges that may arise when applying legal frameworks
such as GDPR to a multi-cloud environment. Another essential area of study involves investigating the
How to prioritize the various preventive and restorative mechanisms to retain Multi-cloud resilience
challenges when applying these proposed mechanisms in the multi-cloud environment and
determining how to select the appropriate restorative and preventive measures based on the data used
by the business.
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5.5 Originality and significance

This study fills a significant gap in the existing research landscape by focusing on the
often-overlooked area of multi-cloud resilience. Prior research has largely neglected to identify cyber
attacks affecting the resilience of multi-cloud environments or to explore methodologies for
strengthening their cyber resilience. By addressing this gap, our study offers valuable insights into the
cyber threats impacting multi-cloud resilience and proposes various preventive and security measures
to enhance it. The scientific knowledge generated from this research contributes not only to computer
and systems sciences but also to the field of security, particularly in multi-cloud security and cyber
resilience. Furthermore, the findings of this study pave the way for future research directions in this
emerging area.

Throughout the research process, strict adherence to ethical considerations, as outlined in section 3.5,
was paramount. This ensured that the anonymity and confidentiality of the participants were
maintained in presenting the findings. Moreover, the literature and documents sourced from other
authors were handled ethically to preserve their integrity and prevent any potential distortion.

5.6 Conclusion

The growing adoption of multi-cloud strategies is driven by benefits such as cost reduction, widely
distributed and compliant resources, flexibility in choosing optimal services from various providers,
and avoidance of vendor lock-in. However, the complex nature of multi-cloud architectures makes
them highly vulnerable to cyberattacks and challenging the resilience. This study identifies various
vulnerabilities exploited by attackers in multi-cloud environments, including misconfigurations, API
weaknesses, decentralized identity and access management (IAM), inadequate endpoint protection,
fragmented monitoring, and poor security hygiene in the cloud deployment process.

The study identifies two main categories of cyberattacks impacting multi-cloud resilience: those
targeting service availability and those compromising resources, detailing various attacks within these
categories. It explains how these attacks undermine multi-cloud resilience and the specific
vulnerabilities they exploit. The study recommends a range of preventive and recovery mechanisms to
protect and restore multi-cloud systems from cyber threats. It emphasizes that while preventing
cyberattacks is crucial for maintaining resilience, effective recovery mechanisms are critical for rapid
service restoration. Achieving robust multi-cloud resilience requires a careful selection of both
preventive and recovery measures. Furthermore, such decisions are influenced by cost, industry type,
and data specifics.

This study suggests, Cloud customers and Cloud architects should decide on selecting appropriate
mechanisms for their Multi-Cloud solution during the initial design stages. This early decision-making
helps to manage costs effectively and address the unique security challenges involved in managing and
enhancing Multi-Cloud resilience. Specifically, conducting risk and capacity assessments in the initial
planning stages of a Multi-Cloud strategy enables organizations to identify which vulnerabilities and
threats apply to their solution and to choose the most suitable protective and restorative mechanisms to
ensure continuous service for their users.

This study provides key takeaways for Cloud Security architects on enhancing the resilience of
Multi-Cloud solutions by adopting secure design and deployment practices. These practices include
adhering to a security-by-design approach throughout the lifecycle and maintaining strong security
hygiene during cloud deployment. Such an approach helps prevent common vulnerabilities identified
in this study, such as avoiding misconfigurations of cloud resources, third-party tools, security settings,
and TAM policies, as well as ensuring sensitive information such as API keys and credentials is not
exposed in publicly accessible repositories. Additionally, Cloud architects and cloud service managers
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are responsible for recommending appropriate preventive and restorative mechanisms to cloud
customers, strengthening resilience from the design stage onward.
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Appendix A — Consent form

Researcher: Subagini Sivaseelan
Contact Information: Subaginisiva@outlook.com
Organization: Department of Computer and Systems Science (DSV), Stockholm University

I appreciate your interest in participating in this interview, conducted as part of a master thesis project
at Stockholm University's Department of Computer and Systems Science (DSV). The research is
focused on Enhancing the Cyber resilience of the Multi-Cloud environment.

A total of 14 questions are included in the interview, divided into 4 sections. The section 1 contains 2
questions intended to collect demographic information and data, regarding Cloud security
professionals' age and amount of experience in the field.

Section 2 includes 4 questions related to common Cybersecurity Attacks and Mitigation, Section 3
includes 6 questions related to Mechanisms for Enhancing Resilience of Multi-cloud . Section 4
contains common Monitoring, Adaptation, and Compliance requirements related to Multi-cloud
environments. The estimated time to complete the interview is approximately 30-40 minutes.

The information provided through this interview will be collected, stored and later analyzed for the
purpose of the study. The interview will be recorded with the consent of the participants, the
interviewer will keep his right on taking notes. However, at no time will your name, or any direct
identifiers, be used and/or shared with third parties.

By participating in the following interview,
you grant your consent and agree to:

- I confirm that I read the information above presented.

- I give my full consent to participate in the study.

- I am aware that my participation is completely voluntary and can be terminated at any time, without
explanation.

- I allow the data collected via the interview to be stored and handled electronically by the researcher
involved in the study.

- Upon request, the researcher will provide you with a link to published research.

If you have any questions regarding this study or the interview, I invite you to contact the researcher at
the following: Subaginisiva@outlook.com
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Appendix B - Codes Used in Document

analysis - RQ1

Theme

Codes

API related Attacks

API key theft,Cross Workload risk,Misconfigured
APIL,Shadow API, Cross site scripting, Insecure API

Malware and Ransomware attacks

Malware ,Pay ransom,encryption of data,Demand
ransome, Spreading malware

Cloud Web attacks

Sql injection,Internet exposure, cross site
scripting,Session hijacking, Cookie poisoning, web
application risks

Misconfiguration exploitation attack

Security misconfigurations, configuration
discrepancies,Misconfiguration of cloud resources,
Network misconfiguration,Github repository expose,
Devops misconfiguration

CVE in code, Source code vulnerability, Devops
repository vulnerabilities

Identity based attacks

Social engineering, Al based attack

Account hijacking, privilege escalation

Phishing attack,unauthorized cloud resources

poor workload identities management, Misuse super
identities. attack using inactive work load
unauthorized workload identities,Poorly secure
password, utilize Insecure credentials, Lateral
movement

DOS Attacks

Application level dos, Infrastructural level DDOS,
network layer ddos attack, flooding system,
overwhelm system, Internet outage, DDOS

Supply chain attack

Insecure Devop tools, Devops vulnerabilities exploit
Compromise by insiders, cross cloud supply chain
attack supply chain compromise,poison pipeline
execution attack , Code tampering, Brute force attack
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Appendix C- Codes Used in Document
analysis - RQ1.1

Theme

Codes

Encryption Mechanisms

Data Encryption,Encrypt transit data, Encrypt backup

Incident response plan

Incident Handling,Incident response ,incident Play books

Web and API security
Mechanisms

Web security controls, API gateways, Input validation,Review
permission,Phishing protection ,AD blockers, Anti malware
,Secure API, Web application firewall, Microsoft
defender,Educate employee

Network security Mechanisms

VPN. secure protocols, Network segmentation
TLS, HTTPS protocol, Network security controls, Micro
segmentation, SDP, Network policies, VPN gateway

Backup and Disaster Recovery

Backup , Checkpoint management, Vaulted backup, DR plan,
RPO, Disaster recovery

Identity and Access
Management

Least privileges ,strong authentication, Strong Access control
management, Privileged user management, Proper authentication
and authorisation, Multi factor authentication/MFA,, Identity and
access management, Centralized IAM,IAM security policies

Governance and Compliance

Compliance with Industry standards, NIST, HIPAA, Nist csf,
Enforce best practice

GDPR compliance ,Governance ,Risk assessment on cloud, Third
party risk management policy, Enforce security policies ,Cloud
security policies, Reporting structure

Failover mechanisms

Bandwidth optimization tools. Workload management,
Redundancy, Replication, Load balancing, Serverless architecture,
Redundant server, Cloud orchestration ,Auto scaling, DNS auto
scaling , Failover systems

Centralised Monitoring
Mechanisms

Review configurations, General monitoring, Security monitoring,
Monitoring tools, Al for security

cloud scanning tools, Integrity monitoring, IDS

centralized monitoring, Centralized SOC, behavioral analysis,
security monitoring center, cloud native monitoring tools, hybrid
cloud monitoring, DOS prevention tools, Threat detection

Secure Cloud Design practices

design rules, security by design, CAF

good coding practice, Cloud architecture frameworks

Design requirements, Regular testing ,Resolve CVE and CVS,
Design for failure, Design simple, secure development practice,
agile methodologies, Code reviews
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Appendix D - Interview Questions

Section 1 : Cybersecurity attacks

1. What are some common cybersecurity attacks faced by organizations utilizing multi-cloud
environments?
Are there any specific attacks that affect the resilience of multi-cloud environments?

3. Which component of the Multi-cloud architecture will be highly vulnerable to cyber attack and
what mechanisms will mitigate it ?

Section 2 : Mechanisms to overcome major vulnerabilities

4. How to avoid the single point of failure through the vulnerabilities that come from Cloud
misconfiguration and API related vulnerabilities ?

Section 3 : Mechanisms for Enhancing Resilience:

5. How do organizations typically approach the design and implementation of resilient multi-cloud
architectures?

6. Which security attributes give a strong resilience foundation to the infrastructure design of
multi-cloud architectures?

7. Are there any specific best practices or frameworks that organizations should consider when
designing resilient multi-cloud architectures?

8.  What preventive measures can organizations implement to minimize the risk of cyberattacks on
their multi-cloud infrastructure?

9. What mechanisms will help to quickly restore operations and minimize downtime?

10. What mechanisms or strategies can organizations employ to enhance the resilience of their
multi-cloud architecture?

11. How do redundancy, failover mechanisms, and load balancing contribute to resilience in
multi-cloud setups?

12. How do incident response plans and disaster recovery strategies play a role in maintaining
resilience in multi-cloud environments?

Section 4 : Monitoring, Adaptation, and Compliance:

13. How do organizations monitor their multi-cloud environments and What tools or techniques are
commonly used for threat detection and incident response in multi-cloud setups?

14. How do regulatory requirements and compliance standards influence the design and operation of
resilient multi-cloud systems?
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Appendix E — Summary of Documents used

for Document study

Article Name Source Year of
Publication

Cloud Security Complexity: Challenges in Managing Cloud Security Alliance | 2024

Security in Hybrid and Multi-Cloud Environments

2024 GLOBAL THREAT REPORT CrowdStrike 2024

All eyes on Cloud | Why the cloud surface attracts SentinelOne. 2024

attacks.

CNN-Based Detection of DDoS Attacks in Multi-Cloud | Research Gate 2024

Environments

Prevention and detection of DDOS attack in virtual Google Scholar 2024

cloud computing environment using Naive Bayes

algorithm of machine learning

2024 State of Multi Cloud Security Report Microsoft.com 2024

Account for Complexities Introduced by Hybrid Cloud | National Security 2024

and Multi-Cloud Environments Agency

Cloud Security Report. (2024). Fortinet.com 2024

Mitigating Cloud Vulnerabilities National Security 2024
Agency.

Insider's Playbook: Defending Against Cloud Threats CrowdStrike. 2024

Next-generation-threats-securing Cloudtweaks 2023

EndPoint, Identity and Cloud SentinelOne. 2023

Enhancing Security and Privacy in Multi-Cloud Google Scholar 2021

Environments: A Comprehensive Study on Encryption

Techniques and Access Control Mechanisms

Supply Chain Attacks in the Age of Cloud Computing: | Research Gate 2020

Risks, Mitigations,

Cloud Security Complexity: Challenges in Managing Cloud Security Alliance | 2019

Security in Hybrid and Multi-Cloud Environments

Cloud Computing Security Threats and Attacks with Google Scholar 2017

Their Mitigation Techniques
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Article Name Source Year of
Publication

Cloud security: Emerging threats and current solutions Google Scholar 2017

Stealthy DDoS detecting mechanism for cloud resilience | Google Scholar 2017

system

Distributed denial of service (DDoS) resilience in cloud: | Google Scholar 2016

Review and conceptual cloud DDoS mitigation

framework

Service delivery models of cloud computing: security Google Scholar 2016

issues and open challenges

Cloud Computing Synopsis and Recommendations National Institute of 2012

Standards and
Technology (NIST)
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Appendix F - Reflection document

How does your study correspond to the goals of the thesis course? Why? Focus on the goals that
were achieved especially well and those that were not well achieved.

My thesis closely aligns with the thesis course goals, emphasizing structured research and systematic
planning. I stayed organized, setting clear objectives for each phase to enhance my understanding and
build confidence. Conducting expert interviews and document analysis allowed me to gain industry
insights, knowledge about current trends and technologies among cyber attackers, strengthen
connections, and refine communication skills.

How did the planning of your study work? What could you have done better?

The planning was effective overall, with structured timelines and goals. However, data collection
proved challenging due to limited literature on multi-cloud resilience, which required additional time
to find reliable resources. Starting earlier and allocating more time to expert interviews would have
improved alignment with my timeline.

How does the thesis work relate to your education? Which courses and areas have been most
relevant for your thesis work?

This thesis is strongly connected to my academic background, especially within cybersecurity. Key
courses like Cyber Security, FMVEK, and MMII provided essential concepts in risk management and
regulatory compliance, directly informing my research. These courses supported a structured approach
to exploring multi-cloud resilience.

How valuable is the thesis for your future work and/or studies?

My thesis is highly relevant to my future career in Cloud Security and GRC, closely aligning with my
goals. The knowledge gained is applicable to industries prioritizing cybersecurity and cloud security,
providing both theoretical and practical insights. This research will be a strong foundation for my
career and further studies in Security and Resilience.

How satisfied are you with your thesis work and its results? Why?

I am very satisfied with my thesis outcomes, having continuously refined my approach throughout the
process. The results provide valuable guidance for companies adopting multi-cloud solutions, helping
them plan, design, and operate resilient systems against cyber attacks. This research also offers Cloud
Security architects insights to avoid vulnerabilities in multi-cloud designs, establishing a strong
foundation for future work in multi-cloud resilience and cybersecurity.

What Al tools and similar tools did you use in the thesis process, and how did you use them?
Give some examples.?

I used Grammarly and ChatGPT to enhance my writing style, which was especially helpful as a

non-native English speaker. MAXQDA 24 aided in the thematic analysis of interview and document
data, while Scribbr streamlined citation management, saving time and improving organization.
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