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Abstract

Integrated sensing and communication (isac) paradigm has increasingly attracted
attention due to the benefits on having both functionalities, communication and
sensing, operating over the same resources. However, sensing-based services and
operations raise critical concerns regarding privacy. Indeed, guaranteeing the
privacy of sensing data has emerged as a critical concern. Any potential vulner-
ability in this regard could open issues with unauthorized access and leakage
of sensitive information. Consequently, ensuring robust privacy protections is
highly important for the design of isac systems.

This thesis analyses privacy vulnerabilities in a multi-static isac system im-
plemented in a cell-free massive multiple-input multiple-output (mimo) infras-
tructure. Particularly, isac systems need balancing the often competing demands
of sensing, communication, and privacy considerations. Specifically, the thesis
examines the capability of an internal adversary of infering target location infor-
mation from received signals, a scenario with critical security implications. To
mitigate such risks, this study analyzes the conditions and scenarios where this
risk has the greatest impact. Thus, this study aims at providing insights for fu-
ture privacy-preserving design of isac.
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1
Introduction

This chapter will introduce the main ideas and motivation of thesis and condense
these into a few research questions to be answered. It will also briefly mention
the overall aim of the thesis as well as limits its scope to reasonable levels.

1.1 Motivation

Current mobile communication standards are focused around high transmission
speeds and reliable communication. Historically, research in the area has always
been centered around offering spectral-, power-, and cost efficient communica-
tion protocols, for which the demand is always high. Lately, the mobile commu-
nication research is developing a new paradigm shift to handle stringent require-
ments for the new generation of mobile networks, i.e 6G, which faces new types
of problems, not considered before [1].

An evolving research area in future 6G networks is the so-called Integrated
Sensing and Communication (isac) which aims to integrate sensing tasks with data
transmission. The need for further isac research stems from a more automated
and interconnected society where different devices need to communicate as well
as coexist in an efficient manner. The ultimate evolution of isac to transform
networks in Perceptive Mobile Networks (pmn), where multiple devices connected
to a network cooperate in both sensing and communication [2]. For that purpose,
the evolution of Multiple Input Multiple Output (mimo) technologies toward dis-
tributed implementations, in a cell-free setting, will undoubtedly serve as the
main structure to support distributed systems isac in networked sensing imple-
mentations.

On the other hand, behind the benefits to be exploited with isac systems, it is
worthwhile to pay attention on the fact that networks being able to sense targets
generate a new kind of security concerns. Particularly, the ability of malicious
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2 1 Introduction

parties to use the sensing information to track and locate specific targets can be
used to launch unprecedented attacks. This can be done by taking advantage
of the radar signals being transmitted by isac Access Points (aps) to estimate
the position of targets by inferring the directions the aps originally beamformed
their sensing signals towards these targets [3]. Mechanisms to avoid this kind
of risks are still to be investigated. Particularly, optimization problems can be
formulated to minimize the radar echo at the users, while maximizing the echo
Signal to Interference plus Noise Ratio (sinr) at the receiving ap. Exploiting the
degrees of freedom of cell-free implementations can offer advantages to attain
this goal by optimizing the set of aps that should act as transmitters and the set
of aps that should act as receivers of the sensing signal.

1.2 Aim

In this thesis, certain aspects of the next generations mobile communication net-
works will be analyzed, specifically centered around privacy. Since 6G networks
involves a large quantity of new technologies, this also raises further demand for
security reassurances, especially when one of these new technologies includes
tracking and localization of users and/or even targets unconnected to the net-
work.

Therefore, the aim of this thesis is to investigate privacy-leakage attack mod-
els on the design of isac systems in cell-free mimo networks. Moreover, the the-
sis provide useful insights into how large sensing networks can be designed to
limit the extent of bad actors or adversaries to use the system to retrieve sensitive
information.

1.3 Research Questions

Below, a number of research questions are stated, which served to steer the goals
and development of this thesis. Answers to those are provided in the conclusion.

1. How can a cell-freemimo isac system be designed to maximize the sensing
sinr with regards to the receiver ap?

2. How can aps be selected to act as transmitter or receiver of sensing signals?

3. What are the privacy vulnerabilities of cell-free mimo isac systems?

1.4 Limitations

The development of 6G networks opens a range of new considerations to consider-
ing while researching the communication network aspects this thesis aims to do.
Therefore, certain limitations has to be set in order to keep the work tractable
within the given time frame.
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The aim of this thesis is to analyze the privacy threats that comes with a com-
munication network being able to provide localization/tracking information of
targets not connected to the referred network. For that purpose, we rely on state-
of-the-art formulations for precoder design of cell-free mimo-based isac, which
will be detailed in Chapter 3, and we focus on the privacy aspects.

Herein, it is assumed that the adversary, i.e bad actor in the system, will be
connected to the same network as the sensing target and the users communica-
tion normally in the network, and thus being able to use the network regularly to
try to access private sensing information.

Lastly, since the goal of this thesis is to evaluate privacy preservation in the
downlink case, uplink communication or channel estimation is not considered.

1.5 Societal and Business Considerations

This thesis relevance on society stems from the fact that privacy preservation be-
comes a more and more integral part of each individual’s life, with contemporary
examples such as GDPR. Hence, such considerations must also be extended into
the most fundamental aspects of the development of wireless technologies, which
this thesis aims to do.

Data security has always been the focus of different business models world-
wide, where companies invest heavily in guaranteeing that their data will not
fall into non-authorized hands. Thus, allowing companies have insights on how
their data might be intercepted during wireless signals transmission will prove
useful.





2
Theory

To further elucidate the work presented by this thesis, necessary theory will be
explained in greater detail below.

2.1 Background

This thesis tackles state-of-the-art research at the Department of Electrical Engi-
neering (isy), thus previous knowledge within the field of signal processing and
communication is necessary for the best understanding of the concepts described
below.

2.1.1 Basics of Wireless Channels

This section will describe the wireless channels and signal modeling, providing
some fundamental knowledge necessary for the thesis work.

Wireless Signal Modeling and Channel Parameters

Channel models are often defined by a transmitted signal x(t), and a received
signal y(t). In most cases the transmitted signal is affected by the surrounding
area in different ways, hence, a suitable model is to include a time varying chan-
nel coefficient to represent the uncertainty in the propagation conditions, this
parameter is sometimes called h.

In practice, since a continuously time varying channel coefficient is complex
to estimate, the concept of coherence intervals is introduced. A coherence in-
terval determines the time and frequency interval during which the channel co-
efficient may be considered non-changing. Furthermore, the coherence interval

5



6 2 Theory

allows the channel to be modelled by a linear relationship between the input and
output signal.

Moreover, the channel coefficient is determined by large- and small-scale fad-
ing. Large-scale fading encapsulates, for example, the distance to the receiver.
Small-scale fading is determined by variational differences in the propagation
paths of the transmitted signal, whose effects may be minimized using concepts
such as channel hardening [4].

Signal to Interference plus Noise Ratio

Signal to interference plus noise ratio, sinr, is a measurement on how prevalent
the transmitted signal is with regards to interference and noise, at the receiver.
The formula for calculating this measurement can vary depending on the channel
conditions and other assumptions but will generally follow

γ =
P

I + N0
, (2.1)

where γ is the sinr at the receiver, P is the received power, I is the interference
from other users or radar waveforms, and N0 is the power of the noise. A more
in-depth description for the massive mimo case can be studied in [5].

Line of Sight and Non-Line of Sight Propagation

Wireless communication in urban areas are prone to not having a direct line be-
tween the transmitter and the receiver. This case is called non-line of sight prop-
agation (nlos), while the opposite case, line of sight (los), occurs when there is
a dominant line of sight component in the received signal. Whether the channel
is considered nlos or los determines, for instance, how the channel coefficient
should be modelled [6].

Rayleigh Fading

Rayleigh fading is a statistical model used to describe the rapid changes of signal
amplitude and phase caused by multipath propagation in wireless communica-
tion environments. It occurs in a nlos scenario (if there is a los component
Rician Fading may be considered instead) and the received signal is composed of
many scattered components with random phases and amplitudes.

In Rayleigh fading, the assumption is that the transmitted signal reaches the
receiver through a large number of paths. Each path undergoes reflection, diffrac-
tion, and scattering due to random stationary or moving obstacles in the environ-
ment. The signal components from these paths combine at the receiver, resulting
in constructive and destructive interference, which leads to changes in the signal
amplitude.

Mathematically, Rayleigh fading is characterized by the envelope of the chan-
nel response having a Rayleigh distribution. If hI (t) and hQ(t) represent the in-
phase and quadrature components of the channel response, which are indepen-
dent and identically distributed Gaussian random variables with zero mean and
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equal variance, it can be assumed that the signals arrive at angles uniformly dis-
tributed over the interval [0, 2π]. The envelope of the channel response can then

be expressed as
√
hI (t)2 + hQ(t)2 which is said to be Rayleigh distributed with

probability density function pR(r) in

pR(r) =
r

σ2 e
− r2

2σ2 , r ≥ 0. (2.2)

where σ is the scale parameter of the distribution, related to the variance of the
underlying Gaussian variables. A more in-depth explanations on different fading
scenarios and their effects in mimo cases can be studied in [7].

Uniform Linear Array

A uniform linear array (ula) is a configuration of multiple antenna elements
arranged in a straight line with uniform spacing between them. This arrangement
is commonly used in various wireless mimo communication systems due to its
simplicity and effectiveness in directional signal processing. The spacing of the
antenna elements are usually half of the wavelength to minimize the correlation
between transmitted signals from each antenna element, further explained in the
following section.

Antenna Array Response Vector

An antenna array response vector represents the response of an array of antennas
to a plane wave arriving from a specific direction. The response vector encapsu-
lates the phase shifts and amplitudes experienced by the signals at each antenna
element due to the direction of the wave.

Consider a uniform linear array with M antennas spaced by a distance d. Let
the plane wave arrive on the array from an angle θ relative to the array. Then, the
response vector a(θ) can be expressed as

a(θ) =
[
1 ejkd cos θ ej2kd cos θ . . . ej(M−1)kd cos θ

]T
, (2.3)

Here, k = 2π
λ is the wave number, with λ being the wavelength of the incoming

wave. Each term represents the phase shift experienced by the signal at each
antenna element due to the angle of arrival. Often in massive mimo, the spacing
of each antenna element is d = λ

2 to achieve high uncorrelation between channels
which conversely simplifies the expression of a(θ) since kd becomes 2π

λ
λ
2 [4].

MIMO-Beamforming and Precoding

Precoding is a technique employed by mimo systems to further take advantage
of the multiple antenna elements at the transmitter and the spatial diversity of
the multiple channels therein. The precoder, which in the mimo case is a matrix,
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is along with some knowledge of the channel (for example through channel esti-
mation or channel models) used to modify the transmission stream to counteract
deficiencies and take advantage of the current channel state.

One form of precoding is beamforming which alters the phase and amplitude
of the signal sent from each antenna element in order to, by way of constructive
and destructive interference of electromagnetic waves, send the data specifically
angled to its receivers.

Beamforming often refers to analog manipulations of the signal, which is lim-
ited to altering the phase in the different antenna elements, while precoding may
transpire in the digital domain and is therefore more susceptible to advanced
digital computations to alter both phase and power, even subcarrier frequency,
to further take advantage of the channel properties.

The reverse operation if the receiver is a mimo receiver is sometimes called
receive beamformer or decoder.

2.1.2 Cell-Free Massive MIMO

Cell-free massive mimo is a wireless communication technology that, unlike cel-
lular networks where each user is served only by the apwithin its current bounded
cell, allows for a less strict choice of serving aps. This is possible since cell-free
massive mimo uses a large number of distributed, non-cellularly bounded aps
across a wide geographic area, which work together to serve all users within the
network collaboratively.

The aps in a cell-free massive mimo system are usually connected to a cen-
tralized control unit via a high-capacity front haul network. This network allows
the control unit to coordinate the operation of all aps, enabling them to operate
coherently. Examples of the tasks performed by the control unit are the decision
of which aps should serve determined users, and the joint design of all the aps
precoders.

The benefits of using cell-free massivemimo are diverse. For instance, further
diversity gains are attained since the transmitted signal is received from entirely
different sources and not just multi-path propagation. Moreover, increased spec-
tral efficiency is obtained since the resources available are now shared between
all serving aps [8].

However, it also comes with challenges such as the problem with pilot con-
tamination since the users’ pilot signals cannot be reused within distant cells as
in cellular networks. This problem may cause less reliable channel estimations
since entirely unique pilot signals are unfeasible to distribute to all users in suf-
ficiently large networks [9]. Although pilot contamination exists within cellular
massive mimo networks as well, as is described in [10], along further explana-
tions on the mimo aspect of call-free massive mimo.

2.1.3 Wireless Sensing

Using wireless sensing to determine whether a target is present or not, works by
transmitting a common radar waveform towards the area which is to be scanned
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for targets, and then listening for potential echoes reflected by an obstacle or
target. By analyzing the power of the received echo, the presence of the target
may be decided upon by means of, for example, a statistical hypotheses test.

Wireless sensing can also be used to calculate the distance of the target from
the transmitter by measuring the time between transmitting and receiving the
signal, therefore, by knowing the velocity of the transmitted signal, the distance
of the target may be estimated. Additionally, by measuring the phase of the re-
turning echo, directional movement of the target may also be determined [11].

A new paradigm that integrates both functionalities, communications and
sensing, has recently emerged and denominated Integrated Sensing and Com-
munication (isac). isac combines sensing and communication under the same
infrastructure, thus enabling to exploit the mutual benefits from both sensing
and communication functionalities to increase reliability and performance of net-
works. This integration facilitates, for example, simultaneous radar localization
and transmission of mobile communication data between users and aps.

The communication component of an isac system enables the transmission
of sensing data to designated destinations, such as centralized servers, cloud plat-
forms, or other connected devices. isac systems are either focused on the sensing
aspect of the synergy, called sensing-centric isac, or the opposite, communication-
centric isac.

Applications of isac ranges from environmental monitoring to different forms
of surveillance, and is notably a cornerstone of pmn where all connected devices
cooperate to further enhance sensing capabilities of the network and provide in-
novative sensing-based new services. [1][12].

Radar Cross Section and the Swerling I Model

The Swerling I model is a theoretical approach used to describe the radar cross
section of complex targets. The radar cross section is a measure of how much
power is reflected back to the radar from the target, and it is influenced by the
target’s shape, material properties, and surface roughness.

The Swerling I model specifically describes the case where the target is consid-
ered stationary and thus its radar cross section can be described as a chi-squared
distribution with two degrees of freedom and therefore having the probability
density function

p(σ ) =
1
σµ

e
− σ
σµ . (2.4)

More extensive explanations can be found in [13].

2.2 Related Research

The following sections will include state-of-the-art related literature.
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2.2.1 Integrated Sensing and Communication

In [14], Zou et al. describe the vulnerability of leaking sensitive information
in isac systems and the possibility of potential external eavesdroppers gaining
access to this information. The author proposes a method for minimizing the mu-
tual information of the sensing at the eavesdropping user and further explains
mathematically how this can be developed. Furthermore, this method involves
creating a maximum difference between the sensing mutual information and the
legitimate receivers and the eavesdropping receiver. This is done by adding ar-
tificial noise to the transmitted signal to obfuscate the beampattern of the radar
signal, which through simulations proved beneficial.

In [15], Dong et al. studied the resource allocation and certain quality of ser-
vice limitations in isac systems. Therein, a mimo system is considered, and the
work also evaluate the users requiring both services communication and sensing,
simultaneously. For evaluation of sensing resource allocation, two different al-
location schemes were used: one centered around a fairness criterion, and one
centered around a comprehensiveness criterion. The fairness criterion involves
power allocation to maximize the minimum probability of detection of the sens-
ing targets, whereas the comprehensiveness criterion focuses on maximizing the
sum of the probabilities of detection for each target. The performances of these
resource allocation schemes were analyzed and evaluated with three different
metrics: Crámer-Rao lower bound, Posterior Crámer-Rao lower bound, and probabil-
ity of detection for geometrically distributed communication users, sensing users,
and isac users.

2.2.2 Precoder Design and Beam Estimation in ISAC

Da Silva et al. describes in [3] the processes of how malicious parties might use
isac systems to determine the position of targets. As the authors run their simu-
lations and evaluations on a cell free mimo system, this introduces new security
concerns asmimo beamforming allows adversarial users to estimate the response
vectors used by the transmitter to localize potential targets. To illustrate this
new security concern, the paper suggests an expectation maximization algorithm
method for estimating the beampattern produced by the aps and thus triangu-
lating the targets position using the angles estimated from each ap. Moreover,
a precoder design proposition for such a isac-mimo system was also developed
which is based on the cccp algorithm. This papers extendes the works in [16]
and [17] that which provide a more exhaustive explanation of the theories com-
piled in [3], whose results show a clear privacy leakage concern in isac systems
with regards to unconnected target positioning data.

For a description of how precoders and combiners can be designed where the
privacy concern is not in focus, Xie et al. provides thorough insights on how trans-
mit and receive beamformer can be designed in [18], which although not used in
this paper, provides alternative methods and different focuses of beamformer de-
sign in isac systems.



3
Method

From the investigation presented in Section 2.2, the current state of the research
within the subject was determined, and information was gathered on how to pre-
vious similar studies have been conducted. Herein, the framework to be used for
running simulations will be introduced and detailed. For the system model, we
consider a centralized cell-free massive mimo system with NAP isac aps with M
isotropic antennas jointly serving NUE single antenna users. Furthermore, there
is a static target present in the model which is to be illuminated by the isac trans-
mitters. One of the aps acts as a sensing echo receiver while the others are isac
transmitters, i.e one sensing receiver and (NAP −1) isac transmitters. The system
is also described in Figure 3.1.

11



12 3 Method

Figure 3.1: System Model

3.1 Signal Model

The received signal, yi[n], at user i = 1, 2, ..., NUE with communication symbols
si[n], at time instant n is given by

yi[n] =
NAP−1∑
j=1

hH
j,iwj,i si[n]

︸                ︷︷                ︸
Desired Signal

+
NAP−1∑
j=1

NUE∑
k=1
k,i

hH
j,iwj,ksk[n]

︸                      ︷︷                      ︸
Communication Interference

+
NAP−1∑
j=1

hH
j,iwj,tss[n]

︸                ︷︷                ︸
Sensing Interference

+ ni[n]︸︷︷︸
Noise

,

(3.1)
where hj,i and wj,i are M × 1 column vectors for the channel coefficients and the
precoder, from ap j to user i, respectively. Similarly, wj,t is the sensing precoding
vector from ap j to the target t. Since the channel is assumed to be Rayleigh
fading, the channel coefficients hj,i ∈ CM consists of independent and identically
distributed CN (0, βj,i) entries, where βj,i is the channel gain between ap j and
user i. Also, ni[n] ∼ CN (0, σ2

n ) represents the received awgn at user i, and ss[n]
represents the sensing probing signal.
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We can write the transmitted M ×1 signals xj [n] at each ap j = 1, 2, ..., NAP − 1
as

xj [n] =
NUE∑
k=1

wj,ksk[n] + wj,tss[n]. (3.2)

Further, an expression for the received signal at the receiver ap must be for-
mulated, which can be assumed to depend on the antenna array response vector
of both the transmitter and the receiver. The M ×1 antenna array response vector
a(θ) for a ula is defined as

a(θ) =
[
1 ejπ cos θ ej2π cos θ . . . ej(M−1)π cos θ

]T
, (3.3)

where θ is the horizontal angle of arrival/departure of the signals. Now the re-
ceived M × 1 signal vector y[n] at the receiver ap can be written as

y[n] =
NAP−1∑
j=1

αj,r

√
βj,ra(θr )a(θj )

T xj [n] +
NAP−1∑
j=1

Hj,rxj [n] + n[n]. (3.4)

In Equation 3.4 αj,r ∈ C is the radar cross section of the target following the
Swerling-I model and βj,r is the channel gain between ap j, the target, and the
receiver ap, with the path’s phase shift being included in αj,r . Also, n[n]∈CM

is the awgn vector with independent and identically distributed CN (0, σ2
n ) en-

tries. The angles θj and θr are the angles of departure from transmitter ap j,
and the reception angle of the echoes from the target to the receiver ap, respec-
tively. Since we are considering a centralized cell-free mimo isac-system with a
joint control unit presumed aware of the transmit signal, interfering los compo-
nents and interference from nlos paths caused by permanent stationary objects,
may be calculated and cancelled at the receiver ap. Hence, Hj,r ∈ C

M×M are the
channel coefficients for the unknown nlos paths caused by temporary objects.

Additionally, the work to be completed for the simulations in the proposed
system can be split up into three different steps to be accomplished, and these
are described in the following sections.

3.2 Precoder Design

The first step is to design a precoding scheme following the same reasoning as in
[17], with the main difference being maximizing with regards to precoding vec-
tors instead of power coefficients. For this purpose, to solve the corresponding
optimization problem that is non-convex, the constrained concave-convex opti-
mization procedure was considered.

Constrained Concave-Convex Optimization Procedure

The constrained concave-convex optimization procedure (cccp) is an iterative
mathematical procedure used for optimization purposes. This procedure involves
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identifying and taking advantage of concave and convex parts of an objective
function, with certain constraints. The procedure states that any given function
f (x), which is separable into f (x) = fconvex(x) + fconcave(x) and minimized with
respect to the parameter vector x will reach a global or local minimum using
Equation 3.5, with xp+1 and xp being different iterations.

∇fconvex(xp+1) = −∇fconcave(xp). (3.5)

It can also be proven that applying linear constraints to f (x) is possible with-
out loss of generality [19].

Precoder Optimization Problem

The proposed precoder design algorithm’s starting point is partially analogous to
that in [3], with some modifications, i.e

max
W

γs(W) (3.6a)

s.t. γUEi
≥ γ,∀i (3.6b)

Pj,a ≤ Pmax,∀j,∀a, (3.6c)

where W is a M(NAP − 1) × (NUE + 1) matrix consisting of each apsM × (NUE + 1)
precoder matrix, denoted Wj for ap j = 1, 2, ..., NAP − 1. In turn, Wj consists
of ap j’s concatenated precoder vectors for each user plus the sensing precoder,
that is Wj =

[
wj,1,wj,2, ...,wj,NUE

,wj,t

]
. Hence, the aggregate precoder matrix

W =
[
WT

1 ,W
T
2 , ...,W

T
NAP−1

]T
columns represent the total precoding vector for a

user from every ap, where the last column represents the target. Further, γUEi

and γ represents the total received sinr per user and the minimum sinr thresh-
old for a user, respectively. Pj,a is the transmit power from ap j’s antenna a, and
Pmax is the maximum allowed transmission power for each antenna. Therefore,
Pj,a can be computed by taking the norm square of each row of W.

Similar to [17], by taking the norm square of the channel gain of the desired
signal in Equation 3.4, γs(W) may be expanded as

γs(W)=

N∑
n=1

s[n]H
NAP−1∑

j=1

NAP−1∑
m=1

√
βj,rβm,rW

H
j a(θj )

∗a(θr )
Hα∗j,rαm,ra(θr )a(θm)TWm

s[n]

NMσ2
n

,

(3.7)
where N denotes the number of symbols that are being transmitted to each user,
and, consequently, the number of samples in the sensing probing signal. More-
over, s[n] is the vector of transmitted symbols for all users and the sensing signal,
i.e

[
s1[n], ..., sNUE

[n], ss[n]
]
.

Further, we define the M ×M matrix
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Aj,m =
√
βj,rβm,ra(θj )

∗a(θr )
Hα∗j,rαm,ra(θr )a(θm)T , (3.8)

and the aggregated M(NAP − 1) ×M(NAP − 1) matrix

A =


A1,1 . . . A1,NAP−1
...

. . .
...

ANAP−1,1 . . . ANAP−1,NAP−1

 ,
and can therefore rewrite Equation 3.7 as

γs(W) =

N∑
n=1

s[n]HWHAWs[n]

NMσ2
n

. (3.9)

Since the aim is to optimize γs with respect to W using the cccp, the objective
function must be concave. For this purpose the first order Taylor approximation
is applied to the term WHAW around the result of the previous iteration of the
procedure, resulting in

P1(Wp) = 2WH
p−1A

(
Wp −Wp−1

)
+ WH

p−1AWp−1. (3.10)

and thus a final expression for the objective function is obtained as

γs(W) =

N∑
n=1

s[n]HP1(W)s[n]

NMσ2
n

. (3.11)

In Equation 3.10, p refers to the iteration of the cccp, hence p − 1 is the W from
the previous iteration and for p = 0 a random matrix is generated.

A similar approach is used to transform the communication sinr constraint
into a convex function where the function γUEi

is expanded to

γUEi
=

∣∣∣∣∣∣∣∣
NAP−1∑
j=1

hj,iwj,i

∣∣∣∣∣∣∣∣
2

∣∣∣∣∣∣∣∣∣∣
NAP−1∑
j=1

NUE∑
k=1
k,i

hj,iwj,k

∣∣∣∣∣∣∣∣∣∣
2

+

∣∣∣∣∣∣∣∣
NAP−1∑
j=1

hj,iwj,t

∣∣∣∣∣∣∣∣
2

+ σ2
n

. (3.12)

Here, the substitutions hi =
[
hT

1,i ,h
T
2,i , ...,h

T
NAP−1,i

]T
and

wi =
[
wT

1,i ,w
T
2,i , ...,w

T
NAP−1,i

]T
is used to get
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γUEi
=

∣∣∣hH
i wi

∣∣∣2∣∣∣∣∣∣∣∣∣∣
NUE∑
k=1
k,i

hiwk

∣∣∣∣∣∣∣∣∣∣
2

+ |hiwt |2 + σ2
n

. (3.13)

Lastly, again the first order Taylor approximation is applied around the previous
iteration’s value of wi , and also introducing slack variables τd and τn for the
denominator and numerator in Equation 3.13, respectively. The final expression
for the constraint in Equation 3.6b is therefore

(wH
i )(p−1)hih

H
i (wi)(p−1) + 2(wH

i )(p−1)hih
H
i ((wi)p − (wi)(p−1)) ≥ τn (3.14a)

∣∣∣∣∣∣∣∣∣∣
NUE∑
k=1
k,i

hiwk

∣∣∣∣∣∣∣∣∣∣
2

+ |hiwt |2 + σ2
n ≤ τd (3.14b)

τn ≥ τdγ. (3.14c)

3.3 Target Localization

For an adversarial user to attempt guessing the position of a target within the
system, we consider that the malicious user try to estimate the angles of the aps
sensing beams and then follow a triangulation attempt by projecting a line in the
direction of each beam onto a grid. The grid is then searched for the cell with the
most overlapping lines, which is presumed by the adversary to be where a target
is located. It is assumed through the precoder design that the most dominant lobe
in the beampattern is towards the target, and that the adversary has knowledge
of the aps positions.

To estimate the angle of the sensing beams from the aps at the adversarial
user, an expectation maximization approach will be employed to estimate the aps
transmitted signal at a specific time instance, xj , from each ap j = 1, 2, ..., NAP −1.
This estimate of xj will be denoted by x̂j .

Expectation-Maximization Algorithm

The Expectation-Maximization (em) algorithm is a computational technique used
for finding maximum likelihood estimates of parameters in statistical models, es-
pecially in scenarios where some variables are unobservable, i.e latent variables.
The iterative algorithm alternates between estimating the value of the expecta-
tion of the log-likelihood function, with respect to the latent variables, which are
then used to maximize the likelihood function with respect to the model param-
eters. By iteratively refining both the estimates of the latent variables and the
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parameters of the model, the algorithm gradually converges to a local maximum
of the likelihood function.

However, the em algorithm does not guarantee convergence to the global max-
imum of the likelihood function, and the final estimates may depend on the ini-
tial parameter values [20].
Mathematically, the algorithm can be explained using a log-likelihood function
L, an observable variable y, a latent variable u, and a parameter to be estimated
θ. The algorithm at iteration k follows

uk+1 = argmax
u

E

[
L(y, u; θk)

]
, (3.15)

and

θk+1 = argmax
θ

L(y, uk+1; θ). (3.16)

Beam Estimation

To determine the target’s angle from each ap, the estimate of the beampatterns
of the aps is inferred through the use of x̂j . Since the peak of each ap’s beam-
pattern is its sensing signal angle, replicating this beampattern is the adversarial
approach proposed in this thesis. The beampattern can be replicated by taking
advantage of the precoder being a hidden variable within the received signal xj ,
as seen in Equation 3.2, and can be studied in [14]. Therefore, the outer product
of the transmitted signals, i.e, xjxH

j , will contain information about the precoder,

which in turns allows the adversary to sweep a(θs)HxjxH
j a(θs) over a angular

search area, for example [−θs
2 , θs

2 ] to estimate the beampattern and finding its
peak. Since the locations of the aps are known by the adversary, θs is therefore
also assumed to be in, at least, within the same half-plane as the correct angle.

The aim of the em algorithm is to iteratively switch between maximizing the
expectation of the log-likelihood function of the received signal, with regards to
some underlying latent variables that are updated during each expectation step
and used in the next maximization step to find the required model parameters.
In this case, the log-likelihood function is log(p(ỹa,j ; x̂j )), where p(ỹa,j ) is the prob-
ability density function (pdf) of the received signal at the adversary a, from ap j,
conditioned on x̂j . This can be done by following [3] and expanding the pdf into
the marginal distribution

p(ỹa,j ; x̂j ) =
∫

p(ỹa,j ,Ha,j ; x̂j ) dHa,j . (3.17)

The em approach is considered due to the existance of a latent variable in the
likelihood function expression, which in this case is the actual channel between
the adversary and ap j.

It is also further assumed that the adversarial user terminal may consist of
several antennas, but since a decoder designed by a centralized unit would at-
tempt to extract the data only meant for the user (which is not desirable by the
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adversary), a decoder design can be disregarded and the multiple antennas only
offer additional observations of the entire received signal.

Using Bayes theorem, the joint pdf in Equation 3.17 may be rewritten as

p(ỹa,j ,Ha,j ; x̂j ) = p(Ha,j ) p(ỹa,j |Ha,j ; x̂j ). (3.18)

Note that p(Ha,j ) in Equation 3.18 comes from the fact that Ha,j and x̂j are as-
sumed to be independent, therefore p(Ha,j ; x̂j ) becomes only p(Ha,j ).

As previously stated Ha,j is a latent variable, originating from the channel
estimate Ĥa,j , which for convenience is considered to be the actual channel be-
tween the adversary and ap j, with added Gaussian noise to mimic some channel
estimation error from using, for example, least square estimation. Thus, Ha,j is
a Gaussian random variable with mean Ĥa,j and variance σ2

HI, where σ2
H is the

channel estimation error variance.
However, as stated in [16], using a Gaussian model for p(ỹa,j |Ha,j ; x̂j ) is sensi-

tive to outliers which makes it more suitable to model its pdf as a heavy-tailed
Student’s t- distribution

p(ỹa,j |Ha,j ; x̂j ) =

∞∫
0

N
(
Ha,j x̂j ,

σ2
a I
u

)
G
(ν

2
,
ν
2

)
du, (3.19)

where σ2
a is the noise variance for the received signal ỹa,j , G is the gamma distri-

bution with degree of freedom ν, and u is an introduced latent variable used to
facilitate following derivations.

The likelihood function, Equation 3.17, may now be expressed using Equa-
tion 3.19, resulting in

p(ỹa,j ; x̂j ) =
"

p(Ha,j )
(
Ha,j x̂j ,

σ2
a I
u

)
G
(ν

2
,
ν
2

)
dHa,j du. (3.20)

As a summary, the latent variables are now ha,j = {Ha,j , u}, and the model
parameters in the likelihood function are θ = {̂xj , ν}.

To further simplify the likelihood function, a variational arbitrary distribu-
tion for the latent variable ha,j called q(ha,j ) is introduced, which in turn, from
[16], reduces the optimizable parts of the logarithm of Equation 3.20 into∫

q(ha,j ) log
(
p(ỹa,j ,ha,j ; θ)

q(ha,j )

)
dha,j , (3.21)

henceforth, called F (ỹa,j ; q, θ).

Expectation Step

As previously described in Section 3.3, the expectation step maximizes F (ỹa,j ; q, θ),
with respect to the latent variable, which in this case is q(ha,j ). Further, through
studying [3], F (ỹa,j ; q, θ) is maximized in this step by setting
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E[Ha,j ] =
[
ΩH

(
1

σ2
H

ĤT
a,j + x̂j x̂

H
j
E[u]

σ2
a

)]H
, (3.22)

ΩH =
(

1

σ2
H

I + x̂j x̂
H
j
E[u]

σ2
a

)−1

, (3.23)

E[u] = E

[
G
(v + 2Mr

2
,
v + C

2

)]
, (3.24)

where Mr and M is the number of antennas at the receiver and transmitter re-
spectively. Finally, C in Equation 3.24 is defined as

C =
(
ỹa,j − E[Ha,j ] x̂j

)H (
ỹa,j − E[Ha,j ] x̂j

)
+ x̂H

j ΩHM x̂j
1

σ2
a
. (3.25)

It can be noted that there is a dependency between E[u] and E[Ha,j ], which is
mitigated by using the previous iteration’s E[u] in the calculations, and in the
case of it being the first iteration, it is randomly initiated.

Maximization Step

This step involves determining the estimate of x̂j by maximizing F (ỹa,j ; q, θ) with
regards to θ, and it is shown in [16] that the transmitted signal from ap j, may
be determined using

x̂j = argmin
xj

[
(ỹa,j − E[Ha,j ]xj )

H (ỹa,j − E[Ha,j ]xj ) + xH
j ΩHMxj

]
. (3.26)

These steps are then repeated until the change in two iterations estimate of x̂j
is sufficiently small, or when the predetermined maximum number of iterations
have ran.





4
Result

This chapter is dedicated to presenting the results of the thesis work and will
provide a basis for conclusions during later chapters. All results were generated
using Monte Carlo Simulations on the algorithms described in Chapter 3 in the
simulation environment also described in the same chapter. If not otherwise men-
tioned, the results were generated using the following parameters:

Parameter Value
Number of Symbols 128
Modulation Order 16

Path Loss Exponent 2.8
Max em Iterations 1000

Max cccp Iterations 1000
em Convergence Threshold 1 · 10−10

cccp Convergence Threshold 0.1
Number of Antennas at the aps 64

Maximum Power Usage Constraint 50 dBm
Minimum User sinr Constraint 3 dB

Channel Estimation Error Variance −3 dB
Radar Cross Section Variance 10 dB

Noise Variance −94 dBm
Table 4.1: Table of the parameters used in the simulation environment, the
parameters are unitless unless otherwise stated.

21
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4.1 Precoder Design

Using the precoder design proposed in Section 3.2 the following figures were
generated to show the effect of the precoder with regards to target illumination
sensing sinr.

Figure 4.1: Model of the used system deployment during precoder evalua-
tion.

Figure 4.1 displays the system model used for the simulations for evaluation
of the precoder performance. The system model in this case was randomly gener-
ated and the x and y-axis are the different system objects position on a 500 × 500
grid, respectively.
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Figure 4.2: Changing the maximum power usage constraint for each antenna
element.

In Figure 4.2, the effect of altering the power constraint in the precoder design
is displayed and compared against the case where all antenna elements at the aps
transmit with the same power and phase.

Figure 4.3: Increasing the number of antenna elements at the access points.

Finally to evaluate the precoder, simulations were performed on the effect
of the number of antenna elements at each ap whose results can be seen in Fig-
ure 4.3. The data points in the figure are the number of antennas being 16, 32,
and 64 from left to right.
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4.2 Simulation Environment

As a tool for analyzing the vulnerabilities of isac systems, a simulation environ-
ment was developed with this specific goal but also with capabilities to reuse for
different purposes in the future.

Figure 4.4: Uniform modelling language (uml) diagram on the simulation
environment developed for the communication system.

The overarching structure of the environment can be seen Figure 4.4. Further-
more, for running simulations a state class was also implemented, called Simula-
tionEnvironment, which acted as a state machine and the centralized control unit
for the simulated communication system. The role of this state holding class is to
contain all the system’s CommSystemObj:s together with the design parameters,
such as, for example, noise variances and path-loss exponent.

Further areas of responsibility for the SimulationEnvironment class is to jointly
compute the precoders for all aps and to generate the communication and sens-
ing signals to be transmitted. The code used in this thesis is available at 1.

1https://gitlab.liu.se/henak718/tqet33-master-thesis

https://gitlab.liu.se/henak718/tqet33-master-thesis
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4.3 Beamformer Estimation

The following section presents the results from the target location estimation
where the sensing beam is estimated using the em algorithm described in Sec-
tion 3.3. This estimates the angle of which the sensing beams were originally di-
rected from the aps, hence determining where the beam directions overlap and
thus provides the probability to guess where the target is located.

Figure 4.5: Example of an actual beampattern of an ap.

In Figure 4.5, the beampattern of a ap is illustrated. This is by using the same
concepts as in Section 3.3, but instead of estimating the transmitted signal using
em, the original beampattern is created using the actually transmitted signal.

Figure 4.6: Example of an estimated beampattern of an ap.
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Consequently, Figure 4.6 shows the estimated beampattern of the same ap as
in Figure 4.5, i.e, the estimated transmitted signal is used to determine the most
prevalent beam’s angle.

Figure 4.7: Single ap probability of being within eight degrees of the correct
beam angle.

Figure 4.7 shows the Monte Carlo simulation results of probability of detec-
tion, considering the target is within eight degrees, when simulating: one adver-
sarial user, one target, and one ap. Hence, this result is only for one ap being
present and is simulating the probability of estimating its beam to be roughly in
the same direction as the target’s angle from the ap. In the graph the serving
ap is located at 270◦ relative to the target, and the adversarial user is positioned
close to the target.
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Figure 4.8: Model of the used system deployment during beamformer esti-
mation evaluation.

Figure 4.8 illustrated the setting used for the simulations shown in the follow-
ing figures. The probability of detection on the y-axis of the following plots is
the probability of estimating the correct position using the angle of each beam-
pattern of the aps in the above figure. Specifically, the position of the target is
estimated by following each beam through a 500×500 grid, and guessing that the
target is in the most overlapped 20 × 20 cell of this grid. The target is positioned
at (0, 0) unless otherwise specified.

Figure 4.9: Probability of detection varying the number of antennas at the
users.

The results of getting the correct position of the target, with regards to the
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number of user antennas is evaluated in Figure 4.9. The number of antennas are,
from the leftmost data point to the rightmost: 4, 8, 16, 32, 64.

Figure 4.10: Probability of detection with varying positions of the target,
the x-axis is the index of the target position following [1 : (−200, 200), 2 :
(−100,−100), 3 : (0, 0), 4 : (300,−300)].

The results of getting the correct position of the target, with different positions
of the target can be seen in Figure 4.10. In this case, 16 antennas at the adversary
were used.



5
Discussion

This chapter will focus on discussing the results of the thesis and applying rele-
vant results to attempt to answer the research questions formulated in the intro-
duction.

5.1 Research Questions

Further, the results are analyzed with regards to each research question.

How can a cell-free MIMO ISAC system be designed to maximize
the sensing SINR with regards to the receiver AP?

As seen in Section 4.1, the effect of the precoder, when evaluated against using the
same phase and power in each antenna element, show that the precoder design
succeeds in improving the sensing sinr, as it can also be seen that a beam towards
the target is created from the precoders in Figure 4.5.

Furthermore, Figure 4.3 shows that the sensing sinr also increases with the
number of antennas, which suggests that the precoder also takes advantage of
the aspects of (massive) mimo, as more antennas is expected to improve perfor-
mances [21]. Additionally, illumination of the target also improves on account of
the antennas being distributed in several aps. Likewise, from the same figure the
equal power approach seems to stay at roughly a constant sinr with an increase
in ap antennas, which suggests that at least some symbiosis between the antenna
elements is occurring in the proposed precoder case.

29
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How can APS be selected to act as transmitter or receiver of
sensing signals?

Due to time constraints, the aspect of this thesis work involving analyzing the
possibility of developing a selection algorithm for choosing the receiver ap were
not finalized. Hence, this will instead be discussed in Section 5.3.

What are the privacy vulnerabilities of cell-free MIMO ISAC
systems?

From Section 4.3, we can notice that estimating the beams from the ap is, to
some extent, feasible. Although, mostly by adversarial users with a high amount
of antennas, unlike for example cell phones that are not designed to have up
to 64 antennas, which is the case that provides the highest probability of target
detection.

It is also shown in Figure 4.10 that the position of the target matters and that
targets closer to the center will have a higher probability of detection. This could
in part be explained because the angle interval swept during the em beam esti-
mation have a harder time finding peaks closer to its edges, thus favoring beam
peaks which gravitates towards the center of the angle sweep interval. Therefore,
the system would seem most vulnerable closer to the center. Although, the center
is also close to where the adversarial user was positioned, hence, one can not de-
termine the extent of the individual effect of the target position and the position
of the adversarial user on the probability of detection. However, the existence a
correlation between the two seems possible.

Since the position of the receiver ap neither changed between simulations,
this could also prove to be a factor on how well the adversary can determine the
position of the target.

5.2 Societal and Ethical Considerations

Societal and ethical considerations are important throughout this thesis since pri-
vacy is both a societal and ethical concern. As mentioned in Section 1.5, indi-
viduals have a right to some degree of privacy and toward that, each layer of
the communication process must guarantee a certain privacy preservation. This
thesis shows new privacy vulnerabilities on the design of future communication
systems which implies impact on the services that are offered to society.

Ethically, one could argue that this thesis exposes how one could take advan-
tage of these vulnerabilities. However, since these systems are still on a research
phase, the aim of the thesis is pointing out areas that needs further investigation
to develop secure future networks.
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5.3 Further Research

This section provides examples of what further research may be conducted from
this thesis.

Receiver AP Selection

As mentioned in Section 5.1, an algorithm for deciding which ap should act as
receiver (or even receivers in plural) and which should act as transmitters can
be designed to prevent privacy leakage. For this purpose, another optimization
problem may be formulated. Lets consider the set of all aps A = {aj }

NAP
1 where

aj is each ap j = 1, 2, ..., NAP, where NAP is the number of aps, then the problem
becomes

max
r∈A

γc(r), (5.1)

where r is the sensing receiving ap and γc(r) is the communication sinr. This
could be expanded into something concrete to be used during the precoder design
to minimize the privacy leakage of the sensing information.

Minimizing the Mutual Information of the Sensing Signal and the
Communication Signals

Expanding a bit on the previous section, a further research topic could be the
possibility to combine the precoder design proposed in this thesis, with a mutual
information constraint on how much of the sensing signal is allowed at the users.
This could possible take inspiration from the precoder design in [14] which al-
ready uses a mutual-information-based algorithm.

Minimum Mean Square Error Estimation of the Target Position

Improvements on the capacity of the adversary to detect the position of targets
can be investigated. For instances, approaches which might not require as pre-
cise angle estimates from all aps. The approach would involve randomly placing
estimated position radius which then would move, e.g. using gradient decent, to-
wards the minimum mean square error of the estimated beams. Thus, hopefully
converging close to the actual position where one could vary the radius instead
as a measurement for predicting the correct position and balancing the tradeoff
between detection probability and resolution.
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