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Abstract | i

Abstract

The evolution of distributed systems, microservices, and IoT applications
has elevated the importance of efficient communication protocols and
architectures. While gRPC, with its bidirectional streaming and protocol
buffers, presents a compelling alternative to traditional REST and other
communication protocols, a systematic performance comparison is needed.
Previous published comparative studies exist where the targeted formats have
been gRPC versus REST, or where more protocols were included, but the
review was limited. A more in-depth empirical study involving scalability
across various types of data transfers as well as the impact of security on
performance is lacking.

This thesis addresses the aforementioned gap by thoroughly analyzing
gRPC’s latency, throughput, and scalability performance against widely
used communication protocols in a local setting. Through benchmarking
and empirical evaluations, the study aims to provide actionable insights
into the strengths and limitations of gRPC contra REST and SOAP, aiding
developers and organizations in making informed decisions when selecting
communication protocols for a microservice system architecture.

By simulating real-world clients interacting with microservices imple-
mented with SOAP, REST, and gRPC and assessing their request throughput
and latency across different message shapes, the results show that gRPC
outperforms both SOAP and REST. The performance advantage exhibited
by gRPC is notably pronounced for smaller messages, although for larger
messages, the improvement over REST is only marginally better. SOAP, on
the other hand, consistently displayed the poorest performance among the three
protocols across all experiments. The results also show that gRPC handles
scaling clients the best and its performance is least impacted by enabling the
security protocol TLS.

Keywords

gRPC, REST, SOAP, Application Programming Interfaces, API Architecture,
Communication Protocol, Distributed Systems, Microservice, Benchmark,
Performance, Latency, TLS
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Sammanfattning

Utvecklingen av distribuerade system, mikrotjanster och IoT-applikationer
har okat betydelsen av effektiva kommunikationsarkitekturer och -protokoll.
Medan gRPC, med sin tvdvigsstromning och Protocol Buffers, presenterar
ett Overtygande alternativ till traditionella REST och andra kommunikations-
protokoll, behdvs en systematisk prestandajimforelse. Tidigare publicerade
jamforande studier finns dér de utvlada formaten har varit gRPC kontra REST,
eller dir fler protokoll ingick, men dér granskningen varit begriansad. En mer
djupgiende empirisk studie som involverar skalbarhet Gver olika typer av
dataoverforingar samt paverkan av sdkerhet pa prestanda saknas.

Denna avhandling adresserar det tidigare nimnda gapet genom att nog-
grant analysera gRPC:s latens-, genomstromnings- och skalbarhetsprestanda
mot viletablereade kommunikationsprotokoll. Genom prestandamétning och
empiriska utvirderingar i en lokal miljo syftar studien till att tillhandahélla
handlingsbara insikter i gRPC:s styrkor och begrinsningar jamfért med REST
och SOAP, vilket hjdlper utvecklare och organisationer att fatta informerade
beslut vid val av kommunikationsprotokoll for en mikrotjinstarkitektur.

Genom att simulera verkliga klienter som interagerar med mikrotjénster
implementerade med SOAP, REST och gRPC och bedoma deras forfragnings-
genomstromning och latens Over olika meddelandeformer, visar resultaten
att gRPC presterar bittre 4n badde SOAP och REST. Prestandaférdelen som
visas av gRPC dr tydligt markbar for mindre meddelanden, medan for storre
meddelanden dr forbittringen over REST bara marginellt battre. SOAP, &
andra sidan, visade konsekvent simst prestanda bland de tre protokollen dver
alla experiment. Resultaten visar ocksd att gRPC hanterar uppskalning av
klienter bast och dess prestanda paverkas minst av att sakerhetsprotokollet TLS
ar aktiverat.

Nyckelord

gRPC, REST, SOAP, Applikationsgrinssnitt, API-arkitektur, Kommuni-
kationsprotokoll, Disitribuerade System, Mikrotjanst, Mitning, Prestanda,
Latens, TLS
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Chapter 1

Introduction

In this thesis, we present an empirical investigation of the performance
of Application Programming Interface (API) communication protocols.
gRPC Remote Procedure Call (gRPC) is compared to Representational
State Transfer (REST) and Simple Object Access Protocol (SOAP) in
a local microservice environment. The thesis examines how latency,
throughput, and scalability differ between gRPC, REST, and SOAP by
benchmarking a program with typical business logic implemented with all
three protocols. Additionally, the impact of security overhead on performance
introduced by Transport Layer Security (TLS) is investigated. The primary
objective of this research endeavor is to furnish actionable insights into
the comparative strengths and limitations of gRPC, REST, and SOAP. By
doing so, it aspires to empower developers and organizations with informed
perspectives, facilitating judicious choices in the selection of communication
protocols. Moreover, this study strives to contribute meaningful progression
of distributed systems knowledge, fostering the evolution of more efficient and
scalable systems amidst the dynamic technological landscape.

1.1 Background

In the landscape of distributed systems and communication protocols, the
quest for optimization and efficiency has led to the exploration of alternatives
to traditional REST and other API architectures and communication protocols.
As the landscape evolves, it becomes imperative to conduct systematic
performance comparisons to guide informed decision-making in the selection
of communication protocols. Previous studies have performed comparative
analyses, notably focusing on gRPC versus REST [1, 2]. However, the
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existing literature lacks a detailed case study of the nuances of gRPC’s
latency, throughput, and scalability performance compared to widely used
API protocols and architectures. The existing gap regards a direct comparison
of gRPC’s performance compared to the historically used SOAP and REST
in a delimited local microservice setting, employing a load-testing tool that
emulates real-world client behavior. This thesis aims to bridge the identified
gap by undertaking an examination of the three protocols’ performance
characteristics in such an environment. Furthermore, prior research is missing
the effect transport security has on performance. This thesis addresses this by
assessing performance both with and without TLS enabled.

gRPC emerges as a compelling alternative to the traditional com-
munication protocols REST and SOAP. One key factor contributing to
gRPC'’s superiority lies in its efficient use of the HTTP/2 protocol, enabling
multiplexing and asynchronous communication [3]. This capability translates
into reduced latency and enhanced throughput, in theory, addressing
performance bottlenecks often associated with REST and SOAP.

With the performance analysis in this thesis, the main goal is to offer
insights that can guide developers and organizations in making informed
choices when selecting communication protocols for their distributed systems.
Through analytical benchmarking of a rudimentary microservice, this study
aspires to uncover the core strengths and limitations inherent in gRPC, REST,
and SOAP. Thereby contributing to the knowledge base essential for the
development of more efficient and scalable systems in the dynamic and ever-
evolving technological landscape.

To underline the significance of this research, it is essential to recognize
the role that communication protocols play in the performance of distributed
systems. The choice of an appropriate architecture/protocol has significant
implications for latency, throughput, and overall system efficiency. As
technology advances and the demands on distributed systems intensify, there
is a compelling need for research that goes beyond superficial comparisons.
For example, the growing use of Software Defined Networking (SDN) exposes
the security and efficiency discrepancies between protocols [4]. This thesis
positions itself as a response to this imperative, aiming not only to address
existing gaps in the literature but also to provide a foundation for future
advancements in distributed systems knowledge.

Building upon the foundation laid by prior comparative studies, this
research incorporates a more refined case study methodology. The study aims
to surpass the limitations of prior research and offer a nuanced perspective.
The novelty of this thesis lies in directly comparing the performance of gRPC,
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REST, and SOAP in a local microservice setup, simulating real-world business
logic with various types of messages. It assesses not just the conventional
metrics of throughput and latency but also evaluates the scalability of each
protocol and TLS’s impact within this specific environment. Prior work has
either not included all three protocols, has involved a less comprehensive
benchmark suite with less variance in message shapes and/or limited review
of different amounts of clients, or has not included an analysis of security
versus performance. Incorporating these missing parameters into this thesis
aligns with the broader objective of advancing the understanding of distributed
systems, ultimately fostering the development of communication protocols
that are not only effective but also resilient and adaptable to the challenges
presented by contemporary technological environments.

In consolidating existing knowledge and providing new insights, this
thesis strives to serve as a valuable resource for researchers, developers,
and organizations navigating the complex terrain of distributed systems. By
combining an analytical approach with a focus on practical implications, the
study aspires to provide a foundation for evidence-based decision-making in
the selection of communication protocols, thereby shaping the trajectory of
future advancements in the field.

1.2 Problem Description

The contemporary industry’s fast-phased shift toward microservice architec-
ture and the expansion of cloud services sets new requirements for software
developers to implement and maintain API architectures and protocols.
Whether you are a developer, an accidental architect, or a solutions or
enterprise architect, it is becoming crucial to possess knowledge of API’s
usability, scalability, and best practices for your given domain [5]. The
microservice architecture offers the capacity to confront this business
challenge. Its essence lies in attaining speed and safety at scale while affording
the flexibility to selectively adopt technology for solution implementation
[6]. However, the selection and decision-making of the most appropriate
technology are complex matters with several factors to include in the process.
This thesis aims to deliver concrete results that serve as guidance in this
decision-making by comparing API communication protocols in a practical
setting with a focus on standardized performance metrics, scalability, and
security overhead’s impact on performance.
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1.2.1 Scientific issues

In a scientific context, an empirical understanding of the efficiency, scalability,
and reliability of diverse communication protocols is needed to improve and
suggest novel distributed system designs. This thesis seeks to contribute to
the foundational empirical research that constitutes the scientific cornerstone
of this domain.

1.2.2 Ethics and Sustainability

Although this thesis does not explicitly address ethical or sustainability issues,
it is within the thesis’s scope to examine how the selection of a highly efficient
communication protocol may affect sustainability. As such, a reflection of this
potential impact is included in this thesis.

1.2.3 Research Question

How does the performance of a local microservice, concerning throughput,
latency, and scalability, implemented with gRPC compare to the traditional
API formats, REST and SOAP, across diverse client workloads and with
transport security?

1.2.4 Goals

The primary goal of this thesis is to produce the valuable contributions
mentioned in Section 1.2 (Problem). To achieve these goals, the thesis has
been partitioned into the following objectives:

» Compile knowledge from existing literature about API communication
architectures/protocols and well-established comparative methods for
these.

* Perform a case study involving:
— Implement microservices with the communication protocols

gRPC, REST, and SOAP based on an existing program.

— Conduct relevant experiments utilizing the open-source web
service load-testing tool Locust, combining its existing features
with the findings in the compiled domain knowledge.

— Perform an evaluation and analysis of the experiment results.
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* Draw relevant conclusions from the evaluation and analysis, contribut-
ing to future research on related issues.

1.3 Research Methodology

This research employs an empirical methodology to assess the performance
of a microservice across various communication protocols, including gRPC,
REST, and SOAP. The primary approach is a case study that involves two
phases: experiments & data collection and data analysis. In the first phase, a
rudimentary program inspired by previous studies [7, 1, 8] will be utilized
for the microservice that will be benchmarked. Benchmarking relies on
standardized metrics such as latency, throughput, and request success rates. To
facilitate the collection of this data, an open-source web service performance
testing tool, Locust [9], is used for the experiments. In the second phase,
the collected data is analyzed following a comparative procedure that lays the
foundation for a discussion and evaluation of the protocols’ performance.

1.4 Delimitations

This project’s scope includes only the aforementioned benchmarking setting
based on existing software, which limits the experimental breadth of
implemented tests and services. To perform the experiments, this project
utilizes an existing open-source load-testing tool — Locust [9]. Thus,
this project does not involve implementing a benchmarking platform from
scratch. Nor will the microservice be implemented from scratch, since it is
based on existing programs. As this is the case, the outcome of this study
does not involve new insights into various microservice implementations or
benchmarking constructions. Furthermore, this study does not investigate
different network scenarios as the experiments are conducted locally, which
further delimits the research.

1.5 Structure of the thesis

Chapter 2 presents the relevant theoretical background information about the
communication protocols investigated in this thesis, as well as prior work
related to this research. Chapter 3 presents the methodology and method
used to approach, study and evaluate the benchmarking and the performance
comparison performed in this project. In Chapter 4, the implementation and
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benchmarking setup for the experiments are explained. In Chapter 5, the
results from the benchmarks and the performance evaluation are presented.
Lastly, Chapter 6 concludes this thesis with a conclusion of the work and a
discussion of related future work.
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Chapter 2

Background

This chapter presents basic theoretical background information about
communication protocols in general, and the protocols within the scope of
this thesis, see Section 2.1. Additionally, this chapter examines how the
performance of communication protocols is analyzed in Section 2.2. Finally,
related works are explored in Section 2.3.

2.1 APl communication architectures and
protocols

The term API stands for Application Programming Interface and is an old
term that surfaced around 80 years ago. A term that has been used for such
a substantial period of time tends to be overused and its meaning branched
into different definitions depending on the context. There is no exception for
API. Today, at its core, an API represents an abstraction of the underlying
implementation. It is also represented by a specification that introduces types,
which enables developers to understand the specifications and use tooling
to generate code in multiple languages to implement an API consumer. An
API has defined semantics or behavior to effectively model the exchange of
information. Effective API design enables an extension to customers or third
parties for a business integration [5].

In this thesis, the term API is used in the context of communication
protocols and communication architectural styles for interacting with
microservices.  Microservices being an architecture that advocates for
the decomposition of software systems into a collection of self-governing
services. Each service plays a distinct role within the broader software
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ecosystem, fulfilling a specific function and contributing to the system’s
overall functionality [10]. Communication API in this context acts as
the conduit for communication between software components. With a set
of defined protocols, the interfaces govern the exchange of data and the
invocation of functionalities exposed by the microservices [11]. A diagram
illustrating the location of this API layer in a simplified typical setting is
presented in Figure 2.1.

/ Application \

—> —>
API
<« <«

Microservice

User Interface

\ Microservice

Figure 2.1: Illustration of the communication API layer in a typical microservice setting.

The API protocol for communication between the user interface and the
application and the protocol for service-to-service communication do not need
to be the same. In this thesis, the only communication API present is the one
between the benchmark program and the microservice.

Numerous options for architectures, protocols and styles for commu-
nication APIs are available today, all with different optimal use cases.
The differences between these architectures lie in the underlying network
protocols, data format, data compression technique, available operations, and
more [12]. As a developer, choosing the right architecture or protocol for a
given task can be difficult because of the vast amount of similar alternatives.
However, there are a handful of architectural styles and frameworks more
popular than others. The focus of this degree project will be three popular
architectures/protocols: REST, SOAP, and gRPC.

2.1.1 Data Exchange

An alternative way to specify the particular use case addressed by this thesis
concerning the API is within the framework of data exchange. The process
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of data exchange involves taking structured data from a source schema and
converting it into a target schema. The process ensures that the target data
accurately represents the information present in the source data [13]. Over
the years, data formats have been standardized and as a result, an architectural
design has emerged that places APIs at the core of application architecture.
Modern application architectures favor client interaction through well-defined
APIs that encapsulate server-side functionalities [14].

2.1.2 SOAP

A traditional well-established API communication protocol is SOAP. It is
primarily used as a standardized packaging protocol for messages shared
between applications. The SOAP specification does not define anything
more than an Extensible Markup Language (XML)-based envelope for the
information to be transmitted, as well as a set of rules for data exchange, i.e. to
convert application and platform-specific data types to XML representations.
The design of SOAP makes it suitable for a wide range of application
messaging and integration models. For the most part, this has contributed
to its increasing popularity [15].

2.1.2.1 SOAP and XML

SOAP is an application of XML. Thus, SOAP is heavily dependent on XML
standards such as XML Schema, XML Namespaces, etc. for its definition and
operation. The basis of SOAP relies on XML messaging, where applications
exchange data using XML documents. The underlying idea is that regardless of
which operating system, programming language, or other technical details the
applications are running, XML can serve as an uncoupled message encoding

that all applications involved can utilize to mutually agree on the information
shared [15].

2.1.2.2 XML

The Extensible Markup Language (XML) is a data format that defines a
specific category of data objects called XML documents. These documents
consist of building blocks known as entities, which can contain either
processed or raw data. Processed data, further categorized as character data
or markup, forms the core content of the document. Markup itself acts as
a descriptive layer, encoding information about the document’s storage layout
and its inherent logical structure. Importantly, XML provides a mechanism for
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enforcing constraints on both the storage format and the logical organization
of the data within these documents. This is how The World Wide Web
Consortium (W3C) introduces XML in their documentation [16].

The documentation also lists the design goals for XML which are deemed
necessary to implement and use it. However, this thesis will not address the
technical details of XML in any deeper sense. It is assumed that the reader is
familiar with the concepts of XML on a higher level to grasp its importance
in the context of addressing SOAP as a communication protocol.

2.1.2.3 SOAP Messaging

A SOAP message is composed of an envelope featuring an optional header
and a mandatory body. The composition can be seen in Figure 2.2. The
header contains segments of information relevant to the processing of the
message, including configurations for routing and delivery, authentication or
authorization declarations, and transaction contexts. The body encapsulates
the specific message designated for delivery and processing. Any content that
is expressible in XML syntax is allowed for inclusion within the message body
[15].

SOAP Envelope

SOAP Header

| Header block |

| Header block |

SOAP Body

Message body

Figure 2.2: SOAP message structure.
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2.1.2.4 SOAP Transportation

SOAP communication is commonly conducted using Hypertext Transfer
Protocol (HTTP) as the transport protocol for synchronous data exchange
and File Transfer Protocol (FTP) and Simple Mail Transfer Protocol (SMTP)
for asynchronous interactions [14]. HTTP is, however, the most preferred
transport protocol by a significant majority. Since HTTP is a request-
response-based protocol, it pairs well with SOAP’s Remote Procedure Call
(RPC) (request-response) conventions (illustrated in Figure 2.3). The frequent
use of SOAP over HTTP has resulted in the SOAP specification incorporating
an extra section for HTTP specifically, directly within the specification. It
provides detailed guidance on how the semantics of the SOAP message
exchange model align with HTTP [15]. In a Service-oriented Architecture
(SOA), a common setting is to use HTTP for the transport of messages, XML
for description of data, and SOAP for invocation [17].

HTTP Post—» SOAP Request
>

<

SOAP Response «— HTTP Response
HTTP Client HTTP Server

Figure 2.3: SOAP over HTTP.

2.1.3 REST

Representational State Transfer (REST) is a resource-oriented architectural
style for building distributed systems. The term was coined by Roy Fielding
in his PhD dissertation, published in 2000 [18]. The central concept lies in the
data, not in actions or invocations. The key aspect of REST is its incorporation
of a resource-centric view of applications. As opposed to SOAP, REST is not
limited to XML, it also supports JavaScript Object Notation (JSON), plain
text, and more. Generally, the REST architecture is much lighter compared to
SOAP. It does not require formats like headers to be included in the message,
as is the case for SOAP. Instead, it parses JSON by default: a human-readable
language designed to allow easier parsable and faster data exchange by a
machine.
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In similarity with SOAP, REST is intended (and most commonly
implemented as such) to utilize the standard HTTP methods to facilitate
the functionality of the architecture. A simple illustration is presented in
Figure 2.4.

Even though REST is liberated of the requirements of SOAP’s message
formats, its core is a set of constraints obligatory to follow when developing a
RESTful service [17].

Request
todo-example.com

HTTP GET URL /tasks/7

Response

Client HTTP OK

JSON { Service
task_id: 7,
description: "Buy garlic.",
completed: false

}

Figure 2.4: REST over HTTP.

2.1.3.1 RESTful constraints

When a REST application successfully implements certain mandatory
constraints the system is deemed RESTful. The claim is that this results
in a highly scalable system that is allowed, thanks to the self-describing
representation formats, to grow organically and in a decentralized manner.
This involves considering the following set of constraints:

1. Resource Identification: Every resource pertinent to an application
and its state should be assigned distinctive and consistent identifiers.
These identifiers must be global to ensure they can be dereferenced
regardless of the context. It’s crucial to note that the term resource in
this context extends beyond the static entities an application interacts
with; it also comprises all the information necessary to discuss these
entities, including transactional documents like orders.

2. Uniform Interface: All interactions should be developed around a
uniform interface, offering a comprehensive and functionally adequate
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set of methods for engaging with resources. This principle stands in
clear contrast to RPC, where functionality exposure primarily involves
defining a set of remotely invocable methods. In the realm of REST, the
concept of methods that can be called doesn’t exist. Instead, RESTful
services expose resources, and interactions with these resources can
only employ the uniform interface or a subset of it.

. Self-Describing Messages: When dealing with resources through
the uniform interface, REST insists on using representations that
capture the essential aspects of these resources. These representations
should be designed thoughtfully to give involved parties a clear
understanding of resources or relevant states just by inspecting them.
Any changes in resources or states are conveyed by swapping these
representations through the uniform interface. To meet this requirement,
the uniform interface should provide a way to label representations
during information exchanges. This eliminates the need for external
information or pre-arranged agreements to make sense of a received
representation. It is crucial to note that in this context “self-describing”
is not about deep semantic meanings but simply means that you don’t
need extra information to process a representation exchanged through
the uniform interface.

. Hypermedia Driving Application State: The exchanged representations
should be interlinked, enabling an application that comprehends a
representation to locate and understand these links. The semantics of
these links are dictated by the representation, allowing the application
to utilize them as they lead to other identified resources accessible
through the uniform interface. The presence of links is vital, as it
facilitates the exposure of new resources and enables applications to
navigate specific state transitions. This constraint allows loose coupling,
as identifiers can be discovered at runtime and interacted with through
the uniform interface, eliminating the need for any prior agreements
between interacting parties.

. Stateless Interactions: This last constraint implies that every interaction
between a client and a server must be entirely self-contained. There
should be no reliance on the client state, commonly known as a session
maintained on the server. Such sessions should not influence an
interaction based on both the exchanged representation and the client-
associated session. While any interaction can lead to a change in a
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resource, subsequent interactions with that resource will only reflect
the altered resource state. It is important to distinguish this change in
resource state from a server-maintained client session. The server is
only required to keep track of resource states and not client sessions.
This constraint plays a crucial role in ensuring server scalability is
constrained solely by the number of concurrent client requests, not by
the overall number of clients with which they interact. [19]

2.1.4 gRPC

In gRPC, a client application can seamlessly invoke a method on a server
application located on a different machine, mirroring the simplicity of
calling a method on a local object. This streamlined approach facilitates
the development of distributed applications and services. Like many RPC
systems, gRPC revolves around the concept of defining a service, specifying
the remotely callable methods along with their parameters and return types.
On the server side, the server implements this service interface and operates a
gRPC server to manage incoming client calls. Meanwhile, on the client side,
a stub, or a “client” (commonly referred to in different languages), provides
access to the same methods available on the server.

gRPC uses protocol buffers by default, Google’s open source mechanism
for data exchange, i.e. serializing structured data [20].

Protocol buffers serve as gRPC’s Interface Definition Language (IDL).
When developing a gRPC application, the initial step involves defining a
service interface. This interface definition encapsulates details on how your
service is intended to be consumed. It outlines the methods that consumers
are permitted to call remotely, specifies the parameters and message formats
for invoking those methods, and contains other relevant details necessary for
interaction with the service. This service interface is defined in the protocol
buffer for the intended service; in a proto file. The proto file is the origin of
the code generated by a protoc compiler, for both client and server. This way,
involved parties only need the proto file - containing all necessary information
about the service - to generate viable code to start acting as either a client or
server. The client can generate code in one language and the server in another,
as a result of protocol buffers being language-agnostic and platform-neutral.

In contrast to both SOAP and REST, gRPC’s network communication is
performed over HTTP/2.

To visualize the process of defining and developing a service using
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gRPC, an example of the implementation of a product info service is
displayed in Figure 2.5. There, the service is defined in the proto file
ProductInfo.proto, whichboth server and client use for generating code
in their hosted languages: Go and Java, respectively [21].

Productinfo Service Definiton

&

Productinfo.proto

Product Info
Service

Consumer Generate

server skeleton

Generate
client stub

gRPC Stub |< =\ gRPC Server

Protocol Buffer
HTTP/2

JAVA Go

Figure 2.5: An overview of an example service implemented with gRPC. Image is adapted
from [21].

2.1.41 HTTP/2

Up to this point, the network communication protocol HTTP has been
frequently mentioned, and the reader is assumed to possess basic knowledge
of this protocol. However, despite having been launched several years ago,
HTTP/2 is not as commonly known. Without diving deeper into HTTP/2 in
general, it is relevant to this thesis to examine the functionality this protocol
provides that gRPC depends on.

HTTP/2 stands as the second significant iteration of the internet protocol
HTTP, introduced to address issues related to security, speed, and other
concerns found in the preceding version, HTTP/1.1. While retaining all
the core features of HTTP/1.1, HTTP/2 implements them more efficiently.
As a result, applications developed using HTTP/2 exhibit enhanced speed,
simplicity, and robustness. Within HTTP/2, the communication between a
client and a server is performed over a singular Transmission Control Protocol
(TCP) connection, capable of accommodating numerous bidirectional flows
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of bytes. This was not possible in the previous version, where multiple
HTTP requests/responses had to take place in parallel TCP connections (see
example in Figure 2.6) [21]. gRPC leverages HTTP/2 as its transport protocol
for transmitting numerous messages across the network over a single TCP
connection. This utilization of HTTP/2 significantly contributes to gRPC’s
status as a high-performance RPC framework [22].

r---- Three TCP Connections ---;

HTTP/1.x

o ¥

B

HTTP/2
@, B Y

Figure 2.6: HTTP/2 accommodates several requests over a single TCP connection, as opposed
to HTTP/1.x. Based on image from [23].

2.1.5 Evolution of SOAP to REST to gRPC

In the history of inter-process communication, there has been a rather clear
evolution of communication protocols. SOAP was established first, with its
possibility to specify a service interface and utilization of XML’s message
format. However, the expanding complexity involved in SOAP’s message
format and specifications presented difficulties in the agile development of
distributed systems. A response to this was REST, the even more popular
successor that introduced a Resource-Oriented Architecture (ROA), which
became de facto standard for microservice communication. REST arrived with
a human-readable message format, JSON, which proved to be appropriate for
development, but also for its overall compatibility with HTTP. Although REST
is still popular today, it entails its own complications. For one, the human-
readable text format pairs well with HTTP, but is inefficient in the context of
service-to-service communication. This is illustrated in Figure 2.7. gRPC
provides a significantly more efficient data exchange with its binary-based
protocol buffers over HTTP/2, which is one of the reasons it has grown in
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popularity when developing large-scale distributed applications [21]. All three
protocols remain prevalent today, prompting this thesis to explore how gRPC
fares against its predecessors, SOAP and REST, in a targeted microservice
environment.

BINARY BINARY
0101 0101
l HTTP T
_ _ TEXT JSON . TEXT
Microservice ARC 7l aBc Microservice

Figure 2.7: REST applications have to convert binary data to textual representation, send it
over HTTP/1.x, then the receiving entity parses the text and finally converts it back to binary
format.

2.2 Communication Protocol Performance
Analysis

To assess the performance of communication protocols, standardized
performance metrics must be gathered and analyzed for the application
employing these protocols. This thesis focuses on runtime quality attributes
concerning performance and scalability. Performance refers to the system’s
responsiveness in executing actions within a specified timeframe, which can
be measured in terms of latency or throughput. Scalability indicates the
system’s capacity to accommodate increased loads without compromising
performance, or its ability to be easily expanded [24]. Measuring performance
for communication protocols often goes hand in hand with inspecting network
performance metrics.

A prevalent method for collecting performance data involves utilizing
established benchmarking or load-testing frameworks tailored to the specific
application under scrutiny. In this study, the load-testing tool Locust is
employed, which is examined in Section 2.2.2.
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2.2.1 Key Performance Metrics

Common key network performance metrics are latency, bandwidth &
throughput and error rate. Descriptions for each metric are presented
in Table 2.1. These metrics translate well to performance metrics for
communication protocols, which is why they are employed in this thesis.

Table 2.1: Key performance metrics for networks and communication protocols [25].

Metric Description

The delay in transmitting data across a network and receiving
a response is assessed through latency metrics. Low latency
means faster data transmission, while high latency equals
slower data exchange. In the context of microservices, this
involves measuring the time between a sent request and a
received response from the service.

Latency

Bandwidth &

Bandwidth refers to the maximum data transfer capacity in a
network, while throughput reflects performance by measuring

Throughput . .
§hp the number of data transfers within a set timeframe.

A measurement of the error frequency in requests being sent
Error Rate over a specific period. This indicates the reliability of the

service under evaluation.

2.2.2 Locust

Locust is the primary tool for collecting performance data to enable the
analysis in this thesis. Locust is an open-source load and performance testing
tool that offers a developer-friendly approach to testing HTTP and various
other protocols. It enables users to define tests using standard Python code
that can be executed either through the command line or via its web-based
user interface. This allows testers to gain real-time insights into various
performance metrics such as throughput, response times, and errors, which
can then be exported for subsequent analysis.

What makes this Locust versatile is its ability to test various application
features by manipulating the load. Test scenarios are scripted in Python,
enabling the generation of distributed system loads with master and slave
nodes. Configuration adjustments, like modifying the number of users and
test duration, can be performed directly within the web User Interface (UI).
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The testing process usually involves swarming a web application with
numerous requests, and the system under test can be implemented in
any programming language, providing complete customization with various
features. Moreover, Locust incorporates a built-in module for displaying test
results in the web UI. This UI offers evaluation features such as response time
analysis, exception analysis, graphical analysis, and error analysis.

For focused results, the web UI can be disabled during the test, printing
only the outcomes at the conclusion. Alternatively, tests can run in headless
mode, revealing results solely at the test’s conclusion [9, 26].

2.2.3 Security versus Performance

Ensuring the security of APIs against malicious activities is a crucial
consideration for developers during system implementation. This entails
implementing mechanisms such as authentication, authorization, input
validation, and encryption. However, it is important to acknowledge that
security measures can impact performance. The additional steps involved in
securing data transfers, such as encryption, often lead to increased overhead,
affecting both throughput and latency. While this thesis does not delve deeply
into API security, the impact of security measures on performance is pertinent
to this investigation due to its significant trade-off. One common approach to
securing API data transfers is through Transport Layer Security (TLS). This
thesis focuses on examining the performance impact introduced by enabling
TLS.

The TLS protocol involves two primary phases: the handshake and the data
transfer. In the handshake phase, the client and server exchange information
about their cryptographic capabilities and establish keys for encrypting the
data to be sent. Following this, the data transfer occurs, where the data is
divided into records and securely transmitted between the client and server
using the previously exchanged cryptographic keys. TLS can be configured
for one-way or two-way authentication. One-way authentication involves the
server sending its certificates to the clients for them to verify, while two-way
authentication adds the reverse process for the server to verify the clients [27].
In this thesis, one-way TLS is configured for the microservice and its clients.

2.3 Related works

Various research studies have delved into this topic. This section provides a
concise overview of a selected subset of those studies, related to this project,
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outlined in Subsection 2.3.1. Additionally, Subsection 2.3.2 highlights
different implementations of microservices for similar comparative analysis.
Finally, Subsection 2.3.3 examines benchmark suites utilized in related work.

2.3.1 Comparative Studies

In 2020, a comparative analysis was conducted to assess the request through-
put of microservices utilizing both REST and gRPC within a cluster setting [1].
The evaluation involved load-testing a product information system comprising
multiple microservices. Results revealed that, under specific conditions, gRPC
demonstrated superior request throughput, particularly with fewer concurrent
virtual users. Additionally, the study highlighted the performance implications
of synchronous versus asynchronous communication. In contrast to this
previous study, the focus of this thesis is to isolate the communication
protocols within a local environment utilizing a single microservice. This
approach aims to provide a clearer understanding of the protocol impact
without the influence of network-related variables.  Furthermore, this
thesis’s test suite includes various message types with differing sizes to the
microservice, rather than a single message format, enriching the analysis.

In another related study conducted in 2022 [2], all three protocols explored
in this thesis - SOAP, REST, and gRPC - were claimed to be compared
alongside Websocket and GraphQL. However, it is worth noting that SOAP
was not included in the testing phase. Despite this, the comparison of gRPC
and REST yielded valuable insights. For the performance analysis, clients and
servers for each architecture/protocol were hosted on the same machine. The
tests, though limited to only three cases - inserting an entry, fetching a single
entry, and fetching multiple entries from a database exposed with different
API protocols - produced interesting results. The study found that gRPC
performed better in terms of latency, while REST consumed less memory on
the host machine. In addition to including SOAP in the experiments, this thesis
draws inspiration from this latency evaluation by benchmarking with different
request types in a local environment. Moreover, this thesis extends the scope
by including scenarios with various numbers of concurrent clients sending
those requests to further assess scalability. Specifications of the benchmark
suite are elaborated in Chapter 4.

In a third case study focusing on SOAP and REST web services
for multimedia conferencing [28], it was observed that RESTful services
demonstrated an approximately threefold decrease in latency compared to
SOAP services. The performance difference is present in both local and
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distributed networks. Here, the authors argue that the large difference is due
to SOAP’s message processing, where the data in the message envelope has
to be extracted resulting in longer request handling. In similarity with this
thesis, the study conducted experiments where all components were hosted
on a single machine and measured average latency. To build on this previous
work, this thesis also includes measurements of the 95th percentile latency,
i.e. the latency that 95% of the data transfers are below.

As the aim of this thesis is to advance prior research, two new types of
tests are conducted. The first focuses on scalability, examining the saturation
point of concurrent users for each protocol. The second explores the impact
of security overhead on performance, specifically investigating how enabling
TLS affects performance.

2.3.2 Microservice Implementation for Benchmarking

To properly assess the real user-like performance of gRPC, SOAP, and REST,
it is important to consider the implementation of microservices. A recent
research article put forward a novel proposal for a crowdsourced testing
system. The web service was developed using Node.js. In contrast to other
similar studies, the system under examination was considerably more complex.
Specifically, the server side of the system comprised multiple microservices,
including an event controller, a node manager, a test manager, an HTTP server,
and a database server [29].

In [30], a more simplistic method was taken, utilizing a Java server and
client to only handle the fundamental functionalities associated with HTTP’s
GET, POST, PUT, and DELETE methods. Payload size remained unchanged
throughout the different tests. The analysis aimed to assess the response time
performance of SOAP and REST.

In [7], microservices were implemented using three distinct programming
languages: Java, Python, and Rust. The application simulated an inventory
service to handle requests for data of four varying sizes, which inspired the
request types in this thesis. Each programming language employed a specific
API development framework, namely Spring for Java, FastAPI for Python, and
Axum for Rust.

The implementation in [31] was also quite limited. However, in this
study, the service could handle four different types of requests to evaluate
the processing performance with various payload sizes and database lookups.
The experiment involved two services, a server to handle client requests and a
database service to deliver data to the server. The entire system was developed
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using Java.

The microservice implementation in this thesis is influenced by these
earlier studies. It models a simplified real-world application to replicate
internal business logic latency, and handles requests of diverse sizes. Further
details regarding the implementation are presented in Chapter 4.

2.3.3 Benchmark suites

In [1], the benchmark suite for evaluating inter-process communication
between microservices revolved around Apache JMeter. Designed for load
testing functional behavior and performance measurement, Apache JMeter
is an open-source software completely built with Java, and was originally
developed for testing web applications [32].

The Crowdsourcing-based Testing System (CTS) proposed in [29], offers a
different approach to benchmarking web services. The idea is that distributed
test nodes across the globe provide a better representation of real user behavior.
Through more accurate simulations, the system under test can be more reliably
evaluated. In the proposed system, different metrics can be investigated and
data collected through a central testing microservice. However, this kind
of testing system is not publicly available. Nonetheless, the concept is an
interesting alternative to tools operating within a local infrastructure - such
as Locust.

The framework for load-testing web services, Locust, was used as the
primary benchmarking tool in [31]. Locust provides evaluation functionality
for response time, throughput, and content size in data exchange. The Locust
tool is developed in Python and can simulate multiple concurrent users, which
expedites real-world-like testing. Locust is used for benchmarks in this thesis
and its incorporation is explained in Chapter 4.
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Chapter 3
Method

This chapter outlines and explores the research method applied in this
thesis. Section 3.1 delves into each essential step of the research process.
Section 3.2 explains the experimental design and planned measurements,
the test environment, including used hardware and software tools. Finally,
Section 3.3 describes the performance analysis and evaluation of the
benchmark data.

3.1 Research Process

The research process employed to address the research question of this thesis
comprises four main steps. These steps are outlined in Figure 3.1. The primary
method was a comparative empirical case study. First, a literature review of the
domain was conducted. Secondly, microservices were implemented with the
investigated communication protocols, SOAP, REST, and gRPC, followed by
a configuration of the benchmarks suite. Thirdly, performance benchmarking
was executed on the microservices along with data collection of performance
metrics. Finally, an analysis and evaluation of performance based on the
compiled data concluded the research.

3.2 Experimental design

The main performance assessment in this thesis relies on the data collected
from benchmarking three distinct microservices implemented with the
communication protocols SOAP, REST, and gRPC. The experimental design
and the planned measurements are influenced by previous studies exploring
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Figure 3.1: Research process overview.
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similar scenarios. These related works laid the foundation for the design
choices made for the microservice implementation and the benchmarking
suite, elaborated upon in subsection 3.2.1. Additionally, subsection 3.2.2
provides an overview of the final testing environment.

3.2.1 Implementation and Benchmarking Design

A prior study investigated the performance of gRPC and REST protocols in
microservice communication within an e-commerce context [1]. The exper-
iment centered around a client requesting a product page, with information
fetched from multiple microservices using different communication protocols.
The evaluation aimed to evaluate the performance efficiency of gRPC and
REST by measuring throughput, defined as the total number of requests and
responses completed within a set timeframe. This study’s approach served as
a foundational model for the microservice design in this thesis, particularly
in simulating a microservice delivering product information. However, to
enhance the evaluation beyond previous work, inspiration was drawn from
additional studies, such as the comparative review by L. Kaminski et al. [2]
and another similar case study [8], by M. Bolanowski et al.. These sources
influenced the experiments with their varied request types to more accurately
mimic real-world scenarios and provide a more comprehensive performance
assessment.

Moreover, latency data was gathered, including average and 95th
percentile metrics, essential for API performance evaluation [33]. The 95th
percentile represents the latency value below which 95% of the requests fall,
providing valuable insight into worst-case delays. Additionally, a scalability
test was devised to contribute novelty to existing research by exploring
how each communication protocol performs under constantly increasing
concurrent client loads, thus augmenting the scope of previous investigations.
Furthermore, another test that extends prior work was conducted. This



Method | 25

test specifically investigates the security overhead introduced by enabling
TLS and its impact on performance. Evaluating the effect of TLS on
performance provides valuable insight into the trade-offs between security
considerations and system responsiveness. Given the reliance of real-world
applications on secure communication, this investigation holds significant
relevance in understanding the practical implications of implementing TLS
within communication protocols.

Details of each test within the benchmark suite, along with implementation
specifics, are outlined in Chapter 4. In summary, for testing throughput and
latency, four request shapes were tested. They represented different payload
sizes and invoked various server functions: small, typical, large, and stress.
Each request type was simulated by 50, 100, and 200 virtual users using the
load-testing tool Locust, targeting one microservice for 120 seconds each.
Figure 3.2 provides an overview of the benchmark suite, illustrating the testing
process. For instance, the initial test involved 50 virtual users sending small
requests to the SOAP-based microservice for 120 seconds. Subsequently, the
scalability test and security overhead test were conducted (see Chapter 4 for
details).

Request type Small Typical Large Stress
I I I I
y Y \ 4
Number of 50 100 200
virtual users
Y Y Y
API
Protocol SOAP REST gRPC

Figure 3.2: Overview of all different benchmark request shapes and the combinations of
virtual users making up the benchmark suite, excluding the scalability test.

3.2.2 Test Environment

The topology of the final test environment is illustrated in Figure 3.3. The
entire test environment was hosted on a single machine. A microservice
was implemented for each communication protocol: SOAP, REST, and
gRPC. However, all three microservices utilize an identical core service
that encapsulates the provided functionality. The difference among the
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microservices lies in the API endpoint exposed, implemented with each
respective communication protocol.  Correspondingly, the load-testing
framework Locust manages distinct virtual users (clients) directed towards the
various endpoints. Locust was selected as the primary benchmarking tool due
to its user-friendly features for spawning and controlling concurrent virtual
users targeting an existing web service API. This selection eliminated the need
to develop a benchmarking suite from scratch.
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Locust APl endpoint

Figure 3.3: Test environment.

3.2.2.1 Hardware

The hardware utilized was a PC equipped with 32 GB DDRS5 6000 MHz
memory and an AMD Ryzen 7 7800X3D CPU, which provides eight cores
and 16 threads.
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3.2.2.2 Software

The device hosting all benchmarks ran Pop!_OS 22.04 LTS as the operating
system. The Spring framework [34] was used to simplify the implementation
of the microservices in Java. Locust [9] was used for benchmarking and runs
on Python. Chapter 4 delves into more detail about the involved software.

3.3 Analysis and Evaluation

The core of this thesis’s analysis lies in the examination of data collected from
microservice benchmarking. To comprehensively assess the performance
of SOAP, REST, and gRPC, the benchmarks were designed to capture key
performance metrics: throughput, latency, and scalability. Each benchmark
test yielded data on these metrics, which were then visualized in column charts
for comparative analysis across all communication protocols.

Throughput analysis involved measuring the total requests completed
within a fixed time frame of 120 seconds, across varying loads of 50, 100, and
200 concurrent virtual clients. The higher the number the better performance.
By varying the shapes of the requests in size and server functionality, real-life
scenarios were more accurately simulated. The variance in server functionality
simulates diverse internal latencies on the server side, providing insight into
how effectively the protocols manage data transformation. Simultaneously,
latency measurements offered a glimpse into the efficiency of each protocol,
quantifying the time taken in milliseconds for client requests to receive
responses. Both the average and 95th percentile latency were measured to
capture worst-case scenarios, thus offering a comprehensive understanding of
responsiveness intervals.

Scalability evaluation delved into the examined limits for concurrent
users of each service, offering valuable insights into their capacity to handle
constantly increasing loads.

Comparing the performance of protocols in terms of throughput and
latency with and without TLS implementation provides a more relevant
evaluation for real-world applications.  This is particularly significant
as production environments typically necessitate secure communication,
emphasizing the practical importance of such assessments.
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Chapter 4

Implementation and Benchmark-
ing

This chapter describes the implementation of each benchmarked microservice
developed with SOAP, REST, and gRPC. The implementation specifics of
these are presented in section 4.1. Additionally, the benchmark suite is
examined closer in section 4.2. The source code for this project has been
published at https://github.com/markusnewtonh/api-bench.

4.1 Microservices

For the purpose of conducting detailed performance analysis on the three
communication protocols highlighted in this thesis - SOAP, REST, and gRPC
- distinct microservices were developed for each protocol using Java and the
Spring framework [34]. Leveraging Spring facilitated the seamless creation of
self-contained microservices, thus streamlining the implementation process.
Notably, Spring provides comprehensive user guides for both SOAP and REST
[35, 36]. Developing a gRPC service did not require Spring. Java version 17
served as the foundation for all microservices.

As depicted in Figure 3.3 in Chapter 3, each microservice shared common
functionality, termed as the Product Info Service. This service
was encapsulated within a single Java file and accessed via distinct API
interfaces tailored for each communication protocol. This approach aimed
to minimize discrepancies among implementations, ensuring that the primary
differentiation lay in the protocols themselves on the server side. The selection
of a service delivering product information was deliberate, aimed at simulating
real-world scenarios reflecting the data transmitted within each message, as
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inspired by [1]. The messages, comprising requests and responses, carried the
information outlined in Figure 4.1.

Product Message

id: "o

name: "Coffee"
description:
"Dark rocast
coffee."”

Figure 4.1: The product information structure of each message (requests/responses) during
the benchmarking. This is an example, not data used in the actual tests.

The product info service exposed two functions:

* echo (): Takes a product message and returns a copy of the message
to the sender.

* modify (): Takes a product message and returns a copy of the message
containing a reversed product description.

These two functions were designed to emulate a basic request and response
mechanism, alongside data transformation similar to trivial business logic,
which led to varying internal latencies within the service.

4.2 Benchmark Suite

4.2.1 Benchmarks implementation

The primary tool utilized for benchmarking was the load-testing framework
Locust, developed in Python, with Python version 3.10.12 employed. Locust
facilitated the generation of concurrent virtual users, or clients, for each
microservice. Specifically, three distinct virtual user types were implemented
for Locust, corresponding to each protocol: a SOAP user, a REST user, and
a gRPC user. These users were tasked with sending four different types
of requests to the APIs developed with the respective protocols. Locust
distributes the users evenly among its workers (threads) and sends as many
requests as possible, ultimately limited by the efficiency of each protocol and
the process scheduling done by the hosting operative system.
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The request types varied in terms of the product data contained in each
message, drawing from previous studies [8, 7] that explored communication
protocol performance across different message sizes and formats. The
following list explains the different shapes.

* Small: Sends a small request with a small product description of 16
characters. Calls the function echo ().

» Typical: Sends a request with a typical product description of 361
characters. Calls the function modify ().

* Large: Sends a request with a large product description of two million
characters. Calls the function echo ().

* Stress: Sends a request with a large product description of two million
characters. Calls the function modify ().

Given the distinct nature of each user, the implementation for each request
type had to be tailored to suit the specifics of each protocol. For SOAP, the
product object was generated using the SOAP-specific complex type element
format. In the case of REST, the product object was transmitted as a JSON
object. Conversely, for gRPC, the object was instantiated utilizing the object
creation functionality provided by gRPC’s official Java library. In the same
manner, the respective remote procedure call was appropriately invoked for
each protocol.

4.2.2 Benchmarks execution

For all experiments, Locust was initiated with 16 workers, one allocated to
each CPU thread, to maximize system resource utilization. The benchmarking
process comprised three sets of tests.

The initial benchmarks focused on evaluating the throughput and latency
of each communication protocol. This involved sending one type of request
(small, typical, large, stress) at a time, with 50, 100, and 200 virtual users
over a duration of 120 seconds per test. These tests were conducted through
Locust’s web user interface, allowing interactive adjustment of user count and
test duration. Figure 4.2 showcases the user interface. Following each test,
data was extracted directly from Locust’s data export functionality.

The subsequent tests, designated as a concurrency examination or stress
test [37] and inspired by a previous study [38], were conducted individually for
each microservice to assess scalability. In this setup, there was no predefined
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time limit. Instead, the test involved setting the user count to 10,000 and the
ramp-up (the rate at which users were added per second) to 15, in contrast
to 50 for the previous tests. The objective was to identify the threshold at
which the service’s capacity would be saturated, meaning when the rate of
handled Requests Per Second (RPS) would plateau or when failures in request
processing would begin to occur.

The final phase of testing involved configuring one-way TLS for both the
microservice and clients across all protocols. First, TLS was implemented for
each protocol. Subsequently, targeting each protocol at a time, throughput and
latency were measured for 100 virtual users transmitting the fypical message
type over 120 seconds. These results were then compared to those obtained
from the previous tests with identical parameters but without TLS enabled.

Q_ L HOST STATUS WORKERS RPS FAILURES
s Ocu St READY 16 0 0% ﬁ

Start new load test

User Classes

a
O GrpcUser localhost:8080 Q
[0  Restuser http://localhost:8080 o
SoapUser http://localhost:8080 Q
shape Class
Default -

Number of users (peak concurrency)

50
Ramp Up (users started/second)

1

Host (setting this will override the host for the User classes)

Advanced options ~

Run time (e.g. 20, 20s, 3m, 2h, 1h20m, 3h30m10s, etc))

120
START SWARM

Figure 4.2: The Locust web user interface for setting benchmark properties.
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Chapter 5

Results and Evaluation

In this chapter, the results of the benchmarking process are presented and
analyzed. Section 5.1 presents the findings of the throughput benchmarks,
Section 5.2 assesses the results of the latency tests, Section 5.3 presents
the scalability evaluation, and Section 5.4 discusses the impact of TLS on
performance. Finally, in Section 5.5 a comparison with related works and the
limitations of this thesis are discussed.

5.1 Throughput

The initial round of tests evaluated the request throughput of individual
microservices across different communication protocols. The results of these
benchmarks depict the total count of successful requests completed (response
received) within a 120-second testing period for each message type (small,
typical, large, stress). Refer to Figure 5.1 for a comprehensive representation
of these findings, presented as column charts categorized by message type.
Within each chart, the columns display the throughput performance of each
communication protocol, further grouped based on the number of concurrent
virtual users actively sending requests to the targeted microservice.

The throughput of a microservice stands as a crucial, perhaps the most
vital, performance metric when assessing service efficiency. This metric
evaluates both the efficiency of request transmission on the client side and
the processing efficiency on the server side. Analysis of the results presented
in Figure 5.1 unmistakably demonstrates that gRPC outperforms both SOAP
and REST in terms of throughput. The difference in throughput for small and
typical message types among all three communication protocols is notably
similar. gRPC emerges as the leading performer, exhibiting an average
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(a) Results of throughput benchmarks with small message type. (b) Results of throughput benchmarks with typical message type.
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(c) Results of throughput benchmarks with large message type. (d) Results of throughput benchmarks with stress message type.

Figure 5.1: Throughput benchmark results. The total number of completed requests within
120 seconds across three different amounts of concurrent users. Each chart presents the results
for one message type. The columns represent the performance of each protocol. The higher

the number the better.
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increase of 618% to SOAP and 287% to REST for small messages, and an
average increase of 602% to SOAP and 278% to REST for typical messages.
Despite the slight variation in size between small and typical messages and
the difference in internal server latency, the results suggest that this disparity
does not significantly impact throughput performance. This is evident from the
marginal difference in throughput for the same protocol across both message
types.

The message types large and stress exhibit no difference in size. However,
there is a distinction in the server-side functionality invoked. The stress
message type introduces emulated internal latency, which prolongs processing
time and consequently contributes to the total latency. This effect can be
observed in Figures 5.1c and 5.1d, resulting in only minor discrepancies
between the throughput results for the two request types. Comparing the
performance variation between the larger message types, large and stress,
with the smaller types, small and typical, reveals a significant reduction in the
performance advantage of the leading gRPC. When sending the large message
type, gRPC surpasses SOAP with 229% of its throughput and REST with
108%0 of its throughput. Similarly, the stress type results in gRPC achieving
216% of SOAP’s throughput and 105% of REST’s throughput. These
findings suggest that larger message sizes lead to diminished performance
gains using gRPC compared to SOAP and REST. One possible explanation
for this phenomenon is likely the serialization technique applied by gRPC,
which inherently requires more time for larger messages but is tailored for the
efficient transmission of smaller messages.

5.2 Latency

As the throughput was being assessed, latency data was simultaneously
gathered for each client request. To provide a thorough understanding
of latency, both average and 95th percentile latency were recorded. The
95th percentile latency represents the latency that 95% of all requests are
completed within, providing insight into the worst-case delays for each
protocol. Figure 5.2 illustrates the compiled results of average latency across
all message types, while Figure 5.3 displays the 95th percentile latency for
each message type.

The latency results closely align with the throughput outcomes. Once
again, gRPC surpasses both SOAP and REST, as anticipated given the
interconnectedness of throughput and latency. A service’s ability to handle
requests directly impacts the number of requests it can manage within a
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Figure 5.2: Average latency results. The average time in milliseconds for a data transfer to be
completed across three different amounts of concurrent users. Each chart presents the results
for one message type. Each chart presents the results for one message type. The columns
represent the performance of each protocol. The lower the number the better.
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Figure 5.3: 95th percentile latency results. The time in milliseconds for a data transfer to be
completed that 95% of the transfers fall below across three different amounts of concurrent
users. The columns represent the performance of each protocol. The lower the number the
better.



Results and Evaluation |37

specified timeframe. However, the performance gap in terms of latency among
the protocols exceeds the difference in throughput. As depicted in Figure 5.3a,
gRPC demonstrates notably lower average latency across varying numbers of
clients, amounting to 13% of SOAP’s average latency and 27% of REST’s
average latency for small messages. Similarly, for typical messages, gRPC
exhibits average latency at 14% of SOAP’s and 30% of REST’s. However,
for larger messages, the performance advantage diminishes yet again. The
average latency for gRPC, using the large message type across different user
numbers, averages at 33% of SOAP’s average latency and 69% of REST’s
average latency. For the stress message type, the corresponding figures are
36% and 74Y%.

In terms of the 95th percentile latency, SOAP demonstrated the poorest
performance compared to gRPC, with an average worst-case latency 19.5
times that of gRPC’s measurement for small messages. gRPC consistently
outperformed the other protocols across all latency measurements which the
charts clearly illustrate in Figure 5.3. This outcome was anticipated, partly
due to gRPC’s use of protocol buffers, which generally result in faster message
processing compared to SOAP’s XML and REST’s JSON. Additionally, gRPC
benefits from employing the more lightweight HTTP/2, which its counterparts
do not utilize.

These results demonstrate that gRPC is significantly faster than the
traditional protocols, regardless of message shape. This aligns well with the
hypothesis for this thesis and highlights the performance advantage gained by
the underlying technologies used by gRPC.

5.3 Scalability

The scalability benchmarks aimed to determine the saturation point of
concurrent clients for each microservice. Specifically, this entailed identifying
the point at which the maximum RPS were achieved, signifying that latency
continued to rise while RPS remained stagnant.

For the SOAP-implemented microservice, the saturation point was reached
at 210 concurrent clients, measuring 8,905.1 RPS. This can be seen in
Figure 5.4’s top and bottom charts, which were exported from Locust.
The gray dotted vertical line that runs through both charts indicates where
the saturation point has been reached. The saturation point for the REST
microservice was reached at 360 concurrent clients, measuring 20,032.3 RPS
as seen in Figure 5.5.
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RPS @ Failur

Total Requests per Second

Figure 5.4: Scalability test results for the SOAP microservice. The gray dotted vertical line
highlights the saturation point.
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Figure 5.5: Scalability test results for the REST microservice. The gray dotted vertical line
highlights the saturation point.
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The gRPC microservice’s saturation point was reached at 600 concurrent
clients, measuring 69,614.3 RPS. This can be seen in Figure 5.6.

RPS @ Fallures/s

Total Requests per Second

Number of Users

Figure 5.6: Scalability test results for the gRPC microservice. The gray dotted vertical line
highlights the saturation point.

The benchmarking, which assessed throughput and latency, was conducted
with varying numbers of concurrent clients, or virtual users, for each service.
This, per se, illustrates the scalable performance of each communication
protocol regarding its capacity to accommodate an uptick in user requests.
However, these tests do not reveal the saturation point of the microservices,
which is why a conclusive test incorporating a continuously escalating number
of virtual users for scalability was integrated into the benchmarking suite.
Table 5.1 presents the performance metrics in terms of maximum RPS and
the corresponding concurrent user count for each protocol.

The saturation point marks the stage where a service’s RPS ceases to rise
with an increasing number of virtual users. At this juncture, the service reaches
its capacity to handle parallel requests, leading to a rise in response time and
subsequently, an increase in latency as user count escalates. This observation
highlights that a service with a scaling RPS, which sustains higher throughput,
possesses the capability to accommodate greater traffic, rendering it more
scalable compared to a service with a lower user threshold and/or maximum
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Table 5.1: Listing of scalability performance across the communication protocols.

Scalability Saturation Point

Protocol RPS User Count
SOAP 8,905.1 210
REST 20,032.3 360
gRPC 69,614.3 | 600

RPS.

The maximum RPS attained by gRPC peaks at 69,614.3 with 600
active users, as illustrated in Figure 5.6 and Table 5.1. This demonstrates
unparalleled performance when contrasted with both SOAP and REST, which
reach their limits at 210 and 360 active users respectively. While it is essential
to acknowledge the potential impact of other processes on the test machine
during benchmarking, the consistent and substantial performance advantage
observed with gRPC across all tests suggests superior scalability compared to
the other two protocols.

These findings underscore the superior efficiency of a service implemented
with gRPC. In the context of a production environment, the results imply
substantial performance gains associated with adopting gRPC. For instance,
an API exposed through gRPC could manage 3.48 times the RPS compared
to its closest rival, REST. This aspect becomes particularly noteworthy when
the service is anticipated to encounter significant and recurrent traffic loads.

5.4 Security Overhead

The last set of tests were designed to assess the impact of TLS on throughput
and latency performance, i.e. investigating the security overhead performance
trade-off. In the experiments, 100 virtual users were spawned that sent the
typical message type over a period of 120 seconds, with and without TLS
enabled, focusing on one protocol at a time. The results of these tests are
depicted in Figure 5.7, comparing the throughput, average latency, and 95th
percentile latency between configurations with and without TLS across all
protocols.

Examining Figure 5.7a to evaluate the impact of TLS on throughput, it
is evident that all protocols experienced a negative effect due to the security
configuration. Surprisingly, REST suffered the most from this, contrary to
earlier expectations, surpassing SOAP. The reduction in completed requests
for REST was substantial, with a 55% decline in performance, while SOAP
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experienced a 35% decrease. In comparison, gRPC observed a lower 8 %o drop
in throughput.
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(c) 95th percentile latency results for each protocol with and
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Figure 5.7: The performance results of the benchmarks with TLS enabled compared to the
results of the benchmarks without TLS. The benchmarks were run with 100 virtual users
continuously sending typical requests over 120 seconds.
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Despite SOAP exhibiting a lesser drop in performance compared to REST
with TLS, its inherent lower throughput still makes it less appealing in terms
of performance. Ultimately, gRPC emerges as the top performer, excelling in
both security overhead introduced by TLS and actual throughput.

The average latency findings illustrated in Figure 5.7b offer insights into
the underlying reasons for the throughput patterns observed. It is evident that
TLS significantly impacts REST’s latency, more than doubling its round-trip
time. This correlation corroborates the throughput data, highlighting REST’s
struggle with security overhead compared to its counterparts. Meanwhile,
gRPC maintains its superior performance, exhibiting only a marginal variance
in latency with TLS integration.

Examining the 95th percentile latency results depicted in Figure 5.7c,
TLS appears to have minimal influence on gRPC’s worst-case delays, whereas
REST encounters a substantial increase in worst-case latency—229% higher
compared to its implementation without the security layer.

These findings hold particular relevance for developers in real-world
applications due to the crucial role of security. Given the standard practice
of integrating a security layer into API communications, it is important to
account for the associated overhead when selecting a communication protocol
based on performance. TLS stands out as one of the most prevalent security
layers, underscoring its relevance in this study. The results demonstrating its
impact on performance highlight the influence of security overhead on both
throughput and latency. Based on the outcomes of this thesis’s benchmarks,
gRPC emerges as the optimal choice for a communication protocol when
opting to secure data transfers with TLS. Given that TLS encrypts all
transmitted data and gRPC generates smaller messages through its use of
protocol buffers, it is understandable that gRPC’s performance is less adversely
affected compared to SOAP and REST, which require encrypting larger
volumes of data.

5.5 Discussion

gRPC stands out as the top performer in all experiments conducted in this
degree project. In the local test environment used, neither SOAP nor REST
proved viable alternatives given the results. However, REST remains widely
used in production today, and migrating to gRPC is not as straightforward as
the findings of this project might suggest. As mentioned in [21], there are
two main disadvantages of gRPC compared to REST. Firstly, gRPC is often
considered too strongly typed in front-end applications, limiting flexibility for



Results and Evaluation |43

external parties. REST’s JSON is more flexible, being text-based and easily
parsed. To address this, gRPC is often implemented with a reverse proxy that
transcodes HTTP JSON calls to gRPC calls, though this introduces additional
complexity when migrating from REST to gRPC.

Secondly, another disadvantage of gRPC is the risk of breaking previously
working communication when updating service definitions in a proto file.
This necessitates regenerating code for involved parties when the proto file
is altered. Although changes do not usually affect existing communication,
significant changes require code regeneration to ensure proper service
communication. This issue is less prevalent with REST services, as the
endpoints of communicating services are not as tightly coupled to a shared
service definition.

For back-end inter-process communication, gRPC is a strong choice, as
supported by the results of this degree project. In this context, messages do
not need to be human-readable, and the implementation of communication
microservices can be more tightly coupled without affecting external parties.
Many large companies, such as Docker, Netflix, and Cisco have adopted
gRPC as their internal system’s inter-process protocol [21]. However, the
experiments in this thesis show that larger data exchanges benefit less from
gRPC compared to REST than smaller data transmissions do. This is also
important to consider when planning a migration.

5.5.1 Comparison with Related Work

To contextualize the findings of this thesis, comparisons with the aforemen-
tioned relevant prior research are drawn. For instance, R. Lagerstrom et
al. conducted a performance efficiency study comparing gRPC with REST,
revealing that gRPC exhibited superior throughput, akin to the results of this
investigation [1]. However, their study delved into a slightly more intricate
system. Notably, the disparity in throughput performance was less pronounced
compared to the findings of this project, with REST even outperforming
gRPC under certain conditions, particularly when the user load exceeded
200. This stands in stark contrast to this research, where gRPC consistently
outperformed REST by a considerable margin across all test scenarios.
Various factors could contribute to this discrepancy, such as differences
in the underlying systems and hardware configurations. A noteworthy
distinction regarding the systems pertains to the hosting platform of the
microservices. Lagerstrom’s research involved hosting the microservices in
a cluster environment, whereas in this study, the microservices were hosted



44 | Results and Evaluation

on the same machine as the benchmarking software. This is a viable reason
for the performance discrepancies.

In the comparative analysis of internet communication protocols con-
ducted by L. Kamirski et al. [2], there were also notable differences in the
benchmark suite. Nevertheless, the assessment of latency bore resemblances
to the tests conducted in this thesis, particularly in terms of system design,
wherein both studies involved hosting clients and servers on the same machine.
Kaminiski et al.’s evaluation of latency for Create, Read, Update, and Delete
(CRUD) requests between client and server concluded that gRPC exhibited
the highest speed among various protocols, including REST and several
other protocols, aligning closely with the findings presented in this thesis.
Furthermore, it is worth noting that the original intention of L. Kaminski’s
study was to incorporate SOAP into the benchmarking process. However,
due to encountered limitations with Python, this protocol was ultimately
excluded. In contrast, this thesis addressed this gap by including and
effectively implementing SOAP with Python (for Locust), thereby introducing
a novel dimension to the previous research. This expansion not only enhances
the comprehensiveness of this thesis’s analysis but also underscores the
commitment to addressing and overcoming challenges encountered in prior
studies.

5.5.2 Method and Limitations

Exploring the performance of communication protocols entails consideration
of various parameters, including system and service design, hardware
configuration, programming language selection, benchmarking suite, and
more. Initially, the system design in this thesis was relatively simplistic,
with each protocol represented by a single microservice, as opposed to more
intricate protocols involving multiple services. While this simplicity may
limit the direct applicability to real-world scenarios, it also reduces potential
internal or external latencies and network errors between services, thereby
focusing the investigation on the protocols themselves. Additionally, running
the benchmark tool and microservices on the same machine, despite contesting
resources, eliminates potential errors and overhead associated with hosting
clusters or multiple machines.

However, regarding the benchmarking tool, Locust utilizes different
libraries for performing the transmission of requests for each protocol, which
could very well introduce discrepancies in requests being sent per second
depending on the underlying implementation.
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Moreover, employing the same programming language, Java, for imple-
menting the microservices facilitated the isolation of differences between
protocols, avoiding the complexities introduced by diverse programming
languages.

Furthermore, the scalability test design, which primarily focused on
increasing the number of virtual users, enabled a straightforward comparison
of protocol differences, aligning well with the scope of this study. However, it
is important to note that scalability typically encompasses the ability to adapt
and scale in response to increased workload on the server side. In this thesis,
the microservices did not dynamically adjust the number of parallel services
based on workload or distribute the load among hosting machines in a network.

Another limitation of this study is the single choice of security layer
implemented to investigate the security overhead performance trade-off. There
are various options for securing API communication. However, TLS is an
industry standard making it appropriate to include in this thesis. The decision
to use a single security protocol has its basis in delimiting the scope of the
thesis.

Finally, regarding message and request design, this study encompassed
a range of sizes and formats. However, there remains room for further
diversification in the types of requests to uncover potential discrepancies or
limitations between the protocols. Expanding the variety of requests could
provide deeper insights into how each protocol handles different scenarios and
workload types, enhancing the robustness of the analysis.
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Chapter 6

Conclusions and Future work

In this chapter, Section 6.1 presents the concluding remarks on the thesis’s
work.  Section 6.2 provides insights into potential future avenues of
exploration. Lastly, Section 6.3 includes reflective thoughts to conclude this
thesis.

6.1 Conclusions

This thesis aimed to address the research question of how the performance
of gRPC concerning throughput, latency, and scalability within a local
environment compares to the traditional communication protocols SOAP
and REST. Through benchmark tests conducted on identical microservices
implementing APIs of the three protocols with simulated clients sending
various types of requests, the findings demonstrate that gRPC surpasses
its counterparts across all metrics. Among the three, SOAP exhibited the
poorest performance, while REST approached the performance level of gRPC
particularly for larger messages. Given that gRPC’s performance advantage
decreases for larger messages compared to the two other protocols, developers
should consider this when planning to migrate to gRPC if their services involve
exchanging large data.

This thesis also contributes two new types of benchmarks exploring areas
missing in previous research. The first type of test involved comparing the
saturation point in terms of scalability for microservices of all protocols. This
was performed by stress testing each protocol’s service to find its limit of
concurrent virtual clients and requests handled per second. The results of these
tests show that gRPC could handle 166% more concurrent users and complete
348% more requests per second than its closest competitor REST.
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Moreover, the security overhead introduced by TLS on these protocols was
also investigated. Experiments evaluating TLS’s impact on performance were
conducted and demonstrated that gRPC is affected least by the security layer,
making it the best performer even when TLS is implemented. Unexpectedly,
REST’s performance was hindered most by TLS configuration of all three
protocols, taking SOAP’s role as the expected bottom performer.

Although the benchmark suite could be expanded and diversified, the
experiments executed in this study yield empirical insights for researchers
and developers seeking guidance in selecting the most suitable API
communication protocol for their specific microservice applications.

6.2 Future work

To expand on the research conducted in this thesis, potential future steps
could involve deploying a similar system on a cloud platform or a cluster
to gain deeper insights into the performance of communication protocols in
a typical distributed environment. Furthermore, enhancing the complexity
of the system design for similar benchmarks in subsequent studies could
lead to more accurate measurements that better reflect real-world business
scenarios. Given the contemporary relevance of transitioning from traditional
formats like REST, further investigation into effective migration strategies
or the integration of previous protocols with gRPC presents another avenue
for exploration. This topic has been addressed in a blog post by the gRPC
community [39]. Engaging with this community to solicit additional insights
and recommendations for improving setup configurations would provide
an opportunity to delve deeper into the subject matter with cutting-edge
implementations. Furthermore, future work could investigate alternative
security protocols to TLS, evaluating their impact on performance.

6.3 Reflection

The objective of this thesis is to offer guidance to researchers and developers
in selecting an appropriate communication protocol tailored to their specific
requirements. Whether applied in distributed system research or large-
scale software application development, this thesis provides insights into
the performance of three prevalent protocols. Regarding the ethical and
sustainability implications of this research, I reckon that the overall impact
is limited. Nonetheless, the findings reveal that gRPC demonstrates superior
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efficiency compared to its counterparts on identical local machines. It can
be argued that this efficiency suggests gRPC may also be more resource-
efficient, potentially leading to more sustainable energy utilization in large-
scale deployments. Consequently, gRPC emerges as a more sustainable
alternative in both environmental and economic contexts when compared
to traditional protocols. However, it is important to note that detailed
measurements of CPU usage and power consumption fall outside the scope
of this thesis, precluding definitive conclusions in this regard.

In terms of sustainability, this thesis contributes to several of the United
Nations (UN) Sustainable Development Goals (SDGs), specifically numbers
9, 12, and 13. The investigation of communication protocols’ efficiency
supports the development of sustainable infrastructure by identifying efficient
protocols that could lead to reduced energy consumption in the industry. More
efficient services reduce server load, resulting in less power needed by data
centers, which ultimately leads to more sustainable production, contributing
to SDG 9 and 12. Additionally, reduced power consumption means less
greenhouse gas emissions from data centers, aligning with the climate action
goals of SDG 13.
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