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Figure 12: The communication overhead for 100 rounds for the two LEAF datasets. The fop plof presents the
results produced for CelebA dataset, while the bottom plot depicts the results generated on FEMNIST dataset.
(a) CelebA; (b) FEMNIST.

Figure 12 provides communication overheads for various thresholds. It is obvi-
ous to the reader that a higher number of selected representatives implies a higher
values of communication costs to the server.

The above results suggest that our proposed FedCO algorithm can substantially
reduce the communication overhead by using a higher accuracy threshold. In gen-
eral, FedCO can be considered as being robust to different application scenarios by
being able to tune its parameters (e.g., the accuracy threshold or the number of top-
ranked representatives per cluster) to find a trade-off between the application-specific
resource constraints and the accuracy requirements.

7 Conclusions

This paper proposes a clustering-based FL approach, entitled Federated Learning
using Clustering Optimization (FedCO). The proposed FedCO approach partially
builds upon our previous work and extending further towards proposing a dynamic
clustering scheme that improves global accuracy and that reduces the communica-
tion overhead in a Federated Learning context. The proposed approach dynamically
identifies worker participants in each communication round by initially clustering
the workers’ local updates and selecting a representative from each cluster to com-
municate with the central server, thus minimizing the communication cost. The pro-
posed FedCO method is evaluated and benchmarked to three other state-of-the-art
FL algorithms (FedAvg, FedProx, and CMFL) on five publicly available and widely
exploited datasets for studying distributed ML algorithms. The experimental results
have shown that the proposed FedCO algorithm significantly reduces communica-
tion rounds without sacrificing accuracy. In addition, the experimental evaluation
has demonstrated that our FedCO algorithm outperforms the three other FL algo-
rithms under the two studied data distribution scenarios. We have also shown that
the FedCO algorithm can dynamically adapt the workers’ partitioning at each com-
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munication round by relocating the representative workers and conducting the cluster
splitting needed for the clustering improvement.

Our future plans include the enhancement of the FedCO approach through using
other data distillation techniques; e.g., an interesting future direction could be made
by applying computational topology methods for studying data topology and select-
ing representatives based on this. Another direction is the translation of the FedCO
concept to unsupervised learning settings, i.e., developing a resource-efficient FL
algorithm based on the unsupervised ML model.
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Paper V

Group-Personalized Federated
Learning for Human Activity
Recognition Through Cluster
Eccentricity Analysis

Ahmed A. Al-Saedi, and Veselka Boeva
In: Engineering Applications of Neural Networks, Springer, Leon, Spain,
2023.

Abstract

Human Activity Recognition (HAR) plays a significant role in recent
years due to its applications in various fields including health care and
well-being. Traditional centralized methods reach very high recognition
rates, but they incur privacy and scalability issues. Federated learning
(FL) is a leading distributed machine learning (ML) paradigm, to train a
global model collaboratively on distributed data in a privacy-preserving
manner. However, for HAR scenarios, the existing action recognition
system mainly focuses on a unified model, i.e. it does not provide users
with personalized recognition of activities. Furthermore, the heterogene-
ity of data across user devices can lead to degraded performance of tra-
ditional FL. models in the smart applications such as personalized health
care. To this end, we propose a novel federated learning model that
tries to cope with a statistically heterogeneous federated learning envi-
ronment by introducing a group-personalized FL (GP-FL) solution. The
proposed GP-FL algorithm builds several global ML models, each one
trained iteratively on a dynamic group of clients with homogeneous class
probability estimations. The performance of the proposed FL scheme is
studied and evaluated on real-world HAR data. The evaluation results
demonstrate that our approach has advantages in terms of model per-
formance and convergence speed with respect to two baseline FL algo-
rithms used for comparison.
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1 Infroduction

With the recent development of edge devices, such as mobile phones, wearables, [oT
devices etc., a massive amount of data can be generated. Such data can be utilized
by training-based intelligent applications for human activity recognition (HAR). Tra-
ditional solutions require sending these data to a central server and training there
in a centralized way. However, this introduces huge communication overhead, con-
sumes network resources, and brings privacy concerns [1]. To solve this problem,
Google proposes a decentralized approach called Federated Learning (FL), where
model parameters instead of data are transferred between the central server and edge
nodes (called workers hereafter) [2]. A central server periodically sends the global
model to a set of workers. These workers train the shared model without sharing
their private data to generate updated local models, which are later submitted to the
server [3]. Finally, the server aggregates the local models and generates a new global
model. This process is repeated until a satisfactory global model is obtained. This
approach is called naive FL, because the workers involved in training are usually
randomly selected at each round, and the trained parameters are aggregated by aver-
aging. This scheme works well for IID (independently identically distribution) data
but has unsatisfactory performance for Non-1ID data [2]. Practically, the assumption
to consider that the local data of each edge device is always IID does not hold, often
impacting overall model performance. However, compared with IID data, Non-I1ID
datasets have significant variability in data class distribution and size [4]. Figure 1
illustrates the different ways to model FL. The traditional FL setting, presented in the
middle plot, assumes a federation of distributed workers, each with its own private
data. These workers join the FL global training to achieve a better model perfor-
mance. As a result, the global model is generated from local models with different
characteristics, derived from different types of data. Thus, these different character-
istics captured by the local models’ parameters will be later mitigated when global
aggregation occurs [5]. Furthermore, the traditional FL paradigm faces fundamental
challenges, such as heterogeneous data across workers and a lack of solution person-
alization. In contrast to the traditional FL paradigm, Personalized Federated Learning
(PFL) addresses the mentioned two fundamental challenges. PFL takes a completely
local approach. In this context, each worker represents a different ML task with a
different data distribution, and a private model for each task will be trained and used
to deal with the specific nature of the data. Therefore, the output is a unique personal
model for each worker, but no peer learning [6]. This scenario is illustrated in the left
plot of Figure 1. However, even though the tasks among workers are different, it is
reasonable to assume that there is similarity across different tasks. On the other hand,
in the traditional FL scenario (the middle plot of Figure 1), in case of imbalanced data,
where each worker only has one specific class of data, the results of averaging of the
model parameters for producing an aggregated global model can lead in a significant
accuracy decrease, e.g., up to 11% for MNIST, 51%, and for CIFAR-10 datasets are
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Figure 1: Comparison of three different federated learning scenarios: (i) the left plot presents a setup in which
each model is frained on the worker's private data; (i) the middle plot is a scenario where a global model

My My
is built from the locally trained workers' models; (iii) the right plot illustrates a setting accounting for similarity
among the workers and building a global model from the local models of each group of similar workers.

reported in [4].

Our proposed approach tries to tackle the discussed challenges and find a trade-
off between the two extreme cases described above. Namely, we propose grouping
workers based on their empirical probabilities, reflecting their current data class dis-
tribution. In particular, the workers with similar empirical probability vectors are
placed in the same cluster. Later when updating the global model, we average the
parameters from the same group. In that way, only local updates uploaded by the
workers within the same group will be aggregated. Then in the next round, the ag-
gregated group global model is sent to the same group to train, as it is illustrated
in the right plot of Figure 1. Evidently, our proposed Group-Personalized FL (GP-
FL) algorithm is capable of training simultaneously several global models, one per
each group of workers with similar activity patterns. At each training round, each
worker’s empirical probability vector is updated in order to reflect the information
in its new data batch. In addition, cluster eccentricity analysis [7] is applied to the
workers’ current grouping. In that way, at the next round, some workers may change
their cluster or even new singelton clusters may appear.

The GP-FL algorithm has been evaluated in a set of experiments, based on a
well-defined evaluation setup in the HAR domain. The HAR problem is well suited
to our FL scenarios, because various activities tend to have generic patterns while
being highly idiosyncratic [8, 9]. The performance of our GP-FL algorithm is bench-
marked to that of two other FL algorithms, Federated Averaging (FedAvg) [2] and
Clustered Federated Learning (CFL) [10]. GP-FL demonstrates its superiority over
both algorithms in the conducted experiments with respect to the achieved perfor-
mance.
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2 Related Work

Recently we have witnessed a lot of attention on personalization in FL. Our proposed
work is related to PFL in HAR and distributed multi-task learning. We explore some
existing approaches related to those topics. For example, in [11] a random forest
based personalized FL model is proposed for recognizing many human activities.
In this work, the authors use local sensitivity hashing for calculating the similarity
between different users. Based on this similarity, a subset of the top-k£ most similar
users is selected for training the federated forest model iteratively. In [12] a novel hy-
brid approach is suggested for HAR that combines semi-supervised and FL settings
to build a global model for privacy awareness. Yuetal. [13] have developed a method
that relies on a semi-supervised gradient aggregation strategy for activity detection
using sensor data for online HAR tasks. In [14], the authors have proposed the Fed-
Stack framework, which supports ensemble heterogeneous architectural client mod-
els for mobile health sensor datasets. FedStack has been applied to mobile health
sensor data to recognize 12 different activities. Presotto et al. [15] have proposed
FedAR: a novel hybrid approach to unify federated learning with semi-supervised
learning for activity recognition on mobile devices. It relies on active learning and
label propagation to semi-automatically annotate the local streams of unlabeled sen-
sor data. Tashakori et al. introduce in [16] a novel personalized semi-supervised
learning approach focusing on edge intelligence. SemiPFL creates a personalized
autoencoder to enable learning from user data representation. In [17], the authors
have presented FedCLAR: a novel federated clustering framework according to the
similarity of the local updates for HAR. FedCLAR combines federated clustering
with transfer learning methods to reduce the non-IID issue. In [18], a method called
SS-FedCLAR that combines federated clustering and semi-supervised learning in FL
settings is introduced to reduce the non-IID and the data lack issues simultaneously.
The authors in [19], have presented a federated transfer learning method for wear-
able healthcare to address security and personalization challenges. Lu et al. have
proposed AdaFed: a weighted federated transfer learning framework to tackle do-
main shifts and to realize personalization for local clients in healthcare [20]. Ma et
al. [21] have focused on label concept drift. They have presented a variational Bayes
framework for PFL based on hierarchical Bayesian inference.

Similarly to our work, Sattler et al. [10] propose a hierarchical clustering FL
scheme, forming client clusters, and those in the same cluster share the same model
for training. This algorithm, called Clustering Federated Learning (CFL), isused as a
baseline in the evaluation of our proposed GP-FL algorithm. Notice that most of the
above mentioned works are aimed at the personalized training of deep learning mod-
els in a federated learning setup. Our work instead introduces a lightweight model
based on logistic regression that is more suitable for modern resource-constrained
wearable devices for HAR monitoring.
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3 Preliminaries

In this section, we introduce the baseline FL algorithms used in the evaluation of
our GP-FL algorithm. We also provide with a formal description of the FL setting,
and motivate the methods and optimization procedures used in the proposed GP-FL
algorithm.

3.1 Baselines

To assess the performance of our proposed method, we compare the GP-FL algorithm
against two other FLL methods, namely FedAvg [2] and CFL [10].

3.1.1 Federated Averaging (FedAvg):

FedAvg is the predominant algorithm for federated learning [2], following a server-
client setup with two repeating phases (i) the clients train a shared global model
locally on their data by making multiple local updates, and (ii) the server averages
the locally updated models to obtain a new global model. In contrast to FedAvg
method, GP-FL builds several global ML models, each one trained on a dynamic
group of clients with homogeneous class probability estimations.

3.1.2 Clustered Federated Learning (CFL):

A clustering framework to deal with federated multi-task learning have proposed
in [10]. The CFL groups clients into clusters of similar clients according to their lo-
cal data distribution. Thus, the goal is to train a single global model for each cluster.
Similarly to the CFL method, our proposed GP-FL algorithm trains a set of global
models, one per each cluster of workers. In our work, the workers are however, clus-
tered into groups according to their local data distribution with respect to the classes.
In that way, two workers are grouped together if they have similar local class proba-
bility distributions, i.e. evidently different groups of workers have different learning
tasks. In addition, the clustering is adapted at each training round by accounting the
evolving nature of data distribution with respect to the classes.

3.2 Problem Setting

As we stated in Section 1, our aim is to show how the fundamental idea behind our
GP-FL approach can be exploited to design a group-personalized solution of FL prob-
lem. To do so, let us briefly describe the GP-FL setting. Given a set of workers in
contrast to the traditional supervised federated learning setting, the goal in our GP-
FL framework is not finding a global model that performs well for all the workers,
but training a set of global-personalized models, one per a group of workers. There-
fore in our GP-FL solution, we initially segment workers into groups based on the
similarity of their class probability estimations.
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We consider a typical setting of FL. with a model M that is learned iteratively
by using a randomly selected subset, denoted by W; (W; C W), of the set W of
all available workers. The workers in W} participate at each round and compute the
gradient of the loss over all the data held by them. Each worker w € W; atround ¢ has
its own row of data D}” and a local model M}". At each round ¢, each worker trains
its local model by iterating the local update multiple times of Stochastic Gradient
Descent (SGD) before sending the next local model M’ ; to the server which holds
the global model. The server, after collecting all the local models computed at round ¢,
performs a synchronous update of the global model M;,.1. The global model update
can be computed using different criteria. In this paper, we assume it is calculated by
means of federated averaging, that is the local model M}’, w € W} and global model
M, are updated by the following equations: [22]:

1 = My —ng’; (1)
n.
My = Z — M, ()
weWy

where M}’ ; is the local update, g; are the updated weights on its local data in the
current model M}, M; is the global model, n is a learning rate calculated by
each worker, W, is the set of workers which participate in the training, n is the total
number of all data points and n,, is the number of local data points of the worker
w € Wy, In our GP-FL setup we compute a group global model for each cluster of
workers (C; C W;), then Eq. 2 is changed to

Cf nw
t-l—Jl = Z t+17 3)

weCtj

where Mgfl is the group global model built for each cluster Cy; at round ¢. The

server then distributes the group global model /\/lt /) to its updated group of workers,
i.e. for each w; € Ciqq, where Cyyq; is the updated version of Cyj, to perform
another iteration of local training and model update.

3.3 Data Smoothing

In our proposed GP-FL solution each worker is modeled by its class probability esti-
mations, i.e. an empirical probability vector, where each value represents the relative
frequency of the corresponding class among the all training examples. For example,
if we have a set D of labelled examples, and the number of examples in D of class
C;isn; (1 = 1,2,...,k), then the empirical probability vector associated with D
is given by p(D) = (n1/|D|,...,ng/|D|) Such empirical probability vector is ini-
tially calculated for each worker in our FL. model and then update at each following
round according to the current data batch at this worker.
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In order to avoid issues with extreme values, such as 0 or 1, each empirical prob-
ability vector p = (p1, P2, - - ., Pr) can be smoothed by applying Laplace correlation
which is expressed as:

o +1
| D4k’
where D is set of labelled examples, n; is the number of examples in class C;, and

k (the number of classes) is added to ensure that the posterior probabilities are never
zero [23].

pi(D) “

3.4 Markov Clustering Algorithm

Markov Cluster algorithm (MCL) is an unsupervised pattern recognition algorithm
based on finding the optimal cluster of a connected graph, without any a priori knowl-
edge of the cluster sizes. It is used to cluster sequence similarity or simple net-
works [24]. MCL can efficiently utilize 2000 compute nodes and cluster a network
of about 70 million nodes with about 68 billion edges in approximately 2.4 h [25].
What really distinguishes MCL from other clustering techniques is that it does not
require any input to form clusters, unlike k-means algorithm and other partitioning
algorithms. This makes this algorithm crucial in network data, social network data,
or even similarity detection.

3.5 Wasserstein distance

The Wasserstein distance, which is a metric used to measure the distance between
probability distributions, is induced by the optimal transport problems [26]. Meth-
ods based on the advantages of Wasserstein distance have been used successfully in
several research areas, including statistics, machine learning, natural language pro-
cessing, and computer vision [27]. In such applications, the distance is measured by
comparing one probability distribution with another, which arises from the theory
of optimal transport problems [26]. In the implemented version of our proposed FL
model, we use Wasserstein distance to measure the similarity between class probabil-
ity estimations of each pair of workers. In this way, the individuals who have similar
activity patterns will be grouped together by applying the MCL algorithm discussed
above.

3.6 Eccentricity Analysis

New eccentricity-based anomaly detection analysis principles have been introduced
in [7]. An algorithm, called AutoCloud, based on the introduced principles is pro-
posed in [28]. Similarly to the idea in AutoCloud, we use eccentricity analysis in
our proposed FL solution to maintain a dynamic grouping of the workers. In this
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context, the eccentricity &/ of a worker wj in relation to a cluster of workers C; can
be calculated as [28]:

, 1 I _ s\ (4 _ &
& (w) = — + (ki = Di) j(ﬂz ]01)7
" o;

)

where n; is the size of C}, p; is empirical probability vector associated with the
worker w;, and u{ and af are the mean and variance, respectively, supposing w; €
Cj.

Eq. 10 presents how eccentricity can be applied to determine whether a worker
belongs to a given cluster. Furthermore, the Chebyshev inequality has been utilized to
apply a threshold to check whether a worker still belongs to an existing cluster [29]. A
particular worker w; is considered to belong to a cluster C; if the following condition
is satisfied

¢ (w;) <wvjandvj = (m? +1)/2n;, (6)

where m (m > 0) is a user-defined parameter that directly affects the evaluation of
clustering, and v; is the threshold associated with cluster C';. Although it can be
defined using multiple criteria, m = 3 is largely used as a standard value and leads
to satisfactory results for different data sets and different configurations [30].

4 Proposed Approach

In this section, we formally present our proposed algorithm, namely group-personalized
FL (GP-FL) to build a set of group global FL models. We propose to group the avail-
able workers according to their empirical class probability distributions. The workers
with similar empirical probabilities are grouped together into the same cluster based
on their similarity measured by Wasserstein distance. In addition, the built grouping
is not static, but it is dynamically updated at each training round by applying cluster
eccentricity analysis. This approach allows a global model at the cluster level to be
built, overcoming the issue of personalization in traditional FL techniques.

The GP-FL algorithm foresees two distinctive phases: initialization and iteration.
These phases are described in what follows. Let W = {wy,ws, ..., w,} be the set
of all available workers, and W} is a subset of T that contains the workers selected
at round ¢.

Initialization Phase:

1. Attimet = 0, the Server initializes the inputs for the GP-FL algorithm. These
are model M, set of workers W;, and a number of iterations 7.

2. The Server transmits the initial global model M; to the set of workers W}
(W Cc W).
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3. Each worker w; € W, receives the global model M; and optimizes its pa-
rameters locally, i.e. the M initial update is produced alongside with a vector
Pt (w;) that represents the empirical probabilities of the classes distribution and
sent back to the Server.

4. The Server performs the following operations:

a) Laplace smoothing is applied to each vector p;(w;) of each worker w; €
Wrs.

b) The smoothed vectors py(w;), for w; € W4, are used to create a distance
matrix. This matrix is then passed as an input parameter to the predicted
function of a Markov clustering. As a result, groups of workers with sim-
ilar empirical probability vectors are produced, i.e. an initial clustering
Cy = {Cu, Cia, ..., Cy} of the workers is created.

¢) For each cluster Cy; € Ct, (j = 1,2,..., k), a global group model Mg ,
is built by averaging over the model parameters of the workers assigned
to Cyj, i.e. a set of initial global group models is produced {M;] | Cy; €
Cy}.

d) For each cluster Cy; € C; mean data vector ug and aggregated variance

J

o; are calculated.

5. The Server aggregates the parameters {M! | w; € W;} uploaded by the se-
lected workers W; to update the global model M; through the FedAvg algo-
rithm (Eq. 2).

Iteration Phase:

1. The Server sends each group global model /\/li ,(J=1,2,...,k) to its group
of workers Cy;.

2. Each worker w; € Cy; receives the group global model Mg and optimizes its
parameters locally, i.e. M -1 local update and the empirical probability vector
Pr+1(w;) are produced.

3. The Server updates the existing empirical probability vector p;1(w;) by tak-
ing the average of it with the information provided by the previous data batch,

1.e. ﬁt (U)Z)

4. The Server applies Laplace smoothing to each vector py41 (w; ), fori = 1,2, ... |
Wy |.

5. The Server adapts the workers’ grouping C} to the current empirical probabil-
ity vectors py1(w;), fori = 1,2,...,| W, |, by invoking eccentricity score
& (w;) (see Eq. 9), (j = 1,2,...,k) which assesses whether each worker
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w; € Cyj is still adequately tight with its current cluster, the one it was as-
signed at the previous round ().

a) If & (w;) is below the threshold v;(t) (see Eq. 10) the worker does not
change its cluster Cy;.

b) If & (w;) > v;(t) then we calculate & (w;) for the other clusters, i.e. for
each Cy € Cy\ C}j, and will assign the worker wj to the cluster for
each £ (w;) < vy(t). In case this is true for more than one cluster we will
assign the worker to the cluster for which the score is lowest.

¢) If€Y(w;) > v(t) for each cluster Cyy € Cy\ Cy; then this worker w; will
give the start of a new singleton cluster, which means that this worker w;
cannot be assigned to any existing cluster in Cy. Note that k(1) > ki,
where k1) =| Ci41 |, since new singleton clusters may appear due to
the updating operation.

6. For each cluster C'y11; € Ci41, mean data vector ,ug and aggregated variance
af are calculated, considering the current grouping of the workers and also
using the current empirical probability vectors p;i1(w;), fori = 1,2,...,|
Wit1 |. These values of 1/ and o] will be needed at the next round to calculate
the workers’ eccentricity scores w.r.t. the current clusters.

7. The updated clustering C; 1 is produced, and the clusters in C may contain
different workers from the clusters in Cy.

Steps 1-7 of the iteration phase are repeated until a certain number of training rounds
T is reached.

5 Experimental Design

5.1 HAR Datasets

Despite the UCI dataset [31] has been widely used as a benchmark in the HAR do-
main, this dataset is not realistic, since it is acquired in-lab following strict scenar-
ios [8]. In our study, the experiments are conducted on two realistic, and publicly
available datasets: REALWORLD, a large, diverse device positioning dataset [32],
and HHAR, a HAR dataset [33].

Table 1: A summary of datasets' properties

Dataset Workers | No of data points Activity No of classes
REALWORLD 15 356,427 (ST.SD,W,U,D,J.LR) 8
HHAR 51 85,567 (ST.SD,W.U,D,BK] 6
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Each dataset has its own set of activities, as shown in Table 1 with only some
overlapping. These datasets deal with various activities: Sit (ST), Stand (SD), Walk
(W), Upstairs (U), Downstairs (D), Bike (BK), Jump (J), Lay (L), Run (R). The par-
titioning of the data has been performed as follows. For each dataset, 20% is left for
testing at the central server, while the remaining 80% is used for training.

Note that the initial clustering of workers (individuals) has been produced by
using the MCL algorithm, with parameters inflation 1.7 and threshold 2. The MCL
algorithm is implemented in the MCL package in Python.

5.2 Evaluation strategy

As previously explained, the aim of FL over classical learning is the ability to merge
several worker models into a global one in order to improve model generalization
without degrading specialization. To study and evaluate the performance of the pro-
posed GP-FL algorithm, we have computed and compared three different evaluations
calculated for each experiment for each worker’s data:

* Personal performance: This is evaluated by computing the accuracy or F1
score achieved by the client’s local model using its local data.

* Global performance: This is evaluated by calculating the accuracy or F1
score produced by the overall global model (aggregating all the clients’ mod-
els) on each worker’s local data.

* Group performance: This calculates the accuracy or F1 score achieved by
each group global model on the local data of each worker from its group.

For each worker, the dataset is partitioned into a training set and a test set. The test
set is used for the local evaluation of each worker’s performance. These evaluation
results are then aggregated to give the personal performance evaluation of each
worker. The global model runs individually on each worker test set and then ag-
gregates the obtained F1 scores, which is used to evaluate the global performance.
Each group global model executes individually on the test set of each worker in the
group associated with it to evaluate the group performance. In this way, three differ-
ent models are evaluated on each worker test data, namely the worker locally trained
model, the overall global model averaging over the parameters of all workers’ lo-
cal models and the group-personalized model based only on the local models of the
workers having similar activity patterns, i.e. ones that are grouped together.

6 Experimental Results

We have initially compared the performance of workers’ personal (local) models with
that of both the traditionally built federated learning (global) model and global group
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Figure 2: Comparison of the workers' activity profiles (empirical probability vectors) distributed in the "green"
cluster in the first and tenth rounds, respectively.

models trained by our GP-FL algorithm. For each experiment, three evaluations have
been performed. Namely, the three models (local, global, and group) associated with
each worker are run on its test data at each round. The performance of each run is
evaluated with respect to accuracy.

In order to illustrate the properties of the clustering scheme proposed in this study,
we show in Table 2 the clustering updates in the first 10 global communication rounds
of the GP-FL algorithm applied to the REALWORLD dataset. The performance in
terms of accuracy of the three models (local (L), global (G), and group (Gr)) associ-
ated with each worker are compared in the table. As one can notice in the first round,
the 15 workers have been clustered into 5 groups. Namely, ”pink” cluster has two
workers (1 and 12), ”green” cluster has four workers (2, 3, 5, and 15), and the remain-
ing three clusters (i.e. ”yellow”, “orange” and ’cyan”) each one has three workers.
It is interesting to notice that in round 10, worker 1 has moved to the “green” clus-
ter, due to its eccentricity score being higher than the threshold of the ”pink™ cluster.
Therefore, the eccentricity score of this worker has been calculated with respect to
each one of the other clusters and as a result, it has been assigned to the “green”
cluster.

The workers’ empirical probability vectors distributed in the green” cluster in
the first and tenth rounds, respectively are compared in Figure 2. As one can see the
worker 1 activity pattern in the tenth round is very similar to the other individuals
distributed in this cluster, i.e. this is the reason to be moved to the ”green” group.
We can also observe that worker 8 has similar behavior of changing its cluster from
”cyan” to “orange”. Notice that the clusters presented in Table 2 will continue to be
optimized in the same fashion, discussed above, for the upcoming communication
rounds. Overall, the group global models built by the GP-FL algorithm have pro-
duced accuracy scores that are higher or at least compatible with those generated by
the global model as it can be noticed in the tenth round results in Table 2. The results
generated on the experimental dataset of HHAR are similar.

We also compare the performance of our GP-FL algorithm with that of FedAvg
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Table 2: Comparison of the accuracy scores produced by the local (L), global (G), and group global (Gr)
models on each worker's data for the conducted training rounds (only the results from the first two and the
last two rounds are depicted) using REALWORLD dataset.

Workers

1 2 3 4 5 6 7 8 9 10 11 12 13 14 15
L 08 08 09 08 08 083 08 08 091 085 08 08 084 085 084

L 086 08 08 08 08 08 085 08 08 087 087 085 086 085 0.86

2
L 090 0.92 094 088 090 091 090 O..90 090 0.92 094 093 090 089 090
9
L 093 093 094 093 090 095 093 093 08?2 095 093 094 096 090 091
10
0.95 0.98 4
0.90 0.96 1
g o
§ 0.85 § 0.94
— —
Y- 0.801 I 0.92 |
0751 0.90 :__ (F:T:‘I’_A"g
—e— GP-FL
0.88 - T T T T T T T
2 4 6 8 10 12 14 16 18 20 2 4 6 8 10 12 14 16 18 20
Communication rounds Communication rounds
(a) REALWORLD, Non-IID (30%) (b) HHAR, Non-IID (30%)

Figure 3: Comparison of the achieved F1 scores versus the number of communication rounds for Non-IID data
(30%) of the three FL algorithms: FedAvg, CFL, and GP-FL.

and CFL algorithms. The performance of the three compared algorithms has been
evaluated by running 3-fold cross-validation on each experimental dataset of RE-
ALWORLD and HHAR for 20 communication rounds for Non-IID label skew data
(30%). In Figure 3a, we compare the F1-scores of the three FL approaches in case
of the Non-IID data distribution scenario of REALWORLD data. Within 10 com-
munication rounds, CFL and FedAvg reach 88%, and 87% F1-scores, respectively,
while our GP-FL algorithm achieves an F1-score of 90% with the same number of
communication rounds. Similar to the REALWORLD dataset, we can see in the case
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of HHAR Non-IID data (Figure 3b), the GP-FL algorithm has obtained F1-score of
96% in 12 communication rounds, while CFL and FedAvg have reached 95% and
94%, respectively.

7 Conclusion

In this paper, we have proposed a new approach for building a set of group person-
alized models in case of Non-IID data in federated learning framework. Initially,
Markov clustering algorithm is applied to divide the workers into groups according
to the similarity between their empirical probability vectors reflecting the distribu-
tion of their training examples among the classes. This allows for building a private
global model for each cluster of workers. The built global models, each one trained
on a group of clients with homogeneous class probability estimations, are adapted
at each training round with respect to the new data batches. The performance of
the proposed GP-FL algorithm has been studied and evaluated on public HAR data.
The obtained results have shown that the global models trained by the GP-FL algo-
rithm can achieve better performance compared with that of the trained overall global
model. The algorithm performance is also compared with that of two other baseline
FL algorithms, namely FedAvg and CFL. The GP-FL has outperformed both algo-
rithms in the conducted experiments with respect to the achieved performance and
convergence speed. Our future plans include the evaluation and further study of the
properties and performance of the proposed GP-FL algorithm in other applied FL
scenarios. In addition, we plan to research scenarios in which the recently arrived
data batches have a higher importance on the trained group global models than the
previous ones.
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Abstract

Federated learning (FL), a decentralized machine learning framework
that allows edge devices (i.e., clients) to train a global model with pre-
serving data/client privacy, has become increasingly popular recently.
In FL, a shared global model is built by aggregating the updated param-
eters in a distributed manner. To incentivize data owners to participate in
FL, it is essential for service providers to fairly evaluate the contribution
of each data owner to the shared model during the learning process. To
the best of our knowledge, most of the existing solutions are resource-
demanding and are usually run as an additional evaluation procedure.
The latter produces an expensive computational cost for large data own-
ers. In this paper, we present simple and effective FL solutions that show
how the clients’ behavior can be evaluated during the training process
with respect to reliability, and this is demonstrated for two existing FL
models, CA-FL and GP-FL, respectively. In the former model, CA-FL,
the frequency of each client to be selected as a cluster representative
and in that way to be involved in the building of the shared model is
assessed. This can eventually be considered as a measure of the respec-
tive client data reliability. In the latter model, GP-FL, we calculate how
many times each client changes a cluster it belongs to during FL training,
which can be interpreted as a measure of the client’s unstable behavior,
i.e., it can be considered as not very reliable. We validate our FL ap-
proaches on three LEAF datasets and benchmark their performance to
two baseline contribution evaluation approaches. The experimental re-
sults demonstrate that by applying the two FL models we are able to
get robust evaluations of clients’ behavior during the training process.
These evaluations can be used for further studying, comparing, under-
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standing, and eventually predicting clients’ contributions to the shared
global model.

1 Infroduction

Federated Learning (FL) [1], a novel decentralized machine learning paradigm, en-
ables cooperative model training through multi-party collaboration by transferring
model parameters instead of transferring local private data during the training pro-
cess. From a high-level point of view, FL allows multiple data holders (clients here-
after) to train a shared global model with a central server through parameter interac-
tion without disclosing their own data [2, 3]. Although FL takes advantage of data
that is distributed across different sources, not all data sources have equal value and
contribute equally to FL settings [4—6]. Hence preserving high-quality data is a pre-
requisite to training a high-performing FL model by selecting influential clients and
removing unneeded ones. In most current FL applications, although participating
clients can contribute differently to the final overall model in each communication
round, they all obtain the same FL model. In this context, effective evaluation of the
quality of each client’s data to the federated global model becomes an essential chal-
lenge in FL applications [7, 8]. Therefore, a key question in FL is how to fairly and
inexpensively value the behavior of clients, using different data sources, for com-
pleting an FL application [9]. To this end, several methods have been applied in
the literature for contribution measurement. Deletion approach (based on the con-
ventional Leave-one-out (LOO) analyses [10]), and FL-Cohort [11] have provided
solutions to the contribution evaluation problem. The deletion approach [10] works
by retraining the federated model without the contribution of a given client’s data
and measuring the importance of retrained model changes to decide this client’s con-
tribution to the overall federated model. Instead of removing a single client at a time,
FL-Cohort [11] eliminates multiple, similar clients at each FL global training round.
Note that these approaches evaluate the contribution of the clients in a separate pro-
cedure additional to the training process producing the shared global model. Thus,
on one hand, these techniques perform independent evaluation of the clients’ contri-
bution, leading to increase of the computational resources and time consumption. On
the other hand, FL-Cohort measures the global imbalance only once prior to training
the FL model and does not take into account the data dynamic during the training
process. Evidently, we need new effective FL frameworks, which can fairly allevi-
ate the resources and time required to evaluate the behavior of the clients involved
as part of the training process.

The deletion and FL-Cohort approaches only focus on iteratively removing a
single client or group of clients from global training at each global round to measure
the contribution of the parties involved in the federation. Therefore, applying these
approaches consumes considerable time and computational resources as the number
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of participants increases, making them inapplicable in any practical situation. In
addition, those FL solutions assume that the data does not change significantly at each
client (e.g., no concept drift, new data is from the same distribution, etc.). However,
this might be an unrealistic scenario.

Provoked by the above challenges and the limitations of previous research efforts,
we present an efficient contribution evaluation approach inspired by the ideas of the
Cluster Analysis-based Federated Learning (CA-FL) [12] and Group-Personalized
FL (GP-FL) [13]. We have found that the CA-FL mechanism can effectively handle
the problem of clients’ bahaviour assessment. Specifically, CA-FL can evaluate the
frequency of each client to be a cluster representative during the training process.
The calculated score can be considered as an indirect measure of the data quality
(reliability) of a particular client. In general, the CA-FL selects the top-performing
(the most reliable) clients at each training round for the global training of the shared
model in FL scenario. Furthermore, GP-FL provides with another technique that can
evaluate the reliability of each client. In detail, GP-FL evaluates how many times
the client has changed its cluster during FL training process. In practice, if the client
changes the cluster it belongs to very often, this means the quality of data of this
client is varying, because it does not have a stable position in the clustering structure
determined on the base of clients’ class distributions. This can also be interpreted as
an indirect evaluation of the client data quality. Our work’s contribution in addressing
the above-mentioned challenges is summarized as follows:

1. We propose two approaches, inspired by CA-FL and GP-FL federated learning
algorithms, to be used to evaluate each client’s behavior during the training
process, i.e., without requiring any extra computational cost.

2. The CA-FL method is capable of recognizing the clients that demonstrate reli-
able behavior during the training. It selects at each training round from each
cluster of similar clients only the clients with top performing local models to
be aggregated into the global model. This additionally contributes to achieving
high performance in terms of accuracy and computational overhead in compar-
ison with the conventional FL approaches.

3. The GP-FL method is capable of identifying clients that demonstrate unreliable
behavior during the training. It counts how many time each client changes its
cluster, and in that way the clients that have highly unstable behavior can be
drop out the federation, which will contribute to the increase of performance
of the overall model.

4. Our approaches can provide with realistic evaluations of the clients’ behavior
during the training process. These allow to discriminate between the clients
that can eventually contribute to the performance of the FL. model and ones
that are not capable to do this.
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5. We evaluate our CA-FL and GP-FL methods in different experimental scenar-
ios on three LEAF datasets ([14—16]), which specifically emulate federated
environments to show their robustness and effectiveness. The obtained experi-
mental results demonstrate the robustness of our approaches in monitoring and
evaluating clients’ behavior during the training process.

The remainder of this paper is organized as follows. The related works are dis-
cussed in Section 2. The motivation, preliminaries and the study details are described
in Sections 3 and 4, respectively. Section 5 explains the experimental setup, while
Section 6 describes the experimental results and provides a discussion. The paper is
concluded in Section 7.

2 Related work

Our discussion in this section is focused on three topics related to our work: (1)
federated learning, (2) cluster-based federated learning solutions and (3) contribution
evaluation in FL.

2.1 Federated learning

Federated learning has received much attention as a distributed training of machine
learning techniques due to its high performance and ability to mitigate many pri-
vacy concerns and costs. Subsequently, several excellent research achievements
have been introduced to face different issues encountered in FL, including hetero-
geneity challenges [17-20], privacy and security threats [21-23], communication
overhead [12, 24-26], and convergence analysis [27-30]. Caldas et al. [31] pro-
posed LEAF — a benchmark in the exploration of experiments on federated settings,
which are more practical than the simulated datasets. However, the research status
on current FL challenges is still in continuous improvement.

2.2 Cluster-based federated learning solutions

The formulation of clustered FL has significant attention in many recent works to de-
sign efficient client selection strategies and overcome challenges caused by non-I1ID
data in a federated setting, where the clients are assumed to be in various groups. Sat-
tler et al. [32] proposed a Clustered Federated Learning (CFL), clustering framework
that deals with federated multi-task learning settings. The CFL recursively separates
clients into clusters of similar clients based on the geometric properties of their local
data distribution. Authors in [33] propose a similar algorithm named FedGroup, for
which a similarity among client gradients with Euclidean distance of cosine similar-
ity is quantified. Likewise, GP-FL [13] trains a set of global models, one per cluster
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of clients. It splits clients into groups based on local data distribution with respect to
the classes. Ghosh et al. proposed in [34] an iterative federated clustering approach
(IFCA). It alternates between identifying the group membership of each client and
optimizing the group models. The work in [35] proposed federated SEM (FeSEM) by
solving a joint optimization and assigning the center for each client. More recently,
soft clustering FL like FedEM [36] and FedSoft [37] have been proposed which al-
low clients to follow a mixture of multiple distributions. In HyperCluster [38], the
authors propose to assign each client to the group whose model produces the lowest
loss on its local data. CA-FL [12] propose that an FL model can reduce communi-
cation overheads via clustering analysis of the client updates. It identifies the most
representative clients to communicate with the server to reduce communication over-
heads.

2.3 Conftribution evaluation

Contribution evaluation in FL has been widely studied in recent years to indicate per-
formance improvement (e.g., client selection, incentive allocation, etc.) [39]. How-
ever, it is challenging to measure participants’ contribution under FL settings since
participants keep their original data— local and private. The majority of the existing
works in the domain can be distributed into two main categories: a reduction in the
number of sub-model evaluations required and an acceleration of a single round of
evaluation. The Shapley Value [5] and Leave-one-out (LOO), namely the deletion
approach [10], are applicable valuation methods that use local gradients as a tool for
client contribution evaluation. [9] utilizes data quality, data volume, and data collec-
tion cost to determine each participant’s contribution levels. Yu et. al. [40] develop
an incentive approach that compensates participants for their contributions to the fed-
eration by measuring according to self-reported data quantity and quality. Zhao et.
al. [41] measure the participant’s contributions according to the similarity between
local updates and the global model. They assume that local updates similar to the
global model are more valuable. In [42], the authors use self-reported local data size
and bandwidth for measuring utility with the Cobb-Douglas function. Lyu et al. [43]
proposed an approach that compares a pairwise similarity to let participants perform
a mutual evaluation on each others’ generated samples. Literature [44] proposed a
concept of the contribution index to quantify participants’ contributions by consider-
ing local datasets and machine learning models. In [45], authors study the problem of
data valuation using Shapley value to assess each participant’s contribution. Shyn et
al. [39] introduces an empirical approach called Federated Client Contribution Eval-
uation through Accuracy Approximation (FedCCEA) to evaluate client contribution
using data size in a feasible time. FL-Cohort [11] removes a group of similar clients in
each FL training and calculates the contribution of each cluster separately. However,
the aforementioned studies require FL participants to incur significant computation
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and communication costs, making such approaches difficult to apply in practice. In
contrast, we evaluate each client’s behavior without incurring any additional com-
putation costs. We compare our work with the deletion approach and FL-Cohort,
mentioned above.

3  Preliminaries

This section introduces preliminary and essential background concerning FL and
clustering approaches. First, we briefly present the theoretical basis of FL (Sec-
tion 3.1). Secondly, we introduce the clustering techniques used in our methods,
i.e., k-medoids and Markov clustering. Third, the Silhouette Index cluster validation
method and the Eccentricity Analysis are explained (see Section 3.2). Finally, we
describe the Kendall’s Tau Rank correlation used to compare the performance of the
FL frameworks investigated.

3.1 Federated learning basis

In the FL setup, a group of distributed clients cooperatively train a global model M
under the supervision of a central server, without releasing their private data. Suppose
W isaset of all clients and there is a subset of clients W4, (i.e., W; C W) participating
in the FL system. Each client w; € W; has a private training dataset

Dy = {2y, y"), s (@t ypni)

where x;”’ € RY is the P-dimensional vector representation of the jth data sample,
y;'“ € {1,2,...,k} (a multi-classification learning task) is the corresponding label
of y}“i, and n; is the size of dataset D; (i.e., | D; |= ny).

The FL framework is depicted in Figure 1. The main definition of FL given by
the naive FedAvg algorithm [1] can be summarized as follows:

1. The central server randomly selects a set of several clients W; (e.g., from a set
W) to obtain the appropriate accuracy level of the learned global model M for
several communication rounds.

2. The server sends a shared machine learning model M, to the selected clients
(initialized to M at the beginning).

3. Each client w; € Wy, fort = 0,1, ..., updates the model based on the local
data D; according to Eq. 1

M = M —ng(M;})> (1)
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FL Server

Workers

————————— » Server sends global model to the workers
— > Workers send local models to the server

Figure 1: Framework of the federated learning.

where the superscript i indexes the client, 7 is the learning rate and g(M?)
refers to the stochastic gradient computed based on the local dataset D; of the
w;th client, calculated as

g(M; Yoo V() M) )

1
)= N
(xj Zuyj 1)€Di

. Each client w; € W} sends the local model M: to the central server.

. The central server aggregates these model parameters to update the global
model according to Eq. 3

E : piMiJrl
wy Wt
Mg = My + 25— 3)

Zpi

w; EWy

where p; is the relative weight of client w;.
. The central server S sends the aggregated model M, 1 to each client W; C W.

. The above steps are iterated within a predetermined number of multiple global
rounds 7.
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3.2 Clustering approaches

Clustering techniques allow to group of data points into % disjoint groups without
sufficient prior information [46]. Many clustering methods compute the similarity
between all pairs of data points. In specific, the clustering algorithms work by mini-
mizing within-group variances while maximizing them between groups relying on a
clustering criterion.

3.2.1 k-medoids

k-medoids method [47] is a variant of k-means that involves actual data points as
the cluster centroids instead of derived ones. It is summarised as follows: given an
integer k and an initial finite set containing n clients W; = {w1, ..., w,}, 1 < k < n.

The problem of the k-medoids algorithm is to find a set of objects (here clients) as
medoids O = {0y, ..., 0k}, |W:| = k as the centre of a cluster [48] from within the
set W4, such that W; can be partitioned into k£ non-empty disjoint clusters cy, ..., cg
such that the overall sum of distances from every client w; in the set to its nearest
medoid o; associated with its cluster is minimized.

n
i in d(w;,04),| O |=kp- 4
OHCHI/III/t{;jm,IP,k (wi, 05),| O | } )

In our CA-FL algorithm we use k-medoids for partitioning the available clients
into groups of similar clients w.r.t. their local model updates. The Euclidean distance
as a dissimilarity measure is adopted in CA-FL.

3.2.2 Markov Cluster

Markov Cluster (MCL) is an iterative process consisting of two steps called expan-
sion and inflation, which are applied to a stochastic "Markov” matrix [49]. The
expansion step is responsible for making the flow to connect different regions of the
graph and the inflation step is responsible for both strengthening and weakening of
current region. Suppose we have a matrix M (n x n) of the smoothed vectors p; (w;)
which represents a distance matrix of each pair of clients w; € W; and generated by
rescaling each column of the adjacent matrix A(n x n) from a graph. This matrix is
then passed as an input parameter to the predicted function of a Markov clustering
method as given in Eq. 5.
- Adj(i, j)

M-I = S Adi ) ®
where Adj is the adjacent matrix with self-loops. The expansion and the inflation
steps are repeated until the matrix M is convergent [50]. In our GP-FL algorithm, a
Markov cluster algorithm (MCL) is proposed to group a set of clients based on their
empirical probability vectors. An initial clustering C; = {C}1, Cya, ..., Cy} of the
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clients is generated. The Wasserstein distance will be used to measure the distance
between empirical probability distribution vectors.

3.3 Silhouette Index

Silhouette score s() is an unsupervised method for interpretation and validation of
consistency within clusters of data points [51]. It is a combination of two ideas:
cohesion (how close a data point is to other points in its own cluster) and separation
(how far a data point is from points in other clusters) of the data point.

For data point 7 € C} (data point ¢ in the cluster C';), we compute

a(i) = ‘C,_lzdu (6)

7 GC
ir]
Here a (i) represents the average dissimilarity of data point ¢ from all other data points
in in the same cluster C;.
Then we define the average dissimilarity of data point ¢ to all data points in some
cluster C,. (where r # 7). For each data point i € U}, we define

Zdzg (7)

]EC

b =
O = c

to be the average dissimilarity of data point ¢ from all data points in any other cluster
(i.e., in any cluster of which i is not a member). The silhouette value s(i) of one data
point ¢, is calculated as:

1—a(i)/b(i) ifa(i) < bi),
s(i)=14 0 if a(i) = b(4),
b(i)/a(i) — 1 ifa(i) > b(i),

which can be rewritten as

s(i) = (b; — a;)/max{a;, b;}. (8)

3.4 Eccentricity Analysis

AutoCloud [52] is an evolving clustering algorithm based on eccentricity data an-
alytics principles [53] to autonomously create groups and merge them. Alike to
AutoCloud model, eccentricity analysis was applied in our proposed GP-FL solution
to update a dynamic clustering of clients. On this basis, the eccentricity £/ of a client
w; with respect to cluster C; is [52]:

n;j njo}

©)
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where n; is the size of Cj, w; € Cj, p; is empirical probability vector held by the
client w;, and ,ug and af are the mean and variance, respectively. In Eq. 10, the
condition is verified to determine whether a particular client is considered to belong
to a cluster C'; using Chebyshev inequality [54] as follows

& (w;) < wvjandv; = (m? +1)/2n;, (10

where m is a pre-defined parameter that straightly impacts the clustering evalua-
tion, and v; is the threshold associated with the corresponding cluster C';. m = 3
is broadly set as a standard value, thus achieving appropriate results for various
datasets [55].

3.5 Kendall's Tau Rank Correlation

Kendall’s Tau Rank Correlation, also commonly known as Kendall correlation or
Kendall’s tau, is one of the standard correlation methods used to measure the con-
sistency among ranked attributes. The Kendall’s tau correlation coefficient can take
values from -1.0 to 1.0. The positive values close to 1.0 represent the positive corre-
lation between ranked variables, the negative values close to -1.0 indicate a negative
relation, and the values close to zero imply no correlation [56]. If two rankings x
and y are produced on the given clients, then Kendall’s tau 7 can be calculated using
Eq. 11 [57].

T = A-D : (11)

J(A+D+T)(A+D+T,)

where, A is the number of pairs in agreement, D is the number of pairs in disagree-
ment, T} is the number of pairs tied w.r.t. , and T}, is the number of pairs tied w.r.t.

Y.

We evaluate and compare the FL baseline approaches by computing Kendall’s
tau correlations between the ranking scores of the CA-FL, GP-FL, Deletion approach,
and FL-Cohort.

4 Methodology

4.1 Problem Statement

The resource consumption issue is considered to be one of the fundamental burdens
for FL paradigm due to limited network resources, and computing capabilities, which
degrades learning performance in FL settings and results in a longer training time [58,
59]. Meanwhile, the evaluation of the client’s influence on the federated model has
attracted a lot of attention in recent years due to the need of providing an incentivized
mechanism. However, most of the proposed solutions are procedures requiring to run
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separately from the distributed training process that additionally consumes consider-
able recourse and time [10, 60].

Assume a set of clients, W, forms a federation for training a global model. Each
client w;, w; € W, trains at each training round ¢, ¢ = 0,1, ..., an ML model Mi
locally on its data set and sends the model parameters to the central server, where
a unified global model M; is created by averaging the model parameters received
from all the clients. We assume that all clients participate in all rounds of the federa-
tion. In this context, we are interested in evaluating the clients’ behavior during the
distributed model training process. The aim is to quantify each client behavior with
respect to reliability, interpreted, e.g., in the context of demonstrating high perform-
ing local model for most of the training rounds. Those evaluations should provide an
opportunity for comparing, understanding, and eventually predicting clients’ contri-
butions to the shared global model.

4.2 Deletion Approach

Naively, the deletion approach [10] aims to assign the contribution to a participant
client by calculating the model performance change when the client is erased from
the set of participants selected in FL learning. Thus, this approach can exclude the
contribution of certain clients to the overall global model. Suppose we evaluate the
effect of the client w; on the model predictions, the influence measure [10] can be
formulated as:

) 1 .
infl t=— i — ;" 12
influence ”]Z1 19 — 95", (12)

where n is the size of the dataset, j; is the prediction on jth instance made by the
model trained on all data, and gjj_z is the prediction on jth instance made by a model
trained with the ith client omitted.

Given the initial global model M and a target client u, whose private data is
required to be erased from the FL model, deletion approach steps are summarized
into Algorithm 1. In line 2, the server sends the global model M; to all selected
clients except target client w; € Wy \ u from global training. The global model M,
is sent to a set of participants, and each client w; € W; \ w, optimizes the model
locally according to Eq. 1. Then, each client uploads the initial update to the central
server (line 4). Later, the server averages the model parameters uploaded to update
the global model M, according to Eq. 3. In line 7, an unlearned model M;H is
returned for the client w,, during ¢ round of training. Finally, in line 8, we calculate
the influence of the client w,, on the global model according to Eq. 12.
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Algorithm 1 Deletion Approach

Output: DELETION APPROACH procedure unlearned model Mw,- and Influence *

1: procedure DELETIONAPPROACH( My, Wy C W, Target client with index u, T’
number of iterations)

2: Y w; € Wy except client w,,, SEND(w;, M)

3: for each client w; € W, \ w,, in parallel do

4: M, + CLIENTUPDATE(i, M)

5: end for ‘

6: My = Z %Mi 1 following Eq. 3 > Unlearned model

w; EWi\u

7: Influence ~* = + 3%, M, — M > According to Eq. 12
8: return Influence * for V w; € W,

9: end procedure
10: function CLIENTUPDATE((w;, M})) > Local update
11: while True do
12: RECEIVE(w;, M) > Receive the global model
13: LOCALTRAINING(w;, M)

14: M+ M% —ngi > Following Eq. 1
15: SEND(7, M}, 1) > Send the local model to the server
16: end while

17: end function

4.3 FL-Cohort

In contrast to the deletion approach, the FL-Cohort delete multiple, similar clients
on each round to quantify the contribution of a client to the FL setting. Algorithm 2
presents the FL-Cohort process. In FL-Cohort, firstly, there are a bunch of clients
W, € W. Each client w; € W sends a vector v; = [N}, ... ,NZ-Q], where () is
the number of classes and N/ indicates the number of samples for class ¢ held by
client w; to measure the imbalance (line 2 in the Algorithm 2). On the server side,
vV =[ N, ... ,NIQ] and the overall number of samples N are calculated using
SA protocol. Then, the server announces the global measurement to all clients (lines
3 ~ 4 in the Algorithm 2). Subsequently, V and N are distributed to each of the
clients for calculating data imbalance within the cohort.

In FL-Cohort, data imbalance metrics, namely Label Imbalance (LI), Label Dis-
tribution Imbalance (L DI), and Quantity Imbalance (QI) are computed at each local
party. In brief, these metrics are defined and computed as follows:
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Label Imbalance (LI): LI of each client w; is defined as follows:

maz,{ N’}
L] = —2Pt" " J 13

© o ming{N} 1
Therefore, LI; is the ratio of the majority class size and minority class size for a local
client i.

Label Distribution Imbalance (L DI): V and v, are used to quantify imbalance
in terms of label distribution. So, L DI is given as follows:

v -V

il - [Vl

(14)

The cosine distance is utilized to measure of similarity between two vectors. As a
result, LD1I;= 0 refers to perfect balance, whereas LDI;= 1 confirms a very high
imbalance.

Quantity Imbalance (QI): QI is defined as the ratio of the number of samples
at client ¢ and the mean number of samples overall ¢ clients as:

S N

QI = N/ == (1)

Each client is represented by a vector l; = [LI;,LDI;,QI;]. Then, the updated
vector [; of each client is sent back to the server, line 6 in Algorithm 2. Eventually,
the server applies the k-means algorithm on the set of representations. As a result,
k; clusters of clients with similar imbalances are obtained (line 8 in Algorithm 2).
In order to quantify the contribution of each client, FL-Cohort approach applies a
leave-x-out (LXO) analysis, which iteratively deletes multiple and similar clients on
each global training. Specifically, during LXO analysis, a model MZX© leaves out
the respective cluster ¢; is trained, line 10. Lastly, the contribution of each cluster
¢; € Cy is defined using a weighted F1 scores as follows [60]:

Cre, = F1(M — D) — F1(MEXO — DTesh) (16)

To assign a contribution cr; for each client w; € c;, simply the contribution of their
respective cluster ¢; is divided by the number of clients W, belonging to ¢;, line 12.

Steps (lines 2~12 in the Algorithm 2) occur prior to the starting of FL training.
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Algorithm 2 FL-Cohort framework
Output: The FL-CoHort procedure Contribution C'ont,,, of each w; € ¢; (j =
1,2,...,k)

1: procedure FL-Conort(M, W; C W, Target cohort ¢;, T')
2: V w; € Wy, SEND(w;, U3)

3 V[N NQ]

4 YV w; € Wy, SEND(U)Z, V, N)
5: for each w; € W; do
6

7

8

9

lit1 < CLIENTUPDATE(7) > Defined in Alg. 1
end for
Cy + K—MEANS(]{Zt7 {l: ‘ w; € Wt}, Wt) prior to FL training
: Ct<—VCtJ EC’t,{Ct\ctj}
10: MCL],XO = Z Mt—l—l
leCt
11: Cre, < (M, DTest, MEXO)
12: Cry, + (Cre;, We;)

13: t<+0 > FL training
14: while ¢t < T do

15: t—t+1

16: YV w; € Wy, SEND(w;, 17', N)

17: for each client w; € W; in parallel do

18: ( t+1,l ) < CLIENTUPDATE(%, M)

19: end for

20: end while

21: end procedure
22: return cohort model MCL],X o

4.4 Proposed Approach

In this section, we present a simple and effective FL framework for clients behavior
evaluation based on two FL algorithms: CA-FL [12] and GP-FL [13]. Namely in
this paper, we utilize the advantages of CA-FL and GP-FL approaches to predict FL
clients’ contributions to the built global model by evaluating their behavior. The
main idea is to train a global model with the participation of a given set of clients
and simultaneously evaluate the clients’ behavior (e.g., reliable versus unreliable) as
a part of the training process.

For example, the CA-FL [12] algorithm calculates during the training process
for each client the frequency of being selected as a cluster representative from the
clients distributed in the same cluster with it based on the similarity of their models’
parameters. At each training round, a client with a top-performing model is selected
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from each cluster. Based on this, each client will be assigned a score that can be
interpreted as a measure of the client’s reliability. Certainly, the higher score implies
a higher influence (contribution) to the built global model. These scores can be used
for ranking the clients with respect to their reliability, i.e., contribution to the global
model. This ranking can be used in different ways, e.g., for selecting a given percent-
age of the top-ranked clients and training a new global model on these clients’ data
that ensures higher performance. In that way, we can minimize the impact of non-
reliable clients on the shared global model. Based on the produced ranking, it is also
possible to split the clients into three disjoint groups representing respectively top
contributing clients, ones with comparatively good contributions, and finally ones
with very modest, almost no contributions. Three separate FL. models can be built on
these three groups of clients. This will contribute to the fairness of the FL scheme by
providing each client with a model that best reflects its contribution to the federation
in general. In addition, the availability of three different FL (global) models will
also facilitate the scenarios when a client wants to withdraw its participation from
the federation: namely, only the affected model should be retrained in this case.

Opposite to the CA-FL, the GP-FL [13] method provides an opportunity for iden-
tifying clients exposing unstable behavior during the training process. The GP-FL
initially splits the clients into a few clusters based on the similarity between their class
distributions. This clustering is dynamically maintained during the training process
by evaluating at each training round the clients’ assignment among the clusters, and if
necessary some are re-assigned to the new clusters. To evaluate the clients’ behavior,
we calculate how many times each client changes a cluster it belongs to during the
distributed training process, which can be interpreted as a measure of the instability
of the client’s data, i.e., it can be translated to the client’s unreliability.

Note that different criteria can be applied to split the clients into three (or even
more) groups (highly reliable clients, clients with good level of reliability, and unreli-
able clients), with respect to the scores produced by CA-FL or GP-FL, e.g., splitting
thresholds can be defined based on the analysis of the scores or binning can be ap-
plied. Binning is a technique used to discretize a continuous variable’s values into
bins (groups) [61]. In our experiments, we use this method to split clients into groups,
both for CA-FL and GP-FL. In addition, the calculated scores can be normalized, e.g.,
by applying min-max normalization, to facilitate in this way the interpretability of
the scores. The performance of the two algorithms, CA-FL and GP-FL, is studied
under different experimental scenarios and they are additionally compared with two
existing approaches (deletion [10] and FL-cohort [11]) that are specially devoted
to the clients’ contribution evaluation in FL context. The correlations between the
rankings produced by our algorithms and those based on the deletion and FL-cohort
approaches are studied by Kendall’s tau, see Section 5.

The two FL methods, discussed above, are described in Section 4.4.1 and Sec-
tion 4.4.2, respectively.
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4.4.1 CA-FL

Algorithm 3 contains the pseudo-code of the proposed CA-FL phases [12]. In the
Initialization phase (lines 2 — 6 in Algorithm 3) the central server sends the global
model M to a subset of clients W; (W; C W) (line 3). Each client w € W, receives
the global model M, and optimizes model parameters locally (line 4), sending back
the initial update to the server according to Eq. 1. At line 5 the server aggregates
the model parameters uploaded by the selected clients W; to update the global model
M, through the FedAVG algorithm following Eq. 3. Finally, the local updates {m/, |
w € W,} are analyzed by using k-medoids approach. Thus, the clients are partitioned
into k clusters of similar updates, i.e. C* = {C{,C%,... CL}.

In the Iteration phase (lines 7 — 14 in Algorithm 3), firstly, the server ranks the
clients in each cluster C!,i = 1,2,..., k and selects the top-ranked client, i.e., the
representatives (line 9). In line 10, the frequency for each client being of a cluster
representative is calculated. The selected representatives form a new set of clients
WL = {with wht L witt), where k <<| WO |. Then, the server sends the
global model M; to each representative w € W' for new global training. Each
representative w € Wt receives the global model M; and sent back m!}/ ! update
according to Eq. 1 to the server after optimizing its parameters locally. The Server
averages the received parameters {m’! | w € W'} uploaded by the represen-
tatives to update the global model M, ;. Finally, the server applies the Silhouette
score (SI) to assess whether each representative is still well tied to its current cluster
(Eq. 8), i.e. the updated clustering C**! of the clients in W is produced. Steps at
lines 8 — 14 are iterated until the predetermined number of communication rounds 7'
is completed.

4.4.2 GP-FL

The details of our GP-FL scheme [13] are shown in the Algorithm 4. In the Initial-
ization phase (lines 2 — 9 in the Algorithm 4) the server initializes model M, and
the set of clients W; C W. Then (line 3), the server sends the new global model
M, to each client w; € W;. Each client receives the global model and optimizes its
parameters locally, executing the CLIENTUPDATE function (line 4). In this function,
the client produces the M initial update alongside a vector p;(w;) that represents
the empirical probabilities of the classes distribution and sent back to the Server. To
avoid issues with extreme values, such as 0 or 1, each empirical probability vector
p = (p1, P2, - - ., Pr,) can be smoothed by applying Laplace correlation (line 5) which
is expressed as:

A’iD: )
2D = 5T 5%

a7

where D is a set of labeled examples, n; is the number of examples in class C;, and
k (the number of classes) is added to ensure that the posterior probabilities are never
zero [62]. The smoothed vectors p;(w;), for w; € Wy, are used to create a distance
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matrix (line 6) used by a Markov clustering algorithm executed by the server. To
compute the distance matrix [63, 64], we used Wasserstein distance. That distance
allows us to measure the similarity between class probability estimations of each
pair of clients. In this way, the clients who exhibit similar activity patterns will be
grouped together by applying Markov Cluster, as described in Section 3.2.2. The
Markov Cluster algorithm produces groups of clients with similar empirical proba-
bility vectors, i.e. an initial clustering C; = {Cy, Cho, ..., Cy} of the clients is
created. For each cluster Cy; € Cy, (j = 1,2,..., k), mean data vector x and ag-
gregated variance ag are calculated (line 7). Moreover, a global group model M{,
is built by averaging over the model parameters of the clients assigned to Cy; (line
8). The Server aggregates the parameters {M: | w; € W;} uploaded by the selected
clients W; to update the global model M, through the FedAvg algorithm according
to Eq. 3.

In the Iteration phase (lines 10 — 23) the server sends each group global model
M, (j =1,2,...,k)toits group of clients Cy; (line 13). Each client w; € Cy;, exe-
cuting the cCLIENTUPDATE function (line 14), receives the group global model ./\/lg and
optimizes its parameters locally, sending back to the server the local update M 11
and the empirical probability vector py11(w;). Then the server, at line 14, updates
the existing empirical probability vector P 1 (w;) by taking the average of it with the
information provided by the previous data batch, i.e. p;(w;), and it applies Laplace
smoothing to each vector py11(w;), fori = 1,2,...,| Wy | (line 15). At line 16, the
Server adapts the clients’ grouping C; to the current empirical probability vectors
Per1(w;), fori = 1,2,...,| Wy |, by invoking eccentricity score &7 (w;) following
Eq. 9, (j = 1,2,...,k) which assesses whether each client w; € Cj; is still ade-
quately tight with its current cluster, the one it was assigned at the previous round
(t) (Cluster Optimization). The ECCENTRICITYSCORE pseudocode is in Algorithm 5
and is described in Section 4.4.3. For each cluster C}1; € Ciy1, mean data vec-
tor ,ug and aggregated variance af are calculated, considering the current grouping
of the clients and also using the current empirical probability vectors p;41(w;), for
i =1,2,...,| Wiy |. These values of 1] and o7 will be needed at the next round
to calculate the clients’ eccentricity scores w.r.t. the current clusters. The updated
clustering C'y41 is produced, and the clusters in C41 may contain different clients
from the clusters in C;. These steps of the iteration phase are repeated until a certain
number of training rounds 7" is reached.

4.4.3 Eccentricity score function

The function firstly computes the Eccentricity score &/ (w;), using Eq. 9, for each
client in a cluster (line 4). If &/ (w;) is below the threshold v;(¢) following Eq. 10,
the client does not change its cluster Cy; (lines 5 and 6). Otherwise, if &7 (w;) > v;(t)
then we calculate £ (w;) for the other clusters, i.e. for each Cy € Cy\ Cy;, and will
assign the client w; to the cluster for each £(w;) < v;(t). In case this is true for more
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than one cluster we will assign the client to the cluster for which the score is lowest.
Finally (line 11), If {(w;) > v;(t) for each cluster Cy € Cy\ Ct;j, then this client w;
will give the start of a new singleton cluster, which means that this client w; cannot be
assigned to any existing cluster in C;. Note that k(1) > ki, where k1) =| Ciy1 |,
since new singleton clusters may appear due to the updating operation.

S5 Experimental setup

This section presents the experimental settings.

5.1 Dataset

We conduct experiments on three LEAF datasets [31] which are tailored to federated
learning evaluation: Synthetic Dataset [14], Federated Extended MNIST (FEMNIST
for short) [15] and CelebA [16].

 Synthetic: This dataset modifies the synthetic dataset presented in [ 14] to make
it more challenging for current meta-learning methods. For this dataset, we use
logistic regression as a basic ML model.

* FEMNIST [15]: This dataset is built by partitioning the data on the Extend
MNIST based on the writer of the digit/ character. For this dataset, we use a
convolutional neural network (CNN) containing two convolutional layers and
three fully connected layers.

* CelebA [16]: This dataset is a large-scale face attributes’ dataset with celebrity
pictures. For this dataset, we have used the same CNN network as for the
FEMNIST dataset.
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Algorithm 3 CA-FL framework
Output: The CA-FL procedure the frequencies of representatives freq; for 7' itera-
tions
1: procedure CA-FL(Mg, Wy C W, k, T))
Initialization Phase

2: t+ 0

3: YV w; € Wy, the server exec SEND(w;, M)

4: Each w; € W; exec CLIENTUPDATE (7, M) > Defined in Alg. 1

5: M1 = —M: > According to Eq. 3
=) My gto Eq

w; Wy
6: Cy + KMepODS(ky, { M}, | w; € Wi}, Wy)
Iteration Phase
while t < T do

t—t+1

: Wy <— SELECTTOPRANKED(p, C})

10: freq; + FREQUENCY (W) > Calculate frequency for each client of
being of a cluster representative
11: YV w; € Wy, the server exec SEND(w;, M)
12: Each w; € W; exec CLIENTUPDATE(w;, M) > Defined in Alg. 1
13: Mppr= > "My,
w; EWy n

14: Ci+1 < SILHOUETTE(k¢, Cy, Wy)
15: end while
16: end procedure
17: function SILHOUETTE((k¢, Cy, W) > Check whether each w; € W; still

belongs to its cluster
18: for w; € W; do

19: forj =1,2,....kdo

20: compute s(w;) > According to Eq. 8
21: end for

22: if s(w;) <0,Vj € {1,2,...,k} then

23: ke < ke +1

24: Ctkt — Wi

25: else

26: Assign w; to the nearest cluster Cy;

27: end if

28: end for

29: V Oy (j =1,2,..., k) recompute the cluster center

30: return C; > The new set of clusters

31: end function
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Algorithm 4 GP-FL framework
Output: The GP-FL procedure the number of recurrences of clients recur; that
changes his/her cluster
1: procedure GP-FL(My, W, C W, T)
Initialization Phase

2: t< 0
3: YV w; € Wy the server exec SEND(w;, M)
4: Each client w; € W} exec CLIENTUPDATE(7, M) > Defined in Alg. 1
5 Pr+1(w;)  LAPLACESMOOTHINGCORRELATION (P41 (w;))
6: Ct < MarRkOV({pi ) | wi € Wi}, Wi)
7. YV Cy (1 <j <k)compute x} and o]

. n
8: vV Cy (1 < j < k) compute Mgﬁ = Z — MY

”LUGCtj n
% M= ) M,
n
w; Wy
Iteration Phase
10: while t < T do
11: t<—t+1 A
12: V w; € Cy; the server exec SEND(w;, M)
13: Each client w; € Cy; exec CLIENTUPDATE(w;, M7) > Defined in Alg. 1
14 VPi+1, the server update the existing py41 (w;)
15: Di+1(w;) < LAPLACESMOOTHINGCORRELATION (P41 (w;))
16: Cy41 < ECCENTRICITYSCORE(ky, Cy, We)
17: recur; <— RECURRENCE(W;) > Calculate recurrence for each client that
changes its cluster A '
18: V Cit1j (1 < j < k) compute 4] and o7
19: /\/lgfl = Z — M, following Eq. 3
wGCtj n
ni .
20: M1 = ), —Mi,
n
w; EWy

21: return (Cyy1, kiy1)
22: end while

23: end procedure

Table 1 summarizes the statistics of the three used datasets. Note that the datasets
are partitioned among the clients in a non-IID manner, representing the most com-
mon scenario in FL settings. For all datasets, we use the default division in Pytorch.
The entire test dataset is used as a common test dataset for model performance eval-
uation, and half of the test dataset is used as unlabeled data on the central server.
To reproduce the experimental setup of federated learning, we need to partition the
dataset to simulate individual clients. Each client may have fewer (or even no) data
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Table 1: Stafistics of the used LEAF datasets.

Dataset Number of devices  Samples per devices

Mean Stdev
Synthetic 1,000 107,55 213,22
FEMNIST 3,500 226.26 89.12
CelebA 9,343 21.44 7.63
samples in some classes.
Algorithm 5 EccentricityScore
Output: updated k; and C}
1: procedure ECCENTRICITYSCORE(k;, Cy)
2 forj =1,2,... k;do
3 for w; € Cy; do
4: compute eccentricity score &7 (w;) > According to Eq. 9
5: if ¢/ (w;) < vj(t) then
6 w; € Cj > According to Eq. 10
7 else if &7 (w;) > v;(t) then
8 calculate ¢! (w;) for each Cy € C;\ Cyj
9 Assign w; to Cy for which & (w;) < v;(t) and & (w;) is lowest
> In case there is more than one cluster
10: else if £(w;) > v(t) for each Cy € Cy \ Cy; then
11: w; represents a new singleton cluster
12: end if
13: end for
14: end for

15: end procedure
16: return (Cy, ky)

The baseline algorithms used in this paper to assess the robustness of our pro-
posed methods are explained in Section 4.2 and Section 4.3, respectively. Accuracy
and F1 score are the classification metrics used to evaluate the performance of our
methods. The reliability/ unreliability of the clients is evaluated by ranking them
based on the scores calculated by our FL algorithms. This ranking is also used to
correlate the performance of our approaches with the baselines applying Kendall’s
tau.
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5.2 Experimental details

We implement all the code using PyTorch with various settings, including client lo-
cal data training with SGD. Two ML models are used in our experiments: logistic
regression (LR) and Convolutional neural network (CNN). We considered two dif-
ferent ML tasks on the three used federated benchmark datasets: logistic regression
on a synthetic dataset and image classification for FEMNIST and CelebA datasets.
The image classifier in all experiments is a standard CNN, which consists of two
convolutional layers and one fully connected (FC) layer. Furthermore, for synthetic
dataset, we use LR. Table 2 contains some necessary notations and values of different
hyper-parameters used in this paper.

Table 2: Default notation, definitions, and corresponding values of different hyper-parameters.

Notation Definition Value
w Total number of clients 100
Wy Fraction of clients randomly selected 0.2

n Learning rate 0.05
T Number of communication rounds 100
D; The local datain client w; -—
n; The size of data in client w;

n Total size of data
M,y The global model at tth round
M; The local model of client w; atround ¢

gy The gradients computed

s(.) Silhouette Index score

6 Evaluation and results

In this section, we elaborate and discuss the results of experiments. We compare the
performance of our two methods, CA-FL and GP-FL, with that of the two baselines,
Deletion approach and FL-Cohort, in different experimental settings in terms of their
ability to evaluate the client’s contributions to the shared global model. In our exper-
iments, we use the non-IID setting, and in this setting, a federated learning scenario
with 20 participating clients is simulated in the three used datasets described above.

6.1 Comparison of methods' performance

Each of the four studied approaches produces a ranking of the clients scoring their
influence on the global model by applying its own evaluation mechanism. To com-
pare the performance of the four approaches we have initially applied each approach
to each of the three datasets used to calculate a single evaluation for each client.
Notice that the meaning/interpretation implemented in the calculated clients’ eval-
uations differs for different approaches. For example, the two baseline approaches
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consider those as measures of clients’ contribution (influence) to the global model.
While the CA-FL (refer to Algorithm 3 (line 10)) and GP-FL (see Algorithm 4 (line
17)) interpret the calculated scores as evaluations of clients’ behavior (reliable versus
unreliable), i.e., their ability to have a positive/negative impact to the global model
eventually.

Table ?? shows the calculated contributions of the clients by the Deletion method
on the three different datasets. The scores of the top five contributing clients in each
of the three datasets are marked red, while the lowest scores are printed blue. We
compare those with the results produced by FL-Cohort approach and presented in
Tables 3 and 4, respectively. Table 3 shows the contribution of each cluster in FL-
Cohort on different datasets. It can be seen that cluster 1 has achieved the highest
scores for all three datasets Synthetic, FEMNIST, and CelebA, 0.3504, 0.380, and
0.3677, respectively. The worst-performing cluster producing the lowest scores for
all datasets is cluster 4.

Table 3: The contribution of each cluster in FL-Cohort approach on Synthetic, FEMNIST, and CelebA datasets.

Cluster No.  size Synthefic FEMNIST — CelebA

1 6 0.3504 0.380 0.3677
2 7 0.2861 0.3432 0.344
3 5 0.2694 0.1873 0.2096
4 2 0.0941 0.0895 0.0787

Table 4 lists the members of each cluster produced by the FL-Cohort with their
contribution values. Each client in a cluster makes the same contributions as the
other clients that belong to the same cluster. It is interesting to compare the overlap
between cluster 1, i.e., the top-contributing clients according to FL-Cohort, and the
top-performing clients identified by the Deletion approach in the three datasets. One
can notice that all the top five clients identified by the Deletion approach in Synthetic
dataset belong to cluster 1 while for the other two datasets some of the clients are
distributed in cluster 2 (6 and 14), and even two clients (12 and 17) are assigned to
cluster 3. In addition, it is interesting to mention that clients 1 and 4, which have the
lowest contribution according to FL-Cohort in the three datasets, also received the
lowest evaluations from the Deletion approach.

Table 4: The contribution of each client in FL-Cohort approach on the datasets of Synthetic, FEMNIST, and
CelebA in non-IID setting.

Clusfer clienfs Synthefic  FEMNIST — CelebA
1 3.7,8,10, 13,20 0.0584 0.0633 0.0612

2 2,5,6,9,11,14,15 0.0408 0.0490 0.0491
3 12,16,17,18,19 0.0538 0.0374 0.0419
4 1,4 0.0470 0.0448 0.0393

We further analyze and compare the performance of our two approaches, CA-
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FL and GP-FL, to that of the two discussed above baseline approaches. The CA-FL
is first applied to the three datasets, and the calculated evaluations are presented in
Table 5. The clients’ evaluations are calculated by running 5-fold cross-validation on
each experimental dataset for ten communication rounds for non-IID label skew data
(30%). The clients’ scores (frequency of being selected as representatives) produced
by CA-FL on the three datasets are given in three different columns of Table 5. The
top achieved scores for the three datasets are again marked red, while the lowest
scores are blue. We benchmark first the top evaluated clients to the top contributing
clients identified by the Deletion approach and FL-Cohort, respectively. In the case
of the former approach, three clients (3, 10, and 20) are common with the top-scored
clients identified by our CA-FL on the Synthetic dataset, and two for each of the
two other datasets, clients 7 and 15 for FEMNIST and clients 10 and 14 for CelebA,
respectively. In the case of FL-Cohort, the overlapping between the two lists of the
top evaluated clients is even higher, namely three joint clients for the Synthetic and
CelebA datasets and two for FEMNIST. Moreover, our CA-FL approach has assigned
the lowest scores to the same clients that have received the lowest evaluations from
the Deletion approach in the three datasets. Client 2 is only slightly higher evaluated
by CA-FL in the Synthetic dataset.

Table 5: The clients' evaluations produced by CA-FL on Synthetic, FEMNIST and CelebA datasets in non-IID
setfting.

clienf  Synfhefic  FEMNIST — CelebA

1 1.6 1 1.4
2 2.2 1.8 4.2
3 5.2 3.4 2.6
4 1.6 1.4 1.4
5 5.6 2.2 1.6
6 2.6 2 1.8
7 3.6 4.8 4.8
8 4.2 2.4 2.4
9 2.2 2.2 1.8
10 52 2.6 4.2
11 2.6 4.4 2.4
12 1.6 2.2 1.6
13 2.6 4.8 4.4
14 1.6 1 4.4
15 2.2 2.2 1.4
16 1.6 1.6 22
17 1.6 2 1.6
18 54 1.6 1.8
19 1.2 3.8 1

20 5.6 2.6 3

We study the performance of GP-FL by comparing its evaluation results first
to that produced by CA-FL and then to the two baseline approaches. Notice that,
opposite to the other three approaches, the GP-FL evaluates the clients with negative
connotations. Namely, it evaluates each client’s behavior by considering how many
times the client has changed its cluster during the training process. The calculated
score is interpreted as a measure of client’s instability with respect to its data. Table 6
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Table é: The clients' evaluations produced by GP-FL on Synthetic, FEMNIST and CelebA datasets in non-IID
setfting.

client  Synthefic ~ FEMNIST — CelebA

1 4.4 4 2.8
2 3.2 3.5 3.2
3 1.4 1.6 1.8
4 3.6 4 2
5 2.8 2.4 2.4
6 2.4 2.2 4.2
7 1 1 2
8 1.8 1.6 22
9 2.4 2 2.4
10 1.2 1.4 1.4
11 2.4 3.8 3
12 3.6 2.8 3.6
13 1.2 1.2 1.8
14 2.4 3.6 3
15 2.2 2 2.2
16 2 2.2 3.8
17 2 2.4 2.4
18 2.6 2.2 22
19 4 3.8 4.2
20 1 1.4 2

shows the clients’ scores generated by GP-FL on the three experimental datasets
evaluated by running 5-fold cross-validation for 10 communication rounds for non-
IID label skew data (30%). The highest scores (worst performance) for the three
datasets are marked blue, while the lowest scores (most stable behavior) are red. The
lists of clients with red-marked scores by our two approaches, CA-FL and GP-FL, are
first compared. In each dataset the two approaches have identified three joint clients.
The number of overlapping clients between the blue lists of our two approaches is
four for the Synthetic dataset and 3 and 2 for FEMNIST and CelebA, respectively.
Very similar relations, as discussed above, are observed between the GP-FL and the
Deletion approach.

6.2 Analysis of ranking correlations among the approaches

We can apply each of the four studied approaches to each of the three used experi-
mental datasets to generate clients’ rankings. These rankings can be used to analyze
the correlations between any pair of approaches by applying Kendall’s tau method in-
troduced in Section 3.5. Figure 2 visualizes the heatmaps of Kendall’s tau correlation
ranking scores for the rankings produced by the four approaches, i.e., CA-FL, GP-
FL, Deletion approach, and FL-Cohort, on the three different datasets. The darker
the color, the stronger the correlation of the two methods, and vice versa. These cor-
relations allow us to identify the similarity between the rankings generated by our
two FL algorithms and the two baselines.

In case of the Synthetic dataset, one can notice that the correlation between CA-
FL and the Deletion approach is very strong and positive, namely 0.95. This means
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Figure 2: Heatmaps of Kendall's tau ranking scores of CA-FL, GP-FL, Deletion approach, and FL-Cohort on
Synthetic, FEMNIST and CelebA datasets.
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Figure 3: Comparison of the ranking signatures of the four approaches produced on Synthetic, FEMNIST and
CelebA datasefts.

that our approach (CA-FL), which requires much less computational resources, can
evaluate the clients’ contribution similarly to the Deletion approach. The GP-FL
produces scores that are interpreted as ones presenting the degree to which clients’
behavior is unreliable. This is also the reason for lower correlation scores between the
GP-FL and the two baseline approaches (-0.84 and -0.5, respectively), since the latter
approaches evaluate how the global model performance will be affected if data of a
client or a group of clients is not used in the training. We can generally observe that
the FL-Cohort has lower rank correlations with our two approaches than the Deletion
approach. Moreover, the correlation between our two approaches is demonstrated to
be strong, namely -0.82.

In FEMNIST dataset, as one can see in Figure 2(b), similar to the Synthetic
dataset, CA-FL has a stronger correlation to the Deletion approach than to the FL-
Cohort. In contrast, in CelebA dataset, CA-FL has a higher correlation score with the
FL-Cohort than the Deletion approach, see Figure 2(c). In general, in Synthetic and
FEMNIST datasets, CA-FL correlations with the Deletion approach are above 0.9,
while with FL-Cohort are between 0.5 and 0.7. To understand the correlations among
CA-FL, GP-FL, Deletion approach, and FL-Cohort, we plot together and compare
their ranking signatures produced on the three used datasets. These are presented in
Figure 3. We have initially converted the ranking scores of our two approaches into
the interval [0, 1] using min-max normalization. In addition, the normalized scores

228



—a— 75% clients
-#- 100% clients

10 20 30 40 50 10 20 30 40 50 10 20 30 40 50
Communication rounds Communication rounds ‘Communical tion roun ds.

(a) Synthetic (b) FEMNIST (¢) CelebA

Figure 4: Performance comparison for CA-FL when different percentages of clients are selected to participate
in the training of the shared global model on Synthetic, FEMNIST and CelebA datasefs.

of GP-FL algorithm are further transformed by finding their complement to 1. Ana-
lyzing the plots in Figure 3, one can notice that the lower correlation scores between
GP-FL and CA-FL and Deletion approach, respectively, are mostly due to the dis-
agreement on the evaluation of a few clients, namely 15, 16, and 17 for all the three
datasets. However, a bigger group of clients (2, 7, 13, 14, 16, 17, and 18) is responsi-
ble for the lower correlation score between CA-FL and the Deletion approach in the
case of CelebA dataset. In addition, FL-Cohort has demonstrated a different evalua-
tion pattern in comparison to the other three approaches on workers 16, 17, 18, and
19 in all three datasets. Interestingly, clients 16, 17, and 18 are repeated in the com-
mented cases. The first two got low evaluations by our two approaches in all three
datasets, while client 18 got a high score by CA-FL and a low one by GP-FL in Syn-
thetic dataset. The same is noticed, e.g., for clients 11 and 19 in FEMNIST dataset.
Evidently, the stable performance of some clients recognized by CA-FL is not sup-
ported by GP-FL for those clients, i.e., a client can be reliable w.r.t. its local model
performance but also demonstrates unstable behavior w.r.t. the class distribution of
its data.

6.3 CA-FL

In this section, we report the results of the additional experiments done to study fur-
ther how the evaluations of the clients based on the CA-FL algorithm can be used
to improve the global model performance. We first analyze how the performance
of CA-FL will be affected when different percentages of the clients are selected to
participate in federated learning. The clients are initially ranked in descending or-
der based on their scores produced by applying the CA-FL algorithm. Then, we
can select different percentages of the clients and train a global model only on those
clients. Figure 4 depicts the performance comparison for CA-FL under different per-
centages of selected top-scored clients on Synthetic, FEMNIST and CelebA datasets.
The performance of CA-FL algorithm has been evaluated by running 3-fold cross-
validation on each experimental dataset for 50 communication rounds for Non-1ID
label skew data (30%). In general, for all three datasets we notice that the algorithm
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below 2).

Figure 5: A plot of the clients' scores calculated by CA-FL and GP-FL on the Synthetic dataset.

performance is declining proportionally to the increase of the percentage of the se-
lected clients. It can be observed that CA-FL has performed better when the clients
with the most reliable behavior (25%) are participating since it is faster to converge.
In other words, as the number of clients with unreliable behavior increases, CA-FL
performance degrades more slowly.

In addition, we conduct an experiment in which the clients are split in three
groups applying binning on their CA-FL evaluations. Figure 5(a) visualizes the re-
sults of the clients’ ranking on the Synthetic dataset. As one can notice the clients
can be split in three groups as follows: the clients with most reliable behavior (scores
above 5), denoted as Group 1, the clients demonstrating more modest behavior w.r.t.
the reliability (scores above 2 and below 5), Group 2, and finally, the clients with
least reliable behavior (scores below 2), Group 3. For each group of clients a sepa-
rate federated learning model is trained. The performance of the three built models is
benchmarked to that of the global model trained on the all clients’ data. This experi-
ment is conducted on each dataset by running a 3-fold cross-validation for 30 global
rounds under Non-IID label skew data (30%). Note that the three groups have differ-
ent size and as well as contain different clients in the three datasets. Figure 6 depicts
the global model accuracy in different training rounds. The results demonstrate the
robustness of CA-FL, since, in the three dataset scenarios, the global model built on
clients’ data with the most reliable behavior has achieved higher accuracy than the
models built on the other two groups of clients. In addition, only this model outper-
forms the overall global model trained on all clients’ data. Evidently, such splitting of
clients in groups w.r.t. their behavior and building group global models will allow to
ensure fairness in FL scenarios by providing each client a model properly reflecting
its respective contribution to the federation.
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Figure é: Performance comparison of the three CA-FL global models on Synthetic, FEMNIST and CelebA
datasets. The global models are built on three groups of clients split w.r.t. their behavior evaluated during
the training process. Group 1 contains the clients with most reliable behavior, Group 2 has the clients demon-
strating modest behavior w.r.t. the reliability, and Group 3 are the clients with least reliable behavior.
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Figure 7: Comparison of the performance of GP-FL. models built respectively on all the clients data and when
the five clients with most unreliable behavior are excluded on the Synthetic, FEMNIST and CelebA datasets.

6.4 GP-FL

In this section, we first analyze how the performance of GP-FL will be affected when
the five clients with the most unreliable behavior are excluded from participating in
federated learning. This scenario is studied on all three used datasets. The perfor-
mance of the built GP-FL models is benchmarked to the models built on all the clients’
data. See Figure 7. One can notice that the model trained on the set of clients that
do not contain ones with non-stable behavior outperforms the overall global model
using the data from all the clients in the three dataset scenarios. Similarly to the
experiment conducted for CA-FL, the clients are split in three groups using binning
on their GP-FL evaluations. Figure 5(b) plots the produced ranking signature on the
Synthetic dataset. We have obtained a small group of clients with high scores re-
spectively representing clients with unstable behavior (scores above 3.5), denoted as
Group 3, and two almost equal size groups of clients demonstrating not so unstable
behavior (scores above 2 and below 3.5), Group 2, and ones with stable behavior
(scores below or equal to 2), Group 1, respectively. In addition, in Figure 8, we
compare the performance of the three GP-FL global models in terms of convergence
speed on Synthetic, FEMNIST, and CelebA datasets. It is worth noting that with
different datasets, again Group 1 always achieves higher accuracy than other groups’
models and also outperforms the overall global model trained on the data of all the
clients. This may be because the clients in Group 1 have stable behavior, thereby, the
results have a prominent gradation. Therefore, only the clients with stable behavior
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Figure 8: Performance comparison of the three GP-FL global models on Synthetic, FEMNIST and CelebA
datasets. The global models are built on three groups of clients split w.r.t. their behavior evaluated during
the fraining process. Group 1 contains the clients with stable behavior, Group 2 has the clients demonstrating
not so stable behavior, and Group 3 are the clients with unstable behavior.

can be selected for aggregating the global model.

7 Conclusion

In this paper, we have proposed new federated learning solutions for quantifying the
contribution of each client to the overall global model according to its behavior, using
our FL algorithms, CA-FL and GP-FL, respectively. We have studied the robustness
of our approaches to evaluate the client’s behavior during the training process on three
LEAF datasets. The obtained experimental results have demonstrated the capability
of our approaches in realistically assessing the client’s contribution to the overall FL
model. In summary, without incurring any considerable communication and compu-
tation costs, our methods have shown robustness in evaluating each client’s behavior
respectively contribution to the federated model and have the potential to be used for
this purpose. The two FL models can also be extended to more complex cases with
a robust unlearning procedure in future work. In addition, we will consider devel-
oping a hybrid approach that combines CA-FL and GP-FL, which could lead to an
advanced FL model that selects the most reliable clients while ignoring the clients
with unstable behavior to train a global model.
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Today's advancement in Artificial Intelligence (Al) enables training Machine Learning
(ML) models on the daily-produced data by connected edge devices. To make the
most of the data stored on the device, conventional ML approaches require gathering
all individual data sets and transferring them to a central location to train a common
model. However, centralizing data incurs significant costs related to communication,
network resource utilization, high volume of traffic, and privacy issues. To address the
aforementioned challenges, Federated Learning (FL) is employed as a novel approach
to train a shared model on decentralized edge devices while preserving privacy.
Despite the significant potential of FL, it still requires considerable resources such as
time, computational power, energy, and bandwidth availability. More importantly, the
computational capabilities of the training devices may vary over time. Furthermore,
the devices involved in the training process of FL may have distinct training datasets
that differ in terms of their size, quality and distribution. As a result of this, the
convergence of the FL models may become unstable and slow. These differences

can influence the FL process and ultimately lead to sub-optimal model performance
within a heterogeneous federated network.

In this thesis, we have tackled a number of the aforementioned challenges. Initially,

a resource-aware FL algorithm is proposed that utilizes cluster analysis to address
the problem of communication overhead. This issue poses a major bottleneck in FL,
particularly for complex models, large-scale applications, and frequent updates.

The subsequent step in this thesis involved extending the previous study to include
wireless networks (WNs). In WNs, achieving energy-efficient transmission is a
significant challenge due to their limited resources. This has motivated us to continue
with a comprehensive overview and classification of the latest advancements in
context-aware edge-based Al models, with a specific emphasis on sensor networks.
The review has also investigated the associated challenges and motivations for
adopting Al techniques, along with an evaluation of current areas of research that
need further investigation. To optimize the aggregation of the FL model and alleviate
communication expenses, the resource-aware FL algorithm is extended with cluster
optimization approach. Furthermore, to reduce the detrimental effect caused by data
heterogeneity between edge devices on FL, a new study of group-personalized FL
models is conducted. We have also studied and proposed resource-aware techniques
for analyzing clients' contributions by assessing their behavior during training.

The proposed FL algorithms are assessed on a range of real-world datasets. The
extensive experiments have demonstrated their effectiveness and robustness. They
improve communication efficiency, resource utilization, model convergence speed,
and aggregation efficiency in comparison with similar state-of-the-art methods.
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