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ABSTRACT

In 2018, the European Union has introduce the Payment Services Directive 2 (PSD2)
with the goal to further digitize and promote the innovation within the European financial
market. It focused on 2 main policies, Strong Customer Authentication & Open Data
Banking. The first aimed to strengthen the security of payments and the second aimed to
boost innovation by obliging banks to expose valuable customer data to Third Payment
Providers (TPPs) via Application programming Interfaces (APIs).

In this research, we are performing an analysis of the differences between PSD &
PSD2, the new types of busineesses that emerged, the concerns that the market had before
applying the directive & the new banking models that emerged after the application. For
PSD2 specifically, we analyzed the imposed innovation that seemed to brought alongside
with the security concerns.

We conducted a survey in the banking sector and reached out to banking professionals
to find out the di culty of applying the PSD2 directive in their institution as long as
the security level of the Open banking APIs. This work analyzes the struggles that
financial institutions had to overcome while trying to comply with PSD2, the security
mechanisms that are in place for protecting the banking APIs as long as the personal

opinion of banking professionals about the current state of open-banking under PSD2,
in the EU.
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CHAPTER 1

Introduction

1.1 Research Background

The following chapter presents the research background, gaps and objectives. It will also
present the thesis aim and define the research questions.

In 2018, the European Union’s Payment Services Directive (PSD2) came into effect
with the aim to further digitize and strengthen the financial services that were provided
in the EU. It was a revised version of PSD, which was formed in 2007 and was setting
standards on how the bank transaction systems should work with each other in the EU.
[Larsson and Frandberg, 2018].

PSD2 focused on 2 main policies:

e Strong Customer Authentication (SCA): Banks and other payment service
providers were asked to strengthen security in electronic payments, by enforcing 2
or multi factor authentication for each payment.

e Open Data banking: Banks were obliged to create Application Programming
Interfaces (APIs), to provide banking data to Third Payment Providers (TPPs).
With those data, TPPs would be in a position of offering competitive payment
products and solutions.

One of the main goals of PSD2 were to promote new competition in the stagnated EU
banking market, by giving consumers new ways of payments for retail, [Stiefmueller, 2020]
while at the same time eliminating payment processing fees [Mansfield-Devine, 2016].

While the EU can be considered as a leader in Open Banking [Pandy, 2020], the latter
has being developed in many countries of the world such as the US, Canada and many
more. Generally, it’s still very unclear how Open Banking and PSD2 affects the financial
system as a whole and whether it promotes innovation.
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2 INTRODUCTION

1.2 Research aims and objectives

Since its inception, there was skepticism around this new directive. API security was
questioned from both the banks’ and the TPPs’ perspectives [Mansfield-Devine, 2016],
[Noctor, 2018]. PSD2 mandated security on payments but that was not enough because
it was based on the traditional banking system and procedures [Malinka et al., 2022].
Personal data handling was also an issue for the TPPs that should provide data protection
on the level of their bank counterparts, [Mansfield-Devine, 2016], while at the same time
[Stiefmueller, 2020] found that, ‘the relationship between PSD2 and General Data Privacy
Regulation (GDPR) is ambiguous.” and [Wolters and Jacobs, 2019] described that PSD2
protection is ‘inadequate’. On the other hand, it seemed, that PSD2 could be one part
of the innovative acceleration solution that the EU was hoping for [Stiefmueller, 2020].

After 2018, while banks and financial institutions kept battling with application and
e-banking security [Haupert and Gabert, 2019], [Malinka et al., 2022], PSD2 and Open
banking brought another factor to consider securing, the APIs that they needed to develop
because of the new directive [Mansfield-Devine, 2016], [Noctor, 2018], [Stiefmueller, 2020].
Just one year after, in 2019, several vulnerabilities have been found in the OpenID
Financial-Grade API (FAPI) that most banks were and are currently using [Fett et al., 2019].
APIs Security is directly connected with Information Security since APIs are used in our
everyday lives and through our interaction with multiple services and systems. API
payloads contain valuable and, in some cases, personal information that needs to be en-
crypted and secured [Wolters and Jacobs, 2019]. With the rise of online payments, APIs
play an important role in the industry’s everyday operation and in consumer’s everyday
life.

While there have been some studies examining API security and the requirements for
building secure APIs [Schneider et al., 2020], [Fett et al., 2019], there haven’t been a lot
of studies focusing on financial organizations that could shed a light on how they have
been incorporating the PSD2 regulation into their business, and how they are managing
the security of APIs.

In order to fill this gap, the aim of this thesis is to study from the financial’s organi-
zation perspective, how di cult was to apply the PSD2 directive and what procedures
or measures are being taken to tackle the problem of API security. The research aims to
answers the following Research questions:

e RQ1: Why financial Organizations struggled to apply the PSD2 directive?

e RQ2: How do different financial Organizations address the problem of API security,
under the PSD2 directive?

1.3 Scope of Research

The scope of this research will be limited exclusively to countries that are part of the EU
and thus are affected by the PSD2 directive. In addition, we’ll be focusing on financial
organizations that have a banking/e-money/TPP licence from a central bank authority
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that is located to an EU country. Due to time and workforce constraints the report will
mainly focus on some EU countries such as, Lithuania, Greece, Spain, Malta, Cyprus,
Estonia, Germany, Netherlands, Sweden, Finland, Norway.

1.4 Chapter Conclusion

In this chapter, we have presented the research background, the thesis objectives and
scope. In the next chapter, we’ll analyze further the literature and explain further the
PSD2 directive.
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CHAPTER 2

Background and Related Work

2.1 PSD vs PSD2

It all started in 2007 when the European Union (EU) introduced the Payment Ser-
vices Directive legislation (PSD) which came into effect on December of the same year
[Larsson and Frandberg, 2018]. The EU known for setting goals like free movement of
goods, persons and services within its territory, wanted to bring the free movement of
money. PSD aimed on that, by bringing rules on money transfer and payments execution
within the EU, and by forming the Single Euro Payment Area (SEPA). That allowed the
free electronic transfer of funds within the EU, by regulating consumer costs, the e -
ciency of electronic payments [Lehto, 2021], as well as how European transaction systems
should interact with each other [Larsson and Frandberg, 2018].

Few years later on, new type of businesses emerged, that were outside of the PSD
regulation scope and there was a need for a revision of the legislation. The main goal
for the EU now was to promote innovation in the financial sector, which seemed very
stagnant [Larsson and Frandberg, 2018]. That’s why on 2015, a revision of PSD, PSD2
was proposed that aimed to introduce new type of businesses on the market as well as
new technical standards to new and existing financial entities.

2.1.1 New Type of businesses

PSD2 brought Third Party Providers (TPPs) in the financial foreground. TPPs were
new types of businesses that wouldn’t be required to acquire and hold a banking license
to operate in the financial sector, but they could get a special license which was more easy
to acquire which would allow them to provide account information services or payment
initiation services [Radnejad et al., 2021]. That’s why a TPP could be either a Payment
Initiation Service Provider (PISP) or an Account Information Service Provider (AISP).
PISPs have the ability to initiate a payment from one customer’s bank account to another,
while AISPs are able to gather an individual’s bank information (Cards, Accounts, loans,
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etc) [Lehto, 2021]. An example of an AISP could be an aggregating information app,
where a user could gather there all the banking information and get informed from only
one app and not multiple ones. An example of a PISP could be a payments company
that could be used by customers to pay merchants or sent instantly money to family and
friends.

2.1.2 New Technical Standards

TPPs were able to provide services by connecting to existing banking systems, since they
were acquiring specialized licenses to function and not banking ones. That’s why PSD2
brought new technical standards that would allow TPPs to function and promote innova-
tion: The Open banking APIs. PSD2 required banks to create and provide APIs to TPPs
that would provide customer information and that would let them initiate transactions
from one bank account to another, with the user’s consent [Larsson and Friandberg, 2018].
Banks needed to give fair and equal access to their APIs for all TPPs while at the same

time they needed to provide security and compliance with all personal data laws (such
as GDPR) [Mansfield-Devine, 2016].

2.2 Concerns & Thoughts before PSD2 application

There was a lot of scepticism when PSD2 was introduced in 2015. It was thought as a
game changer in the industry but all parts of the regulation, old and new, could face
significant challenges because of the directive.

PSD2 imposed many challenges for banks and traditional banking institutions since
they have to deal with many reforms. Firstly, they had to embrace open banking by
developing APIs while holding a certain level of security in the banking supply chain.
Secondly, they needed to prepare for the increased competition that they were going to
face in the industry, since they would not be the solely holders of customer financial
information [Radnejad et al., 2021].

PSD2 thought by many to be the one of the biggest disruptions of the decade and
some were mentioning that ”banks are going to die” but at the same time others stated
that it could create new opportunities and banks will be able to develop new offerings
and reach to more customers [Larsson and Frandberg, 2018]. Many of the consultancy
firms and the information institutions like McKinsey were using the ”disruption” word
fluently but at that time seemed unclear whether they were using it for attention to sell
services or to describe the transformation that the financial sector was going through.

Traditional banks seemed to be losing their function of a primary financial service
provider to their customers because of the new supply chain that was being formed
[Radnejad et al., 2021].

TPPs were expected to gain an advantage since they would be able to offer similar
services with reduced costs. But the problematic relationship between banks & TPPs
wasn’t stopping there, because under PSD2, banks would still be liable for fraudulent
payments or any issues with personal data disclosure. The main thinking was that since
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Figure 2.1: The impact of PSD2 on the banks Distribution of Services chain

TPPs wont be required to have the same security regulations as the banks, a TPP app
could be used for unauthorized access to customer data [Mansfield-Devine, 2016]. This
was supported by the fact that banks, didn’t have at the time a standard way of building
and offering APIs to third parties [Noctor, 2018].

Summing up, under PSD2, banks were (1) liable of any fraudulent activity that could
be exploited even from a TPPs environment, (2) facing a significant cost of compliance
with PSD2, (3) losing the customer data without any profit in return, and (4) they would
have to face the increase of competition between them and TPPs, which now were able
to offer similar services with much less cost [Radnejad et al., 2021].

2.3 The emergence of new banking models

After the PSD2 application, new type of businesses & banking models started to emerge.
By definition, PSD2 was based on 3 pillars [Larsson and Frandberg, 2018]:

1. TPPs Regulation: The directive would enable the operation and regulation of
TPPs by setting standards for them.
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2.

Access to bank accounts: Banks would need to give access to account infor-
mation to TPPs, thought client’s and not the bank’s consent. Additionally, each
entity was separately regulated and no contractual arrangements need to take place
between a TPP and a bank.

Strong Authentication: The directive would also require stronger security re-
quirements for payments and the reduction of consumer liability for non-authorized
payments.

Based on those pillars, new open-banking models have been created in the industry
that were operating under PSD2 [Camerinelli, 2020]:

1.

The Bank Channel model: This is the most traditional one, where banks are
developing APIs in order to use them for their own banking products. That gives
them faster development procedures and more focus on the UX of the products.
This is usually the initial step into digital transformation.

App Market model: Banks choose to expose all of their APIs (and not only the
one’s mandated by PSD2) to third-party developers, creating an ecosystem around
services. They usually monetize them by charging API calls.

Distributor model: Some banks, especially new ones, choose to integrate and
bundle external financial services with their own offerings. For example, N26, while
it is a bank, it chooses to offer crypto currencies by utilizing a partner’s system,
Bitpanda [Bitpanda, 2022].

Aggregator/Open-banking platform model: Companies are creating plat-
forms that are aggregating multiple APIs from different financial institutions and
offering them into a single API/platform. They mainly help institutions that want
to build payment solutions and run credit checks for customers and their main
business model is imposing service and transaction fees. Some examples are Tink,
Saltedge, etc.

Banking as a platform model: One last open-banking model that has emerged is
the banking as a platform model. Banks are creating not just APIs but a platform,
such as Software Development Kits (SDKs), instructions, etc, inviting other fintechs
and startups to build on top of them new products. With that model, they are
offering the acceleration provider that startups need, while at the same time they
are in place to offer new cutting edge products faster. One example of that model
is Starling Bank [O’Hear, 2017], which has created a banking marketplace, where
it provides the underlying infrastructure and hosts a marketplace in which third
parties can publish their services. Using that model, Starling is only providing the
bank accounts and credit cards to their consumers and all the rest services, stock
broking, mortgages, etc., are provided by other fintech firms that have published
their offerings to the marketplace [Larsson and Frandberg, 2018].
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2.4 Trouble of PSD2 aftermath

Since its introduction, PSD2 beared many challenges that still exist today. Through the
literature many challenges can be found. Some of them are focused on the APIs and
the security that needs to be ensured [Camerinelli, 2020] while other references focus
also on the data that is shared via the APIs as well as the business implications that
PSD2 is having [Premchand and Choudhry, 2018]. Because of the number of literature
concerning the APIs security, we decided to mention them in a special chapter, while in
this one we decided to focus on the business implications that PSD2 has.

2.4.1 The imposed innovation of PSD2

It was very clear from the start that the European Union wanted to boost innovation
in the banking sector. They wanted to promote the creation of new products and give
consumers more options when it comes to payments. The payments market was opening
up and some thought that banks would become like telecom providers [Stiefmueller, 2020).
Banks would be considered as network-based industries and newcomers would be able to
access the core network of the banks and offer new products using the current network.
In a nutshell, that’s what PSD2 was build for. TPPs would have access to banking
data and would able to offer new services without having the burden of acquiring new
customers under a more di cult-to-get banking license. The directive needed to disrupt
the traditional banking model by disrupting the relationship between traditional banks
and their customers [Camerinelli, 2020]. Those concerns have been also mentioned in 2
survey studies that took place in 2 EU countries, Finland and Germany, some years after
PSD2 had been imposed.

The findings in the Finish banking sector are stating that innovation is slow, especially
since banks haven’t really built a rich portfolio of APIs, apart the ones that are mandatory
from the directive. Additionally, Finish banks are struggling into finding the right partner
to collaborate for developing new products and that’s because fintechs are usually too
small to comply with bank regulations or they have already chose to build competitive
products and banks don’t want to cooperate. At the same time, smaller banks are clearly
seeing PSD2 as a threat since they don’t have the resources to enrich their API/product
portfolio easily. Other respondents in the survey mentioned that banks should also
be carefull in their Intellectual property rights when opening access to their products
via APIs and that it should be better for banks to provide and invite fintechs to their
platform [Mattila, 2021]. The Finish survey as long as most of the literature agree that
banks should be extra carefull on customers’ data. They should be able to keep the trust
that they have with customers when the latter are the ones who are choosing what to do
with them [Mattila, 2021, Stiefmueller, 2020, Premchand and Choudhry, 2018].

The study that took place for the German banking system agrees with the Finish
one, in the slow or even imposed innovation that PSD2 is having in the financial system
[Mattila, 2021, Radnejad et al., 2021]. In the past there was not a technical standard for
building APIs and interfaces, and since banks had various and in some cases obsolete
systems, there was a confusion in how to built something, since PSD2 never set a technical
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standard in the market. This resulted in di culties to build in a cost-effective way APIs
for the banks which then had also to consider their overall strategy for PSD2. Most
banks had to choose, to just be PSD2 compliant or to use the directive for their long-term
goals. By only being compliant meant to give full data access to TPPs, losing customer
interaction and ending up as a payments processor. While this was the most obvious
strategy for cost-reduction, some other other banks started to think in building also
services that customers or fintechs could use under PSD2, and make a profit out of them.
Unfortunately for those banks, the online retail industry didn’t understand the fully
the scope of PSD2 and the new regulation especially on Strong Customer Authentication
(SCA) part, and the European Banking Authority (EBA) had to postpone the compliance
date of PSD2 to December of 2020. After the postponement, many banks in Germany
stopped pushing PSD2 internally and moved the directive to the bottom of their agenda.
At the same time, consumers were not well-informed about the advantages of PSD2, since
regulators were not incorporating consumers in their idea of the market and banks only
was informing customers about the new SCA options and nothing else, in fear of losing
customers because of data portability. If we count on top the 2020 pandemic outbreak
globally, it seems that there is a need in the banking industry to rethink their PSD2
strategy and their industry-wide collaborations [Radnejad et al., 2021].

2.5 Security Concerns that PSD2 brought

While PSD2 brought open-banking and the use of APIs in the foreground, it mandated
also the use of Strong Customer Authentication (SCA) from customers when make pur-
chases or transferring money. Both requirements of the directive have brought new attack
surfaces to criminals, which we’ll briefly analyze in this section.

2.5.1 APIs Vs Financial-grade APIs

While API usage has become more relevant to the banking sector after PSD2, APIs are
no such new thing in our world. According to a report by Gartner from 2021, "90% of
web applications will have more surface area for attack in the form of exposed APIs rather
than the UI” [McKeay et al., 2021]. On 2019, the number was just at 40%. Akamai also
stated on 2018, that more than 83% of all Internet Tra c¢ is attributed to web APIs
while at the same time 30% of all authentication attempts on APIs come from malicious
actors [Diaz-Rojas et al., 2021]. The literature suggests that usually developers don’t
take heavily into account the security of their APIs [Fett, 2021], believing that especially
for apps that are using behind the scene APIs, the user will only use the UI to make
API calls [McKeay et al., 2021]. At the same time a survey that was conducted in banks,
51% of the respondents didn’t know how API security is managed and 33% stated that
API security was managed differently than web security [Alam et al., 2022]. According
to the same research, the major concerns on API security were compromised shared keys,
Denial of Service (DDoS) attacks and data leakages.



2.5. SECURITY CONCERNS THAT PSD2 BROUGHT 11

For all reasons above the OpenlD Foundation and the U.K. Open Banking Imple-
mentation Entity have been developing the Financial grade API (FAPI) protocol that is
intended to be secure in high-risk applications, such a the banking ones. FAPI is intended
to be a more secure version of OAuth 2.0, which is a protocol that allows the usage of
APIs without the need to provide credentials. Instead of a password, the provider sends
a token to the external party that asks permission for accessing information. The user
can revoke the token anytime and in case of breaches, no need of password change needs
to take place since no password was shared initially. On the other hand, the protocol is
still not secured against social engineering, where a fabricated application is used by the
user and gets the token to access personal data [Hacquebord et al., |. Besides security
though, FAPI offers interoperability using OAuth 2.0 and TLS authentication as long as
a common feature set that prevents the creation of solutions that are not standardized
and is also supported by multiple software vendors [Fett, 2021].

Unfortunately, FAPI seems to still having some security flaws [Hacquebord et al., |.
A study by [Fett et al., 2019] had built a detailed format of the FAPI protocol and have
studied the security properties for authorization, authentication and session integrity.
The team had discovered 4 new unknown attacks that showed that several OAuth 2.0
security extensions didn’t achieve the designed security properties and that those exten-
sions were very di cult to be combined in a secured way. This resulted to vulnerabilities
that could enable an attacker to access protected resources that belonged to a user or
to perform attacks on session integrity. Other studies have also noted the security flows
of other protocols and standards such as the Account and Transaction API that has
been created by the Open Banking Standard, in which the security goals are narrowed
to message secrecy and on authentication [Almehrej et al., 2020].

Regardless of the protocol and standards that banks are using to develop their APIs,
it has been discovered that a significant number of them are putting sensitive infor-
mation in the paths of call back API URLs. Such data are usernames, passwords, to-
kens, and transaction data. Lastly, those data can also be transferred to third parties
when banking apps are sharing performance data and crash reports with other providers
[Hacquebord et al., ].

2.5.2 Attacks on Strong Customer Authentication

PSD2 obliged payment service providers to require two or multi-factor authentication
methods for payments and authentication to other apps via APIs, to prevent fraud and
elevate security [Stiefmueller, 2020]. Studies have shown that after the post-PSD2 era, a
series of attacks are still possible in the online and mobile banking apps and systems.
One of the biggest weakness of the SCA philosophy is that the customer is responsible
to verify the transaction or transfer details without having the all the needed informa-
tion. A short paper by [Haupert and Gabert, 2019] has mentioned that while a customer
is aware of the amount of a transaction, they found it di cult to be aware of the bene-
ficiary’s account number if they select to pay an invoice with a click. Additionally, the
current International Bank Account Number (IBAN) that is used to send money to a
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beneficiary, is so long that customers are finding it di cult to confirm if they want to
cross-check its validity. This would be a problem in a case where a clipboard hijacking
attack was in place and the hijacker replaced the IBAN of the recipient in a banking app.
Since banks usually allow data auto filling in apps because most of the time are using 2
factor authentication via SMS or app messages, attackers could easily leverage from that
attack surface. Additionally, because of GDPR, the name of the account beneficiary only
appears after the completion of the transaction, further making transaction verification
with current IBAN number formats a cumbersome task.

An other study by [Schneider et al., 2020], took a more different approach and tried
to break a banking app using fuzzing testing. Fuzzing is a technique that tries to break
the interface of an app by sending invalid inputs, aiming to discover 0-day vulnerabilities
that were previously unknown. Vulnerabilities appear when invalid inputs are accepted
instead of being rejected, and disrupt data, message flows and the state of the tested
application. Fortunately, the Graphical User Interface (GUI) of the application blocked
most of the invalid inputs but the web service back-end was accepting some of the inputs
and caused errors. While the GUI could protect the back-end and no directly exploitable
vulnerabilities have found, there were opportunities for further hardening. It’s impor-
tant though to mention that fuzzing was not applied to the verification methods of the
application or to multi-factor authentication techniques.

A last year’s study though [Malinka et al., 2022] has focused on the attack resistance
of the current authentication methods. The authors were inspired for this study by the
PSD2 directive, which they found its requirements to be "the most advanced in the
world”. The study was analyzing the attack taxonomy of the e-banking, the attack
trends for the last 10 years, and the authentication primitives that are being used for
verification in Information & Communication Technology (ICT) systems. Based on the
study the classic methods of password and SMS verification codes seem to be on retreat
and to be used less frequently. On the other hand, hardware tokens which were the first
type of 2 way verification (even before SMS) are making a comeback by using Near Field
Communication (NFC) and Bluetooth technologies. In the last years though, methods
such as Biometrics are on the rise. Biometrics data are being stored in a Secure Enclave
in the system and they’re being used as a root of trust by checking also the integrity
of operating systems and applications. Lastly, Dynamic Password generators within
banking apps are also on the rise, since they can be protected by passwords or biometrics
and comply with the PSD2 regulation guidelines. In their conclusion, the Hardware token
and the Secure Enclave methods were found to be most secure while the Password and
Password + Pin methods were found to be the less secured ones.

2.6 Chapter Conclusion

In this chapter we have explained the findings in the literature review. We have started
with the differences between PSD & PSD2, the new types of businesses and technical
standards that emerged after PSD2,and the concerns that the banking industry had
before applying the directive. Then we analyzed the new banking models that were
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created in the market, the trouble that PSD2 application brought to the industry and

the security concerns that came with it.
In the next chapter we’ll talk about the research methodology of the study, the process

and the data collection procedures.
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CHAPTER 3

Research Methodology

In this chapter the research methodology and process are introduced with efforts to
ensure quality.

3.1 Research Strategy & Process

This research is an exploratory study and some initially research has been conducted
to form the research problem as well as hypotheses. Exploratory studies are useful for
understanding particular issues and phenomena. They are very helpful if there is a
need to explain your understanding of an issue without being certain of the problem
[Saunders et al., 2007].

There are multiple ways of doing exploratory research such as literature research, ex-
pert interviews, and in-depth personal or group interviews. One advantage of exploratory
research is that it is flexible and can be changed in the light of new data that the researcher
will discover. Using qualitative analysis and exploratory research, the researcher will be
able to provide an answer of "why”, "how” and ”what” questions [Saunders et al., 2007].

The research’s methodology is based on the Saunder’s et al. [Saunders et al., 2007]
research onion framework. Six layers represent the onion framework, where in the outer
layer the general approaches are depicted and heading in the core of the onion more spe-
cific procedures and techniques are presented. Starting from the onion core and heading
to the outer layer, we're finding the Research Techniques, Time Horizon, Research Strat-
eqy, the Methodological Choice, Research Approach, and finally the Research Philosophy.
The onion framework of this research can be found in Figure 3.1.

Starting from the outer layer, the research philosophy is based on the Critical Realism.
Reality is seen as independent with the researcher’s senses and then is the mental process-
ing when we got back in our experiences, that provide answers in understanding the world
or a phenomena. Things that we see are not the exact things directly, meaning that what
we see might not be an exact truth but a part of a bigger picture[Saunders et al., 2007].

15
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Figure 3.1: The research onion framework adapted from [Saunders et al., 2007]

The research approach is deductive. That means that prior to data collection, the
theories are constructed by conducting literature review to identify ideas that can be
tested and elaborated using new data that will emerge from further research. The results
of the analysis could confirm or not the theory, declaring the success or the failure of the
test [Saunders et al., 2007].

The research’s method of data collection is the mono-method qualitative. It expresses
the use of qualitative data collection procedures by using a single qualitative data tech-
nique to gather them. The collected data will not be standardized and will be classified
into categories for analysis [Saunders et al., 2007].

The research strategy of this study is the survey strategy. It’s commonly associated
with the deductive research approach and used for exploratory and descriptive research.
Standardized data can be gathered using questionnaires allowing easy comparison and
gathering qualitative data. The survey strategy is also perceived easy to explain and to
understand [Saunders et al., 2007].

The time horizon that has been selected for this study is the cross-sectional, which
means that the researcher is focusing on the data that are being gathered for a certain
phenomenon at a certain time [Saunders et al., 2007]. In this study we are focusing on
the open - banking phenomenon, how its effect could have gave to the banks a struggling
experience and how do different banks are addressing the problem of API security.

The exploratory elements of this research are presented in Figure 3.2. The first step
of this research has been to identify research objectives and questions by making a brief
literature review. Then the second step was to make a more deep literature review, by
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Figure 3.2: The research process of the study

considering the objectives and the research questions. In the research, the literature
review has been built around two themes, the application open banking and the security
of open banking APIs. As a result of the literature review, the theoretical framework has
been created from these themes.

The theoretical framework alongside with the research objective and questions, have
been used to conduct data collection of qualitative data, by forming a questionnaire for
an online survey. The questionnaire was sent to experts in the open banking and PSD2
field. The plan was to collect qualitative data with multiple choice questions and by
forming some open-end questions, at the same survey.

The use of some open-ended questions in the survey was decided for the researcher
to get more detailed answers and to better figure out what the respondent had in mind
when answering the questions.

3.2 Data Collection

As we have mentioned in the previous section, qualitative data will be collected through
an online survey that targets experts of open banking with working experience in the
banking sector.

To find these experts we have chosen the purposive sampling technique. This tech-
nique allowed us to use our own judging and select the individuals that would be the
best to answer our questions and achieve our research goals [Saunders et al., 2007]. This



18 RESEARCH METHODOLOGY

technique comes at handy when the researcher needs to select individuals that could be
particularly informative.

Based on the exploratory nature of this research, where the goals is to get a better
understanding of a phenomenon than the absolute truth, we aimed for a small sample that
could not represent the whole population but that sample would include professionals
that would be as informative as possible.

The preparation for data collection included tasks that needed to locate the profes-
sionals and contact them. For that reason we thought of using the business social network
LinkedIn where locating and contacting people regarding their working career was easy.
While LinkedIn contains a plethora of professionals, locating and contacting them is not
free. That’s why we had to use a trial of a premium plan to be able to used advanced
filtering and contact professionals that weren’t in our network.

A nominated professional for this study had to work in the financial sector and to
had a job title or skills that were relevant with open-banking or PSD2. Additional
professionals were selected that we could assume that had something to do with open
banking in general such as ”Product Owner (Open Banking)”. Since, we wanted to have
an extraction capability of the prospect professionals and then purposively choose them
based on the above attributes, we needed to find a tool for contacts extraction. That’s
why we needed to use the Evaboot chrome extension, which is a solution that extracts
contacts based on a search on LinkedIn. The trial edition offers the extraction of 1000
contacts, that’s why we had to narrow our search results. The search attributes of our
final sample of prospect professionals were:

1. Geography: Lithuania, Greece, Spain, Malta, Cyprus, Estonia, Germany, Nether-
lands, Sweden, Finland, Norway.

2. Industry: Banking.

3. Keywords: PSD2 (in job title or in profile description).

The above search attributes gave us 1000 prospect professionals that could be ex-
tracted. By extracting the contacts we were able to make a secondary search of locating
more relevant professionals. The search couldn’t be done solely by occupational titles
since experts on the open banking field had broad titles such as product managers, head
of development, chief security o cer, etc. One additional detail that we could see in the
extraction was whether the prospect professionals had an open profile in LinkedIn. Open
profiles in the social network platform can be contacted by anyone, while the closed ones
can be contacted only by paid users. Unfortunately, the majority of the prospects had
their profile closed. In the trial plan that we had of LinkedIn, we were able to contact
50 contacts.

Eventually, 60 professionals (50 closed profiles and 10 open profiles) were contacted
through LinkedIn to participate in the survey. Messages contained the survey title, a
personal message and the link to the online survey. They were sent during a 3 day-
period 5™ and 7' of April and due to research time constraints, the professionals had to
respond till April 16",
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The final survey consisted of 28 questions, 15 of them mandatory to respond which
were divided in 4 sections. The first section that contained 5 questions, was targeted to
gather general information about the financial institution that the responded was giving
answers for(size, geography, etc.). The second section that contained 8 questions, was
examining the way financial institutions applied the PSD2 regulation and whether they
had struggles. The third section which encorporated 10 questions, was examining the
handling of open-banking API security in financial institutions. The final section, had
5 questions and was general and anonymized information about the participant. The
full list of questions can be found on Appendix 3A. The online questionnaire was built
on Google Forms and a link was given to the respondents to access it and provide their
responses.

Eventually, 4 responses were collected. The total response rate for the survey can
be determined by dividing the total number of responses with the total number of the
sample, minus the invalid responses. Since no invalid responses were collected, the total
response rate is 4 being divided with 60, which gives a 6,66% response rate.

3.3 Quality of the Study

Quality and validity of a research project must be taken into consideration based on
[Jackson et al., 2015]. A criteria model for evaluating the quality of a research is based on
4 criterion: ”credibility”, ”transferability”, ”dependability” and ”confirmability” which
were analyzed by [Bell et al., 2022].

3.3.1 Credibility

Credibility offers a measure of truth value for qualitative researches or by assessing the
correctness of research’s findings [Bell et al., 2022]. It can be enhanced by describing data
and by using direct quotes from different sources inside the text. Additionally, tables
and figures can also contribute in the credibility of a research and the correctness of its
data [Glaser and Strauss, 1967]. This research has used both direct quotes and figures
to describe and analyze its results and findings.

3.3.2 Transferability

A well developed research background and good explanations of phenomena can help a
reader to transfer the elements of the research to other fields and apply them to other
contexts and studies [Sikolia et al., 2013|. Based on the geographical limitations that we
had for the survey reach and responses, this research could set some restrictions on the
transferability of the study, if the reader would like to apply it to other countries within
the EU.
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3.3.3 Dependability

Dependability ensures that one other researcher can follow the decision trail that was
used by the researcher and can be ensured by auditing [Morrow, 2005]. For this research,
a faculty member of the university has been assigned to supervise the research and also
independent students have also reviewed the research.

3.3.4 Confirmability

Confirmability refers to the objectivity of the researcher [Bell et al., 2022] Theoretically,
an independent researcher would draw the same conclusions if he/she was examining the
same data [Morrow, 2005]. This research was based on the researcher’s narratives and
has no interests from third parties.

3.4 Chapter Conclusion

In this chapter we presented the research methodology and process. We also mentioned
the data collection procedure as long as a criteria model for evaluating the quality of the
research. In the next chapter, we’ll present the results of the survey that we conducted.
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3A Survey Questionnaire

Here are the questions of the online survey.

3A.1 Section 1 - General Information of the financial institution

1.
2.

Select the type of Institution that you work for.

In which country, is your institution located?

Please select the size of the Institution based on the amount of customer base.
Was your Institution founded before or after PSD2 enforcement?

Does you Institution provide open-banking APIs?

3A.2 Section 2 - Applying PSD2 Requirements

1.

2.

Has your institution developed internally or externally the APIs?
Please state your external partner or solution.

How long (aprox.) did it take you to develop them?

. Asides development, have you consulted any external party, that gave you the

directions on how you should built the APIs?

Can you name (if any) some of the struggles in developing or applying the APIs to
your institution?

Can you name (if any) some of the struggles in applying the PSD2 directive to your
institution?

Do you monetize your APIs access?

Where are the APIs hosted?

3A.3 Section 3 - API Security in the institution

1.
2.

Do you have a dedicated team for API security?
Is this team in-house or outsourced?
How often do they perform API penetration tests?

To your knowledge, has been any breach in the open-banking APIs of your institu-
tion?

If yes, when did it take place?
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10.

In the security breach, who seemed responsible?
Do you have any procedures for adressing breaches in general?

Please rate the security level of your institution’s APIs (based on your professional
opinion)

. Would you say that open-banking contradicts the GDPR Regulation? If yes, in

what way?

Are you currently using any of the features of open-banking as a customer?

3A.4 Section 4 - General Information about the Participant

1.

2.

Do you currently work at the institution that you gave answers for?

How long do you work for the financial sector?

. What is your current job title?

What is your age?

Is there anything else that you’d like to add or you think that we missed?



CHAPTER 4

Results

In this chapter the survey findings are presented and are compared with the literature
review data as long as with the research questions of the study.

According to [Saunders et al., 2007] there is not a standardized way to analyze quali-
tative data as it is with quantitative data. However, if qualitative data could be grouped
into categories they could be analyzed more easily, since categorisation helps find relation-
ships between the categories. For this study, we’ll use the structured analysis strategy,
where categories have been defined in advance and there were derived from the theoretical
framework of the study [Saunders et al., 2007].

The answers will be classified and summarized into categories guided by the the
objectives and the research questions of the study. This will result into a quicker analysis
process and by providing directly answers for each category that has been selected.

Table 4.1 presents the main categories, with and explanation of the content and which
questions of the survey has been included in the theme. The answers will be analyzed
with the support of the theoretical framework of the study and finally, the conclusions
for answering the research questions will be collected from those categories and will be
summarized. Additionally, a chapter will be added that will reflect the personal opinion
of the respondents about the level of API security in their institution, the PSD2 and
GDPR relationship and the usage of open-banking.

The background information of the survey respondents is presented on Table 4.2.
The potential candidates should have experience in the financial sector in the European
Union where PSD2 applies. As we can see from the table all respondents have at least
2 years of experience and 3 of them more than 6 years, which means that they were
working in the financial sector at least in the PSD2 era. Additionally, 3 out of 4 stated
that they are currently working at the financial sector and one of them stated to be a
Chief Information Security O cer (CISO), which helps us examining the current state
of API security and incidents.

The background information of institutions that respondents worked for is presented
on Table 4.3. As we can see, all respondents worked for a retail bank, 2 of them in

23
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Category Details Questions
Applying PSD2 Internal or External Questions: 6-13
requirements API Development,

Time to develop,
External consultants
for developing,
Struggles of PSD2
application, API
monetization, API
hosting environment
APIs security Dedicated API Questions: 14-18
under PSD2 teams, Frequency of
API penetration
tests, Reported API
breaches, Procedures
for addressing
breaches
Respondents’ Security Level of Questions: 19-21
Opinion institution’s API
security, Currently
usage of
open-banking
features

Table 4.1: Main categories to analyze survey answers.

Occupation Experience Currently Age
Title in the working in
financial the financial
sector sector
Unknown/Not | More than 6 Yes 40s
answered years
CISO 2-5 years Yes 40s
Unknown/Not | More than 6 No 50s
answered years
Unknown/Not | More than 6 Yes Unknown/Not
answered years answered

Table 4.2: Background information of survey respondents.

Greece, 1 in Cyprus and 1 in Germany. 2 of the financial institutions served more than
100.000 customers, 1 more than 10.000 and the other more than 1.000.000 customers.
Finally, all institutions were founded before the PSD2 enforcement and were providing
open-banking APIs.
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Type of Location | Size of in- | Foundation Open-
Institu- | of Institu- | stitution | of institu- | Banking
tion tion based on tion: APIs
customer Be- Availabil-
base fore/After ity
PSD2
Retail/ Republic of | More than (Before) Yes
Commer- Cyprus 100.000 Founded
cial Bank customers 2017 or
earlier
Retail/ Greece More than (Before) Yes
Commer- 100.000 Founded
cial Bank customers 2017 or
earlier
Retail/ Greece More than (Before) Yes
Commer- 10.000 Founded
cial Bank customers 2017 or
earlier
Retail/ Germany | More than (Before) Yes
Commer- 1.000.000 Founded
cial Bank customers 2017 or
earlier

Table 4.3: Background information of financial institutions.

4.1 Applying PSD2 requirements

In the first category the way of applying PSD2 requirements is discussed. The related
questions for this category are 6-13 and they examine the way and the duration of the
creation of open-banking APIs to financial institutions, the monetization of them and
whether any struggles have been noticed when institutions were building them.

Half of the respondents stated that their institution developed exclusively internally
the APIs while the other half used an external partner. A respondent mentioned 2 exter-
nal partners. One of them was IBM which is offering banking systems to institutions and
backup services locally or in the cloud [IBM, 2023] and the other was Unisystems which
is an IT integrator and is providing also regulatory assistance in laws and in I'T projects
in general [Unisystems, 2023]. The need for external consultants could be a result of the
confusion we mentioned in Chapter 2.4 where German banks mentioned that they were so
confused in building the APIs because they were using obsolete systems and there wasn’t
any technical standard in the market to follow [Mattila, 2021, Radnejad et al., 2021].

Thus said, 75% of the respondents mentioned that the APIs were built within 7-9
months. This strengthens the fact that we mentioned in Chapter 2.4 where Finish banks
seemed to mention that innovation is slow and banks aren’t building any rich portfolio
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of APIs, apart the ones that are mandatory to be PSD2 compliant [Mattila, 2021]. The
same percentage of the respondents mentioned that the APIs are not monetized, which
again is another confirmation that banks are currently on their first step of their digital
transformation. As discussed on Chapter 2.3, 5 new models have emerged after PSD2.
The first one is the Bank Channel model, where banks are developing APIs for their own
use or to be legally compliant. This model is usually the first step in the bank’s digital
transformation [Camerinelli, 2020]. Based on the responses above, we can see that APIs
were developed fast and weren’t monetized, which could easily mean that those APIs
were the minimum standard for banks to be PSD2 compliant.

Regarding the struggles in developing the APIs, 50% of the respondents mentioned
that they struggled in the APIs security. This is strengthened by the fact that a Financial-
based API had to be developed for such high risk applications. As mentioned on Chapter
2.5, FAPI was created to offer better security for banks but it’s still had some security
flaws [Fett, 2021, Hacquebord et al., |. Thus said, API attacks are still one of the many
attacks that are still possible in the PSD2 era [Stiefmueller, 2020].

As for the struggles in applying the PSD2 in general, 75% of respondents named a
struggle. The first respondent, named the size and the complexity of the regulation.
This can be confirmed also by the literature where [Morvan, 2020] suggests the need of
a European Open Finance Framework by 2024 to assist institutions in complex areas
of PSD2 Anti-Money Laundering (AML), GDPR - e-Privacy Directive compliance and
different API standards. The second respondent, named the complexity within the insti-
tution in applying PSD2. While this type of complexity could be observed in many and
different type of businesses, it has been also observed in literature, where respondents
in a survey from [Radnejad et al., 2021] stated that ” The managing generation has an
outdated mindset... Top management will not establish a new business model” and any
new processes " result in a patchwork”. The third respondent, named the big-4 as a strug-
gle in applying PSD2. By the term big-4, they mean the biggest professional network
services in the world, which are Deloitte, Ernst & Young (EY), KPMG, and Pricewater-
houseCoopers (PwC). Since the specific respondent stated that their institution chose an
external party to assist them in PSD2 and the APIs, we believe that here they mention
the collaboration between the institution and one or some of the big-4 companies which
was hired as an advisor. Thus said, no valuable outcome can be extracted from that
answer.

4.2 APIs Security under PSD2

In the second category, the institutions’ API security under PSD2 is discussed. The
related questions for this category are 14-18 and they examine the existence of procedures
for API breaches, the frequency of API penetration tests and whether dedicated teams
exist for the API security in general.

Half of the respondents said that they had a dedicated team for API security which
was a combination of internal and external personnel or purely internal. While in the
literature hasn’t been found a reference of what kind of teams (dedicated/internal or
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external) the market was using, in a bank survey that ran by [Alam et al., 2022|, they
mentioned that 33% of API security was managed differently than the usual web security.
If we could suppose that a dedicated team of API security, would only focus on the APIs,
that could indicate that both percentages are close enough to suggest that less than 50%
of institutions focus manage API security, differently than web security, using dedicated
teams.

In the question that was examining the performing frequency of API penetration tests,
2 of the respondents said that tests were running yearly. Unfortunately, this question
was added later on the survey, based on a suggestion by a respondent, so half of the final
respondents gave feedback. It’s could be suggested though that API penetration testing
is possibly included in the yearly general security test performances that institutions are
running.

In the last 2 questions about API security, all respondents said that their institu-
tions had documented procedures for addressing API breaches and that at the same
time, to their knowledge, no breach has been documented, in the open-banking APIs
of their institution. This contradicts the findings in the literature, where a survey
by [Diaz-Rojas et al., 2021] has found that " API design is difficult” and that ”30% of
all authentication attempts on APIs come from malicious actors”. At the same time,
[Hacquebord et al., | have found multiple APT exposures of sensitive customer informa-
tion from European, global banks, and even from a European Central bank. While
exposing sensitive information by default could not indicate a security breach technical-
wise, it could be said that the "no breaches” responses could contradict the literature
findings. That’s why several studies from the literature, such as [Diaz-Rojas et al., 2021]
that has identified 66 security threats for web APIs as long as a security analysis by
[Fett, 2021], which has found 4 vulnerabilities that are targeting the FAPI specifically,
present a different API security state in organizations.

4.3 Respondents’ Opinion

In the third and last category, the respondents were asked personally about the in-
stitution’s API security, as long as whether they were active users of open banking.
Additionally, they were asked whether they believed that PSD2 contradicts GDPR.

While literature from the previous section describing API security showcased many
vulnerabilities and threats in APIs, the respondents gave an average score 4,25 out of 5
when they were asked to rate the security level of their institution’s API. Although this
score may seem high it could be justified based on the strict rules that banks have to
oblige to, security and legally wise. Additionally, the respondents, could have rated the
APIs not only based on compliance but also based on the number of incidents, which
there wasn’t any noted among them.

The next question was asking respondents whether they believed that PSD2 contra-
dicts GDPR. 3 out of 4 responded negatively, while the fourth one declined to comment.
This heavily differentiates from the literature, where [Stiefmueller, 2020] has found that
"the relationship between PSD2 and General Data Privacy Regulation (GDPR) is am-
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biguous.”, [Wolters and Jacobs, 2019] described that PSD2 personal data protection is
inadequate and [Hacquebord et al., | has brought to the surface that open-banking APIs
from some banks contain sensitive personal information. Since this opposition is noted,
we could assume that respondents may have been part of a more technical personnel in
applying PSD2 requirements and may have not adequately examined the relationship
of PSD2 and GDPR, especially when both regulations came into effect in close periods.
Further investigation is needed though to drive us to safer conclusions.

The last question that respondents gave feedback was about whether they were using
open-banking as customers. 75% of them said that they aren’t using open-banking,
a statement that is aligned with the literature. As we explained in Chapter 2.4.1,
the literature was talking about the imposed innovation that PSD2 was having. As
[Radnejad et al., 2021] mentioned, especially after the global pandemic, the whole indus-
try needs to rethink its strategies and its collaborations actions for PSD2. It seems that
the European Commission has noted the innovation stumble, starting a review round for
PSD2 in 2022 [Commission, 2022]. This has led a big fintech: Wise, to ask from their
clients to give their feedback to the European Commission too [Kotecha, 2022].

A summary of the analysis and results is presented on Table 4.4 below. This table
follows the same form as Table 4.1 providing the categories and the main points of the
answers under those categories.

4.4 Chapter Conclusion

In this chapter we have classified the data that we gathered from the survey into categories
and we commented on the findings combining the data that we also got from the literature
review. The next & final chapter will be about the conclusion of this research.
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Category

Main answer points

Applying PSD2 requirements

APIs have been developed equally
externally and externally, and the
majority has done that in 7-9
months.

50% of institutions have also con-
sulted external parties for the APIs
development.

A major struggle was securing the
APlIs.

Some struggles in applying PSD2
were the complexity of the regula-
tion as long as the di culty of many
departments of the institution be-
cause of the broad effect of PSD2.

APIs are hosted equally in private
and hybrid clouds and the majority
of them is not monetized.

APIs security under PSD2

50% of the institutions have dedi-
cated API security teams, which are
equally in-house and a combination
of in-house and outsourced.

Those teams perform API penetra-
tion tests in a yearly basis.

There hasn’t been any breach of
APIs in the surveyed institutions.

Institutions have documented pro-
cedures for addressing API breaches.

Respondents’ Opinion

Respondents rated 4.25/5 the secu-
rity level of their institution’s APIs.

Respondents believe that PSD2
and open-banking don’t contradict
GDPR.

3 out of 4 respondents aren’t using
open-banking.

Table 4.4: Main answer points of the survey.
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4A Survey Responses

Here are the responses of the online survey.

4A.1 Q: Select the type of institution you work for

Select the type of Institution that you work for:
4 anavtnoelg

@ Central Bank

@ Retail/Commercial Bank

@ Internet Bank (Fintech/Neobanks)
@ Credit Union

@ Payment Provider

4A.2 Q: In which country, is your institution located on?

In which country, is your institution located?
4 anavtnoelg

@ Austria

@ Belgium

@ Bulgaria

@ Croatia

@ Republic of Cyprus
@ Czech Republic
® Denmark

@ Estonia

14V
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4A.3 Q: Please select the size of the Institution based on the
amount of customer base

Please select the size of the Institution based on the amount of customer base
4 anavtrioelg

@ Serves more than 10.000 customers
@ Serves more than 100.000 customers
@ Serves more than 1.000.000 customers

@ Serves more than 10.000.000
customers

4A.4 Q: Was your Institution founded before or after PSD2
enforcement?

Was your Institution founded before or after PSD2 enforcement?
4 anavtioelg

@ It was founded 2017 or earlier
@ It was founded between 2018 and today
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4A.5 Q: Does you Institution provide open-banking APIs?

Was your Institution founded before or after PSD2 enforcement?
4 anavtnoelg

@ It was founded 2017 or earlier
@ It was founded between 2018 and today

4A.6 Q: Has your institution developed internally or externally
the APIs?

Has your institution developed internally or externally the APIs?
4 anavtrioelg

@ We developed them internally.

@ We chose an external partner to develop
and support our APls.

@ We chose an external partner to provide
us with open banking solutions and to
built our APlIs.
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4A.7 Q: Please state your external partner or solution

Please state your external partner or solution

2 anavtnoetg

unisystems/ibm

Internal solution

4A.8 Q: How long (aprox.) did it take you to develop them?

How long (aprox.) did it take you to develop them?
4 anavtrioelg

@ 1-3 Months
@ 4-6 Months
@ 7-9 Months
@® 9-12 Months
@ 1-2 years
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4A.9 Q: Asides development, have you consulted any external
party, that gave you the directions on how you should

built the APIs?

Asides development, have you consulted any external party, that gave you the directions on how you
should built the APIs?

4 anavtnoelg

® Yes
® No
@ Don't Know

4A.10 Q: Can you name (if any) some of the struggles in de-
veloping or applying the APIs to your institution?

Can you name (if any) some of the struggles in developing or applying the APIs to your institution?

4 anavthoelg

Security issues
n/a
none

Matrix setup
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4A.11 Q: Can you name (if any) some of the struggles in ap-
plying the PSD2 directive to your institution?

Can you name (if any) some of the struggles in applying the PSD2 directive to your institution?

4 anavtioelg

N/A
big-4
complexity because of evolving many units of the bank

Size and complexity of regulation

4A.12 Q: Do you monetize your APIs access?

Do you monetize your APIs access?
4 anavtnoelg

® Yes
® No

@ Partially (Some are free, some are not)
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4A.13 Q: Where are the APIs hosted?

Where are the APIs hosted?

4 anavtioelg

@ Public Cloud (MS Azure, AWS, etc.)

@ Private Cloud (Dedicated cloud
environments or local datacenter)

@ Hybrid Cloud (Both public & private)

@ Multi Cloud (Multiple cloud services from
multiple cloud vendors)

4A.14 Q: Do you have a dedicated team for API security?

Do you have a dedicated team for API security?
4 anavtnoelg

® Yes

@ No, there is though a team for systems
security in general.




38 RESULTS

4A.15 Q: Is this team in-house or outsourced?

Is this team in-house or outsourced?
4 anavtioelg

@ In-House
@ Outsourced

@ A combination of internal and external
personnel

4A.16 Q: How often do they perform API penetration tests?

How often do they perform API penetration tests?
2 anavtnoelg

@ Daily
@ Weekly
@ Monthly
@ Yearly
@ Never
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4A.17 Q: To your knowledge, has been any breach in the open-
banking APIs of your institution?

To your knowledge, has been any breach in the open-banking APIs of your institution?
4 anavtioelg

® Yes
® No
@ Maybe

4A.18 Q: Do you have any procedures for addressing breaches
in general?

Do you have any procedures for adressing breaches in general?
4 anavtnoelg

® Yes
® No
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4A.19 Q: Please rate the security level of your institution’s

APIs

Please rate the security level of your institution's APIs
4 anavtnoelg

3

0 (0%) 0 (0%) 0 (0%)
5 1 | 1

1 2 3

3 (75%)

1 (25%)

4A.20 Q: Would you say that open-banking contradicts the
GDPR Regulation? If yes, in what way?

Would you say that open-banking contradicts the GDPR Regulation? If yes, in what way?

4 anavtroelg

No

OPEN Banking does not contradict GDPR

No comments
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4A.21 Q: Are you currently using any of the features of open-
banking as a customer?

Are you currently using any of the features of open-banking as a customer?
4 anavtioelg

® Yes
® No

4A.22 Q: Do you currently work at the institution that you
gave answers for?

Do you currently work at the institution that you gave answers for?
4 anavtnoelg

® Yes
® No
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4A.23 Q: How long do you work for the financial sector?

How long do you work for the financial sector?
4 anavtnoelg

@ Less than 2 years
® 2-5years
@ More than 6 years

4A.24 Q: What is your age?

What is your age?
3 anavtioelg

® 20s
® 30s
© 40s
® 50s
@ 60+
@ Don't want to disclose




CHAPTER 5

Discussion & Conclusion

In this chapter, the goal is to provide a summary of the research findings that will
assist us in responding the research questions and validate that the research objectives
have been achieved.

5.1 Findings

5.1.1 Struggles in PSD2 application

One of the main objectives of this research was to locate and find out the reasons that
financial institutions were struggling to apply effectively and timely the new directive.
One of the main policies of the new directive was Open-Banking. We aimed to focus on
that policy, and it has been found that the majority of the institutions have put this policy
into effect by building their open-banking APIs within 7-9 months. While this may seem
fast, it is believed that financial institutions have been solely applying the bare minimum
directions of PSD2. This is being strengthened by the the literature review where it has
been found that PSD2 isn’t bringing the innovation that it was supposed to and by the
survey that we run, where we have found that the majority of the provided open-banking
APIs isn’t monetized.

While financial institutions were trying to apply GDPR, an other directive aiming
to secure personal data of EU residents, they had also to apply PSD2 at almost the
same time. This has proven very challenging, so financial institutions chose to go with
the bare minimum requirements of the directive, just to be compliant, by consulting
and hiring external partners to implement them. When the directives came into effect,
within 2 years, institutions had to deal with the pandemic outbreak, prioritizing other
advancements that the enhancement of PSD2 services offering to 3rd parties. This has
led to a stagnated innovation environment.

The first Research Questions were aiming to find the reasons that institutions struggle
to apply PSD2. Besides, the situation we mentioned above, the survey has brought up,
that securing the open-banking APIs was a struggle to almost all institutions. Since they
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rely on their reputation in offering safety of client’s money and financial products, they
had to be extra careful when building the APIs. Additionally, the survey has brought up
that PSD2 was considered to complex by some institutions which may have led them to
hire external consultants. Finally, an internal struggle was reported because of the effect
of PSD2 had in different departments of institutions (legal, development, etc).

5.1.2 APIs security in institutions

A secondary objective of this research was to locate and find out how institutions are
addressing the problem of API security that was also mentioned as a struggle in applying
the directive. Through the survey it has been found that half of the institutions are
having dedicated teams that are overseeing the security of the APIs, and the rest of
them are using the security teams that oversee the institution in general. Those teams
are also equipped with procedures for addressing breaches and they are performing yearly
security assessments to the APIs.

While all of the above information that has been surfaced by the research may seem
promising, the literature includes many vulnerabilities and threats that even Financial-
grade APIs have and also indicates that securing them is more di cult in a world where
institutions having multiple and sometimes obsolete banking systems. At the same time,
the survey hasn’t brought up any security breaches that were known to the respondents
and there hasn’t been found in the literature any explicit breach in banking APIs, other
than the fact that some banking APIs are exposing sensitive personal information and
in some cases even passwords. Breaches haven’t been reported though.

Thus, the second Research Question that was aiming to find how institutions are
addressing the problem of API security, has been fulfilled with the survey findings that
we mentioned above.

5.1.3 Respondent’s Opinion

In the literature review there were some strong author opinions that PSD2 contradicts
GDPR as long as that PSD2 hasn’t brought the innovation that regulators hoped. That’s
why we thought of including in the survey some questions that the respondents could
give their personal opinion in the literature findings. The respondents mentioned that
they don’t believe that PSD2 contradicts GDPR and most of them also mentioned that
they don’t use open-banking.

Legally-wise PSD2 seems to be compliant with GDPR but we believe that the authors
wanted to raise the end-users’ awareness. It seems that end-users aren’t well informed
with the fact that for open-banking to work some distribution of personal data is needed
between the institutions to work. Users need to consent to data distribution to institu-
tions that without open-banking would never be able to get that data.

Additionally, the fact that even the majority of professionals in financial institutions
aren’t using open-banking services, could indicate that those services are not innovative
enough to be used and be useful. Thus said, PSD2 may need a further assessment by
the EU to locate new opportunities for innovation and competition to grow.
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5.2 Future Research Suggestions

Since the research had 2 research questions the future suggestion will also be twofold.

Firstly, a further business research could be done. It’s clearly based on the literature
and the responses that PSD2 hasn’t brought the innovation to the industry. Fintechs
and neobanks are still struggling to establish themselves while bigger institutions are
doing the bare minimum to apply the requirements. A further research could target the
reasons that PSD2 capabilities have been left aside now that the financial systems seems
to be stable once again. That research could contribute to the feedback that even the
European Commission has asked about the whereabouts of PSD2 last year. It could offer
the traditional institutions a new perspective and a reminder of new services that could
be developed and offer new income channels.

Secondly, future research would be useful on the standardization of open-banking.
By creating a framework both traditional and new institutions could benefit and pro-
vide new services under PSD2 more effectively and faster. This will be very useful for
traditional institutions that are having multiple and obsolete banking systems as well
as for newcomers into the industry, since it will reduce the time of going to market and
will give a common framework to communicate with traditional players. Implementation
duration will be lower and traditional institutions will be able to see clearly the value
that newcomers are bringing to the market without fearing of eradicating them from the
market.

5.3 Conclusion

This research had two research questions. The first was aiming to find why financial
institutions struggled to apply the PSD2 directive. The second was aiming to find the
ways that financial institutions are securing their open-banking APIs. The main goals
of the research were achieved. The research was able to detect the struggles and also
present some ways that institutions are following to protect their APIs. Further research
is needed though to propose a technical framework for the protection and implementation
of those APIs, that could also assist in further development of the PSD2 directive and
promote innovation through new services in the financial market.
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