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Abstract 
 

This academic investigation examines the intersection between International Relations 

(IR), data privacy laws, and social media governance. The case studies are of Tik Tok & 

Facebook/Meta where we begin the research by taking a comparative analysis of the US 

congressional hearings of Mark Zuckerberg (CEO of Facebook/Meta) in 2018 and Shou Zi Chew 

(CEO of Tik Tok) in 2023. In addition, a comparative analysis is made on the referenced or 

related data privacy laws amongst the EU, US, and China through the realist, liberalist, and new 

constructivist lens. Lastly, a practice theory approach follows the empirical data of penalties on 

these two social media companies, the similar corporate solutions from Tik Tok to both EU and 

the US, and the quantifiable lobbying contributions from both ByteDance (parent company to 

Tik Tok) and Facebook/Meta. The three research questions are (i) how do the IR theoretical 

lenses of realism and liberalism acknowledge the significance of social media and its need for 

regulations, (ii) how can data be conceptualized for social media governance and what are the 

implications of these dynamics within IR, and (iii) what is the efficacy of data privacy laws in 

protecting user rights while social media companies influence US policymakers? My conclusion 

is that data privacy laws are legal jargon that either power-maximize a state or act as a taxation 

mechanism. User rights are not secure, and there is a battle for accountability and a risk that 

algorithms may keep social media companies abstained from responsibility.   
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1.  Introduction   

 In the 21st century, the rapid growth of social media has transformed our levels of 

communication, how we consume information, and the interactions in all sectors. The impacts of 

these social media platforms on the global political landscape is a relatively new and evolving 

area of research within the field of International Relations (IR). The attempt at analysis of 

contemporary governance of these platforms presents a unique challenge, as it requires technical 

expertise outside the traditional scope of IR scholars. This paper seeks to bridge this gap by 

drawing on the relevant data privacy laws from the US, EU, and China that regulate the data 

collection of its citizens. As for social media, its interoperability and data collection is necessary 

to its functionality (Arnao, 2022). Due to the data collection requirement to use social media, 

debates are sparked about privacy, transparency, and accountability for these social media 

companies.  

In this modern era, the average person uses a mobile phone, tablet, or computer to access 

the internet. Significantly with mobile phones, the precise geolocation of the phone and a 

multitude of behavioral patterns are monitored through its interoperability functions. Who gets 

the right to study this data? Each and every social media company collects enormous amounts of 

data with information detailing the patterns of user-generated content (Apple Inc., 2021). This is 

all decided upon through the legal document the users sign the terms of service. A legally 

binding agreement is that for the functionality of social media, they collect your data. Since it's 

easy to join these social media platforms, a process called 'platformization' has occurred, 

meaning a spread of social media usage through the vast majority of sectors, including news, 

transportation, health care, and education (Van Dijks, 2017).  

Considering the complexity of studying that which is so vast and digital, how do we 

study this through the lens of IR? The key players in the platformization are the US tech 

companies like Google, Facebook/Meta, and numerous more who have cornered the market on 

social media. Now, a new competitor has entered the stage, and it has vexed many: Tik Tok. This 

company emerged in 2018 and has seen more rapid growth than any other social media platform. 

The controversy is that they are considered Chinese, with its nearly identical app, Douyin, being 

allowed only in mainland China (Gorwa, 2019). If this is a 'Chinese app,' then this flies in the 

face of their insulating internet policies that combat 'Western influence' on their citizens (ibid.). 

Normally, when studying transnational corporations (TNCs), the focus is primarily on the 

https://techpolicy.press/why-social-media-needs-mandatory-interoperability/
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product that is either being produced recklessly, wasted irresponsibly, or stolen from others. 

However, the users of social media are the product of social media. The US is fighting to not 

allow China to use its citizens as its product, but what avenues does the US have?  

Tik Tok's CEO, Shou Zi Chew, recently appeared before a US Congressional hearing, 

while Facebook's CEO, Mark Zuckerberg, similarly testified before Congress in 2018. This 

permits the researcher to ascertain, in real-time, the perspectives of the US representatives 

regarding social media companies' accountability for the data they gather on US citizens. In other 

words, the 'American' and 'Chinese' social media companies are compared in the US 

congressional hearing. Then, more broadly, the researcher can compare the data privacy laws of 

not only China and the US but also the European Union (EU), which fosters the most robust data 

privacy regulations concerning the mishandling of its citizens' data. 

Subsequently, the surge in social media usage worldwide has exponentially grown 

‘globalization’ in a digital borderless world society. This international flow of data has led to 

social concerns on how the international community shall govern this flow. The attempt at social 

media governance speaks to the core of International Relations with regard to the relationship 

between Non-State and State actors. Any advancement in technology is reciprocal with the field 

of International Relations (Drezner, 2019). In this vein, the researcher will pull from realism and 

liberalism to analyze the two Congressional hearings. The justification for this is by seeking to 

understand the US's liberal democracy in a way that either treats the social media product as a 

serious threat or a commodified tool; realism and liberalism illustrate that dichotomy well in IR. 

Following suit, an analysis of data privacy laws is done through the theories of realism, 

liberalism, and new constructivism. New constructivism is implemented because there is a lack 

of full clarity on the technical processes within liberalism and realism because of the outdated 

nature of seeing the world through a ‘state-centric’ or ‘institution-centric’ perspective. However, 

they are still vital to recognize how states operate with these institutions and for their own 

survival. 

For many reasons, there is an asymmetric relationship between these social media 

companies and states. With China, it's a zero-tolerance policy where the state assumes 

dominance over its private sector. The US has a loosely knit relationship with its TNCs where 

there exists a 'blurry' line between the private and public sectors  Farrell & Newman, 2016, 124). 

This relationship is examined further using an empirical practice theory, which is an expansion 
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of the new constructivism. Corporate influence is a significant concept in the US with regard to 

its information technology sector. Within the EU, data privacy laws seek to conceptualize the 

role of the data processor, controller of the data, and the data subject.  

The degree in which our economy and society has been influenced by the moderating 

capacities of artificial intelligence (AI) is enormous. AI, also known as ‘the algorithm,’ has 

brought confusion in determining accountability. The data is far too large for a group of people 

to moderate so they employ the decision-making to an automated machine. If content is 

promoted that features illegal or otherwise harmful content, how can a corporation be held 

responsible? I argue that the systems put in place through data privacy laws are a taxation 

mechanism, not user protection. When a social media company fails to accommodate the 

standards of the GDPR, they are penalized; this also occurs with the US but not with China as 

you can not penalize social media companies that do not operate within the confines of your state 

jurisdiction. There are no universal data privacy laws, but there are 157 data privacy laws in the 

world (Greenleaf, 2022, 10). The fact that there are data privacy laws that are used to keep a 

check and balances on these social media companies is worth investigating in the field of IR. As 

such, the follow research questions are (i) How do the theoretical lenses popular in IR 

acknowledge the significance of social media and the need for regulation, (ii) how can data be 

conceptualized for social media governance and what are the implications of these dynamics for 

IR, and (iii) what is the efficacy of data privacy laws in protecting user rights while social media 

companies influence US policymakers? 

In this paper, the arguments address that the US allows tech companies to influence the 

policies that would regulate their social media platform creating a conflict of interest. China and 

the US are trying to increase their data collection powers while the EU is advancing the largest 

tech-company taxation system in the world. The addition of algorithms are making it impossible 

to fully keep these corporations accountable and responsible. The neoliberal US Congress has 

clearly developed the opinion that they uphold law where it threatens their capital investments. 

The US identifies with Facebook but not with Tik Tok in this regard and is actively trying to 

codify its removal while shifting its conceptualization of data within the parameters of security 

concerns. The banning of Tik Tok and not Facebook by the US & the EU (government officials) 

demonstrates the geopolitical distrust in a ‘Chinese’ social media platform; which paints a full 

picture when it's clear that US social media companies are not welcome in China. In the lack of 

https://papers.ssrn.com/sol3/papers.cfm?abstract_id=4137418#:~:text=At%20the%20start%20of%202021,from%20every%20major%20region%20globally.
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universal data privacy laws, the jurisdiction and authority is trivialized by the lack of technical 

expertise in the opaque nature of Social Media data collection. Ultimately, this paper 

demonstrates the necessity for interdisciplinary approaches in understanding the complex 

dynamics of social media governance and its implications for IR.  

  

2. Literature Review/Theory  

The core perspectives analyzed relevant to the paper are (i) realism, (ii) liberalism, (iii) 

new constructivism and (iv) practice theory. Each was able to propose various perspectives on 

the relationship between these specific transnational corporations and states. For realism, 

concepts that are developed are of security dilemmas, power-maximizing efforts, and cost-

benefit analysis. Within the field of liberalism, discussing morality and legalism became the 

focus for identifying institutional practices of social media. New constructivism literature 

derived its focus on practice theory and relationalism. Because of the infancy of social media 

governance in IR literature, most of the literature derived from fundamental concepts on the 

effects of technological change (Eriksson & Newlove-Eriksson, 2021).  

 

Realism 

Realism is the theory that views states as unitary actors who seek only to survive in 

competition against other states through military capabilities (Carr, 2016). In contemporary IR 

literature, realism has primarily been the tool of determining security concerns because the 

psychological intentions of another state are unknown; pair this with the possibility of nuclear 

warfare, and you can understand how the theory is still compelling. The most relevant concepts 

that was pulled from realist theories was of offense-defense power balancing (James, 2022), 

conceptualizing data as a material resource (Eriksson & Newlove-Eriksson, 2021), the Cost-

Benefit Analysis (Rosecrance, 2001) and AI Security-Dilemma (Johnson, 2023). When studying 

realist scholars, I found many difficulties for the purposes of this paper. The actors involved are 

China, the US, and the EU. As an international organization (IO), the analysis on the EU became 

a quandary where studying each of the 27 members would have been necessary.  

However, I instead used the literature as a guide in examining the China-US tensions 

(Mearsheimer 2010) and varying perspectives of power-maximizing behaviors of states in the 

technological space. Determining power was difficult for this paper, but I settled on using 

https://www.diva-portal.org/smash/get/diva2:1639149/FULLTEXT01.pdf
https://link.springer.com/chapter/10.1057/978-1-349-95076-8_5
https://www.diva-portal.org/smash/get/diva2:1639149/FULLTEXT01.pdf
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‘communication power’ (Castells, 2009), which categorized the data collected as the ‘values, 

beliefs, attitudes, social behavior, and political behavior’ (ibid.) of a foreign country. The 

surveillance (Zeng, 2016, 1452) through social media could put the US in a vulnerable situation. 

Congress, from the hearings, is then perceived in the literature in a ‘managerial’ (Marvel & 

McGrath, 2016) role. For the data privacy laws, both China and the US maximized their power 

through different ways. For the US it was through their legal ambiguity for their ‘multi-

stakeholdership’ hegemony (Bader, 2019) and power to leverage international institutions 

(Layne, 2009, 787). For China, it was their persistence in expanding their power through national 

security reasons (Mearsheimer, 2010, 389) and keeping data stored in China with a policy called 

data localisation (Mishra, 2015, 146).  

 

Liberalism  

Liberalism follows suit in the notion that anarchy exists naturally but disagrees with that 

competitive reaction that states should follow; this concept stems from a complex 

interdependence with international institutions that coerces states to be cooperative (Keohane & 

Nye, 1977). The guiding principles of a liberal democracy being moralism and legalism 

(Keohane, 2012, 16); moralism and legalism are combined into one philosophical interpretation 

that laws can be governed for ethical purposes and ethics can be written into laws. Morality is 

valued in society for the economy to continue its miraculous process of global interdependence 

in this ‘Fourth Industrial Revolution,’ also known as the ‘Information Age’ (Carr & Lesniewska, 

2020, 391). Social media is birthed through innovation and the relationship between tech-

companies and the US is explored through the liberal literature (Baykurt, 2022).  

Liberalism and realism agree on many concepts with regards to the fear of China; 

however, the liberalist perspective sees China’s social media rise as a ‘sharp power’ (Melin, 

2020) through its soft-power manipulative app within the ‘attention economy’ (Pennington, 

2023, 18). China has cooperated in selling the companies they bought that sensitive US data in 

the past (Gerwitz & Weigel, 2019; Whittaker, 2020) but with Tik Tok, there has been refusal (Yu 

& Zhou, 2023). For data privacy laws, the liberalist view pulls literature that explains user data 

rights from the GDPR in the EU (Guerra et.al., 2021; Li, Yu, He, 2019, 1) and the vulnerable 

members of the US through a ‘patchwork’ of data privacy laws (Voss, 2017, 225). 

https://www.tandfonline.com/doi/full/10.1080/2158379X.2022.2129781?scroll=top&needAccess=true&role=tab&aria-labelledby=full-article
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The limitations of a liberalist perspective is that the mechanisms of control are far more 

complicated than extensions of institutions. The nuances and complexities of how platforms 

govern themselves is not fully explored through the lens of liberalist theory. That part is 

examined through new constructivism. 

 

       New Constructivism 

Building upon the previous literatures of norms, identities, and social actions that 

constructivism started with is New Constructivism. Instead of honing in on the existence of 

norms, it examines the ‘ongoing processes’ where actors are the focus of the analysis (McCourt, 

2022). Actors behave in a 'context-dependent’ manner (ibid.). However, the conceptualization of 

various relevant concepts like the online sociality on the platform society (Van Dijks et. al, 

2017), datafication (Carr & Lesniewska, 2020, 391), and platformization (Gorwa). All concepts 

relevant to understand the social ongoings of social media platform data collection. This 

literature became fruitful in understanding data privacy laws because the actor-focused 

congressional hearings didn’t derive specific ‘processes’ but obsessed over intent of character. 

Social media itself is full of ideas presented through User Generated Content (UGC) and the data 

is then stored in a material way through data centers. The literature in this section expands on the 

processes involved in social media. 

 

      Practice Theory (Empiricism) 

This field is the miscellaneous yet, empirical literature that helps determine processes like 

data harvesting (Apple Inc., 2021), penalties through data privacy laws (GJF Violation Tracker, 

2023; © CMS Legal Enforcement Tracker, 2023) and the funding of lobbyists (OpenSecrets, 

2023). The literature in this field, as open-ended as can be, led to legal philosophical questions 

on accountability through the usage of machines for grand-scale decision-making (Grandinetti, 

2021, 1). This theory is characterized as ‘methodologically neutral’ (McCourt, 2016), is a 

critique of commonly used theories which ‘box in’ our understanding of the world by using too 

many ‘isms.’ Its limitations is its removal from IR literature so as to make it harder to branch off 

of in the future.  

The literature grants a way to view the governing of social media companies through the 

realist view as a security threat, through the liberalist view as a valued commodity in a tough 
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‘attention economy’ (Pennington, 2023, 18), and the new constructivist view as a system of data 

collection that exists in another plane of existence called the platform society.  

 

3. Methodology   

3.1. Data Collection 

The sources collected for this paper includes the (i) qualitative content analysis of two US 

Congressional hearings where Tik Tok & Meta/Facebook CEOs give testimony, (ii) a qualitative 

comparative analysis of US, Chinese, and EU Data Privacy Laws with focus on legal framework 

and User rights, (iii) qualitative & quantitative comparative analysis on the penalties accrued by 

Tikok/ByteDance & Meta/Facebook with a description of the laws violated on the highest 

penalties, a (iv) qualitative comparative analysis of two corporate solutions by TikTok called 

Project ‘Clover’ & ‘Texas,’ (iv) and a quantitative comparative analysis on the US lobbying 

contributions (in USD$) by Bytedance and Meta from 2009-2022.  

With regards to the two Congressional hearings, from 2018 & 2023, they are both 

uploaded in their entirety (5 hours each) on the Washington Post Youtube channel. To guarantee 

the legitimacy of the statements, transcripts are pulled from the Washington Post and 

TechPolicyPress to cross reference with the auto-generated text from Youtube videos. Each 

hearing is approximately five hours, so the researcher watched the hearings while note-taking 

and then re-examined the statements through the transcripts. The codification process was 

through jotting down any mention of relevant laws, potential bills to pass, and anything that 

deems the CEO as acting in ‘bad faith’ with Congress. 

For the various data privacy laws, pdf files are pulled from the federal websites of the 

US, China, and EU. The five relevant US data privacy laws include: the Fair Credit Reporting 

Act of 1970 (FCRA), Health Insurance Portability Act of 1996 (HIPAA), Gramm-Leach-Bliley 

Act of 1999 (GLBA), Children’s Online Privacy Protection Act in 2000 (COPPA), and 

Clarifying Lawful Overseas Use of Data Act of 2018 (CLOUD Act). For the EU only the 

General Data Protection Regulation (GDPR)  is analyzed. The three data privacy laws referenced 

for China include the National Intelligence Law of 2017, Personal Information Protection Law 

(PIPL) of 2021, and their Counter-Espionage Law of 2014. In regards to China, they are 

translated to English on their official federal website. The data collected on these data privacy 
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laws are codified by breaking it down to choice words/laws pertaining to user rights and rights 

permitted to the state.  

The data pertaining to penalties are collected through two websites, GoodJobsFirst’s 

(GJF) Violation Tracker and the Enforcement Tracker by © CMS Legal 2023. Both are 

independent private firms that monitor the ongoing penalties of businesses. The Enforcement 

Tracker is specifically set on GDPR penalties whereas the Violation Tracker is primarily for US 

penalties broadly. Regardless, both entities provide information that is collected for this paper: 

(i) name of defendant, (ii) amount of penalty, (iii) listed law that was (potentially) violated. This 

data is then pulled on ByteDance/Musical.ly/Tik Tok and Meta/Facebook to capture a wide net 

of settlements on these entities. However, for the US, private lawsuits were not included.  

The corporate solution to data privacy was brought up through the Tiktok Congressional 

hearing and I pulled, both mentioned, Project ‘Clover’ and ‘Texas’ from Tik Tok’s website. The 

structure for the Tik Tok website is that they have a list of countries on their ‘Newsroom’ to click 

from. For the ‘Ireland’ page, I found the principles of following the GDPR. However, to find 

Project ‘Texas,’ one would have to type specifically for the TikTok ‘USDS’ url and then click on 

‘About’ to find the principles. These principles are then analyzed in a similar way to the user 

rights of the data privacy laws for comparison. 

With regards to the quantitative data on Lobbyist contributions, OpenSecrets is a non-

profit organization that is derived from the merger of two previous organizations to monitor 

campaign financing and lobbying (NIMP & CRP); which are all located in Washington D.C.. 

The data collected is the timeline of how much was spent in lobbyist contributions to US 

Congress from 2009-2022. The reason for this timeline is because that is the timeline for all 

Facebook lobbying contributions and 2009 is when they started while ByteDance/Tik Tok began 

in 2019.  

 

 3.2. Methodology of Analysis & Limitations 

The first section of the analysis is divided by the role of congress and is illustrated 

through a realist lens and liberal perspective. They demonstrate the tension between the 

commodifying nature of Facebook and the security concerns of Tik Tok. While regulation is 

unwanted generally by the US, they are struggling with determining the essence of what social 

media is and where regulation could step in for TikTok but not for Facebook. The second section 
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of the analysis is structured by (i) a realist understanding of the utility of data privacy laws and 

their absence, (ii) a liberal conceptualization of treating user rights as human rights and/or a 

commodity, and a (iii) constructivist critique that highlights the paradoxical concepts of data 

governance. In the last section of my analysis, I assess the processes of these Social Media (SM) 

companies and States by reviewing (i) the SM Companies’ proposed solutions to data privacy, 

(ii) the amount of Lobbying spent in US Congress by Tik Tok (ByteDance) and Meta, and (iii) 

outlining why accountability is becoming more difficult because of algorithm governance. This 

section utilizes practice theory and the relationism at hand through empirical processes 

discussed.  

For the realist perspective, Mearsheimer’s (2010) offensive realism is used profusely in 

the analysis to treat the laws and the hearing as opportunities for the states to maximize their 

power against other states. In the liberalist perspective, Keohane’s (2012) concepts of 

moral/legalism are the guiding force between understanding why congress is acting hostile 

towards TikTok and more forgiving to Facebook. The new constructivist perspective, by 

McCourt (2016 & 2022) allows empirical research to not be bogged down through the boxing 

mechanism of ‘isms’ and keep the focus on processes over actors. 

Truth be told, this mixed approach with theory is not without its limitations. Not having a 

specific foundational theory to lead you will amass more unnecessary data to the research and 

force the researcher to explain more concepts then analyzing at times. However, because of the 

infancy of studying platform governance, IR scholars have had a heavy amount of confusion 

attempting to set cogent theories. That's why this paper aims to lead us to theory after the data is 

collected, not before. The actors involved, who may be a mix of public/private affiliates, are not 

working with data privacy laws because of a ‘grand abstract theory’ but because of their 'context-

dependent nature’ (McCourt, 2016, 476). This is especially true with American politics but the 

EU & China seem to be ideologically consistent. It can be argued that this paper hyper-

emphasizes the role that the US has in the debate of social media governance and this is true. 

More research is required to identify whether or not data privacy laws are ethical in China, 

efficient with the GDPR, among the other 157 data privacy laws. A deeper comparison needs to 

be made, as this paper could be argued as not analytical in the legal aspects enough. In addition, I 

personally use Facebook and not Tik Tok, which may have an impact in the assessment of the 

apps. 
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4. Analysis  

4.1 Congressional Hearings of Tik Tok & Facebook 

(Picture 1 & 2. Photograph on the Left is of 

Mark Zuckerberg before Congressional Hearing (2018) and photograph on the right is Shou Zi 

Chew before Congressional Hearing (2023)) 

 

4.1.1. Realism: Congress as US State Power  

Technology is perceived in realism as a ‘force multiplier’ and categorized as material 

capacities of a state (Eriksson & Newlove-Eriksson, 2021, 6). When a new technology is created, 

like nuclear weaponry or the internet arrives (Drezner, 2019, 294), it has the potential to shift the 

status quo power dynamics. The US is taking advantage of their defensive position within the 

confines of the congressional geostrategic setting, which is far stronger than any offensive means 

(James, 2022, 498), to tackle the problem. They are deciding the fate of these social media 

companies that operate in the US and a potentially relevant characterization of the US in this 

endeavor is as the ‘reluctant sheriff’ for the world to witness both parties (Mearsheimer, 2001, 

50). The US has a vested interest in curbing China’s influence because the ‘communication 

power,’ which is the collection of data via communicative applications (Castells, 2009), is not 

reciprocal. If Tik Tok is a Chinese company, they are operating in the US & EU as a hypocritical 

statement by China because western apps are banned from entering the digital marketplace for 

Chinese users. If the US does not attempt to ‘balance’ the power dynamics (Rosecrance, 2006), 

they may be out of the rule-making process and allow the hypocrisy to be left ‘grandfathered’ in 
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as the exception. In this framework, how are the concerns of Congress different between the 

Facebook and Tiktok hearings? 

Broadcast to the public, both CEOs enter to a barrage of photographers (picture 1 & 2) 

and line of questioning soon begins.In precise language, the magnitude of a CEO’s presence in 

Congress is that they will be subject to Title 18, Section Two, 1001 of the United States Code, 

which means if anyone testifying “makes any false, fictitious or fraudulent statements or 

representations,” a prison-sentence of 5 years and/or fine of $10,000 can be enacted (18 U.S. 

Code § 1001). Congress is acting as the de facto prosecutor who cross-examines on behalf of the 

US and makes their judgements/opinions aloud during their time allotted.  

 

            Facebook 2018 

Mark Zuckerberg, CEO of Facebook/Meta, arrives to congress 18 months after the 

Cambridge Analytica scandal. This was a data breach that happened before the US 2016 election 

where 86 million Americans had their data extracted from Facebook and profiled for the sale of 

any data brokers domestically/internationally. From a realist perspective, the serious concerns for 

Congress included: (i) privacy, (ii) political influence, and (iii) security. 

Sen. Grassley (R-IA) stated that, “data privacy should be tethered to Consumer needs 

and expectations,” (Washington Post, 2018) which starts off the genuine concern of privacy for 

Congress: do consumers have trust in your product? Multiple congressmen express that they 

use the platform and appreciate the value of it. The cost-benefit analysis (Rosecrance, 2001) of 

intervening on the platform is deemed as unnecessary and the solution is rhetoric about 

broadening the responsibility of Facebook to ensure data privacy. 

Every congressman is considerate about elections and the integrity it holds. To this point, 

Zuckerberg expresses his anxieties of foreign interference in elections by exclaiming the US is 

currently engaged in an ‘ongoing arms race’ of foreign influence on Facebook (Washington 

Post). This arms race, also known as the security-dilemma, is not without its merits. US and 

China technological relations are distrusting towards each other's intentions with their 

technological developments. This dilemma is understood through the ‘dual-use of technology’ 

and the possible ‘securitization’ through which the technologies can be used (Johnson, 2023, 

159).  
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On the point of security concerns, personal US data was processed to organize ‘troll 

farms’ whose purpose was to influence the 2016 US election using fraudulent accounts on 

Facebook (and other platforms) by a Russian propaganda company called the Internet Research 

Agency (Howard et.al., 2018). The fact that the Internet Research Agency had personal user data 

of Americans was received as a security threat to Congress. The public had no idea about it for 

almost 2 years to which Congress emphasized that if any data breaches occur in the future: 

inform those affected in a timely manner.  

 

       Tik Tok 2023 

 There is a significant contrast, from a realist perspective, of the security concerns of 

Facebook to Tik Tok. Facebook has always been under the purview of US laws while Tik Tok 

stems from its parent company: ByteDance. What is ByteDance? ByteDance is the tech giant 

conglomerate that is headquartered in China and owns multiple social media platforms like 

Douyin, Toutiao, and Lark (Kaye et. al., 2020, 230). The importance of ByteDance is that they 

own two incredibly similar platforms: Tik Tok and Douyin. The difference is that Douyin is only 

accessed in mainland China in a ‘self-sustained media ecosystem’ (ibid.) while Tik Tok has been 

accessed internationally. As such, Tik Tok has been subject to international scrutiny. The 

argument by Congress, in a ‘bipartisan’ fashion, is that Tik Tok raises immense security 

concerns because of the ‘Confucian’ chain of command (Latham, 2007) from ByteDance and 

then the CCP. They demand immediate dissolution of any business relationship, especially one 

where they are under their chain of command. From a realist perspective, they (i) question the 

rights permitted to Tik Tok, (ii) accuse Tik Tok of supporting content censorship, and (iii) treat 

Tik Tok as the rival states infiltrating US personal data.  

It is vital in this comparison to understand that in its sector, Tik Tok & Facebook are 

virtually both Social Media companies; thus, they are given the same rights. One of those rights 

which will be brought up in the constructivist perspective is Section 230. When Section 230 is 

brought up to Chew, a dark picture is set. Rep. Bob Latta (R-OH) said, “Section 230 protected 

Tik Tok from being held responsible for the death of a 10 year old girl who participated in a 

blackout challenge… Section 230 was never intended to shield companies like yours” 

(Washington Post, 2023 ). The goal being that if Tik Tok is stripped of their rights under Section 

https://journals.sagepub.com/doi/10.1177/2050157920952120
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230, then they can be removed from the US audience. To be clear, the realist perspective takes 

their presence as a threat to US hegemony and this was one way they tried to discredit Tik Tok.  

The Tik Tok hearing revealed many remnants of the US-China security tensions. In the 

hearing, a line of inquiry on the suppression of information on the Uyghur ‘genocide’ (how 

congress labeled it) came to. Rep. August Pfluger (R-TX) even asked if “Tik Tok supports 

genocide?” (Washington Post, 2023). Chew answered ‘no’ and afterwards Rep. Cathy McMorris 

Rodgers (R-WA) asked if ‘any moderation tools [have] been used to remove content on Tik Tok 

associated with the Uyghur genocide? Yes or no?’ The answer Chew gave was that they do not 

remove that content, especially not on behalf of the CCP. To paraphrase, Chew stated that Tik 

Tok only removes content when it violates the Community Guidelines and not when it is 

politically charged; they want freedom of expression to remain on their platform.  

The logic of inquiry explains three things: (i) if Tik Tok supports genocide, the Uyghur 

and Rohingya genocide is not considered a failure of moderation, (ii) if moderation tools are 

used to remove UGC on Tik Tok, with any information related to Rohingya & Uyghur genocide, 

then there is content censorship. (iii) if Tik Tok is doing content censorship, then there is 

censorship directed from the chain of command of the CCP.  

Anna Eshoo (D-CA) argued that there is no ‘private sector’ in China and under Article 7 

& 10 of China’s National Intelligence Law, ByteDance must be compliant in sharing personal 

US data to China if requested (Washington Post, 2023). The laws will be reviewed further in the 

second section but if this claim is true, then China would have open access to all the US personal 

data processed through ByteDance and consequently: Tik Tok. Chew argues that there is a 

‘digital wall’ between Tik Tok and Bytedance where they cannot access the others' data. The 

notion of a digital wall was treated as ludicrous and fictitious to which they reminded Chew that 

he was under oath.  

 Tik Tok itself,  Congress argued, can be used as a weapon through misinformation, 

propaganda, and fraudulent user generated content. This is considered dangerous because the 

visual-audio user generated content is often considered true even though it is a product of the 

‘misinformation effect’ (Ulatowska et. al. 2016). As the study suggests, humans do not question 

information which is delivered auditorily and visually: it just is. The danger of this is stupendous 

if you add in the artificial intelligence content creation that is rampant on social media.  
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In summation, from a realist standpoint there was major concern as to the impact from 

both of these platforms but they differed substantially. Tik Tok was the embodiment of Chinese 

expansion to steal US personal data and Facebook made critical errors in their security efforts 

that needed to be rectified to return the trust of the American public. 

 

4.1.2. Liberalism: The US’s Goal of Non-Interference 

 Liberalism perceives technological change optimistically through various concepts of 

globalization and complex interdependence between foreign/domestic international institutions 

(Eriksson & Newlove-Eriksson, 2021, 6). Institutions, as the primary actors, created to put 

accountability on social media platforms are within the public and private sector. Concepts of 

moralism, legalism, and legalization are prominent in the conceptualization of the liberal 

democracy that has governed the US for over 30 years (Keohane, 2012, 106).  Legalization in 

this case is the determination if the business should be considered an entity that is allowed to 

continue in the US markets (ibid.). Moralism and legalism, in this case, that the morals of the 

public can be made by extension of laws. In other words, checks and balances are essential for an 

institutional liberal democracy, and a hearing can describe the aspects needed for the market to 

remain untouched (Nye, 2022, 176). 

With regards to the US, their mantra is to implement a ‘constitutionalist’ government 

which limits the role of government and upholds the power of the constitution created. However, 

the constitution proves far too ambiguous in the ‘Fourth Industrial Revolution’ (Carr & 

Lesniewska, 2020, 391). 

 

          Facebook 2018 

Zuckerberg’s reason for being in Congress is to (i) explain the technical nuances from a 

normative perspective, (ii) make clear what foreign influences are attacking the US, and (iii) 

apologize for not shielding Americans data from the Cambridge Analytica scandal. From the 

jump, the relationship has already been established between Silicon Valley tech companies  and 

Congress (Baykurt, 2022). When tech companies, Facebook included, saw the shift from soft-

power to tech-nationalism and were keen on joining the US (ibid.).  

In 2018, when Zuckerberg testified, there was consideration given to regulations that 

could be used on Social Media companies. Sen Roger Wicker (R-MISS) repeatedly stated the 

https://journals.sagepub.com/doi/pdf/10.1177/0047117812438451
https://www.tandfonline.com/doi/full/10.1080/2158379X.2022.2129781?scroll=top&needAccess=true&role=tab&aria-labelledby=full-article
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sentiment that he doesn’t want to stifle innovation with regulations but Zuckerberg states that he 

believes regulation is ‘necessary’ in this industry, and would welcome the ‘right regulation.’ 

(WashingtonPost, 2018).  

The rapport between Congress and Zuckerberg clearly at times demonstrated the 

collaborative nature because this was an American CEO’s opinion on the topic. Proving this 

point, Sen. Jon Tester (D-MT) exclaimed that ‘Facebook is an American company,’ and that 

Facebook has a responsibility to the American citizens' freedom and liberty; the private data of 

millions of Americans was stolen and a breach of trust troubles the state of Montana 

(WashingtonPost, 2018).  

In the same Congressional hearing, Zuckerberg apologizes for the mishandling of the 86 

million users' data during the breach from the Cambridge Analytica scandal; he is also revealing 

himself as an indispensable asset to the US.  

 

➔ Sen. Dean Heller (R-NV),“Do you think you’re more responsible with millions of 

Americans' personal data than the federal government would be?”  

➔ Zuckerberg responded, “Yes.” (WashingtonPost, 2018, 7:51:26).  

 

This relationship of the private sector data collecting companies has been demonstrated to 

be somewhat linked to the national security public sector of the US in a ‘blurry relationship’ 

(Farrell & Newman, 2016, 124). This blurry relationship was revealed by Edward Snowden 

when he released information to the Guardian, exposing the National Security Agency’s (NSA) 

domestic and international Surveillance-Industrial Complex under the Prism, XKeyscore and 

Tempora program (Fuchs, 2017, 202). Zuckerberg appears to be correct in stating that they are 

more responsible with Americans user data, but that is not for Facebook doing a good job but for 

the US doing a bad job. In essence, it is easier to penalize a company for malpractice than a state, 

and in that way Facebook fulfills its obligation of being a tech ‘scapegoat’ for the public sector 

incompetence (McArdle, 2018).  

 

          Tik Tok 2023 

The US is in the process of ‘technological decoupling’ from China to avoid complex 

technological interdependence (Bateman, 2022, 1). The risks of this interdependence is assessed 

https://www.washingtonpost.com/opinions/facebook-is-americas-scapegoat-du-jour/2018/03/22/58699078-2dff-11e8-b0b0-f706877db618_story.html
https://carnegieendowment.org/files/Bateman_US-China_Decoupling_final.pdf
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by the US Intelligence Community in 2021, where they claim that China has been increasing 

their efforts to influence the US through “policy preferences, mold[ing] public discourse, 

pressure political figures … and muffle criticism of China” (Bateman, 2022, 81). This brings us 

to the Congressional hearing of Tik Tok and it’s hard to argue that Congress came with a ‘good 

faith’ investigation with regards to Tik Tok (Fowdy, 2023). Congress is aware that if Tik Tok is 

allowed to operate in the US marketplace, it may (i) disrupt the institutions that Congress are 

currently interdependent with, (ii) influence the US with China’s implementation of ‘sharp 

power’ (Melin, 2020, ) and (iii) legitimize their hostile business practices.  

With fairness to the US, they have had three election cycles where social media played a 

key role and US policymakers have been given the difficult task: to keep freedom of speech on 

these platforms but not allowing social media platforms to weaken the democratic institutions of 

the US (Schleffer & Miller, 2021). Highlighting Tik Tok, which has surged in prominence, it has 

the capacity to dominate the competitive space of social media platforms. Reviewing social 

media analytics from 2019 to 2023 (Kepios, Figure 3 & 4), we see that Tik Tok/Douyin who are 

500 million users to now: Tik Tok separately has 1.05 billion users and Douyin has 715 million. 

In the last 4 years, Tik Tok has surpassed FB messenger (931 million).  

The concept of a ‘Tech-Cold War,’ promotes the idea that there exists ‘tech-nationalism’ 

in the US and China’s foreign policy (Baykort, 2022, ). If certain assumptions are established, 

this approach is not without merit. The first assumption is that China has developed a tool of 

‘sharp power’ which has the capabilities of ‘manipulation, propaganda, control, and influence 

mechanism’ (Melin, 2020). The second assumption is that China has the intent of competing with 

American social media platforms like Youtube, Facebook, (etc.) within the ‘attention economy’ 

of the world’s capitalist system (Pennington, 2023, 18). The last assumption is that the US does 

not employ similar tactics of sharp power on its own populus or uses it only on other countries. 

In the free market, shouldn’t the most demanded product be allowed to surpass the 

competition? The problem is that in the attention economy, a developed ‘Charm Offensive’ uses 

the psychological dependence on these platforms potentially causing addiction (Kurlantzik, 

2019). These concerns were not focused on when Facebook shot to prominence, but the 

argument could be that Facebook is not as addictive as Tik Tok. Regardless of the merits of this 

statement, which will be disputed in the constructivist section, the US Congress’ concern is that 

Tik Tok is ‘digital crack-cocaine’ for US users where China is the dealer (Pennington, 2023, 12).  

https://carnegieendowment.org/files/Bateman_US-China_Decoupling_final.pdf
http://epaper.chinadaily.com.cn/a/202303/28/WS64221f3ba310777689887a7f.html
https://tnsr.org/2021/07/the-political-effects-of-social-media-platforms-on-different-regime-types/
https://tnsr.org/2021/07/the-political-effects-of-social-media-platforms-on-different-regime-types/
https://kb.osu.edu/bitstream/handle/1811/102799/Thesis_Pennington_2023.pdf?sequence=1&isAllowed=y
https://www.iwp.edu/wp-content/uploads/2019/05/20181017_kurlantzikcharmoffensivehowchinassoftpower.pdf
https://kb.osu.edu/bitstream/handle/1811/102799/Thesis_Pennington_2023.pdf?sequence=1&isAllowed=y
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If the US trusted Tik Tok, then they would grant them legitimacy and legalize their 

business-model. An attempt at developing trust occurred when the Committee on Foreign 

Investment in the US (CFIUS) demanded that ByteDance sell TikTok to an American company 

like Walmart or Microsoft (Yu & Zhou, 2023). Or more generally with China when a Chinese 

company called Beijing Kunlun had to sell its shares of Grindr to an American company called 

San Vicente Acquisition (Gerwitz & Weigel, 2019; Whittaker, 2020). The national security 

concerns of CFIUS was that China could access the data of 27 millions users that contain 

‘explicit photographs,’ ‘HIV status’ and other information that could be used as blackmail 

(ibid.). In this regard, China allowed the sale of Grindr to appease security concerns of the US 

but with ByteDance, they have denied CFIUS’s request twice. This is why they need so many 

‘commitments’ from TikTok.  

During the hearings, the term ‘commitment’ was used to confine the CEOs (especially 

Tik Tok) under the pretense that if they lie by saying they will make a commitment and do not, 

then they can be criminally prosecuted (18 U.S. Code § 1001). In the frequency of words used, 

approximately 41 times they asked Tik Tok for a ‘commitment’ and only 2 times on Facebook’s 

side (Figure 5).To ask for approximately 41 commitments is significant, that is a large amount of 

trust-building that Tik Tok must do that was never discussed in the same way as with Facebook.  

If congress’ words are to be seen through a liberal perspective, Facebook is allowed to 

regain the trust of the American public and Tik Tok is a puppet for China’s ‘sharp power’ it 

challenges the moral fiber of the US’ goal of ‘non-interference’ towards these social media 

markets. If rules of law are set in motion towards Tik Tok, would those constitute similarly for 

Facebook?  

 

4.2. Data Privacy Laws 

This section serves to compare the (i) principles, (ii) user rights, and (iii) purposes of data 

privacy laws by comparing various data privacy laws of China, EU, and US. Concretely, it is 

easier to understand the ideological consistency of the EU and China, but is more challenging to 

understand the ‘patchwork’ of data privacy laws of the US.  

https://asia.nikkei.com/Business/Technology/U.S.-orders-ByteDance-to-divest-TikTok-or-face-potential-ban#:~:text=The%20company%20considered%20selling%20TikTok's,bans%20under%20the%20Trump%20administration.
https://www.theguardian.com/commentisfree/2019/may/18/grindr-us-security-china-new-cold-war
https://techcrunch.com/2020/03/06/grindr-sold-china-national-security/?guccounter=1&guce_referrer=aHR0cHM6Ly93d3cuZ29vZ2xlLmNvbS8&guce_referrer_sig=AQAAACftkBjEsIrY7XxPgALPEDCrNVTbD2X2h6LpIn-6bwtOCvXtf8j9HONOgs9z72s31-Z7mWpofJscygqeImBV9V8RwjUyoC2Zv9WRFIrZv41-KSr6zpjtuzENmWolpXlpw0FctOPUp-WxJyL2G8OOP3DTB-Xy5OqOdeoFcROOnyA_
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4.2.1. Realism: Evidence, Security, Power-Maximizing 

Data privacy laws, in a realist perspective, serve two primary functions: increase the 

power of a state and protect itself from other states. For this analysis, primarily the data privacy 

laws of the US & China will be discussed because the EU garners a liberal multi-country laws 

which concern itself with user rights as its primary concern. 

As the current hegemonic power of information technology, the US has vulnerabilities 

that are present from their overflowing data resources. In order to ensure their state’s survival, 

they positioned themselves as the current “multi-stake holdership” hegemony over the Internet 

using their private sector (Bader, 2019, 250). Therefore, the US has been slow to create any Data 

Privacy Laws to regulate the private sector because over-regulation may hinder their current 

unipolarity of power and their “leverage to reshape international institutions, standards of 

legitimacy, and economic globalization” (Layne, 2009, 787). However, if personal data of US 

citizens leaves them vulnerable to foreign states, then the priority becomes determining where 

the data gets stored and who has access to it. Several concepts in IR have been developed to 

discuss this particular quandary with subjects like: cyber sovereignty, internet governance, data 

sovereignty, and information sovereignty (Daskal & Sherman, 2020, 4; Polčák & Svantesson, 

2017, 209-210; Mishra, 2015,  ).  

The Patriot Act is necessary to bring up when discussing power-maximizing efforts by 

the US. It allows the US to gather intelligence for security purposes along with profiling the data 

after the 9/11 terrorist attack (Zahra, 2011, 64). Due to the nature of US law, the prevalence for 

creating laws because of security, it is devoid of a high degree of accountability by their civil 

society. Even when the US promotes freedom and privacy, they attempt to improve their data 

collection capacities and bypass corporate attempts at privacy. For instance, Microsoft, in 2013 

denied the US Department of Justice (DOJ) access to their users emails and thus, a battle 

between state’s rights in collecting digital evidence ensued (Polcák & Svantesson, 2017, 200). 

The historic Microsoft Corp. v United States case forced the US to create a law called the 

Clarifying Lawful Use of Data Overseas Act (CLOUD Act) which expedites the practice of 

sharing information on users between states (253 F.3d 34). Thus, making the case a moot point 

before the Supreme Court and allowing the cross-transfer of specific data to pass between 

consenting states for investigation purposes. Through offensive realism, the US is maximizing 

https://www.jstor.org/stable/24711143
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their power for their data-collection legitimacy. Offensive realists  (Mearsheimer, 2010, 389) 

argues they should because China is acting in the same power-seeking capacity.. 

China’s data privacy laws are also in a constant state of ensuring security but they have 

decided to insulate them from ‘western’ platform society by insulating themselves from the 

platforms like Google, Facebook and many more (Mishra, 2015, 146). There is a degree of fear 

that if western media gets spread through an authoritarian state like China, the one-party grip 

over the country might slip. China is existing in an ‘Internet development and regulatory model 

that combines elements of (i) capitalism, (ii) authoritarianism, and (iii) confucianism’ called 

authoritarian informationalism (Jiang, 2010, 72). With a pulse on the populus and constant 

reinforcement, the authoritarian regime has evolved within the global digital economy but 

refuses to integrate socially via western social media apps. The data privacy laws written, like 

the National Intelligence Law of 2017, are described to ‘safeguard national security’ and 

‘safeguard state power ' (National Intelligence law, 2017). 

 China’s policies are insightful because they demonstrate two clear online border controls 

employed, which are (i) content censorship and (ii) data localization policies (Daskal & 

Sherman, 2020, 13). Their data localisation policies propose that data generated by and about 

Chinese people should be stored exclusively within China. To be clear, when China refers to 

sovereignty, it is to legally use Article 2(4) of the United Nations, which argues that all states 

should respect other states ‘territory’ (UN Charter, Art.2(4), 1945); this is extended, in China’s 

opinion, to the digital landscape. Furthermore, content censorship is not unique to China and has 

been practiced in various forms in other countries. However, technological capacities ramped up 

during the ‘Golden Shield Project’ in 1998 (also called the ‘Great Firewall of China’), which 

actively blocked the flow of information from non-Chinese sources (Zheng, 2016, 1446). Their 

laws, including the (i) National Intelligence Law of 2017, and (ii) Counter-Espionage Law of 

2014 demonstrate a high-degree of distrust of other states alongside minimal rights for its ‘data 

subjects’. 

The National Intelligence Law of 2017 is remarkably similar to the US CLOUD Act in 

that it requires all entities to cooperate in transferring any data under the guise of ‘national 

security.’ It’s stronger than the US CLOUD Act because it does not need a warrant or any legal 

procedure to demand information from any individual/organization domestically or abroad 

(Tanner, 2017). Similar acts have been made in China like the Counter-Espionage Law of 2014; 

https://watermark.silverchair.com/poq016.pdf?token=AQECAHi208BE49Ooan9kkhW_Ercy7Dm3ZL_9Cf3qfKAc485ysgAAAsswggLHBgkqhkiG9w0BBwagggK4MIICtAIBADCCAq0GCSqGSIb3DQEHATAeBglghkgBZQMEAS4wEQQMJlfJO4d7f9znv60jAgEQgIICfium6VopG2CtcAzY8rf3dDwVM6X_uW6LTtGRPZf5LLZKFfe4Km3X0GV3X6qy8hfbAdGUslaasb0xRCHYyRIy4DgvJHrWhgrC6v3z6mnLN4Goe4r9WpEXhDacQ_Hq4bVykxC8_7ol6nBPSQyIArukV4KxRy7jEQc32eCNeI331PEr3VHkBl3iGLqUFSmHjb5KcPK9dpT8IA8A005y04Lc9aFIQFpo1bZc8gnqfIcLEAQnRgHKezqLl5Z35d6Z2pIZMWW4mL9T_c5NATEVredZlmreHom-k8PvDmyi_D1rn2-C3Bo3ZTm8e49gghJVgXab-9PY_fk35e24Fdc-GfgLtbU7Hpg25ig5Wj0-eZV8be8s_n4-U58pbONY2zZlVnXNs1NhzbGKTngAqKv4KxMzMkPlpak3vUKupZoDyFtB6DbnUQ2TWN9PQ5471iEP_l0aH2v5ym9U6vI2s1JMmBTb2S1c934urRKz67Lg8ajbJaWazwCH96OiZTpyhAmkWgXFbVCN0fTcLxARyw9mdQaRmj4SSA5N9pm8Vid_zQjcQUy8ZjTedRbn7RTuWSV99OECTQrTllO-kngf-fuWLbuk8-afW9qIyVtS8lc38dEOu1deSSwnKTggUPYmbm2jjotN0KEAiryhelUj23LSQC0hyn5M857TdISujx0TijYIHd7ZqLRXOvajkWlLYK12GGjibGzZ262pyqwk0uA8ViCWIToWLaAIAteVwjkUSj_r2ub0BZuYuvNhjfwebCQjnIp3q9p-b0jzw_inan8cvoXDCvac82a41MN5p0jgceaGAWar0KUfDFSIs7ZBSKthtY4ClhiN7rqBQWJYouj4_CH-
https://cs.brown.edu/courses/csci1800/sources/2017_PRC_NationalIntelligenceLaw.pdf
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which broadly defines espionage that harms national security interests and grants privileges to 

monitor/control activities inside and outside of their border (ibid.). This promotes the same 

power that the US has in the Patriot Act.  

While the US and China act on the principles of state power over their TNCs, the EU has 

ensured that the states choose through their parliament the supervisory authority. The 

supervisory authorities responsibilities are (i) enforcing GDPR regulations, (ii) cooperation with 

other member states supervisory authorities, (iii) and educating the relevant organizations and 

DPA (Voss, 2017, 229). The state’s power is through the delegation of this organization to fulfill 

their jurisdiction's laws.  

In summation, the realist perspective views the ambiguity of US data privacy laws as 

their nature to keep options open, the Chinese data privacy laws are reinforced security measure 

to maintain authoritarian informationalism, and the EU data privacy laws to ensure states can 

appoint the relevant information technology experts to adjudicate their state laws jurisdiction 

through investigations and potentially penalties. 

 

4.2.2. Liberalism: Morals & User Rights  

Liberalism aims to allow the markets to proceed in a moralistic and legalist manner 

(Keohane, 2012). Since, interoperability and data storage is needed for the functionality of all 

internet services, laws are created to protect the users in the market. What is new in this field is 

that instead of commodifying a person's object like property, it's (i) harvesting profiling data on 

anyone who activates their platform, (ii) studying users online/offline behavior, and (iii) 

commodifying it for third-party advertisers/data brokers (Apple Inc, 2021). This process is called 

‘datafication’ (Van Dijks, 2018, 33). Following the aforementioned legalization concept, this 

industry is made legal through the rights of consent given by the individuals. The EU is leading 

this charge with their The General Data Protection Regulation (GDPR) as it's the most 

significant data privacy laws safeguarding individuals rights and freedoms with regards to their 

personal data (Voss, 2017, 223). Consent is the highest priority, which can allow the social 

media industry to continue (under regulation) the ‘processing, storing, and managing (of) data’ 

within the jurisdiction of the EU (Li, Yu, He, 2019, 1). Consumers can withdraw consent and 

TNCs (referred to as ‘controllers’)  have to abide by certain rules or else they are penalized with 
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a large fine (ibid.). Those consumers protected by the GDPR are called ‘data subjects’ and have 

been labeled as such since the Data Protection Directive (Voss, 2017, 225).  

 

The relevant laws for user data rights included of US, China, and the EU:  

❖ China’s Personal Information Protection Law (PIPL) of 2017,  

❖ The US’s ‘patchwork’ of laws that provide rights of the users data (HIPAA, 

COPPA, GLBA, and FCRA), and  

❖ The EU’s (GDPR) ‘data subjects’ rights.  

 

Amongst the laws, there are rights that are summed up with one word for comparison and 

several patterns emerge.  The US focuses across the board on ensuring (i) notice, (ii) security, 

and (iii) access for the users data collected within the credit sector, financial sector, medical data, 

and for children under 13. It differs where disclosures of data usage by HIPAA and FCRA but 

not COPPA or GLBA. Amendments on the data are allowed for the financial sector and medical 

data but not for credit data nor data on children under 13. As mentioned before, the US was slow 

in creating any comprehensive data privacy laws. When they have, it was not for the consumers' 

benefit. These laws have been created to facilitate the functioning of the Internet (Section 230), 

safeguard children under the age of 13 (COPPA), protect healthcare information (HIPAA), 

secure banking, finance, insurance data (GLBA), safeguard credit information (FCRA) and 

expedite data sharing for criminal/civil investigations (CLOUD Act).  

It’s valuable to review the PIPL and GDPR simultaneously because in a vacuum, it 

appears China guarantees enough rights for its netizens. However in contrast to the EU, it is 

lacking enormous qualities like transparency, erasure, and the damage of automated decision-

making algorithms (Guerra et.al., 2021). While appearing insignificant, the difference is that in 

the EU, there is an open possibility to remove your data and appeal when the decision against the 

erasure was made by someone who is not human (Laird, 2022). This is not the case in China.  

 

 

 

 

 

https://www.privacypolicies.com/blog/gdpr-vs-pipl/
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 General Data Privacy Laws Overview 

USA EU China 

HIPAA, COPPA, GLBA, and 

FCRA  

GDPR  PIPL 

 

     USA Federal User Data Rights 

HIPAA COPPA GLBA FCRA 

Pertaining to Medical 

data  

Children under 

the age of 13 

Pertains to data in the Finance, 

Banking, and Insurance sector 

(Nonpublic Personal Info- NPI) 

Pertaining to their Credit 

information data 

notice awareness notice notice 

 security security security 

access access access access 

restriction request. consent opt-out authorization 

confidential  enforcement  correction investigations 

amendment  amendment dispute 

disclosure accounting   disclosure 

 

       GDPR ‘Data Subjects’ Rights 

A.12 A.15 A.16 A.17 A.18 A.20 A.21 A.22 

transparency access rectification erasure Restrict 

processing 

portability object review automated 

decision-making  

 

  PIPL Rights of User’s Intelligence 

A.13 A.44 A.45 A.46 A.15 A.49 

consent informed duplicate rectify withdraw agency over deceased 

relative’s data 

 

https://iclg.com/practice-areas/data-protection-laws-and-regulations/usa
https://gdpr-info.eu/
http://en.npc.gov.cn.cdurl.cn/2021-12/29/c_694559.htm
https://blog.rsisecurity.com/what-rights-do-you-have-under-hipaa/
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In summary of the liberal perspective, the US protects the user data only on vulnerable 

user data as to not stifle innovation, the EU maintains the broadest spectrum of user rights for its 

‘data subjects’ and China is mimicking certain qualities of the GDPR while missing key 

features. 

 

     4.2.3. New Constructivism: Paradoxes in Data Governance  

 Within the legal frameworks discussed, the discussion of data governance has been 

controversial. As Obendiek (2021) states, there are four legal conceptualizations of data: (i) 

individual & human rights issues, (ii) security oriented tools, (iii) economic resources, and (iv) 

universal rights with global standards. It appears that the EU is taking the economic resource 

approach with consent of the consumer. China is revolving around security issues and the US is a 

pseudo-universal rights advocate for freedom of speech as the global standard. These 

conceptualizations, fall short of the genuine paradoxes in the interoperability of these social 

media platforms. 

The interoperability, which is the ability computers have to make use of information 

systems and data, is essentially rooted in paradoxes. Put clearly, there are five paradoxes in our 

understanding of governing big data: (i) transparency, (ii) identity, (iii) power, (iv) objects, and 

(v) boundaries (Hansen & Porter, 2017, 31-33). There is a claim that these social media 

companies are transparent but, to be transparent in big data is impossible because of the constant 

movement of the volume, velocity, and variety of the data (ibid.). There is an increase in 

communication to form identity, but it is easier for technology to identify you. The average social 

media user may feel powerful because they are able to tap into vast amounts of data, however, 

the collection & dissemination of all the data is only for the social media companies. We may 

learn and categorize large swaths of data into objects, but we as humans are also caught in that 

objectification. Lastly, you may place boundaries on your account but that data is in a data 

center that can easily be accessed regardless of you say so. 

When Edward Snowden revealed that the US was undergoing heavy surveillance using 

companies Facebook to essentially use the guise of an ‘Open-Internet’ to collect data on the 

world, the word privacy meant nothing (Fuchs, 2017, 202). The extension of the US private 

sector to disseminate information for the public sector did not start with the NSA, and this blurry 

relationship’ established by the US & its TNCs revealed that they need to legitimize any actions 
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no matter the cost (Farrell & Newman, 2016, 124). Creating data privacy laws when they are 

operating a Surveillance-Industrial Complex under the Prism, XKeyscore and Tempora program 

creates a conflict of interest (Fuchs, 2017, 202).  

But, we have to protect certain users rights and certain data correct? Correct, which is 

why the focus is on any perceived vulnerabilities: children, financial institutions, credit data and 

medical data. Any data that is perceived as threatening to the perceived vulnerable communities 

is where the US has allowed user rights. Meanwhile, the EU operates the GDPR as a penalty 

machine to TNCs that cannot maintain (i) infrastructure for information security, (ii) up-to-date 

consent options, and (iii) general compliance of DPA & investigations. This is not to say that no 

securities should be provided for the ‘data subjects’ but the main mechanism at the moment to 

curb irresponsible behavior is punitive strikes. Then the question is, in the process of a fine, 

where does the money go? The process is that once a Civil Monetary Penalty (CMP) is levied 

against a corporation they pay it to the Information Commissioner's Office (ICO). The ICO is 

headquartered in the UK and the ICO’s job is to set the investigation for the DPA to act on. As 

described by the ICO’s website,  

“Each year, the income from these fines is passed to the Government’s Consolidated 

Fund. However, from 1 April 2022, the HM Treasury has allowed the ICO to retain funds 

to cover pre-agreed, specific and externally audited enforcement and litigation costs” 

(ICO, 2023) 

A business-model that seeks to punitively strike corporations with large fines that fail to reach 

the GDPR’s standards and the ICO retains a cap of £7.5m annually (ibid.). How is this process 

protecting the ‘data subjects’ privacy? In summation, from the new constructivist approach, the 

process of data privacy laws is a taxation process by the EU’s GDPR and the US is under a 

conflict of interest to create any regulation because of their ‘blurry relationship’ between the 

private/public sector. China’s process is too opaque to understand from our current standpoint to 

weigh if their data privacy laws achieve what they set out. Although, there is no question that 

China has the capacity to enforce these laws, with the advent of Virtual Private Networks 

(VPNs), there may be complications in preventing western data from piercing the‘Great 

Firewall.’ VPNs may throw a wrench in any digital banning of content by country. 
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4.3. Practice Theory: Corporate Influence 

The first section explained a liberal & realist perspective on the Congressional Hearings 

and the second section examined data privacy laws through the liberal, realist, and new 

constructivist lens. However, this field of research would serve well with more of an empirical 

analysis, and practice theory fills this role. As mentioned in the 4.2.3. New Constructivist 

analysis, these social media companies have power mechanisms within their platforms with the 

data they collect and disseminate. Consequently, to combat the abuse of these power 

mechanisms against consumers, the modus operandi of the EU’s data privacy laws is to 

punitively strike corporations (Voss, 2017, 230). The US also has the capacity to penalize 

corporations and have, through their ‘patchwork’ and outdated data privacy laws (Farrell & 

Newman, 2016, 129). 

  In that vein of thought, (i) what has Tik Tok & Meta been penalized for in their largest 

fine by the US and EU. Next, (ii) what solutions were brought up at the Congressional hearings 

to restore trust for American users of their platform. Then, (iii) the amount of money both 

ByteDance spent on lobbying in the US and the (iv) critique of data privacy accountability.  

 

4.3.1. Penalties 

 For simplicity, below is a bullet point summation of the total amount of fines against  

TikTok/ByteDance & Facebook/Meta by the EU and US. For the US, private lawsuits are not 

included.    

★ The EU has fined Facebook/Meta a total of nine times contributing to €1,367,551,000.  

★ The EU has fined Tik Tok twice contributing to €15,250,000.  

★ The US has fined Facebook/Meta six times contributing to $5,139,263,054. 

★  The US has fined Tik Tok twice contributing to $5,772,098.  

★ China has not penalized any of these companies because they do not operate in China. 

(Violation Tracker by GoodJobsFirst’s; Enforcement Tracker by © CMS Legal 2023) 

 

       The Largest US Penalty 

With regards to Facebook, they were given an order that they could not allow the data of 

friends to be shared with third party advertisers or force a disclaimer that this was their business 

https://www.jstor.org/stable/43946632
https://www.jstor.org/stable/43946632
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practices. Facebook agreed to this and in 2012 they formed an agreement. This decision, called 

the ‘2012 FTC Act’, ordered Facebook to either stop selling data to third-party vendors 

pertaining to“affected friends,” which means data on Friends in the users Friends groups that 

didn’t consent (Federal Trade Commission, 2012). However, the disclaimer was removed while 

the practice of sharing data related with ‘Friends’ continued. This led to the single largest penalty 

settlement that the FTC has ever given: $5,000,000,000 in 2019 (Federal Trade Commission, 

2019b). The FTC Chairman stated that the commission ‘takes consumer privacy seriously’ and 

this $5 Billion is coming from Facebook’s $55.8 Billion revenue for 2018 (ibid). The tactics used 

by Facebook were regarded as ‘deceptive’ and forced that they create tools to allow the FTC to 

monitor their new data privacy enforcements that abide by the ‘Federal Rules of Civil 

Procedure’ (ibid). In that same year, the FTC came after Musical.ly (now called Tik Tok). It was 

the largest penalty in the civil courts on violations of COPPA with a $5,700,000 penalty 

settlement. In short, the platform was aware that their demographic was under the age of 13 but 

allowed geo-locating features and recklessly collected personal data on more than 65 million 

American children (200 million worldwide), all the while ignoring parents who were 

complaining to them to create child safety updates (Federal Trade Commission, 2019a).   

  

     The Largest EU Penalty 

The process of EU penalties requires an explanation because it demonstrates (i) how the 

EU claims to protect their netizens and (ii) through the complications an impression that justice 

is being served can arise. This is how the EU penalties work: first, a complaint is made by a ‘data 

subject’ or organization, an investigation is made by a state-appointed supervisory authority, a 

report is finalized and given to the Data Protection Officer (DPO), and the DPO makes a 

decision on the extent of the violation; this includes the amount of the penalty (Articles 58, 59, 

60, 67, & 83, GDPR).   

With regards to Facebook, the vast majority of their penalties are from the Irish DPOs. 

Side note, the Irish DPOs were responsible with regards to the Schrems cases which proved the 

US’s irresponsible handling of personal data. The largest fine by the GDPR on Facebook was on 

a platform they own: Instagram. After an investigation, it was proven that Instagram allowed 

the display of personal information of minors which include phone numbers and emails. The 

initial fine was approximately  €30-50 million but after the European Data Protection Board 
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(EDPD) received 66 disputes to review the case. The EDPB noted that minors accounts were 

defaulted to ‘public’ and that breach could have affected a significantly larger amount of minors, 

which elevated the fine given by the Data Protection Authority (DPA) to €405 Million (ETid-

1373, 2022). 

With regards to Tik Tok, the UK (which is GDPR compliant with only aesthetic 

alterations) DPA fined them for  €14,500,000 on the basis that more than one million British 

children under the age of 13 used their platform without consent of their parents. In addition, 

they found that the ‘information about the collection, use and disclosure of their data’ was not 

clear enough and in that way the processing of data was not done lawfully (ETid-1730, 2023). 

What is the significance of showcasing the penalties brought upon the private sector by 

the data privacy laws of the US & EU on Tik Tok & Facebook? In practice, penalties are one of 

the few ways that the government can regulate or curb the industry practices of social media 

companies. Other than that, the next harshest punishment includes banning the app in their 

country or following criminal/civil litigation on individuals that have broken laws not data 

privacy related. This is too extreme for the liberal western countries, but is the case in China.  

 

     4.3.2. Corporate Solutions 

After receiving financial damages from these data privacy laws can have on Social Media 

companies, these companies need to convince the EU and US to allow their platform to 

commodify user data. Either in terms of selling advertisements to the user on their platform, or 

allowing third party trackers to pull the data from their platform at a cost. If the 

conceptualization of this data is a security concern, then it will be regulated as a weapon and not 

a market (Amin, 2019).  

For Tik Tok, this has been a greater battle for trust than it has been for Facebook/Meta. 

Tik Tok has proposed responsible data localisation projects called: Project ‘Texas’ and Project 

‘Clover’. They differ in specifics but the idea is that the data created from US users should be 

hosted in US data centers and monitored by independent US companies; the same goes for the 

EU with the inclusion of implementation of following standard GDPR policy. The principles for 

the projects are described below and there are significant similarities between them. For all 

intents and purposes, they are practically synonyms of the operative words used in their 

respective data privacy laws. 
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Project 

Clover 

Data Storage Access Control Data Access 

Permissions 

Data Transfer Risk 

Assessments 

Oversight and 

Accountability 

Project 

Texas 

 Independent 

Governance 

Data Protection 

and Access 

Control 

Software 

Assurance 

 Content Assurance Monitoring and 

Compliance 

Project Clover: (TikTok Newsroom, 2021); Project Texas: (TikTok USDS, 2023) 

 

Even with the proposed solutions, the US and EU have banned the usage of Tik Tok on 

federal agencies devices through legislative actions like the Omnibus Bill for the US or the 

Corporate Management Board of the European Commission banning it for the 27 member states 

(Chan, 2023). The CEO of Tik Tok recognizes why they do this, but also encourages that these 

bans include other social media platforms like Facebook. A layer in platform governance that is 

hard to quantify is trust. The US and EU do not trust Tik Tok, ByteDance, nor China in their 

social media endeavors; the fact that EU/US social media companies can not operate in China is 

a sticking factor for the distrust.For Facebook/Meta, there have been concessions in following 

GDPR policies but no aloud proposed solutions. It appears they are reactive to the needs of 

various countries, while attempting to fulfill the international linguistic limitations, like in the 

Myanmar case (Stecklow, 2018). 

  

   4.3.3.  Lobbyism 

 The role of a lobbyist is defined differently depending on which state but succinctly, it is 

“an attempt to influence government action through either written or oral communication” 

through lobbyist firms (NCSL, 2021). A ‘lobbyist firm’ is either a person or a number of people 

who are listed to be a lobbyist for a paying ‘client’ (2 U.S.C. 1602). In basic terms, companies 

can pay people to influence US policy making through lobbyists. It may appear to the reader that 

a company paying exuberant amounts of money to lobbyist firms can have great influence over 

the policies in their sector; this is correct but is it legal? To answer that, the US Supreme court 

determined that any… 

https://www.reuters.com/investigates/special-report/myanmar-facebook-hate/
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“limitations on the use of money for political purposes were in violation of First 

Amendment protections for free expression, since no significant political expression 

could be made without the expenditure of money.” (Buckley v. Valeo, 75­437, 1976).  

 

That means that these companies can continually contribute to ‘political influence’ on foreign 

and domestic policies (Kim & Milner, 2019, 1-5).  The prospect of keeping social media 

companies under checks and balances while also allowing large financial contributions to 

influence Congress’s policymaking is a conflict of interest. Let’s examine how much 

Facebook/Meta & ByteDance spend on lobbying firms. 

 

 

As illustrated by the Figure above, Facebook/Meta has been contributing for a longer time than 

ByteDance has. ByteDance is in its infancy, paying near the same amount that Facebook did 

when they first started making lobbying payments (OpenSecrets, 2023) 

 

❖ By 2023, Facebook/Meta has paid, in total: $139,811,268 

❖ By 2023, ByteDance has paid, in total: $13,440,000 
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  4.3.4. Critique on Accountability 

 Artificial intelligence (AI), also referred to as ‘the algorithm,’ is embedded in both 

TikTok and Facebook which function to: “recommend content, personalize ads, aggregate news 

stories, and moderate problematic material” (Grandinetti, 2021, 1). With big data flows cross-

country, in several languages, we count on the algorithm to maintain the balance. Who is 

responsible when the algorithm promotes hate speech, misinformation, or other harmful content?  

 A realist perspective, the algorithm is a tool that can be operated and controlled through 

material means. If a mistake happens, as long as it doesn’t interfere with the survival of a state, it 

does not beckon intervention. From a liberalist perspective, it is a tool that companies can 

influence and are thus responsible for the content promoted on their platform by the algorithm. 

From a new constructivist perspective, the actors involved are not of importance but of 

understanding the process in which the algorithm functions. 

Our failure to understand how the algorithm reaches its conclusions is a severe problem 

for all sectors of the world. Legislating, through data privacy laws, draws a concern as to who is 

accountable when the algorithm is in the driver seat making these moderator decisions (Guerra, 

Parisi, Pi, 2021, 331). We, as humans, are dependent on these algorithms and there is no 

substantial legal recourse on this matter. Corporations are feeding the algorithm constantly to 

keep it running, but the lack of understanding on how it comes to its conclusions pushes the 

necessity for further research into the matter; algorithms are playing a significant role in the 

world economy and society every while corporations pay penalties that are substantially lower 

than their yearly revenue (Statista, 2022; Statista 2023). Social media governance can not focus 

on giving financial penalties but deep and comprehensive conceptualizations that can be used in 

all countries. The internet, in which social media is platformed on, has been debated fiercely on 

whether it should be regulated and that ended with a stalemate (Bader, 2019). Will the 

international debate on regulating social media and keeping the moderation through algorithms 

fair also end in that same stalemate?  

 

5. Conclusion  
 At the time of writing this, there is an acceptance amongst civil society that we exist in 

the ‘information age’ (Carr & Lesniewska, 2020), and the conditions for this is that our data is 

constantly being collected for interoperability purposes. For the platforms that we use to 

https://www.statista.com/statistics/1376941/annual-bytedance-revenue/
https://www.statista.com/statistics/268604/annual-revenue-of-facebook/
https://journals.sagepub.com/doi/full/10.1177/0047117820948247
https://journals.sagepub.com/doi/full/10.1177/0047117820948247
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function, there is a necessity of data collection and processing by social media companies. The 

World Wide Web has exponentially achieved the aims of ‘globalization’ and liberal perspectives 

on interdependence (Keohane & Nye, 1977). In this acceleration, we have created platform 

societies where we may interact with one another. The leaders of these platform societies are not 

democratically elected but CEOs that have produced the product or bought its ‘proprietary’ 

rights. The ‘communication power’ (Castells, 2009) allows for the (i) harvesting of profiling data 

on anyone who activates their platform, (ii) study the users online/offline behavior, and (iii) 

commodify it for third-party advertisers (or data brokers) (Apple Inc., 2021).  

In a general sense, the world is attempting to institutionalize the practice of social media 

governance with technical difficulties. How do you legalize the surveillance-adjacent practices of 

social media companies that either make mistakes in handling user data or purposely negating 

their role in irresponsibly exploiting the user data?  

From the analysis, we could derive an understanding from the realist and liberalist 

perspective on how Congress viewed the two CEOs differently. Facebook has achieved a 

relationship with Congress to the point where they are asking Zuckerberg on his thoughts of 

regulating social media companies. Zuckerberg’s only threat to the US, from either liberal/realist 

perspective, is through the hacking of the platform and not with the characterization that 

Zuckerberg is malicious. This immediately gets contrasted when understanding that the US is 

going through ‘technological decoupling’ (Bateman, 2022, 1) to avoid any technological 

dependencies on China. The danger is through the ‘authoritarian informationalism’ chain of 

command (Jiang, 2010, 72). The logic being that China can use their National Intelligence law of 

2017 to force ByteDance to give them the data of Tik Tok users; ByteDance has that data 

because they are the parent company. This legitimate fear is spun differently between the liberal 

and realist perspective.  

From the liberalist perspective, they have given the chance for ByteDance to sell its 

ownership of TikTok to an American company to which they have refused twice. Instead, the 

fear is expressed through an interpretation of soft power called: sharp power. In its essence, 

sharp power is a form of manipulation where content is promoted to you that could influence 

your behavior. If this power is real, combined with the addictive nature of social media, it could 

spell disaster for the US. The US Government has a responsibility to enforce moralistic attitudes 

to regulate Tik Tok as a ‘digital crack-cocaine’ (Pennington, 2023). Non-intervention has been 

https://carnegieendowment.org/files/Bateman_US-China_Decoupling_final.pdf
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the guiding principle for the tech industry but Tik Tok may sway more serious legislation to 

thwart these dangers. From the realist perspective, vulnerable US user data could be used as 

blackmail from the Chinese government. This forces the US to de-legitimize Tik Tok and 

attempt to strip them of their protections from liability on their platform like Section 230. In 

contrast, Facebook raises concerns of arms-races for political influence on the platform and that 

unifies Facebook with Congress to the malicious intervention of foreign actors. Considering 

Zuckerberg has been compliant since before the 2018 hearing, he can be treated as an asset to 

monitor international influences on electrons like with the Russian IRA.  

Beyond the theories of realism and liberalism, the empirical investigation of practice 

theory churned serious revelations about the conflict of interest in the US government's role as 

regulators. It is clear that these penalties given to social media companies are only a fraction of 

their annual revenue. These businesses profit in the billions of dollars and penalized, it actually is 

a taxation process. Once they have paid, they can continue performing the same functions as 

before until the next penalty is accrued. However, they do not want to be taxed. This is especially 

with Tik Tok providing solutions for abiding by the EU’s data privacy laws, with Project 

‘Clover,’  and the US with their Project ‘Texas.’ The language used in both are remarkably 

similar in their operative word choices for their principles. Facebook has already mainstream 

usage so it is not concerned with any banning, so they make continual additions to their already 

lengthy Terms of Service.  

It is a fact that at the point of Mark Zuckerberg’s hearing in 2018, he spent a total of 

$51,581,268 on lobbying efforts (OpenSecrets, 2023). Since then, Facebook/Meta has spent an 

aggregated total of $139,811,268. This nearly double amount has made Meta one of the largest 

lobbyist contributors in the US. If it is true that ‘political influence’ is equated with lobbying 

efforts, then Zuckerberg is the 10th most influential company in the US. ByteDance has begun 

lobbying in 2019 at nearly the same amount that Facebook did in 2009; meaning that they are 10 

years behind in shaping US foreign policy. Luckily for Tik Tok, Facebook’s political influence 

was to restrain Congress from intervening and allowing freedom of speech to run on their 

platform. Due to the opaque nature of lobbying, it is uncertain how the other influential lobbyist 

firms feel about this but that will be significant in seeing how this turns out. 

The field of IR needs to pursue a deeper understanding of how the platform society will 

be governed because the psychological, social, economic, and legal effects are being made as 
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you read this. If this can be conveyed in another way, it’s nullum crimen sine lege, no crime 

without law. The laws currently for the US are positioned to protect the data on their vulnerable 

parties: children, financial sector, credit information, and health data. Beyond the absolute 

necessity, the US does not want to minimize its power and leverage over international 

institutions. The US government’s ‘blurry relationship’ with its private sector (Farrell & 

Newman, 2016, 124) are substantial actors who influence the international rulings of data 

privacy laws. Even when they contradict their concept of an ‘Open-Internet’ with a surveillance 

scandal (Fuchs, 2017, 202), the US persists in being the largest influence in the platform society 

with Facebook, Youtube, Instagram, and Whatsapp all securing the top 4 most used apps (Figure 

3, Kepios) 

On a more philosophical level, awareness is needed in the prospect of accountability on 

these social media companies. Understandably, the algorithm has taken the decision-making role 

on the moderation of billions of users-generated content. The consequences of this are still 

unseen, but there is a serious lack of accountability for the owners who reap all the benefits while 

paying penalties for their continuance malpractice. The legal jargon of promising transparency is 

purely false as this could not be more opaque (Obendiek, 2021). These private companies can 

not be left to self-regulate (Prochazka, S., 2015) or it will be to the detriment of the users data. In 

summary, there is a need for governments to step in and regulate social media companies, but the 

US government is so interdependent with the companies they need to regulate. As Zuckerberg 

states, the US does need ‘right regulation’  (WashingtonPost, 2018) and he will be a determinant 

factor in deciding what is considered right for regulation.  
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7. Appendix 

Figure 1. Using the signatories of the WCIT in 2012 and the ranking of Internet Freedom, this 

correlation is found. (Bader; FreedomHouse 2023) 
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Figure 2. Using Kepios data, analyzing population, internet user, and SM users 
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● (Figure 5. Frequency of words in two the congressional hearings to determine bias) 

 

 

 

 

 

 

 

 

 

 

 

 

 

● Figure 6. US (federal only) Penalties on Facebook/Meta (GJF, 2023) 

 US Penalties: Facebook    

COMPANY 

PRIMARY OFFENSE 

TYPE YEAR AGENCY PENALTY AMOUNT. 

     

Facebook 

campaign finance 

violation 2018 WA-AG $238,000 

Facebook Inc. 

investor protection 

violation 2019 SEC $100,000,000 

Facebook, Inc. privacy violation 2019 FTC $5,000,000,000 

Facebook work visa violations 2021 DOJ_RIGHTS $14,250,000 

Meta Platforms, 

Inc. 

campaign finance 

violation 2022 WA-AG $24,660,000 

Meta Platforms 

Inc. 

discriminatory practices 

(non-employment) 2022 DOJ_RIGHTS $115,054 

Number of 

fines: 6  Total Fines: $5,139,263,054 

 

https://violationtracker.goodjobsfirst.org/?parent=meta-platforms-inc&order=company&sort=
https://violationtracker.goodjobsfirst.org/?parent=meta-platforms-inc&order=primary_offense&sort=
https://violationtracker.goodjobsfirst.org/?parent=meta-platforms-inc&order=primary_offense&sort=
https://violationtracker.goodjobsfirst.org/?parent=meta-platforms-inc&order=pen_year&sort=
https://violationtracker.goodjobsfirst.org/?parent=meta-platforms-inc&order=agency_code&sort=
https://violationtracker.goodjobsfirst.org/?parent=meta-platforms-inc&order=penalty&sort=asc
https://violationtracker.goodjobsfirst.org/violation-tracker/wa-facebook
https://violationtracker.goodjobsfirst.org/violation-tracker/wa-facebook
https://violationtracker.goodjobsfirst.org/violation-tracker/-facebook-inc
https://violationtracker.goodjobsfirst.org/violation-tracker/-facebook-inc
https://violationtracker.goodjobsfirst.org/violation-tracker/-facebook-inc-0
https://violationtracker.goodjobsfirst.org/violation-tracker/-facebook-inc-0
https://violationtracker.goodjobsfirst.org/violation-tracker/-facebook-0
https://violationtracker.goodjobsfirst.org/violation-tracker/-facebook-0
https://violationtracker.goodjobsfirst.org/violation-tracker/wa-meta-platforms-inc
https://violationtracker.goodjobsfirst.org/violation-tracker/wa-meta-platforms-inc
https://violationtracker.goodjobsfirst.org/violation-tracker/wa-meta-platforms-inc
https://violationtracker.goodjobsfirst.org/violation-tracker/-meta-platforms-inc
https://violationtracker.goodjobsfirst.org/violation-tracker/-meta-platforms-inc
https://violationtracker.goodjobsfirst.org/violation-tracker/-meta-platforms-inc
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● Figure 7. US Penalties on Tik Tok (GJF, 2023) 

 

US Penalties: 

ByteDance    

COMPANY 

PRIMARY OFFENSE 

TYPE YEAR AGENCY PENALTY AMOUNT. 

Tik Tok, Inc. wage and hour violation 2018 CA-LCO $72,098 

Musical.ly (now 

known as Tik 

Tok) privacy violation 2019 FTC $5,700,000 

Number of 

fines: 2  Total Fines: $5,772,098 

 

 

 

 

 

 

 

 

● Figure 8. EU Penalties on Facebook/Meta ( 

   

GDPR 

VIOLATIONS: 

FACEBOOK/ 

META    

ETid Country 

Date of 

Decision Fine [€] Controller/Processor Quoted Art. Type 

ETid-203 GERMANY 2019 51,000 Facebook Germany 

GmbH 

Art. 37 GDPR Insufficient involvement of 

data protection officer 

ETid-820 IRELAND 2021-09-02 225,000,000 WhatsApp Ireland Ltd. Art. 5 (1) a) GDPR,  

Art. 12 GDPR,  

Art. 13 GDPR,  

Art. 14 GDPR 

Insufficient fulfilment of 

information obligations 

ETid-875 IRELAND 2021-10-06 Only intention 

to issue fine 

Facebook Ireland Limited Art. 5 (1) a) GDPR, 

Art. 12 (1) GDPR, Art. 

13 (1) c) GDPR 

Insufficient fulfilment of 

information obligations 

ETid-980 FRANCE 2021-12-31 60,000,000 Facebook Ireland Ltd. Art. 82 loi Informatique 

et Libertés 

Insufficient legal basis for 

data processing 

ETid-1094 IRELAND 2022-03-15 17,000,000 Meta Platforms Ireland 

Limited 

Art. 5 (2) GDPR,  

Art. 24 (1) GDPR 

Insufficient technical and 

organisational measures 

to ensure information 

https://violationtracker.goodjobsfirst.org/?parent=bytedance&order=company&sort=
https://violationtracker.goodjobsfirst.org/?parent=bytedance&order=primary_offense&sort=
https://violationtracker.goodjobsfirst.org/?parent=bytedance&order=primary_offense&sort=
https://violationtracker.goodjobsfirst.org/?parent=bytedance&order=pen_year&sort=
https://violationtracker.goodjobsfirst.org/?parent=bytedance&order=agency_code&sort=
https://violationtracker.goodjobsfirst.org/?parent=bytedance&order=penalty&sort=asc
https://violationtracker.goodjobsfirst.org/violation-tracker/ca-tiktok-inc
https://violationtracker.goodjobsfirst.org/violation-tracker/ca-tiktok-inc
https://violationtracker.goodjobsfirst.org/violation-tracker/-musically-now-known-as-tiktok
https://violationtracker.goodjobsfirst.org/violation-tracker/-musically-now-known-as-tiktok
https://violationtracker.goodjobsfirst.org/violation-tracker/-musically-now-known-as-tiktok
https://violationtracker.goodjobsfirst.org/violation-tracker/-musically-now-known-as-tiktok
https://www.enforcementtracker.com/ETid-203
https://www.enforcementtracker.com/ETid-820
https://www.enforcementtracker.com/ETid-875
https://www.enforcementtracker.com/ETid-980
https://www.enforcementtracker.com/ETid-1094
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security 

ETid-1373 IRELAND 2022-09-05 405,000,000 Meta Platforms, Inc. Art. 5 (1) a), c) GDPR, 

Art. 6 (1) GDPR,  

Art. 12 (1) GDPR,  

Art. 24 GDPR,  

Art. 25 (1), (2) GDPR, 

Art. 35 GDPR 

Non-compliance with 

general data processing 

principles 

ETid-1502 IRELAND 2022-11-25 265,000,000 Meta Platforms Ireland 

Limited 

Art. 25 (1), (2) GDPR Insufficient technical and 

organisational measures 

to ensure information 

security 

ETid-1543 IRELAND 2023-01-04 390,000,000 Meta Platforms Ireland 

Limited 

Art. 5 (1) a) GDPR, 

 Art. 6 (1) GDPR,  

Art. 12 GDPR,  

Art. 13 (1) c) GDPR 

Non-compliance with 

general data processing 

principles 

ETid-1578 IRELAND 2023-01-19 5,500,000 WhatsApp Ireland Ltd. Art. 6 (1) GDPR,  

Art. 12 GDPR,  

Art. 13 (1) c) GDPR 

Insufficient legal basis for 

data processing 

 

 

 

 

 

● Figure 9. EU Penalties on Tik Tok 

 

GDPR 

VIOLATIONS: 

Tik Tok      

ETid Country 

Date of 

Decision Fine [€] Controller/Processor Quoted Art. Type 

ETid-770 THE 

NETHERLANDS 

2021-04-09 750,000 Tik Tok Art. 12 GDPR Insufficient fulfillment of 

information obligations 

ETid-1730 UNITED 

KINGDOM 

2023-04-04 14,500,000 Tik Tok Art. 5 (1) a) GDPR, 

Art. 12 GDPR,  

Art. 13 GDPR 

Non-compliance with 

general data processing 

principles 

Number 

of fines 2 Total Fined: 15,250,000    

 

 

● Figure 10. GDPR Penalties on Facebook/Meta & Tik Tok by frequency of Articles 

https://www.enforcementtracker.com/ETid-1373
https://www.enforcementtracker.com/ETid-1502
https://www.enforcementtracker.com/ETid-1543
https://www.enforcementtracker.com/ETid-1578
https://www.enforcementtracker.com/ETid-770
https://www.enforcementtracker.com/ETid-1730
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- OpenSecrets.org 
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Meta Lobbying from 2009-2020 

 
 

ByteDance Lobbying from 2019-2020 
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