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for all a > 0,

0<50) =0 =00 Ha) < s S @ ),
where (a) follows from because f is non-deccreasing. Thus, the proof of (4.91) is
complete.
Proof of (4.86): Recalling Definition 4.7, we must prove
1. f(z) is concave, 2. f(z) > f(z), Vz € [0,1], 3. f(z) < g(z), for all
concave g(z) such that g(z) > f(z), Vz € [0,1].
Proof of 1) Let t € [0,1] and 21, z2 € A. Therefore, from (4.90), we obtain that

flzy + (1 —t)zg) = I;lziga(txl + (1 —t)xs) + b(a)
= glzigt(axl +b(a)) + (1 —t)(axy + b(a))
> ranzigt(a:rl +b(a)) + ranzlg (1 —t)(axe + b(a))

= tf($1) +(1- t)f(‘TQ)a

where the inequality follows from the fact that for any functions f(x) and g(x), we
have min, f(x) 4+ ¢g(z) > min, f(z) + min, g(z).
Proof of 2) From (4.90), we have

. (@)
f(z) =minaz +b(a) 2 minaz + f(z) —ax = f(z),

where (a) follows from (4.89), by substituting z = x.

Proof of 3) Assume that there exists a concave function g(x) such that g(x) >
f(z) for all z € [0,1] and there exists z¢ € [0,1] such that g(z¢) < f(xo). From
the supporting hyper plane theorem [BV04, p. 51], we obtain that there exists
a € R such that g(x) < g(xg) + a(z — xo) for all z € [0,1]. As a result, f(z) <
g(xo) + a(x — x) for all z € [0,1]. Note that since f(z) is an increasing function,
we have that f(z) < g(zo) for all z € [0,1] if & < 0, which is similar to the case
that we consider @ = 0. Therefore, we can assume that there exists @ > 0 such that
f(z) < g(zo) + a(x — ) for all z € [0,1]. Hence,

f(x) < g(zo) + alx — zo) = f(x) — ax < g(zo) — axo

(:a>) b(a) < g(xzo) — axo

b “ N N

& axo + b(a) < f(zo),

where (a) is true because of (4.89); (b) is true because of the assumption g(zg) <
f(z0). Thus, it contradicts with (4.90); as a result g(z) > f(z) for all z € [0, 1].
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Proof of (4.87): Define

a*(zg) := argmin sup f(z) —a(z — x0)

a20 »¢0,1]
= arg m>igl azg + b(a). (4.92)
If we show that, for all z € [0, 1],
f(@) < f(xo) + a*(zo) (x — o), (4.93)

then, we have proved that a*(zo) is the subgradient of f(z) at 2 = xo [BV04,
p. 338]; as a result a*(zq) is the derivative of f(x) at point = = zo if f(z) is
differentiable at that point. It is known that convex and bounded functions defined
over a compact set, have a countable number of non-differentiable points. Hence,
(4.87) is valid for all = € [0, 1] except a countable number of points. Therefore, it
only remains to prove (4.93). From (4.86), we know that f(z) = a*(z)z+b(a*(z)) <
a*(z0)x+b(a*(x0)). Hence, f(z) < a*(x0)xo+b(a*(zo))+a*(xo)(x—z0) = f(zo)+
a*(xo)(x — xg), where the last equality is due to (4.92). This completes the proof.

|

Lemma 4.6. Assume a sequence of IID RV s with rate-distortion function

c—D 0<D<eg,
R(D) = (4.94)
0 D >e¢,

for some ¢ > 0. Then, a CRDF G is achievable, given CLF L, with distortion d, if
and only if

G (1) — G (a) > (1 — a)c —d, Va € {0, 1- ﬂ
Proof: From (4.94) we obtain that

c— R 0<R<cg,

D(R) = (4.95)
0 R>c
Later, we show that, for
B = arg max G*% (o) — ac, (4.96)
0<a<1

we have

(4.97)
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Hence, we have that

! dGeft @ [t dGef
D = —
/0 ( o (o) | da /[3 ¢ 1 (o) dex

= c(1-p) =G (1) + G (B),

where (a) follows from (4.97) and D(R) in (4.95). From (4.96), we obtain that

/1 D ( dGen (a)) da=c—GM(1) + max G(a) - ca.
0

do a€l0,1]
Thus, from Theorem 4.2, G is achievable, given L, with distortion d, if and only if
c—GE(1) + G (a) — ca < d, Va € [0,1].

Because the function a — ca+ G (1) 4+ d — ¢ is concave, from the definition of the
concave hull (see Definition 4.7) we obtain that it is equivalent to

GMa) < ca+GT(1)+d—c

@ G +d—(1-a)e, Va € [0,1],

where (a) follows from Lemma 4.3. Note that it is already valid for a € [1 —d/c, 1]
because G is non-decreasing; as a result G*f(a) < G°#(1). Therefore, it only
remains to prove (4.97).

Proof of (4.97): Since G°f is continuous and bounded, it has a maximum and
B is well-defined. We define b(7) := supg<,<; G (o) — ya, for 0 < v < 1. From
(4.87) in Lemma 4.5, we have,

4

o G+ b (ddaéeff(a)) < ca+ b(c).

Further, from (4.96), we can write

cB +b(c) = G (B)
A d - d -
< (yeft _ eff eff
< G (B) — -GN () + G ()
d ~eff d Aeff
<b|— — )
< b(daG (a)) + daG (a)B
Now, by adding the inequalities, we obtain

G (@t o £ cat G = (26T ~ ) (a - B) <o

This completes the proof. [ ]






Chapter 5

Sequential Secure Joint

Source-Channel Coding

This chapter builds upon the material covered in the previous chapter. Instead of
only storing the compressed source, it also addresses the requirement of transmitting
it through a wiretap channel; as a result, the amount of information leaked to the
eavesdropper is related to the data transmission rate through the channel. We
derive inner and outer bounds for the achievable region and show it is tight when
the capacity-achieving distribution of the wiretap channel is equal to the secrecy
capacity of the same channel.

We begin this chapter by modifying the concepts of cumulative rate distribution
functions (CRDF) and cumulative leakage distribution functions (CLF) in Section
5.1. The main results are provided in Section 5.2, which includes inner and outer
bounds, as well as, a complete characterization of the achievable rate-distortion-
equivocation region for a particular kind of wiretap channels that the bounds are
tight. We conclude with a summary of our findings in Section 5.3. Finally, the
derivations of our proofs along with some useful lemmas are provided in the ap-

pendix.

5.1 Problem Statement

As shown in Figure 5.1, the source block consists of nk IID random variables that
are divided into k sub-blocks of length n. For each sub-block, there is an encoder
that has access to the source symbols of the previous and current sub-blocks, but
not the future sub-blocks, resulting in causal encoding. The output of each encoder,

93
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i 41, passes through a wiretap channel with conditional probability mass func-
tion p(v, z|u). Note that the decoder is not restricted to be causal, meaning it can
wait until it receives the outputs of all V"™* channels for the entire source sequence
before making a decision.

Therefore, the functions CRDF and CLF are defined as Definitions 4.2 and 4.3,
respectively. However, their interpretations are different. Similar to the previous
chapter, the allocated rates to encode the sub-blocks follow a certain CRDF. Fur-
thermore, we enforce a CLF due to the potential presence of an eavesdropper who
can intercept the transmitted messages of the encoded sub-blocks, and the CLF is
calculated incrementally as the encoding of the sub-blocks progresses. The leakage

constraint is expressed in terms of the mutual information that is revealed over

time.
X1, X2, s Xpen Source
X1, Xn Xn+1r - Xon Xe-1)n+1 - Xkn Blocks of length n
~ 0 l ¥z \ Pk Sequential encoders
um™ U Uk o Channel inputs
!
p(v, z|w) p(v,z|w) p(v, z|u)
ym™ zm VT:;L,Z:IIZH V,::;"_IHZ::_IH Channel Outputs
Rﬁ
m Zmi
k
Y™ Sequentially Decoder
X, %5 )?kn Eavesdropper Reconstruction of the source
Figure 5.1: The encoders o1, ...,y encode the current and past sub-blocks of

length n in sequence. The rate profile is determined by the rate of these encoders.
The decoder 1 decodes all V™ channel outputs at the same time, while the eaves-
dropper sees the Z™i channel outputs as they are transmitted sequentially.

Definition 5.1 (Sequential encoding with (G, k, n)-source-channel codes). Assume
(X1, Xa,...,Xuk) is a block of RVs each one defined on domain X. A (G,k,n)-
source-channel code, where (k,n) € N, and G: [0,1] — [0,00) is a CRDF according
to Definition 4.2, consists of
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e an ensemble of k sequential encoders 1, ..., pr such that each one of them
assigns a sequence of the inputs of the channel to the source sequence blocks
received so far, i.e., for each i € {1,...,k},

in mL
X —>L{ 41

»—>uml i1 m; = |nkr;| +m;—1, i=1,...,k, mo=0,

where

ri=G(3)-G(%), i=1,...,k (5.1)
e a decoder, 1, that reconstructs £"* based on the output of the channels, i.e.,

b Y xR
By g

where X denotes the reconstruction domain.

Next, we introduce the definition of the achievable set of pair of CRDFs and
CLFs.

Definition 5.2 (Achievable CLF-secure CRDF for lossy compression). Assume
that X1, Xo, ... is a sequence of RVs, each with support X and p(v|u) is a discrete
memoryless channel. A CRDF G is said to be achievable to encode the sequence
X1, Xo, ..., given CLF L and an average expected distortion level less than d, if for
any k € N, there exists a sequence of (G, k,n)-source codes, for n € N, with output

support X , such that

limsup E {d(X”k,X”k)] <d, (5.2)
n—oo
%I(X”L Z™)<L(3), Vie{l,2,... k}, (5.3)

where for the given distortion function d: X x X - [0, o0], we have
d(XTF, XY Zd X, X,).

Expression (5.3) denotes the normalized amount of leakage of the first i blocks,
while the leakage of the messages until the end of block i has been measured.
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5.2 Statement of Results

In this section, we propose inner and outer bounds to characterize the set of achiev-
able pairs of CRDF and CLF.

We assume X1, Xo, ... is an IID sequence with PMF p(z) and the finite support
X. Further, we assume that a distortion function d: X x X — [0, 00] is given and
we have that the distortion-rate function, D: [0, c0) — [0, 00), (see Definition 2.14)
is bounded, i.e., supp~o D(R) < co. Moreover, the capacity of the channel, C,
with conditional PMF p(v|u) (see Theorem 2.6) and the secrecy capacity of the
wiretap channel, Cwr (see Theorem 2.10), with conditional PMF p(v, z|u) are also
bounded.

First, we state the outer bound.

Theorem 5.1. For given CRDF G and CLF L, define G,

out *

[0,1] — [0,00) as

Gﬁgt(a) = max {C’WTG(a), CG(a) — ﬁil[lopl] ((C = Cwr)G(B) — L(B))} . (54)

If the CRDF G, for a given CLF L, is achievable, with distortion level d, in the
sense of Definition 5.2, We have

1 ~eff
dG -
D out da <d 55
/ ( = <a>> a<d (55)
where G2 [0,1] — [0,00) is the envelope of the function G, in the sense of

out
Definition 4.7 and D(-) is the distortion-rate function.

Proof: See Appendix 5.A. [ ]

Next, we state the inner bound.

Theorem 5.2. Define G£: [0,1] — [0,00) as

m

G (@) == max {C’lG(a), C>G(a) — sup ((C2 —C1)G(B) — ) } . (5.6)
Bel0,1]
for some C1 < Cy and £ > 0 such that the set of rate-leakage pairs
{(R, RL)Z Ry > maX{O,E(R — Cl>},R < 02}

is achievable from Definition 2.18 perspective, for the wiretap channel p(v,z|u).
Then, the CRDF G is achievable, given CLF L, with distortion level d, in the
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sense of Definition 5.2, if

/1 D (dé?f(a)> da < d, (5.7)
0 da

where G2 [0,1] — [0,00) is the envelope of the function GST in the sense of
Definition 4.7 and D(-) is the distortion-rate function.

Proof: See Appendix 5.B. [ |

The main difference of this problem in comparison with the problem studied in
the previous chapter, with no channel present, is that the leaked information is equal
to the amount transmitted by the encoder, while, here, the amount of information
leaked to the eavesdropper depends on the data transmission rate. Further, the
leakage is not necessarily linearly proportional to the transmission rate. The bounds
in Theorems 5.1 and 5.2 evaluate the region when the leakage increases linearly
with the transmission rate beyond a certain point. The next corollary illustrates
a scenario where the rate-leakage diagram of the wiretap channel has the linear

feature mentioned; as a result, the bounds are tight.

Corollary 5.1. For wiretap channel p(v, z|u) such that the optimal PMF p*(u) in
Theorems 2.6 and 2.10 are equal, the bounds are tight.

Proof: In this case, from Theorem 2.11, we obtain that the line from Cwr
to C, in the achievable rate-leakage region of the wiretap channel, has slope 1; as a
result, / = 1 and the bounds are tight. [ |

5.3 Summary and Conclusions

In this chapter, the results of the previous chapter were extended to joint source-
channel coding with eavesdropping, and the definitions of CRDF and CLF were
modified to this new setup. Inner and outer bounds on the achievable CRDF, for
a given source and CLF, were derived and it was shown that the bounds are tight
when the distribution that achieved the capacity of the wiretap channel is the same
as the one that achieved the capacity of the channel.

Unlike the previous chapter, for the joint source-channel coding, the rate of
leakage does not increase linearly with increasing the rate of sending information.
This factor implies more difficulty to the problem; as a result, we managed to only
find the inner and outer bounds.
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Appendix

5.A Proof of Theorem 5.1

For the distortion, we use the following notation:

b
5 1 )
d(zb,30) .= [— > d(wi, &) (5.8)

The proof is divided into the following four steps.

1. In this step, we find a relation between the sequence R;, which characterizes
the minimum rate needed to satisfy the distortion constraint of the corre-
sponding block and r;. We do not need to send all R; until the end of block
i. If we send only a part of it, because decoding is done after all blocks and
encoders have access to all past source symbols, then we transfer the rates
of the remaining part to the next blocks. As a result, the channel usage per
source symbol ratio r; is used to send both a part of R; and the rates trans-
ferred from the previous blocks. This strategy will help to satisfy the leakage
constraint.

Formally, for any k € N, there exists a sequence R;, for i = 1, ..., k, such that

k k
N R<C D> r, j=0,...,k-1, (5.9)

i=j+1 i=j+1
k J k
YR <L({)+Cwr Y, ri+C Y
i=0+1 1=0+1 i=j+1
0=0,....k—1, j=4,...k (5.10)
k
%ZD(kRi) <d. (5.11)
=1

2. In this step, we find a relation between f%; and GST (which is defined later).
The sequence R; is generated from R; by increasing Ry such that the sequence
has the same total rate as the total effective rate of the sequence R; and by

decreasingly sorting the rates R;.
Formally, for any k£ € N, there exists a sequence R; fori=1,...,k, such that

Ry >--->R;, (5.12)

i
NRI=GE(L),  j=1...k—1, (5.13)
i=1
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Ek:R; =G8f(1), (5.14)
i=1
1zkjp(kfz;) <4, (5.15)
ko
where
Gy (a)
= max {CWTG(a), CG(a) — je?ol,a..}.{,k} (C - Cwr)@ (%) —-L (i))} (5.16)

Steps 3 and 4 are the same as Steps 3 and 4 in the proof of Theorem 4.2 and follow
the same steps.

Proof of Step 1: For any k,n € N, £ € {0,...,k— 1}, and j € {{,...,k}, we
have

m;

nkC Z T 2 Z Z I(Un; Vin)

i=j+1 i=j+1m=m;_1+1

®)
2 1(Un 1 Vi)

—

[

z I(U:nnk-i-l’ m, i V)

N

d
> I(X) 1 Vm';l\vmﬂ) (5.17)

—~
=

where (a) follows from the definition of r; (see Definition 5.1) and the capacity of
a channel (see Theorem 2.6); (b) follows from the fact that the channel p(v|u) is a
DMCG; (c) follows from the Markov chain V™ — U, — V', 11 and (d) follows
from the Markov chain (XMH, Vmi) — Um’“Jrl — Vo 41 and the data processing
inequality (see Fig. 5.1). Note that (5.17) is also Vahd for £ = 0 because my = 0.
We define, for ¢ € {1,...,k},

B = RREACG 0 K 0)]),

(5.18)
R; :=liminf,_ oo R("

which R(-) is the rate-distortion function for X ~ p(z) and distortion function d
(see Definition 2.14). Later, we show that

(‘X’nk"/m;€+ |VmJ >nk Z R(n) j=0,...,k—1, (519)
i=j+1
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J J
I(XnZJrl? m; +1|ij) 2 ZR —nkL (%) —’I’LkCWTZTj7
=/ =L

0=0,....k—1, j=4... k (5.20)

Proof of (5.9): It follows from (5.17), (5.19) utilizing the fact that the left-hand
side of (5.19) is the right-hand side of (5.17) for £ = 0, and by taking liminf as

n — 0.
Proof of (5.10): It follows from (5.17), (5.20), and taking liminf as n — oo.
Proof of (5.11): From Definition 2.14, we have

Oy [d(xnk,Xnk)] : (5.21)

where D(-) is the distortion-rate function; R\ was defined in (5.18); (a) follows
from the definition of D(-); and (b) follows from (5.8). From Remark 2.1, D(:)
is continuous and non-increasing. As a result, we obtain limsup,,_, ., D(k:]:ll(n)) =

D(kliminf, R(”)) D(kR;). Hence, by taking lim sup from both sides of (5.21),
we obtain that

k
ZD(le) < limsupE d(X"k,)A(”k)}

n—oo

Ei
—
B
&

d,

IN

where (a) follows from the fact that, in the converse part, we assume that CRDF
G is achievable (see Definition 5.2).
Thus, Step 1 is proved. Now, it only remains to prove (5.19) and (5.20).

Proof of (5.19): The claim follows from the following sequence of inequalities:

I(X™ Vi V) = LG Vol (V™)

(ng+1§vmk)

(X V™, Xo)

(ngﬂer?JkH) <5'22)

N2

I
@y
Oy
> ]

where (a) follows since X™ is independent of X;}]’-“H, as a result, according to
Definition 5.1, V™ is independent of Xanrl (see Fig. 5.1); and (b) follows from
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the Markov chain X% R XW+1 Later, we show that

J2
(X2 X0 ) > Y nkRY, 0< i <ja <k (5.23)
i=j1+1

Hence, (5.19) follows from (5.22) and (5.23), by selecting j; = j and jo = k. Now,
we prove (5.23).
Proof of (5.23):

’I’ng
n, n (‘1) 7 n,
I(anjlz+l’XnJ]12+1): Z H(Xi)_H(X ’Xn111+1vXngjf+1)
i=nji;+1
’njg .
> > I(X5 X))
i=nji1+1
ORREE 5
> Y R(E[d(X;, X;)])
i=nji;+1
J2 ni )
> > R(E[d(Xy, Xy)])
i=j14+1i'=n(i—1)+1
() 22 , L
Z ”R(E[d(Xﬁ(liq)ﬂverf(li—l)ﬂ)])
i=j1+1

J2
= Z nkél(»n),

i=j1+1

where (a) follows since X™ is IID; (b) follows based on the definition of R(-) in
Theorem 2.8; and (c¢) follows from the convexity of R(D) (see Remark 2.1).

Proof of (5.20): The claim follows from the following sequence of inequalities:

(X7 Vi V) = I(X g V) = H(X 0 V™)
(a) m;
= I( n€+1v ) - I(X:Z+1; Vme+1)
( n m
2 XV K — (X Vi)
> I( n€+17 n[—i—l) - I(X:[g-i-lv VnT@J—i-l) (524)

where, (a) follows since X" is independent of Xﬁfﬂ, as a result, according to
Definition 5.1, (X7, 1, V7 1), V™, and X'F, | are mutually independent; and (b)
follows from the Markov chain X;‘ZH — Ve — X’ZgH (see Definition 5.1). Later
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we show that

J
I(X’:;Z+1; V1) < nkCwr Z rj+nkL (1). (5.25)
i=0+1

Hence, from (5.24) and (5.25), we obtain

I(X s Vnﬁ’lﬂvmj) > —nkL (}) — nkCwr Z rj+ I(XrTLLé€+1’XnZ+1)
1=0+1

@ J koo
> —nkL (%) — nkCwr Z T+ nk Z RZ(»n),
i=0+1 i=0+1

where (a) follows from (5.23), for j; = £ and jo = k. Thus, it only remains to prove
(5.25).

Proof of (5.25): The claim follows from the following sequence of inequalities:

I (XrTLLE+1 ) VﬂZZ];‘v-l )

(a) .
< I(X)] 43 Vidin) = I(X™;2™9) +nkL (1)
< I(XZZH? V?ZJ-H) - I(XZngl; Z;ZZH) + nkL (%)
m;
= D TG Vil Vi) = I(X0l 0 Zi | Z03) + kL (F)
1=my+1
mj
b n, 7n i n, 1 j
© S H(X TV | Vi) — H(X0 0 Vi Ze | 2 + kL (1)
1=my+1
© i1 gm n ; :
= Z I( né-l—l’v |Vmg<1kl7 H—Jl) I(ang—i-l’Z |VmgwlL1’ z+1)+nkL (%)
1=my+1
m;
S I(W Vi | W) = I(Wis Zs | W)+ nkL ()
1=my+1

my —mye) [I(Wa; Vo | Wh, Q) — I(Wo; Zg | Wh, Q)] + nkL (£)
mj —mg) [[(W;V | W') = I(W; Z | W')] +nkL (3)

< (mj —me)max [I(W;V | W' =w') = I(W; Z | W' =w')] +nkL ()
(9)
%(m —myg)Cwr + nkL (1)

where (a) follows from (5.3); (b) and (c) follow from Csiszdr sum identity
(see Theorem 2.5); (d) follows by defining W, := (V%;il,ZZL_jl) and W; :=
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(X:g+1,V7;;i1,ZZiJi); (e) follows by defining Q@ ~ Unif{mgy1,...,m;} indepen-
dent of (X”’“,Umk,Vm’zka,X”k); (f) follows by defining W := (Wg,Q) and
W' = (W, Q); as a result, we have the Markov chain W/ — W — U — (V, Z)
because W' is a function of W; and (g) follows from the definition of the capacity
of wiretap channel (see Theorem 2.10). Hence, (5.25) follows from the definition of
r; and m; (see Definition 5.1).

Proof of Step 2: We define {S;}%_, as the sorted permutation of {R;}%_; in
descending order. Hence, we obtain

Sy >0 > S, (5.26)
j i
YSi=> R j=1,... k-1, (5.27)
i=1 i=1
k k
> 8= R, (5.28)
i=1 i=1
k k
> D(kS;) =Y D(kR;). (5.29)
i=1 i=1
Next, we define the sequence R;, forj=1,...,k, as

[V EIRC HORD VT A

a (5.30)
J S] j — 27 ,k
Later, we show that
Gi(1) = 0G(a) — ¢, (5.31)
k
> Ri <G (), (5.32)
i=1
where
= — J\ L J ) '
¢ jE?OI?.X.,k}(C Cwr)G (k) (k) (5.33)

Note that, from (5.28), (5.30), and (5.32), we have R’l > S1 > 0; as a result, R’l is
a valid rate.

Proof of (5.12): From (5.26) and (5.~30)7 we obtain that S; > R > ... > R}.
Thus, (5.12) follows from the fact that R} > 5.

Proof of (5.13): We can write, for j =1,...,k — 1,
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= G- 3 s

® -

> G- > R, (5.34)
i=j+1

where (a) follows from (5.30) and (b) follows from (5.27) and (5.28). Therefore, it

is sufficient to show that

k
> R <G -G (). (5.35)
i=j+1

To this end, we consider the following cases:

e From (5.9), we obtain,

k k
Z Ri S C Z T
1=j+1 i=7+1

W)= (CG(F) — o), (5.36)
where (a) follows from Definition 5.1; and (b) follows from (5.31).

e From (5.10), we have for j' > j andj =0,....k—1,

k
Z R; <L( )+CWT Z ri+C Z r;
i=j+1 i=j+1 i=j'+1

/

L(%) - (€~ cwr) Zrz +(C— CWT)i

v

J

+Cw Z r; +C Z i

i=j+1 i=j'+1
J J k
=1 (%) — (C* CWT)ZW — CWTZW +Czn.
=1 =1 =1

Hence, by minimizing the right-hand side over j’, we have

Z R; <C’Z:7“z C'WTZm—maX C—CWT)iri—L(%)
i=1

1=j7+1 3’2
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IN

k J J’
C;Ti _CWT;TZ‘ —IJI/IEZ%{ (C—CWT);TZ‘ — L (%)

= CG(1) — ¢ — CwrG (1)
(a) Geff(l) _ CWTG (%) ,

where ¢ was defined in (5.33); and (a) follows from (5.31).

Thus, (5.35) follows from (5.36) and (5.37). Now, it only remains to prove (5.31)

and (5.32).
Proof of (5.31): We have

CG(1) — ¢ — CwrG(1)
(@) (C - Cwr)G(1) — max (C—Cwrt)G (%) - L (%)

j€{0,....,k}
> (C = COwr)G(1) — jegﬁfk}(c — Cwr)G (1)

o,

—~
=

where (a) follows from the definition of ¢ in (5.33); and (b) follows from the fact

that G(«) is a non-decreasing function, so, the maximum occurs at & = 1. Thus,

(5.31) follows from (5.16).

Proof of (5.32): From (5.10), by taking ¢ = 0, we have, for j =0,... k,

k
> R <L(}) +CWTZTz+C Z i,
i=1

1=j5+1
J
*CZTZ+L% (C—Cwr) Y _ri.
i=1

By taking the minimum of the right-hand side over j, we obtain

k X )
;Ri SC;M—]EIOI’&% (C—(}WT);”_L(%)
k
:Ozri_ca
=1

where ¢ was defined in (5.33). Thus, (5.32) follows from (5.31) the definition of

G(a) (see Definition 5.1).
Proof of (5.14): It follows from (5.30).
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Proof of (5.15): Since the distortion-rate function D(-) is non-increasing (see
Remark 2.1), D(kR}) < D(kS)) because R} > S). Besides, for i = 2,...,k,
D(kR}) = D(kS,); as a result, (5.15) follows from (5.29).

Thus, Step 2 is proved and the derivation of the proof is complete.

5.B Proof of Theorem 5.2

To prove the achievability, we separate source and channel coding;:
Source Coding: From Theorem 2.8, we have that, for any k, there exists a set
of encoders @5 and decoders %, for i € {1,...,k}, such that

Foo A {1, olmkRi]y

in
x(z 1)n+1 = Wy,

G5 {1, 2l y o pm
Wy > §3l(?4)n+1»

lim sup [d( in 1)M,Xg';zl)nﬂ)} < D(kR;), (5.38)

n—oo

where D(-) is the distortion-rate function (see Definition 2.14). We choose

Ly [T oaget
- )7/ o (o) dav.

From Remark 2.1, D(-) is convex. So, using Jensen’s inequality [CT06, Theorem

2.6.2], we have
eff
<dGm )) da. (5.39)

% eff
D(k [« a6 da> “ /

Therefore, from (5.38) and (5.39), when n — oo, we have

Ri=Gi ({) -G (¢

k
. 1
limsup E {d Xkn xhkn } = — limsup E[d(X" X
m sup E | d( )| =7 E: m sup B [d(X {1y 0 X1y )]
k i
1 % G.eff
< =Yk D| —= d
> klzl ‘/;kl < da (OZ)> (e

|
O\H
)
N
=l
QE-%
B
N——
(oW
o

NS
Rl
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where (a) follows from (5.7). Hence, the distortion constraint (5.2) is satisfied if,
for each block 4, the rate R; is communicated to the receiver.

Reshaping the Rate Profile: From Lemma 5.2, and the source coding part, we
obtain that the rate profile G is also achievable with given distortion constraint,
i.e., for any k, there exists a set of encoders ¢f, for i € {1,...,k}, and a decoder
1 such that

o3 X {1,...,2L"’“RU}

=" = w;,
e {17...,2@’“(;?3(1”} N (5.40)
wk — .,fjkn7
limsup E [d(Xk", X'k")] <d, (5.41)
n—oo

where the fact that G (1) = G¢T(1), in (5.40), follows from Lemma 4.3, and
R GEF (1) - G (). 5.)

Channel Coding: To complete the proof, it suffices to show that, for Block ¢ and
r; given in (5.1), there is an encoding scheme to transmit W;, losslessly, through the
corresponding channel p(z,v|u) such that the leakage constraint (5.3) is satisfied.
The rate of encoding for Block 7 is

71' = 1 - — 4
R nvoo |nkr; | r; (5-43)

where R; and r; are defined in (5.42) and (5.1), respectively. Later, we show that
R; < Cs. (5.44)

Therefore, we can use the coding scheme in Lemma 5.1 for each block. Hence, W;

is transmitted, losslessly, and we also have

1 _
lim sup 7JI<WZ-; zm +1) < max{0, {(R; — C1)}. (5.45)

n—00 I_?’lki?"z

In order to show (5.3), we can write

@
I(X™ zme) < (W Z2m)

2

b ; i
Dz =S H(Z 0 | W)

Jj=1
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< IWizZy 1), (5.46)

where (a) follows from the Markov chain X — W% — U™ — Z™i; and (b) follows
from the Markov chain W'~ — W; — Z'" . Therefore,

lim sup ikI(Xm; Zmi)

n—oo N

(a)
< thsup VVJ,ZZJJ 1+1)

n—oo Nk

(®)
< Zmax {0,0r;(R; — C1)}

j=1

(2 EZmaX {O,Rj - er’l}

= L(%)
where (a) follows from (5.46); (b) follows from (5.45); (¢) fol-
lows from (5.43); (d) follows from the fact that G®®(a) can be
written as the sum of two mnon-decreasing functions C1G(a) and
max {O, (C2 — C1)G(a) — supgepo,1(C2 — C1)G(B) — L(ﬁ)/@}; as a result,
G ay) — G (ag) > C1G(a1) — O1G(ag) for any oy > ap that results in
R; > r;Cwr; and (e) follows by choosing 8 = i/k. Thus, the achievability is
derived. It only remains to prove (5.44).
Proof of (5.44): We need to show, for i =1,..., k.

CQ’I“Z‘ — Ri Z 0. (547)

We define

d = sup ((Cz - C1)G(B) - Lf)) ;

Bel0,1]
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G'(a) := max {0, (Cy — C1)G(a) — '} . (5.48)

Hence,

-G [G(3) -G(F)] -6 () -G (F)]
= (G- [G(GH) -6 ()] -6 () -6 ()]
where (a) follows from the fact that G*(a) = C,G(a) + G'(a). If G'(i/k) = 0,
then G'((¢ — 1)/k) = 0 because G’(«) is non-decreasing; as a result, (5.47) follows.

Otherwise, we can write

Cori — Ry = (C2— C1) [G (1) — G (5]
—[(Ce =G (}) == G (5]
(

(@)

> (G- [G(3) -G (F)]
—[(C2 = )G (7) = (C2 = C)G (FH)]
-0,
where (a) follows from (5.48). O

5.C Useful Lemmas

Lemma 5.1. For a wiretap channel with conditional PMF p(z,v|u), if the rate-
leakage pair (R, Ry) is achievable, from Definition 2.18 perspective, then, it is also

achievable for non-uniform message M distributed over the set {1,..., 2"},

Proof: We utilize pre-coding as follows. Let Q ~ Unif{1,...,2"#} indepen-
dent of M. Define M’ = M + @ mod 2"; as a result M’ is uniformly distributed
over {1,...,2"%} We know that for M’ there exists a sequence of encoders and
decoders such that (R, Ry) is achievable, i.e.,

lim Pr{M’' # M'} =0, (5.49)
n—oo
1
limsup —I(M'; Z™) < Rp. (5.50)
n—oo N

Further, we have

120 @ o, Q: 2
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> I(M;Z27Q), (5.51)

where (a) follows from the Markov chain @@ — M’ — Z"; (b) follows because
M = M’ —Q mod 2" is a function of @ and M’; and (c) follows because M’ is a
function of @ and M. Hence, from (5.50) and (5.51), we obtain

1
limsup —I(M; Z"|Q) < Ry. (5.52)

n—oo

Assuming M = M’ — Q mod 2"%, we obtain that given Q,

Pr{M # M | Q} (5.53)
=Pr{M # M —Q mod 2" | Q}
=Pr{M+Q mod 2" % M’ mod 2" | Q}
=Pr{M' # M |Q}. (5.54)

Hence, from (5.49) and (5.54), we obtain that for any given Q = g,
lim Pr{M # M|Q=q}=0. (5.55)

Therefore, by assuming that @ is known publicly, (R, Ry) is achievable. Now, we
are going to find a realization ¢ such that (R, Ry) remains achievable. Note that it
is valid because @) is independent of M and by taking @) = g, the distribution of M
does not change. To this end, for any € > 0, we define E as a function of @} such
that

0 if Pr{M =M >1—¢,
g0 1P [QF =1~ (5.56)
1 otherwise.

Hence, from (5.55) we obtain that Pr{E =1} — 0 as n — oc.

I(M; 2"|Q)
= I(M;Z"|Q, E)
I(M;Z™Q,E =0)Pr{E =0}
Pr{E = 0}x
D Pr{Q=q|E=0}(M;Z"|Q =q),

—
ORAY%
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where (a) follows because E is a function of Q. Hence, there exists ¢ such that

I(M; 2" | Q = q) < I(M; 2"|Q) / Pr{E = 0}

“ 1
9@ Jim sup ~I(M; 2" | Q= q) < Ry, (5.57)
n— oo
INOR S
E_0:>hmPr{M7éM\Q_q}<e, (5.58)
n— oo

where (a) follows from (5.52); and (b) follows from (5.56). Because (5.58) is valid
for any € > 0, it is also valid for e = 0. Thus, (R, Ry) is achievable for non-uniform
M and the lemma is proved. [ ]

Lemma 5.2. Let G; and G2 be two CRDFs such that the following conditions
hold:
Gi(a) = Ga(a),  a€l0,1),

G1(1) = Ga2(1).
Then, for k,n € N and a sequence of codes (G1,k,n)-code: z™* s uE’{I; — a??’lkj,

there exists a sequence of codes (Ga,k,n)-code: z™* u?}l; — 5:?2’“) such that, for
any k € N and large enough n, i"?lk) = :2"7(12’3, for all z™* € x"F,

Proof: The proof is similar to the proof of Lemma 4.2 and follows the same
steps. |






Chapter 6

Conclusions

In this thesis, the topic of secure source coding was explored from an information

theoretic perspective, with a focus on two main problems.

In Chapter 3, we focused on two main problems. For the first problem, we
successfully determined the entire achievable rate-distortion-equivocation region of
a particular case of a classic problem. We studied the issue of balancing the trade-
off between the rate of data compression, the level of distortion in the compressed
data, and the amount of information leaked to an eavesdropper when a private key is
shared between the sender and the receiver. Specifically, we examined the scenario
where the decoder and eavesdropper have access to different side-informations that

are correlated with the source.

In Chapter 4, we studied the concept of secure rate-distortion coding, where
the compression and transmission of data were done in a block-wise and causal
manner, while the decoding was done non-causally. We introduced a new concept
called CRDFs to describe the rate resources spent sequentially to compress the
sequence, and used CLF's to characterize the security constraints on the amount of
information leakage. By utilizing techniques from majorization theory, we derived
necessary and sufficient conditions for the achievable CRDF's for a given IID source
and CLF. It was found that the concave-hull of the CRDF characterizes the optimal
achievable rate distribution. In Chapter 5, it was extended to consider the scenario
where there is a wiretap channel between the encoder, decoder, and eavesdropper,
and a closed-solution was found for a specific case of wiretap channels.
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yn

Wn

\ 4 A 4

xn 4@ M —>»| Decoder i—b xn
Eavesdropper

Figure 6.1: A general framework is presented in which the specific case illustrated
in Figure 3.1 is studied in this work. The variable L is defined as H(X"|Z™, M)/n
unless otherwise stated, and it measures the normalized level of uncertainty for the
eavesdropper [GSOS21b].

Zn

6.1 Future Works

General Secure Source Coding with Side-Information

One relevant problem is to expand the findings of Chapter 3 to the scenario where
there are different side-informations shared for the sender, receiver, and eavesdrop-
per, as shown in Figure 6.1. The challenge in this problem is in utilizing the
side-informations of the sender and receiver as a secret key, while also using that

information to compress the source in an efficient manner.

General Wiretap Channel for Sequential Joint Source-Channel

Coding

An extension to consider is solving the problem outlined in Chapter 5 for a general
wiretap channel. The challenge in this problem is that as the transmission rate
increases, the leakage also increases at a rate greater than linear. However, the
rate-leakage function is convex, which could potentially be leveraged. The approach
may be to use the lowest possible transmission rates, and if that is not successful,

gradually increase the rate.
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