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Sammanfattning

Detta forstudiearbete genomfordes under 2021 av RISE i samarbete med Boras Elnit AB,
AFRY och Boras Energi och Miljo, med finansiering fran Vastra Gotalandsregionen.

Vistra Gotaland ar det 14n som efter Stockholm importerar mest el i Sverige, 13 TWh.
Industri- och transportsektorn ar de storsta energianviandarna som tillsammans star for
over 65% av lanets totala elanviandning. Att bygga solel pa befintliga industribyggnader
innebdr att man okar vardeproduktionen pa redan exploaterad mark, med goda
forutsattningar att nyttja lokalproducerad solel i den dagliga verksamheten. Viared ar
det storsta industri- och logistikomrade i linet med sina ca. 850 000 m2 takyta och med
en elanvindning pa ca. 52 GWh/ar. 15 av de 140 elabonnenterna i omradet star for ca.
50% av bade elanvindning och tillgingliga takytor. I snitt dr elanvdndningen 53
kWh/m2/ar, vilket innebar att omradet skulle kunna na netto-noll i elanvindning 6ver
aret om 50% av takytorna anvands for solelinstallationer. Granser for installerad effekt
for solelsystem i gillande regelverk (500 kWp och 1500 kW) paverkar ekonomin for stora
solelanldggningar negativt, vilket ror flera av de storre taken i Viared och begransar den
totala potentialen. 40% av Viareds byggnader ar uppforda efter 2015 och erbjuder
relativt nya takytor pa vilka solelsystem kan placeras och takets barighet tillater den extra
lasten pa taket. Delade incitament mellan fastighetsidgare, fastighetsforvaltare och
hyresgister med korta kontraktslangder (ofta <10 ar) och osidkerhet kring framtida
anvandning av lokalerna ar i flera fall ett hinder for investering i solelsystem dar
aterbetalningstiden bedoms till 10-15 ar. En forenklad modellering av elnétet pa Viareds
industriomrade pekar pa att befintligt elnit bor kunna hantera relativt mycket
solelproduktion, dven om ett netto-noll scenario for solelproduktion skulle utmana
spanningsstabiliteten med eleffektstoppar pa elnitet nistan fyra gdnger storre i nulaget.

Solelanldggningar dimensioneras och byggs idag utifrin enskilda aktorers
forutsattningar. Foretagens eller foretagskoncernernas egna héllbarhetsambitioner ar
drivande for utbyggnaden av solelsystem och nirliggande investeringar for okad
héllbarhet. For att kunna nytta omradets fulla potential for utbyggnad av solel pa
befintliga takytor skulle det behdvas en aktor som tydligare kan driva fragan fran ett
omradesperspektiv for att skapa ekonomiska mervarde pa lokal och regional niva for att
anvianda en storre del av takytorna och 6verbrygga delade incitament bland de ménga
aktorer som berors. Vart forslag ar att det skulle kunna prévas genom en form av
energigemenskap dar lampliga aktorer medverkar.
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1 Ansats

Forstudien bygger pa ett initiativ fran RISE om att undersoka forutsittningarna att nyttja
de ménga och stora platta takytorna pa Viareds Industriomrade till att installera
solelanlaggningar.

Att bygga solel pa befintliga industribyggnader innebar att man 6kar viardeproduktionen
pa redan exploaterad mark. Det torde finnas goda fOrutsiattningar att nyttja
lokalproducerad solel i den dagliga verksamhet som sker i byggnaderna, och sannolikt ar
elnitet val utbyggt for att kunna hantera effektbehovet hos industrin.

Viareds industriomrade ar dessutom relativt avgransat geografiskt, och det ar intressant
att undersoka vilka eventuella drivkrafter som finns att genom samverkan pa omradet
gynna en utbyggnad av solel.

2 Bakgrund

Vistra Gotaland importerar netto 13 TWh/ar elenergi, vilket gor lanet till den nést storsta
elimportoren i Sverige efter Stockholms lan. Industri- och transportsektorn ar de storsta
energianviandarna som tillsammans star for 6ver 65% av lanets totala energianvindning.
Utfasningen av fossila branslen driver pa elektrifieringen av i synnerhet fordon och
industriprocesser med framtidsscenarier pekar pa en elanvandning 2-3 ganger hogre an
idag, med den storsta 6kningen inom industri och transporter sa som visas i Figur 1. [1]
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Figur 1. Elanvandningen i Vastra Gotaland for 2019, tillsammans med scenarier for 2025-2045.[1]

For att mota upp ett okande behov av el i lanet, behover den lokala produktionen av
fornybar el att byggas ut. Land- och havsbaserad vindkraft forvantas ha storst potential,
men dven solel kommer att utgéra en 6kande andel av elproduktionen.
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En overgripande potentialbedomning
for solel genomford av RISE och VGR
under viren 2022 sammanstiller
mojligheterna utifran takytor for olika
byggnadskategorier. Resultatet pekar
pa att takytorna kopplade till lanets
industri- och logistikbyggnader kan
inrymma solelsystem for en arlig
produktion av ca. 1 TWh el.

Potential solel, totalt byggnader i VGR

[1]

Sméahus 2,4 TWh
Flerfamiljshus 0,4 TWh
Samhallsfunktioner 0,4 TWh
Industrier, m.m. 0,9 TWh
Ekonomibyggnader 0,5 TWh
Komplementbyggnader 1,4 TWh
Totalt: 6.0 TWh

Begrinsas analysen ytterligare till att omfatta enbart de storre logistikcentren,
summerar dessa till 4 700 000 m2 takyta med en potential att producera ca. 250 GWh/ar
solel, forutsatt att alla deras tak utnyttjas. For att sétta siffrorna i perspektiv sa motsvarar
250 GWh/ar 1,3% av den totala elanvindningen i ldnet 2019. Viared ar det storsta av
dessa logistikcenter med sina dryga 850 000 m2. [1]

Tabell 1 Sammanfattar uppskattad potential for solelproduktion utifrdn lanets stoérre
logistikomraden. Av dessa ar Viared det storsta, med drygt 850 000 m2 takyta.

Logistikcenter Takyta Solyta GWh
Viared 853 254 341 302 44,4
Goteborg Torslanda 626 365 250 546 32,6
Goteborg Hisings backa 479 849 191 940 25,0
Goteborg Backebol 428 712 171 485 223
Kungalv Rollsbo 366 547 146 619 19,1
Skara-Munkatorp 354 444 141778 18,4
Uddevalla Kiarranas 344 596 137 838 17,9
Landvetter 311756 124 702 16,2
Gotene 245 233 98 093 12,8
Uddevalla RV44 245 233 98 093 12,8
Molnlycke 208 594 83 438 10,8
Tibro 175 080 70 032 9,1
Hallekis 87453 34 981 4,5
Totalt 4727116 245,8

3 Mal och syfte

Malet med forstudien ar att skapa en bredare forstaelse kring forutsiattningarna att nyttja
den potential som tak pa industri- och logistikfastigheter utgor, genom att nyttja Viareds
industriomrade for en fallstudie.
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Syftet ar att den bredare forstdelsen av forutsattningarna ska bidra till skapandet av
losningar som hjalper de olika aktorer som inbegrips i utbyggnaden av solel att
overkomma eventuella hinder att nyttja takytorna till sin fulla potential.

4 Viareds industriomrade

Viareds industriomrade ligger vaster om Boras, lings med R40, och huserar en
blandning av tillverkande industri, verkstader, lager, logistikcentra, kontor och ovrig
verksamhet sd som restauranger, gym och butiker. Manga av verksamheterna ar
representerade bland Viareds foretagsforenings over 145 medlemmar:.

Viareds industriomraddet omfattar en markyta pa cirka 500 hektar och over 170
byggnader med en sammanlagd takyta pd over 850000 m2 Enstaka
verksamhetsbyggnader pd omradet daterar till forsta halvan av 1900-talet, men en
utbyggnad av omradet vasterut de senaste aren utgor idag ca. 40% av byggnaderna.

Takytorna har varit i fokus for denna studie kring solel, men kopplat till verksamheten
finns aven stora parkeringsplatser och uppstillningsytor samt andra outnyttjade
markomraden, exempelvis vid Viareds flygplats, som eventuellt kan vara tillgangliga for
framtida solelinstallationer.

Figur 2. Figur 3.

Viareds industriomrade ligger strax vaster | Industriomrédet 4r pa ca. 500 hektar och
om Borés, 1angs med R40. omfattar 6ver 170 byggnader med en total
takyta pa over 850 000 m2. Den roda
markeringen anger projektets val av
geografisk avgransning.

5 Genomforande och medverkan

Projektet har skett i samarbete mellan RISE Research Institutes of Sweden, Borés Elnit,
AFRY och Borés Energi och Milj6 forsta halvaret 2022, med finansiering ocksa fran
Vastra Gotalandsregionen.

thttps://www.viared.se/medlemmar
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Arbetet har genomforts i tva parallella och kompletterande huvudsakliga spar:

1. I en begransad teknisk analys utgdr vi ifrdn energiforbrukning for de olika
elabonnenterna pa omradet tillsammans med ett antal ansatser (scenarios) om
olika grad av solelutbyggnad for att modellera elnétsinteraktionen. Modellerad
elnitsinteraktion sammanfors sedan med det befintliga elnatets utformning for
att forstd eventuella begransningar. De olika scenarierna om solelutbyggnad ar
forenklade ansatser som i analysen stills mot andra egenskaper for byggnaderna.

2. Samtal med aktorer pa omradet har sokts i olika former for att fa en insyn i vilka
hinder och drivkrafter som styr utbyggnaden av solel idag. Samtalen har
genomforts i form av telefonsamtal, workshops och personliga moten. Dartill har
vi med hjalp av Viareds foretagsforening gatt ut med en enkel frageenkat kring
delade incitament. Underlaget ligger till grund for att forstd i vilken man en
samverkan pa omradesniva ar majlig, och vilken inriktning den skulle kunna ha.

RISE Research Institutes of Sweden har lett forstudien. RISE har bearbetat dataunderlag
och genomfort modelleringen, arrangerat kommunikationen med aktorerna och de flesta
moten/workshops, samt hanterat enkitstudien. RISE ar huvudforfattare till detta
dokument.

Bords Elniat har hjalpt till att ta fram underlag kring deras abonnenter,
energiforbrukning och elnitets utformning. Boras Elnat har dven deltagit i flertalet av de
moten och workshops som genomforts.

AFRY har ansvarat for de ca tio platsbesok hos aktorer pa Viared som gjorts inom ramen
for projektet och genomfort enklare men mer fokuserade studier av solel for dessa
enskilda fastigheter.

Boras Energi och Miljo har f6ljt projektet och medverkat pa flertalet projektmoten och
nagot platsbesok.

6 Elanvandning

Analys av energianvindningen pa omradet grundar sig i méatdata fran Boras Elnit for
aren 2019 och 2020 for 138 abonnenter. Detta ar ett relativt heltickande data set, men
ett antal mindre abonnemang och privata bostadshus har undantagits 4ven om de matas
fran samma elnit. Viss bearbetning av elforbrukningsdata har gjorts for att tacka luckor
i matserien med maélet att ha en komplett tidsserie for vardera abonnenten under ett ar.
I forsta hand har data frdn 2019 anviands och luckor fyllts med maitviarden fran
motsvarande tidsperiod 2020.

I den mén som energianviandningen kopplas till byggnader med en viss takarea sd har
vissa abonnemang slagits ihop dd de ar anslutna till samma byggnad. Av den
anledningen sa redovisas inte alltid alla 138 abonnenter enskilt.

Omradet anvinder ca. 52 GWh el per ar (ca. 10% av den totala elanvindningen i hela
Borés Elnits elndtsomrade) och har en relativt jimn ménadsforbrukning over aret.
Elanviandningen sker huvudsakligen dagtid i verksamheten. Viareds industriomrade ar
anslutet till fjairrvirmenatet, vilket nyttjas av de flesta fastigheter.
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Figur 4. Hela Viareds industriomrade.

Elférbrukningen for omradet ar relativt jamn

over aret med en mindre nedgang under elanvandning, vilket huvudsakligen sker

sommaren. Sannolikt anvands huvudsakligen  nder arbetsdagen i verksamheten. De mérka

fjarrvarme f6r uppvarmning av lokaler. vertikala randerna visar helger och andra
perioder med mindre verksamhet. Tidsaxeln
visar normaltid.

Figur 5. Hela Viareds industriomrade. De
ljusa falten visar pa tidsperioder med hog

Elanviandningen pa industriomrddet domineras av ett antal storre abonnenter som
manga aven har stora takytor, vilket framgar av Tabell 2. De 15 elabonnenter med storst
energianvandning star for nistan halva elanviandningen pa omradet i stort, och
representerar ocksa cirka hilften av omradets takytor.

Tabell 2. Visar energiforbrukningen och takarea for de 15 abonnemang ordnat efter storst
elanviandning. De 15 (av 130) abonnemang med storst elanvandning representerar 55% av
industriomradets totala elanvandning och 49% av den totala takarean.

Energiforbrukare Energiforbrukning Takarea

[storst till minst] | [GWh] Andel av totalen [m2] Andel av totalen

1till 5 16,5 32%| 154877 19%
6 till 10 6,9 13% 133162 16%
10 till 15 51 10% 111100 14%
16 till 130 23,8 45%| 408103 51%
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Figur 6. Grafen visar elanvandningen for enskilda elabonnenter pa Viareds industriomrade
arrangerade fran storst till minst elanvandning. Ett fatal abonnenter star for en 6vervagande del av
elanvandningen i stort.

En ansats om linjart forhallande mellan energianvandning och takyta ger enligt Figur 7
en uppskattning pa en arlig energianvindning i industribyggnaderna om 53 kWh/m2/ar.
Spridningen ar dock relativt stor och visar pa bade smé byggnader med energiintensiv
verksamhet och stora byggnader med liten energianvindning.
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Figur 7. Plotten visar den arliga elanvdndningen i relation till takarea for ca. 130 elabonnenter pa
Viareds industriomrade. Spridningen ar ganska stor, men ett antagande om linjart forhallande
mellan elanvandning och byggnadens takarea ger 53 kWh/m2/ar.

Bland manga av abonnenter med st6rst elanvindning sé syns, liksom for omradet i sin
helhet, en overvagande elanviandning under dagtid. Graferna i Figur 8 ar valda exempel
dar de ljusare falten indikerar hogre elanvandning och de morkare lagre. Den vertikala
axeln ger tid pa dygnet och den horisontella axeln ger dag pa éret fran januari till
december. Graferna ar plottade i normaltid och visar hur elanvindningen forskjuts mot
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morgonen under sommaren pa grund av sommartid, att en del verksamheter star still
under sommarsemestern och vid jul/nyar. Nagra av tycks bedriva kvallsverksamhet samt
ha mindre laster dven nattetid. Det 6vergripande randiga monstret kommer av mindre
elanvindning under helgerna. Fiargskalan i graferna kan inte jamforas mellan varandra,

och den absoluta skalan dr undantagen av sekretesskal.
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Figur 8. Grafernavisar exempel pa elanvandning fran ett antal abonnenter med stérre elanvandning
pa Viareds industriomrade. De ljusare félten indikerar hégre elanvandning och de mérkare lagre.
Den vertikala axeln ger tid pa dygnet och den horisontella axeln ger dag pa aret fran januari till
december. Elanvandningen ar i huvudsak fran 2019.
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/ Takytor och potential for solel

Viareds industriomréde bestar av 6ver 850 000 m2 takyta enligt data frdn Lantmateriets
fastighetsregister som tillhandahallits via Vastra Gotalandsregionen. Av dessa har drygt
820 000 m2 har kunnat knytas till elabonnemang fran Bords Elnat. Differensen beror
delvis pd en pagdende utbyggnad av omradet dar data fran elanvindning primart ar fran
2019 och data over takyta fran 2021.

Manga av byggnaderna, i synnerhet de nyare, har stora platta eller 1aglutande tak. Andra
har mer komplexa takformer, som for dldre byggnader emellanat paverkats av om- och
tillbyggnader. Viareds industriomrade expanderar visterut och cirka 40% av
byggnaderna har tillkommit sedan 2015. Diagrammet i Figur 9 visar fordelning av
byggnader 6ver byggar [2] och indikerar den forandring som nu sker. Diagrammet i
Figur 10 visar fordelning av takytor sa som de kunnat knytas till elabonnemangen. I vissa
fall 4&r denna fordelning lite missvisande da ett elabonnemang anvinds till flera
byggnader, eller flera abonnemang forsorjer samma byggnad. Kopplingen ar dock
relevant for solelpotentialen dé de beror fastighetsigare och verksamhetsutovare snarare
an den fysiska byggnaden.
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Figur 9. 40% av byggnaderna har uppférts Figur 10. Manga av byggnaderna har relativt
efter 2015 i och med att omradet expanderat ~ stora platta tak 6ver 1000 m2.
vasterut. 174 byggnader ingar i statistiken.

Figur 9 visar aldern for byggnaderna pa Viared. Industriomradet har byggts ut
kontinuerligt, med enstaka byggnader som daterar tillbaka till tidigt 1900-tal. Narmare
90% av byggnadsbestandet ar dock uppforda efter 1990, och cirka 40% har tillkommit
efter 2015. Manga av de nyare byggnaderna ar del av utbyggnaden visterut och erbjuder
stora platta takytor.

/.1Takareal tillganglig for solel

En fallstudie av 10 st industribyggnader (se bilder nedan) med befintliga
solelinstallationer gjordes tidigare inom ramen for projektet Regional Elektrifiering
genom Kraftsamlande Arena [1]. Aven om dessa exempel p4 industrilokaler inte kommer
frdn Viared, sd anviands hir fallstudien som referens for hur stor andel av industritak
faktiskt anvands for solelinstallationer. For dessa 10 industrilokaler har solceller lagts pa
i genomsnitt cirka 40% av takytan.
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Vi antar utifrin dessa exempel darfor att anta att 40-50% av takytan pa en
industrifastighet dven i allmanhet bor vara tillganglig for montage av solcellsmoduler,
med hénsyn taget till begriansningar som kommer av byggnadens och takets form,
takutbyggnader och installationer, krav pa taktillganglighet och taksdkerhet, skuggor
fran omgivning, med mera.

I tidigare studier av solelpotentialen pa tak i Sverige har energiutbyten uppskattats till
mellan 110-140 kWh/m2/ar for tillgingliga takytor [3] [4]. Ansitts 130 kWh/m2/ar
tillsammans med en tillgdnglig takyta som utgors av 50% av byggnadernas totala takyta
sd mojliggors en forsta skattning av solelpotentialen pa Viareds industriomréde.
Diagrammet i Figur 11 visar fordelningen av byggnader i kategorier av 6kande takarea
(bla staplar) tillsammans med den ackumulerade potentialen for solelproduktion. Det ar
primart byggnader storre an 1000 m2 som erbjuder namnvard solelpotential, och utan
ytterligare begransningar an tillginglig takyta si borde drygt 53 ooo MWh/ar solel
kunna produceras. Elanvindningen for omréadet ar drygt 52 ooo MWh/éar, sa enligt
denna forenklade ansats sa kan Viareds industriomréde na nettoproduktion av solel 6ver
aret om 50% av taken nyttjas for solelsystem.

Som visades i Tabell 2 sa finns nistan 50% av omradets takyta bland de 15 st (12% av
antalet) elabonnenter med storst elanviandning. Fokuserar man pa dessa 15 st
elabonnenter sa har man béde ca. 50% av solelpotentialen och drygt 50%
elanvindningen.

7.2Ekonomiska begransningar i stora system

Dock begriansas potentialen for de stora taken i realiteten av dels skattereduktion for
egenanviand solel for anldggningar mindre dn 500 kWp, dels av en reducerad
anslutningsavgift till elnétet for anldggningar som levererar ut mindre dn 1500 kW pa
nitet. Dessa grianser paverkar ekonomin for investeringen i solelanldggningen, vilket gor
att ménga viljer att bygga anlidggningar som &r mindre dn givna grénsvirden.
Gréansvardena paverkar i forsta hand storleken pa solelanldggningar for byggnader med
tak storre 4n 10000 m2. Om ingen enskild solelanldggning byggs storre an 500 kWp
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minskar solelproduktion pa industriomradet till ca. 23 000 MWh/ar, vilket visas i Figur
11.
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Figur 11. Diagrammet visar férdelning av byggnader utifran kategorier av storlek pa takyta. Dartill
visas den ackumulerade potentialen for solelproduktion for dessa kategorier av byggnader, i tvafall
med hansyn taget till lagtekniska gransvarden pa solelanldggningarnas storlek som paverkar
ekonomin i investeringen.

7.3Alder pa tak

Moderna takmaterial och titskikt bedoms ofta ha en livstid pa 30 ar fran installation.
Livstiden for solcellsmoduler bedoms dven den vara cirka 30 ar. Att byta tak efter att
man monterat solcellsmodulerna medfor extra arbete, kostnader och risk for skador i
hanteringen av modulerna, vilket innebar att solelsystem helst byggs pa relativt nya tak
eller samordnas med ett byte av takskikt. Tak som ar 10-20 ar gamla bor darfor vara
mindre attraktiva for montage av solcellsmoduler. Utifran dataunderlaget i Figur 9 sa
har uppskattningsvis 20% byggnaderna pa omradet tak med en alder pd 10-20 ér.
Andelen bekriftats dven i enkitsvar fran aktorerna pa omradet. Bland de 15
elabonnenter med storst elanvandning har tre byggnader som dr 10-20 &r gamla, medans
fem har byggnader uppforda tidigare an 1990 och dar takskikten sannolikt redan bytts
ut en gang. For dessa 8 skulle takskiktets alder kunna utgora ett hinder for installation
av solceller i nartid.

Omvint kan en kommande renovering av fastigheten vara ett tillfille att genomfora en
solelinstallation och integrera den béade i renoveringsbudget och arbetsprocess. Hur en
renovering skulle kunna nyttjas for att skapa mojligheter for en mer effektiv utbyggnad
av solelsystem redogors for i rapporten ”Effektiv renovering med solceller” [5]. Halften
av de svarande i enkidtundersokningen angav att de har eller kanske har ett
renoveringsbehov i nartid.
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7.4Tak isolerade med cellplast

Enkla konstruktioner av stora platta tak som isolerats med cellplast och sedan enbart
tackts med takpapp kan i vissa fall vara en begransning. Vid riskbedomning med hansyn
taget till konsekvenser i hindelse av brand sa kraver manga forsakringsbolag att man
vidtar atgarder pa taket innan solcellsmoduler och viaxelriktare installeras. Exempel
finns dar man lagt ett lager singel pa taket, mellan takpapp och solelanlaggning.

Normalt ar denna typ av konstruktion inte tillaiten, men forekommer emellanat anda. I
de enkitsvar som inkommit fran aktorer pa omradet anger 3 av 14 att man har cellplast
i taket, medan 11 anger att de saknar information. Cellplast i sig behover inte vara ett
problem, men takkonstruktionen bor granskas om man planerar for en solelinstallation.

7.5Tak med begransad hallfasthet

Flera aktorer pa omradet har tittat pa mojligheten att installera solelanldggningar, men
fastnat i att deras tak inte har tillracklig barighet for den extra last som en
standardinstallation av en solelanldggning skulle utgora. Manga byggnader har stora
takspann och ar dimensionerade med relativt sma marginaler. Regelverk for berakning
av barforméga andrades 2011 och byggnader fran innan 2011 kan darfor ha ytterligare
samre forutsiattningar for ytterligare laster pa taket. Att forstarka ett tak kan i méanga fall
vara en kostsam atgard.

8 Modellering av solelsystem

Data fran Boras Elnat kring elanvandningen har anviants som ingangsdata for att
simulera ett antal ansatta scenarier kring solelutbyggnad pa Viareds Industriomrade.
Data for elanvindningen kommer i forsta hand frdn 2019 med maitvarden for varje
timma, men luckor i datasattet kompletterats med data fran i forsta hand motsvarande
tidsperiod fran 2020 for att fa virden for ett fullt ar.

Simuleringsansatsen syftar till att ge en fingervisning om hur solelproduktion och
elanvindning sammanfaller, hur mycket solel som kan anvindas direkt i byggnaderna
och hur mycket som fors over till elndtet. Modellen som anviands for simuleringarna
antar klimatdata for Borés och att solcellsmodulerna installeras horisontellt. I och med
val av klimatdatafil och orienteringen av solcellsmoduler sd &r energiutbytet i
modelleringen 707 kWh/kWp installerad effekt2. D& ar inte ndgon hinsyn tagen till
byggnadernas specifika utformning, eventuellt skuggande foremal med mera. I och med
att samma klimatdatafil och samma orientering antagits for alla solelanldggningar sa blir
sammanlagringen alltid 100%. Simuleringar har dven gjorts for néitstationer, dar
elanvandningsprofiler for anslutna abonnenter summerats.

Modelleringen har gjorts i Python for att hantera data fran de dryga 130 elabonnenterna
och nyttjar System Advisor Model fran NREL for att modellera sjilva solelproduktionen.

2 Métningar pa verkliga solelinstallationer i Bords 2020-2021, dir solcellerna orienterats i soder
med 45° lutning var utbytet mellan 760 — 1020 kWh/kWp efter korrigering mot normalar.
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8.1Scenarier for solelutbyggnad

De scenarier som anvants ar forenklade och antar att alla elabonnenter pa omréadet
bygger solelanlaggningar och utformar dem pa samma satt. I verkligheten skulle
byggnadstekniska och ekonomiska forutsattningar for enskilda aktorer paverka om en
solelanldggning ar lamplig, nar den byggs och hur den dimensioneras och utformas.
Exempel pa projektering av solelanlaggningar utifran verkliga forutsattningar redovisas
i stéllet under rubrik 10.

Nedan i rubrik 8.1.1 till 8.1.4 beskrivs de fyra scenarierna som anvinds var for sig i
modelleringen.

8.1.1Netto noll

Solelanldggningen dimensioneras sa att solelproduktionen och elanvindningen ar lika
stora raknat Over aret sett till mangden energi. Det vill sdga, anvinder man 50 000 kWh
el per ar sa modelleras en solelanldggning som producerar 50 000 kWh pa ett ar. Ingen
hansyn har tagits till de enskilda abonnenternas tillgdngliga takyta.

Normalt innebar detta ett 6verskott av solel pA sommaren som exporteras (siljs) ut pa
elnitet.

8.1.2Enligt abonnemangsstorlek

Solelanldggningen dimensioneras sa att Overforingen av 6verskottsel till elnitet, efter att
elanvindningen lokalt i byggnaden/fastigheten riknats bort, inte 6verskrider storleken
pa nuvarande forbrukningsabonnemang. Det vill siga att om man har ett
sakringsabonnemang pa 35A (24 kW) sa modelleras en solelanliggning sa att den inte
genererar mer overskottsel an 24 kW under ndgon timma pa aret.

Ansatsen ar artificiell d& anldggningens storlek i i princip bestdms av exporten av solel
en enskild timma, givet just det dataset som anvinds. I verkligheten behéver dessutom
inte produktions- och forbrukningsabonnemang vara lika stora.

8.1.380% egenanvandning

Solelanldggningen dimensioneras sa att 80% av den solel som produceras anvands
bakom elmétaren sett 6ver hela aret. Endast en mindre del 6verskott (20%) tilléts séljas
ut pa elnitet.

Detta kan exempelvis innebdra att man dimensionerar solelanliggning sd att den
matchar elanvindningen dagtid under sommaren, och att viss 6verskottsel siljs ut pa
nitet i forsta hand under helgerna och sommarsemestern dé elanvdndningen i
verksamheten ar lagre.

8.1.4100% egenanvandning

Solelanldggningen dimensioneras sd att all (100%) solel som produceras anvands bakom
elmitaren och ingenting tilldts sédljas ut pa elnitet.
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Ansatsen ar artificiell da anlaggningens storlek i princip bestdms av solelproduktionen
och elanvindningen en enskild timma, givet just det dataset som anvands.

8.2Solelproduktion

For att ge en oOverblick s& har de olika scenarierna anvints for att modellera
solelproduktionen relativt hela omradets sammanslagna elanviandning (med en total
elanviandning pa drygt 52 000 MWh/ar). Tabell 3 redovisar solelproduktionen for de
fyra scenarierna och hur den anvands inom omréadet eller exporteras till elnatet utanfor
Viared. Skillnaderna mellan de olika scenarierna ar relativt stora dar scenario "Netto
noll” innebar mest installerad solel, medan scenario ”100% egenanvandning” minst
mangd solel. (Idag 2022 ar scenario "100% egenanviandning” i stort uppnatt pa
omradesniva i och med de solelanliggningar som redan byggts.) I scenario "Netto noll”
anvands 20 000 MWh/ar (38%) inom omradet och 32 000 MWh/ar siljs. For scenario
“Netto noll” krdvs cirka 360 000 m2 solcellsmoduler, vilket utgor 44% av omradets
totala takytas. Detta stimmer vil Gverens med siffrorna som redovisats i kapitel 7
Takytor och potential for solel, och dr en mangd solcellsmoduler som bor fa plats om
takytorna nyttjas.

Tabell 3. Fyra scenarier for solelutbyggnad pa Viareds industriomrade redovisas i termer av
solelproduktion och hur den kan anvdndas inom omradet alternativt siljas ut pa elnatet.
Modelleringen utgar ifran ca. 820 000 m2 takyta pad omradet.

Scenario Effekt solel | Solelproduktion | Egenanvindning | Overskottsel | Solcellsmoduler
[MWp] [MWh/ar] [MWh/ar] [MWh/ar] Yta [m2]
Netto noll 74 52 000 20000 32 000 360 000
Enligt abonnemangstorlek 54 38 000 19 000 19 000 260 000
80% egenanvandning 23 16 000 13 000 3000 110 000
100% egenanvandning 4 3000 3000 0 20 000

I Figur 12 visas nettobalansen som en varaktighetskurva for de olika scenarierna sett till
hela Viareds industriomrade. Linjerna visar grundprofilen for elanvindningen
tillsammans med de olika scenarierna. Utifran denna figur kan vi notera att:

e Omréddet anvander som mest drygt 11 MWh/h el. Effektimportens maximala
varde forblir oférandrat oberoende scenario for solelutbyggnad.

e Med ett scenario om netto noll balans sett 6ver aret s exporteras 6verskott fran
solelproduktionen 6ver 2000h/éar, med en maximal Gverforingseffekt nistan 4
ganger den storsta importen. Manga abonnenter skulle sannolikt behova storre
produktionsabonnemang én forbrukningsabonnemang for netto noll.

e Den sammanlagda storleken pa forbrukningsabonnemang hos enskilda
elabonnenter ar knappt 30 MW. Motsvarande effektbegransning pa export av
overskott av solel till nitet sannolikt innebdra mindre solel 4n netto noll.

e Med ett scenario for 80% egenanviandning si exporteras oOverskott fran
solelproduktionen till elndtet under nistan 1000h/&r, med en maximal

3 820000 m2 tak knutna till de elabonnemang som anvints for simuleringarna.
Solcellsmodulerna har antagits vara 370W och 1,77 m2 styck.
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overforing pa knappt 11MWh/h — det vill sdga samma storlek som maximal

import.
50000 o
= E|anvandning, utan solel
E 40000 = Scenario: Netto noll
é < 30000 Scenario: Enligt abonnemangstorlek
= 0
o = Scenario: 80% egenanvandnin
§ £ 20000 08 &
£~ == Scenario: 100% egenanvandning
S £ 10000
< g
v
£s 0
£
L -10000
-20000
Q O O O O O O O N} Q O
Q ) QO 3 O O ) O Q )

Varaktighet under aret [timmar]

Figur 12. Grafen visar interaktionen med elnatet sett till hela omradet, det vill siga nettobalansen
av elanvandning och solelproduktion. Vardena &r arrangerade fran minsta (import) till storsta
(export) for att ge information om varaktigheten fér nettobalans av en viss storlek sett 6ver arets
alla timmar. Positiva varden innebar att 6verskott fran solelproduktion siljs ut pd natet och
negativa varden innebar att el kops in for att tacka behovet.

Bryts det storsta scenariot, "Netto noll”,ner till fastighetsniva sa framgar att alla enskilda
elabonnenter inte kommer ha mojlighet att installera solel pa sina tak i den omfattning
som kravs. For att na en sidan méangd solel pa omrédet s behovs ytterligare incitament
for att kunna dela energi mellan olika aktorer. I Figur 13 har de abonnenter som ligger
ovan rod linje inte tillrdckligt med takyta for att kunna nd netto noll, eller behover
anvianda mer dn 45% av sin takyta for att na dit. Abonnenter under den roda linjen har
mer tak dn de behover for att tidcka sin egen elanvindning och kan bli netto producenter
av solel. I Figur 14 jamfors storleken pa befintliga forbrukningsabonnemang med
installerad toppeffekt solel om 45% av taken nyttjas. For abonnenter under den réda
linjen skulle ett produktionsabonnemang storre &4n deras nuvarande
forbrukningsabonnemang behovas - i ménga fall ganska mycket storre, och som Figur 11
tidigare visade, dven over granserna pa 500kW och 1500kW som péverkar ekonomin for
solelinstallationen negativt.

2000 1200

1000

1500 £g
= g = 800
=< =3 :
£ 1000 55 600
= EX 400 o
o %8 I oc
® o500, 5F = | : S% . e
5 % » Elanvéndning abonnenter 8 2 200 - =Elabonnenter
—Solelproduktion 45% av takyta < F 0 g —Toppeffekt solel 45% av takytan
0 & 4 -
0 10000 20000 30000 40000 0 10000 20000 30000 40000
Byggnadsstorlek [m2] Byggnadsstorlek [m2]

Figur 13 Visar takyta mot elanvandningen for Figur 14 Visar takyta mot storlek pa
enskilda elabonnenter och solelproduktionen férbrukningsabonnemang uttryck i effekt och
vid 45% anvandning av takytan. toppeffekt solel.
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9 Elnat och dess paverkan

Viareds industriomrade forsorjs av ett geografiskt relativt avgransat elnit med nominell
spanning pa 10kV. Elnitet innehéller ca. 55 nétstationer dit enskilda elabonnenter ar
anslutna. Vissa stora elabonnenter har en egen nétstation, medan mindre abonnenter
delar nitstation. 10kV nitet ar i sin tur anslutet till ett 6verliggande 130kV elnit via en
mottagningsstation. Elnatets uppbyggnad visas schematiskt till vanster i Figur 15 som
aven visar modelleringsansatsen for elniatet. Modelleringen har inte inkluderat enskilda
elabonnenter och begransats till 10kV nitet med dess natstationer. Data for enskilda
abonnenter har aggregerats till de natstationer dar de ansluter.

-

130 kV Mottagningsstation Modellerings-
ansats elnat
10kV > EIndtsmodell
Nditstationer
@ é ca.55st y
0,4 kV

_I_l Elabonnenter . .
+  Energiforbrukning 2019 (2020) } Scenarier solelproduktion

+  Abonnemangsstorlek Netto noll ver aret
+  Takarea
mmom mmom mmom

80%/ 100% egenanvandning
Enligt abonnemangsstorlek.
ca. 140st

Figur 15. EInatet for Viareds industriomrade illustreras schematiskt till vanster. EIndtsmodellen
omfattar 10kV natet, men inte de enskilda elabonnenterna.

9.1EInatanalys

Forluster i ett elnit kan berdknas genom skillnaden mellan den totala uppmatta energin
i fordelningsstationen och summan av lasterna inom ett omrade. Ett omrades uppmaétta
relativa forluster kan uttryckas enligt f6ljande:

P PR S 2
_ ( substation Zz—l l) -100

P loss m% —

P, substation

dar P; ar den uppmatta effekten i lastpunkten i och Pg,pstqtion 4T den uppmétta effekten
i natstationen.
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9.2Sensitivitetsanalys spanning

I regel minskar spanningen i ett distributionsnét ju langre ner i natet man gér, sett fran
den matande fordelningsstationen, pa grund av forluster i ledningarna. Nar natet inte
enbart bestdr av forbrukare utan aven distribuerad elproduktion, som fran
solelanlaggningar, kan det i stéllet leda till forhojda spanningsnivaer. Granserna for
spanningsstabilitet ar +10% fran nominell spanning. Tidigare har distributions-natagare
ofta valt en nagot forhojd spanning i den matande fordelningsstationen till ndten. Detta
minskar forlusterna och kompenserar for spanningsfallet ldngre ner i nitet, men vid en
hog penetration av distribuerad generation kan det riskera att 6verskrida den hogre
nivan for spanningsstabilitet.

Nod-spéinning

Spinningsokning

N
098 r

Nominell spidnning
Spinningsreduktion

1.05

0.96 1

0.94 r

&
=1

+ maxU

Spanning (pu)
Spanning (pu)

*  meanU * * * \\
+ minU
linreg=max *
linreg=mean
linreg=min

=)

0951

0.88 1

0971
0.86
0 10 20 30 40 50 0 10

Nod (#)

20 30 40 50
Nod (#)

Figur 16. Spanningsférandringar i ett nat.
Nod O motsvarar fordelningsstationen, och
O6kande nod-nummer motsvarar ett langre
elektriskt avstand fran férdelningsstation.

Figur 17.1 ett nat med enbart forbrukare sa
sjunker spanning med elektriskt avstand.
Min-, medel- och max-varden avser
spanningsvarden under ett ar.

Spanningsprofilen i ett distributionsnét kan illustreras enligt Figur 16, dar den svarta
linjen anger nominell spanning, den bla linjen beskriver det traditionella beteendet med
endast forbrukare och den roéda linjen beskriver ett ndt med endast distribuerad
elproduktion. De streckade roda linjerna ar granserna for spanningsstabilitet. Noderna
langs x-axeln ar inkopplingspunkter i natet fran o (fordelningsstation) till 44 som
elektriskt sett ar langst bort fran fordelningsstationen. Y-axeln anger spanningen i per
unit (pu), avvikelse frdn nominell spAnning som normerats till virdet 1.

Grafen i Figur 17 illustrerar max-, medel- och min-viarden for spanningsvariationerna i
ett godtyckligt distributionselnidt under ett &r. Natet har ingen produktion, diarav
minskar spanningen for alla de redovisade viardena allt eftersom vi ror oss ut i niatet. Den
yttersta noden, nod 44, har liagst min-spanning och 4dven de storsta
spanningsvariationerna. Det gar ocksa att utlasa olika kluster dar exempelvis noder 35—
37 och 41—44 ligger under samma anslutningspunkt. De noder vars min-varden ar under
0.9 uppfyller inte kravet pa spanningsstabilitet under ndgon del av éret.

For elnatsmodelleringen har endast de tre storsta scenarierna inkluderats; 80%
egenanvandning, enligt forbrukningsabonnemang och netto noll.
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9.2.1Referensfall utifran uppmatt elanvandning

Som referens for solel-scenarierna anvands en niatsimulering med endast den nuvarande
elanvindningen i natet. Grafen i Figur 18 visar varaktighetskurvan for elanvandningen
over arets timmar sett till mottagningsstationen for omradet, medan Figur 19 ger
spanningsvardena for underliggande natstationer (noder). Spanningen avtar med
elektriskt avstdnd fran mottagningsstationen (nod 0) da vi endast har elférbrukande
laster i natet.

Forbrukning i kWh Nod-spénning
-2000 1.002

-3000 o 1

-1o00 0.998

-5000
0.996

-6000

-7000

o o
@ o
8 B

-8000

Effekt [KWhih]
Spanning (pu)

.
)
©
©

*

-9000 / . *  maxU
! +  meanU * o
-10000 o 0.888 +  minU
e linreg=max
11000 [/ 0.986 [ | —linreg=mean ¥
linreg=min Fbp
12000 0.984
0o 1000 2000 3000 4000 5000 6000 7000 8OO0 9000 0 10 20 30 40 50 60
Tid [h] Nod (#)

Figur 18. Effektuttag mo:ctagr:ningsstaion med  Figur 19. Modellerade spanningsvirden for
endast nuvarande elanvandning. underliggande natstationer (noder).

9.2.2Scenario 80% egenanvandning

Solelanldggningar ar anslutna till samtliga underliggande nitstationer, dimensionerade
sa att 80% av solelproduktionen anviands direkt i respektive nétstation. Plotten i Figur
21 visar att solelproduktionen driver upp den maximala spanningen till nastan 1.5% Over
nominell spanning for den yttersta natstationen. Spanningen i nitstationerna ar val
inom intervallet for spanningsstabilitet och lamnar fortsatt bra marginal for ytterligare
spanningsvariationer fran natstation till enskild elabonnent.

I simuleringen antas spanningsnivan i mottagningsstationen (nod o) ar konstant pa
nominell niva, vilket innebar att spanning dar dynamiskt kompenseras. Gransen for
stabilitet ar £10%, men elnitagare brukar vara konservativa och anvinda sig av +5%. Om
matvardet i stationen tillats variera med 5% blir maximala variationerna +6.5% under
aret, langst ut i natet.
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Figur 21. Modellerade spanningsvarden for

Figur 20. Effektoverforing mottagningsstation

enligt scenario 80% egenanvandning. underliggande natstationer (noder).

9.2.3Scenario enligt forbrukningsabonnemang

Solelanldggningar ar anslutna till samtliga underliggande nétstationer, dimensionerade
sa att overskottsproduktionen vid vardera natstationen inte Gverstiger summan av
storleken pé de anslutna forbrukningsabonnemangen. Trots detta s det maximala
overskottet i solelproduktion nistan 2,5 ganger sa stor som den faktiska
effektforbrukningen, s som framgar av Figur 22. Plotten i Figur 23 visar att
solelproduktionen driver upp den maximala spanningen till nistan 4% 6ver nominell
spanning for den yttersta natstationen. Marginalerna for spanningsstabilitet ut till
enskild elabonnent dr mindre, men tillater fortsatt ytterligare 6% okning innan
gransvarde nas.
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Figur 22. Effektoverforing
mottagningsstation for scenario Enligt
forbrukningsabonnemang.

Figur 23. Modellerade spanningsvarden for
underliggande natstationer (noder).

9.2.4Scenario Netto noll

Solelanlaggningar ar anslutna till samtliga underliggande natstationer, dimensionerade
sd att det rader balans i energiproduktion och energiférbrukning sett 6ver aret for
vardera nitstationen. Det maximala 6verskottet i solelproduktion ar néastan 4 ganger sa
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stor som den faktiska effektforbrukningen, s som framgar av Figur 24. Plotten i Figur
25 visar att solelproduktionen driver upp den maximala spanningen till nastan 5% over
nominell spanning for den yttersta nitstationen. Marginalerna for spanningsstabilitet ut
till enskild elabonnent ar nara gransvirdet och tillater ingen mer utokning for en tillaten
variation pa +5% vilket ger +10% langst ut i nétet.
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Figur 25. Modellerade spanningsvarden for

Figur 24. Effekt6verforing underliggande natstationer (noder).

mottagningsstation for scenario netto noll.

9.3Diskussion elndatsmodellering

Av de analyserade scenariona for solelproduktion ar scenario 80% egenanviandning vl
inom marginalerna for gransviarden for spanningsstabilitet. For det storsta scenariot
“Netto noll” ligger variationerna pa gransen for spanningsstabilitet. I realiteten skulle de
flesta solelanliggningar vara anslutna hos enskilda abonnenter och inte vid
nitstationerna, vilket innebidr att marginal behovs for att ta hénsyn till ytterligare
spanningsvariationer i kablarna mellan néatstation och elabonnent. For de storre
solelanldggningarna i dessa scenarier skulle det vara mojligt/troligt med en egen
transformator for anslutning direkt till 10 kV nitet, vilket vore mer i linje med hur
modelleringen utforts. Nitet ar ett regionnit och om det ligger mindre natomraden
under den studerade topografin behover hojd tas dven for deras spanningsnivaer i
utviarderingen av scenariona for solutbyggnad. Scenario forbrukningsabonnemang och
netto noll dr da nira spanningsgrianserna om stationen tillats variera +5%, +9%
respektive £10%.

Fordelningen av solelproduktion har antagits helt likformig for alla nitstationer enligt
de olika scenarierna, och tar inte hansyn till faktiskt fordelning av tillgdnglig takyta (se
tidigare diskussion i avsnitt 8.2 Solelproduktion) eller ser till det faktum att all solel inte
byggs samtidigt. Ett verkligt fall av netto noll skulle saledes ha en annan férdelning av
solelproduktion pa de olika natstationerna, vilket paverkar distributionen av
spanningsvariationer over nitet. Det skulle kunna innebiara bade bittre och samre
spanningsforhéllanden i enskilda noder an vad som redovisas har.

Det maximala spanningsvardet for vardera natstationen bestdms av den tidpunkten pa
aret med maximalt overskott av solelproduktion. I och med att utformningen av
solelanldggningarna ar identisk, med horisontella solcellsmoduler, och samma klimatfil
anvands for alla simuleringar s blir sammanlagringen av solelproduktionen 100%,
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vilket ar en viss Overskattning relativt ett verkliga installationer i vilka solelproduktionen
i ménga fall skulle varierar lite. Dock kompenseras detta av att simuleringarna enbart
anvander timvarden, vilka inte fingar den verkliga dynamiken hos vare sig last eller
solelproduktion. Oavsett sa visar bland annat Figur 12 att de storsta effekttopparna av
overskott i solelproduktionen inte varar speciellt lange. Vaxelriktare kan styras till att
begrinsa effektoverforingen till elnétet, vilket skulle kunna nyttjas for att inte riskera
spanningsstabiliteten. Likasa ar lindningskopplaren i mottagningsstationen reglerbar,
skulle potentiellt kunna anviandas for reglerna ner spanningen vid mottagningsstationen
for att kompensera spanningsokning pa grund av 6verproduktion langre ner i natet.

Figur 26 visar energiinnehallet vid olika effektoverforingar fran och till elnatet for
scenario netto noll. Vid forbrukning fors mycket mer energi over vid relativt ldga effekter,
medan for solelproduktionen ar energiinnehéllet fordelat over ett storre effektomrade.
Skulle effektoverforing till elnatet begransas med 10% (fran 43 MWh/h till 39 MWh/h)
sa skulle 1% av solelproduktionen ga forlorad. Begransar man effektoverforingen med
20% tappar man 8% av solelproduktionen, 30% mindre effektoverforing ger 17% forlust
av solelproduktionen. De exakta siffrorna beror pa relationen mellan solelutbyggnad och
last och ser olika ut for olika scenarier. Att reglera effektoverforingen till nitet vore
eventuellt en billig atgédrd for att kunna bygga ut mer solelproduktion utan att riskera
spanningsstabilitet.
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Figur 26. Fordelningen visar energiinnehallet (summerat 6ver aret) vid olika effektéverféringar
fran och till elnatet.

9.3.1Skattning batterikapacitet for effekttoppskapning

Ett annat satt att hantera eventuella begransningar i effektinmatning i natet ar att lagra
in effekttopparna fran overskottet i solelproduktionen mitt pa dagen till ett batteri.
Batteriet kan sedan laddas ur under efterféljande kvill och natt for att std redo med
tillganglig inlagringskapacitet nastkommande dag. Grafen i Figur 27 illustrerar den
energimangd som skulle behova lagras in i ett batteri for effektoppskapning.
Urladdningsprocessen visas inte i Figur 27, och skulle kunna ske pa flera olika satt
gentemot laster nedstroms batteriet, eller ut pa elnitet (fortsatt som 6verskott, men vid
en annan tidpunkt). Hur batteriet laddar ur kan gora stor skillnad i ekonomin for
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batteriet genom att bidra med kompletterande eltjanster eller via elhandel, men
urladdningen forandrar inte skattningen av hur mycket kapacitet som behovs for att
effekttoppskapa 6verproduktion av solel.

I Figur 28 visar en skattning pd hur mycket batterikapacitet som skulle behovas for att
lagra in energin vid effekttoppskapning utifrdn en procentandel av &rets hogsta
effekttopp (export till nitet) for scenario Netto-noll. Enligt modellerade data sé sker de
hogsta effekttopparna pa varen, vilket ar typiskt da instrélningen kan vara hog i
kombination med laga temperaturer. Laga temperaturer gynnar effektuttaget fran
solceller.

Skattningen av batterikapacitet 4r enbart gjord utifran hela omradets eloverforing, sa
som den ungefir ser ut vid mottagningsstationen mellan 130kV och 10kV niten. I
realiteten skulle denna kapacitet kunna eventuellt delas upp i mindre batterier som
placeras i olika delar av elnitet eller direkt vid storre solelanldaggningar dar de kan gora
mer nytta lokalt.
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Figur 27. Schematisk bild 6ver Figur 28. Skattning av hur mycket
effekttoppskapning (40%) via inladdning i batterikapacitet som skulle behévas for att
batteri. Hur batteriet laddas ur visas inte. pa dygnsbasis utfoéra effekttoppskapning av

overproducerad solel for scenario Netto-noll.

Eventuellt problematiska effekttoppar i 6verproduktion av solel sker under dagtid pa
sommarhalvéret. Urladdningen av batteriet, eller dess 6vergripande anviandning under
resterande del av aret kan anpassas for andra typer av funktioner sa som resurs for
frekvensreglering av elnitet, elhandel utifrdn variationer i pris pad elmarknaden,
effekttoppskapning av forbrukning, okad egenanvindning av solel, balansering
aktiv/reaktiv effekt, med mera. Kommentar kring ekonomi i ett batteri ges i kapitel 10
nedan.

10 Forstudier och ekonomi

Som en del av arbetet har AFRY erbjudit mojligheten att genomfora forstudier
tillsammans med intresserade aktoérer pa Viareds industriomride for att belysa de
ekonomiska forutsattningarna for en solelinstallation. Knappt 10 foretagsbesok gjordes
for att fa tekniskt underlag till forstudierna och mgjligheten att hora om hinder och
drivkrafter i det personliga motet.

Val av dimensionering har gjorts i samrad mellan AFRY och mottagande aktor, men
uttrycks antingen i termer av egenanvindning av solel, nyttjande av tillganglig takyta
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eller mojlighet till netto noll elenergibalans pa arsbasis. Ingangsdata har ansats utifran
fastigheternas forutsattningar med kostnadsuppskattningar som grundar sig p4 AFRYs
erfarenhet som langvarig konsult for upphandlingar av solelsystem. Kostnaderna har
inte verifierats med offerter fran leverantorer. Prisuppskattningar ar farskvara och gors
ytterligare osdkra av radande energikris och hogt tryck pa solelmarknaden. Tabell 4 och
Tabell 5 sammanstiller indata och ekonomiskt utfall for 12 st solelanldggningar som
dimensionerats inom dessa forstudier.

I Tabell 5 anges medel-, minimum- och maximumvéarden for redovisade parametrar, dar
raderna ar oberoende varandra. Minsta systemstorlek (46 kWp) ir inte kopplat till
minsta grad av egenanviandningen (24%). Alla takinstallationer ar pa laglutande tak.
Anlaggningen pa 1500kWp redovisas separat da storleken innebar energiskatt pa
egenanvand solel, vilket gor att vardet pa egenanvand el och sald el ar i princip samma
enligt givna antaganden. Solelinstallationen pa carport ar daven den redovisad som
separat exempel di entreprenadkostnaden ar lagre nar arbete kan utforas fran markplan.

Tabell 4. Gemensamma indata ansatta for ekonomisk kalkyl av solelsystem

Kalkylrdnta %

Nuvarande elpris Kr/kWh

Pris for 6verskottsel Kr/kWh 0.6
Arlig prisokning % 4
Natnytta Kr/kWh 0.03
Ekonomisk livslangd solelsystem Ar 30
Livslangd vaxelriktare Ar 15
Arlig kostnad for tillsyn och underhall % av investering 0.5
Arlig degradering % 0.5

Tabell 5. Dimensionering och ekonomiska forutsattningar for 12 olika anlaggningsforslag.
Kolumnerna Medel, Min och Max baseras pd 10 system mindre dn 500 kWp, och raderna for
laglutande tak < 500 kWp behover lasas var for sig. Anldggningen pa 1500 kWp redovisas som
separat exempel pa grund av energiskatt, och carport-installationen da den byggs fran markplan.

Laglutande tak Légl::la:nde Carport
B < 1500 kKWp
Medel | Min Max - -
Systemstorlek kWp 208 46 500 1500 43
Egenanvandning % 62 24 86 58 86
Entreprenadkostnad kr/kWp | 9500 |9 000 11 000 7 000 8000
Produktionskostnad solel Kr/kWh| 0.77 | 0.69 0.89 0.55 0.63
Diskonterad avbetalningstid Ar 14 12 18 14 8
Internranta (IRR) % 11 9 12 10 17
Rak pay-off Ar 12 10 16 12 9
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Produktionskostnaden pad solel ar lattare att uppskatta did den i stort beror pa
entreprenadkostnad och solelproduktion. Aterbetalningstider #r svarare di de
ytterligare beror pa viardet av egenanvand solel, sald solel och grad av egenanviandning.

Den ekonomiska avvagningen for enskilda anlaggningar ar en kompromiss mellan lagre
specifik entreprenadkostnad for storre anldggningar och en lagre grad av direkt
egenanviandning av solel samt hog investeringskostnad for stora anlaggningar.

10.1 Speed Logistics - 5 MWp solelanlaggning

Under 2020 installerade Speed Group och Logicenters pa Speeds nya logistikfastighet i
Viared den storsta solelanlaggningen pa tak i Norden med en markeffekt pa 5 MW.
Anlaggningen omfattar 60 000 m2 solcellsmoduler och producerar 4 GWh solel per ar.
Anlaggningen ar en del i Speeds arbete att bli klimatneutrala till 2025 och har aven ett
stort varde for foretagets marknadsforing. [6]

Av tekno-ekonomiska skil ar anslutningen till elnatet begransad till 1500 kW, och ett
eventuellt overskott i solelproduktionen storre an 1500 kW regleras ned via styrning av
vaxelriktarna. Losningen mojliggor solelproduktion av en stor solelanldggning samtidigt
som man undviker att 6verskrida effektgransen for nar full anslutningsavgift till elnitet
behover betalas. Speed uttrycker att anslutningsavgiftens storlek ar en verklig
begrinsning for att nyttja deras anldggning till full kapacitet.

10.2 Batteri - anvandning och ekonomi

Kostnaden for ett batteri som klarar 10 MW effekt, kan uppskattas till 4-7 Mkr/MWh#
[7] [8]. Om man som exempel antar att scenario Netto-noll med 74 MWp solel skulle
behova kompletteras med ett 30MWh batteri (vart ca. 200 Mkr) for att kapa effekttoppar
i det lokala elnétet med 20%, sa skulle den specifika investeringskostnaden stiga fran ca.
10 000 kr/kWp till ndrmare 12 700 kr/kWp solel. Aterbetalningen for ett batteri beror
pa hur det anvinds, och effekttopsskapning kan i vissa fall samordnas med att batteriet
anvands for att silja tjanster pa frekvensregleringsmarknaden [9], hantera effekttoppar
i forbrukning vintertid, eller annat. Att gora batteriet tillgangligt som resurs for
frekvensreglering ar en majlighet som i dagsliget kan ha stort ekonomiskt viarde. En
nyligen publicerad studie av ett kopcentrum med solelproduktion, hundratals
elbilsladdare och ett 1iIMW/1MWh batteri visade pa aterbetalningstider under 10ar da
batteriet tillats olika funktioner, inklusive frekvensreglering. [8] P4 samma sétt som for
solelsystem, sa ar delade incitament kopplat till kostnaden och vardeskapandet for ett
batteri avhingigt vilken aktor som berérs och vilken systemgrins man ser till.

11 Fastighetsagare och hyresgaster

En utmaning for de enskilda aktorerna med investering i solel ar de delade incitament
som ofta rader mellan fastighetsigare, fastighetsforvaltare och hyresgister. Den som
investerar i solelanldggningen behover kunna rikna hem investeringen. Utformningen
av hyresavtalen paverkar forutsattningarna for ekonomin i investeringen. Diskussionen

4300 $/kWh. Eventuellt ar detta en lag skattning. Andra kallor anvander upp mot 7 Mkr/MWh
[8].
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kring delade incitament pa Viareds industriomrade bygger pa underlag fran intervjuer
och samtal, offentligt uttag av fastighetsdata fran lantmateriet och en mindre
enkiatundersokning.

11.1 Aganden och dgandeférandringar

I och med att det i méanga fall ar fastighetsidgaren som star for investeringen i en
solelanldggning, sd blir 1angsiktigheten i fastighetsdgandet intressant att satta i relation
till aterbetalningstiden av en solelanlaggning. Diagrammet i Figur 29 bygger pa data om
fastighetsoverlatelser fran Lantmateriet for 231 olika fastigheter pa Viareds
industriomrade och ar redovisat som dgandetid och som antal ar mellan dgarbyten.

En relativt stor andel av fastigheterna har inte varit i samma 4go i mer an fem ar, vilket
delvis forklaras av att industriomradet har expanderat kraftig de senaste aren och méanga
fastigheter ar nya. Att manga agarbyten sker inom tva ar beror sannolikt pa att
fastigheten initial exploateras av en byggherre som sedan 6verléter fastigheten till en
fastighetsidgare som forvaltar nar byggnationen ar klar. Fastighetsinnehav som hittills
varit ldngre dn 10 ar omfattar 166 dganden av 108 enskilda fastigheter.
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Figur 29. Data over fastighetsoverlatelser [10] ar har redovisat som dgandetid (bla) for enskilda
fastigheter samt antal &r mellan dgarbyten (réd). Agandetiden styrs till viss del av fastighetens alder,
och den storre andelen under 5 ar speglar omradets expansion.

11.2 Hinder utifran kontrakt och ansvar

Det ar flera delar i relationen mellan fastighetsigare och verksamhetsutovare som
paverkar forutsittningarna for frivilliga, ej verksamhetskritiska investeringar med
langre avbetalningstid.

Bland de 15 aktorer som ldmnat enkitsvar sa har knappt hélften bade fastigheten och
verksamheten i samma foretag eller koncern. Hyresavtalen ar ofta relativt korta, med
nastan halften under fem ar, och 75% kortare dn 10 ar. Det ar dock flera som menar att
det ar sannolikt att kontraktet fornyas med samma hyresgaster. Svaren sammanfattas i
grafiken nedan.
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Fastighet och Hur langt var nuvarande Ar det sannolikt att det
verksamhet i samma hyresavtal da det tecknades? fornyas mellan samma
koncern eller dgs av parter (hyresgast och

samma bolag? fastighetsigare)?

=

mJa ®Nej m0-5ar m 5-10 ar mJa mNej m\Vetej

10-15 ar Over 15 ar

13 av de 15 svarande siger ocksa att det ar hyresgisten som star pa elavtalen for bade
verksamhet och fastighet, eller blir vidarefakturerade av fastighetsagaren for de faktiska
elkostnaderna. Samtidigt anges kostnadsbesparing vara den huvudsakliga drivkraften
for investering i solel, tillsammans med minskad miljépaverkan och miljéprofilering.

Med korta hyreskontrakt och uppliagg dar hyresgiasten bar kostnaden for elen, sd ar
kostnaden for el sannolikt ett mindre incitament for fastighetsdgaren att investera i solel,
som ytterligare kan péaverkas av osidkerhet kring fordndring i den faktiska
elanvindningen och nyttjandet av byggnaden ifall en ny hyresgist flyttar in. Samtidigt
valjer sannolikt manga hyresgister kortare hyreskontrakt for att kunna anpassa val av
lokal till forandringar i verksamheten. Bland dem som bdérjat titta pad mojligheterna for
solel si har investeringskostnaden, mojligheterna till rimlig aterbetalning och osidkerhet
i anvandningen av byggnaden varit det huvudsakliga hindret.

Rent drifttekniskt sa beskriver en fastighetsforvaltare ocksd en situation dar ménga
medelstora hyresgister inte sjalva har fastighetteknisk personal vilket gor att man ar
forsiktig med att installera nya tekniska system, och att det paverkar hur man forhaller
sig till investering i solelanldggningar. Situationen bekriftas delvis av en hyresgist i en
fastighet, dar fastighetsiagaren just installerar solel, som sdger att man forvisso ar positiv
till installationen, men varken forvantar sig eller vill ha nagot med driften av system att
gora.

11.3 Drivkrafter for utbyggnad av solel

Hindren till trots ar ménga aktorer intresserade av mojligheterna kring solel.
Enkitsvaren pekar pa kostnadsbesparingar, en minskad milj6- och klimatpaverkan samt
en miljo- och héllbarhetsprofilering som de starkaste drivkrafterna. 13 av 15 svarande ar
intresserade av solel, i forsta antingen som en egen investering eller genom nagon form
av leasing av solelanlaggning pa eget tak.

I flera fall med storre bolag eller koncerner sa ar det interna miljostrategier som ligger
till grund for att utreda eller bygga solel, med exempel bade bland verksamhetsutovare
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liksom fastighetsiagare. En storre hyresgist pekade pa att man har som krav gentemot
hyresvarden att det ska finnas solel pa fastigheten, och att tillgangen till solel ingar i deras
mal pa koncernniva om att bli klimatneutrala. Langs samma linjer forklarar en av de
storre dgarna av logistikfastigheter att de ser konkurrensmaéssiga fordelar med att kunna
erbjuda sina hyresgister solel, men kanske &dven energilagring och tillhorande
energitjanster, och att de forutspar ett 6kat elbehov hos sina hyresgister. I synnerhet for
logistiksektorn kommer behovet av laddinfrastruktur sannolikt vdxa i och med att
alltmer av transportfordonen elektrifieras [11].

11.4 Samverkan, infrastruktur och tjanster

Utgangspunkten for studien var att se till mojligheterna for solel utifran Viared som
avgransat geografiskt logistikomrade, ett tillhorande relativt avgransat elnidt och med
verksamheter tillsammans fyller omradet. Viareds foretagsforening arbetar sedan 2002
for att starka samverkan mellan deras 145 medlemmar pa Viared kring gemensamma
intressen. Forening driver fragor som rort infrastruktur och har verkat for utokad
kollektivtrafik, nya cykelbanor, utbyggnad av fjarrvarme, battre sikerhet kring vagarna,
med mera. [12] Med koppling mot energisystemet sa diskuteras nu bland annat behovet
av en stillplats for lastbilar som man aven tidnker sig utrustas med snabbladdare for
elektrifierade tunga transporter. Foreningen har tidigare dven handlat upp
gemensamma avtal kring viss service och tjanster.

I samtalen med de enskilda aktorerna sa uttrycks samverkan pa omradet varken som ett
hinder eller naturlig 16sning for fragor kring utbyggnad av solel, dven om flera skulle se
ett intresse i mojligheten att kunna handla overskott i solelproduktionen med sina
grannforetag. I enkétsvar har dven intresse uttrycks om att forhandla gemensamma avtal
med savil teknikleverantorer som kring energitjanster. Flera svarade dven att man skulle
vilja medverka till utvecklingen av stérre gemensam energiinfrastruktur.

Med utmaning kring delade incitament mellan fastighetsigare, forvaltare och
hyresgister kring investering i solel pa privata takytor, sa tillkommer i den man man
tdnker sig bredare samarbeten utanfor anslutningspunkten adven regleringen av
mandatet for elndtsdgare och nuvarande niatkoncession. EU har dock tagit fram regler
om energigemenskaper, kring vilka implementeringen i Sverige fortsatt dr under
utveckling. Det kan handla om att bygga och driva fysiska elnit utanfor den reglering
som idag galler via nitkoncessionen och dess undantag s som beskrivs i IKN-
forordningen. Det skulle dven kunna handla om mdgjligheten att skapa mojlighet for
energigemenskaper via virtuella elnat.

Nyligen beslutades en dndring i IKN-forordningen for att underlitta delning av el inom
ett begransat omrade for att till exempel tillvarata fornybar elproduktion. Ett viktigt
tillagg i forordningen ar paragraf, 22c §:

”Ett internt 1agspanningsnit for delning av energi som inte ar en

luftledning far byggas och anvandas utan natkoncession

1. inom natinnehavarens fastighet, och

2. mellan byggnader och anlaggningar som var for sig 4ven har en anslutning till
en ledning eller ett ledningsnat som anviands med stod av natkoncession.”
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Nyttjandet av denna forandring har dock hittills inte provats konkret i nagon storre
omfattning, men i tolkningen som presenterats av Solelkommissionen bedoms delning
av solelproduktion over fastighetsgranser vara tillatet enligt ovan skrivelse. [13]

EU kommissionen har satt upp projektet "Energy Community Repository” for att stotta
initiativ kring energigemenskaper med verktyg och radgivning [14], och flera pagaende
initiativ kring energigemenskaper inom industriomraden finns att ta inspiration ifran i
Europa. Ett sidant initiativ d4r utvecklingen av en kooperativ energigemenskap och
tillhorande energihandelsplattform i industriomradet Majoppeveld, Nederlanderna, for
att dela fornybar elproduktion i ndromradet [15]. Men dven i Sverige drivs liknade
projekt, sa som “Energioptimerat hamnkluster” i Givle hamn diar man har som mal att
hamnen ska mota maélen i Paris-avtalet genom minskade CO2-utslipp och
energieffektivisering [16].

12 Diskussion och slutsats

Region Vistra Gotaland behover bygga ut mangden lokalt producerad fornybar el for att
mota ett 6kat framtida elbehov utan att bli ytterligare beroende av att importera denna.
For att na dit behover arbete ske pa bred front, och industri- och logistikomraden likt
Viareds industriomrédde erbjuder en mdjlighet att ge redan exploaterad mark ett
merviarde genom att nyttja takytor, parkeringsplatser eller andra tillhorande ytor for
solelanlaggningar.

Viareds industriomrade har potential att bli netto noll i energibalans 6ver aret genom att
installera solel pa ca. 45% befintliga takytor (alternativt lampliga takytor i kombination
med markanlaggningar i strategiska lagen). Det lokala elnitet bor klara av detta aven om
de storsta effekttopparna sommartid vid ett sddant scenario eventuellt skulle behova
avlastas genom exempelvis nedreglering av vixelriktare eller inlagring i energilager.

Osidkerheten i den ekonomiska investeringskalkylen for solel for enskilda aktorer foljer
till stor del av begransade tidshorisonter och delade incitament mellan fastighetségare
och hyresgister. Ofta foljer att solelsystem designas konservativt for att begransa
mangden 6verskottsel, eller att investeringen solel helt uteblir. De finns dock allt fler
exempel pa motsatsen, och dar tillgdngligheten till egen fornybar solel bidrar till en 6kad
konkurrenskraft. Aven nuvarande osikerheter pa energimarknaden bidrar till ett 6kat
intresse for investering i solel och mojligheten till en fast kostnad pa egenproducerad el.

For att kunna nyttja de tillgdngliga takytornas fulla potential for solel sa behover
incitamenten skapas for att langsiktigt virdesitta solelproduktionen pa enskilda
fastigheter oavsett om den anviands bakom elmétaren eller exporteras ut pa elnitet, och
att omrédet i stort kan betraktas som en gemensam solcellspark av nagon
sammanhallande aktor eller tjanst. Gransvardena for skattereduktion (500kWp) [17] och
reducerad anslutningsavgift (1500kW) [18] som idag begriansar storleken pa de
solelsystem som byggs kan med tiden dndras och skapa nya ekonomiska forutsattningar
for solel pa stora takytor. I en potentialbedomning for solel pé stora tak i Sverige fran
2020 sammanfattas aven regelverken for andra EU-lander, vilka i flera fall ser
annorlunda ut [19].
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12.1 Bygga forutsattningar for

energigemenskap

Forslaget vore att skapa en lokal organisation pa Viareds industriomrade, en
energigemenskap, for att driva utvecklingen av solel och relaterade energiinitiativ utifran
ett bredare perspektiv dn de enskilda aktorernas verksamhetsansvar. En siadan
energigemenskap skulle initialt kunna verka for att:

Stotta fortsatt utredning av tekniska, juridiska och ekonomiska forutsiattningar
for stora solelanlaggningar, energilager och laddinfrastruktur att anvidndas
enskilt och delat med aktorer pa omradet med mal att skapa en energivision och
konkretisera en fardplan for dess implementering.

Undersoka mgjligheterna med en lokal elhandelsplattform for att mgjliggora
delning av fornybar solelproduktion inom industriomradet med syfte att skapa
ytterligare incitament att dimensionera for storre anldggningar. En sddan
plattforms skulle kunna bli ett verktyg att 6verbrygga delade incitament mellan
fastighetsiagare, forvaltare och hyresgaster. I Sverige utvecklas likartade
energigemenskaper for bostadsomraden [20] dar strukturella frigor nu utreds.
Handla upp avtal med saval teknikleverantorer liksom leverantorer av
energitjinster som kan bidra till ett mervarde av de funktioner som ett lokalt
elsystem skulle kunna bidra till, och dessa varden Aaterfors till
energigemenskapen. Det skulle exempelvis kunna handla aggregeringstjanster
och medverkan pa flexibilitet och frekvensmarknader.

Driva ett erfarenhetsutbyte mellan aktorer for att inspirera och stétta varandra
till ett aktivt omstéllningsarbete. Dra nytta av de pa omradet nirvarande bolag
koncernernas interna miljo- och klimatstrategier, samt kommunicera externt
med liknande industri- och logistikomraden kring padgaende initiativ. Medverkan
i exempelvis EU-projekt skulle kunna ge draghjalp i arbetet.

12.2 Forslag till medverkan

For att kunna skapa en organisation som har mandat och mojlighet att verka for en
ambitios men varsam utbyggnad av fornybara elsystemslosningar pa Viared sa behover
den inkludera de aktérer som berors och som kan medverka till att utforma lampliga
losningar.

Ungefir 50% av bade elanviandningen och de tillgangliga takytorna finnas bland
15 av de nirmare 140 elabonnenter pa omradet. Att arbeta tillsammans med
dessa "storre” aktorer skulle tillgangliggora mojligheterna till omstéallning.

De foretag med en hog ambitionsniva kring solelinvesteringar och angransande
héllbarhetsanpassningar skulle bidra med inspiration och initial drivkraft.
Viareds foretagsforening har 20 ars erfarenhet av att driva fragor av 6vergripande
gemensamt intresse for att gora Viared till ett attraktivt omrade. Deras stod och
medverkan vore viardefullt for kommunikation och representation av deras
medlemskollektiv.

Boréas Elnit dr som elnétsdgare i omradet ansvariga for att en stabil elf6rsorjning
i omradet kan sidkerstillas. Elndtet a4r en resurs vars begriansningar och
utbyggnad styr majligheterna att fysiskt dela 6verskottsproduktion av solel.
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- Boras Energi och Miljo vore en aktor med ett eventuellt intresse att producera
solel lokalt i storre omfattning och med ett bredare perspektiv an
energiforsorjningen hos enskilda fastigheter.

- Boras stad skulle kunna stotta arbetet for att marknadsféra och utveckla
industriomradet som en mojlig aktiv resurs av stadens energisystem.

- RISE Research Institutes of Sweden och akademier kan bidra som forsknings-
och innovationspartners i att bygga en fungerande energigemenskap.
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Purpose of the document

Scrive eSign is a system for signing documents electronically. This document provides a brief introduction to Scrive eSign so that a holder of a Scrive e-signed document can easily explain such document in court. For in-depth documentation, start by reading the attachment Evidence Package Introduction.

Scrive eSign system

Scrive eSign is developed by Scrive AB and is designed to:

		Enable its users to define workflows for signing electronically

		Execute the signing workflow

		Record as many of the signatories’ actions as possible as log data

		Once all signatories have signed, produce a final digital evidence package of the electronically signed materials together with the log data and other supporting materials necessary to optimise the usefulness of the evidence (the “Evidence Package”)



E-signing workflow

This is how a document is signed through Scrive eSign:

		To start the signing process the user of Scrive eSign either a) defines the signing process in the administrative user interface and selects to start the process, b) starts from a template process in the administrative user interface or c) starts from a template process within a system that has integrated with Scrive.

		To access the signing workflow the counterpart(s) either a) receive an email or SMS with an invitation to sign electronically and a link to the e-signing user interface, b) receive a tablet with the e-signing user interface already opened or c) are redirected from a webpage or client application user interface to the e-signing user interface.

		To review the document the counterpart(s) view the e-signing user interface and a) read instructions at the top that they shall follow the green instruction arrows to complete the signing process, b) depending on the signing process settings enter or not enter extra information into the document such as text and signatures, checks in checkboxes and extra document appendices and c) scroll through all document pages to reach the button with the text “sign” placed below the last page of the document (the “Signing Button”).

		To sign the document the counterpart(s) presses the Signing Button and, depending on the signing process settings, either a) a popup appears where they are informed that by clicking the Signing Button at the bottom of the popup, they are signing the document and that Scrive eSign will register their signature or b) a popup appears where they are asked to select their type of e-legitimation and sign the document using their installed eID application. 

		The confirmation text that the document has been signed upon clicking the Signing Button, is automatically displayed to the counterpart(s) in a web user interface and b) sent to the counterpart(s) in an email including the Evidence Package.



Evidence Package

To understand how to generate quality evidence in a digital environment Scrive has studied several evidence container technologies such as the signed paper, the printed facsimile and the recorded voice. We found that there has been good reason to perceive the signed paper document as the gold standard for evidence quality; it has several inherent qualities that are not easily transferrable into digital formats.

As a result of our research Scrive eSign has been designed to produce an Evidence Package that reproduce the evidence qualities of the paper, while at the same time add new qualities enabled by new technology. A key feature of the Evidence Package is that it shall be self-documenting, meaning that the signed document in itself shall contain all evidence necessary to explain the transaction.
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1. Purpose

The purpose of this document is to set a framework for the understanding of digital evidence quality. Additionally it explains how the Scrive e-signed documents relate to such framework.

2. What is quality digital evidence?

Evidence collection is a security measure that the parties signing an agreement or another type of document, use to protect themselves in the event of a future dispute. The evidence can serve the purpose of clarifying the circumstances of the signing event; what was signed, how it was signed and who the signatories were. The value of quality evidence cannot be overstated, as it can be the difference between winning and losing in the event of a dispute.

We have studied several evidence container technologies such as the signed paper document, the printed facsimile and the recorded voice to understand how to generate quality evidence in a digital environment. We found that there has been good reason to perceive the signed paper document as the gold standard for evidence quality; it has several inherent qualities that are not easily transferable into digital formats. In fact we found that new technologies have been introduced at the cost of significant loss in quality of evidence; crucial information is left out of such digital evidence containers and as a result the usefulness of such evidence is highly dependent on third parties. This section explores the key characteristics of the signed paper document as compared to digital evidence container formats with the purpose of exploring what is required to reproduce, or improve, the evidence characteristics of the signed paper document.

2.1 Integrity

To prove that evidence is legitimate it is important to be able to show that it has not been tampered with.

As outlined in the table below, integrity is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The integrity of a digital evidence container is highly dependent on the design of the system that produces it.

Question to ask:

How to emulate the integrity properties of the signed paper document in a digital evidence container?

				Signed paper document

		Digital evidence container



		Integrity

Can the evidence container be altered after its creation?

		A signed paper document is rarely questioned as evidence, unless there is good reason to believe otherwise. The reason being, that paper is by nature an immutable format; once signed it is difficult to manipulate the available evidence (typically paper mass, ink and fingerprints) without leaving traces of such manipulation. Thus a signed paper document is a durable “snapshot” of reality at the time that the document was signed.

		Digital evidence such as a PDF or an audio file, is by nature mutable. It is easy to alter digital evidence without leaving traces of manipulation.





2.2 Accessibility

To be able to make use of evidence it is key that it is as accessible as possible, meaning that all aspects of the evidence can be understood with a minimum amount of specialised expertise and tools.

As outlined in the table below, accessibility is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The accessibility of a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to make a digital evidence container as accessible as a signed paper document?

				Signed paper document

		Digital evidence container



		Tools

What tools are required to display the evidence?

		All graphical elements (i.e. text and pictures) are visible to the naked eye, thus additional tools are never required for the interpretation thereof.

		All graphical elements are hidden to the naked eye, thus additional tools (machines and software) are always required for the interpretation thereof.

Additionally, different tools display the graphical elements in different ways so it is not given that all graphical elements in the file will be accessible to the naked eye or that it will be presented in the intended way.

Or even worse, to skew the balance of power and create an information advantage to one or several of the signatories, the intended way to display the graphical elements might be to hide them to make them difficult to find unless you know what tool to use and/or where to look for the graphical elements.



		Cost

How costly can it be to access the evidence?

		For the evidence that is harder to access such as fingerprints and the age of the ink, there are societal functions for the sole purpose of extracting that evidence.

		For the digital evidence that is harder to access, special resources not available to anyone such as special tools, expertise and research skills, might be required to extract all evidence.



		Comprehensibility

How Is the evidence format understood?

		As a standard format all aspects thereof are common knowledge, readily available to anyone interested.

		There is no one standard for digital evidence, therefore the format and available documentation for the interpretation thereof, is highly dependent on the design of the system that generated the evidence.





2.3 Evidence of intent

Contract law worldwide states that an offer and acceptance are elements required for the formation of a legally binding contract: the expression of an offer to contract on certain terms by one person (the “offeror”) to another person (the “offeree”), and an indication by the offeree of its acceptance of those terms. The other elements traditionally required for a legally binding contract are (i) consideration and (ii) an intention to create legal relations. Thus, intent is a key component in making a contract legally binding.

As outlined in the table below, evidence of intent is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of intent in a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to produce evidence of the intent to sign in a digital signing environment and how to match that intent with a specific document?

				Signed paper document

		Digital evidence container



		Output

Is the final output the same as what is viewed at the time of signing?

		The signing environment (the paper document) is the same as the final output (the signed paper document).

		The digital signing environment is not the same as the final output. i.e. the displayed information is not the same as the digital evidence produced by the system after signing.



		Comprehensibility

Is the signing environment easily comprehensible to the signatory? 

		To sign a paper document is a standardised ritual to form a binding agreement. Therefore it is reasonable to maintain that any adult of age would understand their actions and that intent can be assumed.

		There are no standards for signing in a digital environment, the signing environments are subject to human creativity and the same signing environment may change from time to time, intentionally or unintentionally. Therefore it is not possible to assume that the signing environment made it immediately clear to the signatory that it was participating in the formation of a legally binding contract, thus intent can never be assumed.





Let us illustrate the potential consequences of weak evidence of intent in a digital signing environment with an example:

Two parties go to court over a contract signed in a digital signing environment. One of the parties claims that it didn’t sign a contract. Instead it claims that it was displayed with a) an interesting drawing of a blue elephant, b) a question if it would like to see an equally interesting pink sheep, and c) a button to proceed to view the pink sheep. Then the party selected to proceed by clicking the button to see the pink sheep, viewed the pink sheep and went to bed. There was no intent to sign a contract; there was only intent to view a pink sheep.

2.4 Evidence of identity

To be able to prove the identity of a signatory, the strength and accessibility of such evidence is key.

As outlined in the table below, evidence of identity is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of identity in a digital evidence container is highly dependent on the design of the software that produces it. On the other hand the signed paper document have inherent limitations to the type of evidence that can be included and the accessibility of such evidence, digital evidence containers don’t have such limitations to possibilities and accessibility and any type of digital evidence can be included and made easily accessible.

Question to ask:

How should the evidence of identity of the signing parties be captured and included into the evidence container?

				Signed paper document

		Digital evidence container



		Saving:

Is the evidence captured and included?

		Evidence of identity of the signing parties will automatically be captured and included into the document. The signatures can be used for graphological analysis, and fingerprints and other biometric materials from the signing parties can be used to authenticate the signatories.

		Evidence of identity of the signing parties will not be automatically captured and included into the document unless a) the software has been designed to do so, and b) the user of the software configures the software to do so.



		Formats:

In what formats can evidence be captured and included?

		There are limited possibilities to include evidence of identity other than the given; the signature, fingerprints and other biometric materials.

		New technology enables virtually unlimited possibilities to capture and include different types of evidence of identity such as audio, video, pictures and much more.



		Accessibility:

How accessible is the evidence?

		The evidence of identity is not easily accessible as it is costly and time consuming to request analysis of signatures, fingerprints and other biometric materials.

		The evidence of identity can be made easily accessible so that the usefulness thereof can be free and immediate to anyone.





2.5 Evidence of time

To be able to prove the time of a signature it is key to have exact evidence of time and that such evidence can be trusted to be accurate.

As outlined in the table below, trustworthy evidence of time is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of time in a digital evidence container is highly dependent on the design of the software that produces it. On the other hand the signed paper document have inherent limitations to the exactness of the evidence of time that can be included and the accessibility of such evidence, digital evidence containers don’t have such limitations to exactness and accessibility and very precise evidence of time can be included and made easily accessible.

Question to ask:

How to make sure that the evidence of time can be trusted to be correct?

				Signed paper document

		Digital evidence container



		Trust

Can the time be trusted? 

		The time of the event can be trusted as it can be found in the ink and there is a strong scientific foundation for the technique for chemical age determination.

		The time of the event is not automatically to be trusted because it is reported by a machine whose time settings cannot automatically be guaranteed to be correct.



		Exactness

How exact can the time be?

		The signed paper document offers limited possibilities to capture exact evidence of time. It is typically done manually through writing the date of when the signature was applied to the document. Additionally it is possible to analyse the time of the signature by chemical age determination of the applied ink. Neither of those methods provides exact evidence of time. Typically the manually applied time is only the day of the signature and the chemical age determination is even less exact.

		Digital evidence containers offer extensive possibilities to capture exact evidence of time and the evidence of time can be made to be very exact down to milliseconds, microseconds or even more exact.



		Accessibility

How accessible is the evidence?

		The evidence of time is not easily accessible as it is costly and time consuming to request analysis of signatures, fingerprints and other biometric materials.

		The evidence of time can be made easily accessible so that the usefulness thereof can be free and immediate to anyone.





2.6 Event history

To be able to prove a signature, events related to the actual signing event can be useful to strengthen the case.

As outlined in the table below, trustworthy evidence of time is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of time in a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask: 

How much event information should be collected and what should be included in the evidence container?

				Signed paper document

		Digital evidence container



		Ease of saving

How easy is it to capture and include related evidence?

		Collection and inclusion of related evidence has to be done manually which is costly. Therefore it is less likely that the signatories will collect and include extra evidence as a preemptive measure.

		Collection and inclusion of related evidence can be done automatically which is cheap. Therefore it can be reasonable to with take preemptive measures to collect and include extra evidence automatically through the system generating the evidence container.





2.7 Control

As seen in the previous sections, evidence is composed of many different evidence features such as integrity, accessibility, intent, identity, time and events (the “Evidence Features”). The Evidence Features may be captured in the same evidence container or distributed across multiple evidence containers, within or outside of the signatory’s direct control, such as but not limited to documents, databases or human memory. Optimally, as much as possible of the Evidence Features should be concentrated into evidence containers under the signatory’s direct control because a) the third party can cease to exist and as a result the evidence may be destroyed, b) the third party’s systems and/or administration may change and affect the accessibility of the evidence for the signatory, c) the third party’s incentives as an agent to protect the integrity of the evidence may not be, or stop being, aligned with the signatory’s incentives as a principal and thus increasing the risk of evidence loss or the risk of tampering that may affect the evidence quality or d) any combination of the aforementioned scenarios.

As outlined in the table below, control is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The control of a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to design a digital evidence container to include as much evidence as possible under the signatory’s direct control and independent from third parties?

				Signed paper document

		Digital evidence container



		Independence

How many of the Evidence Features are dependent on third parties to be useful?

		The paper naturally includes all Evidence Features.

		The digital evidence container must be designed specifically to include the Evidence Features, otherwise the Evidence Features will be left outside the direct control of the signatory.





3. Scrive’s solution

3.1 Introduction

We have now analysed the evidence quality characteristics of the signed paper document versus digital evidence containers. This section describes the Evidence Package and how it has been designed in relation to the evidence quality characteristics. Our goal has been to reproduce the evidence qualities of the signed paper document, the long-standing gold standard for evidence containers, while at the same time add new qualities enabled by new technology. The end result is an evidence container not only imitating the most important features of the signed paper document but also with qualities superior to the signed paper document.

As explained in the introduction section to this Evidence Documentation, Scrive eSign is designed to a) enable its users to define workflows for signing electronically, b) execute the e-signing workflow, c) record the evidence and d) once all signatories have signed, use the recorded evidence to produce the Evidence Package. Thus, the Evidence Package is the end result of all these four steps in Scrive eSign and to be able to understand the Evidence Package, it is important to understand each of these four steps. This section explains the four steps in Scrive eSign required for producing the Evidence Package.

3.2 Summary

The Evidence Package addresses the questions in the section “How to create quality evidence?” in the following ways:

		Topic

		Question

		Evidence Package



		Integrity

		How to emulate the immutability of the signed paper document in a digital evidence container?

		Scrive eSign seals the Evidence Package with a digital signature (see step 10 in the Service Description). Depending on which sealing method was chosen, one of two things is applicable. With Keyless Signature Infrastructure based digital signature: Within one (1) month and five (5) days Scrive eSign seals the Evidence Package with a Keyless Digital Signature (see step 11 in the Service Description) which can be used to verify the document’s integrity mathematically with the help of the Digital Signature Documentation (see step 9  in the Service Description). With PAdES digital signature: Protects the document with a tamper-evident seal and makes Long Term Validation (LTV) of the seal possible.



		Accessibility

		How to make a digital evidence container as accessible as a signed paper document?

		Scrive eSign append the Verification Page to the Signing PDF containing a brief documentation (see step 2  in the Service Description), append this Evidence Quality Framework (see step 4 in the Service Description) and append the full Service Description (see step 5  in the Service Description) these documents together explain the Evidence Package and, except from a few exceptions, eliminate the need for further expertise or resources.



		Evidence of Intent

		How to produce evidence of the intent to sign in a digital signing environment and how to match that intent with a specific document?

		Scrive eSign makes a screenshot of the confirmation in the signing environment of the Signatory, after the Signatory has signed and includes this screenshot into the Evidence of Intent (see step 8 in the Service Description). Behind the confirmation the document is visible to make it possible to match the intent with the document.



		Evidence of Identity

		How should the evidence of identity of the signing parties be captured and included into the evidence container? 

		Scrive eSign performs meticulous data collection in the Transaction Logs and then selected identity data is printed into the Verification Page (see step 6 in the Service Description) and all identity data is included into the Evidence Log (see step 4 in the Service Description).



		Evidence of time

		How to make sure that the evidence of time can be trusted to be correct?

		Scrive eSign collects time of events and Clock Error Samples into the Transaction Logs. These Clock Error Sample data are computed into useful numbers that can be used to mathematically calculate the likelihood of time deviation from the registered time.  Everything is included into the Evidence Log (see step 6 in the Service Description) and the Evidence if Time (see step 7 in the Service Description). Additionally the digital signature with which the document is sealed (see step 10 in the Service Description) includes a strong timestamp that can be used as an additional source of evidence of time.



		Event history

		How much event information to collect and what to include in the evidence container?

		Scrive eSign collects as much information as possible into the Transaction Logs and include all collected information into the Evidence Log (see step 6 in the Service Description).



		Control

		How to design a digital evidence container to include as much evidence as possible under the signatory’s direct control and independent from third parties?

		Scrive eSign goes to great lengths to collect and include as much evidence material as possible into one single evidence container, the Evidence Package. The Evidence Package include all Evidence Features of a signed paper document and more thereto.





4. Benchmarking the evidence quality of the Evidence Package

Based on the criteria as set forth in section 2 (What is quality digital evidence?), it can reasonably be argued that the Transaction Logs together with the measures in step 1-11 to produce the Evidence Package, to generate a digital evidence container of highest quality. Lets see how, in our opinion, the Evidence Package fare in comparison to the signed paper document when applying the framework as set forth in section 2.

		Main criteria

		Subcriteria

		Signed paper document

		Evidence Package



		Integrity

		Mutability

How mutable is the evidence container?

		Not mutable.

		Not mutable after applying the Digital Signature, in the sense that any alteration can be detected. In the event of a leak of the private key that Guardtime maintains, forged evidence containers would be detected if the Keyless Digital Signature has been applied. For PKI sealing, in the event of a leak of our private key for the PAdES digital signature, our certificate will be revoked. In that case, even if that certificate is revoked, the digital signature will still be able to show that at the time of sealing the certificate was not revoked and thus the digital signature (seal) is still valid.



		Accessibility

		Tools

What tools are required to display the evidence?

		No tools required.

		The Evidence Package is produced in standard PDF format and thus all parts of the Evidence Package is accessible through standard PDF readers where attachments are displayed. Adobe Reader is one example of such PDF reader.



				Cost

How costly can it be to access the evidence?

		The cost depends from country to country on the societal functions of the society and what they charge for document analysis.

		All evidence is made easily accessible and at no cost. The only evidence that requires any level of expertise is a) the technical expertise required to apply the Digital Signature Documentation to prove the Evidence Package’s integrity and timestamp mathematically and b) the statistical expertise to apply the time measurements to the statistical model to prove the exact time of an event.The need for case a is expected to be extremely rare and the statistical expertise in case b is common knowledge and easy to come by.



				Comprehensibility

How Is the evidence format understood?

		It is common knowledge available to anyone.

		The Evidence Documentation includes all explanations necessary.



		Evidence of Intent

		Output

Is the final output the same as what is viewed at the time of signing?

		Yes. Always.

		No. Never for digital evidence containers. The screenshot included in the Evidence of Intent which include a picture of the signed document in the background is intended to strengthen the evidence that what was viewed in Scrive eSign was the same as the output. The solution is not terminal though as this does not guarantee that the document was exactly the same in all parts.



				Comprehensibility

Is the signing environment comprehensible to the Signatory?

		Yes. Always for any mentally capable adult.

		Yes. The screenshot of the confirmation message after signing, that is included in the Evidence of Intent, is evidence that the Signatory understood that they were taking part in a e-signing workflow.



		Evidence of Identity

		Saving

Is the evidence captured and included?

		Yes. Unless the party wears gloves or for other reason manages to avoid direct physical contact with the paper.

		Yes. All information collected during the e-signing workflow is collected in the Transaction Logs and included in the Evidence Log upon producing the Evidence Package, including any evidence of identity.



				Formats

In what formats can evidence be captured and included?

		Limited possibilities.

		Unlimited possibilities.



				Accessibility

How accessible is the evidence?

		Not very accessible. Costly and/or time consuming to request analysis of signatures, fingerprints and other biometric materials.

		All evidence of identity is included in plain text in the Evidence Log or as easily accessible attachments to the document if requested in other format, such as photo for example.



		Evidence of time

		Trust

Can the time measurement be trusted?

		Yes.

		Yes. UTC time stamps plus deviation are time intervals guaranteed to be traceable to  reference time. Additionally the digital signature with which the document is sealed contains a time stamp which can be verified mathematically using only public information. 



				Exactness

How exact can the time measurement be?

		Not very exact. The standard precision is per day. Chemical age determination is even less exact.

		It can be very exact. The time is measured with microsecond resolution.



				Accessibility

How accessible is the evidence?

		Not very accessible. Costly and/or time consuming to request analysis of signatures, fingerprints and other biometric materials.

		Very accessible. All evidence of time is included in plain text in the Evidence Log.



		Event history

		Ease of saving

How easy is it to capture and include related evidence?

		Not very easy. Manual labor is required. Therefore likely to happen to a minimal extent.

		Effortless. Scrive eSign automatically collects and includes plenty of evidence in the Transaction Logs and prints all that evidence into the Evidence Log.



		Control

		Independence

How many of the Evidence Features are dependent on third parties to be useful?

		None. The signed paper document is a self contained evidence container format.

		None. The Evidence Package is a self contained evidence container format.






Service Description

Last updated: Fri 06 Mar 2020 14:08:40 UTC

Index

1. Definitions

2. Purpose

3. Design the workflow (Author)

3.1 Add Parties

3.1.1 Simple Workflow Session

3.1.2 Mass-signing Workflow Session

3.1.3 Invitation order

3.1.4 Role

3.1.5 Invitation method

3.1.6 Authentication to view

3.1.7 Authentication to sign

3.1.8 Confirmation method

3.2 Place fields

3.2.1 Main Document upload

3.2.2 Main Document removal

3.2.3 Text field

3.2.4 Checkbox

3.2.5 Signature box

3.2.5 Radio buttons

3.3 Other settings

3.3.1 Add Attachment

3.3.2 Request Attachment

3.3.3 Main Document name

3.3.4 Workflow Session language

3.3.5 Due date

3.3.6 Automatic reminder

3.3.7 Personal invitation message

3.3.8 Personal confirmation message

3.3.9 Edit Sign View UI

3.4 Save as template workflow

3.5 Settings available via API only

3.5.1 Set highlighting

3.5.2 Field editable by Signatory

4. Initiate the workflow (Initiator)

4.1 Initiate Workflow Execution from Design View

4.2 Initiate Workflow Execution from Template Workflow

4.2.1 List of Template Workflows

4.2.2 Select to edit Template Workflow or directly initiate Workflow Execution

5. Administer the Workflow Execution (User)

5.1 Progress history

5.2 Withdraw invitation

5.3 Extend due date

5.4 Restart document

5.5 Start signing

5.6 Download document

5.7 Send reminder

5.8 Send document again

5.9 Change of authentication to view and authentication to sign methods

5.10 Bounce management

5.11 Review Attachments

5.12 Review evidence attachments

6. Follow the workflow (Party)

6.1 Overview of Workflow Execution

6.2 Accessing the Sign View

6.2.1 Invitation message

6.2.2 List of Initiated Workflows

6.3 Authenticate to view

6.3.1 Authentication to view

6.4 Reviewing the Sign Material

6.4.1 Contact information

6.4.2 Branded header

6.4.3 Other branded Sign View components

6.4.4 Signing header

6.4.5 Review instruction

6.4.6 Mandatory/optional explanation

6.4.7 Download PDF

6.4.8 Document display

6.4.9 Guiding arrow

6.4.10 Text fields

6.4.11 Checkboxes

6.4.12 Radio buttons

6.4.13 Signature box

6.4.14 About you section

6.4.15 Attachments section

6.4.16 Requested attachments section

6.4.17 Signatories section

6.4.18 Reject or sign section

6.5 Rejecting to sign the Sign Material

6.5.1 Reject button

6.5.2 Rejection section

6.5.3 Rejection confirmation page

6.6 Signing the Sign Material

6.6.1 Signature Drawing Modal

6.6.2 PIN by SMS authentication and Signature Confirmation Section

6.6.3 Swedish BankID authentication and Signature Confirmation Section

6.6.4 Signature Confirmation Section

6.7 Receiving the confirmation after signing

6.7.1 Signature Registration Section

6.7.2 Signature confirmation page

6.7.3 Signature confirmation message

7. Evidence collection

7.1 Collecting missing Sign Material

7.2 Producing the Transaction Logs

7.2.1 Recording Signatories’ activities in Scrive eSign

7.2.2 Generating images of the confirmation after Signatories signed

7.2.3 Recording Signatories’ system information

7.2.4 Record the time of each event in Scrive eSign relating to a Signatory’s activity

7.3 Recording clock error

8. Evidence Package generation

8.1 Preparing the Evidence Package

8.1.1 Prepare a Final PDF (step 1)

8.1.2 Append the Verification Page (step 2)

8.1.3 Append the Evidence Quality of Scrive E-signed Documents (step 3)

8.1.4 Append the Evidence Quality Framework (step 4)

8.1.5 Append the Service Description (step 5)

8.1.6 Append the Evidence Log (step 6)

8.1.7 Append the Evidence of Time (step 7)

8.1.8 Append the Evidence of Intent (step 8)

8.1.9 Append the Digital Signature Documentation (step 9)

8.1.10 Append the Digital Signature (step 10)

8.1.11 Append the Keyless Digital Signature (step 11)

8.1.12 PAdES Digital Signature (optional to Steps 10 and 11)

9. Document administration

9.1 Document list

9.1.1 List view

9.1.2 Learn more and manage workflow

9.1.3 Mass-withdraw invitations

9.1.4 Send mass-reminder

9.1.5 Delete

9.1.6 Filter and search

9.1.7 Download all documents

9.1.8 Download metadata as CSV

9.2 Template Workflow editing list

9.2.1 List view

9.2.2 Filter and search

9.2.3 Delete

9.2.4 Share

9.3 Trash list

9.3.1 List view

9.3.2 Filter and search

9.3.3 Restore

9.4 Auto-deletion of documents and personal data

10. Account administration

10.1 Organisation administration

10.1.1 Organisation details

10.1.2 White-label branding

10.2 User administration

10.2.1 User privileges

10.2.2 User management

1. Definitions

“Attachments” means attachments to the Main Document provided by the Author or Signatories.

“Author” means the person(s) that configure the Workflow Settings.

“Clock Error Samples” means the term as defined in the Attachment Evidence of Time.

“Delivery Method” means the method to deliver the invitation to participate in a Workflow Session.

“Design View” means the administrative user interface of Scrive eSign for the purpose of configuring the Workflow Settings.

“Evidence Attachments” means the attachments with additional evidence inserted into the Final PDF as explained in section 8, the attachments are Evidence Quality of Scrive E-Signed Documents, Service Description, Evidence Quality Framework, Evidence Log, Evidence of Intent, Evidence of Time and Digital Signature Documentation.

“Evidence Material” means the Final PDF including the inserted Evidence Attachments. 

“Evidence Package” means the Evidence Material sealed with a digital signature.

“Field Data” means data associated with text fields, checkboxes, radio buttons and signature boxes in the Main Document.

“Final PDF” means the final Main Document after all Signatories have signed, including Field Data rendered with the placements defined by the Author in the Workflow Settings.

“Initiator” means the person that initiates Workflow Execution.

“Initiated Workflow” means a set of Workflow Settings where Workflow Execution has been initiated.

“Integrated System” means a system that communicates with Scrive eSign via the Scrive API.

“Main Document” means the document that is displayed in the Design View and Sign View and is possible to edit with Field Data.

“Party” or “Parties” means persons participating in the Workflow Execution.

“Role” means the Role of a Party during a Workflow Session.

“Scrive API” means the application programming interface of Scrive eSign.

“Sign Material” means the material being reviewed, signed and completed by the Parties during Workflow Execution, including a) the Main Document, b) Attachments and c) Field Data.

“Sign View” means the graphic user interface in Scrive eSign’s web based interface, for the Parties to review and for Signatories to sign the Sign Material.

“Signatory” means a person that has been defined to sign the Sign Material in the Sign View during a Session.

“Signature Confirmation Section” is the final section where the Signatory is asked if they are sure that they wish to sign the document.

“Signature Drawing Modal” is the modal where the Signatory is asked to draw or type their signature.

“Template Workflow” means Workflow Settings saved by an Author for later reuse. “Transaction Logs” means database logs in Scrive eSign, including records of the Signatories activities in Scrive eSign.

“User” is a person or a group of persons with an account in Scrive eSign which is linking to a verified email address.

“Viewer” means a person that has been defined to only have access to view the Sign Material in the Workflow Session.

“Workflow Execution” means when Scrive eSign guides the Parties through Workflow Sessions as configured in the Workflow Settings.

“Workflow Session” means a set of activities defined for a Party to execute the assigned Role. A Party can be assigned multiple Workflow Sessions.

“Workflow Settings” means any combination of settings in section 3 defining how the Parties can interact with the Sign Material during Workflow Execution.

2. Purpose 

The purpose of this document is to explain how Scrive eSign worked at any given point in time to facilitate the full understanding of the process that generated the final Evidence Package. Each time Scrive eSign is updated with new features this document is also updated. The scope of the document is to describe the Scrive eSign system in full. Because it is possible to initiate Workflow Execution via API it is possible that parts of the e-signing workflow have happened outside of Scrive eSign. Because Scrive can only document features that are within our control, parts of a workflow may have happened outside the scope of this document.

3. Design the workflow (Author)

Workflow Settings are defined in the Design View by the Author. The features for designing the Workflow Settings are clustered in the Design View in three main sections. We describe the features in these sections according to the structure in the Design View.

3.1 Add Parties

3.1.1 Simple Workflow Session

Add a Workflow Session and add information about the Party participating in the Workflow Session. You can add an infinite number of Workflow Sessions. The minimum amount of Workflow Sessions is one.

3.1.2 Mass-signing Workflow Session

To replicate a Template Process multiple times with many separate Parties it is practicable to add the Parties in bulk. This feature enables adding a list of Parties to a Workflow Session as a CSV file. When initiating the process Scrive eSign will automatically replicate the process for every row in the CSV file and include the Party information of that row to that Workflow Session.

3.1.3 Invitation order

Select in what order the Parties shall receive the invitation to participate. Parties can receive the invitation in parallel, in sequence, or a combination of these.

3.1.4 Role

Define if the Party should be Signatory or Viewer.

3.1.5 Invitation method

Select how the Party shall receive the invitation to participate in the Workflow Session. The delivery methods available are a) email, b) SMS, c) email and SMS and d) in-person delivery or e) API.

		Email

		An email invitation is sent including a link to the Sign View.



		SMS

		An SMS is sent including a link to the Sign View.



		Email and SMS

		Both email and SMS delivery as described above.



		In-person

		No invitation is sent. The Initiator can give the Party access to the Sign View, by personally presenting it on a device selected by Initiator.



		API

		No invitation is sent. The Initiator can select to give access to the Sign View by sharing the URL or an Author can set up a workflow where the Party is redirected from a webpage hosted by the Author to the Sign View.





3.1.6 Authentication to view

Select what authentication should be required from a Signatory before accessing the Workflow Session to view the document. The alternatives are a) Swedish BankID, b) Norwegian BankID, c) Danish NemID or d) no additional authentication method.

3.1.7 Authentication to sign

Select what authentication method should be required from a Signatory. The alternatives are a) Swedish BankID, b) PIN verification by SMS or c) no additional authentication method.

3.1.8 Confirmation method

Select how the Party shall receive the confirmation that the document has been signed by all Parties and get access to the Evidence Package. The confirmation methods available are a) email, b) SMS, c) email and SMS and d) no delivery.

3.2 Place fields

3.2.1 Main Document upload

Upload the Main Document. Only PDFs are accepted for upload. 

3.2.2 Main Document removal

Remove the Main Document.

3.2.3 Text field

Drag and drop text fields into the document. Define the name of the text field (i.e. address, mobile and more) or select a predefined field, and define if it is a) mandatory for the Initiator, b) mandatory for Party completing the Workflow Session or c) optional. If left empty or editable during Workflow Execution, define what party can (if optional) or must (if mandatory) complete the text field during their Workflow Session. All information put into a text field will be printed onto the document. You can set the font size of the text field to a) small, b) normal, c) large or d) huge.

3.2.4 Checkbox

Drag and drop checkboxes into the document. Define the name of the checkbox (for traceability purposes), choose a checkbox size, and define if it is a) mandatory for the Initiator, b) mandatory for Party completing the Workflow Session or c) optional. If left empty or editable during Workflow Execution define what party can (if optional) or must (if mandatory) check the checkbox during their Workflow Session. The checkbox, empty or checked, will be printed onto the document.

3.2.5 Signature box

Drag and drop signature boxes into the document. Define the name of the signature box (for traceability purposes) and define if it is a) mandatory for the Party completing the Workflow Session or b) optional. If left empty or editable during Workflow Execution define what party can (if optional) or must (if mandatory) draw their signature during their Workflow Session. For some old browsers where JavaScript drawing doesn’t work, the Signatory can use their keyboard to type their signature with a name instead and a handwritten font will be used. The drawn or typed signature will be printed onto the document.

3.2.5 Radio buttons

Drag and drop radio button groups into the document. Define the name of the radio button group and the names of individual radio buttons (for traceability purposes), and choose a size for the radio buttons within the radio button group. It is mandatory for signing parties to select one of the radio button group options. The radio buttons, selected or not, will be printed onto the document.

3.3 Other settings

3.3.1 Add Attachment

The Author can upload documents to add as Attachments to the Main Document or delete previously uploaded Attachments. Only PDFs are accepted. The Author selects if the Attachment should be optional or mandatory to review. The Author selects if the Attachment should be merged with the main file or not.

3.3.2 Request Attachment

The Author can request that Parties are asked to upload documents during a Workflow Session, to add the documents as Attachments to the Main Document. The request is set per Party and an instruction text is required explaining what document is requested, requests can be made optional in which case the Party is not required to upload a document.

3.3.3 Main Document name

Name the Main Document. This is the name that will be communicated with the Parties throughout each Workflow Session. This will be the name of the Main Document in the Evidence Package.

3.3.4 Workflow Session language

Select in what language the Parties shall be guided throughout each Workflow Session. This will be the language of the text printed in the Verification Page.

3.3.5 Due date

Select the due date for the Signatories to sign. After the due date has passed the Signatories can no longer sign.

3.3.6 Automatic reminder

Select at what date an automatic reminder to sign shall be sent to the Signatories that haven’t yet signed.

3.3.7 Personal invitation message

Write a personal message that the Parties will receive when invited via email to participate in the Workflow Execution.

3.3.8 Personal confirmation message

Write a personal message that the Parties will receive via email when the document has been signed.

3.3.9 Edit Sign View UI

Adjust the UI in the Sign View. The following UI features can be added or removed a) header including logo and contact details, b) download PDF c) the button used in the Sign View to reject to sign, d) option to reply with a message, and e) footer.

3.4 Save as template workflow

The Workflow Settings in Design View can be saved as a Template Workflow for later Workflow Execution a single time (save as draft) or multiple times (save as template).

3.5 Settings available via API only

3.5.1 Set highlighting

It is possible, via the API, to enable highlighting in the Sign View for selected Signatories. Highlighting is the digital equivalent of a yellow mark on paper to emphasize something on the document. Highlights can be made by the selected Signatories, and cleared page-by-page, until they have signed the document, after which no more changes can be made. 

3.5.2 Field editable by Signatory

It is possible, via the API, to allow selected Signatories to change the value of certain fields, even if they were pre-filled by the Document Author. This is currently only available for email and mobile field types. The aim of this setting is to allow Signatories to update their email or mobile number, when the value set by the Document Author may be incorrect or outdated.

4. Initiate the workflow (Initiator)

A Workflow Execution needs to be started by an Initiator. This section describes the features which the Initiator can use to initiate the Workflow Execution. The Initiator may initiate the Workflow Execution in any of the following ways:

		start as Author and define the Workflow Settings in the graphic user interface of the Design View or an Integrated System, or programmatically through the Scrive API, and then initiate the Workflow Execution, or

		start as Initiator only and select a Template Workflow to initiate the Workflow Execution, or

		start as Author and select a Template Workflow to edit by any of the procedures for defining the Workflow Settings described in bullet a and then, after editing as Author, initiate the Workflow Execution.



4.1 Initiate Workflow Execution from Design View

After a Main Document has been uploaded and no mandatory information is missing it is possible to initiate Workflow Execution by clicking a button to start. When having clicked the button a modal is displayed and depending on the Workflow Settings different activities will be required from the Initiator to initiate Workflow Execution.

		Initiator role

		Sign order

		Instruction in modal



		Signatory

		Sign first

		Prompts to sign first before inviting others



		Signatory

		Sign second or later

		Prompts to invite others



		Viewer

		-

		Prompts to invite others





4.2 Initiate Workflow Execution from Template Workflow

Template Workflows can be accessed either via the Scrive eSign graphic user interface or via API. The following sections will describe how access can be done via the graphic user interface of Scrive eSign. In principle the same actions can be performed via the API.

4.2.1 List of Template Workflows

By logging in to his Scrive eSign account the Initiator can access a list of Template workflows from where it can initiate Workflow Execution. In the list of Template Workflows each Template Workflow is displayed in a list including name of the Template Workflow, time of latest change to Template Workflow, Delivery Method(s) and sharing status. In the template list view it is possible to do free text search on metadata to find Template Workflows.

4.2.2 Select to edit Template Workflow or directly initiate Workflow Execution

By clicking the name of a draft or template in the list of Template Workflows, different options will be made available depending on the Workflow Settings of the Template Workflow.

		Author/Not Author

		Locked from editing

		In-person delivery

		Options for next step



		Author

		Yes/No

		Yes

		Option to a) edit Workflow Settings or b) initiate signing on the device directly.



		Author

		Yes/No

		No

		Option to a) edit Workflow Settings or b) send for signature directly.



		Not Author

		Yes

		Yes

		Option to initiate signing on the device directly.



		Not Author

		No

		Yes

		Option to a) edit Workflow Settings or b) initiate signing on the device directly.



		Not Author

		Yes

		No

		Option to send for signature directly.





5. Administer the Workflow Execution (User)

The document view is the administrative counterpart of the Sign View. Here the User can review the Main Document, Attachments, Parties and progress history and also administer the Workflow Execution.

5.1 Progress history

The Workflow Session progress of each Signatory can be tracked in the progress history section. Each important event is listed with a status icon, time, Party and an explanatory text. Below is a list of the statuses used.

		Progress status

		Explanation



		Initiated signing

		The Initiator initiated the signing process.



		Email sent

		The invitation to access Sign View was sent via email.



		SMS sent

		The invitation to access Sign View was sent via SMS.



		Undelivered

		The external email or SMS system has reported that it could not deliver the email or SMS.



		Delivered

		The external email or SMS system has reported that it has delivered the email or SMS.



		Email opened 

		The external email system has reported that the email has been opened.



		Accessed view to authenticate

		The party opened the view to verify their identity before viewing the document.



		Authentication success

		The Party verified their identity with [AUTHENTICATION METHOD] to access the document.



		Reviewed online

		Opened the document online.



		Signed

		The button to complete signing was clicked in the Signature Confirmation Section or, if BankID was required to sign, the signing process was completed successfully in the BankID application.



		Rejected

		The button to reject signing was clicked in the final rejection section.



		Timed-out

		The due date for signing as set in the Workflow Settings passed and the document can’t be signed.



		Due date prolonged

		The Initiator prolonged the signing due date.



		Process cancelled

		The Initiator cancelled the signing process, the document can no longer be signed.



		Process edited

		The Workflow Process was edited in the Design View.



		Sealed

		Scrive eSign sealed the final PDF with a digital signature.



		Extended

		Scrive eSign sealed the Evidence Package (as defined in the Service Description) with a keyless digital signature.





5.2 Withdraw invitation

To withdraw an invitation to sign an Initiated Workflow, press the button to withdraw. The invitation to sign the selected Initiated Workflow will be withdrawn and they will no longer be possible to sign. If a Signatory clicks an invitation link to a withdrawn document they will land in a landing page with an instruction that the Workflow Execution has been cancelled.

5.3 Extend due date

If the due date to sign passed without all Signatories having signed the Initiator can extend the due date by pressing “extend due date”. The date is extended by as many days as are determined by the Initiator.

5.4 Restart document

If the document was cancelled or the due date passed the Initiator can select to restart the Workflow Execution by pressing the button to restart the Workflow Execution. The Initiator is then redirected to the Design View where he can edit the Workflow Settings and initiate Workflow Execution again.

5.5 Start signing

If Delivery Method was set to in-person or API, then there is an option for the Initiator to initiate the next in-person Workflow Session directly from this view. By selecting “start signing” the Initiator will be redirected to the Sign View.

5.6 Download document

If the document has been signed it can be downloaded by the Initiator by pressing the button to download the document.

5.7 Send reminder

To remind a Signatory to sign, press the button to send reminder. A reminder will be sent to the Signatory using the initial invitation Delivery Method selected by the Author.

5.8 Send document again

To send a completed Evidence Package again to a Party, press the button to send the document again which is next to the Party’s information. A message including the document, will be sent to the Signatory using the initial confirmation Delivery Method selected by the Author.

5.9 Change of authentication to view and authentication to sign methods

As long as the recipient hasn’t signed the Initiator can change the authentication to view and the authentication to sign methods.

5.10 Bounce management

If the email or SMS could not be delivered, the Initiator is informed of the problem via an email with a link to the Document View where the Initiator can edit the email or mobile number. A bounce can occur for multiple reasons, typically due to a) entering the wrong email or mobile number, b) SPAM filter settings of the receiving system or c) the recipient’s systems are down.

5.11 Review Attachments

Below the displayed document there is a section with all attached Attachments. The user can view or download Attachments.

5.12 Review evidence attachments

Below the Attachments section there is a section with all evidence attachments. The user can review or download the evidence attachments.

6. Follow the workflow (Party)

Smooth Workflow Execution is dependent on a series of events as executed by the Parties in close interaction with Scrive eSign. This section will describe the different components enabling the Workflow Execution. The features are listed in the order as they appear to the Signatory either chronologically or in the graphic user interface from the top and going down. What features appear to the Signatory depend on the Workflow Settings.

6.1 Overview of Workflow Execution

Before we look at the components of the Workflow Execution it might be useful to get an overview of the different steps of Workflow Execution as experienced by the Signatories and the Viewers.

		Accessing the Sign View: the Party either a) receives an email or SMS with an invitation to sign electronically and a link to the Sign View or, b) accesses a device (tablet, desktop computer, smartphone or other) with the Sign View already opened or c) is redirected from an Integrated System to the Sign View. 

		If set by the Author, the Signatory is asked to authenticate before they can proceed.

		Reviewing the Sign Material: the Party views the displayed Sign View and a) can read instructions at the top to follow the guiding arrow, b) depending on the Workflow Settings enter or not enter Field Data into the document (such as text, signatures, checks in checkboxes, choosing a radio button group option) and view/append required and optional attachments and c) scroll through all document pages to reach the sign or reject section.

		When enabled for the current signatory, the Initiator can highlight anything within the document being signed in real-time. 

		Signing the Sign Material: the Signatory presses the next button to proceed to the next step and, depending on the Workflow Settings, one of these four scenarios follow;



		If the Signatory has not yet drawn their signature inside the document a section appears with instructions to confirm their intent by clicking a button with the text “Sign”, or

		If the Signatory has not yet drawn their signature inside the document a section appears with instructions that they will finalise the signing process by clicking the button with the text “Finish”, or

		If the Signatory is required to authenticate with PIN by SMS before they can sign they a) type or view their mobile number, b) receive an SMS with a PIN, c) type the PIN into a input field and d) confirm their intent by clicking a button with the text “sign”, or

		If the Signatory is required to sign with Swedish BankID they sign using the Swedish BankID app on the device they chose to sign with.



		Receiving confirmation after signing: after having completed one of the above signing scenarios a confirmation message is displayed to the Signatory that the Sign Material has been signed. Depending on the Workflow Settings, each Party either receives or doesn’t receive a confirmation message. If it was set for the Party to receive a confirmation message it is sent either a) by email and including the Evidence Package, b) by SMS and including a URL-link to access the document on the web in Scrive eSign, or c) both by email and SMS as described above.



The following sections are more detailed descriptions of the features enabling the workflow in the summary above.

6.2 Accessing the Sign View

This is the workflow guiding the Parties to access the Sign Material in the Sign View.

6.2.1 Invitation message

Scrive eSign will send an invitation email and/or SMS to the Party, in the order as defined by the Workflow Settings. The email and/or SMS will include a URL-link to a Sign View specific to that Workflow Session.

6.2.2 List of Initiated Workflows

Initiated Workflows with Workflow Sessions available for signing directly on the device are listed in a list accessible to Users. Each Initiated Workflow is displayed in a list with document name, last event, name of Initiator and names of all Parties. An icon determines if the Party is the Initiator of the Initiated Workflow or has been invited by another Initiator to participate. By selecting an Initiated Workflow from the list the User will initiate a Workflow Session and access the Sign View.

6.3 Authenticate to view

This is the part where the Signatory is required to authenticate themselves before they can proceed to view the Sign Material.

6.3.1 Authentication to view

The name of the Author and the document is displayed. Personal information that is required to understand who should authenticate their identity is presented. The Signatory initiates the authentication process. If the authentication is successful the Signatory is redirected to the Sign View to view the Sign Material.

6.4 Reviewing the Sign Material

This is the workflow guiding the Signatory when they are reviewing the Sign Material before signing.

6.4.1 Contact information

In the header the Initiators name and mobile (if available) is displayed for contact purposes.

6.4.2 Branded header

Adjustments can be made to a) company logotype, b) background color of header, c) text font, and d) text color. If no branding has been selected, the default is the Scrive logotype and colors. Author can remove the header and footer in the Design View before initiating Workflow Execution.

6.4.3 Other branded Sign View components

Components of the Sign View that can be branded are a) text font type of all text, b) color of the guiding arrow, c) color and text font of text in the guiding arrows, d) color of buttons, and e) color and text font of the text in the buttons. In the Sign View, confirmation page after signing, the signing invitation email and confirmation email there is a discrete ”Powered by Scrive” text.

6.4.4 Signing header

This header stays at the top of the SIgn View as the signatory scrolls through the Main Document to sign. The header includes a) the name of the document, b) a button to activate highlighting (learn more below), c) a button to zoom in the Main Document and d) a button to zoom out the Main Document. By clicking the highlight button, the highlighting functionality is enabled and the scrolling functionality is disabled. Thus, instead of scrolling when touching the screen the touch will result in a yellow highlighting color being painted to the Main Document where the finger points. Highlighting starts when a finger is put to, or a mouse is clicked above, the Main Document. Highlighting stops when the finger is lifted or the mouse is released. To initiate highlighting again the highlighting button in the header has to be pressed again. If the highlighting functionality has been applied to the Main Document in the current Workflow Session, a clear button will also be available in the signing header. The clear button will allow highlighting to be cleared from one document page at a time, and “clear mode” will be enabled until any highlighting has been cleared, or until the cancel button is clicked to cancel clear mode.

6.4.5 Review instruction

Below the header there is a) the person’s name and b) a brief instruction on how to proceed to sign the document. The purpose of the name is to decrease the risk that a person mistakenly signs in another Signatory’s name. If the name was not supplied before Initiator initiated Workflow Execution, then only the brief instruction is displayed.

6.4.6 Mandatory/optional explanation

Explanation of the difference in instruction color between actions that are mandatory and actions that are optional. This appears if the Workflow Session includes optional and mandatory actions.

6.4.7 Download PDF

Option to download the Main Document and Attachments as PDF. This option is either displayed or not depending on if the Author defined that it should be displayed during the Workflow Session.

6.4.8 Document display

PNGs of the Main Document are displayed in up to 1040 px width.

6.4.9 Guiding arrow

The guiding arrow will guide the Party through the steps set as mandatory by the Author. The arrow will guide the Party by pointing at the next mandatory step and blink.

6.4.10 Text fields

There can be empty text fields that are mandatory or optional to complete for the Party and pre-filled fields that can be editable.

6.4.11 Checkboxes

There can be unchecked checkboxes that are mandatory or optional for the Party and pre-checked checkboxes that can be de-checked. Checkboxes can be small, medium, or large, at the discretion of the author.

6.4.12 Radio buttons

There can be radio button groups comprising of two or more radio button options. The Party must select one of the radio buttons for each radio button group. Each radio button group can be small, medium, or large, at the discretion of the author.

6.4.13 Signature box

If signatures are requested from the Signatory then signature boxes are displayed as colored areas on top of the document. If the Author has defined the signature as mandatory, then the guiding arrow will point to the colored area after previous mandatory fields have been completed. When clicking a signature box a signing workflow is initiated. Read more about the signing workflow in section “6.6 Signing the Sign Material”.

6.4.14 About you section

If there are input fields that are mandatory to include in the transaction but have not been placed on top of the document by the Author they are displayed in the about you section. This section is not visible if there is no mandatory information that has not been placed on top of the document for input.

6.4.15 Attachments section

For each attachment that has been added to the document by the Author a section is displayed including the title of the attachment and a button to show the attachment. The attachment can be viewed by clicking the button to show the attachment, then the section expands and displays the attachment in full to the Signatory. If an attachment was selected by the Author to be mandatory to review in the Workflow Settings then a) a checkbox is available next to the title of the attachment and b) a text stating that the signatory confirms that they have read and understood the content of the attachment is available next to the checkbox. The checkbox with the instruction to confirm that the Signatory has read and understood the content of the attachment must be checked before the Signatory can sign.

6.4.16 Requested attachments section

This is where, if requested, the signatory is instructed to upload additional documents as attachments. The signatory can choose not to upload an optional attachment by checking a checkbox. If attachments have been added by previous signatories in the same process, those are visible to the current signatory for review. This section is not visible if there are no requests for attachments from the signatory.

6.4.17 Signatories section

This section includes a list of the Signatories, their signing progress and a) Full name,,  and b) if applicable information about the Signatory is displayed such as organisation, organisation number, ID number, mobile number and email.

6.4.18 Reject or sign section

This is the last section in the Sign View. This section includes a reject button and a next button. By clicking the reject button the Signatory will initiate the rejection workflow and by clicking the next button the Signatory will initiate the signing workflow. If the Author has determined in the Sign View Settings that the reject button shall not be displayed to the Signatory, only the next button will be displayed.

6.5 Rejecting to sign the Sign Material

This is the workflow guiding the Signatory when they are rejecting to sign the Sign Material.

6.5.1 Reject button

At the bottom of the Sign View the signatory can reject the signing via clicking on a reject button. This button is visible if the Author has not disabled it in the Workflow Settings.

6.5.2 Rejection section

If the option to allow a rejection message was chosen in the Workflow Settings, upon clicking the button to reject the Signatory will enter a section where the Signatory can reject and, if so desired, write a rejection message to the Initiator. If a rejection message is not allowed, the Signatory will be asked to confirm the rejection directly, without the possibility of writing a rejection message. If the Signatory confirms the rejection, the Workflow Execution is cancelled and the Main Document can no longer be signed by any other Signatory.

6.5.3 Rejection confirmation page

After a rejection the Signatory is redirected to a page confirming that the signing was rejected and, if a rejection message was created, that the rejection message was sent to the Initiator.

6.6 Signing the Sign Material

The signing workflow is the workflow guiding the Signatory when they are signing the Sign Material.

6.6.1 Signature Drawing Modal

After the signature box has been clicked by the Signatory, the Signature Drawing Modal is opened and the Signatory is instructed to sign. The Signatory can draw their signature on a touchscreen or with a mouse. Once the Signatory has drawn their signature in the Signature Drawing Modal, they can click a button to proceed. Once they have clicked the button to go to the next step the modal closes and the signatory is scrolled to the next step defined by the Workflow Settings. 

6.6.2 PIN by SMS authentication and Signature Confirmation Section

If the authentication was set to PIN by SMS, the Signatory is either a) prompted to type the mobile number they want to use for authentication or b) if the mobile number was prefilled by the Initiator they can only view the mobile number. After the signatory has filled their mobile mobile number or reviewed the one that was prefilled by the Initiator and clicked to send the SMS, the Signature Confirmation Section appears with a) an input field for the PIN, b) a text if they wish to sign and let Scrive eSign register their signature and c) a button to confirm the PIN and complete the signing process. After the correct PIN has been supplied and the Signatory has confirmed that they wish to sign , the signature is registered and the Signature Registration Section is displayed.

6.6.3 Swedish BankID authentication and Signature Confirmation Section

If the authentication was set to Swedish BankID, the Signatory is either a) prompted to type the ID number they want to use for authentication, or b) if the ID number was prefilled by the Initiator this is already prefilled and not editable. After the signatory has a) filled their ID number or reviewed the one that was prefilled by the Initiator and b) clicked to initiate the authentication with Swedish BankID, the Signatory authenticates within the Swedish BankID application. When the authentication is completed in the Swedish BankID application, Scrive eSign registers the signature. 

6.6.4 Signature Confirmation Section

If the authentication was neither set to Swedish BankID nor PIN by SMS then the Signature Confirmation Section asks the Signatory if they wish to either “sign” (if no signature was drawn in the document using the Signature Drawing Modal) or “finish” (if a signature was drawn in the document using the Signature Drawing Modal) and let Scrive eSign register their signature. Once the Signatory has confirmed that they wish to sign or finish the signing process, the signature is registered and the Signature Registration Section is displayed.

6.7 Receiving the confirmation after signing

This is the workflow guiding the Signatory after they have signed the Sign Material.

6.7.1 Signature Registration Section

After the Signatory has confirmed their signature in the Signature Confirmation Section, the Signatory is redirected to the Signature Registration Section. The Signature Registration Section instructs the Signatory that their signature is being registered by Scrive eSign.

6.7.2 Signature confirmation page

After Scrive eSign has completed registering the signature of the Signatory, the Signatory is either redirected to:

		a custom confirmation page. Scrive does not regulate the custom confirmation page other than requiring that the confirmation page should not be misleading to the Signatory, thus it can include any information.

		the Scrive eSign standard confirmation page. The standard confirmation page includes information that the Signatory’s signature has been registered. If the Author had set that Scrive eSign should send an outgoing confirmation message, then the Signatory is also informed that an outgoing confirmation message was sent to the Signatory or that, if there are more Signatories to sign the document, an outgoing confirmation message will be sent to the Signatory after all Signatories have signed.

		the Signing Handover Interface, where a button is displayed leading to the Workflow Session for that next Signatory. This happens if there are other Signatories in line to sign after the Signatory that just signed, and the Delivery Method was set to in-person for any of those Signatories.



6.7.3 Signature confirmation message

If Author set that an outgoing confirmation message should be sent to the Signatory, a confirmation message is sent either via SMS, email or both. The confirmation message includes information that the document has now been signed by all Signatories. The email also includes an original of the Evidence Package and the SMS includes a link to access the Evidence Package online. If the Evidence Package is over 10MB Scrive eSign will not include the Evidence Package in the confirmation email and instead an instruction and a link to access the document will be supplied. If the Author set that a custom confirmation message shall be included in the outgoing confirmation message, the custom confirmation message set by the Author is included after the standard confirmation message texts.

7. Evidence collection

During the Workflow Execution Scrive eSign is collecting evidence to include into the Evidence Package.

7.1 Collecting missing Sign Material

At any time during the Workflow Execution, Scrive eSign presents the Sign Material in its current state in the Sign View meaning that it displays a) images of each page of the Main Document, b) links to all Attachments and c) renders all currently defined Field Data on the pages of the Main Document using the placements specified by the Author. As the process advances, the Sign Material is collected and produced through the following process:

		The Author uploads the initial Sign Material into Scrive eSign, consisting of the Main document, Author Attachments and initial Field Data.

		The Signatories will perform a review of the Sign Material in the Sign View. Depending on the Workflow Settings the Signatory can be asked to upload Signatory Attachments and add more Field Data, so that the Sign Material is completed. This step is reiterated until all Signatories have signed. 

		When the last Signatory has signed, the Sign Material has become fully completed and is locked from further modifications.



7.2 Producing the Transaction Logs

Scrive eSign executes the following activities to produce the Transaction Logs:

		Record as many as possible of the Signatories’ activities in Scrive eSign during Workflow Execution

		Record screenshots of the confirmation after the Signatories have signed through Scrive eSign

		Record system information of the Signatories’ client system

		Record system time of the Signatories’ activities in Scrive eSign



This section will explain the different procedures for recording the Transaction Logs as listed above.

7.2.1 Recording Signatories’ activities in Scrive eSign

Scrive eSign records events when the Signatory has interacted with Scrive eSign during Workflow Execution. The activities in Scrive eSign that are recorded are listed below. Coordinates X=0, Y=0 is the top-left corner of the page, X=1, Y=1 is the bottom-right corner.

		Sample event (as printed in the Evidence Log)

		Event explanation



		Scrive eSign sealed the Evidence Package (as defined in the Service Description) with a keyless digital signature.

		See section 8.1.11.



		Scrive eSign sealed the final PDF with a digital signature.

		See section 8.1.10 and 8.1.12.



		Scrive eSign prepared the final PDF, including evidence collected by Scrive eSign, before sealing with a digital signature.

		See sections 8.1.1 – 8.1.9 



		The party [NAME OF PERSON] ([UNIQUE IDENTIFIER]) verified their identity with [AUTHENTICATION METHOD] to access the document.

Data returned from the [AUTHENTICATION METHOD]:

Name: [NAMED RETURNED]
ID number: [ID NUMBER RETURNED]


Signature: [SIGNATURE RETURNED]
Online Certificate Status Protocol (OCSP) Response: [OCSP RETURNED]

		See section 6.3.1.



		Scrive eSign sent an automatic reminder to sign using [DELIVERY METHOD] to [EMAIL@EXAMPLE.COM and 012-34 56 78] at the request of the user [NAME OF USER] ([UNIQUE IDENTIFIER]).

		See section 3.3.6.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) withdrew the invitation to sign and Scrive eSign disabled the possibility to sign for all parties.

		See sections 5.2.



		The user [NAME OF USER ([UNIQUE IDENTIFIER]] changed authentication for [NAME OF PARTY (UNIQUE IDENTIFIER)] from [OLD AUTHENTICATION METHOD] to [NEW AUTHENTICATION METHOD].

		See section 5.9.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) changed the email address for the party from [BAD@EXAMPLE.COM] to [GOOD@EXAMPLE.COM].

		See section 5.10.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) changed the mobile number for the party from [BAD-12 34 56] to [GOOD-12 34 56].  

		See section 5.10.



		Scrive eSign locked the document from further modifications by the parties.

		See section 7.1 step 3.



		The signatory [NAME OF SIGNATORY] checked the checkbox “[EXAMPLE ATTACHMENT NAME]”. The text next to the checkbox was “[ACCEPT ATTACHMENT CONDITIONS TEXT]”.

		See sections 3.3.1 and 6.4.15.

[ACCEPT ATTACHMENT CONDITIONS TEXT] is the text that was visible to the signatory and depends on the document’s language setting. In English it is "I have read and accepted the content of the attachment [EXAMPLE ATTACHMENT NAME]".



		The party [NAME OF PARTY] ([UNIQUE IDENTIFIER]) deleted the attachment [ATTACHMENT NAME] previously uploaded by the party [NAME OF PARTY] ([UNIQUE IDENTIFIER]).

		See sections 3.3.2 and 6.4.16.



		Due to a system error Scrive eSign failed to finalise the Evidence Package (as defined in the Service Description) before sealing with a digital signature.

		Sometimes the system may fail to produce the Evidence Package as described in sections 8.1 – 8.3. This event is extremely rare.



		Scrive eSign’s external email delivery system reported that the invitation to [sign/review] the document sent via email to [PARTY@EXAMPLE.COM] was delivered.

		See sections 3.1.4 and 5.1.



		Scrive eSign’s external SMS delivery system reported that the invitation to [sign/review] the document sent via SMS to [012-34 56 78] was delivered.

		See sections 3.1.4 and 5.1.



		Scrive eSign sent an invitation to [sign/review] the document via [delivery method] to [PARTY@EXAMPLE.COM and/or 012-34 56 78]. The invitation included a link that when clicked lead to Scrive eSign’s online interface to [sign/review] documents. The invitation contained the following message: <BR/> <i>This is an example message text.</i>

		See sections 3.1.4, 3.3.7 and 5.1.



		Scrive eSign’s external email delivery system reported that the invitation sent via email to [PARTY@EXAMPLE.COM] could not be delivered and continued attempts were cancelled.

		See section 5.1.



		Scrive eSign’s external SMS delivery system reported that the invitation sent via SMS to [012-34 56 78] could not be delivered and continued attempts were cancelled.

		See section 5.1.



		Scrive eSign’s external email delivery system reported that the invitation sent to [PARTY@EXAMPLE.COM]  was opened.

		See section 5.1.



		The initiator [NAME OF INITIATOR] ([UNIQUE IDENTIFIER]) initiated the signing workflow and Scrive eSign a) locked the signing workflow from further editing, b) set the signing workflow language to [EXAMPLE LANGUAGE: ENGLISH], c) set the signing due date to [EXAMPLE DATE: 2013-01-01 00:00:00 UTC], d) set the time zone to [EXAMPLE TIME ZONE: CET] and e) initiated the signing workflow.

		See section 4.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) prolonged the signing due date.

		See section 5.3.



		The signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) rejected the invitation to sign and Scrive eSign disabled the possibility to sign for all parties. The rejection message from the signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) was: <BR/> <i>This is an example message text.</i>

		See section 6.5.2.



		Scrive eSign sent a reminder to [review/sign] via [delivery method] to [SIGNATORY@EXAMPLE.COM and/or MOBILE NUMBER] at the request of the user [NAME OF USER] ([UNIQUE IDENTIFIER]). The reminder message from the user [NAME OF USER] ([UNIQUE IDENTIFIER]) was: <BR/> <i>This is an example message text.</i>

		See sections 9.1.4 and 5.7.



		Scrive eSign’s administrator ([ADMIN@EXAMPLE.COM]), a person authorised to administer Scrive eSign, requested preparation of the Evidence Package.

		In the rare event of failure there is a safety feature in Scrive eSign where an authorised person at Scrive can ask the system to try to reseal the Evidence Package.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) edited the signing workflow in Scrive eSign’s interface to design signing workflows.

		See section 5.4.



		The SMS with the PIN was delivered to [MOBILE NUMBER] for the signatory [NAME OF SIGNATORY (UNIQUE IDENTIFIER)] to use for authentication.

		See section 6.6.2.



		An SMS with a PIN was sent to [MOBILE NUMBER] for the signatory [NAME OF SIGNATORY (UNIQUE IDENTIFIER)] to use for authentication.

		See section 6.6.2.



		The signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) uploaded the attachment [EXAMPLE ATTACHMENT NAME] requested by the workflow author. The request had the following description: <BR/> <i>This is an example description.</i>

		See sections 3.3.2 and 6.4.16.



		The signatory [NAME OF SIGNATORY] checked the checkbox “[EXAMPLE ATTACHMENT NAME]”. The text next to the checkbox was “[NOTHING TO UPLOAD TEXT]”.

		See sections 3.3.2 and 6.4.16.

[NOTHING TO UPLOAD TEXT] is the text that was visible to the signatory and depends on the document’s language setting. In English it is "Nothing to upload".



		The signatory [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) signed the 

document using PIN by SMS as authentication method. The PIN was sent to [MOBILE NUMBER].

		See section 6.6.2.



		The document was signed by [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) using [AUTHENTICATION METHOD] as authentication method. 


The text signed in the [AUTHENTICATION METHOD] client was:


$signed_text$

Data returned from the  [AUTHENTICATION METHOD]:

  

Name: [NAMED RETURNED]

ID number: [ID NUMBER RETURNED]

Signature: [SIGNATURE RETURNED]

Online Certificate Status Protocol (OCSP) Response: [OCSP RETURNED]

		See section 6.6.3.



		The signatory [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) signed the document.

		See section 6.7.1.



		The due date for signing the document passed. Scrive eSign disabled the possibility to sign for all parties.

		See section 3.3.5.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) [CHECKED or UNCHECKED] the checkbox [NAME OF CHECKBOX]. The checkbox's placement in the Main Document: 

Page     X           Y

1            0.123   0.420

		See sections 3.2.4 and 6.4.10.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) selected the radio button "[NAME OF RADIO BUTTON]" in radio group "[NAME OF RADIO GROUP]". Possible options were: [LIST OF ALL RADIO BUTTON NAMES IN RADIO GROUP]. The radio buttons placement in the Main Document:

Page     X           Y

1            0.123   0.128

1            0.123   0.142

		See sections 3.2.5 and 6.4.12.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) signed in the signature box [NAME OF BOX]. The box's placement in the Main Document:

Page     X           Y

1            0.123   0.420

		See sections 3.2.5, 6.4.13 (or 6.4.18 if signature box was not placed) and 6.5.11.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) changed the text in the text field [NAME OF FIELD] from [PREVIOUS VALUE] to [NEW VALUE]. The field's placement in the Main Document: 

Page     X           Y

1            0.123   0.420

		See sections 3.2.3 and 6.4.9 (or 6.4.14 if text field was not placed).



		The party  [NAME OF PERSON] ([UNIQUE IDENTIFIER]) opened the view to verify their identity before viewing the document.

		See section 6.3.1.



		The party [NAME OF PERSON] ([UNIQUE IDENTIFIER]) opened the document in Scrive eSign’s online interface to [review/sign] documents.

		See section 6.2.1.



		Highlighting was added to page 3 while [NAME OF PERSON] was viewing.

		See sections 3.5.1 and 6.4.4. 



		Highlighting was removed from page 3 while [NAME OF PERSON] was viewing.

		See sections 3.5.1 and 6.4.4. 





7.2.2 Generating images of the confirmation after Signatories signed

To sign through Scrive eSign the Signatory is asked to confirm the signature and after the Signatory has confirmed their signature a confirmation message is displayed. Scrive eSign will generate an image of the Signatories’ browser environment including the confirmation message in the foreground and the Main Document and Field Data in the background.

The technology for generating an image of the Signatories’ browser environment is not perfect. Therefore, as a safeguard in the event that the image of the Signatories’ browser cannot be generated correctly, Scrive eSign will at each Planned Production Upgrade, generate images of a reference browser environment including the confirmation message in the foreground and a demo Main Document and Field Data in the background. The purpose of the images is to serve as a reference to display how the images of the Signatories’ browser environment should have looked like if the image generation would have been generated correctly.

7.2.3 Recording Signatories’ system information

Scrive eSign records information of the system that the Signatories use at each system event generated by the Signatory. The information that is recorded is:

		IP address



7.2.4 Record the time of each event in Scrive eSign relating to a Signatory’s activity

At the time of an event triggered by a Signatories’ interaction with Scrive eSign, Scrive eSign will log the following information:  

		The time of Scrive eSign servers at the time of the Signatories’ activity 

		The time of the latest Clock Error Sample

		The clock error at the latest Clock Error Sample



7.3 Recording clock error

The time of Scrive eSign servers is controlled using NTP and the servers communicate indirectly with servers equipped with reference clocks whose purpose is to define reference time. Each hour Scrive eSign estimates the error of the clocks of its servers compared to reference time and the estimated error is measured in milliseconds (the “Clock Error Sample” or “CES”). The purpose of the Clock Error Sample is to produce data that can be used in a statistical model to evaluate the accuracy of Scrive eSign servers’ clock at the point of each logged event.

More about the Clock Error Sample and measurement of time in Scrive eSign is explained in the Appendix 4 Evidence of Time.

8. Evidence Package generation

8.1 Preparing the Evidence Package

Once all Signatories have signed electronically, Scrive eSign will execute the following actions to produce the Evidence Material:

		Prepare the Final PDF.

		Append the Verification Page as an additional page to the Final PDF.

		Append the Evidence Quality of Scrive E-signed Documents as an attachments inside the Final PDF.

		Append the Evidence Quality Framework as an attachment inside the Final PDF.

		Append the Service Description as an attachment inside the Final PDF.

		Append the Evidence Log as an attachment inside the Final PDF.

		Append the Evidence of Time as an attachment inside the Final PDF.

		Append the Evidence of Intent as an attachment inside the Final PDF.

		Append the Digital Signature Documentation as an attachment inside the Final PDF.



Once the Evidence Material has been produced Scrive eSign will execute the following actions to secure the integrity of the Evidence Material and thereby produce the final Evidence Package:

		Seal the material in steps 1-9 with a digital signature.

		Seal the material in steps 1-10 with a keyless digital signature (not performed if PAdES digital sealing is used).



A detailed description of the steps 1-11 follows below.

8.1.1 Prepare a Final PDF (step 1)

The Final PDF is prepared by inserting all the pages from the original Main Document, and subsequently all the Field Data is rendered using the placements defined by the Author in the Workflow Settings. If the Author defined that Attachments should be Merged with the Main Document they are added as pages to the Main Document. If the Author defined that Attachments should not be Merged with the Main Document the attachment is hashed using SHA-256. The hash can be found in the Evidence Log. Attachments that are not merged with the Main Documents are not digitally sealed. By comparing the computed hash (the output from execution of the algorithm SHA-256) to a known and expected hash value (the value in the Evidence Log), it’s possible to determine the Attachments’ integrity.

8.1.2 Append the Verification Page (step 2)

The Verification Page is one or several pages appended at the end of the Final PDF and it contains the following information:

		Transaction ID intended for support purposes.

		Information about the Main Document including name, number of pages and by whom it was submitted.

		Information about the each Attachment, including name, number of pages, if it was merged with the Main Document or not and by whom it was submitted.

		Information about the Initiator and each Signatory. 

		Activity history of each Signatory in Scrive eSign during Workflow Execution, including a brief description of the activity, the time of the activity and the IP address.

		A Scrive seal.



At the end of the Verification Page there is brief documentation describing what the Verification Page is. The documentation is intended to give the reader all the information necessary in order to understand:

		The nature of the document (an Evidence Package issued by Scrive).

		That additional documentation about the Evidence Package can be found in the Attachments.

		Where to verify the integrity of the document (https://www.scrive.com/verify).



The purpose of the Verification Page is to make the most important metadata about the Workflow Execution easily accessible.

8.1.3 Append the Evidence Quality of Scrive E-signed Documents (step 3)

The Evidence Quality of Scrive E-signed Documents is a brief introduction to the Evidence Package. The purpose of the document is to serve as an executive summary and help with the understanding of the Evidence Package without having to read through all the documentation. 

8.1.4 Append the Evidence Quality Framework (step 4)

The Evidence Quality Framework explains the legal aspects of digital evidence quality. The purpose of this document is to set a framework for the understanding of digital evidence quality and explain how the Evidence Package relates to such framework.

8.1.5 Append the Service Description (step 5)

The Service Description is this document and is a complete functional specification of Scrive eSign. The Scrive team maintains the following process to keep the Service Description up to date:

		A new version of Scrive eSign has been developed and the staging environment has been updated with the new version. The staging environment is the servers where the final testing of a new version of Scrive eSign is conducted before it is released to all customers. If the new version of Scrive eSign includes new features or substantial adjustments to existing features the Service Description is updated by the Scrive eSign product owner to include the changes made. The Scrive eSign product owner is the person that plans and manages the development of Scrive eSign.

		While on staging the changes to the Service Description is reviewed and corrected by the Scrive legal counsel in dialogue with the Scrive eSign product owner. 

		Once all text changes have been agreed by the Scrive eSign product owner and the Scrive legal counsel, the updated Service Description is to be included with the next updates to Scrive eSign. 



The purpose of the document is to serve as a reference for anyone trying to understand the Evidence Package and its different components.

8.1.6 Append the Evidence Log (step 6)

The Evidence Log includes all Transaction Logs printed in human readable text including a) the Signatories’ activities in Scrive eSign during Workflow Execution, b) all system information of the Signatories, and c) the UTC timestamp created at the moment of each Signatories’ activity.

The purpose of the Evidence Log is to make all collected metadata about the Workflow Execution accessible outside of Scrive eSign and thus independently of Scrive. 

8.1.7 Append the Evidence of Time (step 7)

The Evidence of Time includes a detailed documentation about a) how the time of the servers of Scrive eSign is measured and synchronised with trusted sources of time, b) a mathematical algorithm to calculate the probability of time deviation above certain time intervals and c) the measurements required to insert into the mathematical algorithm, including the last 1000 samples of the servers time deviation and their distribution.

The purpose of the Evidence of Time is to explain how Scrive eSign measures time and

provide a mathematical algorithm by which it is possible to calculate the probability of

the error of the time stamps recorded by Scrive eSign.

8.1.8 Append the Evidence of Intent (step 8)

The Evidence of Intent includes the images of the Signatories browser environment generated by Scrive eSign when the Signatory has signed and is displayed with a confirmation thereof. Additionally the Evidence of Intent also includes the reference images generated by Scrive eSign at each Planned Production Upgrade.

The purpose of the Evidence of Intent is to secure a) evidence of intent to sign and b) evidence of what Sign Material there was intent to sign, to avoid such rhetoric as exemplified by the example with the blue elephant and the pink sheep.

8.1.9 Append the Digital Signature Documentation (step 9)

The Digital Signature Documentation contains an algorithm for how to prove the document’s integrity mathematically. The document integrity can be tested mathematically with the help of a) the Digital Signature Documentation, b) a code published in the Financial Times after the date of sealing the document with the digital signature (step 10) and c) a keyless digital signature has been applied to the document after the date of publishing the code in the Financial Times (step 11). This document does require technical knowledge to be useful.

The purpose of the Digital Signature Documentation is to explain how the integrity of the Evidence Package can be verified independently of Scrive or any other third party. Note that the Digital Signature Documentation is not intended as the primary method for proving the document’s integrity. The use of the Digital Signature Documentation is intended as a last resort after which all other methods of verifying the integrity have failed. To clarify, the intended order for verifying the integrity of a document is:

		Scrive provides the primary method for verifying the integrity of a signature at https://www.scrive.com/verify. Here the document owner can upload the document and get an automated validation of the document integrity. This method does not require any technical knowledge to be useful.

		If this primary method for some reason fails to perform the verification of integrity then the digital signature provider, Guardtime (http://www.guardtime.com), can be contacted directly for verification. This second method also does not require any technical knowledge to be useful.

		Finally, if both previous methods have failed, the Digital Signature Documentation can be used to mathematically verify the document integrity.



8.1.10 Append the Digital Signature (step 10)

When the steps 1-9 have been performed the document is sealed with a digital signature from Guardtime to produce the complete Evidence Package (steps 1-10).

The purpose of the Digital Signature is to be able to prove the integrity of the Evidence Package with the help of Guardtime. Additionally the digital signature also has a function of a strong timestamp useful as evidence of time at the point of sealing the document. Learn more about this in the Digital Signature Documentation.

8.1.11 Append the Keyless Digital Signature (step 11)

Around the 20th each month Guardtime will make an updated Keyless Digital Signature available. Scrive eSign will apply the updated Keyless Digital Signatures on Evidence Packages that were produced by Scrive eSign 40 days after the initial signing.

The purpose of the Keyless Digital Signature, is that the integrity of the Evidence Package can be verified mathematically and independently of Scrive, Guardtime or any other third party, only relying on public information. Additionally, the verification will provide irrefutable evidence about when the timestamp in step 10 was generated. Learn more about this in the Digital Signature Documentation.

8.1.12 PAdES digital signature (optional to Steps 10 and 11)

The PAdES digital signature secures that the document can not be tampered without breaking the signature. In addition, the following are appended to the document as part of PAdES digital signature: 

		A URL to a Certificate Revocation List is appended that can be read to assure that the certificate is not in a revoked state at the time of signing of the document. 

		An OCSP (online certificate status protocol) is embedded to check the revocation status of the certificate. 

		A TimeStamp is added at the time of signing to ensure two things; that the signature was valid at the time of signing; and (ii) that the signature remains valid over time. 



9. Document administration

Scrive eSign has a basic document management system. This system is described in this section.

9.1 Document list

9.1.1 List view

Initiated Workflows and Evidence Packages from completed workflows are displayed in a list with progress status, time of latest event, name of Initiated Workflow, Initiator, Parties and Delivery Method(s).

9.1.2 Learn more and manage workflow

By clicking the name of an Initiated Workflow, the User is redirected to the Document View where there is more information about the workflow progress and options to manage the workflow.

9.1.3 Mass-withdraw invitations

To withdraw an invitation to sign an Initiated Workflow, select Initiated Workflows by checking the checkboxes on the side and press “withdraw”. The invitation to sign the selected Initiated Workflows will be withdrawn and they will no longer be possible to sign. If a Signatory clicks an invitation link to a withdrawn document they will land in a landing page with an instruction that the Workflow Execution has been cancelled.

9.1.4 Send mass-reminder

To remind Signatories of an Initiated Workflow to sign, select by checking the checkboxes on the side and press “send reminder”. The reminder to sign the selected Initiated Workflows will be sent to all the Signatories that haven’t signed using the Delivery Method as initially selected by the Author. If a specific sign order has been defined the reminder will only be sent to the next Signatory in line for signing.

9.1.5 Delete

To delete an Initiated Workflow or Evidence Package from the list view, select by checking the checkboxes on the side and press delete. Initiated Workflows that are deleted will also automatically be withdrawn.

9.1.6 Filter and search

Filter documents based on workflow progress status, initiator and/or date. Search the list of Template Workflows with free text search. Matches will be provided for all free text data.

9.1.7 Download all documents

Select what documents to download and download a zip-file including the PDFs of the selected documents. The Main Document from Initiated Workflows will be downloaded in its current state and finalised documents will be downloaded as completed Evidence Packages.

9.1.8 Download metadata as CSV

By selecting this option metadata from all transactions will be downloaded as CSV. The metadata includes information about each Party and the most important activities of the Party during Workflow Execution.

9.2 Template Workflow editing list

9.2.1 List view

Template Workflows are displayed in a list time of latest change, name of Template Workflow, Initiator, Parties and Delivery Method(s). Deleted Template Workflows are deleted instantaneously.

9.2.2 Filter and search

Search the list of Template Workflows with free text search.

9.2.3 Delete

To delete a Template Workflow from the list view, select one or multiple templates by checking the checkboxes on the side and press delete.

9.2.4 Share

To share a Template Workflow in the list view with other Users in the same organisation, select one or multiple Template Workflows by checking the checkboxes on the side and press share.

9.3 Trash list

9.3.1 List view

Deleted Initiated Workflows, Template Workflows and Evidence Packages are displayed in a list with progress status, time of latest event, name of Initiated Workflow, Initiator, Parties and Delivery Method(s). Deleted documents stay in the list for one month before Scrive eSign deletes them permanently from the system.

9.3.2 Filter and search

Filter documents based on workflow progress status, initiator and/or date. Search the list of Template Workflows with free text search. Matches will be provided for all free text data.

9.3.3 Restore

To restore a document back to the documents list, select by checking the checkboxes on the side and press restore.

9.4 Auto-deletion of documents and personal data

This is a setting that will instruct Scrive eSign to auto-delete documents and personal data after a number of days as defined by the account administrator. This applies to all documents except templates and documents pending signing. Upon deletion the documents are moved to Trash.

10. Account administration

10.1 Organisation administration

Accounts in Scrive eSign are organised in organisations. Each User belongs to an organisation. The organisation settings will be used in the Users interactions with Parties when using the system.

10.1.1 Organisation details

In the account section it is possible to edit the organisation details. The organisation details include name, organisation number and address. The name and organisation number will be displayed whenever the User is displayed as Party to a Workflow Execution, including places such as the Sign View and the Verification Page. The organisation address and mobile number  of the organisation’s administrators will be used for billing and support purposes.

10.1.2 White-label branding

There are two types of white-label branding in Scrive eSign: the Workflow Session branding and the complete white-label branding. In the account section it is possible to white-label the Workflow Sessions with the company brand profile, including a) the Sign View, b) the emails,  c) SMS’ d) the logged in part (such as the Design View), e) the favicon, f) the browser title. The complete white-label branding can only be set by a Scrive administrator and additionally to the Workflow Session branding includes white-labeling of a) the login and signup views, b) party colors and c) document status icons. 

10.2 User administration

10.2.1 User privileges

There are two levels of user privileges: standard and admin. The standard User can do everything as specified in the previous sections of this specification document. The admin User has the additional privileges as specified below.

		Privilege

		Explanation



		Edit company details

		Can edit the details of the organisation’s Scrive eSign account.



		Add user

		Can add users to the organisation’s Scrive eSign account.



		Remove user

		Can remove users from the organisation’s Scrive eSign account.



		White-label branding

		Can do Workflow Session branding for all users of the organisation’s Scrive eSign account.



		Access all documents

		Can access all documents of all Users in the organisation’s Scrive account.



		Manage all documents

		Can manage all documents of all Users in the organisation’s Scrive account.





10.2.2 User management

In the account section the admin User can add Users by typing name and email address. The person will then be invited to have an account as part of the organisation of the inviting admin User. The Users of the organisation are displayed in a list and can be removed from the organisation by selecting the User and deleting it. All documents of that User will stay the property of the organisation.
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1. Purpose

The purpose of the Digital Signature Documentation is to provide a method so that the integrity of the Evidence Package can be verified mathematically and independently of Scrive, Guardtime or any other third party, only relying on public information. 

2. Overview

2.1 Digital Signatures

Digital signatures are used to make digital data tamper proof, so that it can be verified that the data has not been modified since the digital signature was created.

Digital signatures are designed in a way that there is a method for checking that the data that the signature is applied to is not modified, and that there is a method for checking that the signature has been issued in some trusted way.

2.2 Cryptographic Hash Functions

There is one mathematical concept that is pervasive in digital signing technologies: cryptographic hash functions. Such functions are used to straightforwardly compute a “hash value” of some fixed length (e.g. 256 bits) of some arbitrary amount of data, with the property that it is infeasible to reverse the function and get the data back from the hash value, but most importantly: it is infeasible to come up with any other piece of data that will compute to the same hash value.

These properties imply that it is sufficient to protect hash values of data instead of the data itself. The reason is that if we know that the protected hash value is unmodified and matches the hash value that we can compute of the data itself, then we know that it is infeasible that the data itself has been modified. For integrity purposes, hash values are essential condensations of the original data.

In addition to the cryptographic hash functions, many technologies for digital signatures are based on the use of keys.

2.3 Key-based digital signatures

In key-based digital signatures, secret information (private keys) are used to create signatures by some trusted organisation. Each private key has a corresponding public key which is used for verifying the integrity of the digital signatures created with the private key. So to check a key-based digital signature, one needs to access the public key that corresponded to the secret key used to create the signature. In addition to verifying the signature using the public key, one has to verify that the public key comes from the trusted organisation that created the signature. This can be done using digital certificates as part of the public-key infrastructure.

Key-based digital signatures are problematic due to the durability requirements that come with protecting Evidence Packages. The private key must be kept secret by the trusted organisation. Should the key become public, the digital signatures that were issued using it can no longer be used to verify the integrity of the data. As a mitigation, the trusted organisation can limit the time that any one public/private key pair is used, and then erase the private key. Should a private key leak from the trusted organisation, only signatures created during the lifetime of the private key become worthless. However, more frequent renewal of keys mean that the organisation issuing digital signatures must provide more public keys for verification purposes. The main problem remains: how can one be sure that a private key was not leaked and used to forge digital signatures? The PAdES standard specifies a set of restrictions and extensions to the standards for PDF and ISO-32000-1 and -2. PAdES is described in the technical specification TS-102 778 that is published and maintained by the European Telecommunication Standards Institute, ETSI.

2.4 Keyless digital signatures for durability

Keyless digital signatures rely solely on the properties of cryptographic hash functions to protect data, without the use of secrets.

An extremely simple (but naive) method for creating a keyless digital signature is to compute the hash value of some data and then make that hash value public so that it can be used to verify that copies of the data have not been modified. It is important that the hash value is published so that that a verifier readily can find it and trust that the hash value is authentic, and that the publication is permanently accessible for the foreseeable future. A suitable method is to publish the hash value in a newspaper that is widely spread and archived throughout the world.

Although simple, the naive method described is not practical in that it requires one hash value to be published for each piece of data that needs a digital signature. To make keyless digital signatures practical one can combine hash values from multiple pieces of data by juxtaposing the hash values and computing new hash values of the result, as illustrated below:

[image: Icon_02.png]Evidence Evidence | [ Evidence Evidence Evidence
Package Package Package Package Package









By combining hash values in this way, one can choose to publish the combined hash value periodically, e.g. once a month. For verification to work, additional information is needed to ensure that a particular Evidence Package’s hash value leads to the hash value that is published in a newspaper (such a published hash value is called a publication code). Therefore, the digital signature contains information about what newspaper contains the publication code (currently, publication codes are printed in Financial Times), as well as intermediate hash values in the linked chain of hashes all the way to the publication code. For the middle Evidence Package in the diagram above, the digital signature would have information about where one can find the publication code c₆, as well as the intermediate hash values c₃, d₄, and d₅. From the Evidence Package’s computed hash value d₃, the intermediate hash values in the digital signature, and the combining cryptographic hash function H taking juxtaposed hash values, a verifier would compute the complete chain of hash values: c₄ = H(c₃,d₃), c₅ = H(c₄,d₄), c₆ = H(c₅, d₅). Having computed c₆, the verifier needs to check that it is equal to the newspaper’s publication code.

Since the digital signature must contain extra information about intermediate hash values that stem from other Evidence Packages leading to the publication code, one cannot immediately put the keyless digital signature into the Evidence Package upon its creation—one has to wait until the publication code is known. But since the parties involved in signing a document typically want access to the Evidence Package right away, Scrive E-sign provides the parties with an initial version of the Evidence Package with a temporary, keyless digital signature. Once the Evidence Package’s hash value has been part of the linked chain that leads to a publication code, Scrive E-sign produces a new Evidence Package with the permanent, keyless digital signature. Signatories that choose to store their Evidence Package in the archive service provided by Scrive E-sign can download the revised Evidence Package in the archive once it becomes available.

The devil in the details regarding the implementation of keyless digital signatures (e.g., in practice one would use trees of intermediate hash values instead of linked chains), but the fundamental principle is the same: data can be verified by computing a sequence of hash values and check against a value that is published in a trusted way.

2.5 Verifiable timestamps using keyless signatures

The keyless signature not only provides a method for verifying the integrity of the Evidence Package, it also encodes the time down to the second when the signature was created. By construction, the time encoding is irrefutable and can be produced as part of the verification method of the keyless digital signature.

The following diagram gives a simplified version of how the time encoding works. Each publication code that goes into a newspaper is the root of the so called calendar tree, which is an ever-growing tree with one leaf node for each second since midnight, January 1st, 1970 in Coordinated Universal Time (UTC), a point in time we will denote T₀. (In the diagram, we have assumed that there is one evidence package providing the hash value for each leaf node, which is a simplification since we for each second may have zero or more than one evidence package for which we want a digital signature. In reality, the hash value of each leaf node in the calendar tree is constructed from an aggregation tree of hash values. We have also assumed a very small calendar tree, consisting of just four leaf nodes spanning a time of four seconds. A calendar tree for a whole month is of course much larger.)
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Now, suppose we want to verify the digital signature for the evidence package in the third row. The digital signature contains the path from the root down to the leaf, telling us if we should choose the upper route (encoded as a 0) or lower route (encoded as a 1) to get to the next level. The choices form a sequence which can be interpreted as a binary number, and for the path highlighted in yellow, this binary number is 10 which in decimal is the number 2. One can then conclude that this leaf was constructed at T₀ + 2, that is, 2 seconds after midnight, January 1st, 1970 (UTC).

(In reality, the time encoding is not done using T₀ as a start point, but instead by using the time when the publication code was created as an end point. Details can be found in appendix Extracting the Signing Time.)

The next section provides precise information about the digital signatures produced by Scrive E-sign and how they can be verified.

3. How to Verify the Evidence Package

The signed document (PDF file) that the Evidence Package (HTML attachments - that this Digital Signature Documentation is part of) is embedded into, has either been electronically sealed by Scrive using the Guardtime Keyless Signature technology or with a PAdES digital signature. This enables independent verification of the time when the document was signed and checking that it has not been modified since. The process consists of several steps outlined below. If the document is signed using PAdES the signature can be validated in Acrobat Reader.

3.1 Extracting the Signature

The signature is embedded into the document following the standard PDF digital signature framework [PDF, section 12.8]. A Guardtime signature has the value GTTS.TimeStamp in its Filter field.

A single PDF file can contain several revisions of a document [PDF, section 7.5.6]. A Guardtime signature normally signs all revisions up to and including the one that contains it. In order to verify the document as it was signed, all subsequent updates have to be removed from the file.

More precisely, the signature protects the parts of the document specified by the ByteRange field of the signature. The two ranges must cover everything left after the previous step, except the Contents field of the signature.

The signature value is embedded in the Contents field in base 16 encoding. The value has to be stripped of trailing spaces and decoded [BASE, section 8] for further processing.

3.2 Parsing the Signature

The result of the previous step has to be parsed as an ASN.1 data structure in BER encoding [ASN, DER]. This must yield a ContentInfo structure [CMS, section 3] that embeds a SignedData structure [CMS, section 5] in the content field.

The contents of the encapContentInfo.eContent field of the SignedData structure have to be parsed as an ASN.1 data structure in DER encoding. This must yield a TSTInfo structure [TSP, section 2.4.2].

A Guardtime signature must have a single SignerInfo element in the signerInfos field of the SignedData structure and the object identifier 1.3.6.1.4.1.27868.4.1 in the signatureAlgorithm field of the SignerInfo structure.

The contents of the signature field of the SignerInfo structure have to be parsed as an ASN.1 data structure in DER encoding. This must yield a Guardtime-defined TimeSignature structure:

                          TimeSignature ::= SEQUENCE {

                            location HashChain,

                            history HashChain,

                            publishedData PublishedData,

                            pkSignature [0] SignatureInfo OPTIONAL,

                            pubReference [1] SET OF OCTET STRING OPTIONAL

                          }

                          PublishedData ::= SEQUENCE {

                            publicationIdentifier INTEGER,

                            publicationImprint DataImprint

                          }

Each of the HashChain fields is an ASN.1 OCTET STRING that contains a concatenation of a number of HashStep records. Each HashStep record in turn is a concatenation of a 1-byte hash algorithm code (appendix Hash Functions), a 1-byte direction indicator, a variable-length DataImprint field, and a 1-byte level number. The DataImprint field consists of a 1-byte hash algorithm code followed by the hash value (the number of bytes determined by the hash function). Note that all these are just concatenated together, not encoded as separate ASN.1 fields.

The DataImprint field in the PublishedData structure is an ASN.1 OCTET STRING that consists of a 1-byte hash algorithm code followed by the corresponding number of bytes of hash value (again, just concatenated).

The contents of the pkSignature and pubReference fields will not be used in the following and thus need not be parsed. However, presence of the pkSignature field indicates the hash chain contained in the history field is a temporary one not connected to a printed control publication. In such a case, the history and publishedData fields should be updated before proceeding (appendix Extending the TimeSignature).

3.3 Checking the Document

To check that the document matches the signature, it must be verified that the hash value of the signed document corresponds to the one embedded in the signature.

The concatenation of the sections of the original PDF file specified by the ByteRange field has to be hashed using the algorithm specified by the messageImprint.hashAlgorithm field of the TSTInfo structure. The result must be equal to the value of the messageImprint.hashedMessage field of the TSTInfo structure.

3.4 Checking the Signature

To check that the signature is internally consistent, it must be verified in several places that the hash value computed from one part of the signature corresponds to the one embedded in another part.

The DER-encoded representation of the TSTInfo structure (that is, the value of the encapContentInfo.eContent field of the SignedData structure) has to be hashed using the algorithm specified by the digestAlgorithm field of the SignerInfo structure. The result must be equal to the value of the message-digest attribute in the signedAttrs field of the SignerInfo structure.

The DER-encoded representation of the SignedAttributes structure has to be hashed using the algorithm specified by the digestAlgorithm field of the SignerInfo structure. The result will be the input data to the hash chain computation process described next. Note that the data to be hashed in this step is different from the representation of the signedAttrs field in the SignerInfo structure, as the latter is a tagged implicit set while the former is an explicit set [CMS, section 5.4].

For each HashStep record in the location hash chain and then for each HashStep record in the history hash chain in the TimeSignature structure, in the order in which the records appear in the chains:

		compute x as the result of hashing the input data with the algorithm specified by the hash algorithm code (the first byte) in the record;

		if the direction indicator (the second byte) in the record is 0:

		compute y as the concatenation of the DataImprint field (bytes from the third up to but excluding the last), the hash algorithm code (the first byte), the value of x, and the level byte (the last byte);

		if the direction indicator (the second byte) in the record is 1:

		compute y as the concatenation of the hash algorithm code (the first byte), the value of x, the DataImprint field (bytes from the third up to but excluding the last), and the level byte (the last byte);

		if the direction indicator (the second byte) is something else:

		abort with an error "invalid signature";

		the value of y is the input for the next step.



Finally, the value of y from the last step of the hash chain computation has to be hashed using the hash algorithm specified by the first byte of the publicationImprint field of the PublishedData structure. The result must be equal to the remaining bytes of the publicationImprint field.

3.5 Checking the Publication

To check that the signature matches the widely witnessed control publication, it must be verified that the contents of the PublishedData structure correspond to a printed publication acquired from a trusted source.

The publicationIdentifier field in the PublishedData structure contains the POSIX time [POSIX, section 4.15] value for the moment when the control publication was generated. A Guardtime control publication appears in the World Edition of the Financial Times 2–6 days after it is generated (depending on the publisher's schedules).

The PublishedData structure is formatted into human-comparable form as follows:

		the value of the publicationIdentifier field as a 64-bit integer (8 bytes in big-endian order) and the contents of the publicationImprint field are concatenated;

		a CRC-32 checksum [CRC, section 8.1.1.6.2] is computed on the result of the previous step and appended to it;

		the result of the previous step is encoded in base 32 [BASE, section 6];

		the result of the previous step may be broken into groups of 6 or 8 characters by dashes.



The result must be equal to the control publication that appears in the newspaper (ignoring possible differences in the optional character grouping).

3.6 Conclusion

Since in the whole computation starts from the contents of the PDF file and through a series applications of one-way functions ends up at a value that was known to exist at some well-established time in the past (the time when the newspaper was printed), this proves that the file in question existed before that time in the same form as it is currently.

The preceding statement relies only on the hash functions being one-way and assumes absolutely nothing about the Guardtime technology. Adding information about how the hash chains are constructed (which is seen by all Guardtime clients while it happens and can thus also be considered quite widely witnessed) makes it possible to extract the signing time with much better precision (appendix Extracting the Signing Time).

4. Hash Functions

The following table lists the hash functions that may be used in hash chains in Guardtime keyless signatures, along with their identifiers and hash value sizes.

		Algorithm Name

		Guardtime ID

		Hash Value Size

		Algorithm Specification



		SHA-1

		0

		20

		SHA, section 6.1



		SHA-224

		3

		28

		SHA, section 6.3



		SHA-256

		1

		32

		SHA, section 6.2



		SHA-384

		4

		48

		SHA, section 6.5



		SHA-512

		5

		64

		SHA, section 6.4



		RIPEMD-160

		2

		20

		RIPE, section 7





5. Extracting the Signing Time

The time when a datum was signed with a Guardtime keyless signature can be extacted from the history and the publicationIdentifier fields of the TimeSignature structure (section Parsing the Signature). The process is as follows:

		set h to 0 and p to the value of the publicationIdentifier field;

		for each HashStep record in the history hash chain, in the reverse of the order in which the records appear in the chain:



		if p is 0: abort with an error "invalid signature";

		set x to the highest power of 2 that does not exceed p;

		if the direction indicator (the second byte) in the record is 0: set h to h+x and p to p-x;

		if the direction indicator (the second byte) in the record is 1: set p to x-1;

		if the direction indicator (the second byte) is something else: abort with an error "invalid signature";



		if p is not 0: abort with an error "invalid signature";



The final value of h is the POSIX time [POSIX, section 4.15] value for the moment when the datum was signed.

6. Extending the TimeSignature

For each Guardtime signature and any control publication generated after the signature was issued, a hash chain can be created that connects the signature to the control publication and thus also to the printed medium in which the publication appeared. This process is called extending the signature.

The preferred way to do this is to access an online verification service using a tool obtained from either Scrive or Guardtime. This can also be done independently using the calendar database acquired either from Guardtime or, in case Guardtime has ceased the service, from the Estonian Technical Surveillance Authority, to which Guardtime is obligated to deposit the database before exiting the business.

The Guardtime calendar database consists of one hash value per second, indexed by integral POSIX time [POSIX, section 4.15] values (red nodes and black numbers on the figure below). Each of these hash values aggregates all signing requests that the Guardtime service processed during the corresponding 1-second time interval.

The aggregate hash values are connected into binary trees by hashing them together in pairs in left to right order, then hashing the first level pairs together again, and so on until a set of complete binary trees is obtained (blue arrows and nodes on the figure). For generating the control publication, the roots of the binary trees are hashed into a chain in right to left order (purple arrows and nodes), and the value from the last node of the chain is extracted for generating the control publication (golden arrow).

More precisely, each node on the figure is a DataImprint structure (section Parsing the Signature). On each step, the DataImprint from the left child node, the DataImprint from the right child node, and a single byte with the value of 255 are concatenated together, hashed, and the result is obtained as a DataImprint consisting of the concatenation of the 1-byte hash algorithm code (appendix Hash Functions) and the hash value.
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For manageability, the database is split into several files (separated by dashed black lines on the figure). For the files to be usable without access to preceding ones, each file starting from some time value t also contains the root values from the binary trees corresponding to the state of the database on time t-1 (dashed blue arrows between the first and second file on the figure).

To construct the hash chain linking a given signature to a given publication, the following steps have to be performed:

		The signing time has to be extracted from the history and publishedData fields currently in the signature (appendix Extracting the Signing Time);

		The calendar database files covering the full interval from the signing time to the time when the publication was generated have to be obtained (format and naming of the files described later in this section);

		The hash-linked structure corresponding to the time when the publication was generated has to be reconstructed (as described earlier in this section);

		The unique hash chain connecting the leaf entry corresponding to the signing time to the root entry corresponding to the control publication (dotted arrows on the figure above) has to be extracted;

		The TimeSignature structure (section Parsing the Signature) has to be updated with new values:



		The history field is set to the concatenation of HashStep records describing the steps in the hash chain; each HashStep record is constructed as the concatenation of the 1-byte hash algorithm code from the DataImprint in the current node, the 1-byte direction indicator (0 if the sibling node is to the right in the tree, 1 if the sibling is to the left), the DataImprint from the sibling node, and a single byte with the value of 255;

		The publicationIdentifier field is set to the POSIX time value for the moment when the control publication was generated;

		The publicationImprint field is set to the DataImprint value in the root entry corresponding to the control publication.



Each calendar database file consists of a fixed header, a set of root node records, a sequence of calendar node records, and a checksum record. In the following, many values are given in hexadecimal, with the 0x prefix prepended.

The header consists of 12 fields totaling 65 bytes:

		8-byte sequence: file format identifier; must be 0x47, 0x54, 0x49, 0x4d, 0x45, 0x48, 0x44, and 0x42 (ASCII representation of 'GTIMEHDB');

		4-byte integer: endian-ness indicator; fixed value 0x01020304; all other 32-bit integers in the file will be in the same byte order;

		4-byte integer: version number; must be 0x00000001 (in file byte order);

		8-byte integer: endian-ness indicator; fixed value 0x0102030405060708; all other 64-bit integers in the file will be in the same byte order;

		8-byte integer: file creation time as POSIX time;

		8-byte integer: first calendar record index; the POSIX time value for the first node in the calendar node section of the file;

		4-byte integer: first calendar record offset; the offset of the start of the calendar node section within the file;

		4-byte integer: calendar record length; the length of each record in the calendar node section of the file;

		1 byte: calendar hash algorithm; the 1-byte hash algorithm code (appendix Hash Functions) for the hash function used by all calendar nodes in this file (they all must use the same algorithm);

		1 byte: flags; must be 0x01;

		14 bytes: reserved for future; all bytes must be 0x00;

		1 byte: CRC8 checksum of all preceding bytes in the header record; this is intended as a short-term protection against accidental errors while the file is being created; checking this may be omitted as the checksum record at the end of the file gives much stronger protection.



The root node section spans the space from the end of the header to the beginning of the calendar node section. It consists of a sequence of root node records followed by a 1-byte CRC8 checksum of all preceding bytes in the section. Each root node record consists of 4 fields:

		4-byte integer: record length; the number of bytes to follow in this record (excluding the length field itself);

		8-byte integer: record index; the POSIX time value for the last calendar node in the complete binary tree whose root this node is;

		1 byte: the 1-byte hash algorithm code for the hash function used in this node;

		variable-length sequence: the hash value in this node (the length is determined by the hash function used; it may also be computed by subtracting 9 from the value of the record length field).



Note that the concatenation of the two last fields in each record yields the DataImprint value for the corresponding node.

The calendar node section spans the space from the end of the root node section to almost the end of the file; it is followed only by a checksum record that has the same size and format as a calendar node record. It consists of a sequence of calendar node records (and no section checksum). Each calendar node record consists of 3 fields:

		4-byte integer: record index offset; this value is to be added to the first calendar record index field from the file header to obtain the POSIX time value for this node;

		variable-length sequence: the hash value in this node (the length is determined by the hash function used which is specified by the calendar hash algorithm field in the file header; it may also be obtained by subtracting 5 from the calendar record length field in the file header);

		1 byte: CRC8 checksum of all preceding bytes in the record.



Again, note that the concatenation of the calendar hash algorithm field from the file header and the hash value field from the record yields the DataImprint value for the corresponding node.

The last record in the file is the cryptographic checksum of the whole file:

		4-byte integer: fixed value 0xffffffff;

		variable-length sequence: the hash value computed by hashing all data preceding the checksum record in the file using the hash function specified in the calendar hash algorithm field in the file header (the length is the same as for the calendar node records);

		1 byte: CRC8 checksum of all preceding bytes in the record.



The calendar database files are named following the pattern

    hashdb-tttttttttttttttt-yyyy-mm-dd-hhmmss.bin

where the fields have the following meaning:

		filename prefix, always hashdb;

		POSIX time value for the first calendar node in the file; 16-digit lower-case hexadecimal number with leading zeroes preserved (but no 0x prefix);

		year, month, and day of the file creation time; month and day are 2-digit decimal numbers with the leading zeroes preserved;

		hour, minute, and second of the file creation time (in UTC); each is 2-digit decimal number with the leading zero preserved;

		filename suffix, always bin.
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Last updated: Fri 06 Mar 2020 14:08:40 UTC

1. Purpose

The purpose of the Evidence Log is to make all collected metadata about the Workflow Execution accessible outside of the Scrive eSign database and thus independently of Scrive. 

2. Evidence Log Components

This Evidence Log is a complete collection of all actions and events that occurred during the Workflow Execution, which have been logged by Scrive eSign. The information included in each log event is the following:

		What occurred

		Who initiated the event

		The time of the event

		The clock error of the time of the event

		The time at which the latest Clock Error Sample was collected



Learn more about clock error and Clock Error Samples in the appendix Evidence of Time.





  

    		Time

    		CES

    		IP address and User-Agent

    		Event

  



  

  

    		2022-09-19 14:35:19.575284 UTC ±36 ms

    		2022-09-19 13:58:54.168663 UTC

    		

      34.251.5.243

      

        axios/0.26.1

      

    

    		

      

        The initiator Jon Persson (JP) initiated the signing workflow and Scrive eSign a) locked the signing workflow from further editing, b) set the signing workflow language to LANG_SV, c) set the signing due date to 2022-12-18 22:59:59 UTC, d) set the time zone to Europe/Stockholm and e) initiated the signing workflow.

      


    

  



  

  

    		2022-09-19 14:35:19.575284 UTC ±36 ms

    		2022-09-19 13:58:54.168663 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (caroline.markusson@ri.se) to Caroline Markusson (CM). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 



      


    

  



  

  

    		2022-09-19 14:35:28.938576 UTC ±36 ms

    		2022-09-19 13:58:54.168663 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Jon Persson (JP) was delivered.

      


    

  



  

  

    		2022-09-19 14:35:28.952465 UTC ±36 ms

    		2022-09-19 13:58:54.168663 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Caroline Markusson (CM) was delivered.

      


    

  



  

  

    		2022-09-19 15:24:20.694612 UTC ±26 ms

    		2022-09-19 14:58:56.142369 UTC

    		

      192.71.100.250

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/105.0.0.0 Safari/537.36 Edg/105.0.1343.33

      

    

    		

      

        The party Jon Persson (JP) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2022-09-19 15:24:46.896878 UTC ±27 ms

    		2022-09-19 14:58:56.142369 UTC

    		

      192.71.100.250

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/105.0.0.0 Safari/537.36 Edg/105.0.1343.33

      

    

    		

      

        The signatory Jon Persson (JP) signed the document.

      


    

  



  

  

    		2022-09-23 12:26:48.971787 UTC ±20 ms

    		2022-09-23 12:01:52.840122 UTC

    		

      192.71.100.250

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/105.0.0.0 Safari/537.36 Edg/105.0.1343.33

      

    

    		

      

        The party Caroline Markusson (CM) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2022-09-23 12:27:23.655647 UTC ±20 ms

    		2022-09-23 12:01:52.840122 UTC

    		

      192.71.100.250

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/105.0.0.0 Safari/537.36 Edg/105.0.1343.33

      

    

    		

      

        The signatory Caroline Markusson (CM) signed the document.

      


    

  



  

  

    		2022-09-23 12:27:23.655647 UTC ±20 ms

    		2022-09-23 12:01:52.840122 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign locked the document from further modifications by the parties.
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1. Purpose

The purpose of this document is to explain how Scrive eSign measures time and provide a mathematical algorithm by which it is possible to calculate the probability of the error of the time stamps recorded by Scrive eSign.

2. Time measurement process

This section explains the NTP (Network Time Protocol) configurations of the systems involved with time measurement of Scrive eSign.

2.1 The hypervisor

Amazon, which Scrive eSign uses as hosting provider, use Xen or KVM depending on the generation of the virtual machine, for virtualisation. The default configuration is that all VM hosts are time synced using a clustered public pool of NTP servers. Scrive eSign does not use this mechanism.

2.2 Time synchronisation

Scrive eSign relies on NTP running on the virtual machine guests to get coordinated time from an NTP source. Scrive eSign does not use the time provided by the hypervisor hosts hosting the virtual machines, i.e. Amazon. This will help mitigate factors like load on the hypervisors or virtual machine guests affecting clock accuracy. This NTP synchronisation will override the clock synchronisation from the VM hosts’ clocks.

3. Configuration of hardware and services

This section describes the time/NTP and monitoring configuration of the application servers that run the Scrive eSign service.

3.1 Boot Time

The guest virtual machine behavior for the database server is as follows:

		On boot the virtual machine guest clock is set from the VM host

		ntp-date is run once from an init script

		ntpd is then run from another init script, which runs continuously



The behavior on the application server is the same with the exception of the ntpdate step which is not present on this system. It is worth noting that entries in procfs are not available for querying the configuration of the kernel with regards to Xen/clock configuration.

3.2 NTP Configuration

Logging that traces accuracy and time synchronisation is configured to use local NTP servers in the Scrive environment, which in turn acts as a proxy for the NTP server pool below that follows UTC(SP), i.e. official Swedish time:

		ntp1.sth.netnod.se

		ntp2.sth.netnod.se

		ntp1.gbg.netnod.se

		ntp2.gbg.netnod.se

		ntp1.mmo.netnod.se

		ntp2.mmo.netnod.se



3.3 Monitoring

Scrive eSign service has a monitoring system (Nagios) that monitors various aspects of the NTP statistics and keeps historic logs. It informs of problems with NTP server connectivity, jitter and offset, immediately regardless of what time of day it is.

3.4 Time scale

The NTP configuration together with the logging implies that we are following UTC(SP), and all timestamps are because of this traceable to this time scale.

4. Calculation of the probability of the clock error

This section describes how to calculate the probability of the clock error of the Scrive eSign timestamps.

4.1 Clock error samples

Once per hour Scrive eSign uses the NTP protocol to check the difference between the Scrive eSign server clock and UTC(SP). This check is performed directly against servers in the NTP server pool listed in Section 3.2. Each check results in one clock error sample (hereinafter “Clock Error Samples”), which is assumed to accurately reflect the actual clock error.

4.2 Clock error algorithm

The calculation of the probability of the clock error can be done by inserting the Clock Error Samples into the algorithm below. We assume that the samples follow a normal distribution.

		Let [image: 1.png]





 be a set of the clock error samples (in seconds). Let [image: 2.png]m = min(.S)
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 be the random variable representing the clock error with parameters estimated using data set [image: CodeCogsEqn.png]
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 be the the empirical distribution function.
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 be the size of discretized value space, [image: 10.png]
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 be the discretized value space, [image: 12.png]Dy = {(v, Fslv)) :v €V}






 be the set of data points representing empirical distribution function, [image: 13.png]Doy ={(v.P(E<v)):velV}






 be the set of data points representing cumulative distribution function of the random variable estimating the clock error.

		Plot the data in [image: 14.png]Demp






 and [image: 15.png]1.






 to assess the accuracy of the estimation.
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 is the estimated probability that the clock error is smaller than [image: 17.png]





 seconds.



4.3 Clock error samples and evidence of normal distribution

The last 1000 Clock Error Samples are inserted into this document in section 5. These Clock Error Samples can be used as input data to the algorithm in 4.2 to provide evidence of normal distribution and to calculate the probability of the clock error of the Scrive eSign time stamps. From the Clock Error Samples one can derive the parameters (mean and variance) for a normal distribution. One can also calculate the difference between this estimated distribution and the empirical data given by the Clock Error Samples themselves. You can see cumulative distribution functions (cdf) for the estimates and the empirical data and on top of that the difference between the empirical and estimated errors in the graph below. This graph also allow us to visually estimate the probability of a specific maximum error.




Gnuplot
Produced by GNUPLOT 5.2 patchlevel 8 
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4.4 Input parameters

Based on the Clock Error Samples in section 5 it is possible to calculate the variables that define the normal distribution (mean and standard deviation). Scrive eSign has automatically calculated these variables as per the below:

		mean: -0.07 ms

		standard deviation: 1.26 ms



4.5 Probability of the clock error

By using the algorithm and the Clock Error Samples Scrive eSign calculated the following probabilities of the clock error ‘e’:

		|e| < 2.5 ms: ≈95.317%

		|e| < 5 ms: ≈99.993%

		|e| < 10 ms: ≈100.000%



5. Clock Error Samples

The following are the clock error samples collected between 2022-08-12 20:29:48.375568 UTC and 2022-09-23 12:01:52.840122 UTC:







  		Time collected

  		Clock offset







  

    		2022-08-12 20:29:48.375568

    		-1.1 ms

  





  

    		2022-08-12 21:29:50.355214

    		-3.0 ms

  





  

    		2022-08-12 22:29:51.962299

    		-2.1 ms

  





  

    		2022-08-12 23:29:54.35119

    		-1.9 ms

  





  

    		2022-08-13 00:29:55.837604

    		0.1 ms

  





  

    		2022-08-13 01:29:57.565995

    		1.3 ms

  





  

    		2022-08-13 02:30:00.170912

    		1.4 ms

  





  

    		2022-08-13 03:30:02.372613

    		0.9 ms

  





  

    		2022-08-13 04:30:04.356158

    		-0.1 ms

  





  

    		2022-08-13 05:30:06.468539

    		-1.1 ms

  





  

    		2022-08-13 06:30:08.368658

    		1.0 ms

  





  

    		2022-08-13 07:30:10.289407

    		-1.1 ms

  





  

    		2022-08-13 08:30:12.090848

    		1.8 ms

  





  

    		2022-08-13 09:30:13.497308

    		0.7 ms

  





  

    		2022-08-13 10:30:15.224893

    		1.0 ms

  





  

    		2022-08-13 11:30:16.740343

    		-0.4 ms

  





  

    		2022-08-13 12:30:18.48805

    		0.8 ms

  





  

    		2022-08-13 13:30:19.96079

    		0.8 ms

  





  

    		2022-08-13 14:30:21.748724

    		0.0 ms

  





  

    		2022-08-13 15:30:24.828959

    		-0.2 ms

  





  

    		2022-08-13 16:30:26.972155

    		0.9 ms

  





  

    		2022-08-13 17:30:29.17147

    		0.8 ms

  





  

    		2022-08-13 18:30:30.856978

    		-1.3 ms

  





  

    		2022-08-13 19:30:32.808961

    		-1.3 ms

  





  

    		2022-08-13 20:30:35.527772

    		0.7 ms

  





  

    		2022-08-13 21:30:37.347716

    		-0.9 ms

  





  

    		2022-08-13 22:30:39.392757

    		-1.3 ms

  





  

    		2022-08-13 23:30:41.542835

    		-0.3 ms

  





  

    		2022-08-14 00:30:43.244471

    		-1.5 ms

  





  

    		2022-08-14 01:30:45.218464

    		0.1 ms

  





  

    		2022-08-14 02:30:47.289124

    		-1.3 ms

  





  

    		2022-08-14 03:30:48.903549

    		-1.1 ms

  





  

    		2022-08-14 04:30:50.849839

    		0.6 ms

  





  

    		2022-08-14 05:30:53.542493

    		1.1 ms

  





  

    		2022-08-14 06:30:55.2053

    		0.7 ms

  





  

    		2022-08-14 07:30:56.611847

    		0.5 ms

  





  

    		2022-08-14 08:30:59.515351

    		1.4 ms

  





  

    		2022-08-14 09:31:00.917285

    		1.7 ms

  





  

    		2022-08-14 10:31:02.395007

    		1.4 ms

  





  

    		2022-08-14 11:31:04.154308

    		1.0 ms

  





  

    		2022-08-14 12:31:05.942229

    		1.3 ms

  





  

    		2022-08-14 13:31:07.99168

    		1.1 ms

  





  

    		2022-08-14 14:31:09.886656

    		0.0 ms

  





  

    		2022-08-14 15:31:11.898925

    		1.6 ms

  





  

    		2022-08-14 16:31:13.504794

    		-3.3 ms

  





  

    		2022-08-14 17:31:15.375261

    		-1.5 ms

  





  

    		2022-08-14 18:31:17.062711

    		-1.1 ms

  





  

    		2022-08-14 19:31:18.586132

    		-0.5 ms

  





  

    		2022-08-14 20:31:20.189678

    		-2.7 ms

  





  

    		2022-08-14 21:31:22.037464

    		-0.9 ms

  





  

    		2022-08-14 22:31:24.762532

    		0.0 ms

  





  

    		2022-08-14 23:31:26.349281

    		0.3 ms

  





  

    		2022-08-15 00:31:27.985542

    		1.2 ms

  





  

    		2022-08-15 01:31:29.952104

    		1.6 ms

  





  

    		2022-08-15 02:31:31.844099

    		1.0 ms

  





  

    		2022-08-15 03:31:33.548547

    		0.8 ms

  





  

    		2022-08-15 04:31:35.026427

    		0.7 ms

  





  

    		2022-08-15 05:31:36.479378

    		1.0 ms

  





  

    		2022-08-15 06:31:38.377912

    		-0.4 ms

  





  

    		2022-08-15 07:31:39.825559

    		1.0 ms

  





  

    		2022-08-15 08:31:41.499819

    		1.1 ms

  





  

    		2022-08-15 09:31:43.915641

    		0.9 ms

  





  

    		2022-08-15 10:31:45.931163

    		1.1 ms

  





  

    		2022-08-15 11:31:48.579808

    		0.0 ms

  





  

    		2022-08-15 12:31:50.340889

    		-0.8 ms

  





  

    		2022-08-15 13:31:52.523379

    		-1.3 ms

  





  

    		2022-08-15 14:31:54.003368

    		-0.2 ms

  





  

    		2022-08-15 15:31:56.38662

    		-1.0 ms

  





  

    		2022-08-15 16:31:57.77633

    		-1.3 ms

  





  

    		2022-08-15 17:31:59.313808

    		-0.5 ms

  





  

    		2022-08-15 18:32:00.883922

    		-0.4 ms

  





  

    		2022-08-15 19:32:03.810808

    		0.5 ms

  





  

    		2022-08-15 20:32:05.478603

    		0.1 ms

  





  

    		2022-08-15 21:32:07.369663

    		0.6 ms

  





  

    		2022-08-15 22:32:09.278712

    		0.6 ms

  





  

    		2022-08-15 23:32:11.060185

    		1.0 ms

  





  

    		2022-08-16 00:32:13.274203

    		-0.2 ms

  





  

    		2022-08-16 01:32:14.87806

    		-0.4 ms

  





  

    		2022-08-16 02:32:16.723905

    		-0.3 ms

  





  

    		2022-08-16 03:32:18.779421

    		-0.7 ms

  





  

    		2022-08-16 04:32:22.753458

    		-1.8 ms

  





  

    		2022-08-16 05:32:25.025867

    		0.3 ms

  





  

    		2022-08-16 06:32:27.06523

    		-0.3 ms

  





  

    		2022-08-16 07:32:28.578978

    		-0.5 ms

  





  

    		2022-08-16 08:32:30.943252

    		-0.4 ms

  





  

    		2022-08-16 09:32:32.816368

    		-1.1 ms

  





  

    		2022-08-16 10:32:35.164852

    		-0.6 ms

  





  

    		2022-08-16 11:32:37.807624

    		-0.8 ms

  





  

    		2022-08-16 12:32:39.631571

    		-0.1 ms

  





  

    		2022-08-16 13:32:41.066824

    		0.3 ms

  





  

    		2022-08-16 14:32:43.412474

    		0.7 ms

  





  

    		2022-08-16 15:32:44.907443

    		0.9 ms

  





  

    		2022-08-16 16:32:46.764763

    		-0.1 ms

  





  

    		2022-08-16 17:32:48.592898

    		-4.0 ms

  





  

    		2022-08-16 18:32:50.503818

    		-2.8 ms

  





  

    		2022-08-16 19:32:52.756058

    		-1.3 ms

  





  

    		2022-08-16 20:32:54.87158

    		-0.7 ms

  





  

    		2022-08-16 21:32:56.738705

    		0.2 ms

  





  

    		2022-08-16 22:32:58.28487

    		2.3 ms

  





  

    		2022-08-16 23:33:01.00119

    		1.5 ms

  





  

    		2022-08-17 00:33:02.952452

    		0.0 ms

  





  

    		2022-08-17 01:33:05.267555

    		-0.8 ms

  





  

    		2022-08-17 02:33:06.957466

    		-0.9 ms

  





  

    		2022-08-17 03:33:08.766467

    		-0.6 ms

  





  

    		2022-08-17 04:33:13.096897

    		-0.5 ms

  





  

    		2022-08-17 05:33:14.631226

    		-0.6 ms

  





  

    		2022-08-17 06:33:16.827254

    		-0.2 ms

  





  

    		2022-08-17 07:33:18.448038

    		0.0 ms

  





  

    		2022-08-17 08:33:20.619524

    		-0.5 ms

  





  

    		2022-08-17 09:33:22.370311

    		-0.1 ms

  





  

    		2022-08-17 10:33:23.719629

    		1.1 ms

  





  

    		2022-08-17 11:33:25.900282

    		0.4 ms

  





  

    		2022-08-17 12:33:27.470378

    		0.7 ms

  





  

    		2022-08-17 13:33:29.162774

    		-0.1 ms

  





  

    		2022-08-17 14:33:30.977721

    		0.0 ms

  





  

    		2022-08-17 15:33:32.362442

    		0.9 ms

  





  

    		2022-08-17 16:33:34.320971

    		0.2 ms

  





  

    		2022-08-17 17:33:35.939403

    		0.2 ms

  





  

    		2022-08-17 18:33:38.031352

    		-1.5 ms

  





  

    		2022-08-17 19:33:39.526983

    		-0.8 ms

  





  

    		2022-08-17 20:33:41.420947

    		0.5 ms

  





  

    		2022-08-17 21:33:42.906225

    		0.1 ms

  





  

    		2022-08-17 22:33:44.361333

    		0.5 ms

  





  

    		2022-08-17 23:33:45.919775

    		1.9 ms

  





  

    		2022-08-18 00:33:48.122972

    		0.9 ms

  





  

    		2022-08-18 01:33:49.760827

    		-0.2 ms

  





  

    		2022-08-18 02:33:51.50636

    		-0.6 ms

  





  

    		2022-08-18 03:33:53.071008

    		-0.3 ms

  





  

    		2022-08-18 04:33:54.410674

    		-1.9 ms

  





  

    		2022-08-18 05:33:56.263196

    		0.8 ms

  





  

    		2022-08-18 06:33:57.704579

    		0.1 ms

  





  

    		2022-08-18 07:33:59.481174

    		0.7 ms

  





  

    		2022-08-18 08:34:01.147068

    		1.0 ms

  





  

    		2022-08-18 09:34:03.046705

    		1.0 ms

  





  

    		2022-08-18 10:34:04.550092

    		0.2 ms

  





  

    		2022-08-18 11:34:06.929182

    		0.5 ms

  





  

    		2022-08-18 12:34:09.166994

    		0.9 ms

  





  

    		2022-08-18 13:34:10.885313

    		0.2 ms

  





  

    		2022-08-18 14:34:12.335584

    		0.0 ms

  





  

    		2022-08-18 15:34:14.97877

    		0.4 ms

  





  

    		2022-08-18 16:34:16.80133

    		-0.2 ms

  





  

    		2022-08-18 17:34:18.581554

    		-1.4 ms

  





  

    		2022-08-18 18:34:20.104263

    		-3.7 ms

  





  

    		2022-08-18 19:34:21.943522

    		-5.8 ms

  





  

    		2022-08-18 20:34:23.610713

    		-3.1 ms

  





  

    		2022-08-18 21:34:24.998371

    		-0.9 ms

  





  

    		2022-08-18 22:34:26.710787

    		-0.6 ms

  





  

    		2022-08-18 23:34:28.218501

    		-0.5 ms

  





  

    		2022-08-19 00:34:30.183992

    		0.9 ms

  





  

    		2022-08-19 01:34:31.62655

    		-0.3 ms

  





  

    		2022-08-19 02:34:33.610212

    		-0.2 ms

  





  

    		2022-08-19 03:34:36.258587

    		-1.6 ms

  





  

    		2022-08-19 04:34:39.507388

    		-2.1 ms

  





  

    		2022-08-19 05:34:41.107916

    		-1.1 ms

  





  

    		2022-08-19 06:34:42.766481

    		-0.9 ms

  





  

    		2022-08-19 07:34:44.585004

    		0.5 ms

  





  

    		2022-08-19 08:34:46.058645

    		1.4 ms

  





  

    		2022-08-19 09:34:47.639277

    		2.6 ms

  





  

    		2022-08-19 10:34:49.532173

    		1.3 ms

  





  

    		2022-08-19 11:34:51.621963

    		1.3 ms

  





  

    		2022-08-19 12:34:53.736382

    		0.4 ms

  





  

    		2022-08-19 13:34:55.246481

    		-0.3 ms

  





  

    		2022-08-19 14:34:57.062505

    		1.5 ms

  





  

    		2022-08-19 15:34:58.529923

    		0.7 ms

  





  

    		2022-08-19 16:34:59.951805

    		-0.2 ms

  





  

    		2022-08-19 17:35:01.830431

    		-1.0 ms

  





  

    		2022-08-19 18:35:03.41724

    		-2.1 ms

  





  

    		2022-08-19 19:35:05.323307

    		-1.5 ms

  





  

    		2022-08-19 20:35:07.623662

    		-1.4 ms

  





  

    		2022-08-19 21:35:09.965682

    		-0.8 ms

  





  

    		2022-08-19 22:35:12.095675

    		-3.4 ms

  





  

    		2022-08-19 23:35:14.140003

    		-5.9 ms

  





  

    		2022-08-20 00:35:15.656125

    		0.9 ms

  





  

    		2022-08-20 01:35:17.782284

    		1.2 ms

  





  

    		2022-08-20 02:35:19.494271

    		-9.6 ms

  





  

    		2022-08-20 03:35:21.94141

    		-11.6 ms

  





  

    		2022-08-20 04:35:25.286721

    		-0.8 ms

  





  

    		2022-08-20 05:35:27.030153

    		-2.6 ms

  





  

    		2022-08-20 06:35:29.360234

    		8.7 ms

  





  

    		2022-08-20 07:35:30.947771

    		0.4 ms

  





  

    		2022-08-20 08:35:32.295607

    		1.8 ms

  





  

    		2022-08-20 09:35:33.852677

    		0.1 ms

  





  

    		2022-08-20 10:35:36.471011

    		3.0 ms

  





  

    		2022-08-20 11:35:38.997328

    		1.1 ms

  





  

    		2022-08-20 12:35:40.731178

    		-1.3 ms

  





  

    		2022-08-20 13:35:42.662284

    		-3.1 ms

  





  

    		2022-08-20 14:35:44.366994

    		-2.1 ms

  





  

    		2022-08-20 15:35:46.754092

    		-1.2 ms

  





  

    		2022-08-20 16:35:48.809263

    		-0.4 ms

  





  

    		2022-08-20 17:35:50.875571

    		-0.8 ms

  





  

    		2022-08-20 18:35:52.281719

    		-0.1 ms

  





  

    		2022-08-20 19:35:55.202379

    		0.7 ms

  





  

    		2022-08-20 20:35:56.63777

    		0.1 ms

  





  

    		2022-08-20 21:35:58.864552

    		1.2 ms

  





  

    		2022-08-20 22:36:00.465759

    		-0.8 ms

  





  

    		2022-08-20 23:36:02.098871

    		-1.4 ms

  





  

    		2022-08-21 00:36:03.760162

    		-2.0 ms

  





  

    		2022-08-21 01:36:05.109975

    		-2.7 ms

  





  

    		2022-08-21 02:36:07.450822

    		-0.3 ms

  





  

    		2022-08-21 03:36:11.013124

    		0.1 ms

  





  

    		2022-08-21 04:36:14.522826

    		0.0 ms

  





  

    		2022-08-21 05:36:16.054581

    		-0.3 ms

  





  

    		2022-08-21 06:36:17.629679

    		-1.6 ms

  





  

    		2022-08-21 07:36:18.991387

    		-0.2 ms

  





  

    		2022-08-21 08:36:20.514258

    		0.1 ms

  





  

    		2022-08-21 09:36:22.021205

    		1.4 ms

  





  

    		2022-08-21 10:36:23.40834

    		1.3 ms

  





  

    		2022-08-21 11:36:24.857734

    		2.5 ms

  





  

    		2022-08-21 12:36:26.708631

    		3.8 ms

  





  

    		2022-08-21 13:36:28.683654

    		0.1 ms

  





  

    		2022-08-21 14:36:30.741852

    		-2.7 ms

  





  

    		2022-08-21 15:36:33.06452

    		-0.2 ms

  





  

    		2022-08-21 16:36:34.659294

    		-0.5 ms

  





  

    		2022-08-21 17:36:36.107124

    		1.0 ms

  





  

    		2022-08-21 18:36:37.710077

    		-1.2 ms

  





  

    		2022-08-21 19:36:39.172781

    		-1.4 ms

  





  

    		2022-08-21 20:36:41.196968

    		0.5 ms

  





  

    		2022-08-21 21:36:42.700325

    		-0.4 ms

  





  

    		2022-08-21 22:36:45.054907

    		-0.1 ms

  





  

    		2022-08-21 23:36:46.999715

    		0.1 ms

  





  

    		2022-08-22 00:36:48.602592

    		0.2 ms

  





  

    		2022-08-22 01:36:50.209102

    		0.3 ms

  





  

    		2022-08-22 02:36:52.327781

    		0.4 ms

  





  

    		2022-08-22 03:36:54.821729

    		1.5 ms

  





  

    		2022-08-22 04:36:57.750195

    		-0.5 ms

  





  

    		2022-08-22 05:36:59.334371

    		0.8 ms

  





  

    		2022-08-22 06:37:01.219322

    		-0.4 ms

  





  

    		2022-08-22 07:37:02.645587

    		1.1 ms

  





  

    		2022-08-22 08:37:04.160021

    		1.5 ms

  





  

    		2022-08-22 09:37:05.816047

    		0.5 ms

  





  

    		2022-08-22 10:37:07.30242

    		0.8 ms

  





  

    		2022-08-22 11:37:09.122445

    		-0.5 ms

  





  

    		2022-08-22 12:37:11.226767

    		-0.7 ms

  





  

    		2022-08-22 13:37:12.59227

    		-0.4 ms

  





  

    		2022-08-22 14:37:14.197753

    		-0.6 ms

  





  

    		2022-08-22 15:37:15.812668

    		-0.3 ms

  





  

    		2022-08-22 16:37:17.469303

    		0.0 ms

  





  

    		2022-08-22 17:37:19.315684

    		-0.2 ms

  





  

    		2022-08-22 18:37:21.739793

    		-0.3 ms

  





  

    		2022-08-22 19:37:23.277799

    		-0.5 ms

  





  

    		2022-08-22 20:37:25.122662

    		0.6 ms

  





  

    		2022-08-22 21:37:26.624869

    		2.2 ms

  





  

    		2022-08-22 22:37:28.442801

    		-0.1 ms

  





  

    		2022-08-22 23:37:29.910092

    		1.5 ms

  





  

    		2022-08-23 00:37:32.346584

    		0.3 ms

  





  

    		2022-08-23 01:37:34.157332

    		-1.0 ms

  





  

    		2022-08-23 02:37:36.590444

    		-0.1 ms

  





  

    		2022-08-23 03:37:39.145835

    		0.6 ms

  





  

    		2022-08-23 04:37:40.730794

    		0.1 ms

  





  

    		2022-08-23 05:37:42.488347

    		-0.4 ms

  





  

    		2022-08-23 06:37:44.529319

    		0.2 ms

  





  

    		2022-08-23 07:37:46.651925

    		-0.4 ms

  





  

    		2022-08-23 08:37:48.320659

    		0.8 ms

  





  

    		2022-08-23 09:37:49.988433

    		1.2 ms

  





  

    		2022-08-23 10:37:51.743164

    		1.5 ms

  





  

    		2022-08-23 11:37:53.263869

    		-0.4 ms

  





  

    		2022-08-23 12:37:55.222446

    		-1.4 ms

  





  

    		2022-08-23 13:37:57.529676

    		-1.5 ms

  





  

    		2022-08-23 14:37:59.647917

    		-0.6 ms

  





  

    		2022-08-23 15:38:02.194266

    		-1.1 ms

  





  

    		2022-08-23 16:38:03.896549

    		0.0 ms

  





  

    		2022-08-23 17:38:05.386372

    		-0.6 ms

  





  

    		2022-08-23 18:38:07.348505

    		-1.9 ms

  





  

    		2022-08-23 19:38:08.89726

    		-1.1 ms

  





  

    		2022-08-23 20:38:10.883428

    		-0.3 ms

  





  

    		2022-08-23 21:38:12.577533

    		0.0 ms

  





  

    		2022-08-23 22:38:14.587939

    		1.3 ms

  





  

    		2022-08-23 23:38:17.148179

    		0.1 ms

  





  

    		2022-08-24 00:38:18.536088

    		1.3 ms

  





  

    		2022-08-24 01:38:21.272026

    		-0.4 ms

  





  

    		2022-08-24 02:38:24.181449

    		0.2 ms

  





  

    		2022-08-24 03:38:28.490579

    		-0.2 ms

  





  

    		2022-08-24 04:38:30.325218

    		-0.6 ms

  





  

    		2022-08-24 05:38:31.95224

    		0.9 ms

  





  

    		2022-08-24 06:38:33.853483

    		-0.2 ms

  





  

    		2022-08-24 07:38:35.911476

    		0.4 ms

  





  

    		2022-08-24 08:38:38.50466

    		0.8 ms

  





  

    		2022-08-24 09:38:40.112878

    		-0.6 ms

  





  

    		2022-08-24 10:38:41.751784

    		0.1 ms

  





  

    		2022-08-24 11:38:43.922931

    		-0.9 ms

  





  

    		2022-08-24 12:38:45.855947

    		0.7 ms

  





  

    		2022-08-24 13:38:47.525444

    		1.0 ms

  





  

    		2022-08-24 14:38:49.245845

    		-0.1 ms

  





  

    		2022-08-24 15:38:51.302033

    		-0.1 ms

  





  

    		2022-08-24 16:38:52.812844

    		-0.3 ms

  





  

    		2022-08-24 17:38:54.370215

    		-2.7 ms

  





  

    		2022-08-24 18:38:56.406949

    		-0.7 ms

  





  

    		2022-08-24 19:38:58.311038

    		0.0 ms

  





  

    		2022-08-24 20:38:59.788656

    		0.0 ms

  





  

    		2022-08-24 21:39:01.576759

    		-0.1 ms

  





  

    		2022-08-24 22:39:03.635141

    		0.0 ms

  





  

    		2022-08-24 23:39:05.030727

    		2.7 ms

  





  

    		2022-08-25 00:39:06.814719

    		0.8 ms

  





  

    		2022-08-25 01:39:09.026227

    		0.4 ms

  





  

    		2022-08-25 02:39:10.922916

    		-5.7 ms

  





  

    		2022-08-25 03:39:13.169769

    		-5.0 ms

  





  

    		2022-08-25 04:39:14.875466

    		-3.3 ms

  





  

    		2022-08-25 05:39:17.974117

    		1.2 ms

  





  

    		2022-08-25 06:39:19.423891

    		4.2 ms

  





  

    		2022-08-25 07:39:21.15556

    		1.3 ms

  





  

    		2022-08-25 08:39:23.019994

    		2.0 ms

  





  

    		2022-08-25 09:39:24.738577

    		-0.7 ms

  





  

    		2022-08-25 10:39:26.826327

    		4.0 ms

  





  

    		2022-08-25 11:39:28.738404

    		0.4 ms

  





  

    		2022-08-25 12:39:30.274594

    		0.0 ms

  





  

    		2022-08-25 13:39:32.138315

    		-0.9 ms

  





  

    		2022-08-25 14:39:33.732839

    		1.0 ms

  





  

    		2022-08-25 15:39:35.423297

    		0.1 ms

  





  

    		2022-08-25 16:39:37.053358

    		0.6 ms

  





  

    		2022-08-25 17:39:39.071185

    		-1.2 ms

  





  

    		2022-08-25 18:39:40.627952

    		-0.5 ms

  





  

    		2022-08-25 19:39:42.115093

    		-0.2 ms

  





  

    		2022-08-25 20:39:44.038491

    		1.7 ms

  





  

    		2022-08-25 21:39:45.451782

    		0.5 ms

  





  

    		2022-08-25 22:39:46.807854

    		-0.1 ms

  





  

    		2022-08-25 23:39:49.155388

    		1.4 ms

  





  

    		2022-08-26 00:39:51.586717

    		1.0 ms

  





  

    		2022-08-26 01:39:53.84945

    		0.4 ms

  





  

    		2022-08-26 02:39:55.653246

    		0.5 ms

  





  

    		2022-08-26 03:39:57.823121

    		-0.3 ms

  





  

    		2022-08-26 04:39:59.73137

    		0.5 ms

  





  

    		2022-08-26 05:40:01.931829

    		-2.2 ms

  





  

    		2022-08-26 06:40:03.74373

    		-1.5 ms

  





  

    		2022-08-26 07:40:05.845084

    		-0.3 ms

  





  

    		2022-08-26 08:40:07.468214

    		1.0 ms

  





  

    		2022-08-26 09:40:09.298713

    		-0.4 ms

  





  

    		2022-08-26 10:40:13.010301

    		-0.3 ms

  





  

    		2022-08-26 11:40:14.794672

    		0.4 ms

  





  

    		2022-08-26 12:40:17.077465

    		0.5 ms

  





  

    		2022-08-26 13:40:21.535616

    		2.0 ms

  





  

    		2022-08-26 14:40:25.929052

    		0.6 ms

  





  

    		2022-08-26 15:40:27.442909

    		1.2 ms

  





  

    		2022-08-26 16:40:29.939659

    		1.3 ms

  





  

    		2022-08-26 17:40:31.868467

    		0.2 ms

  





  

    		2022-08-26 18:40:33.517181

    		-0.8 ms

  





  

    		2022-08-26 19:40:34.953269

    		-2.7 ms

  





  

    		2022-08-26 20:40:36.754059

    		1.1 ms

  





  

    		2022-08-26 21:40:38.726447

    		1.7 ms

  





  

    		2022-08-26 22:40:40.705628

    		0.9 ms

  





  

    		2022-08-26 23:40:42.672462

    		1.3 ms

  





  

    		2022-08-27 00:40:44.259581

    		0.0 ms

  





  

    		2022-08-27 01:40:45.678763

    		-0.2 ms

  





  

    		2022-08-27 02:40:47.803494

    		-0.6 ms

  





  

    		2022-08-27 03:40:50.145017

    		-1.2 ms

  





  

    		2022-08-27 04:40:51.826279

    		-0.6 ms

  





  

    		2022-08-27 05:40:53.272548

    		-2.5 ms

  





  

    		2022-08-27 06:40:55.034366

    		-2.2 ms

  





  

    		2022-08-27 07:40:56.399592

    		-0.2 ms

  





  

    		2022-08-27 08:40:59.278681

    		0.3 ms

  





  

    		2022-08-27 09:41:00.868887

    		3.1 ms

  





  

    		2022-08-27 10:41:03.265647

    		3.0 ms

  





  

    		2022-08-27 11:41:04.931626

    		2.8 ms

  





  

    		2022-08-27 12:41:07.775715

    		2.2 ms

  





  

    		2022-08-27 13:41:09.246904

    		0.2 ms

  





  

    		2022-08-27 14:41:11.175364

    		0.0 ms

  





  

    		2022-08-27 15:41:13.261407

    		-0.9 ms

  





  

    		2022-08-27 16:41:14.648901

    		0.5 ms

  





  

    		2022-08-27 17:41:16.752407

    		0.7 ms

  





  

    		2022-08-27 18:41:18.457861

    		-0.4 ms

  





  

    		2022-08-27 19:41:21.216777

    		-2.6 ms

  





  

    		2022-08-27 20:41:23.196119

    		-0.1 ms

  





  

    		2022-08-27 21:41:24.975586

    		-0.3 ms

  





  

    		2022-08-27 22:41:26.721371

    		0.0 ms

  





  

    		2022-08-27 23:41:28.284799

    		0.1 ms

  





  

    		2022-08-28 00:41:30.746959

    		-0.1 ms

  





  

    		2022-08-28 01:41:32.468554

    		-1.0 ms

  





  

    		2022-08-28 02:41:34.429423

    		0.4 ms

  





  

    		2022-08-28 03:41:36.703599

    		-0.6 ms

  





  

    		2022-08-28 04:41:38.10509

    		-0.6 ms

  





  

    		2022-08-28 05:41:39.972023

    		0.0 ms

  





  

    		2022-08-28 06:41:41.672853

    		0.3 ms

  





  

    		2022-08-28 07:41:43.466073

    		-0.9 ms

  





  

    		2022-08-28 08:41:45.696969

    		1.1 ms

  





  

    		2022-08-28 09:41:47.61552

    		1.3 ms

  





  

    		2022-08-28 10:41:49.481234

    		1.4 ms

  





  

    		2022-08-28 11:41:51.024102

    		1.4 ms

  





  

    		2022-08-28 12:41:53.075687

    		0.1 ms

  





  

    		2022-08-28 13:41:54.584217

    		-0.4 ms

  





  

    		2022-08-28 14:41:56.075816

    		-1.6 ms

  





  

    		2022-08-28 15:41:57.527976

    		-1.7 ms

  





  

    		2022-08-28 16:41:59.417539

    		-2.0 ms

  





  

    		2022-08-28 17:42:00.985895

    		-0.1 ms

  





  

    		2022-08-28 18:42:03.211169

    		-0.7 ms

  





  

    		2022-08-28 19:42:05.162592

    		-0.2 ms

  





  

    		2022-08-28 20:42:06.852952

    		-1.4 ms

  





  

    		2022-08-28 21:42:08.288197

    		-0.5 ms

  





  

    		2022-08-28 22:42:10.033798

    		0.3 ms

  





  

    		2022-08-28 23:42:11.713008

    		0.7 ms

  





  

    		2022-08-29 00:42:13.936399

    		0.3 ms

  





  

    		2022-08-29 01:42:15.909918

    		0.7 ms

  





  

    		2022-08-29 02:42:19.769205

    		-1.5 ms

  





  

    		2022-08-29 03:42:23.380141

    		-0.8 ms

  





  

    		2022-08-29 04:42:25.239978

    		-0.8 ms

  





  

    		2022-08-29 05:42:26.809225

    		-0.3 ms

  





  

    		2022-08-29 06:42:28.295071

    		0.2 ms

  





  

    		2022-08-29 07:42:31.379887

    		0.1 ms

  





  

    		2022-08-29 08:42:33.077586

    		0.4 ms

  





  

    		2022-08-29 09:42:34.568761

    		-0.6 ms

  





  

    		2022-08-29 10:42:36.073102

    		-0.9 ms

  





  

    		2022-08-29 11:42:37.712468

    		0.3 ms

  





  

    		2022-08-29 12:42:39.765634

    		0.3 ms

  





  

    		2022-08-29 13:42:41.358039

    		1.2 ms

  





  

    		2022-08-29 14:42:43.028306

    		0.3 ms

  





  

    		2022-08-29 15:42:44.432185

    		0.3 ms

  





  

    		2022-08-29 16:42:45.922847

    		-1.7 ms

  





  

    		2022-08-29 17:42:47.732747

    		-2.2 ms

  





  

    		2022-08-29 18:42:50.588309

    		-1.5 ms

  





  

    		2022-08-29 19:42:52.115614

    		0.0 ms

  





  

    		2022-08-29 20:42:53.587439

    		0.3 ms

  





  

    		2022-08-29 21:42:56.263093

    		0.9 ms

  





  

    		2022-08-29 22:42:57.844146

    		-0.5 ms

  





  

    		2022-08-29 23:42:59.412863

    		-0.4 ms

  





  

    		2022-08-30 00:43:01.608898

    		-0.2 ms

  





  

    		2022-08-30 01:43:03.24971

    		0.6 ms

  





  

    		2022-08-30 02:43:08.373129

    		1.1 ms

  





  

    		2022-08-30 03:43:11.947002

    		1.4 ms

  





  

    		2022-08-30 04:43:14.038363

    		0.3 ms

  





  

    		2022-08-30 05:43:15.566158

    		-0.1 ms

  





  

    		2022-08-30 06:43:17.559802

    		0.7 ms

  





  

    		2022-08-30 07:43:18.984217

    		0.2 ms

  





  

    		2022-08-30 08:43:20.87197

    		2.1 ms

  





  

    		2022-08-30 09:43:22.890408

    		0.1 ms

  





  

    		2022-08-30 10:43:24.638891

    		-1.6 ms

  





  

    		2022-08-30 11:43:26.735206

    		-1.0 ms

  





  

    		2022-08-30 12:43:28.163658

    		-1.5 ms

  





  

    		2022-08-30 13:43:30.728575

    		-0.9 ms

  





  

    		2022-08-30 14:43:32.406592

    		0.2 ms

  





  

    		2022-08-30 15:43:34.104019

    		-1.1 ms

  





  

    		2022-08-30 16:43:35.534652

    		0.3 ms

  





  

    		2022-08-30 17:43:37.243687

    		0.5 ms

  





  

    		2022-08-30 18:43:38.927257

    		-0.5 ms

  





  

    		2022-08-30 19:43:41.691608

    		0.6 ms

  





  

    		2022-08-30 20:43:43.270542

    		0.2 ms

  





  

    		2022-08-30 21:43:44.718678

    		0.6 ms

  





  

    		2022-08-30 22:43:46.690899

    		2.0 ms

  





  

    		2022-08-30 23:43:48.424364

    		-1.4 ms

  





  

    		2022-08-31 00:43:50.121641

    		-1.5 ms

  





  

    		2022-08-31 01:43:52.403715

    		-1.7 ms

  





  

    		2022-08-31 02:43:54.107444

    		-0.1 ms

  





  

    		2022-08-31 03:43:58.007517

    		-0.1 ms

  





  

    		2022-08-31 04:44:02.105703

    		0.4 ms

  





  

    		2022-08-31 05:44:03.468133

    		-0.4 ms

  





  

    		2022-08-31 06:44:04.91649

    		0.7 ms

  





  

    		2022-08-31 07:44:07.052586

    		1.9 ms

  





  

    		2022-08-31 08:44:08.65084

    		-0.7 ms

  





  

    		2022-08-31 09:44:10.404732

    		0.0 ms

  





  

    		2022-08-31 10:44:12.467121

    		-0.8 ms

  





  

    		2022-08-31 11:44:15.297247

    		0.2 ms

  





  

    		2022-08-31 12:44:16.800386

    		0.9 ms

  





  

    		2022-08-31 13:44:18.803335

    		-1.3 ms

  





  

    		2022-08-31 14:44:20.874013

    		-1.5 ms

  





  

    		2022-08-31 15:44:22.795342

    		-1.2 ms

  





  

    		2022-08-31 16:44:24.605626

    		-0.4 ms

  





  

    		2022-08-31 17:44:26.563961

    		0.6 ms

  





  

    		2022-08-31 18:44:28.274101

    		0.0 ms

  





  

    		2022-08-31 19:44:29.702568

    		2.3 ms

  





  

    		2022-08-31 20:44:31.321768

    		1.1 ms

  





  

    		2022-08-31 21:44:33.262851

    		0.8 ms

  





  

    		2022-08-31 22:44:34.898387

    		-0.1 ms

  





  

    		2022-08-31 23:44:36.32816

    		-0.2 ms

  





  

    		2022-09-01 00:44:38.110768

    		-0.9 ms

  





  

    		2022-09-01 01:44:39.992927

    		-2.1 ms

  





  

    		2022-09-01 02:44:43.603031

    		-0.9 ms

  





  

    		2022-09-01 03:44:47.077182

    		4.0 ms

  





  

    		2022-09-01 04:44:48.950651

    		1.3 ms

  





  

    		2022-09-01 05:44:50.439205

    		1.5 ms

  





  

    		2022-09-01 06:44:52.549124

    		0.2 ms

  





  

    		2022-09-01 07:44:55.549591

    		2.3 ms

  





  

    		2022-09-01 08:44:57.248193

    		-0.3 ms

  





  

    		2022-09-01 09:44:58.95646

    		-1.3 ms

  





  

    		2022-09-01 10:45:00.816264

    		-1.6 ms

  





  

    		2022-09-01 11:45:02.241442

    		-1.7 ms

  





  

    		2022-09-01 12:45:03.830466

    		-0.3 ms

  





  

    		2022-09-01 13:45:05.96444

    		-3.1 ms

  





  

    		2022-09-01 14:45:07.850021

    		-1.9 ms

  





  

    		2022-09-01 15:45:10.072357

    		-0.9 ms

  





  

    		2022-09-01 16:45:11.903729

    		0.0 ms

  





  

    		2022-09-01 17:45:13.252404

    		0.0 ms

  





  

    		2022-09-01 18:45:14.740135

    		-0.4 ms

  





  

    		2022-09-01 19:45:16.492106

    		-0.6 ms

  





  

    		2022-09-01 20:45:18.186532

    		-1.5 ms

  





  

    		2022-09-01 21:45:19.730361

    		-0.6 ms

  





  

    		2022-09-01 22:45:23.153619

    		0.7 ms

  





  

    		2022-09-01 23:45:24.739594

    		1.1 ms

  





  

    		2022-09-02 00:45:26.459408

    		0.4 ms

  





  

    		2022-09-02 01:45:28.418651

    		1.7 ms

  





  

    		2022-09-02 02:45:29.902761

    		0.4 ms

  





  

    		2022-09-02 03:45:32.421149

    		-1.4 ms

  





  

    		2022-09-02 04:45:36.024903

    		-0.5 ms

  





  

    		2022-09-02 05:45:38.257119

    		-1.4 ms

  





  

    		2022-09-02 06:45:40.628263

    		-1.5 ms

  





  

    		2022-09-02 07:45:42.535273

    		1.9 ms

  





  

    		2022-09-02 08:45:44.839021

    		0.6 ms

  





  

    		2022-09-02 09:45:46.284331

    		2.3 ms

  





  

    		2022-09-02 10:45:47.985953

    		1.5 ms

  





  

    		2022-09-02 11:45:49.697072

    		-0.1 ms

  





  

    		2022-09-02 12:45:51.511233

    		0.3 ms

  





  

    		2022-09-02 13:45:53.782233

    		0.0 ms

  





  

    		2022-09-02 14:45:55.904695

    		0.4 ms

  





  

    		2022-09-02 15:45:57.638441

    		-0.4 ms

  





  

    		2022-09-02 16:45:58.990903

    		0.2 ms

  





  

    		2022-09-02 17:46:00.90173

    		0.5 ms

  





  

    		2022-09-02 18:46:02.47781

    		-1.4 ms

  





  

    		2022-09-02 19:46:04.06654

    		-2.1 ms

  





  

    		2022-09-02 20:46:06.352185

    		-0.9 ms

  





  

    		2022-09-02 21:46:07.841627

    		-1.0 ms

  





  

    		2022-09-02 22:46:09.536897

    		-4.3 ms

  





  

    		2022-09-02 23:46:11.721495

    		-1.6 ms

  





  

    		2022-09-03 00:46:13.262417

    		-2.1 ms

  





  

    		2022-09-03 01:46:14.863771

    		-1.5 ms

  





  

    		2022-09-03 02:46:16.62109

    		0.7 ms

  





  

    		2022-09-03 03:46:20.167643

    		0.5 ms

  





  

    		2022-09-03 04:46:23.618505

    		1.3 ms

  





  

    		2022-09-03 05:46:25.668558

    		1.9 ms

  





  

    		2022-09-03 06:46:27.17123

    		-0.2 ms

  





  

    		2022-09-03 07:46:29.428558

    		-0.4 ms

  





  

    		2022-09-03 08:46:31.925785

    		-0.1 ms

  





  

    		2022-09-03 09:46:33.80029

    		-0.4 ms

  





  

    		2022-09-03 10:46:35.738843

    		1.2 ms

  





  

    		2022-09-03 11:46:38.287571

    		0.4 ms

  





  

    		2022-09-03 12:46:41.168194

    		-0.5 ms

  





  

    		2022-09-03 13:46:42.958495

    		0.4 ms

  





  

    		2022-09-03 14:46:44.810742

    		0.2 ms

  





  

    		2022-09-03 15:46:46.465891

    		1.2 ms

  





  

    		2022-09-03 16:46:48.203976

    		3.1 ms

  





  

    		2022-09-03 17:46:50.842051

    		0.8 ms

  





  

    		2022-09-03 18:46:52.909921

    		-1.1 ms

  





  

    		2022-09-03 19:46:54.869096

    		-1.1 ms

  





  

    		2022-09-03 20:46:56.791428

    		-0.3 ms

  





  

    		2022-09-03 21:46:58.53479

    		1.2 ms

  





  

    		2022-09-03 22:47:00.064402

    		-1.6 ms

  





  

    		2022-09-03 23:47:01.880723

    		-0.9 ms

  





  

    		2022-09-04 00:47:04.000318

    		-0.7 ms

  





  

    		2022-09-04 01:47:05.441855

    		-0.1 ms

  





  

    		2022-09-04 02:47:07.349737

    		0.1 ms

  





  

    		2022-09-04 03:47:09.862352

    		-1.6 ms

  





  

    		2022-09-04 04:47:12.631589

    		-1.7 ms

  





  

    		2022-09-04 05:47:14.696476

    		-3.9 ms

  





  

    		2022-09-04 06:47:16.309329

    		-3.7 ms

  





  

    		2022-09-04 07:47:17.905231

    		-0.6 ms

  





  

    		2022-09-04 08:47:19.467422

    		2.4 ms

  





  

    		2022-09-04 09:47:20.997979

    		1.6 ms

  





  

    		2022-09-04 10:47:22.912113

    		0.9 ms

  





  

    		2022-09-04 11:47:24.347266

    		3.2 ms

  





  

    		2022-09-04 12:47:26.541694

    		3.2 ms

  





  

    		2022-09-04 13:47:29.424168

    		-0.3 ms

  





  

    		2022-09-04 14:47:31.659228

    		-1.3 ms

  





  

    		2022-09-04 15:47:33.262682

    		-1.3 ms

  





  

    		2022-09-04 16:47:35.440493

    		-0.3 ms

  





  

    		2022-09-04 17:47:36.970655

    		-1.1 ms

  





  

    		2022-09-04 18:47:38.770522

    		-0.4 ms

  





  

    		2022-09-04 19:47:40.581869

    		2.8 ms

  





  

    		2022-09-04 20:47:42.085284

    		3.1 ms

  





  

    		2022-09-04 21:47:44.092158

    		0.5 ms

  





  

    		2022-09-04 22:47:46.030314

    		0.8 ms

  





  

    		2022-09-04 23:47:47.910813

    		0.0 ms

  





  

    		2022-09-05 00:47:49.589456

    		-0.6 ms

  





  

    		2022-09-05 01:47:51.140544

    		-1.0 ms

  





  

    		2022-09-05 02:47:52.973639

    		-3.9 ms

  





  

    		2022-09-05 03:47:56.067122

    		-1.2 ms

  





  

    		2022-09-05 04:47:59.401703

    		-2.3 ms

  





  

    		2022-09-05 05:48:00.89703

    		-2.1 ms

  





  

    		2022-09-05 06:48:02.41895

    		-0.1 ms

  





  

    		2022-09-05 07:48:04.725308

    		-0.5 ms

  





  

    		2022-09-05 08:48:06.482488

    		1.4 ms

  





  

    		2022-09-05 09:48:07.832798

    		3.2 ms

  





  

    		2022-09-05 10:48:09.618125

    		2.1 ms

  





  

    		2022-09-05 11:48:11.153745

    		0.7 ms

  





  

    		2022-09-05 12:48:12.622884

    		-0.3 ms

  





  

    		2022-09-05 13:48:14.274411

    		-1.2 ms

  





  

    		2022-09-05 14:48:16.472787

    		0.2 ms

  





  

    		2022-09-05 15:48:18.817101

    		0.0 ms

  





  

    		2022-09-05 16:48:20.3322

    		0.1 ms

  





  

    		2022-09-05 17:48:22.178081

    		-1.0 ms

  





  

    		2022-09-05 18:48:24.635986

    		-0.4 ms

  





  

    		2022-09-05 19:48:26.244002

    		-0.5 ms

  





  

    		2022-09-05 20:48:28.05877

    		-0.7 ms

  





  

    		2022-09-05 21:48:29.676224

    		1.1 ms

  





  

    		2022-09-05 22:48:31.454324

    		-0.9 ms

  





  

    		2022-09-05 23:48:33.489828

    		-1.3 ms

  





  

    		2022-09-06 00:48:35.405567

    		-0.3 ms

  





  

    		2022-09-06 01:48:37.343648

    		-1.7 ms

  





  

    		2022-09-06 02:48:38.765258

    		-1.7 ms

  





  

    		2022-09-06 03:48:42.780663

    		0.3 ms

  





  

    		2022-09-06 04:48:45.978903

    		0.3 ms

  





  

    		2022-09-06 05:48:47.695444

    		1.5 ms

  





  

    		2022-09-06 06:48:50.370255

    		0.8 ms

  





  

    		2022-09-06 07:48:52.240471

    		2.3 ms

  





  

    		2022-09-06 08:48:54.145428

    		2.3 ms

  





  

    		2022-09-06 09:48:56.292097

    		-0.1 ms

  





  

    		2022-09-06 10:48:57.742571

    		0.0 ms

  





  

    		2022-09-06 11:48:59.510878

    		-0.2 ms

  





  

    		2022-09-06 12:49:01.088648

    		-1.1 ms

  





  

    		2022-09-06 13:49:02.726698

    		0.7 ms

  





  

    		2022-09-06 14:49:04.142195

    		-0.9 ms

  





  

    		2022-09-06 15:49:05.900843

    		0.5 ms

  





  

    		2022-09-06 16:49:08.380101

    		0.1 ms

  





  

    		2022-09-06 17:49:10.949869

    		-2.5 ms

  





  

    		2022-09-06 18:49:13.106015

    		-1.8 ms

  





  

    		2022-09-06 19:49:14.638824

    		1.0 ms

  





  

    		2022-09-06 20:49:16.415908

    		-0.2 ms

  





  

    		2022-09-06 21:49:18.296804

    		1.2 ms

  





  

    		2022-09-06 22:49:19.916191

    		-0.1 ms

  





  

    		2022-09-06 23:49:21.317987

    		-2.1 ms

  





  

    		2022-09-07 00:49:23.213574

    		-0.8 ms

  





  

    		2022-09-07 01:49:25.509497

    		-1.7 ms

  





  

    		2022-09-07 02:49:28.529443

    		0.2 ms

  





  

    		2022-09-07 03:49:31.87293

    		-0.1 ms

  





  

    		2022-09-07 04:49:35.444911

    		-1.2 ms

  





  

    		2022-09-07 05:49:38.069737

    		-1.9 ms

  





  

    		2022-09-07 06:49:40.315714

    		1.5 ms

  





  

    		2022-09-07 07:49:41.795266

    		1.0 ms

  





  

    		2022-09-07 08:49:43.401632

    		1.7 ms

  





  

    		2022-09-07 09:49:44.871806

    		0.3 ms

  





  

    		2022-09-07 10:49:46.650529

    		2.5 ms

  





  

    		2022-09-07 11:49:48.445827

    		0.8 ms

  





  

    		2022-09-07 12:49:50.672105

    		0.6 ms

  





  

    		2022-09-07 13:49:52.703071

    		-0.6 ms

  





  

    		2022-09-07 14:49:54.397958

    		-1.6 ms

  





  

    		2022-09-07 15:49:55.932543

    		-0.3 ms

  





  

    		2022-09-07 16:49:57.352934

    		-2.0 ms

  





  

    		2022-09-07 17:49:59.068571

    		-2.3 ms

  





  

    		2022-09-07 18:50:00.818523

    		-0.6 ms

  





  

    		2022-09-07 19:50:02.405012

    		0.2 ms

  





  

    		2022-09-07 20:50:04.343299

    		0.3 ms

  





  

    		2022-09-07 21:50:06.317843

    		-0.5 ms

  





  

    		2022-09-07 22:50:08.465472

    		-0.3 ms

  





  

    		2022-09-07 23:50:09.946688

    		-1.4 ms

  





  

    		2022-09-08 00:50:11.491466

    		0.7 ms

  





  

    		2022-09-08 01:50:13.042611

    		-1.0 ms

  





  

    		2022-09-08 02:50:14.98936

    		0.3 ms

  





  

    		2022-09-08 03:50:16.5274

    		0.3 ms

  





  

    		2022-09-08 04:50:18.327449

    		-0.9 ms

  





  

    		2022-09-08 05:50:19.798389

    		-2.8 ms

  





  

    		2022-09-08 06:50:21.828181

    		-0.8 ms

  





  

    		2022-09-08 07:50:23.275123

    		1.2 ms

  





  

    		2022-09-08 08:50:24.96208

    		0.6 ms

  





  

    		2022-09-08 09:50:26.414258

    		3.0 ms

  





  

    		2022-09-08 10:50:27.812029

    		0.7 ms

  





  

    		2022-09-08 11:50:29.463297

    		-0.7 ms

  





  

    		2022-09-08 12:50:30.976362

    		-1.0 ms

  





  

    		2022-09-08 13:50:32.677227

    		-1.3 ms

  





  

    		2022-09-08 14:50:33.989717

    		-0.3 ms

  





  

    		2022-09-08 15:50:35.763904

    		-1.3 ms

  





  

    		2022-09-08 16:50:37.555991

    		0.6 ms

  





  

    		2022-09-08 17:50:39.412826

    		1.6 ms

  





  

    		2022-09-08 18:50:41.364977

    		-1.0 ms

  





  

    		2022-09-08 19:50:42.903638

    		-0.8 ms

  





  

    		2022-09-08 20:50:44.957808

    		-2.4 ms

  





  

    		2022-09-08 21:50:46.489381

    		-1.7 ms

  





  

    		2022-09-08 22:50:48.989288

    		-1.1 ms

  





  

    		2022-09-08 23:50:50.350346

    		2.3 ms

  





  

    		2022-09-09 00:50:52.055685

    		0.1 ms

  





  

    		2022-09-09 01:50:53.896949

    		0.9 ms

  





  

    		2022-09-09 02:50:57.199073

    		0.0 ms

  





  

    		2022-09-09 03:51:00.135963

    		-1.0 ms

  





  

    		2022-09-09 04:51:03.461428

    		0.1 ms

  





  

    		2022-09-09 05:51:04.897591

    		-0.4 ms

  





  

    		2022-09-09 06:51:07.575306

    		-0.6 ms

  





  

    		2022-09-09 07:51:09.323345

    		1.5 ms

  





  

    		2022-09-09 08:51:11.259558

    		0.3 ms

  





  

    		2022-09-09 09:51:12.725654

    		2.1 ms

  





  

    		2022-09-09 10:51:14.812152

    		0.4 ms

  





  

    		2022-09-09 11:51:16.712977

    		-0.9 ms

  





  

    		2022-09-09 12:51:18.178389

    		-0.7 ms

  





  

    		2022-09-09 13:51:20.840971

    		0.0 ms

  





  

    		2022-09-09 14:51:22.665557

    		-0.4 ms

  





  

    		2022-09-09 15:51:24.188551

    		-2.1 ms

  





  

    		2022-09-09 16:51:25.70665

    		-2.7 ms

  





  

    		2022-09-09 17:51:27.622925

    		-1.5 ms

  





  

    		2022-09-09 18:51:29.029837

    		-0.6 ms

  





  

    		2022-09-09 19:51:30.688952

    		-1.2 ms

  





  

    		2022-09-09 20:51:32.54691

    		-0.2 ms

  





  

    		2022-09-09 21:51:34.122015

    		0.2 ms

  





  

    		2022-09-09 22:51:35.842364

    		-0.9 ms

  





  

    		2022-09-09 23:51:37.60765

    		1.2 ms

  





  

    		2022-09-10 00:51:39.432133

    		-1.3 ms

  





  

    		2022-09-10 01:51:41.971878

    		-3.0 ms

  





  

    		2022-09-10 02:51:43.899474

    		-1.1 ms

  





  

    		2022-09-10 03:51:45.910708

    		-1.3 ms

  





  

    		2022-09-10 04:51:48.639496

    		-0.6 ms

  





  

    		2022-09-10 05:51:50.681437

    		-1.1 ms

  





  

    		2022-09-10 06:51:52.458651

    		-2.9 ms

  





  

    		2022-09-10 07:51:53.988382

    		-0.4 ms

  





  

    		2022-09-10 08:51:55.563429

    		0.4 ms

  





  

    		2022-09-10 09:51:57.70773

    		4.6 ms

  





  

    		2022-09-10 10:52:00.37493

    		0.5 ms

  





  

    		2022-09-10 11:52:03.212056

    		0.3 ms

  





  

    		2022-09-10 12:52:05.766248

    		0.9 ms

  





  

    		2022-09-10 13:52:08.030932

    		2.9 ms

  





  

    		2022-09-10 14:52:09.542897

    		0.4 ms

  





  

    		2022-09-10 15:52:11.295386

    		0.1 ms

  





  

    		2022-09-10 16:52:13.756007

    		-0.7 ms

  





  

    		2022-09-10 17:52:16.017654

    		0.0 ms

  





  

    		2022-09-10 18:52:17.543708

    		0.2 ms

  





  

    		2022-09-10 19:52:19.219611

    		-0.6 ms

  





  

    		2022-09-10 20:52:21.530471

    		1.4 ms

  





  

    		2022-09-10 21:52:23.971102

    		1.7 ms

  





  

    		2022-09-10 22:52:25.795224

    		1.1 ms

  





  

    		2022-09-10 23:52:27.809454

    		2.1 ms

  





  

    		2022-09-11 00:52:29.355246

    		0.0 ms

  





  

    		2022-09-11 01:52:31.312053

    		-1.1 ms

  





  

    		2022-09-11 02:52:33.214023

    		-3.3 ms

  





  

    		2022-09-11 03:52:36.225

    		-0.5 ms

  





  

    		2022-09-11 04:52:37.779928

    		-0.9 ms

  





  

    		2022-09-11 05:52:40.095189

    		-0.2 ms

  





  

    		2022-09-11 06:52:42.519006

    		-2.6 ms

  





  

    		2022-09-11 07:52:44.397484

    		-0.6 ms

  





  

    		2022-09-11 08:52:46.020399

    		2.7 ms

  





  

    		2022-09-11 09:52:47.783465

    		0.7 ms

  





  

    		2022-09-11 10:52:49.58096

    		1.2 ms

  





  

    		2022-09-11 11:52:51.387028

    		-0.3 ms

  





  

    		2022-09-11 12:52:53.196269

    		0.8 ms

  





  

    		2022-09-11 13:52:55.228902

    		0.6 ms

  





  

    		2022-09-11 14:52:56.655451

    		-0.1 ms

  





  

    		2022-09-11 15:52:58.298864

    		-1.1 ms

  





  

    		2022-09-11 16:53:00.17394

    		1.7 ms

  





  

    		2022-09-11 17:53:02.69591

    		1.3 ms

  





  

    		2022-09-11 18:53:04.434706

    		0.5 ms

  





  

    		2022-09-11 19:53:06.086973

    		0.7 ms

  





  

    		2022-09-11 20:53:07.712791

    		-0.6 ms

  





  

    		2022-09-11 21:53:10.596349

    		-0.1 ms

  





  

    		2022-09-11 22:53:12.185208

    		-1.5 ms

  





  

    		2022-09-11 23:53:14.704812

    		-1.6 ms

  





  

    		2022-09-12 00:53:16.662178

    		-2.5 ms

  





  

    		2022-09-12 01:53:18.160517

    		-0.3 ms

  





  

    		2022-09-12 02:53:19.737178

    		-0.4 ms

  





  

    		2022-09-12 03:53:23.355723

    		-0.2 ms

  





  

    		2022-09-12 04:53:24.890678

    		1.2 ms

  





  

    		2022-09-12 05:53:26.854257

    		0.2 ms

  





  

    		2022-09-12 06:53:29.496908

    		0.2 ms

  





  

    		2022-09-12 07:53:32.146747

    		-1.0 ms

  





  

    		2022-09-12 08:53:33.636354

    		2.2 ms

  





  

    		2022-09-12 09:53:35.139937

    		0.2 ms

  





  

    		2022-09-12 10:53:38.143244

    		1.9 ms

  





  

    		2022-09-12 11:53:39.780855

    		0.2 ms

  





  

    		2022-09-12 12:53:41.750064

    		2.0 ms

  





  

    		2022-09-12 13:53:43.666934

    		-0.1 ms

  





  

    		2022-09-12 14:53:45.262057

    		0.8 ms

  





  

    		2022-09-12 15:53:47.085398

    		-0.6 ms

  





  

    		2022-09-12 16:53:48.480996

    		-0.1 ms

  





  

    		2022-09-12 17:53:50.07592

    		-2.0 ms

  





  

    		2022-09-12 18:53:51.803473

    		-2.1 ms

  





  

    		2022-09-12 19:53:53.543737

    		-1.3 ms

  





  

    		2022-09-12 20:53:55.34815

    		-0.8 ms

  





  

    		2022-09-12 21:53:56.994047

    		-0.4 ms

  





  

    		2022-09-12 22:53:58.798456

    		0.4 ms

  





  

    		2022-09-12 23:54:00.892363

    		0.4 ms

  





  

    		2022-09-13 00:54:03.079455

    		-3.7 ms

  





  

    		2022-09-13 01:54:04.630396

    		-1.6 ms

  





  

    		2022-09-13 02:54:06.613021

    		-2.8 ms

  





  

    		2022-09-13 03:54:09.457395

    		-2.2 ms

  





  

    		2022-09-13 04:54:13.012412

    		-2.1 ms

  





  

    		2022-09-13 05:54:14.404124

    		0.5 ms

  





  

    		2022-09-13 06:54:16.035564

    		-1.4 ms

  





  

    		2022-09-13 07:54:17.578806

    		-0.3 ms

  





  

    		2022-09-13 08:54:19.102146

    		0.0 ms

  





  

    		2022-09-13 09:54:20.497183

    		1.9 ms

  





  

    		2022-09-13 10:54:21.948793

    		2.2 ms

  





  

    		2022-09-13 11:54:23.805195

    		0.9 ms

  





  

    		2022-09-13 12:54:25.854877

    		1.4 ms

  





  

    		2022-09-13 13:54:27.461229

    		4.1 ms

  





  

    		2022-09-13 14:54:29.033674

    		2.8 ms

  





  

    		2022-09-13 15:54:31.225105

    		0.3 ms

  





  

    		2022-09-13 16:54:32.669545

    		-1.5 ms

  





  

    		2022-09-13 17:54:34.721863

    		-0.6 ms

  





  

    		2022-09-13 18:54:36.137485

    		-2.1 ms

  





  

    		2022-09-13 19:54:38.05625

    		-2.6 ms

  





  

    		2022-09-13 20:54:39.926376

    		-0.2 ms

  





  

    		2022-09-13 21:54:41.759684

    		1.6 ms

  





  

    		2022-09-13 22:54:44.400782

    		1.4 ms

  





  

    		2022-09-13 23:54:46.321679

    		0.4 ms

  





  

    		2022-09-14 00:54:47.723358

    		0.8 ms

  





  

    		2022-09-14 01:54:49.055289

    		-1.1 ms

  





  

    		2022-09-14 02:54:50.986564

    		-1.5 ms

  





  

    		2022-09-14 03:54:53.644803

    		-2.8 ms

  





  

    		2022-09-14 04:54:55.655778

    		0.2 ms

  





  

    		2022-09-14 05:54:57.593133

    		-1.5 ms

  





  

    		2022-09-14 06:54:59.488169

    		-0.8 ms

  





  

    		2022-09-14 07:55:00.9855

    		2.1 ms

  





  

    		2022-09-14 08:55:02.437045

    		-0.2 ms

  





  

    		2022-09-14 09:55:04.037676

    		0.9 ms

  





  

    		2022-09-14 10:55:05.550303

    		-0.2 ms

  





  

    		2022-09-14 11:55:07.899767

    		0.3 ms

  





  

    		2022-09-14 12:55:09.262724

    		1.0 ms

  





  

    		2022-09-14 13:55:10.910218

    		0.7 ms

  





  

    		2022-09-14 14:55:12.727246

    		0.7 ms

  





  

    		2022-09-14 15:55:14.109315

    		1.1 ms

  





  

    		2022-09-14 16:55:16.036745

    		2.4 ms

  





  

    		2022-09-14 17:55:17.843254

    		1.8 ms

  





  

    		2022-09-14 18:55:19.425644

    		-0.8 ms

  





  

    		2022-09-14 19:55:21.12501

    		0.6 ms

  





  

    		2022-09-14 20:55:23.257562

    		-1.6 ms

  





  

    		2022-09-14 21:55:24.927801

    		-1.5 ms

  





  

    		2022-09-14 22:55:26.731222

    		0.0 ms

  





  

    		2022-09-14 23:55:28.792789

    		-1.3 ms

  





  

    		2022-09-15 00:55:30.610327

    		-0.3 ms

  





  

    		2022-09-15 01:55:32.760109

    		0.7 ms

  





  

    		2022-09-15 02:55:35.543925

    		-0.3 ms

  





  

    		2022-09-15 03:55:38.273466

    		-0.8 ms

  





  

    		2022-09-15 04:55:40.209602

    		-2.3 ms

  





  

    		2022-09-15 05:55:41.620508

    		-2.0 ms

  





  

    		2022-09-15 06:55:43.437278

    		-0.8 ms

  





  

    		2022-09-15 07:55:45.062277

    		1.8 ms

  





  

    		2022-09-15 08:55:47.393524

    		1.6 ms

  





  

    		2022-09-15 09:55:49.582014

    		0.0 ms

  





  

    		2022-09-15 10:55:51.657831

    		-0.2 ms

  





  

    		2022-09-15 11:55:53.175315

    		-0.5 ms

  





  

    		2022-09-15 12:55:54.583237

    		-0.5 ms

  





  

    		2022-09-15 13:55:57.70122

    		1.9 ms

  





  

    		2022-09-15 14:55:59.227049

    		1.5 ms

  





  

    		2022-09-15 15:56:00.670144

    		1.6 ms

  





  

    		2022-09-15 16:56:02.881836

    		0.6 ms

  





  

    		2022-09-15 17:56:05.560052

    		-0.7 ms

  





  

    		2022-09-15 18:56:07.371983

    		0.6 ms

  





  

    		2022-09-15 19:56:08.845841

    		0.0 ms

  





  

    		2022-09-15 20:56:10.52269

    		-1.6 ms

  





  

    		2022-09-15 21:56:12.053205

    		0.1 ms

  





  

    		2022-09-15 22:56:13.871944

    		-0.8 ms

  





  

    		2022-09-15 23:56:15.416779

    		-0.3 ms

  





  

    		2022-09-16 00:56:16.974899

    		-1.6 ms

  





  

    		2022-09-16 01:56:18.968434

    		-1.8 ms

  





  

    		2022-09-16 02:56:20.59098

    		-1.0 ms

  





  

    		2022-09-16 03:56:22.038659

    		-0.7 ms

  





  

    		2022-09-16 04:56:24.241433

    		0.8 ms

  





  

    		2022-09-16 05:56:25.728334

    		0.0 ms

  





  

    		2022-09-16 06:56:27.359315

    		3.7 ms

  





  

    		2022-09-16 07:56:29.673144

    		0.8 ms

  





  

    		2022-09-16 08:56:31.373361

    		1.1 ms

  





  

    		2022-09-16 09:56:34.135473

    		1.8 ms

  





  

    		2022-09-16 10:56:35.66551

    		-1.3 ms

  





  

    		2022-09-16 11:56:37.483355

    		0.1 ms

  





  

    		2022-09-16 12:56:38.820679

    		0.7 ms

  





  

    		2022-09-16 13:56:40.996985

    		1.3 ms

  





  

    		2022-09-16 14:56:42.820919

    		0.8 ms

  





  

    		2022-09-16 15:56:44.128645

    		1.6 ms

  





  

    		2022-09-16 16:56:46.130605

    		1.7 ms

  





  

    		2022-09-16 17:56:48.108137

    		-1.2 ms

  





  

    		2022-09-16 18:56:50.170607

    		-0.7 ms

  





  

    		2022-09-16 19:56:51.772568

    		-0.9 ms

  





  

    		2022-09-16 20:56:53.723196

    		0.5 ms

  





  

    		2022-09-16 21:56:55.32392

    		0.0 ms

  





  

    		2022-09-16 22:56:57.311276

    		-1.5 ms

  





  

    		2022-09-16 23:56:58.900571

    		-1.0 ms

  





  

    		2022-09-17 00:57:00.288985

    		-3.4 ms

  





  

    		2022-09-17 01:57:02.030326

    		-1.5 ms

  





  

    		2022-09-17 02:57:03.565087

    		1.6 ms

  





  

    		2022-09-17 03:57:05.988806

    		3.1 ms

  





  

    		2022-09-17 04:57:07.610163

    		3.0 ms

  





  

    		2022-09-17 05:57:09.405843

    		-0.4 ms

  





  

    		2022-09-17 06:57:11.518697

    		-0.6 ms

  





  

    		2022-09-17 07:57:13.568657

    		0.1 ms

  





  

    		2022-09-17 08:57:16.295768

    		1.7 ms

  





  

    		2022-09-17 09:57:18.566553

    		0.5 ms

  





  

    		2022-09-17 10:57:20.051607

    		0.9 ms

  





  

    		2022-09-17 11:57:21.943593

    		-0.7 ms

  





  

    		2022-09-17 12:57:23.594031

    		-0.1 ms

  





  

    		2022-09-17 13:57:25.499194

    		-0.4 ms

  





  

    		2022-09-17 14:57:28.051591

    		0.5 ms

  





  

    		2022-09-17 15:57:29.951196

    		-0.5 ms

  





  

    		2022-09-17 16:57:31.944198

    		0.5 ms

  





  

    		2022-09-17 17:57:33.436745

    		1.9 ms

  





  

    		2022-09-17 18:57:35.435861

    		0.5 ms

  





  

    		2022-09-17 19:57:38.323742

    		0.2 ms

  





  

    		2022-09-17 20:57:39.795165

    		-0.1 ms

  





  

    		2022-09-17 21:57:41.74914

    		-1.0 ms

  





  

    		2022-09-17 22:57:43.198238

    		-0.7 ms

  





  

    		2022-09-17 23:57:44.668361

    		-1.1 ms

  





  

    		2022-09-18 00:57:46.376354

    		-0.5 ms

  





  

    		2022-09-18 01:57:48.360768

    		-0.8 ms

  





  

    		2022-09-18 02:57:50.001621

    		0.2 ms

  





  

    		2022-09-18 03:57:52.123567

    		0.5 ms

  





  

    		2022-09-18 04:57:53.536044

    		0.4 ms

  





  

    		2022-09-18 05:57:55.276462

    		0.5 ms

  





  

    		2022-09-18 06:57:57.535444

    		-1.3 ms

  





  

    		2022-09-18 07:57:59.145017

    		1.9 ms

  





  

    		2022-09-18 08:58:01.004881

    		-0.8 ms

  





  

    		2022-09-18 09:58:02.745807

    		1.0 ms

  





  

    		2022-09-18 10:58:04.090328

    		1.4 ms

  





  

    		2022-09-18 11:58:05.777903

    		1.5 ms

  





  

    		2022-09-18 12:58:08.023329

    		0.5 ms

  





  

    		2022-09-18 13:58:09.563169

    		2.7 ms

  





  

    		2022-09-18 14:58:11.937176

    		2.6 ms

  





  

    		2022-09-18 15:58:13.365886

    		1.3 ms

  





  

    		2022-09-18 16:58:15.265142

    		0.8 ms

  





  

    		2022-09-18 17:58:16.672398

    		0.3 ms

  





  

    		2022-09-18 18:58:18.05598

    		-0.2 ms

  





  

    		2022-09-18 19:58:19.749316

    		-0.1 ms

  





  

    		2022-09-18 20:58:21.700651

    		-2.9 ms

  





  

    		2022-09-18 21:58:23.389418

    		-0.3 ms

  





  

    		2022-09-18 22:58:25.201025

    		-3.4 ms

  





  

    		2022-09-18 23:58:26.577706

    		-0.4 ms

  





  

    		2022-09-19 00:58:28.38909

    		-1.0 ms

  





  

    		2022-09-19 01:58:29.728742

    		-0.2 ms

  





  

    		2022-09-19 02:58:31.432367

    		-0.5 ms

  





  

    		2022-09-19 03:58:33.526159

    		-1.0 ms

  





  

    		2022-09-19 04:58:37.209596

    		-1.2 ms

  





  

    		2022-09-19 05:58:38.628455

    		0.0 ms

  





  

    		2022-09-19 06:58:40.887801

    		0.6 ms

  





  

    		2022-09-19 07:58:42.401427

    		-0.6 ms

  





  

    		2022-09-19 08:58:44.256452

    		-0.1 ms

  





  

    		2022-09-19 09:58:45.751322

    		2.0 ms

  





  

    		2022-09-19 10:58:47.485698

    		1.5 ms

  





  

    		2022-09-19 11:58:49.735991

    		-1.3 ms

  





  

    		2022-09-19 12:58:51.708656

    		0.6 ms

  





  

    		2022-09-19 13:58:54.168663

    		1.3 ms

  





  

    		2022-09-19 14:58:56.142369

    		1.9 ms

  





  

    		2022-09-19 15:58:57.510331

    		2.3 ms

  





  

    		2022-09-19 16:58:59.440559

    		0.4 ms

  





  

    		2022-09-19 17:59:01.431275

    		1.1 ms

  





  

    		2022-09-19 18:59:03.120844

    		-0.7 ms

  





  

    		2022-09-19 19:59:04.751023

    		-0.8 ms

  





  

    		2022-09-19 20:59:06.655175

    		0.1 ms

  





  

    		2022-09-19 21:59:08.277626

    		-0.4 ms

  





  

    		2022-09-19 22:59:09.894387

    		1.1 ms

  





  

    		2022-09-19 23:59:11.416885

    		0.6 ms

  





  

    		2022-09-20 00:59:12.946057

    		0.1 ms

  





  

    		2022-09-20 01:59:14.321417

    		-1.7 ms

  





  

    		2022-09-20 02:59:15.976259

    		-1.1 ms

  





  

    		2022-09-20 03:59:17.263774

    		-1.7 ms

  





  

    		2022-09-20 04:59:18.885562

    		-1.2 ms

  





  

    		2022-09-20 05:59:20.618125

    		-1.5 ms

  





  

    		2022-09-20 06:59:22.24706

    		-0.3 ms

  





  

    		2022-09-20 07:59:24.508369

    		0.4 ms

  





  

    		2022-09-20 08:59:25.821373

    		1.8 ms

  





  

    		2022-09-20 09:59:27.98731

    		0.6 ms

  





  

    		2022-09-20 10:59:29.577013

    		0.9 ms

  





  

    		2022-09-20 11:59:31.295041

    		0.6 ms

  





  

    		2022-09-20 12:59:32.842584

    		4.9 ms

  





  

    		2022-09-20 13:59:35.830412

    		1.8 ms

  





  

    		2022-09-20 14:59:37.572438

    		-1.9 ms

  





  

    		2022-09-20 15:59:39.265874

    		-2.8 ms

  





  

    		2022-09-20 16:59:40.902014

    		-2.4 ms

  





  

    		2022-09-20 17:59:42.543386

    		-4.6 ms

  





  

    		2022-09-20 18:59:44.576859

    		-4.1 ms

  





  

    		2022-09-20 19:59:47.026829

    		-2.0 ms

  





  

    		2022-09-20 20:59:48.73613

    		-1.7 ms

  





  

    		2022-09-20 21:59:50.587248

    		0.7 ms

  





  

    		2022-09-20 22:59:52.806647

    		0.1 ms

  





  

    		2022-09-20 23:59:55.00029

    		2.4 ms

  





  

    		2022-09-21 00:59:56.541487

    		0.3 ms

  





  

    		2022-09-21 01:59:58.093624

    		1.6 ms

  





  

    		2022-09-21 03:00:00.039062

    		-0.3 ms

  





  

    		2022-09-21 04:00:01.979672

    		-0.2 ms

  





  

    		2022-09-21 05:00:06.281207

    		0.6 ms

  





  

    		2022-09-21 06:00:07.898832

    		-0.2 ms

  





  

    		2022-09-21 07:00:09.786824

    		0.7 ms

  





  

    		2022-09-21 08:00:12.026723

    		0.7 ms

  





  

    		2022-09-21 09:00:13.870764

    		1.4 ms

  





  

    		2022-09-21 10:00:17.108276

    		0.9 ms

  





  

    		2022-09-21 11:00:18.640483

    		0.2 ms

  





  

    		2022-09-21 12:00:20.698088

    		-0.1 ms

  





  

    		2022-09-21 13:00:22.969612

    		1.0 ms

  





  

    		2022-09-21 14:00:25.071849

    		-2.5 ms

  





  

    		2022-09-21 15:00:27.800957

    		-1.2 ms

  





  

    		2022-09-21 16:00:30.131318

    		-3.0 ms

  





  

    		2022-09-21 17:00:32.667434

    		-1.1 ms

  





  

    		2022-09-21 18:00:34.563833

    		1.0 ms

  





  

    		2022-09-21 19:00:35.97008

    		-0.2 ms

  





  

    		2022-09-21 20:00:37.429525

    		-0.7 ms

  





  

    		2022-09-21 21:00:38.952084

    		2.6 ms

  





  

    		2022-09-21 22:00:40.513145

    		-2.4 ms

  





  

    		2022-09-21 23:00:42.318086

    		-0.9 ms

  





  

    		2022-09-22 00:00:44.078212

    		-0.6 ms

  





  

    		2022-09-22 01:00:45.717581

    		0.5 ms

  





  

    		2022-09-22 02:00:47.195884

    		-0.2 ms

  





  

    		2022-09-22 03:00:49.286079

    		0.1 ms

  





  

    		2022-09-22 04:00:51.475901

    		2.7 ms

  





  

    		2022-09-22 05:00:53.150114

    		-0.3 ms

  





  

    		2022-09-22 06:00:54.633549

    		-2.2 ms

  





  

    		2022-09-22 07:00:56.34342

    		-1.0 ms

  





  

    		2022-09-22 08:00:57.889723

    		-1.7 ms

  





  

    		2022-09-22 09:00:59.534234

    		-0.4 ms

  





  

    		2022-09-22 10:01:01.426906

    		-1.3 ms

  





  

    		2022-09-22 11:01:03.919224

    		-0.6 ms

  





  

    		2022-09-22 12:01:05.709614

    		-1.6 ms

  





  

    		2022-09-22 13:01:07.249464

    		-0.8 ms

  





  

    		2022-09-22 14:01:08.96335

    		-1.1 ms

  





  

    		2022-09-22 15:01:10.465266

    		-0.1 ms

  





  

    		2022-09-22 16:01:12.607208

    		0.4 ms

  





  

    		2022-09-22 17:01:14.341231

    		2.1 ms

  





  

    		2022-09-22 18:01:16.53171

    		0.8 ms

  





  

    		2022-09-22 19:01:19.137476

    		0.7 ms

  





  

    		2022-09-22 20:01:20.542986

    		-0.1 ms

  





  

    		2022-09-22 21:01:22.834705

    		-0.3 ms

  





  

    		2022-09-22 22:01:24.286012

    		-2.2 ms

  





  

    		2022-09-22 23:01:25.974271

    		-1.7 ms

  





  

    		2022-09-23 00:01:28.3668

    		-1.3 ms

  





  

    		2022-09-23 01:01:30.355511

    		0.6 ms

  





  

    		2022-09-23 02:01:32.205035

    		-0.2 ms

  





  

    		2022-09-23 03:01:33.827742

    		-0.4 ms

  





  

    		2022-09-23 04:01:36.197876

    		-1.5 ms

  





  

    		2022-09-23 05:01:37.960269

    		1.3 ms

  





  

    		2022-09-23 06:01:39.87476

    		1.5 ms

  





  

    		2022-09-23 07:01:41.666742

    		0.1 ms

  





  

    		2022-09-23 08:01:44.095435

    		2.1 ms

  





  

    		2022-09-23 09:01:45.724537

    		1.0 ms

  





  

    		2022-09-23 10:01:48.222308

    		0.8 ms

  





  

    		2022-09-23 11:01:49.817626

    		0.7 ms

  





  

    		2022-09-23 12:01:52.840122

    		-0.3 ms

  









###
Evidence of Intent

Last updated: Fri 06 Mar 2020 14:08:40 UTC

1. Purpose

The purpose of this document Evidence of Intent is to secure a) evidence of intent to sign and b) evidence of what Sign Material there was intent to sign, to avoid claims that different Sign Material was viewed than what was the output in the final Evidence Package.

2. Screen captures

When a person signs a document using Scrive eSign a screen capture is executed on the person´s screen and saved by Scrive eSign. When sealing the signed document Scrive eSign includes the screen captures from all signing parties into this document. 

The screen capture technology used sometimes fails to execute the screen capture. Therefore, in case the screen capture technology would fail, a screen capture with a reference signing view is prepared in Scrive eSign at each production upgrade and Upon sealing the document, Scrive eSign includes the latest reference screen captures in this Evidence of Intent as a reference. Important to note is also that, in the event log below each time stamp reflects the clock of the client, which may be different from the clock of Scrive eSign.





  

    		Time

    		IP

    		Event

  



    

    		2022-09-19 15:24:31.625 UTC

    		192.71.100.250

    		Jon Persson (JP) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2022-09-19 15:24:46.555 UTC

    		192.71.100.250

    		Jon Persson (JP) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2022-09-01 15:32:03 UTC.

  

  

    		2022-09-23 12:26:54.327 UTC

    		192.71.100.250

    		Caroline Markusson (CM) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2022-09-23 12:27:23.498 UTC

    		192.71.100.250

    		Caroline Markusson (CM) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2022-09-08 14:13:05 UTC.

  









