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Abstract: The purpose of this paper is to review the scientific basis for claiming any effect of 

foreign information operations. The literature on information operations is reviewed, as well 

as other kinds of persuasive communication (advertising, risk and health communication) that 

aims to change attitudes or behaviour. Most research indicates that persuasive communication 

in general has little effect on receiver attitudes and/or behaviour. Some hypothetical strategies 

that may increase the effect are formulated, such as hiding the sender’s intent, sending 

messages not too distant from the receiver’s present views, or using the emotional, rather than 

the rational, route.  
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Introduction 
There are several contexts where an individual or group has the ambition to affect thoughts, 

emotions, attitudes, or behaviour of another individual or group (see, for example, Stiff & 

Mongeau 2016; Maio & Haddock 2015). Examples are upbringing, education, propaganda, 

counselling, psychotherapy, leadership, and advertising. The reasons can be therapeutic, 

educational, commercial, political, but also antagonistic or even hostile. One basic question in 

human psychology is how effective these different ambitions are. It seems that, in many cases, 

it is believed that persuasion attempts have considerable effects. For instance, Mercier (2017) 

concludes that the belief that people are gullible has been widely held by scholars throughout 

Western intellectual history. This belief is widespread, yet largely wrong. 

 

This paper deals with hostile political persuasion. Analyses made by different authorities 

related to national security have come to the conclusion that Sweden—like most western 

counties—is presently exposed to influence operations, cyberattacks, and disinformation 

directed at authorities, elected representatives, organisations, companies, editors, journalists, 

researchers, officials, and debaters (see, for example, The Swedish Military Intelligence and 

Security Service 2019). The main threats are posed by Russia and China and, to some extent, 

by Iran. According to Swedish security analysis, foreign influence activities attempt to increase 

polarisation in society and to achieve different security policy goals. Foreign powers are also 

believed to use domestic extremist environments as agents, as so-called proxies. 

 

Technology and media development have created almost countless opportunities for an 

antagonistic actor to quickly and widely deliver messages aimed at influencing public opinion 

and decision makers. Similarly, digital communities, with their enormous opportunities and 



benefits, have also created new challenges and dependencies that have made people vulnerable 

to various types of cyberattacks and to the manipulation of information and opinions (see, for 

example, The Ministry of Justice 2020) 

 

Discussions about information operations have grown more and more active recently outside 

Sweden. One theme is that Russia is using such methods as a part of hybrid warfare against the 

West. As part of this, Russia is accused of distributing strategic narratives, mainly through its 

own media channels (see, for example, Hellman & Wagnsson 2017). Strategic narratives are 

a means by which political actors attempt to construct a shared meaning of the past, present, 

and future of international politics to shape the behaviour of domestic and international actors 

(Miskimmon, O’Loughlin & Roselle 2018). The narratives are in turn a part of hybrid warfare 

(see, for example, Bērziņa and Cepurītis 2018; Jaitner & Mattsson 2015; Giles 2016). A 

phenomenon that is also claimed to be part of hybrid warfare—while less scrutinised by 

scientific research—are the so-called Internet trolls (see, for example, Aro 2016).  

 

It could be noted that a number of overlapping concepts have been used during the years. 

Traditionally, concepts like psychological/information operations/warfare have been widely 

used, but the trend presently seems to go towards concepts like malign information influence 

(see, for example, Deverell, Wagnsson, & Olsson 2020; Wagnsson 2020). However, using the 

latter as a search term, little research is presently found. 

 

Purpose and Method 
The purpose of this paper is to review the scientific basis for claiming any effect of foreign 

information influence. The literature on information operations is reviewed, as is literature on 

related kinds of persuasive communication (advertising, risk, and health communication) that 

aim to change attitudes or behaviour. First, empirical research on effects on the receiver of 

information/psychological operations/influence is presented. It is followed by a review of 

effect studies of persuasive communication in general, or in related contexts. Last, the effects 

of narrative vs. statistical communication are discussed, since the concept of strategic 

narratives is often connected to information operations/influence. The review concludes with 

a section about theoretical explanations of why or why not any effects are found.  

 

Several reviews and meta-studies have already been done in different fields of persuasive 

communication, and these form a basis for the present paper. The aim is, however, not to 

replicate earlier reviews, but rather to relate these reviews to the present purpose. Accordingly, 

this paper is to some extent a ‘review of reviews’. 

 

Procedure 
The literature search was done in May-June 2020. Google Scholar and PsycInfo were used. 

These two databases were chosen to utilise one multidisciplinary database and one database of 

literature on psychology. Both databases are well-known and often used. 

 

Google Scholar indexes the full text or metadata of scholarly literature across an array of 

disciplines. The database includes most peer-reviewed online academic journals, books, and 

other scholarly literature. PsycInfo is a database of abstracts of literature in the field of 

psychology and contains citations and summaries of journal articles, book chapters, books, and 

dissertations. The chosen keywords are listed in Table 1, below. Searches were done on these 

keywords alone, as well as the keywords in combination with “effects”. In both Google Scholar 

and PsycInfo, the keywords had to be included in the document titles. Patents and citations 

were excluded in Google Scholar. Only peer reviewed documents were included in PsycInfo.  



 

 

 Number of hits 

 Google scholar PsycInfo 

Keywords 

Keyword 

only 

Keyword 

AND 

“effects” 

Keyword 

only 

Keyword 

AND 

“effects” 

“Persuasive communication” 457 51 86 21 

“Information warfare” 1 120 6 3 - 

“Information operations” 776 8 - - 

“Psychological warfare” 307 2 35 1 

“Psychological operations” 139 4 4 - 

“Propaganda” 17 900 53 222 13 

“Advertising” 81 400 2 700 4 601 759 

“Health communication” 3 830 75 428 2 

“Narrative communication” 124 4 6 - 

“Strategic narratives” 116 2 1 - 

 

Table 1: The number of records identified through database searching 

 

It is obvious, as can be seen in Table 1, that while much is written about different kinds of 

persuasion, only a limited amount is written about their effects. It is also obvious that there is 

much more research on advertising than on other types of persuasive communication. Due to 

the high number of records on advertising, a search was also made on “advertising AND results 

AND review” and it gave 46 results on Google Scholar and 9 on PsycInfo.  

 

In addition to the database search, reference lists of relevant articles were also checked. 

 

Inclusion criteria 
Inclusion and exclusion criteria were defined to get a manageable number of results.  

 The article had to deal with effects in terms of changed attitudes and behaviour as an 

outcome of persuasion efforts.  

 Reviews and meta-analyses were prioritised over single empirical studies. The exceptions 

were if an empirical study had its focus on the present research question—that is, effects 

of foreign persuasion attempts on Sweden or comparable countries.  

 Theoretical articles with interesting explanations to the empirical results were included.  

 The article had to add something to the other selected articles.  

 

Exclusion criteria 
 Studies limited to irrelevant (in relation to the present purpose) contexts, senders, message 

types, target populations, and outcomes (like changes in the acceptability of a reduction in 

the speed limit of rural access roads from 80 to 60 km/h) were generally excluded. The 

present focus is on foreign information operations/influence and in a number of studies, the 

topics examined were too far from this context.  

 Studies on media effects in general were excluded because ‘media’ is too broad a concept, 

which makes the findings inconclusive.  

 

The screening process resulted in 46 articles being used. Eight of these were empirical studies. 

The rest were meta-analyses, reviews, or theoretical articles. A clear majority of the included 



articles were published within the last ten years. This implies that the present review gives a 

fair representation of the scientific knowledge so far.  

 

Results 

The effects of information/psychological operations on the receiver 
Psychological operations (PSYOP), Information Operations (IO), or psychological warfare are 

concepts commonly used in the present military context. They constitute examples of 

purposeful use of communication by a government or military organisation to fulfil its mission. 

However, the definitions and delimitations of IO and PSYOP (or psychological warfare) do 

not always appear clear and consistent. The activities described in the literature as PSYOP are 

on different levels (strategic, operational, and tactical) and have different aims and targets. 

What is discussed in the present paper are strategic operations with the aim of influencing the 

population on a larger scale, but a PSYOP can also have more limited purposes.  

 

Wallenius and Nilsson (2019) conclude in a review that the few studies available on this subject 

indicate that the effects of PSYOP generally tend to be on a minor scale, while PSYOP may 

have a stronger impact in specific contexts. They conclude further that much of the literature 

on PSYOP relies heavily on overconfidence in influential techniques and messages by making 

implicit simplified statements about human impressionability in terms of linear relationships. 

It is often assumed—or feared—that  some effects occur, but whether these are in line with the 

sender’s intentions is far from clear. There is an obvious risk that we overestimate the effects 

of PSYOP. 

 

One of the few empirical studies found in the military context reviewed the effectiveness of 

the U.S. PSYOP in Afghanistan 2001-2010, concluding that some operations were successful 

in achieving the objectives, some were not, and some had counterproductive effects (Munoz 

2012). It summarises: “If the overall IO mission in Afghanistan is defined as convincing most 

residents of contested areas to side decisively with the Afghan government and its foreign allies 

against the Taliban insurgency, this has not been achieved”.  

 

There are some empirical studies done on Russia’s strategic narratives, especially how they 

portray Sweden and other Nordic countries. Wagnsson and Barzanje (2019), in a recent 

empirical study of the Russian state sponsored broadcasting company Sputnik’s strategic 

narrative, conclude that Sweden is consequently portrayed as being in a declining spiral. 

Sweden was “once a prosperous thriving country with admirable ethical and moral values”. 

Now Sweden is a “politically shattered weak state, experiencing political disorder and social 

chaos, in what can best be described as a state of failure”. Sweden is furthermore described as 

a polarised society in continuous dispute with the outside world. The leaders are weak, 

irresponsible and fall victim to exaggerated liberal tendencies. Passive, stupid, and incompetent 

politicians and authorities hide the truth from the population.  

 

The Sputnik narrative focuses to a large extent on the influx of migration to Sweden, which is 

generally pictured as a source of multiple problems. Migrants and Islam are destroying or 

taking over the country. In addition, gender equality as well as radical feminism are pictured 

as problematc. The one thing that is depicted in a more favourable way are the Swedish 

Democrats—a nationalistic, conservative, and anti-immigration party. Other empirical studies 

confirm this picture (Kaljula & Juurvee 2018; Bērziņa 2018). Refugees, migrants, and radical 

Islam are portrayed as destabilising factors in all the Nordic countries. Other narratives found 

were that NATO is a threat to Russia and that the idea of a Russian threat to the West is 

ridiculous. 



 

However, little is known about the effects of Russian media on the Swedish population. One 

single survey study showed that most Swedes are not even aware of the existence of RT and 

Sputnik (Bērziņa 2018). The results of the survey also show that Russia is not a trusted source 

of information. At the same time, some Russian narratives coincide with opinions found in 

Swedish media, for example, that refugees and immigrants are a destabilising factor for Europe 

or that a rebirth of neo-Nazism is taking place. However, these opinions are not necessarily 

correlated with the use of RT, Sputnik, and Perviy kanal (Russian international media). On a 

general level, it is methodologically difficult to prove that the reported opinions are a result of 

Russia’s influence.  

 

Fisher (2018) concludes that, even when individuals are forced to view Russian narratives, few 

people are affected in any significant way. In addition, he argues that counter-propaganda 

initiatives may strengthen the influence of foreign messages by repeating their message. 

Overreaction to the threat of foreign propaganda may be more influential than the messages 

themselves—which perhaps reach and influence only a small population. 

 

The effects on the receiver of persuasive communication in general  
So far, one could conclude that there is insufficient knowledge of the actual effects of Russia’s 

information operations. The limited research that could be found indicates that the direct effects 

are minor or non-existent. Information operations could, however, be compared with other 

contexts, where a sender has a deliberate purpose with a communication to persuade the 

receiver (target audience) to change behaviour or attitudes. Examples of such contexts are 

advertising or information about health risks. The question is if those other contexts have more 

success—or if it simply is generally hard to affect people’s attitudes or behaviour. Accordingly, 

a more general discussion about whether any form of persuasive communication is effective 

will now follow.  

 

There are several reviews of persuasive communication (see, for example, Petty & Wegener 

1998). Factors that may explain persuasion success on a general level are source variables (for 

example, credibility, attractiveness/likeableness, power, similarity to the receiver, number of 

sources), message variables (such as topic, position and style, content, organisation, argument 

quality, argument quantity), recipient variables (for example,  attitudes, gender, age, 

personality/skills), and context variables (such as forewarning, distraction, and repetition). 

Decades of research have clearly indicated that unfortunately there is no unidirectional effect 

of any variable on attitude change. Even simple and seemingly obvious variables like source 

credibility are sometimes associated with increased and sometimes with decreased influence. 

The many source, message, recipient, and context variables that have been studied over the 

past century have obviously complex effects—increasing persuasion in some situations and 

decreasing it in others (Petty & Wegener 1998). 

 

A related question is the persistence of attitude change. When attitude changes are based on 

extensive issue-relevant thinking, they tend to endure. Factors that are associated with 

increased persistence are self-generation of arguments, autobiographical instances relevant to 

an issue, using interesting or engaging communication topics, providing increased time to think 

about a message, increasing message repetition, reducing distraction, and leading recipients to 

believe that they might have to explain or justify their attitudes to other people (Petty & 

Wegener 1998). 

 



Persuasive communication effects in other contexts 
While advertising may seem to be a bit distant from information operations/influence, it is still 

of interest. Advertising is persuasive communication with an outcome relatively easy to 

measure: sales! Therefore, this area of research is well-suited for effect studies.  

 

When it comes to effectiveness of advertising, several meta-studies can be found (see, for 

example, Assmus, Farley, & Lehmann 1984; Sethuraman, Tellis & Briesch 2011). Their 

conclusions are that the effectiveness of advertising in generating sales is small. The mean 

short-term advertising elasticity (the percentage increase in sales or market share for a 1% 

increase in advertising) across all observations is .12. The median elasticity is .05, and elasticity 

declines over time (Sethuraman, Tellis & Briesch 2011). Much advertising expenditure is 

obviously wasted on ineffective campaigns and 90% of the advertising effects dissipate after 

three to fifteen months (Vakratsas & Ambler 1999). Advertising elasticity is, however, higher 

for durable goods than nondurable goods and higher in the early stage than in the mature stage 

of the product’s life cycle. 

 

Publicity, on the other hand, has much more effect on marketing communications than 

advertising (Spotts, Weinberger & Weinberger 2014). The difference is that advertising is paid 

communication that identifies the message sponsor, while publicity secures editorial space in 

media for promotion purposes and does not identify a sponsor. The effect of publicity over 

advertising is due to a source credibility effect, an information processing effect, and an 

information evaluation effect. At the same time, consumers tend to avoid exposure to 

advertising (Eisend & Küster 2011). 

 

When it comes to information about risks, especially health risks, risk-communication 

interventions are shown to have small but beneficial effects on key outcomes (Edwards et al. 

2000). The literature on behaviour change shows only a small effect of risk communication on 

behaviour (Hollands et al. 2016). According to Breakwell (2000), a number of factors influence 

audience perception of risk. These include demographic factors, personality, past experience, 

ideological orientation, cognitive biases (for example, unrealistic optimism), lay mental models 

of the hazard, as well as controllability, novelty, and naturalness of the risk. In addition, the 

source must be trusted. Trust is associated with believing the source is expert, unbiased, 

disinterested, and not sensationalising. Risk communication must have a content, which 

triggers attention, achieves comprehension, and influences decision-making. It must be 

unambiguous, definitive, and easily interpretable. This is, however, rarely achievable when risk 

is shrouded in scientific uncertainty.  

 

The effects of narrative vs. statistical communication  
There is no definition of narrative that is universally accepted by researchers (Hinyard & 

Kreuter 2007). Definitions that can be found are that a narrative is a cohesive representation of 

events and characters, with an identifiable structure, bound in space and time, and with implicit 

or explicit messages about the topic, typically presented in either the first or third person 

(Wojcieszak & Kim 2016; Shen et al. 2017). Narrative communication can be in the form of 

literature, storytelling, entertainment education, journalism, or testimonials.  

 

Narrative communication—or sometimes narrative evidence—is often contrasted to statistical 

or numerical communication or evidence. The definition of the latter is arguments that utilise 

numbers to advance a point of view, or empirically quantified descriptions of events, persons, 

places, or other phenomena (Wojcieszak & Kim 2016).  

 



It is suggested that factors like identification, transportation, and parasocial interaction are the 

primary mechanisms in narrative persuasion, in which an audience member connects to the 

narrative and characters. Identification involves understanding the narrative, adopting the 

characters’ perspective, following their experiences, and relating to and connecting with the 

characters. Transportation means that individuals take part in the narrative as if they were 

present in the depicted world. Parasocial interaction refers to the interaction between an 

audience member and the characters in the narrative, which forms a pseudo-relationship (Shen 

et al. 2017). Transportation, engagement with the narrative, and identification with characters 

are assumed to increase persuasive impact through reducing the formation of 

counterarguments, lessening message scrutiny, and inhibiting psychological resistance 

(Dahlstrom 2012). Other mechanisms are also mentioned in the literature, like emotional and 

cognitive engagement, identification, reduced counter-arguing, and imagery, but it is also 

acknowledged that the causal mechanisms and relative importance of these relationships are 

not yet well understood (Brinberg & Hamby 2012).  

 

A growing number of studies have demonstrated that narratives affect the attitudes, behaviour, 

and intentions of their audiences (Brinberg & Hamby 2012; Shen et al. 2017). There are, 

however, mixed results if the narrative is better than alternative persuasion approaches (see, 

for example, Sides 2016). The mixed results could be due to individual factors, tested 

outcomes, differences in message features, vividness, amount of evidence, type of arguments 

that the evidence serves to support, and differing operationalisation of what numerical and 

narrative evidence actually are (Wojcieszak & Kim 2016; Wojcieszak et al. 2017; Hinyard & 

Kreuter 2007). Generalisations about findings are accordingly difficult. 

 

When the sizes of effects are measured, they are generally small—even if narrative stimuli do 

have a significant and positive effect on beliefs, attitudes, intentions, and behaviours. This 

small effect size is similar to those reported in other meta-analytical studies that have examined 

the effects of other forms of communication interventions (Wojcieszak & Kim 2016; Braddock, 

& Dillard 2016; Shen, Sheer & Li 2015). 

 

Some studies indicate that information that caused future events in a narrative to occur was 

more persuasive than the same information within the same narrative when it had no causal 

impact on the narrative’s events. It is also shown that more intense cognitive processing 

associated with causal statements is related to greater acceptance of casual information after 

exposure to the narrative (Dahlstrom 2012). Other studies have found that messages with 

evidence are more effective than those without (Wojcieszak & Kim 2016), or that a 

combination of narrative and statistical evidence may be more effective than either type alone 

(Hinyard & Kreuter 2007). 

 

Resistance to persuasion 
Altogether, it can be concluded that persuasion attempts often have limited impact. One of the 

most important reasons might be that people do not want to be influenced. They are motivated 

to resist persuasion (see Knowles & Linn 2004; Fransen, Smit & Verlegh 2015, for 

comprehensive reviews). The reluctance to change may be greater for attitudes and beliefs that 

are based on a more careful elaboration of available arguments or beliefs that are tied to one’s 

self-view. 

 

People use several strategies to resist a persuasive message. One is avoidance strategies—to 

switch channels (zapping), fast forward commercials in recorded programs (zipping), switch 

off their television, or leave the room to avoid persuasive messages. Avoidance could also be 



cognitive, for example, ignoring commercial messages. Individuals may furthermore use 

contesting strategies, that is, to actively contest the content of the message or the source of the 

message, or to utilise source derogation or derogation of the persuasive strategies used in the 

message. Empowerment strategies involve empowering or strengthening the self or one’s 

existing attitudes to reduce one’s vulnerability to external influence attempts (Fransen, Smit & 

Verlegh 2015).  

 

One reason for the resistance is that persuasion threatens freedom. Human beings have an 

innate desire for autonomy and independence. This could be an explanation for why persuasive 

attempts may not only be ineffective, but also may lead to the opposite of the desired results. 

The use of intense, forceful, or dogmatic language and particularly that which threatens choice 

in a persuasive message triggers perceived threats to freedom. Threats to freedom may be 

prevented by elements of communication that emphasise freedom of choice, empathy-inducing 

messages, and entertainment persuasion.  

 

There are also concerns about deception. People simply do not like to be fooled. One factor 

that might increase concerns about deception is persuasion knowledge and information on 

tactics that are used in persuasive situations. Increased perceptions of the sender’s manipulative 

intent may result in a less favourable outcome. The extent to which people have had negative 

experiences with persuasive attempts is also expected to be related to concerns of deception 

(Fransen, Smit & Verlegh 2015). 

 

The self-other discrepancy 
A person exposed to a persuasive communication in mass media sees this as having a greater 

effect on others than on himself or herself (see, for example, Davison 1983). Data from 32 

studies affirmed claims of at least moderate support for third-person perception. About 50% of 

the members of a particular sample are susceptible (Paul, Salwen & Dupagne 2000). The 

evidence is clear that the self-other discrepancy in perceived message effect is a real and robust 

phenomenon (Sun, Pan & Shen 2008). 

 

Research has yet to explain the effect, but possible explanations are that people attribute their 

own actions to situational factors, whereas they attribute others’ actions to dispositional factors 

or that people judge themselves less likely than others to experience negative consequences.  

 

Theories on persuasion 
Several theories have been proposed on persuasion (see, for example, Petty & Wegener 1998, 

for a review). Most models seem to explain persuasion better than resistance to persuasion. 

The elaboration likelihood model (ELM) of persuasion proposes two major routes to 

persuasion. Under the central route, persuasion will result from a person's careful and 

thoughtful consideration of the true merits of the information presented in support of an 

advocacy. The results will be relatively enduring, resistant, and predictive of behaviour. Under 

the peripheral route, persuasion results from a person's association with positive or negative 

cues in the stimulus or making a simple inference about the merits of the advocated position. 

The cues received by the individual under the peripheral route are generally unrelated to the 

logical quality of the stimulus (Petty & Cacioppo 1986).  

 

The heuristic-systematic model of information processing is a similar dual-process model (see, 

for example, Chaiken & Trope 1999). Individuals process messages in two ways. Systematic 

processing entails careful and deliberative processing of a message. Heuristic processing 

entails the use of simplifying decision rules or ‘heuristics’ to quickly assess the message 



content. Individuals are apt to minimise their use of cognitive resources, thus affecting the 

intake and processing of messages.  

 

Social judgment theory emphasises the distance in opinions, and whether it is in the acceptance 

latitude, rejection latitude, or in the intermediate zone. An individual weighs every new idea, 

comparing it with the present point of view to determine where it should be placed on the 

attitude scale in the individual's mind (see, for example, Cooksey 1996). 

 

Social impact theory consists of basic rules, which consider how individuals can be sources or 

targets of social influence (Latané 1981). Social impact is the result of social forces like 

strength, a net of all individual factors that make a person influential, such as stable, trans-

situational, intrapersonal factors—size, intellect, wealth—as well as dynamic, situation-

specific relational components like belonging to the same group. Immediacy considers how 

recently the event has occurred and whether or not there were other intervening factors. The 

number of sources refers to the number of sources of amount of influence. 

 

Cognitive dissonance is the mental discomfort experienced by a person who holds two or more 

contradictory beliefs, ideas, or values. When confronted with facts that contradict beliefs, 

ideas, and values, people will try to find a way to resolve the contradiction to reduce their 

discomfort, for example, by avoiding inconsistent information or searching for new consistent 

information. Cognitive Dissonance Theory proposes that a person who experiences internal 

inconsistency is motivated to reduce the cognitive dissonance, either by adding new parts to 

the cognition causing the psychological dissonance or by avoiding circumstances and 

contradictory information likely to increase the magnitude of the cognitive dissonance 

(Festinger 1962).  

 

Wallenius & Nilsson (2019) present an alternative approach to the mainly cognitive bias in the 

theoretical discussion. Even if the focus of their article is PSYOP, most of the arguments may 

be valid for persuasive communication in general. They discuss different theoretical 

explanations for the modest success of persuasive communication. The first part is one’s 

cognitive conservatism—the denial of schema-inconsistent information. The rationale is that 

humans have a coherent set of assumptions or schemas about the world and their role in it. 

There is a tendency to search for confirmation of the schema-consistent information and to 

avoid information that threatens these inner cognitive structures—also called confirmation 

bias. There is, in addition, a tendency to deny threatening information. 

 

The second part is derived from evolutionary social psychology and is about in-group 

identification and out-group generalisations. Since our ancestors lived in groups and tribes and 

were dependent on the collective for survival, humans possess several emotions that enable 

them to function in a group and cope with threats from hostile groups (for a review, see, for 

example, Buss 1999). This implies, among other things, that in-group norms have a strong 

influence on the individual. 

 

A hypothesis is, accordingly, that persuasive communication will be more successful (from the 

sender’s point of view) if it establishes a) a strong identification with a (national, ethnic or 

religious) in-group, b) a notion that the resources, status and/or survival of the in-group is 

threatened and c) a notion that an out-group is hostile and/or devalues or offends the in-group. 

One recent example is the Russian propaganda in relation to their military interventions in 

Ukraine, their annexation of Crimea, and their other conflicts with former Soviet republics. 

https://en.wikipedia.org/wiki/Social_judgment_theory


Russian propaganda utilises these principles extensively. The Russian minorities become the 

in-group and the majority population becomes the (hostile) out-group. 

 

A relevant theoretical concept is also the identifiable victim effect. Jenni and Loewenstein 

(1997) conclude that people are willing to expend greater resources to save the lives of 

identified victims than to save equal numbers of unidentified or statistical victims. Identifiable 

victims seem to produce a greater empathic response, accompanied by greater willingness to 

make personal sacrifices, to provide aid. This also implies that narratives with identifiable 

victims will receive more attention and, to a larger extent, will evoke sympathy among the 

message receivers.  

 

Conclusive Discussion 
The present review concludes that there are few empirical studies of psychological effects on 

target audiences and that existing research indicates that human impressionability is generally 

overrated. It is difficult to affect human attitudes, emotions, and cognition. The reason may be 

that people are prone to denying information that conflicts with what they already believe, as 

well as information that activates uncomfortable emotions. Consequently, the present 

conclusion is that persuasive communication with the purpose of changing opinions on a 

population level will only be successful in exceptional cases. Other reviews have come to the 

same conclusion. Mercier (2017) concludes that most persuasion attempts are largely 

unsuccessful and that the efficacy of religious proselytising, of dictatorial propaganda, of 

political campaigns, and of advertising is surprisingly limited. 

 

Even if persuasion research has shown low effects and is far from conclusive, some 

hypothetical strategies that may increase the probability for success from the sender’s point of 

view can be formulated. In order to be successful, those who send messages should:  

 

1. Hide the sender’s manipulative intent. This can be done, for instance, through self-

generation of arguments or if the receiver is led to believe that he or she in some way is 

formulating the attitudes him or herself.  

2. Hide the sender’s antagonistic intent. This can be done, for instance, with a proxy—a 

domestic group that is forwarding or amplifying the message—with or without 

understanding it him or herself. It can also be done using black operations, denoting an 

activity that emanates from a source other than the true one, or grey and covert operations, 

meaning that the source is not evident.  

3. Send messages that are not too distant from the receiver’s present views.  

4. Use the emotional route—not the rational one. This can be done, for instance, through 

associating the message with anything positive to the receiver, through empathy-inducing 

messages, or entertainment persuasion. It can furthermore be done through identification 

with an in-group, in combination with a narrative of a hostile out-group. The use of internal 

conflicts in the receiver’s culture/country is a similar strategy. In addition, the use of 

identifiable victims or identifiable persons in general, instead of statistics, could stimulate 

the receiver’s emotions. 

 

Accordingly, all effects of foreign narratives cannot be ruled out. Messages from Russia sent 

to a Swedish audience will most probably be met with suspicion—if they are identified as 

emanating from Russia. Internal political actors can, however, amplify the Kremlin narratives. 

There seems, for instance, to be a significant similarity between the narrative of the Sweden 

Democrat Party and the Kremlin narratives, when it comes to the problems of, and conditions 

in, Sweden. Any causal direction is, however, hard to establish.  



 

The Russian Internet trolls may appear to be a relatively more obvious problem than Russian 

media. Their effect is yet to be comprehensively researched. Case studies indicate that the 

trolls’ aggressiveness and ambition to devalue their opponents can have a repressive effect on 

the scientific and democratic debates in the West (or anywhere outside Russia).  

 

However, some critical questions need to be asked. The concept of hybrid war continues to 

enjoy widespread popularity in both scholarly and policy circles. It has, however, been met 

with criticism (see, for example, Kofman & Rojansky 2015). Renz (2016) argues that the 

concept of hybrid warfare has led to a skewed understanding of Russian military capabilities. 

It implies a coherence of effort and a level of strategic foresight that is unrealistic and risks 

making Russia and its leadership look stronger than it is. Interpreting almost every Russian 

action as part of coordinated ‘hybrid warfare’ attributes the Russian political leadership with 

an unrealistic degree of strategic competence (see also Fettweis 2015). Furthermore, the extent 

to which Western populations are exposed to Russian narratives, watch Russian media 

channels, or pay attention to Russian political statements is far from clear.  

 

There is an evolutionary logic in the tendency to overvalue both the hostility and the 

capabilities of a potential enemy. It has been shown that there is a general human tendency to 

process bad information more thoroughly than good information. Bad impressions and bad 

stereotypes are quicker to form and more resistant to disconfirmation than good ones 

(Baumeister et al. 2001). Misperception usually accompanies war (Jervis 1988). Political and 

military leaders can either overestimate or underestimate the other side's capabilities and 

hostility, but the former error seems more common than the latter.  

 

There are many statements made in the political debate about antagonistic forces’ intention and 

capacity. The field certainly needs more of a scientific approach and more empirical research. 

False understanding of the psychological mechanisms of persuasion may carry the risk of 

chosen countermeasures being ineffective and—in the worst case—counterproductive. Could 

it in the end be beneficial for Russia that people believe they have such an impressing strategic 

competence? Could Russia benefit from the widely-spread belief that their net trolls frighten 

people from expressing their views publicly? Could it be that the real effect of the counter 

measures to hybrid warfare is that people—in fact—amplify and echo the Kremlin narratives? 

These are questions that future research may need to address.  
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