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Abstract

In this thesis we review bilinear maps and their usage in modern cryptography, i.e. the theo-
retical framework of pairing-based cryptography including the underlying mathematical hardness
assumptions. The theory is based on algebraic structures, elliptic curves and divisor theory from
which explicit constructions of pairings can be defined. We take a closer look at the more com-
monly known Weil pairing as an example. We also elaborate on pairings in practice and give
numerical examples of how pairing-friendly curves are defined and how different type of crypto-
graphical schemes works.
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1 Introduction

Cryptography is a complex and broad area of research with a large intersection between mathematics
and computer science. Fundamentally, secure protocols are based on mathematical frameworks and
proved secure within different type of complexity theoretical security models. An emerging area
of such secure protocols is pairing-based cryptography; structurally defined over elliptic curves and
bilinear maps. These types of pairing constructions has led to many discoveries and research within
subfields of cryptography, e.g. identity based encryption, signature schemes and more [1, 2, 3, 4, 5, 6].
Moreover, pairing-based cryptography research gained even more attention due to the influential
paper by Boneh [1], from which many new schemes emerged. Now, elliptic curves has been used
in cryptography for decades, and is today widely deployed in many real-world applications. On
the other hand, pairing-based schemes which in a sense are extensions of traditional elliptic curve
cryptography, seems to grow more rapidly, although real-world applications are still quite sparse.
Indications of an increased popularity is due to the National Institute of Standards and Technology
(NIST), which is a non-regulatory agency of the United States Department of Commerce, partly
aiming for innovation, standardization and engineering. Even though it is US-based, many of the
agency’s security standardization initiatives are considered by industry globally, e.g. FIPS standards
for secure hash functions, digital signatures and block ciphers. Initiatives for future cryptographically
techniques are also in the making, e.g. post-quantum secure protocols and next generation hash
functions. Naturally, NIST then initiated a standardization initiative specifically for pairing-based
cryptography [7]. What is left to investigate further, is the actual usage and adoption in industry.

We will review the underlying mathematical framework for pairing-based cryptography, i.e. al-
gebraic geometry and subsets of abstract algebra and complexity theory. The basic building blocks
are presented, including up to explicit formulas of different types of pairings, e.g. the Weil and Tate
pairing. We also elaborate on the area of provable security where computational hardness assumptions
plays a significant role. The mathematical framework and the security model are then merged into
the field of pairing-based cryptography.

2 Preliminaries

Pairings are built on elliptic curve theory and selected areas within abstract algebra and algebraic
geometry; areas in number theory are also relevant. As we may suspect, the topic of pairing-based
cryptography is a complex composition of all these mathematical frameworks, including the perspective
of theoretical computer science and complexity theory. For the introductory theory presented in this
thesis we refer most of the proofs to a selected set of books and research papers [8, 9, 10, 11]. The
section on elliptic curves is expanded more in detail in later sections on pairings, thus only the
fundamental notion of curves and associated construction of groups is presented here.

2.1 Algebraic Structures

The notion of an algebraic structure is that of having a set G, for which a binary relation ⊕ is
associated, i.e. for two elements x, y ∈ G we have that x ⊕ y = z for some z ∈ G. Many different
algebraic structures are possible, and in this thesis we are primarily interested in groups and finite
fields.

Definition 2.1. A group is a set G with a binary relation ⊕ defined over G and satisfies following
axioms:

(a) x⊕ y ∈ G for all x, y ∈ G.

(b) (x⊕ y)⊕ z = x⊕ (y ⊕ z) for all x, y, z ∈ G.

(c) There is some e ∈ G such that e⊕ x = x⊕ e = x for all x ∈ G.

(d) There is some x−1 ∈ G such that x⊕ x−1 = x−1 ⊕ x = e for all x ∈ G
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For a finite group we say that #G is the order of G, i.e. the number of elements in the set.
Moreover, it is not necessarily true that x⊕ y = y ⊕ x within a group, but if that is the case we say
that the group is commutative, or an Abelian group. For a group with a standard addition as the
group operator, we call such group additive. Examples of standard addition is normal addition in the
set of integers Z, or vector addition in vector space Rn as componentwise addition. Similarily, we call
a group with multiplication as operator a multiplicative group.

Definition 2.2. An additive Abelian group G is called free if there exists a subset B ⊂ G such that
any element g ∈ G can be uniquely expressed as

g =
∑
b∈B

abb (1)

with ab ∈ Z and only finitely many ab are non-zero. If B is finite, we say that B is the basis of G
and G is finitely generated.

The additive group Z is a free Abelian group with basis B = {1}, since any element n ∈ Z can be
expressed as a summation of n ones.

For a group G with operator ⊕, we denote gn = g ⊕ g ⊕ ...⊕ g, i.e. applying the operator n times
on g. We note that g−n = (g−1)n since group elelements are invertible.

Definition 2.3. A group G is said to be cyclic if there exists an element g such that every element
of the group is a power of g. The element g is called the generator of G and we denote the group
generated by g as 〈g〉 = G.

A typical example of a cyclic Abelian group is the multiplicative group of integers modulo prime p,
i.e. Zp, where all elements are co-prime to p. For example we have Z5 = {1, 2, 3, 4}, where the group
is generated by 〈2〉 = Z5. Now, it turns out that such multiplicative group of prime order also fulfills
the requirements for another algebraic structure called field ; a structure important in cryptography.
We first introduce rings which and build the defintions up to

Definition 2.4. A set R is a ring if it is a group with two binary operations, + and × defined,
satisfying following properties:

(a) a+ b = b+ a for all a, b ∈ R.

(b) (a+ b) + c = a+ (b+ c) for all a, b, c ∈ R.

(c) There exists an element 0 ∈ R such that a+ 0 = a and 0 + a = a for all a ∈ R.

(d) For any a ∈ R, there exists an element −a such that a+ (−a) = 0 and −a+ a = 0.

(e) (a× b)× c = a× (b× c) for all a, b, c ∈ R.

(f) a× (b+ c) = a× b+ a× c, and (b+ c)× a = b× a+ c× a for all a, b, c ∈ R.

If a ring R is commutative for multiplication, i.e. a × b = b × a for all a, b ∈ R, we call it a
commutative ring. We note that + and × does not necessarily represent addition and multiplication
over integers, but for readability and the fact that standard arithmetic of integers in cryptography
is what we use, normal addition and multiplication symbols will be used throughout the rest of this
thesis.

Definition 2.5. A set F is a field if it is a commutative ring in which there exsist an element 1 ∈ F
and for each a ∈ F except 0, there is an element a−1 ∈ F, such that a× a−1 = a−1 × a = 1.

Theorem 2.6. If p is prime, then Zp is a field.

We refer to [8] for a simple, yet important proof of Theorem 2.6.
Another algebraic structure we mention for completeness is the polynomial ring, which is the set

of polynomials with coefficients from some ring R.
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Definition 2.7. Let R be a ring. We call the set

R[x] = {a0 + a1x+ a2x
2 + ...+ anx

n : n ≥ 0 and ai ∈ R} (2)

a polynomial ring over R. We say that if n 6= 0 then the degree of a(x) ∈ R[x] is deg(a(x)) = n.

Consider a polynomial ring over a field, i.e. F[x]. We need to establish the notion of division
within in this structure.

Theorem 2.8. Let F be a field and let a(x) and b(x) be polynomials in F[x] with b(x) 6= 0. Then it
is possible to write a(x) = b(x)k(x) + r(x) where r = 0 or deg(r(x)) < deg(b(x)).

A straightforward proof is found in [8], and we note that divisibility is the central idea here.
Let K be a subset of some finite field F, then we say that K ⊆ F is a subfield of F if K is closed

under same operations as F and is itself a finite field.

Definition 2.9. Let K ⊆ F be a subfield, then we say that F is an extension field of K, and we denote
F/K as the field extension of F over K.

A typical example is the field extension of the complex numbers over the real numbers, i.e. C/R.
Another important example, relevant for this thesis, is field extensions Fpα/Fp where p is prime and
α ∈ N.

Definition 2.10. Let Fpα be a finite field, then we call the set of points

µm = {x ∈ Fpα : xm = 1} (3)

the multiplicative group of mth roots of unity in Fpα .

We note that µm is actually a cyclic group; we omit the proof here since it is easily found in any
standard textbook in algebra.

Definition 2.11. Let F be a field. We say that F is algebraically closed if it contains the roots to
every non-constant polynomial f(x) in the ring F[x] of polynomials with coefficients in F.

Definition 2.12. We say that the algebraic closure of a field F, denoted F̄, is the smallest algebraically
closed field containing F as a subfield.

Definition 2.13. A homomorphism φ : A → B is a map between two algebraic structures, i.e. sets
A and B both with operator ⊕, such that

φ(x⊕ y) = φ(x)⊕ φ(y) (4)

for all x, y ∈ A.

Definition 2.14. A homomorphism φ : A→ B is called an endomorphism if A = B.

Important for later sections is the notion of group isomorphism. This is fundamentally a bijective
homomorphism φ which maps between two different groups and preserves the underlying structure.

Definition 2.15. Let G1 and G2 be two groups with group operators + and × respectively. Then we
say that there is a group isomorphism φ : G1 → G2 if φ is bijective and preserve operations as

φ(x1 + x2) = φ(x1)× φ(x2) (5)

for all elements x1, x2 ∈ G1. We denote φ as G1
∼= G2 and say that the groups are isomorphic.

One way to look at isomorphisms is that if G1
∼= G2 then these groups are basically the same

abstract group. For example, any cyclic group G is isomorphic to some Zn with addition as group
operator.
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2.2 Elliptic Curves

Elliptic curve theory is based on algebraic geometry. It has also some importantance in number
theory, e.g. Wiles’s proof of Fermat’s Last Theorem included elliptic curves [12]. In the realm of
cryptography, elliptic curves were initially used for improving integer factorization procedures [13].
Inspired by that work, Koblitz [14] and Miller [15] independently discovered how to utilize the group
of points over elliptic curves, to instantiate the Discrete Logarithm Problem (DLP). Together with
integer factorization, DLP is one of the more widely spread security assumptions used in cryptography
(we define this formally in Sec. 2.4.1). The novelty in these discoveries was that in the elliptic curve
setting, with carefully chosen curve parameters, it was possible to achieve the same security as for
DLP in the multiplicative group setting but with significantly smaller elliptic curve groups [16]. Even
to this day, no sub-exponential algorithm has been discovered for solving the elliptic curve DLP.

2.2.1 Elliptic Curves as Groups

Despite the name, elliptic curves are not really ellipses, but instead the set of solutions to an equation
of typically Weierstrass type (other types are also possible). Some curves may resemble elliptic-like
shapes, but also a natural way to construct a finite group over the set of points of the curve, with
point addition as group law. Some additional properties are needed before we can fully construct such
elliptic curve groups.

Definition 2.16. An elliptic curve E(F) over the field F
⋃
{O} is the set of solutions to a Weierstrass

equation
E : Y 2 = X3 + aX + b (6)

with a point at infinity O, and the constants a, b must satisfy

∆E : 4a3 + 27b2 6= 0 (7)

The reason for requiring the discriminant ∆E to be non-zero is to avoid having singularities on
the curve, thus make the group operation of point addition not defined. We will also elaborate more
on the point O, but first a brief overview of the construction needed for the point addition law defined
over E. Let P = (xP , yP ) and Q = (xQ, yQ) be two points on E. From P to Q we can draw a line
L and will eventually intersect E at a third point R′ = (xR′ , yR′), otherwise it will point vertically at
infinity (i.e. the point O). In any case, the gradient of L is λ =

yQ−yP
xQ−xP , thus the equation becomes:

Y = λX − λxP + yP (8)

We recall that the equation of the line between two points in the plane is given by the point-slope
formula Y − y1 = λ(X − x1) with λ = y2−y1

x2−x1
. Next, to compute the point R′ we substitute Eq. 8 into

Eq. 6 and solve it for X and Y (this works efficiently even though Eq. 6 is cubic, since we already
have two roots xP and xQ), which is the coordinate (xR′ , yR′). Finally, we reflect R′ over the x-axis,
into R, i.e. R = (xR′ ,−yR′). This completes the description of how addition of two different points
on E is performed, thus from group law addition of P + Q, the resulting group element is R. For
point doubling, i.e. P +P , a similar procedure is used: compute the line L and the intersecting point
R′ which is reflected over the x-axis. In this case we need the tangent line to P since P = Q, thus by
implicit differentiation of Eq. 6:

2Y
dY

dX
= 3X2 + a (9)

and insert coordinates of P into Eq. 9, we get the slope λ and proceed as before.

Example 2.17. Let E : Y 2 = X3− 15X + 18 and P = (7, 16) and Q = (1, 2) be two points on E. To
compute P +Q we need the slope λ = 2−16

1−7 = 7
3 and get

Y =
7

3
X − 1

3
(10)
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Figure 1: Point addition of two distinct
points P and Q.

Figure 2: Point addition of 2Q, i.e. with
tangent line at Q.

Now substituting our equation into E we get

(
7

3
X − 1

3
)2 = X3 − 15X + 18 (11)

X3 − 49

9
X2 − 121

9
X +

161

9
= 0 (12)

in which we substitute X = 7 and X = 1 respectively, thus we get a third factor (X+ 23
9 ) which means

R′ = (− 23
9 , yR′). From this we simply substitute X = − 23

9 into Eq. 10 which yields R′ = (− 23
9 ,−

170
27 ),

thus R = (− 23
9 ,

170
27 ).

Now, back to the point O. It can happen that the line L will not intersect E when adding two
points, e.g. if the points are each other’s vertical reflection. The solution is to define O as a point
which does not exist in the XY -plane, but we pretend it lies on every vertical line. A consequence
is that for two points P = (x, y) and P ′ = (x,−y) we get that P + P ′ = O. Moreover, we also have
P + O = P , thus O acts as the zero element in the elliptic curve group. Finally, we note that if
P = (x, y) then −P = (x,−y) and nP = P +P + ...+P n times. We state a theorem for the addition
law described earlier, which makes the set of points of E an Abelian group:

Theorem 2.18. Let E be an elliptic curve. The addition law + on E has following properties:

(a) P +O = O + P = P , for all P ∈ E.

(b) P + (−P ) = O, for all P ∈ E.

(c) (P +Q) +R = P + (Q+R), for all P,Q,R ∈ E.

(d) P +Q = Q+ P , for all P,Q ∈ E.

therefore, E constitutes an Abelian group.

Parts of the proof involves rather tedious calculations so we refer to [17] for a complete walk-
through. For completeness we also state an explicit construction of elliptic curve addition, which
gives us an algorithmic way to compute point addition previously described:

Theorem 2.19. Let E be a curve as defined in Def. 2.16 and P,Q be two points on that curve. Let
P = (xP , yP ) and Q = (xQ, yQ) such that P +Q 6= O, then we define λ as

λ =


yQ − yP
xQ − xP

, if P 6= Q

3x2P +A

2yP
, if P = Q

(13)
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and let xR = λ2 − xP − xQ and yR = λ(xP −XR)− yP , then P +Q = R = (xR, yR).

We refer to [11] for a proof.
In Def. 2.16 we say that the point values are elements of some field F. For cryptography we

actually require a finite field Fq for some q = pα with p prime and α ∈ N. This means that the curve
has characteristic p with q elements and we call it an elliptic curve over Fq, denoted E(Fq):

Definition 2.20. For an elliptic curve E : Y 2 = X3 + aX + b with a, b ∈ Fq and 4a3 + 27b2 6= 0, we
say that we have an elliptic curve group over Fq, with elements E(Fq) = {(x, y) : x, y ∈ Fq} ∪ {O}.

Another important property to consider is the cardinality of the elliptic curve group, namely the
number of elements in the group. In his 1936 paper [18], Hasse proved tight bounds for the number
of elements of group E(Fq):

(
√
q − 1)2 ≤ #E(Fq) ≤ (

√
q + 1)2 (14)

and we can state that as:

Theorem 2.21. (Hasse’s theorem) Let E be an elliptic curve over Fq then

#E(Fq) = q + 1− t (15)

where |t| ≤ 2
√
q

We refer to Hasse’s original paper [18] for a proof. We also note that Hasse’s theorem gives an
upper bound for the number of elements, but no explicit formula for calculating the exact number.
A naive computation would yield O(q) calculation since it would be possible to construct and cross-
check a table with X3 + aX + b, substituting for each X, with all values of Y 2 modulo q. However,
improvements in computing the number of elements has been found, notably the modified Schoof-
Elkies-Atkin’s algorithm [8] which is probabilistic, hence gives an heuristic worst-case time complexity
with expected running time in Õ(log4q).

Definition 2.22. Let P ∈ E(Fq) be a point of prime order m. Suppose gcd(m, q) = 1, then the
embedding degree of 〈P 〉 is the smallest positive integer α such that m|(qα − 1).

As we will see later in this thesis, the α-value has a significant role when choosing suitable curves
for cryptography purposes.

2.3 Additional Operations for Elliptic Curve Groups

2.3.1 Point Multiplication

Consider the operation of point addition described earlier, computing two points P +Q. Recall that
nP is the repeated addition of P , n times, and refer to nP as the point multiplication of P . Now,
the naive way to compute nP will thus require n − 1 point additions, but improvements in how
to perform point multiplication exists. On the other hand, principal factors when computing point
multiplication relies on the chosen curve and algorithm [19]. Notably is that the cost of point doubling,
i.e. 2P is roughly of same complexity as addition P + P . Therefore it is possible to utilize this in an
algorithmic optimization for point multiplication [8]. To illustrate this, considering the multipliction
of 10P where we can compute 2(2(2P ) + P ) which requires 4 operations instead of 9 consecutive
additions. We describe the double-and-add algorithm for elliptic curve point multiplication:

Definition 2.23. The double-and-add algorithm for point multiplication of elliptic curve group ele-
ments is computed as follows: let d ∈ Z be an integer and P ∈ E(Fq) a point. To compute dP first
set the binary representation of d : d0 + 2d1 + 22d2 + ... + 2ndn where di ∈ {0, 1} and n = blog2dc.
Next, iterate over d for each bit di and perform addition if di = 1, doubling otherwise.

A quick complexity analysis conclude that the worst case computation becomes O(log n) addition
and double operations. Note that the double-and-add algorithm is a basic optimization; additional
improvements on the algorithm including other type of algorithmic and hardware specific modifications
have been proposed and analyzed. For a comprehensive survey we refer the reader to [20].
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2.3.2 Hash-to-point Computations

Another important operation to consider is the hash-to-point procedure, which is essential in cryptog-
raphy. It is not a standard group operation, but rather a necessary operation applied on the curve.
The goal is to transform an arbitrary bit string m via a hash function H : {0, 1}∗ → G, thus mapping
m to some element g ∈ G. The reason is that we need a way to handle arbitrary data as group ele-
ments, as required in group E(Fq). In practice, this means tranforming the data we want to encrypt
into the same structure as the elliptic curve group elements, i.e. points on the curve E.

Definition 2.24. A function f : {0, 1}∗ → {0, 1}∗, is a one-way function if it can be computed in
polynomial time (i.e. efficiently) but is hard to invert.

Defintion 2.24 is only defined informally since we have not defined exactly what it means to be
”efficiently computed” and ”hard” to invert. The formal definition and further analysis of this type
of function can be read in [8]. The invertibility of f should be infeasible in practice, meaning that
given the output f(x) for some input x, it will be hard for any attacker to compute x from f(x). We
note the similiarity with standard encryption (using the one-wayness property) where it should be
infeasible to compute message m from ciphertext c = Enc(m) using some encryption scheme Enc.

Definition 2.25. A function H : {0, 1}∗ → {0, 1}n, for a fixed integer n, is a cryptographic hash
function if it is a one-way function and fulfills the following properties:

(a) Pre-image resistance: given a hash value h it is difficult to find a corresponding m such that
h = H(m).

(b) Second pre-image resistance: given an input m, it should be difficult to find a different input
m′ such that H(m) = H(m′).

(c) Collision resistance: it should be difficult to find two different input values m and m′ such that
H(m) = H(m′).

We call the output H(m) the message digest.

A secure hash function can be modelled as behaving like a random oracle OH, outputting hash
digests indistinguishable from random samples in a uniform distribution. Since digests are of fixed
size, in practice it is impossible to achieve pre-image and collision resistance as required. On the other
hand, often in provable security we model H as such ideal secure one-way function, formalized as the
oracle OH.

A standard methodology for solving the issue of hashing to a point is to have a function which
randomly picks a point on the chosen curve. Current techniques for hashing into curve points are
based on modifications of Tonelli-Shanks algorithm for computing square roots, but also improvements
using cubic root computations has been proposed [21].

2.4 Hardness Assumptions and Provable Security

2.4.1 Computational Hardness Assumptions

Much of modern cryptography relies on the assumption of mathematical hard problems, i.e. a com-
putational hardness assumption that a certain problem P is hard to efficiently (in polynomial time)
solve, but easy to verify, given a precomputed solution. Given the hypothesis that P is hard so solve,
a cryptographic scheme can be proven secure by a proof of reduction, which shows that if it is pos-
sible to break the scheme, that would reduce into solving P efficiently. The Diffie-Hellman Problem
and the DLP are two commonly used hardness assumptions in cryptography. We will define these
in more detail since they are strongly connected to pairing-based provable secure schemes. We state
three fundamental problems under the hardness assumption; for all problems we let let Z∗q be the
multiplicative group of integers modulo q:

Definition 2.26. Let k ∈ N be a security parameter and G be a cyclic group of order q > 2k. Let
g be a generator of G. The Computational Diffie-Hellman Problem (CDHP) is, given g, ga, gb with
a, b ∈ Z∗q , to compute gab.
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The CDHP is also referred to as simply the DHP. An even stronger assumption is the hardness
of deciding if a given element in G is computationally distinguishable from another randomly chosen
element:

Definition 2.27. Let k ∈ N be a security parameter and G be a cyclic group of order q > 2k. Let
g be a generator of G. The Decisional Diffie-Hellman Problem (DDHP) is, given g, ga, gb, gc with
a, b, c ∈ Z∗q , to decide if c = ab (mod q), i.e. if gab = gc.

Definition 2.28. Let k ∈ N be a security parameter and G a cyclic group of order q > 2k. Let g be
a generator of G. The Discrete Logarithm Problem (DLP) is, given a randomly chosen y, g ∈ G, to
find the unique x ∈ Z∗q such that y = gx.

By far, the most important of these hard problems is the DLP, since it can be used to solve the
DHP. Given an efficient algorithm solving an instance of the DLP, it can be used for breaking the
DHP as follows: let ODLP be a DLP oracle, i.e. given gx as input, it will efficiently output x. Now,
for an instance of the DHP we have g, ga, gb and seek gab. Clearly we can use ODLP to efficiently
compute b, hence it is simple to then compute (ga)b = gab. Interestingly it is not completely known
if the other way round is possible in the general case, namely given a DHP oracle ODHP that can
be used in solving the DLP. If so, the DLP and the DHP are said to be equivalent. However, it has
been proven that for every group G with prime order p, the equivalence holds if we are able to find
an elliptic curve over Fp with smooth order [22].

Now, in the elliptic curve setting we have the corresponding Elliptic Curve Discrete Logarithm
Problem (ECDLP) which so far seems to have no known sub-exponential algorithmic solution for the
general case; with curve parameters not suitable for cryptography it is possible to find curves where
the ECDLP is easy to break, e.g. where #E(Fq) = q + 1 and q = pα and α is not too large.

Definition 2.29. Let E be an elliptic curve over the finite field Fq and let P,Q be points in E(Fq).
The Elliptic Curve Discrete Logarithm Problem (ECDLP) is the problem of finding an integer n such
that Q = nP . Moreover, we call n the elliptic discrete logarithm of Q with respect to P .

2.4.2 Short Introduction to Provable Security

Provable security is a field within cryptography where schemes are proven secure using a complexity
theoretical approach. Different hardness assumptions and security models are used for proving certain
security properties. The common approach is to prove that if a probabilistic polynomial-time (PPT)
algorithm exists, such that an adversary A can utilize it to break the given cryptographical scheme, it
would then reduce into also breaking some underlying hard problem as well, e.g. the DLP or integer
factorization. The style of proving is to use a game-like approach and show that the advantage of an
adversary A is negligible. This means that running the game, A has no better probability than 1

2 .
More formally, the advantage can be denoted as

Adv[Pr(A(Of ) = 1)− Pr(A(Of ′) = 1)] (16)

where Of is an oracle that models the scheme or primitive f to be proven secure, and Of ′ an oracle of
an ideal version of f . Both oracles output 1 if the given function it models is successful, 0 otherwise.
If the adversary, given access to these oracles can distinguish between them, with a non-negligible
factor ε > 1

2 , the scheme is unsecure. A common security model to use is the Random Oracle Model
(ROM) which is precisely the oracle modelling of an ideal primitive. As discussed in section 2.3.2,
often the modelling is the ideal secure hash function OH. In practice such a hash function may not
exist, and there is some controversy about the practical value of providing security proofs for these
type of models [23].
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3 Pairings

We begin by defining what it means for a map to be bilinear:

Definition 3.1. A function ê : X × Y → Z on sets X,Y, Z is a bilinear map if ê is linear in each
argument, i.e.

ê(x+ x′, y) = ê(x, y)ê(x′, y) (17)

ê(x, y + y′) = ê(x, y)ê(x, y′) (18)

for elements x, x′ ∈ X and y, y′ ∈ Y .

An example of a bilinear map is the determinant map δ on R2, namely if v = (v1, v2) and w =
(w1, w2) then

δ(v,w) = det

[
v1 v2
w1 w2

]
= v1w2 − v2w1 (19)

Definition 3.2. Version 1: Let G1 = 〈P 〉,G2 = 〈Q〉 be additive cyclic groups, and GT a multi-
plicative cyclic group, all of prime order q. Then (G1,G2,GT ) are asymmetric bilinear map groups if
there exists a bilinear map:

ê : G1 ×G2 → GT
such that the following conditions hold:

(a) (bilinearity) ê(aP, bQ) = ê(P,Q)ab for all (P,Q) ∈ G1 ×G2 and all ∀a, b ∈ Z.

(b) (non-degeneracy) For all P ∈ G1, P 6= 0 there is an element Q ∈ G2 such that ê(P,Q) 6= 1.
Similarly, for all Q′ ∈ G2, Q

′ 6= 0 there exists some P ′ ∈ G1 such that ê(P ′, Q′) 6= 1.

(c) (computability) ê can be efficiently computed.

(d) (isomorphism) There exist an efficient computable isomorphism φ : G2 → G1 such that φ(Q) = P
for P ∈ G1 and Q ∈ G2.

Typically for a pairing in cryptography, the bilinear map is defined over elliptic curve subgroups,
i.e. over some elliptic curve group E(Fp) with a target group over a finite field Fpα , for some prime p
and α ∈ N. If we set G1 = G2 and φ to be the identity mapping, we call the tuple (G1,GT ) symmetric
bilinear map groups. We will elaborate more on the differences and implications of these two types
of pairing groups in later sections. It is also worth mentioning that for cryptographical purposes we
need the hardness of invertability, i.e. a function easy to compute but hard to invert.

Another definition of the bilinearity of a pairing, commonly found in the literature, is as follows:

Definition 3.3. Version 2: Let groups (G1,G2,GT ) be the same as in Def. 3.2. If there exists a
bilinear map

ê : G1 ×G2 → GT
such that all properties in Def. 3.2 holds, but the bilinearity property is stated as follows: for all
P1, P2 ∈ G1 and Q1, Q2 ∈ G2 then

ê(P1 + P2, Q1) = ê(P1, Q1)ê(P2, Q1) (20)

ê(P1, Q1 +Q2) = ê(P1, Q1)ê(P1, Q2) (21)

Actually, in many papers the isomorphism property is not mentioned, and as elaborated in [24],
one reason could be that researchers constructing pairing-based schemes are not always aware of the
inherent properties and implications of the underlying mathematical framework of pairings. If there
would be an efficiently computable isomorphism G1

∼= G2
∼= GT for example, then it could have

disastrous implications. If the DLP is easy to solve in one of the groups, it would also be easy in any
other group due to the isomorphism relation. In any case, Def. 3.2 is referred to as the multiplicative
definition, and the latter as the additive definition.

From either defintion, a set of useful properties follows for a pairing in general:
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Proposition 3.4. Let {ê,G1,G2,GT } be a pairing and P ∈ G1 and Q ∈ G2, then

(a) ê(P, 0) = ê(0, Q) = 1

(b) ê(−P,Q) = ê(P,Q)−1 = ê(P,−Q)

(c) ê(aP,Q) = ê(P,Q)a = ê(P, aQ) for all a ∈ Z

Proof. For (a) we have that ê(P,Q) = ê(P + 0, Q) = ê(P,Q)ê(0, Q), and by dividing with ê(P,Q) on
both sides we get 1 = ê(0, Q). Same formulae works for Q.
For (b) we consider 1 = ê(0, Q) = ê(P + (−P ), Q) = ê(P,Q)ê(−P,Q), therefore ê(−P,Q) = 1

ê(P,Q) =

ê(P,Q)−1. For (c) it is then immediate.

In particular, groups G1 and G2 can be additive subgroups of the rational points in E(Fq) where Fq
is actually the extension field Fpα/Fp. The group GT may be the multiplicative group of mth roots of
unity of Fq, namely GT = µm ⊂ Fq. As we will see in the description of certain pairing constructions,
the bilinear groups G1,G2,GT differs, e.g. the Weil and Tate pairings have slightly different group
settings.

Example 3.5. Let G1 = G2 = Z/5 and GT a subgroup 〈5〉 ⊂ Z∗/11, i.e. integers modulo 5 and 11.
Moreover, define ê(x, y) = 3xy. Let us verify that this map fulfills a pairing according to Def. 3.2. We
note that Z/5 = {0, 1, 2, 3, 4} and Z∗/11 = {1, 2, 3, 4, 5, 6, 7, 8, 9, 10} with subgroup 〈5〉 = {1, 3, 4, 5, 9}
and since these groups are small we can explicitly check:

ê(0, k) = 30·k = 1 ê(3, 1) = 33 = 5

ê(1, 1) = 31 = 3 ê(3, 2) = 36 = 3

ê(1, 2) = 32 = 9 ê(3, 3) = 39 = 4

ê(1, 3) = 33 = 5 ê(3, 4) = 312 = 9

ê(1, 4) = 34 = 4 ê(4, 1) = 34 = 4

ê(2, 1) = 32 = 9 ê(4, 2) = 38 = 5

ê(2, 2) = 34 = 4 ê(4, 3) = 312 = 9

ê(2, 3) = 36 = 3 ê(4, 4) = 316 = 3

ê(3, 4) = 312 = 9

Since exponentiation is commutative we note that ê(x, y) = ê(y, x). The range of ê is 〈5〉 = {1, 3, 4, 5, 9}
as desired. Now, 〈1〉 = Z/5 and ê(a · 1, b · 1) = 3ab = ê(1, 1)ab which holds as shown above for all a, b.
Trivially there is an isomorphism φ which maps G1 to itself since we have a symmetric pairing, e.g.
φ(a) = a. The fact that ê is efficiently computed follows from that exponentiation is computed with
logarithmic time complexity.

Next, let us verify the bilinearity as defined in Def 3.3. We use same groups and note that ê(P1 +
P2, Q) = 3(P1+P2)Q = 3P1Q+P2Q = 3P1Q3P2Q = ê(P1, Q)ê(P2, Q) as desired. Since addition is modulo
5 within G1 we will always end up with a sum in the given group for any P1, P2 ∈ G1, hence same
computations as shown above will occur.

3.1 Divisor Theory

In order to properly define a pairing, we need more than the theory of elliptic curves we presented so
far. From here on, E is a curve as defined in Def. 2.16. Now, the concept of divisors is essential since
the core construction of pairings is based on divisor theory.

For a curve E we define a divisor as follows:

Definition 3.6. A divisor on E is any formal finite sum

D =
∑
P∈E

nP [P ] (22)

where nP ∈ Z and nP = 0 for all but finitely many P .
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The notion [P ] is to state which projective point the coefficient belongs to.

Definition 3.7. The degree of a divisor D of E, is defined by

deg D =
∑
P∈E

nP (23)

If we collect the set of divisors we get a group of divisors:

Definition 3.8. The group of divisors of E is the set of divisors:

Div(E) = {D : D is a divisor on E} (24)

The corresponding group operation for Div(E) is addition defined as∑
P∈E

nP [P ] +
∑
P∈E

mP [P ] =
∑
P∈E

(nP +mP )[P ] (25)

Divisors on E forms the group quite naturally, and Div(E) is actually the free Abelian group
generated by E. Furthermore, the set of all divisors of degree 0 forms a subgroup Div0(E) of Div(E):

Div0(E) = {D ∈ Div(E) : deg D = 0} (26)

A rational function f(X) for one variabel, with coefficients in a field F, is a ratio of two polynomials,
i.e.

f(X) =
a0 + a1X + a2X

2 + ...+ anX
n

b0 + b1X + b2X2 + ...+ bmXm
(27)

and when factorizing the numerator and denominator we can write f as:

f(X) =
(X − α1)e1(X − α2)e2 ...(X − αr)er
(X − β1)d1(X − β2)d2 ...(X − βs)ds

(28)

We call αi the zeros of f(X), βj the poles of f(X) and all ei, dj the multiplicities. Note that the
zeroes and poles are the points in which the function vanishes in the numerator and denominator, i.e.
where f(P ) = 0 or f(P ) = ∞ respectively, when evaluating some P in f . A way to keep track of
zeros and poles of a function, is the divisor tool. For a rational function f the divisor is written as:

div(f) = e1[α1] + e2[α2] + ...+ er[αr]− d1[β1]− d2[β2]− ...− ds[βs] (29)

where ei[αi] is shorthand for stating that αi has multiplicity e1. Note that each function f is an
element in the function field F(E), i.e. the set of rational functions modulo curve E.

Example 3.9. Let function g have a zero at point P of order 3, and a pole at another point Q of
order 2 and also a pole at O of order 1. Then div(g) = 3[P ]− 2[Q]− [O].

Such divisors of rational functions are called principal :

Definition 3.10. Let f be a rational function of a curve E, then a principal divisor of f is:

div(f) =
∑
P∈E

nP [P ] (30)

where nP ∈ Z and nP = 0 for all but finitely many P .

Sometimes the value nP is denoted ordP (f) which is positive if the evaluation of P over f is a
zero (i.e. the ei’s in Eq. 29), negative (i.e. the di’s in Eq. 29) if it evaluates as a pole and 0 otherwise.
Also, for a function f over E, it geometrically means that f intersects E and thus have a root on the
curve. If f is tangent to E at some point P , that point is a double root. In other words, the divisor
of a rational function f on E, is used for denoting the intersection points and their multiplicities of f
and E.
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Definition 3.11. We denote two divisors D1, D2 that are linearly equivalent as D1 ∼ D2, meaning
there exists some function f such that D1 = D2 +Div(f).

Proposition 3.12. Let E be a curve, then for every 0-degree divisior D ∈ Div0(E) there exists a
unique point P ∈ E satisfying D ∼ [P ]− [O]. We define the map σ : Div0(E)→ E which sends D to
its associated P .

A complete proof is given in [11].

Theorem 3.13. A divisor D =
∑
P∈E

[Pi] is a divisor of a function f if and only if
∑
ni = 0 and∑

[ni]Pi = O.

Proof. Every principal divisor has degree 0 [11]. Next, let D ∈ Div0(E). Using proposition 3.4 in [11]
we deduce that

D ∼ 0 ⇐⇒ σ(D) = O ⇐⇒
∑
P∈E

[nP ]σ([P ]− [O]) = O

and that is the desired result since σ([P ]− [O]) = P .

We denote the set of principal divisors over E(Fq) as Prin(E). This set forms a proper subgroup of
Div(E) and we have the set relation Prin(E) ⊂ Div0(E) ⊂ Div(E). For later pairing constructions,
we need a way to evaluate a function f at a divisor D, which more precisely is:

f(D) =
∑

P∈E(Fq)

f(P )nP (31)

such that supp(D)∩supp(div(f)) = ∅. We denote the support of a divisor as supp(D) = {P : nP 6= 0},
i.e. all points with non-zero multiplicity nP .

Definition 3.14. A function fm,P over a curve E is called a Miller function if there is some point
P ∈ E(F) and m ∈ Z, and the divisor of fm,P satisfies:

div(fm,P ) = m[P ]− [mP ]− (m− 1)O (32)

Note that a Miller function has the property that there exists such a function for all P ∈ E(F) since
the divisor div(fm,P ) = m[P ]−[mP ]−(m−1)O = mP−mP−(m−1)O = O and deg (div(fm,P )) = 0,
hence the divisor is principal according to Thm. 3.13. Also, for P ∈ E[m] above divisor simplifies to
div(fm,P ) = m[P ]−mO.

Theorem 3.15. Weil Reciprocity: For any two functions f, g mapping to a curve E it holds that
f(div(g)) = g(div(f)).

The proof is based on more extensive mathematical frameworks than what is in scope for this
thesis; we refer to [11] for more details.

Example 3.16. To illustrate the Weil reciprocity, consider single variable functions f(x) = (x−1)3(x−3)2
(x−4)2(x+2)2

and g(x) = (x−2)3(x+3)4

x2(x+1) , where x ∈ R. Clearly div(f) = 3[1] + 2[3]− 2[4]− 2[−2] and div(g) = 3[2] +

4[−3]− 2[0]− [−1] and from Eq. 31 we have that f(div(g)) = f(2)3f(−3)4
f(0)2f(−1) = g(1)3g(3)2

g(4)2g(−2)2 = g(div(f)).

3.2 The Weil Pairing

In this section we describe the well-studied Weil pairing. From a cryptographical perspective it is
important to have an efficiently computable pairing construction since performance is key in many
crypto systems. The Weil pairing construction is defined differently in various articles, and luckily it
has been proved that all variants are equivalent [25].

Definition 3.17. Let m ≥ 1 be an integer. Any point P ∈ E for which mP = O holds, is called a
point of order m. The set of points with order m is denoted E[m] = {P ∈ E : [m]P = O}.
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Now, let m be relative prime to q = pα for some prime p. Moreover, consider a bilinear map

em : E[m]× E[m]→ F̄q (33)

where E[m] the set of m-torsion points and F̄q the algebraic closure of Fq. Consider a point P ∈ E[m]
and a point X ∈ E(Fq) such that [n]X = P . Then the functions f, g ∈ Fq(E) exists [11] such that

g(X + P )m = f([m]X + [m]P ) = f([m]X) = g(X)m. (34)

We conclude that for any X and P , the function g(X+P )
g(X) has an mth root of unity. We are now ready

to define the Weil pairing construction in terms of function g:

Definition 3.18 (Weil construction). Version 1: Let P ∈ E[m] be a torsion-point where we allow
P = Q. For any point X ∈ E

em(P,Q) =
g(X + P )

g(X)
(35)

such that g(X + P ) and g(X) are defined and non-zero.

Definition 3.19 (Weil construction). Version 2: Let P,Q ∈ E[m] be points of order m in E. Let
fm,P and fm,Q be rational functions on E satisfying div(fm,P ) = m[P ] − m[O] and div(fm,Q) =
m[Q]−m[O], i.e. Miller functions. The Weil paring of P and Q is the quantity

em(P,Q) =

fm,P (Q+S)
fm,P (S)

fm,Q(P−S)
fm,Q(−S)

(36)

where S ∈ E is any point satisfying S 6∈ {O, P,−Q,P −Q}.

Definition 3.20 (Weil construction). Version 3: Let P,Q ∈ E[m] be points of order m in E. Then
the Weil paring of P and Q is the quantity

em(P,Q) = (−1)m
fm,P (Q)

fm,Q(P )
(37)

where P 6= Q and fm,P , fm,Q are Miller functions.

We observe that the main difference lies in how the rational functions are defined and setup,
depending on definition. What inherently unifies these definitions is the underlying framework of
divisors, hence the central building block. As we will see in the next section, Miller’s algorithm is
crucial in computing these rational functions.

It is now time to conclude that the Weil pairing is indeed a bilinear map over elliptic curve groups,
using the following theorem [11]:

Theorem 3.21. The Weil pairing em satisfies following properties

(a) em(P,Q)m = 1 for all P,Q ∈ E[m].

(b) em is bilinear.

(c) em is alternating, i.e. em(P, P ) = 1 for all P ∈ E[m].

(d) em is non-degenerate, if em(P,Q) = 1 for all Q ∈ E[m], then P = O.

We give our proofs for the construction given in Def. 3.18 using the notion of bilinearity from Def.
3.3. Let S, S1, S2, T, T1, T2 be m-torsion points and X,Y ∈ E.

Proof. (a): If we raise the enumerator in Def. 3.18 to the power of m, thus getting

fP (Q+ S)m

fP (S)m
= fP (Q+ S)mfP (S)−m (38)
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and the right-hand side is on the form of fP evaluated at a divisor, therefore fP (Q+ S)mfP (S)−m =
fP (m[Q+ S]−m[S]). We also note that m[Q+ S]−m[S] is the divisor of fQ(X − S) where we set
Q+ S = X. Thus, using Weil reciprocity

fP (div(fQ(X − S)) = fQ(div(fP )) (39)

Since div(fP ) = m[P ]−m[O], we have that Eq. 38 has equality

fP (Q+ S)m

fP (S)m
= fQ(m[P − S]−m[−S]) (40)

=
fQ(P − S)m

fQ(−S)m
(41)

hence, when both numerator and denominator are raised to m we get equality of both, simplifying to
1, thus ê(P,Q)m = 1.

Proof. (b): We show linearity in the first factor, namely

em(S1 + S2, T ) =
g(X + S1 + S2)

g(X)
=
g(X + S1 + S2)

g(X + S1)

g(X + S1)

g(X)
(42)

= em(S2, T )em(S1, T ) (43)

To show linearity for the second factor, i.e. em(S, T1 + T2) = em(S, T1)em(S, T2) a different approach
is needed, and we refer to [11] for a complete proof.

Proof. (c): We note that from (b) we have that

em(S + T, S + T ) = em(S, S)em(S, T )em(T, S)em(T, T ) (44)

and it suffices to show that em(T, T ) = 1 for any T ∈ E[m]. For any P ∈ E there is an translation-to-P
map, denoted τP : E → E according to Sec. III.4.7 in [11]. We compute

div

(
m−1∏
i=0

f ◦ τ[i]T

)
= m

m−1∑
i=0

([1− i]T )− ([−i]T ) = 0. (45)

Note that f ◦ τ[i]T is the usual composition of functions, i.e. τ[i]T (f) where f is a Miller function. It

now follows that
∏m−1
i=0 f ◦τ[i]T is constant [11]. If we choose another T ′ ∈ E which satisfies [m]T ′ = T

then
m−1∏
i=0

g ◦ τ[i]T ′ (46)

is also constant since it is the mth power equal to the product in Eq. 45. It now follows that for g
functions

m−1∏
i=0

g(X + [i]T ′) =

m−1∏
i=0

g(X + [i+ 1]T ′) (47)

since the g’s takes on same value at X and X + T ′, and cancelling equal terms on each side gives

g(X) = g(X + [m]T ′) = g(X + T ) (48)

therefore

em(T, T ) =
g(X + T )

g(X)
= 1 (49)

Proof. (d): If em(S, T ) = 1 for any S ∈ E[m],then we have that g(X + S) = g(X) for all S ∈ E[m].
Now, due to (III.4.10b) in [11] we have that g = h ◦ [m] for some function h ∈ F(E). But then

(h ◦ [m])
m

= gm = f ◦ [m] (50)

which implies f = hm. Therefore m · div(h) = div(f) = m[T ]−m[O] so div(h) = [T ]− [O]. Then it
follows from (III.3.3) in [11] that T = O.
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For a point P ∈ E[m] we have em(P, P ) = 1, and for two points P,Q which are linearly dependent
we still get em(P,Q) = 1 due to the bilinearity of the Weil pairing: let Q = aP for some Q then
em(P, aP ) = em(P, P )a = 1a. If this property is not desired a distortion map φ can be used. Such
distortion map with respect to P ∈ E(Fp) is an endomorphism that maps P to φ(P ) ∈ E(Fpα). The
exponent α must be linearily independent from P . As a consequence it is now possible to map a pair
of linearly dependent points to a pair of linearly independent points. It turns out that distortion maps
always exists for super-singular curves [26] with a finite number of exceptions. Explicit constructions
of distortion maps depend on chosen curve and field, and to mention a few examples [27] we have:

Example 3.22. For curve y2 = x3 + ax over Fp with a ∈ Zp, it is possible with a distortion map
(x, y) 7→ (−x, iy) where i2 = −1. For another curve y2 = x3 + 2x − 1 over F3n it is possible with
distortion map (x, y) 7→ (−x+ r, uy) where u ∈ F32n , u2 = −1 and r2 + 2− 2 = 0, r ∈ F33n .

3.3 Other Pairings

The Weil pairing is used as an explicit illustration of how pairings can be constructed. Over the years,
several other constructions has been proposed, and importantly with more efficient computations. The
efficiency of using pairing-based cryptography is essentially reduced to how fast the chosen pairing
construction can be computed. In this setion we will only briefly mention a few of the more common
constructions found in literature. We also note that in cryptography it is not always stated which
construction to use, but rather the bilinear map ê is generalized and taken for granted. Throughout
this section, E is an elliptic curve and E(Fq) is the elliptic curve group over finite field Fq where
q = pα for prime p. Also, m is a large prime such that m | #E(Fq).

Definition 3.23. Let E(Fq)[m] be the m-torsion group and E(Fq)/mE(Fq) be a quotient group of
E(Fq). Then we define the Tate pairing as the bilinear map

ê : E(Fq)[m]× E(Fq)/mE(Fq)→ F∗q/(F∗q)m (51)

ê(P,Q) = fm,P (DQ) (52)

for a divisor DQ such that DQ ∼ [Q]− [O]

Both the Tate and Weil pairings are computed using Miller’s algorithm, described in Alg. 1. An-
other construction, called the Ate pairing is proven twice as fast as the Tate pairing at a minimum [28],
and is one of the fastest constructions known today. The Ate pairing is a variant of the Tate pairing
where the map computes from G2 ×G1 → GT , i.e. shifting the mapping groups. Different techniques
in reducing the main loop in Alg. 1 has been suited for Ate pairings. This pairing construction requires
more preliminary mathematical theory than what is in scope for this thesis.

3.4 Miller’s Algorithm

For practical applications we want to be able to compute a pairing ê(P,Q) explicitly, and by definition
the bilinear map must be efficiently computed. Therefore, we use Miller’s algorithm to evaluate Weil
and Tate pairings. Over the years, time complexity improvements have been discovered [29]. In this
section we give a brief description of Miller’s algorithm including a simplified example with numerical
values.

Theorem 3.24. Let P,Q be non-zero points on curve E and λ either the slope of the line connecting
the points, or the slope of the tangent line at P if P = Q. Consider a function gP,Q defined as follows:

gP,Q =


y − yP − λ(x− xP )

x+ xP + xQ − λ2
, if λ 6=∞

x− xP , if λ =∞
(53)

Then
div(gP,Q) = [P ] + [Q]− [P +Q]− [O]. (54)
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Proof. First, assume λ 6=∞ and let y = λx+ v be the line through P and Q or the tangent line at P
if P = Q. This line intersects E at P,Q and −P −Q, so

div(y − λx− v) = [P ] + [Q] + [−P −Q]− 3[O] (55)

In the other case, i.e. if the line is vertical the line intersects at the points and their negatives, hence

div(x− xP+Q) = [P +Q] + [−P −Q]− 2[O] (56)

It follows that

gP,Q =
y − λx− v
x− xP+Q

(57)

has the divisor as defined in Eq. 54. We note that xP+Q = λ2 − xP − xQ and refer to Thm 2.19.

Now, let P,Q be non-zero points on curve E. Let m ≥ 1 and denote the binary representation of
m:

m = m0 +m1 · 2 +m2 · 22 + ...+mn−1 · 2n−1 (58)

where mi ∈ {0, 1} and mn−1 6= 0. Following algorithm returns a Miller function fm,P such that there
exists an divisor which satisfies div(fm,P ) = m[P ]− [mP ]− (m− 1)[O]:

Algorithm 1 Miller’s Algorithm

Input: P,Q ∈ E[m], gT,T , gT,P , {m0,m1, ...mn−1}
Output: fm,P (Q)

1: procedure Miller
2: T ← P and fm,P ← 1
3: for i = n− 2→ 0 do
4: fm,P ← f2m,P · gT,T (Q)
5: T ← 2T
6: if mi = 1 then
7: fm,P ← fm,P · gT,P (Q)
8: T ← T + P

9: return fm,P (Q)

Clearly, Miller’s algorithm reminds us of the double-and-add algorithm given for adding two points
on a curve described in Def. 2.23.

Theorem 3.25. The algorithm described in Alg. 1 efficiently returns a function fm,P whose divisor
satisfies div(fm,P ) = m[P ]− [mP ]− (m− 1)]O].

Proof. In same manner as earlier described double-and-add algorithm the input value is handled over
the binary expansion. We use the result from 3.24 and conclude that gT,T and gT,P have divisors
div(gT,T ) = 2[T ] − [2T ] − [O] and div(gT,P ) = [T ] + [P ] − [T + P ] − [O] respectively. The proof is
completed using induction, found in [11].

To recap, Miller’s algorithm gives us an efficient method of computing a function fm,P for a point
P ∈ E[m], such that div(fm,P ) = m[P ]−m[O]. We work through an example of computing a pairing
for clarity:

Example 3.26. Consider an elliptic curve E : y2 = x3 + 30x+ 34 over F631, i.e. E(F631). We note
that #E(F631) = 650 = 2 · 52 · 13 points. Moreover, it is true that 25 points are of order 5 and in
particular points P = (36, 60) and Q = (121, 387) generates the subgroup E[5]. Now, to compute the
Weil pairing em(P,Q) and utilize Miller’s algorithm we need some point S such that it is not contained
in the subgroup spanned by P and Q. We choose S = (0, 36) which has order 130. Using Miller’s
algorithm we then evaluate the denominator and numerator separately, in order to compute pairing
em(P,Q); we use version 2, i.e. Def. 3.19 for computing the pairing:

f5,P (Q+ S)

f5,P (S)
=

103

219
= 473 mod 631 (59)
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and
f5,Q(P − S)

f5,Q(−S)
=

284

204
= 84 mod 631 (60)

Therefore we get em(P,Q) = 473
88 = 242 mod 631.

To fully exemplify a calculation, one would need to expand the actual evaluations of functions
gT,T and gT,P which would require lengthy descriptions. Instead, we refer to [30] for a complete
walk-through with numerical examples.

3.5 Classification of Pairings

This section will elaborate on what type of properties we need for pairings to be useful in cryptography.
Simply choosing a random elliptic curve and groups (G1,G2,GT ) will not neccessarily be useful when
implementing a pairing, instead it could in a worst case scenario lead to a construction where it would
be easy to break the underlying security. Pairings can generally be classified into four different types:
Let ê be a bilinear map such that ê : G1 × G2 → GT over groups G1,G2,GT , then we classify four
types of pairings:

(a) Type 1 pairing: G1 = G2 (symmetric pairing)

(b) Type 2 pairing: G1 6= G2 and ∃φ : G2 → G1 which is an efficiently computable homomorphism.
No efficient secure hash to group function H : {0, 1}∗ → G2 exists.

(c) Type 3 pairing: G1 6= G2 and no efficiently computable homomorphism φ : G2 → G1 exists.

(d) Type 4 pairing: G1 6= G2 and ∃φ : G2 → G1 which is an efficiently computable homomorphism.
There exists some H : {0, 1}∗ → G2 which is an efficient secure hash to group function.

Actually, in all cases, there exist homomorphisms between G1 and G2 since they are cyclic groups
of the same order. However, computing these homomorphisms are presumably as hard as computing
discrete logarithms in the groups [31]. According to Kiraz et al. [24] there are cases where some
previously proposed schemes are shown to make erroneous assumptions or proving the security of
a scheme in one type but defined in another one. Also, in [31] we find similar critique that some
researches make erroneous and overly optimistic assumptions on the pairing properties. There is some
knowledge in how to transform one type into another via reduction, but more research is needed.

Definition 3.27. An elliptic curve is called pairing-friendly if the following conditions hold:

(a) m ≥ √q with m
∣∣#E(Fq)

(b) The embedding degree α satisfies α ≤ log m
8

where m is the order of the points in E(Fq) and q = pα.

Recall from Theorem 2.21 that #E(Fq) = q + 1 − t with t ≤ 2
√
q. We require the first property

in order to ensure that it is infeasible to break DLP in Fq, and the second property to imply a
”reasonably” small α. A requirement is that α is small enough in order to be able to efficiently compute
pairings. According to NIST [7], α should be less than 100. One example of pairing-friendly curves are
supersingular curves. A supersingular curve over Fp is a curve with p+ 1 elements and p prime. Some
concerns have been expressed that supersingular curves may not provide necessary security, but with
carefully chosen curve parameters such as m, p and α values, current knowledge consider those pairings
appropriately secure [7]. Non-singular curves, also called ordinary are otherwise used for elliptic curve
cryptography in general, since singular curves are not useful by definition (it is not possible to define
elliptic curve groups as explained in Sec. 2.2.1). For a randomly chosen curve E it is with high
probability true that E is ordinary [7]. However, note that an ordinary curve is not necessarily a
pairing-friendly curve, since more properties as defined in Def. 3.27 are needed. Pairing-friendly
curves can be supersingular or ordinary, and are subsets of these two classes of curves. Now, finding
pairing-friendly curves is an active area of research, i.e. methods of finding suitable values for q, t,m
and α. A subset of currently known families of usable curves are part of the NIST standardization
work [7].
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4 Pairing-based Cryptography

4.1 Hardness Assumptions

We have already introduced the common hardness assumptions such that it is hard to solve the
Discrete Logarithm Problem (DLP), the Diffie-Hellman Problem (DHP) and variants thereof, and
this section extends the formulation of these problems into a bilinear map setting. The importance of
these hardness assumptions is that most security proofs of pairing-based cryptography relies heavily
on them. As in any reduction proof in provable security, the goal is to show that the pairing-based
scheme is not easier to break than some formulated hardness assumption. It turns out that most of
these assumptions for bilinear maps are connected to the DHP. As previously noted in the introduction
of Sec. 3, there is an inversion problem for bilinear maps - we formalize it here:

Definition 4.1. Let ê be a bilinear map and P ∈ G1 and Q ∈ G2 for asymmetric bilinear map
groups (G1,G2,GT ), such that z = ê(P,Q). We define the general pairing inversion problem to be the
problem of finding P,Q given z.

Now, recall the DDHP from Sec. 2.4.1. We will show how such a hardness assumption is clearly
false if we instantiate it in a certain setup with pairings:

Lemma 4.2. Given a symmetric bilinear map group (G1,GT ) we can efficiently solve the DDHP in
G1.

Proof. Let ê be the associated bilinear map and (g, ga, gb, gc) be an instantiation of the DDHP in G1.
Our goal is to efficiently decide if gab = gc. Compute x = ê(ga, gb) = ê(g, g)ab and y = ê(g, gc) =
ê(g, g)c, hence ab = c ⇐⇒ x = y, and we note that ê is efficiently computable by definition.

As illustrated, a computational problem with an underlying hardness assumption, may be trivially
solved depending on certain situations, thus not fitted for reduction proofs in pairing-based cryptog-
raphy. On the other hand we may formulate versions of the DHP and the DLP, relevant for pairings.
We must also be careful and consider the chosen type of pairing, since the symmetric and asymmetric
types may differ in terms of hardness. The above lemma only considers symmetric bilinear groups,
and currently not much is known if similiar weaknesses can be identified for asymmetric pairings [4].

Pairings have their own hardness assumptions, e.g. the hardness of the related bilinear DHP,
implicitly suggested by [3] and formalized in [1]. We rephrase definitions of the bilinear version of the
DHP for both symmetric and asymmetric pairing groups:

Definition 4.3. The Bilinear Diffie-Hellman Problem (BDHP) in symmetric bilinear map groups
(G1,GT ) is the problem of solving z = ê(P, P )abc given (P, aP, bP, cP ) where a, b, c ∈ Zp for some
prime p.

Definition 4.4. The co-Bilinear Diffie-Hellman Problem (co-BDHP) in asymmetric bilinear map
groups (G1,G2,GT ) is the problem of solving z = ê(P,Q)abc given sets (P, aP, bP ) and (Q, aQ, cQ)
where a, b, c ∈ Zp for some prime p, and P ∈ G1 and Q ∈ G2.

Another perspective of the problems, underlying hardness assumptions, is that of the specific
hardness of a problem within a certain group. We consider the gap Diffie-Hellman problem as such:

Definition 4.5. Given groups G1 and G2 of prime order p and bilinear map ê : G1 ×G2 → GT . Let
〈P 〉 = G1. The gap Diffie-Hellman problem (GDHP) is the problem of computing abP given the GDH
instance (P, aP, bP ), with the help of a DDH oracle ODDH .

As shown previously in Lem. 4.2, for a group G1 in which a pairing is efficiently computable, it is
easy to break the DDHP. Now, for a group G where the DDH is easy to solve, but the CDH problem
is still assumed hard to solve, we have the above defined GDHP.

Clearily there is a connection of hardness problems for groups to how they play an important role
for pairing problems in bilinear maps. We end this section by defining a few more variants of the
bilinear DHP, also assumed to be hard to solve:
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Definition 4.6. The k-Bilinear Diffie-Hellman Inversion Problem (k-BDHIP) in symmetric bilinear

map groups (G1,GT ) is the problem of solving z = ê(P, P )
1
y given (P, yP, y2P, ..., ykP ) where y ∈ Zp

for some prime p, and P ∈ G1.

Definition 4.7. The k-Decisional Bilinear Diffie-Hellman Inversion Problem (k-DBDHIP) in asym-

metric bilinear map groups (G1,G2,GT ) is the problem of determine if r
?
= ê(P, P )

1
y given the problem

instance (P, yP, y2P, ..., ykP, r) where y ∈ Zp for some prime p, r ∈ G2, and P ∈ G1.

4.2 Pairing-Based Schemes

Since pairings were introduced into cryptography research, many types of protocols with different
applications have been proposed, e.g. for encryption, key agreement and digital signatures. To survey
the field is out of scope for this thesis, but we will introduce some of these protocols. In particular,
the Boneh-Lynn-Shacham short signature scheme (BLS) and Boneh-Frankling encryption scheme is
elaborated. An extensive survey in general is found in [5].

We illustrate the diversity of use cases for pairing-based cryptography by giving examples in several
different areas: key agreement protocols, encryption and signature schemes.

4.2.1 Key Agreement Protocols

Key agreement protocols are used extensively in everyday technology, e.g. any type of secure con-
nection established is most likely using a protocol to share a secret key between connecting parties
in order to encrypt the traffic. In the 70’s, the rise of public key cryptography emerged and different
key agreement protocols were invented. One of the more famous protocols, used in large scale even
today, is the Diffie-Hellman (DH) key exchange protocol [32]. Consider two users A and B who wish
to exhange a secret key k for secure communication. First both parties agree on a generator g ∈ G
and a prime p; this can be done by the initiating party who publish (g, p). Next, each party generate
a random value a, b ∈ Zp respectively. A sends ga to B, and B sends gb to A. Each party can now
compute the key k = gab, only known to A and B, since (ga)b = gab = (gb)a.

A B
A and B agrees on public generator g and prime p

a
$←− Zp b

$←− Zp
ga −−−−−−−−−−−−−−−−−−−−→
←−−−−−−−−−−−−−−−−−−−− gb

k = (ga)b k = (gb)a

Figure 3: Diffie-Hellman Key Agreement protocol.

As one might guess, the DHE assumption and variants thereof stems from this protocol and the
security relies on the hardness of computing gab given ga and gb. The DH protocol has been extended
to also handle scenarios with more than two participants, by using pairings. Adding a third party C
to perfom a DH key exchange would not work as described above, since if A receives gb and gc, the
only values for A to compute are gab and gac. Given gab and gc for example, then due to the DHE
hardness assumption it would be infeasible for A to compute gabc, hence no shared key between all
three parties is possible (if using the standard DH approach described above).

The standard DH protocol is also vulnerable to a man-in-the middle attack (MITM) since an
attacker can eavesdrop the exchanged messages between two parties and on the fly generate a random
value x which is used for generating the final secret key. The attack is possible due to lack of
authentication steps. Both the DH and the tripartite DH protocol by Joux [3] has been further
refined to handle such attacks. The tripartite protocol is based on pairings and is described in Fig. 2:

In this improved protocol all parties agree on a pairing tuple (ê,G,GT , P, p) where P is a generator
and p a prime number. Each party then generates a secret random value a, b, c ∈ Zp respectively, and
sends the computed values aP, bP and cP to all other parties. Again, the secret key k is computed by
each party using the other participant’s values. We note that the secret key is the same for all parties
since k = ê(bP, cP )a = ê(P, P )bca = ê(P, P )acb = ê(P, P )abc.
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A B C
A,B and C agrees on (ê,G,GT , P, p)

a
$←− Zp b

$←− Zp c
$←− Zp

aP −−−−−−−−−−−−−−−→
aP −−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−→
←−−−−−−−−−−−−−−− bP

bP −−−−−−−−−−−−−−−→
←−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−− cP

←−−−−−−−−−−−−−−− cP
k = ê(bP, cP )a k = ê(aP, cP )b k = ê(aP, bP )c

Figure 4: Tripartite Diffie-Hellman Key Agreement protocol using pairings.

4.2.2 Signature Schemes

The Boneh-Lynn-Shacham short signature scheme [2] is quite elegant in its simplicity, only requiring
one pairing to create a signature and two pairings for verification. The notion of short signatures
comes from the fact that the generated signature is small in size. Recall that a digital signature
of a message m by user A, is a mechanism to mark that m without doubt was created by A in a
cryptographically secure way. Such signatures are extensively used in every day applications, e.g.
the HTTPS protocol, Ethereum blockchain, Swedish BankID and many authentication protocols in
general.

Now, the Boneh-Lynn-Shacham signature scheme consists of four algorithms:

ParGen(λ) inputs security parameter λ and outputs par = {p, g,G,GT , ê,H} where ê : G×G→ GT
is a bilinear map, H : {0, 1}∗ → G a cryptographically secure hash function, p is prime and
〈g〉 = G.

KeyGen(par) takes parameters par and output a key-pair (sk, pk) where sk
$←− Zq and pk = gsk.

Signsk(m) Takes a secret key sk and a message m and outputs signature σ = H(m)sk.

Verifypk(m,σ) verification is through equality check if ê(σ, g)
?
= ê(H(m), pk).

The security parameter λ is the bit security given when generating bilinear groups G,GT and m ∈ Ω
is the plaintext (message) to create a signature for, taken from a message space Ω.

Proposition 4.8. The BLS verification procedure verifies a correctly produced signature.

Proof. We note that:

ê(σ, g) = ê(H(m)sk, g) (61)

= ê(H(m), g)sk (62)

= ê(H(m), gsk) (63)

= ê(H(m), pk) (64)

Above proof only concerns the proof of correctness, not a security analysis; it is proven secure in
the random oracle model and based on the hardness of Def. 4.5 [2].

4.2.3 Encryption Schemes

We descibe the famous Boneh-Franklin scheme for identity-based encryption, i.e. a family of schemes
where the public key is some identity string of the key holder, e.g. an e-mail address. The Boneh-
Franklin scheme was published 2001, solving an open question on how to provide identity-based
encryption which was proposed already 1984 but for which only signatures could be generated.

The Boneh-Franklin encryption scheme consists of four algorithms:

23



Setup(λ) Inputs security parameter λ and outputs par = {p, P,G,GT , ê,H1,H2, sk, pk} where ê :
G × G → GT is a bilinear map, H1 : {0, 1}∗ → G and H2 : GT → {0, 1}n cryptographically
secure hash functions for which n is the bit length of the output message, p is prime (order of

groups) and P ∈ G is a group generator. Also, set sk
$←− Zp and pk = sk · P . The key sk is the

master secret key and pk a global, published key.

Extract(id) Given an identity id ∈ {0, 1}∗, a corresponding key pair is computed as Qid = H1(id) and
did = sk ·Qid, i.e. using the master secret sk.

Encryptpk(m) To encrypt m, pick r
$←− Zp and the resulting ciphertext is computed as c = (rP,m⊕

H2(grid)) where gid = ê(Qid, pk) and ⊕ the XOR function.

Decryptsk(c) Decrypts c = (rP,m⊕H2(grid)) as m = m⊕H2(grid)⊕H2(ê(did, rP )).

The security parameter λ is the bit security given when generating bilinear groups G,GT and m ∈ Ω
is the plaintext (message) to encrypt, taken from a message space Ω. The hash functions H1,H2

are modelled as random oracles, thus the security proofs are within the random oracle model. The
security assumption used is the BDHP. We limit our scope here to only show proof of correctness [1]:

Proposition 4.9. The Boneh-Franklin encryption decrypts a message m correctly.

Proof. We note that

m⊕H2(grid)⊕H2(ê(did, rP )) = m⊕H2(ê(Qid, pk)r)⊕H2(ê(did, rP )) (65)

= m⊕H2(ê(Qid, pk)r)⊕H2(ê(sk ·Qid, P )r) (66)

= m⊕H2(ê(Qid, pk)r)⊕H2(ê(Qid, sk · P )r) (67)

= m (68)

by the fact that XOR has the property that m⊕ x⊕ x = m for any x.

4.3 Pairings in Practice

As mentioned previously, finding and generating suitable elliptic curves and security parameters over
finite (extension) fields, is still an active area of research. However, several practical implementations
and proposals exists including best practices in choosing groups. The primary goal when choosing
parameters for pairings is to achieve a suitable security level. This level is measured in bits and can
be used for comparing the security between other types of crypto systems. Typically each level is
described as an exponent of 2, with lowest level considered secure as 2128, i.e. a security level of 128
bits. Informally it means that the system is able to provide sufficient security where a bruteforce
attack is the only way to compromise the 128 bit-length key. A few decades ago, a security level of
80 bits was considered secure enough, but with current advances in faster computer hardware and
improved algorithms, the security bit level is pushed to larger sizes.

Recall from Def. 2.22 the embedding degree α. We also note that the resulting value from a pairing
êm(P,Q) maps the points P,Q to an element in the extension field Fpα . Next, let ρ = log p

log m where

m|(pα − 1). It turns out that in order to have efficient arithmetics over the curve E(Fp), the value of
ρ needs to be small [33]. A current recommendation is ρ ≈ 1 where α is as small as possible (around
6-20 depending on size of ρ) [7]. NIST published the following table for parameters and corresponding
security levels:

Security level m pα α with ρ ≈ 1 α with ρ ≈ 2
80 bits 160 bits 960-1280 bits 6-8 2-4
128 bits 256 bits 3000-5000 bits 12-20 6-10
256 bits 512 bits 14000-18000 bits 28-36 14-18

Table 1: Key size comparisons for achieved security levels.
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One reason that pairing-based cryptography is advantageous over traditional crypto systems is the
feature of being able to have smaller key sizes to gain the same security levels, e.g. compared to RSA.
This is completely due to the underlying elliptic curve cryptography that provides different type of
hard problems. For example, the hardness of integer factorization used in RSA requires more bits in
the modulus compared to the elliptic curve discrete logarithm problem where the bits are in the prime
field used for the curve. For comparison, we show in Tab. 2 the key size difference between elliptic
curve crypto systems and more traditional types. Note that the security level is the key size to be
bruteforced, i.e. 128 bits security means that the best an attacker can achieve is to brute force the
key using 2128 computations. The key sizes are in bits, i.e. for a 160 bit key it means that the binary
representation requires 160 bits (or 0.02 kilobytes of storage):

Security level RSA modulus Discrete log. key size Discrete log. group size Curve key size
80 1024 160 1024 160
112 2048 224 2048 224
128 3072 256 3072 256
192 7680 384 7680 384
256 15360 512 15360 512

Table 2: Key size comparisons for achieved security levels, collected from [34].

Extensively describing curve selection and associated properties would require its own thesis, but
we will mention some relevant curves and selected properties commonly used for both elliptic curve-
and pairing-based cryptography. It seems that most curves selected in practice are over prime fields
[35]. Also, curve standardization is a sensitive topic since leaked NSA documents suggests the existence
of a backdoor in the Dual Elliptic Curve Deterministic Random Bit Generator [35], which is part of
such standardization work. With this in mind, there is a continuous effort to find new suitable curves
to be used in elliptic curve cryptography, both for performance and security reasons.

The Transport Layer Security (TLS) protocol (previously known as SSL) is probably the most
widespread and used secure communications protocol implementation in the world. Despite several
discovered security vulnerabilities in earlier versions of TLS, the protocol is still standardized by
IETF (currently as RFC8446). Patches are quickly created and deployed when such vulnerabilities
are found, and the latest version (TLS v1.3) has now been scrutinized via formal security analyzes,
e.g. in [36]. No pairing-based schemes are yet standardized into TLS 1.3, however a wide range of
elliptic curves in general are currently allowed to use. We present some curves not suitable for pairings
for comparison; these are used in practice for ordinary elliptic curve based schemes implemented in
TLS. We also present some families of pairing-friendly curves, where many of them are found in public
crypto programming libraries [37], [38]. Note the large difference in the embedding degree between
the ordinary but not pairing-friendly curves, compared to the pairing-friendly ones:

� Curve25519: (Not suitable for pairings) y2 = x3+486662x2+x over F2255−19. This curve is
of Montgomery type and compressed into using only x-coordinates for all points. The embedding
degree is α = 12061675962220437023288644271738323734761860598966512676669918230475757
08498.

� Curve41417: (Not suitable for pairings) x2 +y2 = 1+3617x2y2 over F2414−17, and the em-
bedding degree is α = 528844775032198879161532246426216831862723746371424975427719032
8831105466135348245791335989419337099796002495788978276839288.

� Ed448-Goldilocks: (Not suitable for pairings) x2 + y2 = 1− 39081x2y2 over F2448−2224−1
and the embedding degree is α = 9085484053695086131866547598600056679420517008591475753
5186274897573001980769792858097877645846187981655146854545831152386877929824889.

� NIST P-256: (Not suitable for pairings) y2 = x3−3x+41058363725152142129326129780047
268409114441015993725554835256314039467401291 over F2256−2224+2192+296−1. The embedding
degree is α = 385973630701187495875658156498025245099989850747119201141407530203561706
81456.
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� Miyaji-Nakabayashi-Takano (MNT) curves: (Pairing-friendly) this is a family of curves,
constructed via a method to systematically construct ordinary (non-supersingular) curves of
prime order with embedding degree α ∈ {3, 4, 6} [39]. General form is y2 = x3 + ax + b
and as an example, one (160 bit security) curve denoted as mnt3/2 is defined as: y2 = x3 +
546591310324988457464941939010636402270744250852x+364394206883325638309961292673757
601513829500568 over the prime field F793549717144513671927050677226939834588042230471.

� Barreto-Lynn-Scott (BLS) curves (Pairing-friendly): y2 = x3+4 over Fq for which curve
BLS12-381 has q = 40024095552216673934177898257359041565568828199390078853320581361
24031650490837864442687629129015664037894272559787. The family of curves comes in a va-
riety of different sizes; up to 639 bits prime for embedding degree α = 12 and 477 bits prime for
embedding degree α = 24.

� Barreto-Naehrig (BN) curves (Pairing-friendly): also a family of curves, here exemplified
by BN190 which is over a 190 bits prime field, defined as y2 = x3 + 4097 over Fq where
q = 882718062907666288196217719514349254081211436031597871123, and embedding degree
α = 12.

Today there is a somewhat extensive list of programming libraries for pairing-based cryptography,
including explicit implementations of some of these pairing-friendly curves (or families thereof). Pro-
gramming languages such as C/C++ and Java have several libraries [37, 40, 38, 41], but recently even
libraries for languages such as Go, Rust and Haskell appeared [37, 38, 42]. For all of these libraries,
some fundamental understanding of elliptic curve cryptography and bilinear maps is required, hence
it could be the case why it is not yet included more in standard crypto libraries.

5 Conclusion

We have explored the mathematics of pairings, in particular from a cryptography perspective. It
is clear that underlying theory is non-trivial, multi-disciplinary and require careful handling when
turning theory into practice. When constructing security proofs it is highly important to detail all
assumptions for the bilinear groups and chosen curve parameters. As an area of research, pairing-
based cryptography is based on several important building blocks such as explicit pairing constructions
and efficient algorithms to compute (evaluate) a pairing, e.g. Miller’s algorithm. Again, this invites for
multi-disciplinary research, approaching from both the pure mathematical perspective just as from the
computer science perspective. We have illustrated the strong connection to elliptic curve cryptography
and divisor theory, and further how commonly used hardness assumptions relates to pairings. We also
discussed a set of cryptographical schemes based on pairings, to show the diversity of functionality to
be used. Finally, a short discussion of curves and fields used in practice, wrapped up in conclusion
that pairing-related programming libraries exists but yet lack a widespread adoption.
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