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Abstract 

Information security risks in the operational technology (OT) environment is becom-
ing legitimate challenges for businesses pursing an industrial digitalisation. IT and OT 
di˙erences reach across managerial, technical and operational aspects, creating unique 
challenges in developing a suÿcient security posture. The goal of the study is to gain 
an understanding of the challenges businesses face when applying information security in 
the operational technology environment in the context of an increased connectivity to the 
IT environment. In order to understand how information security is adapted to an OT 
environment, semi-structured interviews was conducted with respondents working with 
information security in process and production industries. 
These findings suggest that businesses tends to view the interconnection of IT and OT 
as two separate environments rather than one shared, which is causing managerial chal-
lenges when adapting an information security strategy to cover both the IT and the OT 
aspect of an organisation. 

Keyword: Operational technology, Information security, Risk Management, IT/OT con-
vergence, digitalisation, industry 4.0 
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CHAPTER 1 

Introduction 

1.1 Background 

Information is one of the fundamental principles that drives the digitalisation forward, 
information security has therefore become a crucial part of that development. The term 
digitalisation refers to the merger of the real world and the digital world, meaning that ac-
tions performed in the digital realm is causing e˙ects in the real world, and the other way 
around (Kagermann, 2015). One particular sector that is in the middle of this paradigm 
shift is the industrial sector. Whether it is in the energy sector, process industry or pro-
duction industry, ways to increase profit margins and eÿciencies are always of interest 
(Zhou, Liu, & Zhou, 2015). In order to successfully reach the goal of increased eÿciencies, 
the development of methods and adoption of new technologies are necessary. One par-
ticular development that is unfolding is the increased connectivity between operational 
assets, such as machines, sensors and instruments to information systems in an attempt 
to gather and analyse data with the intention to derive information that can aid in the 
decision-making process (Zhong, Xu, Klotz, & Newman, 2017). The goal being to fully 
automate operations from design to manufacturing to supply chain and service mainte-
nance by utilizing intelligent and interconnected cyber-physical systems (CPS) (Corallo, 
Lazoi, & Lezzi, 2020). This development is often referred to as the fourth industrial 
revolution, or industry 4.0 (Ustundag & Cevikcan, 2018). As advancements of the fourth 
industrial revolution is becoming apparent, industries find themselves moving towards 
digitalisation and as a result causing the operational technology (OT) and the informa-
tion technology (IT) environments to converge (Hahn, 2016). This allows for innovation, 
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not only for an increased competitive advantage, but also for new risks, previously un-
familiar to the operational environment. Cyber threats such as ransomware, malware 
and phishing carried out by organized crime groups and state-sponsored adversaries is 
becoming a reality for the operational environment (Corallo et al., 2020). Stuxnet, a 
malware which spread throughout an industrial network of a uranium-enrichment facil-
ity in Iran targeting and causing disruption to specific operational equipment, being the 
first publicly known attack which surfaced in 2010 (Knapp & Langill, 2014). The attack 
was an eye-opener for security professional, as it painted a target on devices found in 
the operational environment, which was previously thought to be a secure environment 
due to its isolation from the outside world (Hemsley & E. Fisher, 2018). Stuxnet was 
the outset and soon after followed several other attacks, for example the BlackEnergy in 
2014, a malware targeting control systems found in critical infrastructure, NotPetya in 
2017, a malware which infected large part of critical infrastructure in Ukraine (Hemsley 
& E. Fisher, 2018). 
As the security teams get better at protecting their assets, the attackers are changing 
their method, creating a kind of cat-and-mouse game between adversaries and security 
professionals (Talabis, McPherson, Miyamoto, & Martin, 2014). 

1.2 Problem Description 

The goal of the research is to investigate the challenges in applying information security 
in the operational technology environment in the context of increased connectivity to the 
IT environment. 
The increased connectivity of the IT and OT environment is resulting in an increase in 
cyberattacks targeting OT assets. This is generating a need for an information security 
strategy that takes the assets found in the OT environment and its connection to IT 
into consideration (Lezzi, Lazoi, & Corallo, 2018). When implementing information se-
curity to the operational technology environment, businesses tends to do it from an IT 
perspective (Barrios, Schippers, Heiden, & Pappas, 2019). This is causing a lack of OT 
security policies and management accountabilities, resulting in diÿculties in addressing 
OT specific challenges related to the information security risks now developing (Ani, He, 
& Tiwari, 2017). Which is resulting in strategical and operational information security 
issues not being viewed from an operational technology perspective (Corallo et al., 2020). 
Based on this, the research question that will be addressed in this thesis is: 

• What challenges do businesses face when applying information security to the op-
erational technology environment? 
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1.3 Scope and Delimitation 

The aim of the study is to examine how organisations whom mainly rely on operational 
technology to conduct business, such as process and production industries, perceive and 
manage information security risks in the operational technology environment. This is 
done by interviewing information security professionals working with information security 
risks in process and production industries. 

The study does not investigate any particular technical solutions or specific processes 
due to the di˙erence in tools di˙erent organisations use. It focuses on risk management 
process based on the ISO 27001 standard. Semi-structured interviews is used as the 
data collection method to create a deeper understanding of the reasoning and percep-
tion by respondents. There is no di˙erentiating between the data which is coming from 
di˙erent industrial sectors. Thus limiting the amount of interviews to three respondents 
representing Swedish businesses. 

1.4 Disposition 

Chapter two provides an overview of the current information security threats and their 
applicability to the operational technology environment. Following that, chapter three 
discuss the theoretical aspects used as the foundation for the research. Chapter four 
describes the method used and how it was applied in the research. In chapter five, the 
interview findings is presented. Followed by chapter six, where the findings are connected 
to the theories used. The final chapter presents the conclusions and suggestions for further 
research. 
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CHAPTER 2 

Trending Threat Landscape 

This chapter present the current threat landscape for operational technology (OT) en-
vironment based on cyber threat intelligence reports. The second section briefly discuss 
the di˙erent threats and its relevancy in the OT environment. 

2.1 Cyber Threat Intelligence Reports 

By analysing cyber threat intelligence (CTI) reports, one can begin to paint an up-to-date 
picture of the current threat landscape. This is a step to take in order to understand the 
threats businesses with an extensive operational technology (OT) environment is facing. 
A good example that illustrates how threats typical for the IT-environment is presenting 
themselves in the OT-environment is the ransomware, which is shown in multiple reports 
being one of the most prominent threats based on an increase in reported incidents 
(Verizon, 2020; Larsson, 2018; Dragos, 2020). Attackers are re-using ransomware designed 
for IT systems and add ICS-aware functions or configuring the ransomware to target IT-
systems which industrial control systems depend on (Dragos, 2020). The phishing, or 
more commonly used for specific targeting, the spearfishing threat is seen to be used as 
a way of gaining initial access. Examples gathered by MITRE ATT&CK, a knowledge 
base of adversary tactics and techniques based on real-world observations, show that 
spear phishing has been used as a tool to harvest login credentials, dropping malware 
and gaining access to into an environment (Alexander, Belisle, & Steele, 2020). 
Table 2.1 presents the most eminent information security threats faced by operational 
technology environments based on number of reported incidents and activities registered 
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by organisations and security vendors working with cybersecurity in the OT environment. 
Showing how information security risks traditionally found in the IT environment are 
moving towards the OT environment. 

Table 2.1: Prominent threats towards the operational environment (Verizon, 2020; Lars-
son, 2018; Dragos, 2020) 
Threats Description 

Malware 
Malware is consistently being used to gather data and create backdoors for further 
vertical movement inside the networks. 

Ransomware 
Threat actors are targeting IT-systems connected to critical industrial control systems (ICS). 
Equipped with ICS-aware functions, the ransomware is able to detect industrial processes 
in the network and kill them 

Internet Exposed 
Assets 

Threat actors are increasingly using internet exposed assets in order to gain access to the 
operational technology environment. Actors are known to use spearphishing and phishing 
attacks to gain access to the IT-environment in order to pivot to the OT-environment. 

Phishing 
Phishing or spearphishing attacks are used in order to gain initial access to the environment. 
A successful phishing attack could lead to leaked credentials or deployment of malware. 

Exploiting ICS 
Vulnerabilities 

Existing vulnerabilities found in industrial control systems (ICS) could be exploited 
causing loss of view and control over asset. 

2.2 Malware 

Malicious software that does something with the intention of causing harm to user, system 
or network can be considered malware, this term includes worms, spyware, trojan horses, 
rootkits and ransomware (Stallings, Brown, Bauer, & Bhattacharjee, 2012). Malware used 
in targeted attacks towards operational technology environments or ICS are no di˙erent. 
A targeted attack is usually tailored towards the target based on previous reconnaissance 
of the systems or network it aims to compromise (Stallings et al., 2012). A good example 
of a targeted attack is the malware TRITON which was an ICS malware that targeted 
the Safety Instrumented Systems (SIS) of Saudi Arabian petrochemical processing plant 
(Aless, 2018). The malware gave the attackers remote access to the SIS, allowing them 
to alter its functionality, thus disrupting what is meant to be the last line of defence 
against disasters. However, the malware was detected before it could cause any harm, 
but worst case scenario it could have led to release of toxic gas or causing an explosion 
(Giles, 2020). The Triton malware was the result of an advanced persistent threat and 
goes to show how malware can be used to disrupt or cause damage by infecting assets 
found in the operational technology environment. 
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2.3 Ransomware 

Ransomware, is a term used to describe a specific type of malware that is used to extort 
victims into paying a specific fee. This is done by either denying access to systems or 
obfuscating access to files by encryption (Liska & Gallo, 2016). The extortion is done 
by holding the files or the systems hostage and in most cases the only way for a user 
to gain access to their files or systems again is to pay the ransom, hence the name 
ransomware (Scaife, Carter, Traynor, & Butler, 2016). The execution of a ransomware 
attack may vary depending on the attackers and the target. However, the majority 
of a ransomware attacks tend to follow the same anatomy: Deployment, Installation, 
Command-And-Control, Destruction and Extortion (Liska & Gallo, 2016). These types 

Figure 2.1: Anatomy of a ransomware attack (Liska & Gallo, 2016) 

of attacks has seen an increase in popularity recent year due to its lucrative business 
model with potential for high return on investment for a malware that is relatively easy 
to make or obtain (Scaife et al., 2016). Due to victims being forced to pay the ransom 
in order to gain their data back, mostly due to bad or non-existing backup habits, they 
are fuelling the economy, providing the attackers with more resources to invest in new 
variants of ransomware attacks (Richardson, 2017). 

2.3.1 ICS Ransomware 

Observers found that trend of ransomware attacks towards industrial control systems 
(ICS) has seen an increase in the last years. This increase is mainly fuelled by the critical 
and sensitive operations controlled by connected ICS (Butt et al., 2019). History is able 
to tell a story about the potential devastating impact of an ICS targeted ransomware 
attack, NotPetya and WannaCry are two examples of how a ransomware attack could 
a˙ect operational technology (Popli & Girdhar, 2019). However, ransomware specifically 
designed to target ICS systems are rare, Butt et al. (2019) claims that the industrial 
sector will be of higher priority for organized criminals in the upcoming future due to 
sensitivity and critical nature of ICS mentioned above. Dragos (2020) confirms this by 
reporting an increase in ransomware attacks targeting ICS dependant systems, and even 
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finding a ransomware specifically targeting industrial control systems. Making the threat 
as real and as relevant as in IT. 

2.4 Internet Exposed Assets 

Due to the digitalisation and convergence of the IT and the OT environments, there 
has been an increase of industrial control system devices connected to the internet 
(Bodenheim, 2014). Resulting in the exposure of poorly configured industrial control 
systems or even the exposure of Programmable Logic Controller (PLC) or Remote Ter-
minal Unit (RTU) that has no authentication requirements (Dragos, 2020). Attackers 
are utilizing a search engine like Shodan, a search engine for internet-connected devices, 
as a reconnaissance tool. By identifying internet exposed assets and gather information 
such as IP addresses, ports, services and existing associated vulnerabilities. Bodenheim 
(2014) highlights how information of internet exposed ICS devices with weak or default 
authentication was identified using Shodan and later used in an attack that compromised 
a water control system. Barbieri, Conti, Tippenhauer, and Turrin (2020) is also able to 
conclude how industrial control systems disclosed to the internet exposes them towards 
a wide range of cyber threats. Dragos (2020) reports an increase in exposed devices 
and how attackers are utilizing this as an initial vector to access the victims operational 
technology environment. 

2.5 Phishing 

A Phishing attack is when an attacker sends out spam e-mail with a link to a fake 
website or an attached malicious file. The goal of the phishing mail is usually to get 
the victim to click the link in the email, which redirects to a fake website controlled by 
the attacker. Here the victim is prompted to enter some sort of information, usually 
personal information such as credit card or login credentials (Stallings et al., 2012). 
The attackers are usually utilising a large database of compromised email addresses or 
phone numbers (for Smishing, SMS phishing) and sends out the fraudulent message to 
everyone, hoping someone will fall for the fraud, like fishing with a net, thereby the term 
phishing(Bhardwaj, Sapra, Kumar, Kumar, & Arthi, 2020). Due to the high success 
rate of phishing, the attackers are constantly evolving and developing their methods. 
Designing well-thought-out messages with nearly identical fake websites coming from 
seemingly legit senders makes it diÿcult to spot, even for the trained eye (Vayansky & 
Kumar, 2018). 
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2.5.1 Spear-Phishing 

Spear-phishing is an attack that is conducted with a specific intention like harvesting user 
credentials to a specific system or network. Due to its relative simplicity, it is often easy 
and cheap to conduct and is the most used method to gain initial access to industrial 
control systems (Knapp & Langill, 2014). Caldwell (2013) specifically highlights how 
advanced persistent threats (APT) rely on spear-phishing as a tool for creating a point 
of entry to an organisation. After access is granted, usually a next step includes the 
deployment of some form of malware with the intention to propagate to other systems. 
The attackers will attempt to find a way to pivot deeper into the industrial network, 
establishing a steady foothold. With access granted and an established foothold, the 
attackers can now deliver their payload or lay undetected with the intention of gathering 
information (Knapp & Langill, 2014). 

2.6 ICS Vulnerabilities 

As availability is of great importance in the operational technology environment and 
investing in new equipment is usually equal to high investment costs, the life cycle of 
operational assets are expected to range upward to 30 years (Lindström, Viklund, Tide-
man, Hällgren, & Elvelin, 2019). The long life-cycles often results in OT environments 
consisting of preceding assets which was developed with little to no security measures, 
making them suitable targets for attackers (Clark & Hakim, 2017). OT assets are also 
lagging behind other industries with the time between a vulnerability is disclosed publicly 
and to the time the vulnerability is discovered in a control system, the average time be-
tween disclosure and discovery of vulnerabilities ranging around 1 year (Knapp & Langill, 
2014). Meaning that there are systems which is vulnerable to attacks allowing access into 
control networks. In addition, patching discovered vulnerabilities in the OT environment 
can be a diÿcult task as any changes or updates made requires comprehensive testing 
prior to implementation (Lindström et al., 2019). Due to the recommended network seg-
mentation for industrial network, including isolating the assets from the internet or other 
networks, it could take time for ICS to receive updates. In addition to that, updates or 
patching must be done in coordination with the production operations and in a planned 
maintenance window due to the high reliance on availability (Knapp & Langill, 2014). 
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CHAPTER 3 

Theory 

This chapter describes the theory and clarify the key concepts used in the study. The 
first section briefly discuss information security and then moves on to discuss IT, OT and 
the di˙erences between them. 

3.1 Information Security 

While discussing protection of information, it is necessary to define what falls under 
the term information security. Von Solms and Von Solms (2004) refers to information 
security as the protection of information everywhere. Whilst information security and 
cybersecurity is often used interchangeable with cybersecurity, in the definition stated by 
Von Solms and Von Solms (2004); von Solms and von Solms (2018), cybersecurity refers 
to protection of information restricted to cyberspace. Referring to information security 
in this study, therefore covers the protection of information everywhere. The main goal of 
information security is to ensure the confidentiality, integrity and availability of prioritised 
resources (Stallings et al., 2012). 
Information security has developed from being a purely technical perspective to being a 
part of the overall business strategy (Wheeler, 2011). Von Solms and Von Solms (2004) 
highlights that, found within the term information security is also information security 
governance, which covers how a company can direct and control information assets from 
risks related to connecting them to the internet. While businesses apply information 
security, it is impossible to provide a perfect level of protection of information, as there 
is always some chance of harm or loss if an incident occurs, this chance is risk (Gantz & 
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Philpott, 2012). In order to respond to risk, risk management can be applied, according 
to Wheeler (2011) the goal of risk management is to identify critical assets that needs 
protection and to identify the threats and vulnerabilities associated to the assets. With 
this done, the risk exposure is rated to determine suitable mitigation strategies, applying 
control measures and measuring the e˙ectiveness of implemented controls. There are 
multiple risk management approaches which slightly di˙er in terms and focus, but have 
the same overall life cycle (Bergström & Lundgren, 2019; Shedden, Smith, & Ahmad, 
2010). The International Organisation for Standards or ISO has developed a widely 
used standard which provides guidelines for how an organisation can apply information 
security risk management. The recommended risk management process by ISO provides 
an overview of each step in the process (Gritzalis, Iseppi, Mylonas, & Stavrou, 2018). 

3.1.1 Risk Assessment 

A risk assessment is done in order to understand the exposures and how control measures 
should be prioritised (Wheeler, 2011). Performing a risk assessment in the operational 
technology environment requires that the method used is covering asset identification, 
threat identification, vulnerabilities assessment, identifying and classifying risks and con-
trol recommendations (Knapp & Langill, 2014). In order to further understand how risks 
should be managed, the business risk appetite should be determined, meaning what level 
of risk exposure is the business comfortable with (Wheeler, 2011). Thus, to align the 
business short and long term security goals, a balanced and objective evaluation of risk 
in terms of threats, vulnerabilities and impact is necessary (Knapp & Langill, 2014). 

The digitalisation is making information an asset on which every organisation relies 
on, which makes protecting it significantly more crucial (Hahn, 2016). This is true, 
not only for strict IT organisations, but also for non-traditional organisations such as 
healthcare and process and production industries (Nambisan, Lyytinen, Majchrzak, & 
Song, 2017). 

Applying information security presents one way of reducing risk, and in a broader 
context of risk management it is concerned with reducing risks related to information 
systems (Gantz & Philpott, 2012). Information security has therefore been recognised 
as synonymous with risk management (Bodin, Gordon, & Loeb, 2008). Threat and 
vulnerability identification and assessment is central to risk management in order to select 
the appropriate control measures (Wheeler, 2011). Control measures can be applied with 
di˙erent purposes in order to help secure future conditions (Baskerville, Spagnoletti, & 
Kim, 2014): 

Preventative control is when the likelihood of a vulnerability exploitation is reduced but 
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has little or no impact on the severity of the impact if an exploitation is successful. 
An example of preventative control is encryption, anti-virus or even a document 
shredder (to prevent someone from stealing paper). Another preventative control 
is network segmentation, where assets are divided into zones based on level of 
criticality (Knapp & Langill, 2014). 

Reactive control has little or not impact on the likelihood but can be limit severity of 
the impact by limiting the scope of the attack once it is observed. Reactive controls 
could be developing and implementing an incident response plan (Wheeler, 2011). 

Under Attack or incident response is applied when a possible attack is detected, this 
could include routines and processes, such as isolating systems from the network, 
or detection and removal of malware (Johnson, 2015). 

Risk management is not a one-time-thing and should be consistent and reoccurring in 
order to respond to the dynamic nature of information security and to better prepare for 
new challenges in the future (Tsochev, Trifonov, Nakov, Manolov, & Pavlova, 2020). 

Table 3.1: Main themes derived from theory 
Theme Description 

Applying information security covers the protection of information everywhere, 
in order to develop an acceptable information security strategy, definitions of terms

Information Security 
and methods needs to be agreed on by the entire business 
(von Solms & von Solms, 2018; Wheeler, 2011) 

The chance of harm or loss of information is known as risk, applying risk management 
is a method used as a response to such risk. This is done by identifying and assessing, 

Risk 
assets, vulnerabilities and threats. Risk management has been recognised as synonymous 
to information security (Gritzalis et al., 2018; Bergström & Lundgren, 2019). 

Applying appropriate control measures is one of the results from risk management, this 
Control Measures can be done several ways depending on the purpose of the control: preventative, reactive, 

or under attack (Baskerville et al., 2014; Knapp & Langill, 2014; Wheeler, 2011). 

Information security is a dynamic subject which constantly changes and evolves as a result 

Future 
of the development of technology and advancements of adversaries tactics, therefore, information 
security and risk management should be consistent and reoccurring to better be prepared for future 
challenges (Tsochev et al., 2020; Talabis et al., 2014). 

3.2 Information Technology 

Due to the ongoing digitalisation, the term IT is nothing new, but the definition of IT 
still needs to be explained in order to understand the di˙erence between IT and OT, 
and how securing one is di˙erent from the other. Information technology or IT involves 
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the development, maintenance and use of information by utilizing computer systems, 
software and networks for the processing and distribution of said information (Cambridge-
Dictionary, 2021; Hahn, 2016). IT is being used for supply management, financial, day-to-
day business processes and is now a central part of enabling the operational environment 
(Lasi, Fettke, Kemper, Feld, & Ho˙mann, 2014). With the current development of data-
driven business models, and an increasing number of connected devices, estimations show 
the number of connected devices to hit 50 billion in 2025, justifying the term "Data is the 
new oil" as a way to describe the current value of information (Müller & Meyer, 2019, 
p. 296). Showing that information is the driver and a key component for information 
technology. 

3.2.1 Security Objectives in IT 

With the relevancy of information highlighted, protecting said information becomes a 
part of every business who relies on IT. There are three key objectives when discussing 
IT security (Stallings et al., 2012): 

• Confidentiality refers to data confidentiality which assures that sensitive or con-
fidential information is made unavailable for unauthorized users or individuals and 
privacy, which assures that individuals control or influence how related information 
is being collected, stored and disclosed. Example: a database of a hospitals patient 
journals are leaked, causing the loss of confidentiality to the information stored in 
the database. 

• Integrity ensures that changes to information and software is only able in an 
authorized manner and that systems perform as they were intended, without in-
advertent unauthorized manipulation of the system. Example: pump pressure on 
the screen shows 10 bar, but in reality is 20 bar as a result of someone hacking the 
human-machine interface causing a loss of integrity of the information displayed. 

• Availability assures that systems and services are made available for authorized 
use. Example: a user is unable to login to their online bank due to a Distributed 
Denial of Service (DDoS) attack overloading the web server causing a loss of avail-
ability. 

These objectives make up what is known as the CIA triad and is a widely used term 
when describing how to apply measures and controls when securing information. 

12 



3.2.2 Business Network 

All these IT-devices needs to be connected to each other in order to communicate. In 
the context of this study, this network of IT devices will be referred to as the business 
network. This is done in order to clarify the di˙erences between the industry network 
and the business network when discussing the convergence of the two environments. The 
business network provides the information infrastructure for the business, in other words 
the "regular" network. The business network supports daily corporate functions such as 
sales, finance, shipping etc (Knapp & Langill, 2014). 

3.3 Operational Technology 

The di˙erence between the operational technology (OT) and the information technology 
should be understood in order to grasp the challenges surrounding information security 
in the operational technology environment (Hahn, 2016). OT refers to the software and 
hardware which is responsible to monitor and control physical devices in an industrial 
setting such as a production line or a process environment (Lindström et al., 2019; Hahn, 
2016). Operational technology is a broad term that covers industrial control systems, 
such SCADA (Supervisory Control and Data Acquisition), PLC (Programmable Logic 
Controllers), IAS (Industrial Automation Systems), and essentially every system found in 
the industrial setting which is connected to the operation (Drias, Serhrouchni, & Vogel, 
2015; Knapp & Langill, 2014). The OT assets are found in industries such as the process-, 
production-, utility-, oil and gas industry (Drias et al., 2015). Due to the breadth of the 
term operational technology, it is used as the key concept in this research covering all the 
previously mentioned assets. Some of the more frequently used terms in relation to the 
operational environment is described below: 

Industrial Control System (ICS) is an umbrella term that is used to describe inter-
connected subsystems which primary purpose is to execute acquisition, control or 
supervision. The term ICS includes SCADA (Supervisory Control and Data Acqui-
sition), Human-Machine Interface (HMI), PLC (Programmable Logic Controller), 
IAS (Industrial Automation System) (Drias et al., 2015). 

Supervisory Control and Data Acquisition (SCADA) system refers to the system 
which is responsible for monitoring and controlling of processes and systems which 
are distributed over a limited or large geographical area. Its main purpose is to 
provide control and gather data to and from sensors, pumps, instruments, etc by 
using a software platform (Abdo, Kaouk, Flaus, & Masse, 2018). 
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Figure 3.1: Operational Technology principle (Larsson, 2018) 

3.3.1 Security and Safety Objectives 

The operational objectives of industrial control systems includes: supporting and main-
taining profitable margins, minimizing impact on safety and environment, managing de-
pendencies and limiting damage or wear and tear of physical assets. Therefore, cyber-
security is not prioritised as a main operational objective, but is, however, a part in 
supporting these objectives (Hahn, 2016). Due to the operational objectives and the 
high production and process dependency of assets found in the operational environment, 
they are put under stricter security and safety requirements than traditional IT system 
(Ani et al., 2017). In the OT environment, safety concerns is often prioritized above 
anything else, due to the potential devastating impact a malfunction could cause to hu-
man, physical infrastructure, environmental and depending on the interdependencies of 
the components, critical infrastructure (Hahn, 2016). The operational requirements for 
OT include the key security objectives found in IT security: confidentiality, integrity 
and availability (CIA). Other objectives that needs to be taken into consideration in the 
operational technology environment is: 

• Safety is a critical and most often a prioritized security objective, due to the impact 
a malfunction in the OT could have by causing damage to people and/or the physical 
environment. An example of this was when an SCADA system malfunctioned in 
Bellingham, WA, US in 1999 causing a gasoline pipe to leak and eventually ignite 
causing a large explosion, killing three and injuring eight people (Hahn, 2016). 

• Environmental impacts could be caused due to failures in the OT environment by, 
for example, releasing dangerous chemicals, radiation, or toxic material, damaging 
wildlife, plants and water sources (Knapp & Langill, 2014; Hahn, 2016). 

• Dependencies. Critical infrastructure such as, energy, water and transportation 
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heavily rely on industrial control systems (ICS) to function. Failure of critical 
ICS of societal interdependencies could cause significant damage, as shown in the 
NotPetya ransomware, causing blackouts and disruption in large parts of Ukraine, 
and completely paralysing the world’s largest shipping company Maersk. Estimated 
to have caused $10 billion in damages (Greenberg, 2018). 

• Physical Equipment could be negatively a˙ected by a failure in the OT envi-
ronment, by causing damage to physical equipment such as motors, transformers, 
machines, generators etc (Hahn, 2016). 

• High Availability of ICS is often prioritized due to requirements such as uptime 
of manufacturing lines, electrical power grid and water systems (Hahn, 2016). The 
high cost of new investments in the OT environment is also driving the need to for 
high availability due to need of 

3.3.2 Industrial Network 

The assets found in an operational technology environment needs to be interconnected, 
making up what is known as the industrial network (Knapp & Langill, 2014). The 
industrial network depends on a wide variety of di˙erent network protocols, some is 
designed to specifically support the operational technology requirements, and some which 
can be found in the IT environment such as the HTTP, DNS and SSH. (Hahn, 2016). The 
industrial network is briefly mentioned here due to the importance on how it operates and 
how it di˙ers from the IT network. Many of the protocol, Modbus, DNP3, PROFIBUS, 
etc, used in the industrial network were not designed with any security attributes, and 
security was seen as more of a compensating control, as they were not intended to be used 
in public networks (Knapp & Langill, 2014). The original versions of the IT protocols also 
lacked in security attributes, but as the development of IT protocols and IT in general has 
moved faster than in OT, newer protocol with security by design is now seen as standards, 
such as HTTPS (Hahn, 2016). This has left the protocols found in the industrial network 
diÿcult to protect with typical network security devices such as firewalls and intrusion 
detection systems, and in some cases the legacy protocols used is incompatible with the 
newer protocols, which further adds on to the diÿculty of utilizing IT security practices 
in the OT environment (Mrabet, Kaabouch, Ghazi, & Ghazi, 2018). 

3.3.3 Di˙erence between IT and OT 

With the some key attributes highlighted for IT and OT environments, illustrates the 
importance in applying information security measures that is sophisticated enough to 
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Table 3.2: Di˙erences between IT and OT environments (Stou˙er,Falco, & Scarfone, 
2011) 
Category IT Environment OT Environment 

Real-Time 
Non-Real Time 

Response is time-critical 
Response must be consistent 

Performance High delay or jitter is not acceptable
High latency may be acceptable 

Human response and emergency interaction is critical 
Strict Access Control Available 

Strictly control access to ICS 

Rebooting may not be available due to process availability requirements 
Rebooting is acceptable Availability requirements may call for use of redundant systems

Availability 
Availability shortage can be tolerated Patching or outages must be planned and scheduled days/weeks in advance 

Exhaustive pre-deployment testing due to availability requirements. 

Confidentiality and integrity is crucial Human safety is highest priority followed by protection of process. 
Confidentiality Momentary downtime is no major risk Momentary downtime is not accepted. 
and Integrity Major risk impacts: Delay in business Major risk impacts: regulatory non-compliance, environmental impact, 

operations loss of life, physical damage to equipment, production impacts 

Systems are designed for typical 
Di˙ering operating systems, often with no security capabilities built in. 

System Operations operating systems (Linux, Windows) 
Software changes are carefully made by vendors 

Upgrades can be automated 

Resources enough to support additional Systems are designed for industrial processes with little 
Resources 

third-party applications such as security solutions or no spare resources to support additional security capabilities. 

Many proprietary and standard communication protocols 
Standard communication protocols 

Communications Wired and wireless capabilities 
Wired and wireless capabilities 

Complex networks 

Software changes must be thoroughly tested and incrementally deployed. 
Software changes are, such as patching, is done 

Outages must be planned days or weeks in advance. 
Change Management systematically in the presences of good security practices. 

Systems in OT environment may use legacy operating systems that are 
Changes are often automated 

no longer supported. 

Component Life time Lifetime on the order of 3-5 years Lifetime on the order of 15-20 years 

Components can be remote, isolated or require extensive physical 
Components location Usually located local and easy to access. 

e˙ort to gain access to them. 

handle the operational and risk di˙erences between the two environments (Stou˙er, Falco, 
& Scarfone, 2011). 
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CHAPTER 4 

Method 

This chapter describes the methods used in the study. The first section describes and 
discuss the di˙erent research approaches and why the research was conducted with an 
inductive and exploratory approach. Final section discuss the method for analysis and 
the ethical and trustworthiness aspects of the study. 

4.1 Research Approach 

There are two main research approaches, a deductive and an inductive approach. The 
fundamental di˙erences being what drives the research. 

Deductive approach usually begin with a theory-driven hypothesis in order to study or 
test reality. The developed hypothesis guides the data collection and analysis with 
the intention of revising the theory based on the result of testing the hypothesis 
(Woiceshyn & Daellenbach, 2018). 

Inductive approach derives from a research question developed from empirical observa-
tions which guides the empirical data collection used to generate or propose theory 
based on the observation (Bryman, 2016; Creswell & Creswell, 2017). 

When research is being done with the goal of better understanding an existing situa-
tion, and thus lacking a clearly defined problem, it is considered as exploratory research 
(Bryman, 2016). Since the problem stated in this thesis derived from empirical observa-
tions and lacks a clearly defined problem, the research took an inductive and exploratory 
approach. 
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4.2 Data Collection 

Due to the goal of the research was to investigate the challenges encompassing applying 
information security in the operational technology environment in the context of increased 
connectivity to the IT environment, the method for data collection needed to be able to 
handle the complexity behind how risk is apprehended (Vance, Anderson, Kirwan, & 
Eargle, 2014). Since semi-structured interview is a versatile and flexible method for cap-
turing peoples values and opinions, it was chosen as a suitable method for data collection 
(Kallio, Pietilä, Johnson, & Kangasniemi, 2016). The data collection was conducted 
following six steps: designing the interview protocol, drafting the questions, choosing 
respondents, conducting the interviews, transcribing and preparing the data for thematic 
analysis and carry out the analysis. The data collection process was inspired by the 
process or inductive research approach outlined by Creswell and Creswell (2017). 

Figure 4.1: Data Collection Process 

4.2.1 Semi-structured Interviews 

As the research aims to understand how operational technology based businesses view 
information security risks in relation to the interconnectivity of the IT and OT environ-
ments, a method was needed to handle such complexities and to capture the expressions 
and feelings conveyed while answering interview questions (Brigham Young University et 
al., 2014). Therefore, it was determined that the best way to gain an understanding of 
the current situation is by conducting interviews. The next step in the process was to 
determine what type of interview would fit the prerequisites. As an interview can be car-
ried out several ways, ranging from a strict and structured interview to an unstructured 
interview (Holme, Solvang, & Nilsson, 1997). The di˙erent types was considered before 
choosing semi-structured as the most suitable method for this study due to the flexibil-
ity the method o˙ers. Semi-structured interviews allows for the respondents to express 
themselves with values, intentions and perceptions, and a chance for follow-up questions, 
making it more of a conversation surrounding the main themes than a strict interview 
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(Kallio et al., 2016). An unstructured interview would risk of straining away from the 
topics of the research and a structured interview would not enable the respondents to 
express themselves due to constraints of the method (Rabionet, 2014). 

4.2.2 Designing the Interview Protocol 

The purpose of the interview protocol was to create a set of pre-defined questions that 
would guide the conversation and direct it towards the topic of the research. The goal 
was therefore to design the questions with the intention of not being leading, resulting 
in well-formulated open-ended questions. This allowed for smooth transitions between 
follow-up questions and the ability to jump between questions if so was necessary, which 
paved the way for a dialogue to occur (Kallio et al., 2016). 
The initial interview protocol was written in Swedish due to the fact that all the respon-
dents was either speaking Swedish fluently or had Swedish as their native language. This 
allowed for the respondents to answer questions with their full capacity of expressing 
themselves in words. The interview protocol shown in Table 4.1 is the translated version 
of the questions asked during the interviews. By designing the interview protocol based 
on the literature used in the study the answers could be associated with the theory thus 
allowing for an analysis of the result that gave an understanding of the practical situation 
in correlation to the theoretical foundation the study is being built upon. 

4.2.3 Choosing Respondents 

Holme et al. (1997) highlights how the statistical generalization and representativeness 
lacks a central purpose in a qualitative method, but emphasises that selecting respon-
dents does however play a critical role. Respondents should be selected based on the 
research question, else the gathered data could end up useless (Holme et al., 1997). In 
order to remediate this, a set of criteria was designed beforehand which the chosen re-
spondents had to meet. The first criteria was designed based on the main premise of the 
research question: The respondent had to be employed by or working with a business 
which mainly relied on operational technology as a part of their main business processes, 
for example, production or process industries. The second criteria was based on the in-
formation security aspect of the research. The respondent had to be in some way working 
with information security in the business, for example working in the IT department or as 
a business developer with focus on information security. The third and final criteria was 
that the respondent should have a role in the risk management processes, for example 
as a consultant working with risk assessment or in some way has a significant role in the 
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Table 4.1: Interview Protocol derived from section 3.1 
Main Themes Sub-Themes Questions 

Defining Information 
Security 

What is information security for you? 
What do you believe plays a significant role in information security 
work? 

Information Security In which way does it play an important role? 
How does one apply information security? 

Information Security Is it possible to determine if the information security application is 
Application good enough? 

How does one apply information security in your organisation? 
How is information security prioritised in the organisation? 

What is a risk? 

Risk 
Defining Risk 

How does one identify and manage risks? 

Working with Risk 
How do you work with risk in your daily role as __? 
How does the organisation work with risk? 

What is a preventive control measure for you? 
Preventive How do you apply preventive control measures? 

Do you believe that existing preventive control measures are 

Control Measures 
suÿcient? 
What is a reactive control measure? 

Reactive How do you apply reactive control measures? 
Do you believe that the existing reactive control measures are 
suÿcient? 

Under Attack 
How would you act if one of your systems was under attack? 
Is there any routines on how to act during or after an attack? 

What is your view on the development of digitalisation and 
Future General discussion interoperative systems in the OT environment? 

Can you describe a future scenario regarding technology, rules, 
regulations or general development of the OT environment? 

process of identifying and assessing information security risks. 
With the criteria for respondent established, the next step was to contact businesses. 

The initial contact was done by email and contained a brief description of the study: 
“...the purpose of the interview is to investigate the emerging information security 

risks as a result of the IT and OT convergence. The systems found in the IT and OT 
has di˙erent origins and logic but due to the digitalisation with IoT and other inter-
operational solutions is there an increase in existing risks and the development of new 
risks....” 

A total of 10 businesses was contacted, with only five answering the initial email. 
After some corresponding, three interviews was booked. Each respondent represented 
di˙erent job titles in di˙erent types of industries: 
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Table 4.2: Overview of respondents 

Role Industry Employees 

Operational Technology Advisor Consulting 7000+ 
Business Developer Mining 4000+ 
Information Security Coordinator Energy 100+ 

4.2.4 Conducting the Interviews 

All the interviews was carried out digitally using Microsoft Teams and Zoom. Each 
interview was booked to last 60 minutes, with some ending earlier at around 52 minutes 
and some lasting 1 hour and 10 minutes. Before the interview started, the respondent was 
informed about the premise of the interview and how the material would be undisclosed 
by leaving out information that could identify the respondents or the company they 
represent. Some casual conversation took place before the interview formally started in 
order to break the ice. The respondent was asked if the interview could be recorded 
with the purpose of the recorded material being transcribed for analysis. If yes, the 
question was repeated after the recording had started. None of the respondents refused 
to be recorded. By recording the interviews, focus could be held on how the conversation 
developed and allow for better interpretation of the answers given in order to follow up 
with relevant questions. The interview was recorded using Open Broadcaster Software 
for macOS. When the interview started, the questions found in the interview protocol 
was used as a guide to carry the conversation forward and keeping it relevant to the 
purpose of the data collection. Answers was summarised in order to confirm the answers 
was perceived correctly. Other than that, the overall conversation was controlled by the 
respondent. After the interview was done, the respondents was asked if they felt like they 
needed to add something or if they had any questions. 

4.2.5 Preparing Data 

Before the data could be analysed it had to be prepared. Since the intention was to use 
a thematic analysis, the recorded interviews was transcribed, this allowed for insight to 
develop and to streamline the analysis process (Denscombe, 2014). In the transcription 
process, irrelevant noises such as "ehh and ehm" was left out. However, when respondents 
was answering a question notes was made of silence or extended thinking since this 
could a˙ect the underlining meaning of the answer. For example, if the question"Do you 
feel information security is a priority in your organisation?" was asked and the answer 
would be "ehhhh.....hmmm...I think it is" has di˙erent meaning than a straight "Yes, 
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because this. . . " These sounds and uncomfortable silences give a richer meaning to the 
answer the respondents give (Denscombe, 2014). Each interview was transcribed using 
the web-based software "oTranscribe" and was saved to txt and markdown file format. 
In the transcription process, no names of companies or employees was written, where the 
respondent mention a company or name it was replaced with <own company> or <name 
of employee>. The layout of the transcription looks like the example below: 
“A: Do you believe that the preventive control measurements you apply are suÿcient? 
R: No, there is always more to do.."” 

4.2.6 Thematic Analysis 

The method deemed most suitable for analysing the gathered material was the thematic 
analysis method. Thematic analysis is a method that allows for an eÿcient way of 
identifying, organising and contribute to a better understanding of the pattern of meaning 
in a data set (Braun & Clarke, 2012). By applying a systematic approach to identify 
trends and patterns in the answers given by the respondents during the interview, it is 
possible to connect the underlying meaning of the answers to the areas generated by 
the theory (Vaismoradi, Turunen, & Bondas, 2013). Due to the questions’ connection to 
the theory, a deductive approach to the thematic analysis method was used. In contrast 
to the inductive, a more bottom-up approach where the data decides the main themes, 
a deductive approach is using a type of top-down approach, where main themes of the 
analysis derive from concepts and ideas based on the theoretical part of the study (Braun 
& Clarke, 2012). 

The analysis was carried out using the method of meaning units, condensed meaning 
units, sub-themes and themes described by Graneheim and Lundman (2004). According 
to Graneheim and Lundman (2004) the transcribed interview, should be divided into 
meaning units which in turn should be condensed creating a condensed meaning unit 
which then is labelled with a code. The code should then in turn be sorted based on 
di˙erences and similarities into sub-themes derived from the main themes. The example 
below (Table 4.3) illustrates how a citation from the interview is being reduced to a 
condensed meaning unit and derived to a code which then can be categorised based on 
the sub-themes and main themes. This allows for the underlying meaning of the citation 
to be connected and grouped to relevant areas (Graneheim & Lundman, 2004). Each 
meaning unit is connected to the respondent which is described by its role. As the 
interview was carried out in Swedish, the analysis will consist of translated citations from 
Swedish to English as shown in the example (Table 4.3). 

The purpose of the analysis was to describe the gathered material in order to char-
acterize the meaning of the given answers. By dividing, categorising and connecting the 
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Table 4.3: Example of Thematic Analysis 
Main Theme: Information Security 

Respondent Meaning Unit Condensed Meaning Unit Code Sub-Theme 

Business developer 
"Upper management is really 
prioritizing information security, 
but further down the line it gets banal.." 

information security e˙orts fades 
further down the line 

lack of priority 
throughout the entire 
organisation 

Information Security 
Application 

Operational Technology 
Advisor 

"...It should not only be seen as something 
that removes risk, but something that could 
create new opportunities.." 

information security as an innovation 
tool 

view information security 
from a di˙erent perspective 

Information Security 
Application 

data to the theoretical foundation the gathered data developed into a crucial part in the 
goal of answering the research question, and in turn, identify new areas of research by 
illustrating the current situation and previously unknown problems. 

4.3 Trustworthiness 

Trustworthiness is often used, together with credibility, truth, consistency and applica-
bility to describing validity in qualitative research (Brink, 1993). This type of qualitative 
validity, or trustworthiness, is based on the accuracy of the findings in the context of the 
researcher, the participant and the reader. Creswell and Creswell (2017) also highlights 
the importance of adopting multiple strategies to ensure trustworthiness in a study, for 
instance peer debriefing and external auditor, where the study is being reviewed by peers 
other than the researcher. 
At the heart of this study lies transparency, each method and choice is described with 
enough detail and justification to allow for it to be repeatable by other researchers. The 
data was collected using interviews, which was recorded and then transcribed in verbatim. 
Each respondent was introduced to the study and was informed of how their participation 
would contribute to the research. As this is study is a thesis, the work is being consis-
tently checked by other members of the course group as the progress moves forward in 
the form of research seminars in which other students and the supervisor attends. 

4.4 Ethics 

Conducting research comes with an ethical responsibility towards the society it con-
tributes to. The researcher is responsible for the participants of the studies and also 
to those who are indirectly or directly a˙ected by the result of the research (Stafström, 
2017). Therefore, good research practices is applied. Meaning that the researcher is 
truthful about the conducted research and consciously review and describe the perspec-
tive used in the study. Good research practice also includes being transparent with the 
methods used and the results. A researcher shall not steal result from others and thrive 
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to conduct research without harming humans, animals or the environment (Hermerén, 
2019). Research is classified as professional ethics which can be described as three gen-
eral subsets: (1) performing good work, (2) follow national and local rules, directions 
and norms, (3) follow professional codes of ethics (Eriksson, 2021). As the research is 
conducted within the subject of information system Dahlbom and Mathiassen (1994)’s in-
terpretation of the American Association of Computing Machinery’s code of ethics should 
be taken into consideration. They highlight, aside from general professional ethics, the 
connection between information systems and users and how researchers working in such 
environment should collaborate, respect, and protect them from harm. 

With a brief introduction of describing the ethical responsibilities, the rest of the 
section describes the measures taken to ensure the studies ethical aspects. In order to 
protect the respondents, they were asked to voluntarily participate in the study with the 
right to not answer questions and the ability to end the interview at any time. Each 
respondent got a brief introduction to the study and the purpose of the interview and 
how the respondents are contributing. As all interviews were recorded, the respondent 
was aware of this before the recording started, and all respondents were informed of how 
recorded data was to be used. Each interview was transcribed in verbatim with the names 
and organisations anonymised. The study is reviewed and approved from third-parties 
at the university to ensure that it follows national and local laws and regulations before 
it can be published. 
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CHAPTER 5 

Analysis 

The following chapter presents the findings from the data collection categorised by main 
themes and within each main theme is the sub-themes, in which the findings related to 
each theme is presented. 

5.1 Information Security 

This section covers all statements that was categorised in the sub-themes following the 
main theme information security. Table 5.1 summarise the findings within the information 
security theme in terms of factors the respondents found of importance when defining and 
applying information security. 
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Table 5.1: Relevant factors for information security according to the respondents 
Information Security Description Respondent 

Defining Information Security 

Risk Management 
Risk Assessment and Information Classification, which 
is fundamental steps in any risk management process is 
considered to be an relevant factor in information security. 

Information Security 
Coordinator 

Speaking the same language 

Information security is only eÿcient when 
the same language is being spoken, what is critical, 
who is responsible for what, what is included in 
information security. Terms and definitions are agreed 
upon by everyone in the business. 

Operational 
Technology Advisor 

Understanding Assets 
Understanding what assets are critical and their part in critical 
processes, workflows and other systems. This is to ensure what 
needs to protected in terms of prioritisation. 

Business Developer 

Information Security Application 

Iterative process 
Information security should be viewed as an iterative process 
which should be conducted with a systematic and consistent 
approach, and not a one-time-thing. 

Business Developer 

Risk Appetite 
Businesses should determine what level of risk they are willing 
to take in order to determine if current level of risk is accepted. 

Operational 
Technology Advisor 

Control Documents 
Utilising control documents, such as routines and guidelines to 
enforce information security application. 

Information Security 
Coordinator 

Clear Roles of Responsibility 
Applying clear role of responsibility makes it easier for employees 
to understand the problem and act accordingly. 

Operational 
Technology Advisor 

Top-Down Approach Information security should be enforced using a top-down approach. 
Information Security 
Coordinator 

5.1.1 Defining Information Security 

One of the opening questions to every interview was to ask how the responded defined 
information security. This was a relevant opener for the interviews, since information 
security can be defined di˙erently based on previous experience or occupation. 
When asked the operational technology (OT) security advisor how he defined information 
security, he did not count OT-security to fall under information security: 

“.. I use the term information security when you work with protecting or mitigating 
risks in some way connected to information. Here I do things a little bit di˙erent, I do 
not consider operational technology (OT) as a part of information security..” 

This statement highlights one of the issues with definition found in the industrial 
environment. While asking the same question to the information security coordinator, 
the answer given was: 
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“It is an umbrella term that covers both the organisational security, guidelines, rou-
tines and then the technical security. . . ” 

Not including nor excluding the operational technology environment in the definition, 
it provides a good example on, depending on role, previous knowledge and experience, 
how di˙erent definitions for information security is being used. 
The respondents did however agree that risk management is a fundamental part of in-
formation security. When asked what the respondents believe plays a relevant role in 
information security three points were highlighted: risk assessment, asset classification 
and clarifying the needs and requirements between the IT and OT group. The informa-
tion security coordinator: 

“Risk assessment and information classification. Classifying the information based on 
how relevant it is from di˙erent perspective, from a availability perspective, confidentiality 
perspective, like, how you are supposed to protect them. How secret they are and such, 
and then you adapt the security level based on that.” 

The operational technology advisor brings up the importance of making the two groups 
speak the same language and draws parallels to being a marriage advisor: 

“. . . people have a tendency to talk past each other. . . a colleague said "It is like being 
a marriage advisor, first you have to get these the di˙erent groups to talk to each other 
and understand what the other is saying".” 

As a part of the risk management process, it is relevant to highlight what is critical to 
the business, and understanding existing assets and its role in processes and workflows. 
The business developer highlights this: 

“..specific information, what we call critical assets, what is crticial information? But 
also critical processes, workflows and other systems we need to keep an eye on.” 

When asked, in which way risk management, asset classification and speaking the 
same language plays a relevant role in information security the information security co-
ordinator gave a short but descriptive answer: 

“[understanding] what is worthy of protection.” 

27 



Meaning that understanding what assets can be found in the business will create a 
better understanding of what needs to be protected. 
When asked the same question, the operational technology advisor provided an answer 
that showed, from a di˙erent perspective, how the parts of information security plays a 
relevant role: 

“..putting general security on the top of the agenda. . . all of suddenly..(it) security 
work becomes what it should be. . . not just something that removes risk, but something 
that creates opportunities.” 

If applied correctly, security work could and as the OT advisor says, should, be an 
enabler of innovation, rather than an impediment to user-friendliness. 
Discussing something like information security, which is a term frequently used by all the 
respondents in their business role, highlights how di˙erently it can define depending on 
who is asked. 

5.1.2 Information Security Application 

In order to continue the discussion on information security in the context of the respon-
dent business, a natural step was to discuss how one apply information security. 
The business developer was keen on underlining the importance of consistency and the 
structure when applying information security and finding a model suitable for the busi-
ness it applies to: 

“It is very relevant to that the work is consistent and structured and not a one-time-
thing. . . it is relevant to find a good model based on how you are structured as an organ-
isation.” 

When it comes to concrete steps on applying information security, utilising existing 
risk management standards like the ISO 27001. This approach, according to the informa-
tion security coordinator, provides a smorgasbord of best practices and guidelines that a 
business can apply to tailor it to their organisation: 

“"There is an ISO 27000 standard that we use in our management system, which is 
a good smorgasbord to pick from, like best practice."” 

The respondent added that, as an energy provider, they have laws and regulations 
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they must take into consideration when they develop a risk management model. The 
business developer further adds that they utilise NIST Cybersecurity framework as a 
foundation on which they base their risk assessment on. A more concrete example on 
how risk analysis could be performed was given by the operational technology advisor: 

“A semi-structured method to analyse risks in processes, determine how to cut your 
organisation into pieces and protect the pieces based on the protection it needs. And create 
some sort of iteration of that.” 

The respondent agree that for information security to be applied e˙ectively, it should 
be systematic and goal oriented. When it comes to applying protection to assets, the 
respondents also agree that its assets needs to be identified, prioritised and protected 
based on level of criticality to the business. The operational technology advisor: 

“One can work with security and just throw good solutions on problems we THINK 
exists. That does however, tend to be very wasteful of money and time.. So a good way of 
working can be to first understand what our.. Our worst points are and work goal oriented 
there instead ” 

The discussion continued further on how and if it is possible to determine whether the 
applied information security is good enough. At first all the respondents answered that it 
can be measured by the number of incidents, no incidents equals good security. However, 
the information security coordinator added that this is only possible if a business has the 
ability to detect incidents: 

“Yes, well that would be if you don’t have any incidents. If you consider yourself 
having the ability to detect the incidents.” 

The operational technology advisor added that it is relevant to understand what level 
of risk the business is willing to accept, the risk appetite. In order to determine if the 
existing level of risk is within the appetite: 

“There is always too much security until there is too little. . . But if we talk security in 
the meaning of protecting against bad people, they will adapt against the resistance.. The 
more you protect yourself, the more e˙ort they put in. So it is up to every organisation 
to determine what is [enough]..” 
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Another perspective of how to determine if the applied information security is good 
enough was given by the business developer. The respondent highlighted the importance 
of focusing on how a business can build upon the internal capabilities and consistently 
follow-up on those: 

“/../ but maybe it is better to focus on the internal capabilities you have so we can 
build it up and follow it up in a good way.” 

Whether the level of applied information security is based on the number of incidents 
or not, it is enforced by creating routines and guidelines which the business should follow 
to meet the expected level of security. The information security coordinator explains 
that control documents is the foundation for how they apply information security in their 
business: 

“. . . we have our guidelines and routines in our work. Information classification. . . 
but when we do changes should a change request be sent in order to get clearance to 
change in systems.” 

Meanwhile, the operational technology advisor, who has worked with many businesses, 
highlights how the combination of unclear regulations and no apparent role of responsi-
bility lacks in many of these businesses: 

“Rarely if does [organisations] have any type of good regulation, and responsibility has 
started to land, or has become clearer.. Because I think that responsibility has not even 
been defined before, it is now they start to raise the question and then you throw it in the 
head of some IT department manager and expect them to understand the problem.” 

Which causes complications when managing the expectations for information security, 
for instance in the context of resource allocations: 

“. . . when talking resources, a natural consequence is that not many people has worked 
with this before, not in a structured way and has therefore no idea what it costs and should 
costs. . . it becomes a type of moving budget instead of something that is in line.” 

Another issue arises when discussing how the respondents are asked questions about 
how they, in their company, applies information security. Saying that due to the di˙er-
ence between businesses areas does not allow for a consistent model to be used: 
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“We are a decentralised organisation, even in IT, we are one IT-organisation but we 
have di˙erent IT for di˙erent business areas. . . there is complexity that it all di˙ers, we 
cannot follow all in the same processes.” 

The interview proceeded by investigating how information security is prioritised in 
the organisations represented by the respondents, and in the case of the advisor, based 
on experience advising businesses in information security questions. Both the informa-
tion security coordinator and the business developer answered that it is a topic that is, 
right now, high on the list of priorities by upper management. But that it is not being 
viewed with the same priority throughout the organisation. The information security 
coordinator pointed out that security is viewed as something disrupting and annoying: 

“[further down in the organisation] it is not as positive about information security 
since it is always a balancing of user friendliness and security.” 

This is resulting in the lack of awareness in di˙erent part of the organisation. The 
information security coordinator describes a situation in which the view on information 
security di˙ers: 

“. . . those who work with the most critical systems [prioritise information security] 
absolutely, they understand that we need to have it like this. However, those who work in 
HR or administration in general..ehh.. Is not equally.. Its not the same everyday thing 
with security.. so its not as current..” 

The business developer adds that awareness is being developed, sometimes from per-
sonal experience, as seen by, for example, an increase in phishing attempts: 

“It exists in upper management and one level down and also on sites. There is an un-
derstanding that the threat landscape is increasing, like some have personally seen through 
email [phishing] etc.” 

When applying information security, di˙erent businesses faces di˙erent problems, 
based on the existing level of expectations. 
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5.2 Risk 

In this section the respondents statements regarding risks is presented. At first the 
respondents was asked to define risk and how risk is managed and identified. The section 
ends by discussing how the respondent, within their organisation, work with risks. 

Table 5.2: Relevant factors for risk according to the respondents 
Risk Description Respondent 

Defining Risk 

Likelihood 
and Consequence 

Risk is defined as the likelihood of something occurring 
and the consequence of it occurring. 

All of the respondents 

Risk Detection 
The ability to detect risks could be added in the definition Operational 
for risk. Technology Advisor 

Value in Discussion 
There could be value in the discussion surrounding risk, 
for example when performing risk assessment. Di˙erent 
perspectives could lead to new insight. 

Operational 
Technology Advisor 

Working with Risk 

Risk assessment is done based on changes, for instance Business Developer 
Risk Assessment in the beginning of new projects or new implementations and Information 

are made. Security Coordinator 

Laws and Regulation 
Existing laws and regulations increase initiative and 
consistency of risk assessments. 

Information Security 
Coordinator 

Risk Assessment in 
IT and OT 

Due to the IT and OT convergence, risk should be assessed 
together. 

Business Developer 

Risk Assessment in Due to di˙erence in consequences, risk assessment in IT and Operational 
IT and OT OT should be done separately. Technology Advisor 

Ransomware 
Ransomware is considered the most prominent threat which 
could cause potential damage. 

All of the respondents 
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5.2.1 Defining Risk 

When asked how the respondent define risk, they all defined it as the likelihood and 
consequence of an incident. However, there were some di˙erences in how information 
security risk should be managed. 

The business developer gave a definition describing risk as: 

“..a potential security problem with a certain likelihood at least, and we can add some 
severity too, thats how I would define it..” 

The information security coordinator gave a smilier answer: 

“..talking about risk. An unwanted occurrence.. but then it also.. A risk is a likelihood 
and a consequence of it also..” 

The operational technology advisor agreed on the same definition mentioned above, 
but adds that, a risk detection factor could be included: 

“Then there are some other versions of it [risk definition]..eh.. one I use sometimes 
when it fits, is the factor: how do you know that a risk has occurred, are you sure you 
can notice that? ” 

The basic definition of risk is agreed on between all respondents, with the di˙erence 
being in the terms used to describe likelihood and consequence. 

Whilst the definition for risk was agreed upon, how the respondents identified and 
managed risk di˙ered. The information security coordinator explained that the main 
approach they use is based on brainstorming and discussion: 

“There are several approaches, and risk is.. We usually do some brainstorming. And 
when you have done a few [risk assessments].. It is like a craftsmanship.. It gets easier 
when you have done a few..” 

Utilising pieces from ISO standards to perform risk assessment is an approach adopted 
by both the information security coordinator and business developer. However, the op-
erational technology advisor does not applaud the traditional risk matrix approach. But 
cherish and value the discussion surrounding the assessment: 
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“personally I really dislike the old risk matrix that you draw up in a workshop.. But 
if the alternative is that or nothing, then it is something to talk about. But I try to avoid 
drawing some pretend mathematical conclusion of where things end up in a matrix. It is 
in the discussion... to prioritise things often gets more exciting discussions rather than 
just .. that’s a four.. and that’s...” 

The information security coordinator explains how the risk model for information se-
curity is similar to the one covering safety and environmental risks. Highlighting that 
there is value in using similar models when assessing risks throughout the organisation. 
The business developer agrees that safety and security risks should be managed using 
similar models but as of right now, they are not: 

“..we work a lot with safety, personal safety, it is very important. . . ..in general is it 
risk [we are measured on] but when it has to do with security risks are we performing risk 
assessment, but it is separate, and does not include in the same structure as of yet.” 

When discussing the risk management used, the operational technology advisor high-
lights that there is di˙erent between theory and practice. Explaining that in theory a 
business is expected to work structured and systematic, but that is not how it usually 
works in practice: 

“It becomes very event-driven or in best case, some sort of campaign in relation to a 
project. You do a evaluation of something and gets a list that you try to prioritise.” 

The advisor highlights that, from experience, businesses usually depend on employees 
which are dedicated to information security and pushes the initiative. When asked why 
the discrepancy between theory and practices becomes so evident, the advisor: 

“The easy answer for it to be like in the perfect world [scenario] an extreme amount 
of resources is required to turn your way of work that way. And it is simply not worth it 
for anyone.” 

The approach depends on management and the ability to establish a level of risk ac-
ceptance: 

“. . . it becomes academic in a way. You have to accept that it is not black or white, 
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we do what we can. This is our level of ambition, half defined.. And it depends on the 
person, depending on who is boss that year is the tone set.” 

5.2.2 Working with Risks 

In this section, the discussion regarding how the respondents and the organisations they 
represent, work with risk. 

According to the business developer, the IT management group is responsible for 
working with risk analysis, highlighting that risk assessment is done in connection to 
implementing new systems: 

“If you are involved in the establishment of a new system, security risks comes in to 
play. When it is external, cloud-systems or externally hosted or in-house developed, is 
there extra requirements and maybe that we do some penetration testing” 

The same is discussed by the information security coordinator, who mention new 
projects as another initiative for risk assessment. Adding that there is also laws and 
regulations which requires annual risk assessments. 

“We have some requirements.. That some systems needs to be a part of risk assess-
ment yearly and after significant changes..” 

The information security coordinator adds that working with information security 
risks is something new for them, and that they are still learning. 

“we have not worked with risks that long, we are learning and so on, we have it in 
our management system and so on.. But we feel that we are learning.. Even me.. It is a 
journey.. It is a craftsmanship.. To do good risk assessments” 

When the respondent was asked whether they perform risk assessment separately on 
IT and OT systems, the answers are mixed. The business developer highlights that the 
two environments are converging: 

“But in the end, IT-security, moving towards the OT-world, is it, we work with au-
tonomous machines, remote control, and then personal security is tightly connected to 
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IT-security” 

The operational technology advisor adds that due to the di˙erences in consequences, 
the two environments needs to be viewed separately: 

“I would say that you perform the analysis separately, but look at the whole picture. 
The reason being that if these two worlds [IT and OT] is not already connected, they are 
on its way to be connected. But the consequences are so di˙erent on the OT side that you 
have to look at them separately.” 

The information security coordinator mentions the use of information classification, 
and how risk assessment is done based on that: 

“We have a classification and if a system ends up in a specific class or over triggers a 
risk assessment that should be done yearly.. But I mean, a system that is done to book the 
gym or something.. It has just the standard security measures.. you wont do anything.. 
you wont perform risk assessment there.” 

When the question was asked regarding the current threat landscape and how it is 
being prioritised ransomware was mentioned as the biggest threat. However, advanced 
persistent threat and state-sponsored attacks were briefly mentioned. The business de-
veloper adds that anything that would disrupt production is a prioritised threat: 

“For us, the biggest threat might be that our production stops, in an attack such as 
Cryptolocker. Maybe not.. We don’t have.. Its like.. Hmm.. Advanced Persistent Threat. 
If someone makes us a target and wants to hack us would they probably succeed even if we 
put the level of security very high.. But if something happens surrounding Cryptolocker 
or.. e˙ects production in another way.. would be.. yes..” 

Whilst the other two respondent deemed ransomware as the most prominent threat, 
the operational technology advisor is sceptic. Saying that threatening with something 
that, in the OT environment, is irreversible is not feasible: 

“It is diÿcult to threat someone with something that is so.. What should I say.. Fi-
nal.. "Ok, you destroyed our transformer that costs 8 millions, it is destroyed now"” 

But highlights that it could well be moving towards the operational technology en-
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vironment. And that threat actors focusing on gathering sensitive information could be 
utilising ransomware due to access to OT might be easier than access to IT: 

“Maybe is it possible that they [threat actors] still focus on information, but you do it 
in the OT-systems.. Like receipt or something.. You find sensitive information [in the 
OT-environment] because you are locked out from the IT-world ” 

The advisor adds that state-sponsored attacks could in some cases, depending on the 
industries, exceed the scope of a single business OT-security plan, and that it should 
probably be covered by national security. 

“Then you have the national threat, so to speak.. Even if it is connected to preparation 
of war or whatever it is.. It is like.. National competitive so to speak.. Then it is maybe 
not even OT-security but, like, attacks on national infrastructure, whatever the technology, 
and then you have to reason from that perspective.” 

5.3 Control Measures 

This section discusses how the respondent utilise di˙erent control measures to manage 
the identified risks. 
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Table 5.3: Relevant factors for control measures according to the respondents 
Control Measures Description Respondent 

Preventative 

Control Documents 
Preventative measures like policies and guidelines based Information 
on existing standards is used. Security Coordinator 

Segmentation 
Segmenting the environment based on a risk analysis 
creating di˙erent zones based on prioritisation. 

Operational 
Technology Advisor 

A holistic view is necessary in order to understand 

Holistic View 
the business processes and assets the controls aims to protect Operational 
in order to justify resource distribution and Technology Advisor 
division of responsibilities 

Reactive 

Information 

Log Analysis 
Utilising support systems for log analysis in order to detect and 
act on deviations. 

Security Coordinator 
and Operational 
Technology Advisor 

Reactive Reliance 
Due to the potential severity of impact in the OT environment, 
reactive measures are prioritised, as it is diÿcult to rely on 
automated preventative measures. 

Operational 
Technology Advisor 

Under Attack 

Routines and Processes 
If an incident occur, existing routines and processes will 
guide the employees on how act. 

Business Developer 
and Information 
Security Coordinator 

Instinct and Experience 
With basic routines developed for a number of expected scenarios, 
it comes down to acting based on instinct and experience. 

Information 
Security Coordinator 

Crisis Management 
Detailed routines and processes on how to act when an incident occur 
could end up overwhelming, therefore traditional crisis management 
could be utilised. 

Operational 
Technology Advisor 

5.3.1 Preventive 

Discussing what preventative controls is and how they can be applied 
At first, the respondent was asked to describe what they considered to be a preventive 
control measure. The business developer answered that it is something that mitigates 
risks, whilst the information security coordinator gave a more concrete example in what 
is covered by the term preventive control measure: 

“. . . I would like to call it management systems.. There is a policy on top, then there 
is guidelines were we have combined what needs to be there based on ISO 27000 to a 
great extent. But we have also added the measures from di˙erent laws, like NIS directive, 
postal- and telecommunication and so on.” 
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The operational technology advisor defined it as something that enables the business 
to understand its environment and detecting events: 

“To begin with, I think you [the business] needs to be sure that they understand how 
your own environment looks like and that you know what happens in it. . . then you are 
able to answer the question "what happened yesterday" when weird things starts to hap-
pen.” 

When asked how they apply preventive control measures, the respondent had a few 
examples. The business developer: 

“..by implementing requirements and items to ensure that we don’t implement system 
that is unsafe. But to do the right things in right time, like identifying if something is 
wrong, with for example penetration testing, but also to have a way to manage access to 
system and processes, etc.” 

The operational technology advisor adds that segmenting the environment based on 
risk priority and monitoring the communication between the segmented zones is one way 
of applying preventive controls: 

“". . . to do some form of rough risk analysis and segment your system in a suitable 
way. And then you end up with the next measure, and then you do some segmentation 
and what do you do with that? Then it has to be, most likely, some form of old firewalls 
and some form of analysis tools to understand OT-traÿc so you understand what happens 
in the passage [between segmented zones] ” 

But when asked if the existing preventive controls are suÿcient, the information secu-
rity coordinator lifts the challenge of enforcing control documents throughout the entire 
organisation: 

“It is easy to develop instructions and guidelines, the diÿcult part is to use it in prac-
tices. It is like where we are in our journey right now, to get these routines on a broad 
front to be adopted by the entire organisation and used.” 

Whilst the operational technology advisor believes that most organisations ends up 
taking shortcuts when applying segmentation as a preventive control measure. This is 
due to a lack of structured integration between the segmented zones to control the flow 
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of information. As a result of non-existing or bad holistic view of the entire business and 
the lack of resources: 

“Yes.. Not enough resources might be the core issue, but there is actually nobody with 
a holistic perspective. It ends up being di˙erent groups or persons, managing di˙erent 
systems and they get along that "yes our stu˙s needs to talk to each other, how do we do 
that?"” 

5.3.2 Reactive 

When asked how the respondents defined reactive control, they all agreed on that it is 
control developed to enable acting on a problem and fixing it. 
The business developer defined a reactive control as: 

“But I can say that reactive is either when you have an incident or something has 
happened. . . . for instance when we are behind on upgrades or patching.. That is.. Like.. 
A reactive measure, because we have identified a problem and fixed it.” 

Whilst the information security coordinator highlighted the importance of investigat-
ing and analysing logs as a reactive control tool: 

“A reactive measure could be content management solutions, looking in logs and trac-
ing things there. Ehh. . . like incident response is a reactive measure if i think about it.” 

Applying reactive control that analyse and investigate logs, should, according to the 
operational technology advisor, be done utilising a support system. Together with the 
right competence in order to have the ability to take decisions based on the results: 

“Yes the most important thing is that base it on some sort of system support because 
it is impossible to do that manually, that you can act on all kinds of deviations against 
the normal. . . and then.. Have right competency available being able to determine what 
has happened ” 

When discussed if the respondents believe that the existing reactive controls are suÿ-
cient, some points arise regarding what to prioritise, preventive or reactive. The business 
developer highlights the challenge of determining a level of good enough for the reactive 
measures applied if there is no method of measuring the level of satisfaction. But adds 
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that working preventive is where the challenge is: 

“Yes.. No.. Or.. That was a tough question.. It depends. Like we talked about in the 
beginning, what is enough? When we don’t have any incidents? . . . but proactive work, 
continuous improvements, take hard decisions that hurts maybe for us and the business, 
that is where the challenge is, not in the reactive work ” 

The information security coordinator responded that there is always room for im-
provement but that it is a question of resources: 

“Yes but there is always room for improvements. . . .. We are small organisation and 
of course we tackle the issue.. Of resources that needs to run such a management system..” 

The operational technology advisor provides a di˙erent perspective on the question. 
Reply that due to the di˙erence of consequence in IT and OT, it is not feasible to rely 
on preventive controls in OT, like it is in the IT environment: 

“There it is di˙erent between IT and OT../ [in IT] it is easier, or it is more valid to 
be proactive, you dare to have more automation, you dare to react to things with auto-
matically, which you don’t in all OT contexts. Just due to the nature of OT you need to 
be more reactive, but if you could be more preventive, you would ” 

So when the question came down to choosing what to prioritise, the business devel-
oper replied that there needs to be a balance between them. The information security 
coordinator added that preventive measures should be prioritised to reduce the need for 
reactive controls: 

“Yeah well, it is the preventive that should prevent.. Or it should prevent that things 
then no reactive occurs in a perfect world.. Or it becomes less if you prioritise the pre-
ventive” 

5.3.3 Under Attack 

As controls were discussed, the conversation briefly moved into how the respondents 
would act if they were under attack and in the aftermath of an attack. 

The information security coordinator said that they have some routines in place on 
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how to act if they are under attack. But would eventually rely on instinct and experience: 

“We have some basic routines developed for a number of expected scenarios, but it 
would come down to some instinct if it would occur ” 

The business developer also answers that there are some established processes to fol-
low and that an incident will be responded to by their security operations center (SOC). 
And adds that if a major, the responsible person in charge plans according to that: 

“Then it would be according to our established processes, it will go to, it will become 
a major incident. We have a SOC established, so it will be a response that way. Then 
we have major incident processes that we follow, where someone is appointed responsible, 
and then plans according to that” 

The operational technology advisor adds the challenge of relying on detailed routines 
and highlights the importance of utilising classic crisis management: 

“For most people the thought never crossed their mind../../ people are trying to de-
velop routines and such.. But when you try to make them very detailed will result in you 
drowning in your own work, and it becomes useless and you wont even finish. I think it is 
more important to have this general, classic, crisis management but applied to this world ” 

5.4 Future 

In this section, discussion regarding the future is presented. Each respondent was asked 
to share their thoughts and predicament of what the future holds in relation to the 
development of digitalisation and inter-operative systems in the operational technology 
environment. 
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Table 5.4: Glimpse into the future according to the respondents 
Future Description Respondent 

General Discussion 

Legacy Equipment 
Future challenges includes adapting new equipment to 
older, legacy, equipment. As security functions often lacks 
in older equipment. 

Information 
Security Coordinator 

IT is included in machines 
Digitalisation results in assets in the OT environment 
relying on networked IT systems. 

Business Developer 

IT / OT Opportunities 

The convergence is causing challenges, but also opporunities 
for the two environments to become more similar, 
allowing for the adoption of IT security technologies 
and methods. 

Operational 
Technology Advisor 

Shadow IT Challenges 
Increased usage of non-approved systems due to the 
increasingly easy access to services, specifically cloud. 

Information 
Security Coordinator 

Cloud Computing 

Moving parts of the processes to the cloud, such as data analysis 
which will open for vulnerabilities from new providers. But the definition 
for cloud computing is change with the introduction of 
edge computing and fog computing. 

Information 
Security Coordinator 
and Operational 
Technology Advisor 

5.4.1 General Discussion 

The respondents shared their thoughts on how the development is unfolding and what 
they expect to see in the near future. All the respondent highlights how the merger of the 
two environments will create security challenges. The information security coordinator 
thinks that some of the challenges will arise due to diÿculties in adapting older equipment: 

“It is a challenge, security wise.. The OT-systems above all and so on, they are not 
adapted the same way, for information security.. Specifically on the technical side. Alot 
of cheap stu˙, sensors that cannot be patched. Some of them can be 30 years old, they 
should not be patched, but locked in an environment almost without network.” 

The operational technology advisor and the business developer concur that there will 
be challenges, but adds that there is also opportunities: 

“IT and OT is starting to merge there is no question about it. By that I mean that the 
technology used becomes collective and that systems of course merges and communicates 
with each other. This creates a lot of consequences for security.. Some good, some bad.. 
because then they [the IT and OT environment] is not longer so di˙erent, in they way 
they are di˙erent today, technology wise.” 

Adding that: 
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“/..IT security technicians will feel more at home even if they are in a paper mill.. 
The risk, on the other hand, is that you go back to not understanding the consequences, 
but feels like "I know this, this is windows".” 

The information security coordinator predicts that there will be an increase in using 
non-approved systems, what is known as shadow IT, due to the increasingly easy access 
to services, specifically cloud: 

“This, shadow IT, as it is called, will be come a challenge. And cloud services, it is 
so easy to get started with stu˙. Just order it somewhere.. A cloud service running” 

The operational technology advisor agrees that cloud is a hot topic, but adds that 
what is defined as cloud computing will change, adding terms like edge computing to the 
OT environment: 

“The entire cloud discussion will of course continue spinning and there I believe that 
everyone that understands is right, more and more will end up in the cloud, there is no 
question about it. The thing is that cloud is changing as people start to realise strange 
terms like edge computing and what it means in an OT world ” 

And finally a general agreement was identified regarding outsourcing parts of the pro-
cess like data analysis and cloud services. The operational technology advisor: 

“"/..it will however be integrated, and all analysis and every measurement will be 
moved to the cloud, like right now.."” 

The information security coordinator adds: 

“"We will most likely work more with outsourcing, more with cloud services, more 
providers, at least for five years and forward. It will be less and less things in-house, even 
for critical infrastructure systems."” 
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CHAPTER 6 

Discussion 

In this chapter the findings are outlined in the context of the theoretical foundation 
on which the study is conducted on. The significance of the findings is presented in 
relation to the issues identified in the theoretical background. Ending the chapter with 
a discussion on the limitations of the study. 

6.1 Information Security in Operational Technology 

Von Solms and Von Solms (2004) defines information security as the protection of infor-
mation everywhere. When the respondents were asked to define the term information 
security, the response varied. The operational technology advisor, for example, does not 
include operational technology in information security: “Here I do things a little bit dif-
ferent, I do not consider operational technology (OT) as a part of information security.” 
This does not in any way mean that the respondents are wrong. It does, however, illus-
trate how di˙erent backgrounds and experience can a˙ect how a term like information 
security, which is widely used in most organisations today, can di˙er (Nambisan et al., 
2017). While Hahn (2016) highlights the importance of distinguishing OT from IT in or-
der to understand the challenges in applying information security to the OT environment. 
These two environments should, despite the di˙erences, agree on consistent definitions, 
workflow and models to develop an eÿcient information security strategy (Wheeler, 2011). 
This, which the respondents themselves, agree on. 
When discussing how information security should be applied and what a suÿcient im-
plementation of information security looks like, all of the respondents agree on the im-
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portance of identifying what is critical to the business and prioritising protection based 
on that. Asset identification and classification is a fundamental step in the risk man-
agement process. By understanding what assets being in possession and its relation to 
business processes makes it possible to prioritise protection and allocating suÿcient re-
sources (Wheeler, 2011; ISO/IEC, 2018; Stou˙er et al., 2011) 
By utilising control documents, security can be enforced from top to bottom, were a 
wanted behaviour is described in, for example, a routine or policy (Wheeler, 2011). How-
ever, the respondents agree on the diÿculty in enforcing control documents throughout 
the organisation, meaning that information security is supported and prioritised by man-
agement, but does not reach the entire organisation, top to bottom. The extended scope 
of safety and security objectives in the operational technology environment could be a 
factor in the diÿculty of enforcing information security control documents. With per-
sonal safety as a top priority, and di˙erent types of assets found in the OT environment, 
does not make the need for direct protection of IT-assets apparent, as IT systems is 
seen as something beyond the OT environment (Hahn, 2016; Knapp & Langill, 2014). 
Mrabet et al. (2018) discuss the technical diÿculties of utilising IT security practices in 
the OT environment, the empirical data illustrates some managerial challenges as well. 
One challenge mainly being the diÿculty of appointing a role of responsibility for informa-
tion security risks in the operational technology environment as a result of the emerging 
interconnection of IT and OT. 

6.2 Risk and Control 

When discussing information security risks in the operational technology environment, 
the need to establish risk management methods such as risk tolerance was evident. De-
termining what level of risk is accepted is needed in order to conclude if the existing 
measures are suÿcient (Wheeler, 2011). While the respondents described how informa-
tion security risk assessment is being performed in their businesses, they highlight the 
absence of a consistent and systematic approach. The discussion moved to how the safety 
and environmental risk process is more established and that working with information 
security risks is a fairly new process. While safety is a prioritised objective in most 
industrial businesses, this does however highlight how information security risk in the op-
erational technology context is still in its infancy (Knapp & Langill, 2014; Hahn, 2016). 
When asked should information security risks should be assessed in the OT environment, 
the respondents agree that the increasing interconnection of IT and OT is a˙ecting how 
risk assessment is performed, but disagree on whether they should be assessed together. 
Wheeler (2011) does not confirm nor oppose this, but highlights how representatives from 
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di˙erent department needs to be present in the risk assessment process to create a holistic 
perspective of the risks. Which also is indicated by the respondents. Knapp and Langill 
(2014) mentions how laws and regulations is used as an e˙ective incentive of risk assess-
ment, which is confirmed by the information security coordinator working for an energy 
provider which falls under such laws and regulations. 
When discussing existing risks and how to protect against them, the respondents high-
lights how di˙erent categories of ransomware has become the most prominent threat 
against their organisation. Whilst this confirmed by the reports analysed in chapter 2 
(Dragos, 2020; Larsson, 2018; Verizon, 2020). The lack of mentioning of other prominent 
threats such as internet exposed assets and ICS vulnerabilities highlights a discrepancy 
in maintaining an updated view of the current threat landscape. Understanding what 
threats the business is facing is crucial to determine how assets should be protected 
(Knapp & Langill, 2014; Stallings et al., 2012; Wheeler, 2011). 
Moving to how to control the identified risks, the respondents agreed on the importance 
of having the ability to detect incidents and utilising control documents as a high level 
of preventative controls. Which is agreed on by Knapp and Langill (2014) and (Wheeler, 
2011). The operational technology advisor added the importance of segmenting the envi-
ronment based on the assets’ criticality level, which Knapp and Langill (2014) confirms. 
The respondents did, however, express di˙erent views on how preventive and reactive con-
trols should be utilised and prioritised. The initial reaction from the information security 
coordinator and business developer was to prioritise preventative control to reduce the 
need for reactive controls. Which holds true in an IT environment (Stallings et al., 2012). 
However, in an operational technology environment the consequential di˙erences from an 
incident is causing the reliance of preventative control such as automated decision-making 
to be sensitive (Hahn, 2016). Which the operational technology advisor agrees on, fur-
ther elaborating and saying that if it was possible, then preventative controls should be 
prioritised. 
Discussing how the respondents should act if a system or environment is under attack, 
the respondents rely on control documents for incident response. Further, highlighting 
the need for detective capabilities as mentioned by Wheeler (2011). The operational 
technology advisor provides further insight and adds that detailed control documents 
could without proper training could cause diÿculties in the execution. Highlighting how 
traditional crisis management could be utilised. 
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6.3 Challenges of the Future 

Whilst the future looks bright in adopting new technologies and further developing busi-
ness processes, it is evident that this does not come without challenges. When discussing 
the future with the respondents, all agree that the introduction of cloud computing to 
operational technology will in fact be a challenge. Hahn (2016) the benefits of cloud 
computing involves reducing costs and increasing reliability, but highlights how the re-
sponsibility for control and management of the infrastructure moves to the cloud operator. 
Leaving the business with less control over the services enabled by the cloud providers. 

While the adoption of cloud computing is developing in the operational environment, 
one of the respondents highlights how the high availability and user-friendliness of systems 
and services is enabling the use of IT systems, devices, software, and services without the 
explicit approval of IT or OT department. Further, making consistent risk management 
diÿcult, as a fundamental step includes understanding and creating an inventory of ex-
isting assets (Wheeler, 2011). 
Another challenge that is highlighted by the respondent is the increasing diÿculty of 
integrating new systems with old legacy systems. Further, elaborating on how OT in-
vestments often includes associated IT systems. Due to the extended life-cycle of OT 
equipment, many of the existing machines, systems and devices are older and lacks in-
tegrated security functions or necessary protocols such as IP (Lindström et al., 2019; 
Hahn, 2016; Knapp & Langill, 2014). With the development moving towards cloud com-
puting and the interconnection of IT and OT, the threats are also evolving. Increasingly 
the businesses working with operational technology will have to face the facts that the 
threats usually isolated to the IT systems are coming, and with it, potential for serious 
consequences (Hahn, 2016; Dragos, 2020; Verizon, 2020; Lezzi et al., 2018). 

6.4 Method Discussion 

Choosing semi-structured interviews as the main way of collecting data seemed obvious 
as the task was to understand how information security risks are being perceived in the 
operational technology environment. However, while I do believe that the empirical data 
is able to paint a picture of how the current situation of information security risks looks 
like, more respondents would have enabled the study to dig deeper, into di˙erent sectors 
for example. 
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CHAPTER 7 

Conclusion and Future Work 

As the last chapter of the thesis, this chapter includes a concise summary of the moti-
vation behind the study, next is the conclusion presented. Finishing of the chapter with 
interesting future work identified during the research of information security risks in the 
operational technology environment. 

7.1 Summary 

As businesses relying on an operational environment such as process and manufacturing 
industries has been relatively spared from extensive information security attacks in the 
past due to the physical and digital isolation of assets (Knapp & Langill, 2014). But, in 
the wake of the fourth industrial revolution, the connection between IT and OT grows 
stronger, thus making the environments more vulnerable to cyberattacks (Hahn, 2016). 
With threat such as ransomware becoming more common in the OT environment, indus-
trial business is required to refurbish their information security strategies (Dragos, 2020). 
But how prepared are businesses and is information security threats considered as a real 
enough risk to be taken into consideration. This is what motivated the research. 

7.2 Conclusion 

The goal of the research was to investigate challenges in applying information security in 
the operational technology environment in the context of increased connectivity to the 
IT environment. 
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The empirical data highlights how businesses are facing technical diÿculties implement-
ing new systems with legacy systems and insuÿcient control measures. Some managerial 
challenges are highlighted in relation to risk management. While neither OT nor IT are 
new to risk management, combining them is creating issues in how businesses should 
apply a comprehensive risk management method to meet the developing prerequisites. 
Implementing an information security strategy which includes both the IT and OT envi-
ronment must consider all security objectives in order to be eÿcient. 
Lack of a holistic view results in IT and OT being viewed as two separate environments 
rather than one shared. This is causing diÿculties in appointing apparent role of re-
sponsibilities which is creating challenges in pursuing managerial goals, such as enforcing 
information security control documents in the entire organisation. 
While the empirical data highlights how ransom focused attacks are evident, the inade-
quacy of other threats, such as those identified in the threat landscape analysis, further 
builds on the notion that not enough is known about existing threats. As many of the 
methods utilised to perform risk assessment is based on some form of qualitative mea-
sures. Allocating resources into understanding existing threats becomes a necessary step 
to conduct an extensive and suÿcient risk assessment. 
With the development of new technology and adoption of cloud computing for example, 
the need to align the IT and OT security strategies is becoming conspicuous. Whilst 
many of the business still have OT environments that are in their infancy in terms of 
digitalisation, the shift towards an interconnected IT and OT environment is inevitable. 

7.3 Future Research 

With information security attacks increasingly targeting IT or OT systems potentially 
causing devastating consequences, the need to provide suÿcient security is necessary. 
Literature covering information security within the operational technology environment 
tends to be focusing on technical solutions and aspects. Therefore, further research is 
needed regarding the managerial aspect of developing a method that takes the entire 
interconnected IT and OT environment into consideration. Regarding control measures, 
as mentioned in the findings, operational technology is not able to heavily rely on au-
tomated preventive control measures due to the possible a˙ects an automated action 
could have. For example, how an unattended stop could have severe impact on safety or 
business processes. Further research should therefore investigate into reactive measures, 
such as developing training material for crisis management, such as table-top exercises 
for information security scenarios. 

50 



References 

Abdo, H., Kaouk, M., Flaus, J.-M., & Masse, F. (2018, January). A safety/security risk 
analysis approach of Industrial Control Systems: A cyber bowtie – combining new 
version of attack tree with bowtie analysis. Computers & Security , 72 , 175–195. 
doi: 10.1016/j.cose.2017.09.004 

Aless, r. D. P. Y. D. (2018). TRITON: The First ICS Cyberattack on Safety Instrument 
Systems. , 28. 

Alexander, O., Belisle, M., & Steele, J. (2020). MITRE ATT&CK® for industrial 
control systems: Design and philosophy. McLean, VA: MITRE. Retrieved from 
https://www. mitre. org/sites/default . . . . 

Ani, U. P. D., He, H. M., & Tiwari, A. (2017, January). Review of cybersecurity issues 
in industrial critical infrastructure: Manufacturing in perspective. Journal of Cyber 
Security Technology , 1 (1), 32–74. doi: 10.1080/23742917.2016.1252211 

Barbieri, G., Conti, M., Tippenhauer, N. O., & Turrin, F. (2020). Sorry, Shodan is not 
Enough! Assessing ICS Security via IXP Network Traÿc Analysis. arXiv preprint 
arXiv:2007.01114 . 

Barrios, R. M., Schippers, D., Heiden, C., & Pappas, G. (2019). A cybersecurity strategy 
for Industry 4.0. In Autonomous Systems: Sensors, Processing, and Security for 
Vehicles and Infrastructure 2019 (Vol. 11009, p. 110090D). International Society 
for Optics and Photonics. 

Baskerville, R., Spagnoletti, P., & Kim, J. (2014). Incident-centered information security: 
Managing a strategic balance between prevention and response. Information & 
management , 51 (1), 138–151. 

Bergström, E., & Lundgren, M. (2019). Stress amongst novice information security risk 
management practitioners. International Journal on Cyber Situational Awareness , 
4 (1), 128–154. 

Bhardwaj, A., Sapra, V., Kumar, A., Kumar, N., & Arthi, S. (2020, September). Why 
is phishing still successful? Computer Fraud & Security , 2020 (9), 15–19. doi: 
10.1016/S1361-3723(20)30098-1 

Bodenheim, R. C. (2014). Impact of the Shodan computer search engine on internet-
facing industrial control system devices (Tech. Rep.). AIR FORCE INSTITUTE 
OF TECHNOLOGY WRIGHT-PATTERSON AFB OH GRADUATE SCHOOL 
OF . . . . 

Bodin, L. D., Gordon, L. A., & Loeb, M. P. (2008). Information security and risk 
management. Communications of the ACM , 51 (4), 64–68. 

Braun, V., & Clarke, V. (2012). Thematic analysis. 

51 

https://www


Brigham Young University, Vance, A., Anderson, B., Brigham Young University, Kirwan, 
C. B., Brigham Young University, . . . University of Pittsburgh (2014, October). Us-
ing Measures of Risk Perception to Predict Information Security Behavior: Insights 
from Electroencephalography (EEG). Journal of the Association for Information 
Systems , 15 (10), 679–722. doi: 10.17705/1jais.00375 

Brink, H. (1993, July). Validity and reliability in qualitative research. Curationis , 16 , 
35–8. doi: 10.4102/curationis.v16i2.1396 

Bryman, A. (2016). Social research methods. Oxford university press. 
Butt, U. J., Abbod, M., Lors, A., Jahankhani, H., Jamal, A., & Kumar, A. (2019, 

January). Ransomware Threat and its Impact on SCADA. In 2019 IEEE 12th 
International Conference on Global Security, Safety and Sustainability (ICGS3) 
(pp. 205–212). doi: 10.1109/ICGS3.2019.8688327 

Caldwell, T. (2013, January). Spear-phishing: How to spot and mitigate the menace. 
Computer Fraud & Security , 2013 (1), 11–16. doi: 10.1016/S1361-3723(13)70007-1 

Cambridge-Dictionary. (2021). Information technology. In 
Cambridge university press. Retrieved 2021-03-17, from 
https://dictionary.cambridge.org/dictionary/english/ 

information-technology?q=Information+Technology 

Clark, R. M., & Hakim, S. (2017). Protecting critical infrastructure at the state, provin-
cial, and local level: Issues in cyber-physical security. In Cyber-physical security 
(pp. 1–17). Springer. 

Corallo, A., Lazoi, M., & Lezzi, M. (2020, January). Cybersecurity in the context of 
industry 4.0: A structured classification of critical assets and business impacts. 
Computers in Industry , 114 , 103165. doi: 10.1016/j.compind.2019.103165 

Creswell, J. W., & Creswell, J. D. (2017). Research design: Qualitative, quantitative, 
and mixed methods approaches. Sage publications. 

Dahlbom, B., & Mathiassen, L. (1994, June). A Scandinavian view on the ACM’s 
Code of Ethics. ACM SIGCAS Computers and Society , 24 (2), 14–20. doi: 
10.1145/181900.181902 

Denscombe, M. (2014). The good research guide: for small-scale social research projects. 
McGraw-Hill Education (UK). 

Dragos, I. (2020). Ics cybersecurity year in review. 
Drias, Z., Serhrouchni, A., & Vogel, O. (2015, August). Analysis of cyber security for 

industrial control systems. In 2015 International Conference on Cyber Security of 
Smart Cities, Industrial Control System and Communications (SSIC) (pp. 1–8). 
doi: 10.1109/SSIC.2015.7245330 

Eriksson, S. (2021, February). CODEX rules and guidelines for research - Uppsala Uni-

52 

https://dictionary.cambridge.org/dictionary/english


versity, Sweden. https://codex.uu.se/?languageId=1. Uppsala University, Sweden. 
Gantz, S. D., & Philpott, D. R. (2012). Fisma and the risk management framework: the 

new practice of federal cyber security. Newnes. 
Giles, M. (2020, Apr). Triton is the world’s most murderous mal-

ware, and it’s spreading. MIT Technology Review. Retrieved from 
https://www.technologyreview.com/2019/03/05/103328/ 

cybersecurity-critical-infrastructure-triton-malware/ 

Graneheim, U. H., & Lundman, B. (2004). Qualitative content analysis in nursing 
research: concepts, procedures and measures to achieve trustworthiness. Nurse 
education today , 24 (2), 105–112. 

Greenberg, A. (2018). The untold story of notpetya, the most devastating cyberattack 
in history. Wired, August , 22 . 

Gritzalis, D., Iseppi, G., Mylonas, A., & Stavrou, V. (2018, April). Exiting the Risk 
Assessment Maze: A Meta-Survey. ACM Computing Surveys , 51 (1), 1–30. doi: 
10.1145/3145905 

Hahn, A. (2016). Operational Technology and Information Technology in Industrial 
Control Systems. In E. J. M. Colbert & A. Kott (Eds.), Cyber-security of SCADA 
and Other Industrial Control Systems (pp. 51–68). Cham: Springer International 
Publishing. 

Hemsley, K. E., & E. Fisher, D. R. (2018, December). History of Industrial Control 
System Cyber Incidents (Tech. Rep. Nos. INL/CON–18-44411-Rev002, 1505628). 
doi: 10.2172/1505628 

Hermerén, G. (2019). God forskningssed–vad är det? Nationella och internationella 
riktlinjer. Acta Regiae Societatis scientiarum et litterarum Gothoburgensis. Inter-
disciplinaria(17), 19–30. 

Holme, I. M., Solvang, B. K., & Nilsson, B. (1997). Forskningsmetodik: om kvalitativa 
och kvantitativa metoder. Studentlitteratur. 

ISO/IEC, . (2018). Iso/iec 27005: 2018: Information technology–security techniques– 
information security management systems–requirements. International Organiza-
tion for Standardization. 

Johnson, T. A. (2015). Cybersecurity: Protecting critical infrastructures from cyber attack 
and cyber warfare. CRC Press. 

Kagermann, H. (2015). Change through digitization—Value creation in the age of In-
dustry 4.0. In Management of permanent change (pp. 23–45). Springer. 

Kallio, H., Pietilä, A.-M., Johnson, M., & Kangasniemi, M. (2016, December). Sys-
tematic methodological review: Developing a framework for a qualitative semi-
structured interview guide. Journal of Advanced Nursing , 72 (12), 2954–2965. doi: 

53 

https://codex.uu.se/?languageId=1


10.1111/jan.13031 
Knapp, E. D., & Langill, J. T. (2014). Industrial network security: Securing critical 

infrastructure networks for smart grid, scada, and other industrial control systems. 
Syngress. 

Larsson, Ö. (2018). Swedish indtech. Report from Blue Institute/PiiA. 
Lasi, H., Fettke, P., Kemper, H.-G., Feld, T., & Ho˙mann, M. (2014). Industry 4.0. 

Business & information systems engineering , 6 (4), 239–242. 
Lezzi, M., Lazoi, M., & Corallo, A. (2018). Cybersecurity for industry 4.0 in the current 

literature: A reference framework. Computers in Industry , 103 , 97–110. 
Lindström, J., Viklund, P., Tideman, F., Hällgren, B., & Elvelin, J. (2019). Oh, no – 

not another policy! Oh, yes - an OT-policy! Procedia CIRP , 81 , 582–587. doi: 
10.1016/j.procir.2019.03.159 

Liska, A., & Gallo, T. (2016). Ransomware: Defending against digital extortion. " 
O’Reilly Media, Inc.". 

Mrabet, Z. E., Kaabouch, N., Ghazi, H. E., & Ghazi, H. E. (2018, April). Cyber-security 
in smart grid: Survey and challenges. Computers & Electrical Engineering , 67 , 
469–482. doi: 10.1016/j.compeleceng.2018.01.015 

Müller, B., & Meyer, G. (Eds.). (2019). Towards User-Centric Transport in Europe: 
Challenges, Solutions and Collaborations. Cham: Springer International Publishing. 
doi: 10.1007/978-3-319-99756-8 

Nambisan, S., Lyytinen, K., Majchrzak, A., & Song, M. (2017). Digital innovation 
management: Reinventing innovation management research in a digital world. Mis 
Quarterly , 41 (1). 

Popli, N. K., & Girdhar, A. (2019). Behavioural analysis of recent ransomwares and 
prediction of future attacks by polymorphic and metamorphic ransomware. In 
Computational intelligence: Theories, applications and future directions-volume ii 
(pp. 65–80). Springer. 

Rabionet, S. (2014, October). How I Learned to Design and Conduct Semi-structured 
Interviews: An Ongoing and Continuous Journey. The Qualitative Report . doi: 
10.46743/2160-3715/2011.1070 

Richardson, R. (2017). Ransomware: Evolution, Mitigation and Prevention. , 13 (1), 13. 
Scaife, N., Carter, H., Traynor, P., & Butler, K. R. B. (2016, June). CryptoLock 

(and Drop It): Stopping Ransomware Attacks on User Data. In 2016 IEEE 36th 
International Conference on Distributed Computing Systems (ICDCS) (pp. 303– 
312). doi: 10.1109/ICDCS.2016.46 

Shedden, P., Smith, W., & Ahmad, A. (2010). Information security risk assessment: 
Towards a business practice perspective. 

54 

https://10.1109/ICDCS.2016.46


Stafström, S. (2017). God forskningssed. Stockholm: Vetenskapsr\aadet. Tillgänglig p\aa 
internet: https://publikationer. vr. se/produkt/god-forskningssed . 

Stallings, W., Brown, L., Bauer, M. D., & Bhattacharjee, A. K. (2012). Computer 
security: Principles and practice. Pearson Education Upper Saddle River, NJ, 
USA. 

Stou˙er, K., Falco, J., & Scarfone, K. (2011). Guide to industrial control systems (ics) 
security. NIST special publication, 800 (82), 16–16. 

Talabis, M., McPherson, R., Miyamoto, I., & Martin, J. (2014). Information security 
analytics: Finding security insights, patterns, and anomalies in big data. Syngress. 

Tsochev, G., Trifonov, R., Nakov, O., Manolov, S., & Pavlova, G. (2020, October). Cyber 
security: Threats and Challenges. In 2020 International Conference Automatics and 
Informatics (ICAI) (pp. 1–6). doi: 10.1109/ICAI50593.2020.9311369 

Ustundag, A., & Cevikcan, E. (2018). Industry 4.0: Managing The Digital Transforma-
tion. Cham: Springer International Publishing. doi: 10.1007/978-3-319-57870-5 

Vaismoradi, M., Turunen, H., & Bondas, T. (2013). Content analysis and thematic 
analysis: Implications for conducting a qualitative descriptive study. Nursing & 
health sciences , 15 (3), 398–405. 

Vance, A., Anderson, B. B., Kirwan, C. B., & Eargle, D. (2014). Using measures of 
risk perception to predict information security behavior: Insights from electroen-
cephalography (eeg). Journal of the Association for Information Systems , 15 (10), 
2. 

Vayansky, I., & Kumar, S. (2018, January). Phishing – challenges and solutions. Com-
puter Fraud & Security , 2018 (1), 15–20. doi: 10.1016/S1361-3723(18)30007-1 

Verizon. (2020). Data Breach Investigations Report (Tech. Rep.). 
von Solms, B., & von Solms, R. (2018, March). Cybersecurity and information security – 

what goes where? Information & Computer Security , 26 (1), 2–9. doi: 10.1108/ICS-
04-2017-0025 

Von Solms, B., & Von Solms, R. (2004). The 10 deadly sins of information security 
management. Computers & security , 23 (5), 371–376. 

Wheeler, E. (2011). Security risk management: Building an information security risk 
management program from the ground up. Elsevier. 

Woiceshyn, J., & Daellenbach, U. (2018, January). Evaluating inductive vs deductive 
research in management studies: Implications for authors, editors, and reviewers. 
Qualitative Research in Organizations and Management: An International Journal , 
13 (2), 183–195. doi: 10.1108/QROM-06-2017-1538 

Zhong, R. Y., Xu, X., Klotz, E., & Newman, S. T. (2017). Intelligent manufacturing in 
the context of industry 4.0: a review. Engineering , 3 (5), 616–630. 

55 

https://publikationer


Zhou, K., Liu, T., & Zhou, L. (2015). Industry 4.0: Towards future industrial opportu-
nities and challenges. In 2015 12th international conference on fuzzy systems and 
knowledge discovery (fskd) (pp. 2147–2152). 

56 


	Structure Bookmarks
	Figure
	Applying information security to the operational technology environment and the challenges it brings 
	Applying information security to the operational technology environment and the challenges it brings 
	Anton Holmstr 
	Anton Holmstr 
	Information Security, master's level (120 credits) 2021 
	Luleå University of Technology Department of Computer Science, Electrical and Space Engineering 
	Figure
	Abstract 
	Information security risks in the operational technology (OT) environment is becoming legitimate challenges for businesses pursing an industrial digitalisation. IT and OT di˙erences reach across managerial, technical and operational aspects, creating unique challenges in developing a suÿcient security posture. The goal of the study is to gain an understanding of the challenges businesses face when applying information security in the operational technology environment in the context of an increased connectiv
	-
	-

	Keyword: Operational technology, Information security, Risk Management, IT/OT convergence, digitalisation, industry 4.0 
	-

	Contents 
	1 Introduction 
	1 Introduction 
	1 Introduction 
	1 

	1.1 
	1.1 
	Background 
	.................................. 
	1 

	1.2 
	1.2 
	ProblemDescription 
	............................. 
	2 

	1.3 
	1.3 
	Scope andDelimitation 
	............................ 
	3 

	1.4 
	1.4 
	Disposition 
	.................................. 
	3 

	2 Trending Threat Landscape 
	2 Trending Threat Landscape 
	4 

	2.1 
	2.1 
	Cyber ThreatIntelligenceReports 
	...................... 
	4 

	2.2 
	2.2 
	Malware 
	.................................... 
	5 

	2.3 
	2.3 
	Ransomware 
	.................................. 
	6 

	2.3.1 
	2.3.1 
	ICSRansomware 
	........................... 
	6 

	2.4 
	2.4 
	Internet ExposedAssets 
	........................... 
	7 

	2.5 
	2.5 
	Phishing
	.................................... 
	7 

	2.5.1 
	2.5.1 
	Spear-Phishing 
	............................ 
	8 

	2.6 
	2.6 
	ICSVulnerabilities 
	.............................. 
	8 

	3 Theory 
	3 Theory 
	9 

	3.1 
	3.1 
	InformationSecurity 
	............................. 
	9 

	3.1.1 
	3.1.1 
	RiskAssessment 
	........................... 
	10 

	3.2 
	3.2 
	InformationTechnology 
	........................... 
	11 

	3.2.1 
	3.2.1 
	SecurityObjectives inIT 
	....................... 
	12 

	3.2.2 
	3.2.2 
	BusinessNetwork 
	........................... 
	13 

	3.3 
	3.3 
	OperationalTechnology 
	........................... 
	13 

	3.3.1 
	3.3.1 
	SecurityandSafetyObjectives 
	.................... 
	14 

	3.3.2 
	3.3.2 
	IndustrialNetwork 
	.......................... 
	15 

	3.3.3 
	3.3.3 
	Di˙erencebetween ITandOT 
	.................... 
	15 

	4 Method 
	4 Method 
	17 

	4.1 
	4.1 
	ResearchApproach 
	.............................. 
	17 

	4.2 
	4.2 
	DataCollection 
	................................ 
	18 

	4.2.1 
	4.2.1 
	Semi-structuredInterviews 
	...................... 
	18 

	4.2.2 
	4.2.2 
	DesigningtheInterviewProtocol 
	. . . . . . . . . . . . . . . . . . 
	19 

	4.2.3 
	4.2.3 
	ChoosingRespondents 
	........................ 
	19 

	4.2.4 
	4.2.4 
	ConductingtheInterviews 
	...................... 
	21 

	4.2.5 
	4.2.5 
	PreparingData 
	............................ 
	21 

	4.2.6 
	4.2.6 
	ThematicAnalysis 
	.......................... 
	22 

	4.3 
	4.3 
	Trustworthiness 
	................................ 
	23 

	4.4 
	4.4 
	Ethics 
	..................................... 
	23 

	5 Analysis 
	5 Analysis 
	25 

	5.1 
	5.1 
	InformationSecurity 
	............................. 
	25 

	5.1.1 
	5.1.1 
	DeﬁningInformationSecurity 
	.................... 
	26 

	5.1.2 
	5.1.2 
	InformationSecurityApplication 
	. . . . . . . . . . . . . . . . . . 
	28 

	5.2 
	5.2 
	Risk 
	...................................... 
	32 

	5.2.1 
	5.2.1 
	DeﬁningRisk 
	............................. 
	33 

	5.2.2 
	5.2.2 
	WorkingwithRisks 
	.......................... 
	35 

	5.3 
	5.3 
	ControlMeasures 
	............................... 
	37 

	5.3.1 
	5.3.1 
	Preventive 
	............................... 
	38 

	5.3.2 
	5.3.2 
	Reactive 
	................................ 
	40 

	5.3.3 
	5.3.3 
	UnderAttack 
	............................. 
	41 

	5.4 
	5.4 
	Future 
	..................................... 
	42 

	5.4.1 
	5.4.1 
	GeneralDiscussion 
	.......................... 
	43 

	6 Discussion 
	6 Discussion 
	45 

	6.1 
	6.1 
	Information Security in Operational Technology 
	. . . . . . . . . . . . . . 
	45 

	6.2 
	6.2 
	RiskandControl 
	............................... 
	46 

	6.3 
	6.3 
	ChallengesoftheFuture 
	........................... 
	48 

	6.4 
	6.4 
	MethodDiscussion 
	.............................. 
	48 

	7 Conclusion and Future Work 
	7 Conclusion and Future Work 
	49 

	7.1 
	7.1 
	Summary 
	................................... 
	49 

	7.2 
	7.2 
	Conclusion
	................................... 
	49 

	7.3 
	7.3 
	Future Research 
	................................ 
	50 


	References...................................... 51 
	CHAPTER 1 
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	1.1 Background 
	1.1 Background 
	Information is one of the fundamental principles that drives the digitalisation forward, information security has therefore become a crucial part of that development. The term digitalisation refers to the merger of the real world and the digital world, meaning that actions performed in the digital realm is causing e˙ects in the real world, and the other way around (Kagermann, 2015). One particular sector that is in the middle of this paradigm shift is the industrial sector. Whether it is in the energy sector
	Information is one of the fundamental principles that drives the digitalisation forward, information security has therefore become a crucial part of that development. The term digitalisation refers to the merger of the real world and the digital world, meaning that actions performed in the digital realm is causing e˙ects in the real world, and the other way around (Kagermann, 2015). One particular sector that is in the middle of this paradigm shift is the industrial sector. Whether it is in the energy sector
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	not only for an increased competitive advantage, but also for new risks, previously unfamiliar to the operational environment. Cyber threats such as ransomware, malware and phishing carried out by organized crime groups and state-sponsored adversaries is becoming a reality for the operational environment (Corallo et al., 2020). Stuxnet, a malware which spread throughout an industrial network of a uranium-enrichment facility in Iran targeting and causing disruption to speciﬁc operational equipment, being the
	-
	-


	1.2 Problem Description 
	The goal of the research is to investigate the challenges in applying information security in the operational technology environment in the context of increased connectivity to the IT environment. The increased connectivity of the IT and OT environment is resulting in an increase in cyberattacks targeting OT assets. This is generating a need for an information security strategy that takes the assets found in the OT environment and its connection to IT into consideration (Lezzi, Lazoi, & Corallo, 2018). When
	-

	• What challenges do businesses face when applying information security to the operational technology environment? 
	-

	1.3 Scope and Delimitation 
	The aim of the study is to examine how organisations whom mainly rely on operational technology to conduct business, such as process and production industries, perceive and manage information security risks in the operational technology environment. This is done by interviewing information security professionals working with information security risks in process and production industries. 
	The study does not investigate any particular technical solutions or speciﬁc processes due to the di˙erence in tools di˙erent organisations use. It focuses on risk management process based on the ISO 27001 standard. Semi-structured interviews is used as the data collection method to create a deeper understanding of the reasoning and perception by respondents. There is no di˙erentiating between the data which is coming from di˙erent industrial sectors. Thus limiting the amount of interviews to three respondents 
	-


	1.4 Disposition 
	1.4 Disposition 
	Chapter two provides an overview of the current information security threats and their applicability to the operational technology environment. Following that, chapter three discuss the theoretical aspects used as the foundation for the research. Chapter four describes the method used and how it was applied in the research. In chapter ﬁve, the interview ﬁndings is presented. Followed by chapter six, where the ﬁndings are connected to the theories used. The ﬁnal chapter presents the conclusions and suggestio


	CHAPTER 2 
	CHAPTER 2 
	Trending Threat Landscape 
	This chapter present the current threat landscape for operational technology (OT) environment based on cyber threat intelligence reports. The second section brieﬂy discuss the di˙erent threats and its relevancy in the OT environment. 
	-

	2.1 Cyber Threat Intelligence Reports 
	By analysing cyber threat intelligence (CTI) reports, one can begin to paint an up-to-date picture of the current threat landscape. This is a step to take in order to understand the threats businesses with an extensive operational technology (OT) environment is facing. A good example that illustrates how threats typical for the IT-environment is presenting themselves in the OT-environment is the ransomware, which is shown in multiple reports being one of the most prominent threats based on an increase in re
	By analysing cyber threat intelligence (CTI) reports, one can begin to paint an up-to-date picture of the current threat landscape. This is a step to take in order to understand the threats businesses with an extensive operational technology (OT) environment is facing. A good example that illustrates how threats typical for the IT-environment is presenting themselves in the OT-environment is the ransomware, which is shown in multiple reports being one of the most prominent threats based on an increase in re
	by organisations and security vendors working with cybersecurity in the OT environment. Showing how information security risks traditionally found in the IT environment are moving towards the OT environment. 

	Table 2.1: Prominent threats towards the operational environment (Verizon, 2020; Lars-son, 2018; Dragos, 2020) 
	Table 2.1: Prominent threats towards the operational environment (Verizon, 2020; Lars-son, 2018; Dragos, 2020) 
	Table 2.1: Prominent threats towards the operational environment (Verizon, 2020; Lars-son, 2018; Dragos, 2020) 

	Threats 
	Threats 
	Description 

	Malware 
	Malware 
	Malware is consistently being used to gather data and create backdoors for further vertical movement inside the networks. 

	Ransomware 
	Ransomware 
	Threat actors are targeting IT-systems connected to critical industrial control systems (ICS). Equipped with ICS-aware functions, the ransomware is able to detect industrial processes in the network and kill them 

	Internet Exposed Assets 
	Internet Exposed Assets 
	Threat actors are increasingly using internet exposed assets in order to gain access to the operational technology environment. Actors are known to use spearphishing and phishing attacks to gain access to the IT-environment in order to pivot to the OT-environment. 

	Phishing 
	Phishing 
	Phishing or spearphishing attacks are used in order to gain initial access to the environment. A successful phishing attack could lead to leaked credentials or deployment of malware. 

	Exploiting ICS Vulnerabilities 
	Exploiting ICS Vulnerabilities 
	Existing vulnerabilities found in industrial control systems (ICS) could be exploited causing loss of view and control over asset. 


	2.2 Malware 
	Malicious software that does something with the intention of causing harm to user, system or network can be considered malware, this term includes worms, spyware, trojan horses, rootkits and ransomware (Stallings, Brown, Bauer, & Bhattacharjee, 2012). Malware used in targeted attacks towards operational technology environments or ICS are no di˙erent. A targeted attack is usually tailored towards the target based on previous reconnaissance of the systems or network it aims to compromise (Stallings et al., 201
	2.3 Ransomware 
	Ransomware, is a term used to describe a speciﬁc type of malware that is used to extort victims into paying a speciﬁc fee. This is done by either denying access to systems or obfuscating access to ﬁles by encryption (Liska & Gallo, 2016). The extortion is done by holding the ﬁles or the systems hostage and in most cases the only way for a user to gain access to their ﬁles or systems again is to pay the ransom, hence the name ransomware (Scaife, Carter, Traynor, & Butler, 2016). The execution of a ransomware
	Figure
	Figure 2.1: Anatomy of a ransomware attack (Liska & Gallo, 2016) 
	of attacks has seen an increase in popularity recent year due to its lucrative business model with potential for high return on investment for a malware that is relatively easy to make or obtain (Scaife et al., 2016). Due to victims being forced to pay the ransom in order to gain their data back, mostly due to bad or non-existing backup habits, they are fuelling the economy, providing the attackers with more resources to invest in new variants of ransomware attacks (Richardson, 2017). 
	2.3.1 ICS Ransomware 
	Observers found that trend of ransomware attacks towards industrial control systems (ICS) has seen an increase in the last years. This increase is mainly fuelled by the critical and sensitive operations controlled by connected ICS (Butt et al., 2019). History is able to tell a story about the potential devastating impact of an ICS targeted ransomware attack, NotPetya and WannaCry are two examples of how a ransomware attack could a˙ect operational technology (Popli & Girdhar, 2019). However, ransomware speciﬁ
	Observers found that trend of ransomware attacks towards industrial control systems (ICS) has seen an increase in the last years. This increase is mainly fuelled by the critical and sensitive operations controlled by connected ICS (Butt et al., 2019). History is able to tell a story about the potential devastating impact of an ICS targeted ransomware attack, NotPetya and WannaCry are two examples of how a ransomware attack could a˙ect operational technology (Popli & Girdhar, 2019). However, ransomware speciﬁ
	ﬁnding a ransomware speciﬁcally targeting industrial control systems. Making the threat as real and as relevant as in IT. 

	2.4 Internet Exposed Assets 
	Due to the digitalisation and convergence of the IT and the OT environments, there has been an increase of industrial control system devices connected to the internet (Bodenheim, 2014). Resulting in the exposure of poorly conﬁgured industrial control systems or even the exposure of Programmable Logic Controller (PLC) or Remote Terminal Unit (RTU) that has no authentication requirements (Dragos, 2020). Attackers are utilizing a search engine like Shodan, a search engine for internet-connected devices, as a r
	-

	2.5 Phishing 
	2.5 Phishing 
	A Phishing attack is when an attacker sends out spam e-mail with a link to a fake website or an attached malicious ﬁle. The goal of the phishing mail is usually to get the victim to click the link in the email, which redirects to a fake website controlled by the attacker. Here the victim is prompted to enter some sort of information, usually personal information such as credit card or login credentials (Stallings et al., 2012). The attackers are usually utilising a large database of compromised email addres
	2.5.1 Spear-Phishing 
	2.5.1 Spear-Phishing 
	Spear-phishing is an attack that is conducted with a speciﬁc intention like harvesting user credentials to a speciﬁc system or network. Due to its relative simplicity, it is often easy and cheap to conduct and is the most used method to gain initial access to industrial control systems (Knapp & Langill, 2014). Caldwell (2013) speciﬁcally highlights how advanced persistent threats (APT) rely on spear-phishing as a tool for creating a point of entry to an organisation. After access is granted, usually a next 
	2.6 ICS Vulnerabilities 
	As availability is of great importance in the operational technology environment and investing in new equipment is usually equal to high investment costs, the life cycle of operational assets are expected to range upward to 30 years (Lindstr, Viklund, Tide-man, Hällgren, & Elvelin, 2019). The long life-cycles often results in OT environments consisting of preceding assets which was developed with little to no security measures, making them suitable targets for attackers (Clark & Hakim, 2017). OT assets are 
	-
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	CHAPTER 3 
	Theory 
	This chapter describes the theory and clarify the key concepts used in the study. The ﬁrst section brieﬂy discuss information security and then moves on to discuss IT, OT and the di˙erences between them. 
	3.1 Information Security 
	While discussing protection of information, it is necessary to deﬁne what falls under the term information security. Von Solms and Von Solms (2004) refers to information security as the protection of information everywhere. Whilst information security and cybersecurity is often used interchangeable with cybersecurity, in the deﬁnition stated by Von Solms and Von Solms (2004); von Solms and von Solms (2018), cybersecurity refers to protection of information restricted to cyberspace. Referring to information 
	While discussing protection of information, it is necessary to deﬁne what falls under the term information security. Von Solms and Von Solms (2004) refers to information security as the protection of information everywhere. Whilst information security and cybersecurity is often used interchangeable with cybersecurity, in the deﬁnition stated by Von Solms and Von Solms (2004); von Solms and von Solms (2018), cybersecurity refers to protection of information restricted to cyberspace. Referring to information 
	Philpott, 2012). In order to respond to risk, risk management can be applied, according to Wheeler (2011) the goal of risk management is to identify critical assets that needs protection and to identify the threats and vulnerabilities associated to the assets. With this done, the risk exposure is rated to determine suitable mitigation strategies, applying control measures and measuring the e˙ectiveness of implemented controls. There are multiple risk management approaches which slightly di˙er in terms and foc

	3.1.1 Risk Assessment 
	A risk assessment is done in order to understand the exposures and how control measures should be prioritised (Wheeler, 2011). Performing a risk assessment in the operational technology environment requires that the method used is covering asset identiﬁcation, threat identiﬁcation, vulnerabilities assessment, identifying and classifying risks and control recommendations (Knapp & Langill, 2014). In order to further understand how risks should be managed, the business risk appetite should be determined, meani
	-

	The digitalisation is making information an asset on which every organisation relies on, which makes protecting it signiﬁcantly more crucial (Hahn, 2016). This is true, not only for strict IT organisations, but also for non-traditional organisations such as healthcare and process and production industries (Nambisan, Lyytinen, Majchrzak, & Song, 2017). 
	Applying information security presents one way of reducing risk, and in a broader context of risk management it is concerned with reducing risks related to information systems (Gantz & Philpott, 2012). Information security has therefore been recognised as synonymous with risk management (Bodin, Gordon, & Loeb, 2008). Threat and vulnerability identiﬁcation and assessment is central to risk management in order to select the appropriate control measures (Wheeler, 2011). Control measures can be applied with di˙e
	Preventative control is when the likelihood of a vulnerability exploitation is reduced but 
	has little or no impact on the severity of the impact if an exploitation is successful. An example of preventative control is encryption, anti-virus or even a document shredder (to prevent someone from stealing paper). Another preventative control is network segmentation, where assets are divided into zones based on level of criticality (Knapp & Langill, 2014). 
	Reactive control has little or not impact on the likelihood but can be limit severity of the impact by limiting the scope of the attack once it is observed. Reactive controls could be developing and implementing an incident response plan (Wheeler, 2011). 
	Under Attack or incident response is applied when a possible attack is detected, this could include routines and processes, such as isolating systems from the network, or detection and removal of malware (Johnson, 2015). 
	Risk management is not a one-time-thing and should be consistent and reoccurring in order to respond to the dynamic nature of information security and to better prepare for new challenges in the future (Tsochev, Trifonov, Nakov, Manolov, & Pavlova, 2020). 
	Table 3.1: Main themes derived from theory 
	Theme Description 
	Applying information security covers the protection of information everywhere, in order to develop an acceptable information security strategy, deﬁnitions of terms
	Applying information security covers the protection of information everywhere, in order to develop an acceptable information security strategy, deﬁnitions of terms
	Information Security 
	and methods needs to be agreed on by the entire business (von Solms & von Solms, 2018; Wheeler, 2011) 

	The chance of harm or loss of information is known as risk, applying risk management is a method used as a response to such risk. This is done by identifying and assessing, 
	The chance of harm or loss of information is known as risk, applying risk management is a method used as a response to such risk. This is done by identifying and assessing, 
	Risk 
	assets, vulnerabilities and threats. Risk management has been recognised as synonymous to information security (Gritzalis et al., 2018; Bergstr & Lundgren, 2019). 

	Table
	TR
	Applying appropriate control measures is one of the results from risk management, this 

	Control Measures 
	Control Measures 
	can be done several ways depending on the purpose of the control: preventative, reactive, 

	TR
	or under attack (Baskerville et al., 2014; Knapp & Langill, 2014; Wheeler, 2011). 

	TR
	Information security is a dynamic subject which constantly changes and evolves as a result 

	Future 
	Future 
	of the development of technology and advancements of adversaries tactics, therefore, information security and risk management should be consistent and reoccurring to better be prepared for future 

	TR
	challenges (Tsochev et al., 2020; Talabis et al., 2014). 


	3.2 Information Technology 
	Due to the ongoing digitalisation, the term IT is nothing new, but the deﬁnition of IT still needs to be explained in order to understand the di˙erence between IT and OT, and how securing one is di˙erent from the other. Information technology or IT involves 
	Due to the ongoing digitalisation, the term IT is nothing new, but the deﬁnition of IT still needs to be explained in order to understand the di˙erence between IT and OT, and how securing one is di˙erent from the other. Information technology or IT involves 
	the development, maintenance and use of information by utilizing computer systems, software and networks for the processing and distribution of said information (Cambridge-Dictionary, 2021; Hahn, 2016). IT is being used for supply management, ﬁnancial, day-today business processes and is now a central part of enabling the operational environment (Lasi, Fettke, Kemper, Feld, & Ho˙mann, 2014). With the current development of data-driven business models, and an increasing number of connected devices, estimation
	-


	p. 296). Showing that information is the driver and a key component for information technology. 
	3.2.1 Security Objectives in IT 
	With the relevancy of information highlighted, protecting said information becomes a part of every business who relies on IT. There are three key objectives when discussing IT security (Stallings et al., 2012): 
	• 
	• 
	• 
	Conﬁdentiality refers to data conﬁdentiality which assures that sensitive or conﬁdential information is made unavailable for unauthorized users or individuals and privacy, which assures that individuals control or inﬂuence how related information is being collected, stored and disclosed. Example: a database of a hospitals patient journals are leaked, causing the loss of conﬁdentiality to the information stored in the database. 
	-


	• 
	• 
	Integrity ensures that changes to information and software is only able in an authorized manner and that systems perform as they were intended, without inadvertent unauthorized manipulation of the system. Example: pump pressure on the screen shows 10 bar, but in reality is 20 bar as a result of someone hacking the human-machine interface causing a loss of integrity of the information displayed. 
	-


	• 
	• 
	Availability assures that systems and services are made available for authorized use. Example: a user is unable to login to their online bank due to a Distributed Denial of Service (DDoS) attack overloading the web server causing a loss of availability. 
	-



	These objectives make up what is known as the CIA triad and is a widely used term when describing how to apply measures and controls when securing information. 
	3.2.2 Business Network 
	All these IT-devices needs to be connected to each other in order to communicate. In the context of this study, this network of IT devices will be referred to as the business network. This is done in order to clarify the di˙erences between the industry network and the business network when discussing the convergence of the two environments. The business network provides the information infrastructure for the business, in other words the "regular" network. The business network supports daily corporate functio
	3.3 Operational Technology 
	The di˙erence between the operational technology (OT) and the information technology should be understood in order to grasp the challenges surrounding information security in the operational technology environment (Hahn, 2016). OT refers to the software and hardware which is responsible to monitor and control physical devices in an industrial setting such as a production line or a process environment (Lindstr et al., 2019; Hahn, 2016). Operational technology is a broad term that covers industrial control sys
	Industrial Control System (ICS) is an umbrella term that is used to describe interconnected subsystems which primary purpose is to execute acquisition, control or supervision. The term ICS includes SCADA (Supervisory Control and Data Acquisition), Human-Machine Interface (HMI), PLC (Programmable Logic Controller), IAS (Industrial Automation System) (Drias et al., 2015). 
	-
	-

	Supervisory Control and Data Acquisition (SCADA) system refers to the system which is responsible for monitoring and controlling of processes and systems which are distributed over a limited or large geographical area. Its main purpose is to provide control and gather data to and from sensors, pumps, instruments, etc by using a software platform (Abdo, Kaouk, Flaus, & Masse, 2018). 
	Figure
	Figure 3.1: Operational Technology principle (Larsson, 2018) 
	Figure 3.1: Operational Technology principle (Larsson, 2018) 


	3.3.1 Security and Safety Objectives 
	The operational objectives of industrial control systems includes: supporting and maintaining proﬁtable margins, minimizing impact on safety and environment, managing dependencies and limiting damage or wear and tear of physical assets. Therefore, cybersecurity is not prioritised as a main operational objective, but is, however, a part in supporting these objectives (Hahn, 2016). Due to the operational objectives and the high production and process dependency of assets found in the operational environment, 
	-
	-
	-
	-

	• 
	• 
	• 
	Safety is a critical and most often a prioritized security objective, due to the impact a malfunction in the OT could have by causing damage to people and/or the physical environment. An example of this was when an SCADA system malfunctioned in Bellingham, WA, US in 1999 causing a gasoline pipe to leak and eventually ignite causing a large explosion, killing three and injuring eight people (Hahn, 2016). 

	• 
	• 
	Environmental impacts could be caused due to failures in the OT environment by, for example, releasing dangerous chemicals, radiation, or toxic material, damaging wildlife, plants and water sources (Knapp & Langill, 2014; Hahn, 2016). 

	• 
	• 
	• 
	Dependencies. Critical infrastructure such as, energy, water and transportation 

	heavily rely on industrial control systems (ICS) to function. Failure of critical ICS of societal interdependencies could cause signiﬁcant damage, as shown in the NotPetya ransomware, causing blackouts and disruption in large parts of Ukraine, and completely paralysing the world’s largest shipping company Maersk. Estimated to have caused $10 billion in damages (Greenberg, 2018). 

	• 
	• 
	Physical Equipment could be negatively a˙ected by a failure in the OT environment, by causing damage to physical equipment such as motors, transformers, machines, generators etc (Hahn, 2016). 
	-


	• 
	• 
	High Availability of ICS is often prioritized due to requirements such as uptime of manufacturing lines, electrical power grid and water systems (Hahn, 2016). The high cost of new investments in the OT environment is also driving the need to for high availability due to need of 


	3.3.2 Industrial Network 
	The assets found in an operational technology environment needs to be interconnected, making up what is known as the industrial network (Knapp & Langill, 2014). The industrial network depends on a wide variety of di˙erent network protocols, some is designed to speciﬁcally support the operational technology requirements, and some which can be found in the IT environment such as the HTTP, DNS and SSH. (Hahn, 2016). The industrial network is brieﬂy mentioned here due to the importance on how it operates and how
	3.3.3 Di˙erence between IT and OT 
	With the some key attributes highlighted for IT and OT environments, illustrates the importance in applying information security measures that is sophisticated enough to 
	Table 3.2: Di˙erences between IT and OT environments (Stou˙er,Falco, & Scarfone, 2011) 
	Category IT Environment OT Environment 
	Real-Time 
	Non-Real Time 
	Response is time-critical 
	Response must be consistent 
	Performance High delay or jitter is not acceptable
	High latency may be acceptable 
	Human response and emergency interaction is critical 
	Strict Access Control Available 
	Strictly control access to ICS 
	Rebooting may not be available due to process availability requirements Rebooting is acceptable Availability requirements may call for use of redundant systems
	Availability 
	Availability shortage can be tolerated Patching or outages must be planned and scheduled days/weeks in advance Exhaustive pre-deployment testing due to availability requirements. 
	Conﬁdentiality and integrity is crucial Human safety is highest priority followed by protection of process. Conﬁdentiality Momentary downtime is no major risk Momentary downtime is not accepted. and Integrity Major risk impacts: Delay in business Major risk impacts: regulatory non-compliance, environmental impact, 
	operations loss of life, physical damage to equipment, production impacts 
	Systems are designed for typical 
	Di˙ering operating systems, often with no security capabilities built in. 
	System Operations operating systems (Linux, Windows) 
	Software changes are carefully made by vendors 
	Upgrades can be automated 
	Resources enough to support additional Systems are designed for industrial processes with little 
	Resources 
	third-party applications such as security solutions or no spare resources to support additional security capabilities. 
	Many proprietary and standard communication protocols 
	Standard communication protocols 
	Communications Wired and wireless capabilities 
	Wired and wireless capabilities 
	Complex networks 
	Software changes must be thoroughly tested and incrementally deployed. 
	Software changes are, such as patching, is done 
	Outages must be planned days or weeks in advance. 
	Change Management systematically in the presences of good security practices. 
	Systems in OT environment may use legacy operating systems that are 
	Changes are often automated 
	no longer supported. 
	Component Life time Lifetime on the order of 3-5 years Lifetime on the order of 15-20 years 
	Components can be remote, isolated or require extensive physical 
	Components location Usually located local and easy to access. 
	e˙ort to gain access to them. 
	handle the operational and risk di˙erences between the two environments (Stou˙er, Falco, & Scarfone, 2011). 
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	CHAPTER 4 
	Method 
	This chapter describes the methods used in the study. The ﬁrst section describes and discuss the di˙erent research approaches and why the research was conducted with an inductive and exploratory approach. Final section discuss the method for analysis and the ethical and trustworthiness aspects of the study. 
	4.1 Research Approach 
	There are two main research approaches, a deductive and an inductive approach. The fundamental di˙erences being what drives the research. 
	Deductive approach usually begin with a theory-driven hypothesis in order to study or test reality. The developed hypothesis guides the data collection and analysis with the intention of revising the theory based on the result of testing the hypothesis (Woiceshyn & Daellenbach, 2018). 
	Inductive approach derives from a research question developed from empirical observations which guides the empirical data collection used to generate or propose theory based on the observation (Bryman, 2016; Creswell & Creswell, 2017). 
	-

	When research is being done with the goal of better understanding an existing situation, and thus lacking a clearly deﬁned problem, it is considered as exploratory research (Bryman, 2016). Since the problem stated in this thesis derived from empirical observations and lacks a clearly deﬁned problem, the research took an inductive and exploratory approach. 
	-
	-

	4.2 Data Collection 
	Due to the goal of the research was to investigate the challenges encompassing applying information security in the operational technology environment in the context of increased connectivity to the IT environment, the method for data collection needed to be able to handle the complexity behind how risk is apprehended (Vance, Anderson, Kirwan, & Eargle, 2014). Since semi-structured interview is a versatile and ﬂexible method for capturing peoples values and opinions, it was chosen as a suitable method for d
	-

	Figure
	Figure 4.1: Data Collection Process 
	4.2.1 Semi-structured Interviews 
	As the research aims to understand how operational technology based businesses view information security risks in relation to the interconnectivity of the IT and OT environments, a method was needed to handle such complexities and to capture the expressions and feelings conveyed while answering interview questions (Brigham Young University et al., 2014). Therefore, it was determined that the best way to gain an understanding of the current situation is by conducting interviews. The next step in the process 
	As the research aims to understand how operational technology based businesses view information security risks in relation to the interconnectivity of the IT and OT environments, a method was needed to handle such complexities and to capture the expressions and feelings conveyed while answering interview questions (Brigham Young University et al., 2014). Therefore, it was determined that the best way to gain an understanding of the current situation is by conducting interviews. The next step in the process 
	-
	-
	-

	(Kallio et al., 2016). An unstructured interview would risk of straining away from the topics of the research and a structured interview would not enable the respondents to express themselves due to constraints of the method (Rabionet, 2014). 

	4.2.2 Designing the Interview Protocol 
	The purpose of the interview protocol was to create a set of pre-deﬁned questions that would guide the conversation and direct it towards the topic of the research. The goal was therefore to design the questions with the intention of not being leading, resulting in well-formulated open-ended questions. This allowed for smooth transitions between follow-up questions and the ability to jump between questions if so was necessary, which paved the way for a dialogue to occur (Kallio et al., 2016). The initial in
	-

	4.2.3 Choosing Respondents 
	Holme et al. (1997) highlights how the statistical generalization and representativeness lacks a central purpose in a qualitative method, but emphasises that selecting respondents does however play a critical role. Respondents should be selected based on the research question, else the gathered data could end up useless (Holme et al., 1997). In order to remediate this, a set of criteria was designed beforehand which the chosen respondents had to meet. The ﬁrst criteria was designed based on the main premise
	Holme et al. (1997) highlights how the statistical generalization and representativeness lacks a central purpose in a qualitative method, but emphasises that selecting respondents does however play a critical role. Respondents should be selected based on the research question, else the gathered data could end up useless (Holme et al., 1997). In order to remediate this, a set of criteria was designed beforehand which the chosen respondents had to meet. The ﬁrst criteria was designed based on the main premise
	-
	-
	-

	process of identifying and assessing information security risks. 

	Table 4.1: Interview Protocol derived from section 3.1 
	Table 4.1: Interview Protocol derived from section 3.1 
	Table 4.1: Interview Protocol derived from section 3.1 

	Main Themes 
	Main Themes 
	Sub-Themes 
	Questions 

	TR
	Deﬁning Information Security 
	What is information security for you? What do you believe plays a signiﬁcant role in information security work? 

	Information Security 
	Information Security 
	In which way does it play an important role? 

	TR
	How does one apply information security? 

	TR
	Information Security 
	Is it possible to determine if the information security application is 

	TR
	Application 
	good enough? 

	TR
	How does one apply information security in your organisation? 

	TR
	How is information security prioritised in the organisation? 

	TR
	What is a risk? 

	Risk 
	Risk 
	Deﬁning Risk 
	How does one identify and manage risks? 

	TR
	Working with Risk 
	How do you work with risk in your daily role as __? How does the organisation work with risk? 

	TR
	What is a preventive control measure for you? 

	TR
	Preventive 
	How do you apply preventive control measures? 

	TR
	Do you believe that existing preventive control measures are 

	Control Measures 
	Control Measures 
	suÿcient? 

	TR
	What is a reactive control measure? 

	TR
	Reactive 
	How do you apply reactive control measures? 

	TR
	Do you believe that the existing reactive control measures are 

	TR
	suÿcient? 

	TR
	Under Attack 
	How would you act if one of your systems was under attack? 

	TR
	Is there any routines on how to act during or after an attack? 

	TR
	What is your view on the development of digitalisation and 

	Future 
	Future 
	General discussion 
	interoperative systems in the OT environment? 

	TR
	Can you describe a future scenario regarding technology, rules, 

	TR
	regulations or general development of the OT environment? 


	With the criteria for respondent established, the next step was to contact businesses. The initial contact was done by email and contained a brief description of the study: 
	“...the purpose of the interview is to investigate the emerging information security risks as a result of the IT and OT convergence. The systems found in the IT and OT has di˙erent origins and logic but due to the digitalisation with IoT and other inter-operational solutions is there an increase in existing risks and the development of new risks....” 
	A total of 10 businesses was contacted, with only ﬁve answering the initial email. After some corresponding, three interviews was booked. Each respondent represented di˙erent job titles in di˙erent types of industries: 
	Table 4.2: Overview of respondents 
	Role Industry Employees 
	Operational Technology Advisor Consulting 7000+ Business Developer Mining 4000+ Information Security Coordinator Energy 100+ 
	4.2.4 Conducting the Interviews 
	All the interviews was carried out digitally using Microsoft Teams and Zoom. Each interview was booked to last 60 minutes, with some ending earlier at around 52 minutes and some lasting 1 hour and 10 minutes. Before the interview started, the respondent was informed about the premise of the interview and how the material would be undisclosed by leaving out information that could identify the respondents or the company they represent. Some casual conversation took place before the interview formally started 
	4.2.5 Preparing Data 
	Before the data could be analysed it had to be prepared. Since the intention was to use a thematic analysis, the recorded interviews was transcribed, this allowed for insight to develop and to streamline the analysis process (Denscombe, 2014). In the transcription process, irrelevant noises such as "ehh and ehm" was left out. However, when respondents was answering a question notes was made of silence or extended thinking since this could a˙ect the underlining meaning of the answer. For example, if the quest
	Before the data could be analysed it had to be prepared. Since the intention was to use a thematic analysis, the recorded interviews was transcribed, this allowed for insight to develop and to streamline the analysis process (Denscombe, 2014). In the transcription process, irrelevant noises such as "ehh and ehm" was left out. However, when respondents was answering a question notes was made of silence or extended thinking since this could a˙ect the underlining meaning of the answer. For example, if the quest
	because this. . . " These sounds and uncomfortable silences give a richer meaning to the answer the respondents give (Denscombe, 2014). Each interview was transcribed using the web-based software "oTranscribe" and was saved to txt and markdown ﬁle format. In the transcription process, no names of companies or employees was written, where the respondent mention a company or name it was replaced with <own company> or <name of employee>. The layout of the transcription looks like the example below: “A: Do you 

	R: No, there is always more to do.."” 
	4.2.6 Thematic Analysis 
	The method deemed most suitable for analysing the gathered material was the thematic analysis method. Thematic analysis is a method that allows for an eÿcient way of identifying, organising and contribute to a better understanding of the pattern of meaning in a data set (Braun & Clarke, 2012). By applying a systematic approach to identify trends and patterns in the answers given by the respondents during the interview, it is possible to connect the underlying meaning of the answers to the areas generated by
	The analysis was carried out using the method of meaning units, condensed meaning units, sub-themes and themes described by Graneheim and Lundman (2004). According to Graneheim and Lundman (2004) the transcribed interview, should be divided into meaning units which in turn should be condensed creating a condensed meaning unit which then is labelled with a code. The code should then in turn be sorted based on di˙erences and similarities into sub-themes derived from the main themes. The example below (Table 4.
	The purpose of the analysis was to describe the gathered material in order to characterize the meaning of the given answers. By dividing, categorising and connecting the 
	-

	Table 4.3: Example of Thematic Analysis 
	Main Theme: Information Security 
	Main Theme: Information Security 
	Main Theme: Information Security 

	Respondent 
	Respondent 
	Meaning Unit 
	Condensed Meaning Unit 
	Code 
	Sub-Theme 

	Business developer 
	Business developer 
	"Upper management is really prioritizing information security, but further down the line it gets banal.." 
	information security e˙orts fades further down the line 
	lack of priority throughout the entire organisation 
	Information Security Application 

	Operational Technology Advisor 
	Operational Technology Advisor 
	"...It should not only be seen as something that removes risk, but something that could create new opportunities.." 
	information security as an innovation tool 
	view information security from a di˙erent perspective 
	Information Security Application 


	data to the theoretical foundation the gathered data developed into a crucial part in the goal of answering the research question, and in turn, identify new areas of research by illustrating the current situation and previously unknown problems. 
	4.3 Trustworthiness 
	Trustworthiness is often used, together with credibility, truth, consistency and applicability to describing validity in qualitative research (Brink, 1993). This type of qualitative validity, or trustworthiness, is based on the accuracy of the ﬁndings in the context of the researcher, the participant and the reader. Creswell and Creswell (2017) also highlights the importance of adopting multiple strategies to ensure trustworthiness in a study, for instance peer debrieﬁng and external auditor, where the stud
	-
	-

	4.4 Ethics 
	Conducting research comes with an ethical responsibility towards the society it contributes to. The researcher is responsible for the participants of the studies and also to those who are indirectly or directly a˙ected by the result of the research (Stafstr, 2017). Therefore, good research practices is applied. Meaning that the researcher is truthful about the conducted research and consciously review and describe the perspective used in the study. Good research practice also includes being transparent with 
	Conducting research comes with an ethical responsibility towards the society it contributes to. The researcher is responsible for the participants of the studies and also to those who are indirectly or directly a˙ected by the result of the research (Stafstr, 2017). Therefore, good research practices is applied. Meaning that the researcher is truthful about the conducted research and consciously review and describe the perspective used in the study. Good research practice also includes being transparent with 
	-
	-

	to conduct research without harming humans, animals or the environment (Hermerén, 2019). Research is classiﬁed as professional ethics which can be described as three general subsets: (1) performing good work, (2) follow national and local rules, directions and norms, (3) follow professional codes of ethics (Eriksson, 2021). As the research is conducted within the subject of information system Dahlbom and Mathiassen (1994)’s interpretation of the American Association of Computing Machinery’s code of ethics s
	-
	-


	With a brief introduction of describing the ethical responsibilities, the rest of the section describes the measures taken to ensure the studies ethical aspects. In order to protect the respondents, they were asked to voluntarily participate in the study with the right to not answer questions and the ability to end the interview at any time. Each respondent got a brief introduction to the study and the purpose of the interview and how the respondents are contributing. As all interviews were recorded, the re
	CHAPTER 5 
	Analysis 
	The following chapter presents the ﬁndings from the data collection categorised by main themes and within each main theme is the sub-themes, in which the ﬁndings related to each theme is presented. 
	5.1 Information Security 
	This section covers all statements that was categorised in the sub-themes following the main theme information security. Table 5.1 summarise the ﬁndings within the information security theme in terms of factors the respondents found of importance when deﬁning and applying information security. 
	Information Security Description Respondent 
	Deﬁning Information Security 
	Table 5.1: Relevant factors for information security according to the respondents 
	Table 5.1: Relevant factors for information security according to the respondents 
	Table 5.1: Relevant factors for information security according to the respondents 
	Table 5.1: Relevant factors for information security according to the respondents 


	Risk Management 
	Risk Management 
	Risk Assessment and Information Classiﬁcation, which is fundamental steps in any risk management process is considered to be an relevant factor in information security. 
	Information Security Coordinator 

	Speaking the same language 
	Speaking the same language 
	Information security is only eÿcient when the same language is being spoken, what is critical, who is responsible for what, what is included in information security. Terms and deﬁnitions are agreed upon by everyone in the business. 
	Operational Technology Advisor 

	Understanding Assets 
	Understanding Assets 
	Understanding what assets are critical and their part in critical processes, workﬂows and other systems. This is to ensure what needs to protected in terms of prioritisation. 
	Business Developer 

	Information Security Application 
	Information Security Application 

	Iterative process 
	Iterative process 
	Information security should be viewed as an iterative process which should be conducted with a systematic and consistent approach, and not a one-time-thing. 
	Business Developer 

	Risk Appetite 
	Risk Appetite 
	Businesses should determine what level of risk they are willing to take in order to determine if current level of risk is accepted. 
	Operational Technology Advisor 

	Control Documents 
	Control Documents 
	Utilising control documents, such as routines and guidelines to enforce information security application. 
	Information Security Coordinator 

	Clear Roles of Responsibility 
	Clear Roles of Responsibility 
	Applying clear role of responsibility makes it easier for employees to understand the problem and act accordingly. 
	Operational Technology Advisor 

	Top-Down Approach 
	Top-Down Approach 
	Information security should be enforced using a top-down approach. 
	Information Security Coordinator 


	5.1.1 Deﬁning Information Security 
	One of the opening questions to every interview was to ask how the responded deﬁned information security. This was a relevant opener for the interviews, since information security can be deﬁned di˙erently based on previous experience or occupation. When asked the operational technology (OT) security advisor how he deﬁned information security, he did not count OT-security to fall under information security: 
	“.. I use the term information security when you work with protecting or mitigating risks in some way connected to information. Here I do things a little bit di˙erent, I do not consider operational technology (OT) as a part of information security..” 
	This statement highlights one of the issues with deﬁnition found in the industrial environment. While asking the same question to the information security coordinator, the answer given was: 
	“It is an umbrella term that covers both the organisational security, guidelines, routines and then the technical security. . . ” 
	-

	Not including nor excluding the operational technology environment in the deﬁnition, it provides a good example on, depending on role, previous knowledge and experience, how di˙erent deﬁnitions for information security is being used. The respondents did however agree that risk management is a fundamental part of information security. When asked what the respondents believe plays a relevant role in information security three points were highlighted: risk assessment, asset classiﬁcation and clarifying the need
	-
	-

	“Risk assessment and information classiﬁcation. Classifying the information based on how relevant it is from di˙erent perspective, from a availability perspective, conﬁdentiality perspective, like, how you are supposed to protect them. How secret they are and such, and then you adapt the security level based on that.” 
	The operational technology advisor brings up the importance of making the two groups speak the same language and draws parallels to being a marriage advisor: 
	“...people have a tendency to talk past each other... a colleague said "It is like being a marriage advisor, ﬁrst you have to get these the di˙erent groups to talk to each other and understand what the other is saying".” 
	As a part of the risk management process, it is relevant to highlight what is critical to the business, and understanding existing assets and its role in processes and workﬂows. The business developer highlights this: 
	“..speciﬁc information, what we call critical assets, what is crticial information? But also critical processes, workﬂows and other systems we need to keep an eye on.” 
	When asked, in which way risk management, asset classiﬁcation and speaking the same language plays a relevant role in information security the information security coordinator gave a short but descriptive answer: 
	-

	“[understanding] what is worthy of protection.” 
	Meaning that understanding what assets can be found in the business will create a better understanding of what needs to be protected. When asked the same question, the operational technology advisor provided an answer that showed, from a di˙erent perspective, how the parts of information security plays a relevant role: 
	“..putting general security on the top of the agenda. . . all of suddenly..(it) security work becomes what it should be...not just something that removes risk, but something that creates opportunities.” 
	If applied correctly, security work could and as the OT advisor says, should, be an enabler of innovation, rather than an impediment to user-friendliness. Discussing something like information security, which is a term frequently used by all the respondents in their business role, highlights how di˙erently it can deﬁne depending on who is asked. 
	5.1.2 Information Security Application 
	In order to continue the discussion on information security in the context of the respondent business, a natural step was to discuss how one apply information security. The business developer was keen on underlining the importance of consistency and the structure when applying information security and ﬁnding a model suitable for the business it applies to: 
	-
	-

	“It is very relevant to that the work is consistent and structured and not a one-timething... it is relevant to ﬁnd a good model based on how you are structured as an organisation.” 
	-
	-

	When it comes to concrete steps on applying information security, utilising existing risk management standards like the ISO 27001. This approach, according to the information security coordinator, provides a smorgasbord of best practices and guidelines that a business can apply to tailor it to their organisation: 
	-

	“"There is an ISO 27000 standard that we use in our management system, which is a good smorgasbord to pick from, like best practice."” 
	The respondent added that, as an energy provider, they have laws and regulations 
	they must take into consideration when they develop a risk management model. The business developer further adds that they utilise NIST Cybersecurity framework as a foundation on which they base their risk assessment on. A more concrete example on how risk analysis could be performed was given by the operational technology advisor: 
	“A semi-structured method to analyse risks in processes, determine how to cut your organisation into pieces and protect the pieces based on the protection it needs. And create some sort of iteration of that.” 
	The respondent agree that for information security to be applied e˙ectively, it should be systematic and goal oriented. When it comes to applying protection to assets, the respondents also agree that its assets needs to be identiﬁed, prioritised and protected based on level of criticality to the business. The operational technology advisor: 
	“One can work with security and just throw good solutions on problems we THINK exists. That does however, tend to be very wasteful of money and time.. So a good way of working can be to ﬁrst understand what our.. Our worst points are and work goal oriented there instead” 
	The discussion continued further on how and if it is possible to determine whether the applied information security is good enough. At ﬁrst all the respondents answered that it can be measured by the number of incidents, no incidents equals good security. However, the information security coordinator added that this is only possible if a business has the ability to detect incidents: 
	“Yes, well that would be if you don’t have any incidents. If you consider yourself having the ability to detect the incidents.” 
	The operational technology advisor added that it is relevant to understand what level of risk the business is willing to accept, the risk appetite. In order to determine if the existing level of risk is within the appetite: 
	“There is always too much security until there is too little. . . But if we talk security in the meaning of protecting against bad people, they will adapt against the resistance.. The more you protect yourself, the more e˙ort they put in. So it is up to every organisation to determine what is [enough]..” 
	Another perspective of how to determine if the applied information security is good enough was given by the business developer. The respondent highlighted the importance of focusing on how a business can build upon the internal capabilities and consistently follow-up on those: 
	“/../ but maybe it is better to focus on the internal capabilities you have so we can build it up and follow it up in a good way.” 
	Whether the level of applied information security is based on the number of incidents or not, it is enforced by creating routines and guidelines which the business should follow to meet the expected level of security. The information security coordinator explains that control documents is the foundation for how they apply information security in their business: 
	“...we have our guidelines and routines in our work. Information classiﬁcation... but when we do changes should a change request be sent in order to get clearance to change in systems.” 
	Meanwhile, the operational technology advisor, who has worked with many businesses, highlights how the combination of unclear regulations and no apparent role of responsibility lacks in many of these businesses: 
	-

	“Rarely if does [organisations] have any type of good regulation, and responsibility has started to land, or has become clearer.. Because I think that responsibility has not even been deﬁned before, it is now they start to raise the question and then you throw it in the head of some IT department manager and expect them to understand the problem.” 
	Which causes complications when managing the expectations for information security, for instance in the context of resource allocations: 
	“...when talking resources, a natural consequence is that not many people has worked with this before, not in a structured way and has therefore no idea what it costs and should costs. . . it becomes a type of moving budget instead of something that is in line.” 
	Another issue arises when discussing how the respondents are asked questions about how they, in their company, applies information security. Saying that due to the di˙erence between businesses areas does not allow for a consistent model to be used: 
	-

	“We are a decentralised organisation, even in IT, we are one IT-organisation but we have di˙erent IT for di˙erent business areas. . . there is complexity that it all di˙ers, we cannot follow all in the same processes.” 
	The interview proceeded by investigating how information security is prioritised in the organisations represented by the respondents, and in the case of the advisor, based on experience advising businesses in information security questions. Both the information security coordinator and the business developer answered that it is a topic that is, right now, high on the list of priorities by upper management. But that it is not being viewed with the same priority throughout the organisation. The information se
	-

	“[further down in the organisation] it is not as positive about information security since it is always a balancing of user friendliness and security.” 
	This is resulting in the lack of awareness in di˙erent part of the organisation. The information security coordinator describes a situation in which the view on information security di˙ers: 
	“...those who work with the most critical systems [prioritise information security] absolutely, they understand that we need to have it like this. However, those who work in HR or administration in general..ehh.. Is not equally.. Its not the same everyday thing with security.. so its not as current..” 
	The business developer adds that awareness is being developed, sometimes from personal experience, as seen by, for example, an increase in phishing attempts: 
	-

	“It exists in upper management and one level down and also on sites. There is an understanding that the threat landscape is increasing, like some have personally seen through email [phishing] etc.” 
	-

	When applying information security, di˙erent businesses faces di˙erent problems, based on the existing level of expectations. 
	5.2 Risk 
	In this section the respondents statements regarding risks is presented. At ﬁrst the respondents was asked to deﬁne risk and how risk is managed and identiﬁed. The section ends by discussing how the respondent, within their organisation, work with risks. 
	Table 5.2: Relevant factors for risk according to the respondents 
	Table 5.2: Relevant factors for risk according to the respondents 
	Table 5.2: Relevant factors for risk according to the respondents 

	Risk 
	Risk 
	Description 
	Respondent 

	Deﬁning Risk 
	Deﬁning Risk 

	Likelihood and Consequence 
	Likelihood and Consequence 
	Risk is deﬁned as the likelihood of something occurring and the consequence of it occurring. 
	All of the respondents 

	Risk Detection 
	Risk Detection 
	The ability to detect risks could be added in the deﬁnition 
	Operational 

	TR
	for risk. 
	Technology Advisor 

	Value in Discussion 
	Value in Discussion 
	There could be value in the discussion surrounding risk, for example when performing risk assessment. Di˙erent perspectives could lead to new insight. 
	Operational Technology Advisor 

	Working with Risk 
	Working with Risk 

	TR
	Risk assessment is done based on changes, for instance 
	Business Developer 

	Risk Assessment 
	Risk Assessment 
	in the beginning of new projects or new implementations 
	and Information 

	TR
	are made. 
	Security Coordinator 

	Laws and Regulation 
	Laws and Regulation 
	Existing laws and regulations increase initiative and consistency of risk assessments. 
	Information Security Coordinator 

	Risk Assessment in IT and OT 
	Risk Assessment in IT and OT 
	Due to the IT and OT convergence, risk should be assessed together. 
	Business Developer 

	Risk Assessment in 
	Risk Assessment in 
	Due to di˙erence in consequences, risk assessment in IT and 
	Operational 

	IT and OT 
	IT and OT 
	OT should be done separately. 
	Technology Advisor 

	Ransomware 
	Ransomware 
	Ransomware is considered the most prominent threat which could cause potential damage. 
	All of the respondents 


	5.2.1 Deﬁning Risk 
	When asked how the respondent deﬁne risk, they all deﬁned it as the likelihood and consequence of an incident. However, there were some di˙erences in how information security risk should be managed. 
	The business developer gave a deﬁnition describing risk as: 
	“..a potential security problem with a certain likelihood at least, and we can add some severity too, thats how I would deﬁne it..” 
	The information security coordinator gave a smilier answer: 
	“..talking about risk. An unwanted occurrence.. but then it also.. A risk is a likelihood and a consequence of it also..” 
	The operational technology advisor agreed on the same deﬁnition mentioned above, but adds that, a risk detection factor could be included: 
	“Then there are some other versions of it [risone I use sometimes when it ﬁts, is the factor: how do you know that a risk has occurred, are you sure you can notice that?” 
	k deﬁnition]..eh.. 

	The basic deﬁnition of risk is agreed on between all respondents, with the di˙erence being in the terms used to describe likelihood and consequence. 
	Whilst the deﬁnition for risk was agreed upon, how the respondents identiﬁed and managed risk di˙ered. The information security coordinator explained that the main approach they use is based on brainstorming and discussion: 
	“There are several approaches, and risk is.. We usually do some brainstorming. And when you have done a few [risk assessments].. It is like a craftsmanship.. It gets easier when you have done a few..” 
	Utilising pieces from ISO standards to perform risk assessment is an approach adopted by both the information security coordinator and business developer. However, the operational technology advisor does not applaud the traditional risk matrix approach. But cherish and value the discussion surrounding the assessment: 
	-

	“personally I really dislike the old risk matrix that you draw up in a workshop.. But if the alternative is that or nothing, then it is something to talk about. But I try to avoid drawing some pretend mathematical conclusion of where things end up in a matrix. It is in the discussion... to prioritise things often gets more exciting discussions rather than just .. that’s a four.. and that’s...” 
	The information security coordinator explains how the risk model for information security is similar to the one covering safety and environmental risks. Highlighting that there is value in using similar models when assessing risks throughout the organisation. The business developer agrees that safety and security risks should be managed using similar models but as of right now, they are not: 
	-

	“..we work a lot with safety, personal safety, it is very important. . . ..in general is it risk [we are measured on] but when it has to do with security risks are we performing risk assessment, but it is separate, and does not include in the same structure as of yet.” 
	When discussing the risk management used, the operational technology advisor highlights that there is di˙erent between theory and practice. Explaining that in theory a business is expected to work structured and systematic, but that is not how it usually works in practice: 
	-

	“It becomes very event-driven or in best case, some sort of campaign in relation to a project. You do a evaluation of something and gets a list that you try to prioritise.” 
	The advisor highlights that, from experience, businesses usually depend on employees which are dedicated to information security and pushes the initiative. When asked why the discrepancy between theory and practices becomes so evident, the advisor: 
	“The easy answer for it to be like in the perfect world [scenario] an extreme amount of resources is required to turn your way of work that way. And it is simply not worth it for anyone.” 
	The approach depends on management and the ability to establish a level of risk acceptance: 
	-

	“...it becomes academic in a way. You have to accept that it is not black or white, 
	we do what we can. This is our level of ambition, half deﬁned.. And it depends on the person, depending on who is boss that year is the tone set.” 
	5.2.2 Working with Risks 
	In this section, the discussion regarding how the respondents and the organisations they represent, work with risk. 
	According to the business developer, the IT management group is responsible for working with risk analysis, highlighting that risk assessment is done in connection to implementing new systems: 
	“If you are involved in the establishment of a new system, security risks comes in to play. When it is external, cloud-systems or externally hosted or in-house developed, is there extra requirements and maybe that we do some penetration testing” 
	The same is discussed by the information security coordinator, who mention new projects as another initiative for risk assessment. Adding that there is also laws and regulations which requires annual risk assessments. 
	“We have some requirements.. That some systems needs to be a part of risk assessment yearly and after signiﬁcant changes..” 
	-

	The information security coordinator adds that working with information security risks is something new for them, and that they are still learning. 
	“we have not worked with risks that long, we are learning and so on, we have it in our management system and so on.. But we feel that we are learning.. Even me.. It is a journey.. It is a craftsmanship.. To do good risk assessments” 
	When the respondent was asked whether they perform risk assessment separately on IT and OT systems, the answers are mixed. The business developer highlights that the two environments are converging: 
	“But in the end, IT-security, moving towards the OT-world, is it, we work with autonomous machines, remote control, and then personal security is tightly connected to 
	-

	IT-security” 
	The operational technology advisor adds that due to the di˙erences in consequences, the two environments needs to be viewed separately: 
	“I would say that you perform the analysis separately, but look at the whole picture. The reason being that if these two worlds [IT and OT] is not already connected, they are on its way to be connected. But the consequences are so di˙erent on the OT side that you have to look at them separately.” 
	The information security coordinator mentions the use of information classiﬁcation, and how risk assessment is done based on that: 
	“We have a classiﬁcation and if a system ends up in a speciﬁc class or over triggers a risk assessment that should be done yearly.. But I mean, a system that is done to book the gym or something.. It has just the standard security measures.. you wont do anything.. you wont perform risk assessment there.” 
	When the question was asked regarding the current threat landscape and how it is being prioritised ransomware was mentioned as the biggest threat. However, advanced persistent threat and state-sponsored attacks were brieﬂy mentioned. The business developer adds that anything that would disrupt production is a prioritised threat: 
	-

	“For us, the biggest threat might be that our production stops, in an attack such as Cryptolocker. Maybe not.. We don’t have.. Its like.. Hmm.. Advanced Persistent Threat. If someone makes us a target and wants to hack us would they probably succeed even if we put the level of security very high.. But if something happens surrounding Cryptolocker or.. e˙ects production in another way.. would be.. yes..” 
	Whilst the other two respondent deemed ransomware as the most prominent threat, the operational technology advisor is sceptic. Saying that threatening with something that, in the OT environment, is irreversible is not feasible: 
	“It is diÿcult to threat someone with something that is so.. What should I say.. Final.. "Ok, you destroyed our transformer that costs 8 millions, it is destroyed now"” 
	-

	But highlights that it could well be moving towards the operational technology en
	-

	vironment. And that threat actors focusing on gathering sensitive information could be utilising ransomware due to access to OT might be easier than access to IT: 
	“Maybe is it possible that they [threat actors] still focus on information, but you do it in the OT-systems.. Like receipt or something.. You ﬁnd sensitive information [in the OT-environment] because you are locked out from the IT-world” 
	The advisor adds that state-sponsored attacks could in some cases, depending on the industries, exceed the scope of a single business OT-security plan, and that it should probably be covered by national security. 
	“Then you have the national threat, so to speak.. Even if it is connected to preparation of war or whatever it is.. It is like.. National competitive so to speak.. Then it is maybe not even OT-security but, like, attacks on national infrastructure, whatever the technology, and then you have to reason from that perspective.” 
	5.3 Control Measures 
	This section discusses how the respondent utilise di˙erent control measures to manage the identiﬁed risks. 
	Control Measures Description Respondent 
	Preventative 
	Table 5.3: Relevant factors for control measures according to the respondents 
	Table 5.3: Relevant factors for control measures according to the respondents 
	Table 5.3: Relevant factors for control measures according to the respondents 

	Control Documents 
	Control Documents 
	Preventative measures like policies and guidelines based 
	Information 

	TR
	on existing standards is used. 
	Security Coordinator 

	Segmentation 
	Segmentation 
	Segmenting the environment based on a risk analysis creating di˙erent zones based on prioritisation. 
	Operational Technology Advisor 

	TR
	A holistic view is necessary in order to understand 

	Holistic View 
	Holistic View 
	the business processes and assets the controls aims to protect 
	Operational 

	TR
	in order to justify resource distribution and 
	Technology Advisor 

	TR
	division of responsibilities 

	Reactive 
	Reactive 

	TR
	Information 

	Log Analysis 
	Log Analysis 
	Utilising support systems for log analysis in order to detect and act on deviations. 
	Security Coordinator and Operational 

	TR
	Technology Advisor 

	Reactive Reliance 
	Reactive Reliance 
	Due to the potential severity of impact in the OT environment, reactive measures are prioritised, as it is diÿcult to rely on automated preventative measures. 
	Operational Technology Advisor 

	Under Attack 
	Under Attack 

	Routines and Processes 
	Routines and Processes 
	If an incident occur, existing routines and processes will guide the employees on how act. 
	Business Developer and Information Security Coordinator 

	Instinct and Experience 
	Instinct and Experience 
	With basic routines developed for a number of expected scenarios, it comes down to acting based on instinct and experience. 
	Information Security Coordinator 

	Crisis Management 
	Crisis Management 
	Detailed routines and processes on how to act when an incident occur could end up overwhelming, therefore traditional crisis management could be utilised. 
	Operational Technology Advisor 


	5.3.1 Preventive 
	Discussing what preventative controls is and how they can be applied At ﬁrst, the respondent was asked to describe what they considered to be a preventive control measure. The business developer answered that it is something that mitigates risks, whilst the information security coordinator gave a more concrete example in what is covered by the term preventive control measure: 
	“...I would like to call it management systems.. There is a policy on top, then there is guidelines were we have combined what needs to be there based on ISO 27000 to a great extent. But we have also added the measures from di˙erent laws, like NIS directive, postal-and telecommunication and so on.” 
	The operational technology advisor deﬁned it as something that enables the business to understand its environment and detecting events: 
	“To begin with, I think you [the business] needs to be sure that they understand how your own environment looks like and that you know what happens in it. . . then you are able to answer the question "what happened yesterday" when weird things starts to happen.” 
	-

	When asked how they apply preventive control measures, the respondent had a few examples. The business developer: 
	“..by implementing requirements and items to ensure that we don’t implement system that is unsafe. But to do the right things in right time, like identifying if something is wrong, with for example penetration testing, but also to have a way to manage access to system and processes, etc.” 
	The operational technology advisor adds that segmenting the environment based on risk priority and monitoring the communication between the segmented zones is one way of applying preventive controls: 
	“". . . to do some form of rough risk analysis and segment your system in a suitable way. And then you end up with the next measure, and then you do some segmentation and what do you do with that? Then it has to be, most likely, some form of old ﬁrewalls and some form of analysis tools to understand OT-traÿc so you understand what happens in the passage [between segmented zones]” 
	But when asked if the existing preventive controls are suÿcient, the information security coordinator lifts the challenge of enforcing control documents throughout the entire organisation: 
	-

	“It is easy to develop instructions and guidelines, the diÿcult part is to use it in practices. It is like where we are in our journey right now, to get these routines on a broad front to be adopted by the entire organisation and used.” 
	-

	Whilst the operational technology advisor believes that most organisations ends up taking shortcuts when applying segmentation as a preventive control measure. This is due to a lack of structured integration between the segmented zones to control the ﬂow 
	Whilst the operational technology advisor believes that most organisations ends up taking shortcuts when applying segmentation as a preventive control measure. This is due to a lack of structured integration between the segmented zones to control the ﬂow 
	of information. As a result of non-existing or bad holistic view of the entire business and the lack of resources: 

	“Yes.. Not enough resources might be the core issue, but there is actually nobody with a holistic perspective. It ends up being di˙erent groups or persons, managing di˙erent systems and they get along that "yes our stu˙s needs to talk to each other, how do we do that?"” 
	5.3.2 Reactive 
	When asked how the respondents deﬁned reactive control, they all agreed on that it is control developed to enable acting on a problem and ﬁxing it. The business developer deﬁned a reactive control as: 
	“But I can say that reactive is either when you have an incident or something has happened. . . . for instance when we are behind on upgrades or patching.. That is.. Like.. A reactive measure, because we have identiﬁed a problem and ﬁxed it.” 
	Whilst the information security coordinator highlighted the importance of investigating and analysing logs as a reactive control tool: 
	-

	“A reactive measure could be content management solutions, looking in logs and tracing things there. Ehh. . . like incident response is a reactive measure if i think about it.” 
	-

	Applying reactive control that analyse and investigate logs, should, according to the operational technology advisor, be done utilising a support system. Together with the right competence in order to have the ability to take decisions based on the results: 
	“Yes the most important thing is that base it on some sort of system support because it is impossible to do that manually, that you can act on all kinds of deviations against the normal. . . and then.. Have right competency available being able to determine what has happened” 
	When discussed if the respondents believe that the existing reactive controls are suÿcient, some points arise regarding what to prioritise, preventive or reactive. The business developer highlights the challenge of determining a level of good enough for the reactive measures applied if there is no method of measuring the level of satisfaction. But adds 
	-

	that working preventive is where the challenge is: 
	“Yes.. No.. Or.. That was a tough question.. It depends. Like we talked about in the beginning, what is enough? When we don’t have any incidents? . . . but proactive work, continuous improvements, take hard decisions that hurts maybe for us and the business, that is where the challenge is, not in the reactive work” 
	The information security coordinator responded that there is always room for improvement but that it is a question of resources: 
	-

	“Yes but there is always room for improvements... .. We are small organisation and of course we tackle the issue.. Of resources that needs to run such a management system..” 
	The operational technology advisor provides a di˙erent perspective on the question. Reply that due to the di˙erence of consequence in IT and OT, it is not feasible to rely on preventive controls in OT, like it is in the IT environment: 
	“There it is di˙erent between IT and OT../ [in IT] it is easier, or it is more valid to be proactive, you dare to have more automation, you dare to react to things with automatically, which you don’t in all OT contexts. Just due to the nature of OT you need to be more reactive, but if you could be more preventive, you would” 
	-

	So when the question came down to choosing what to prioritise, the business developer replied that there needs to be a balance between them. The information security coordinator added that preventive measures should be prioritised to reduce the need for reactive controls: 
	-

	“Yeah well, it is the preventive that should prevent.. Or it should prevent that things then no reactive occurs in a perfect world.. Or it becomes less if you prioritise the preventive” 
	-

	5.3.3 Under Attack 
	As controls were discussed, the conversation brieﬂy moved into how the respondents would act if they were under attack and in the aftermath of an attack. 
	The information security coordinator said that they have some routines in place on 
	how to act if they are under attack. But would eventually rely on instinct and experience: 
	“We have some basic routines developed for a number of expected scenarios, but it would come down to some instinct if it would occur” 
	The business developer also answers that there are some established processes to follow and that an incident will be responded to by their security operations center (SOC). And adds that if a major, the responsible person in charge plans according to that: 
	-

	“Then it would be according to our established processes, it will go to, it will become a major incident. We have a SOC established, so it will be a response that way. Then we have major incident processes that we follow, where someone is appointed responsible, and then plans according to that” 
	The operational technology advisor adds the challenge of relying on detailed routines and highlights the importance of utilising classic crisis management: 
	“For most people the thought never crossed their mind../../ people are trying to develop routines and such.. But when you try to make them very detailed will result in you drowning in your own work, and it becomes useless and you wont even ﬁnish. I think it is more important to have this general, classic, crisis management but applied to this world” 
	-

	5.4 Future 
	In this section, discussion regarding the future is presented. Each respondent was asked to share their thoughts and predicament of what the future holds in relation to the development of digitalisation and inter-operative systems in the operational technology environment. 
	Future Description Respondent 
	General Discussion 
	Table 5.4: Glimpse into the future according to the respondents 
	Table 5.4: Glimpse into the future according to the respondents 
	Table 5.4: Glimpse into the future according to the respondents 

	Legacy Equipment 
	Legacy Equipment 
	Future challenges includes adapting new equipment to older, legacy, equipment. As security functions often lacks in older equipment. 
	Information Security Coordinator 

	IT is included in machines 
	IT is included in machines 
	Digitalisation results in assets in the OT environment relying on networked IT systems. 
	Business Developer 

	IT / OT Opportunities 
	IT / OT Opportunities 
	The convergence is causing challenges, but also opporunities for the two environments to become more similar, allowing for the adoption of IT security technologies and methods. 
	Operational Technology Advisor 

	Shadow IT Challenges 
	Shadow IT Challenges 
	Increased usage of non-approved systems due to the increasingly easy access to services, speciﬁcally cloud. 
	Information Security Coordinator 

	Cloud Computing 
	Cloud Computing 
	Moving parts of the processes to the cloud, such as data analysis which will open for vulnerabilities from new providers. But the deﬁnition for cloud computing is change with the introduction of edge computing and fog computing. 
	Information Security Coordinator and Operational Technology Advisor 


	5.4.1 General Discussion 
	The respondents shared their thoughts on how the development is unfolding and what they expect to see in the near future. All the respondent highlights how the merger of the two environments will create security challenges. The information security coordinator thinks that some of the challenges will arise due to diÿculties in adapting older equipment: 
	“It is a challenge, security wise.. The OT-systems above all and so on, they are not adapted the same way, for information security.. Speciﬁcally on the technical side. Alot of cheap stu˙, sensors that cannot be patched. Some of them can be 30 years old, they should not be patched, but locked in an environment almost without network.” 
	The operational technology advisor and the business developer concur that there will be challenges, but adds that there is also opportunities: 
	“IT and OT is starting to merge there is no question about it. By that I mean that the technology used becomes collective and that systems of course merges and communicates with each other. This creates a lot of consequences for security.. Some good, some bad.. because then they [the IT and OT environment] is not longer so di˙erent, in they way they are di˙erent today, technology wise.” 
	Adding that: 
	“/..IT security technicians will feel more at home even if they are in a paper mill.. The risk, on the other hand, is that you go back to not understanding the consequences, but feels like "I know this, this is windows".” 
	The information security coordinator predicts that there will be an increase in using non-approved systems, what is known as shadow IT, due to the increasingly easy access to services, speciﬁcally cloud: 
	“This, shadow IT, as it is called, will be come a challenge. And cloud services, it is so easy to get started with stu˙. Just order it somewhere.. A cloud service running” 
	The operational technology advisor agrees that cloud is a hot topic, but adds that what is deﬁned as cloud computing will change, adding terms like edge computing to the OT environment: 
	“The entire cloud discussion will of course continue spinning and there I believe that everyone that understands is right, more and more will end up in the cloud, there is no question about it. The thing is that cloud is changing as people start to realise strange terms like edge computing and what it means in an OT world” 
	And ﬁnally a general agreement was identiﬁed regarding outsourcing parts of the process like data analysis and cloud services. The operational technology advisor: 
	-

	“"/..it will however be integrated, and all analysis and every measurement will be moved to the cloud, like right now.."” 
	The information security coordinator adds: 
	“"We will most likely work more with outsourcing, more with cloud services, more providers, at least for ﬁve years and forward. It will be less and less things in-house, even for critical infrastructure systems."” 
	CHAPTER 6 
	Discussion 
	In this chapter the ﬁndings are outlined in the context of the theoretical foundation on which the study is conducted on. The signiﬁcance of the ﬁndings is presented in relation to the issues identiﬁed in the theoretical background. Ending the chapter with a discussion on the limitations of the study. 
	6.1 Information Security in Operational Technology 
	Von Solms and Von Solms (2004) deﬁnes information security as the protection of information everywhere. When the respondents were asked to deﬁne the term information security, the response varied. The operational technology advisor, for example, does not include operational technology in information security: “Here I do things a little bit different, I do not consider operational technology (OT) as a part of information security.” This does not in any way mean that the respondents are wrong. It does, howeve
	Von Solms and Von Solms (2004) deﬁnes information security as the protection of information everywhere. When the respondents were asked to deﬁne the term information security, the response varied. The operational technology advisor, for example, does not include operational technology in information security: “Here I do things a little bit different, I do not consider operational technology (OT) as a part of information security.” This does not in any way mean that the respondents are wrong. It does, howeve
	-
	-
	-
	-
	-
	-

	portance of identifying what is critical to the business and prioritising protection based on that. Asset identiﬁcation and classiﬁcation is a fundamental step in the risk management process. By understanding what assets being in possession and its relation to business processes makes it possible to prioritise protection and allocating suÿcient resources (Wheeler, 2011; ISO/IEC, 2018; Stou˙er et al., 2011) By utilising control documents, security can be enforced from top to bottom, were a wanted behaviour is
	-
	-
	-
	-
	-
	-


	6.2 Risk and Control 
	When discussing information security risks in the operational technology environment, the need to establish risk management methods such as risk tolerance was evident. Determining what level of risk is accepted is needed in order to conclude if the existing measures are suÿcient (Wheeler, 2011). While the respondents described how information security risk assessment is being performed in their businesses, they highlight the absence of a consistent and systematic approach. The discussion moved to how the sa
	When discussing information security risks in the operational technology environment, the need to establish risk management methods such as risk tolerance was evident. Determining what level of risk is accepted is needed in order to conclude if the existing measures are suÿcient (Wheeler, 2011). While the respondents described how information security risk assessment is being performed in their businesses, they highlight the absence of a consistent and systematic approach. The discussion moved to how the sa
	-
	-
	-

	di˙erent department needs to be present in the risk assessment process to create a holistic perspective of the risks. Which also is indicated by the respondents. Knapp and Langill (2014) mentions how laws and regulations is used as an e˙ective incentive of risk assessment, which is conﬁrmed by the information security coordinator working for an energy provider which falls under such laws and regulations. When discussing existing risks and how to protect against them, the respondents highlights how di˙erent cat
	-
	-
	-
	-
	-


	6.3 Challenges of the Future 
	Whilst the future looks bright in adopting new technologies and further developing business processes, it is evident that this does not come without challenges. When discussing the future with the respondents, all agree that the introduction of cloud computing to operational technology will in fact be a challenge. Hahn (2016) the beneﬁts of cloud computing involves reducing costs and increasing reliability, but highlights how the responsibility for control and management of the infrastructure moves to the c
	-
	-

	While the adoption of cloud computing is developing in the operational environment, one of the respondents highlights how the high availability and user-friendliness of systems and services is enabling the use of IT systems, devices, software, and services without the explicit approval of IT or OT department. Further, making consistent risk management diÿcult, as a fundamental step includes understanding and creating an inventory of existing assets (Wheeler, 2011). Another challenge that is highlighted by t
	-
	-
	-
	-

	6.4 Method Discussion 
	Choosing semi-structured interviews as the main way of collecting data seemed obvious as the task was to understand how information security risks are being perceived in the operational technology environment. However, while I do believe that the empirical data is able to paint a picture of how the current situation of information security risks looks like, more respondents would have enabled the study to dig deeper, into di˙erent sectors for example. 
	CHAPTER 7 
	Conclusion and Future Work 
	As the last chapter of the thesis, this chapter includes a concise summary of the motivation behind the study, next is the conclusion presented. Finishing of the chapter with interesting future work identiﬁed during the research of information security risks in the operational technology environment. 
	-

	7.1 Summary 
	As businesses relying on an operational environment such as process and manufacturing industries has been relatively spared from extensive information security attacks in the past due to the physical and digital isolation of assets (Knapp & Langill, 2014). But, in the wake of the fourth industrial revolution, the connection between IT and OT grows stronger, thus making the environments more vulnerable to cyberattacks (Hahn, 2016). With threat such as ransomware becoming more common in the OT environment, in
	-

	7.2 Conclusion 
	The goal of the research was to investigate challenges in applying information security in the operational technology environment in the context of increased connectivity to the IT environment. 
	The empirical data highlights how businesses are facing technical diÿculties implementing new systems with legacy systems and insuÿcient control measures. Some managerial challenges are highlighted in relation to risk management. While neither OT nor IT are new to risk management, combining them is creating issues in how businesses should apply a comprehensive risk management method to meet the developing prerequisites. Implementing an information security strategy which includes both the IT and OT environm
	-
	-
	-
	-
	-

	7.3 Future Research 
	With information security attacks increasingly targeting IT or OT systems potentially causing devastating consequences, the need to provide suÿcient security is necessary. Literature covering information security within the operational technology environment tends to be focusing on technical solutions and aspects. Therefore, further research is needed regarding the managerial aspect of developing a method that takes the entire interconnected IT and OT environment into consideration. Regarding control measur
	-

	References 
	Abdo, H., Kaouk, M., Flaus, J.-M., & Masse, F. (2018, January). A safety/security risk analysis approach of Industrial Control Systems: A cyber bowtie – combining new version of attack tree with bowtie analysis. Computers & Security, 72 , 175–195. doi: 10.1016/j.cose.2017.09.004 
	Aless, r. D. P. Y. D. (2018). TRITON: The First ICS Cyberattack on Safety Instrument Systems. , 28. 
	Alexander, O., Belisle, M., & Steele, J. (2020). MITRE ATT&CK® for industrial control systems: Design and philosophy. McLean, VA: MITRE. Retrieved from . mitre. org/sites/default . . . . 
	https://www

	Ani, U. P. D., He, H. M., & Tiwari, A. (2017, January). Review of cybersecurity issues in industrial critical infrastructure: Manufacturing in perspective. Journal of Cyber Security Technology, 1 (1), 32–74. doi: 10.1080/23742917.2016.1252211 
	Barbieri, G., Conti, M., Tippenhauer, N. O., & Turrin, F. (2020). Sorry, Shodan is not Enough! Assessing ICS Security via IXP Network Traÿc Analysis. arXiv preprint arXiv:2007.01114. 
	Barrios, R. M., Schippers, D., Heiden, C., & Pappas, G. (2019). A cybersecurity strategy for Industry 4.0. In Autonomous Systems: Sensors, Processing, and Security for Vehicles and Infrastructure 2019 (Vol. 11009, p. 110090D). International Society for Optics and Photonics. 
	Baskerville, R., Spagnoletti, P., & Kim, J. (2014). Incident-centered information security: Managing a strategic balance between prevention and response. Information & management, 51(1), 138–151. 
	Bergstr, E., & Lundgren, M. (2019). Stress amongst novice information security risk management practitioners. International Journal on Cyber Situational Awareness, 4(1), 128–154. 
	Bhardwaj, A., Sapra, V., Kumar, A., Kumar, N., & Arthi, S. (2020, September). Why is phishing still successful? Computer Fraud & Security, 2020 (9), 15–19. doi: 10.1016/S1361-3723(20)30098-1 
	Bodenheim, R. C. (2014). Impact of the Shodan computer search engine on internetfacing industrial control system devices (Tech. Rep.). AIR FORCE INSTITUTE OF TECHNOLOGY WRIGHT-PATTERSON AFB OH GRADUATE SCHOOL OF .. .. 
	-

	Bodin, L. D., Gordon, L. A., & Loeb, M. P. (2008). Information security and risk management. Communications of the ACM , 51(4), 64–68. 
	Braun, V., & Clarke, V. (2012). Thematic analysis. 
	Brigham Young University, Vance, A., Anderson, B., Brigham Young University, Kirwan, 
	C. B., Brigham Young University, . . . University of Pittsburgh (2014, October). Using Measures of Risk Perception to Predict Information Security Behavior: Insights from Electroencephalography (EEG). Journal of the Association for Information Systems, 15(10), 679–722. doi: 10.17705/1jais.00375 
	-

	Brink, H. (1993, July). Validity and reliability in qualitative research. Curationis, 16 , 35–8. doi: 10.4102/curationis.v16i2.1396 
	Bryman, A. (2016). Social research methods. Oxford university press. 
	Butt, U. J., Abbod, M., Lors, A., Jahankhani, H., Jamal, A., & Kumar, A. (2019, 
	January). Ransomware Threat and its Impact on SCADA. In 2019 IEEE 12th International Conference on Global Security, Safety and Sustainability (ICGS3) 
	(pp. 205–212). doi: 10.1109/ICGS3.2019.8688327 
	Caldwell, T. (2013, January). Spear-phishing: How to spot and mitigate the menace. Computer Fraud & Security, 2013(1), 11–16. doi: 10.1016/S1361-3723(13)70007-1 
	Cambridge-Dictionary. (2021). Information technology. In Cambridge university press. Retrieved 2021-03-17, from / information-technology?q=Information+Technology 
	https://dictionary.cambridge.org/dictionary/english

	Clark, R. M., & Hakim, S. (2017). Protecting critical infrastructure at the state, provincial, and local level: Issues in cyber-physical security. In Cyber-physical security (pp. 1–17). Springer. 
	-

	Corallo, A., Lazoi, M., & Lezzi, M. (2020, January). Cybersecurity in the context of industry 4.0: A structured classiﬁcation of critical assets and business impacts. Computers in Industry, 114 , 103165. doi: 10.1016/j.compind.2019.103165 
	Creswell, J. W., & Creswell, J. D. (2017). Research design: Qualitative, quantitative, and mixed methods approaches. Sage publications. 
	Dahlbom, B., & Mathiassen, L. (1994, June). A Scandinavian view on the ACM’s Code of Ethics. ACM SIGCAS Computers and Society, 24 (2), 14–20. doi: 10.1145/181900.181902 
	Denscombe, M. (2014). The good research guide: for small-scale social research projects. McGraw-Hill Education (UK). 
	Dragos, I. (2020). Ics cybersecurity year in review. 
	Drias, Z., Serhrouchni, A., & Vogel, O. (2015, August). Analysis of cyber security for industrial control systems. In 2015 International Conference on Cyber Security of Smart Cities, Industrial Control System and Communications (SSIC) (pp. 1–8). doi: 10.1109/SSIC.2015.7245330 
	Eriksson, S. (2021, February). CODEX rules and guidelines for research -Uppsala Uni
	-

	versity, Sweden. . Uppsala University, Sweden. Gantz, S. D., & Philpott, D. R. (2012). Fisma and the risk management framework: the 
	https://codex.uu.se/?languageId=1

	new practice of federal cyber security. Newnes. 
	new practice of federal cyber security. Newnes. 
	new practice of federal cyber security. Newnes. 

	Giles, 
	Giles, 
	M. 
	(2020, 
	Apr). 
	Triton 
	is 
	the 
	world’s 
	most 
	murderous 
	mal
	-


	ware, 
	ware, 
	and 
	it’s 
	spreading. 
	MIT 
	Technology 
	Review. 
	Retrieved 
	from 

	https://www.technologyreview.com/2019/03/05/103328/ 
	https://www.technologyreview.com/2019/03/05/103328/ 

	cybersecurity-critical-infrastructure-triton-malware/ 
	cybersecurity-critical-infrastructure-triton-malware/ 


	Graneheim, U. H., & Lundman, B. (2004). Qualitative content analysis in nursing research: concepts, procedures and measures to achieve trustworthiness. Nurse education today, 24 (2), 105–112. 
	Greenberg, A. (2018). The untold story of notpetya, the most devastating cyberattack in history. Wired, August, 22. 
	Gritzalis, D., Iseppi, G., Mylonas, A., & Stavrou, V. (2018, April). Exiting the Risk Assessment Maze: A Meta-Survey. ACM Computing Surveys, 51 (1), 1–30. doi: 10.1145/3145905 
	Hahn, A. (2016). Operational Technology and Information Technology in Industrial Control Systems. In E. J. M. Colbert & A. Kott (Eds.), Cyber-security of SCADA and Other Industrial Control Systems (pp. 51–68). Cham: Springer International Publishing. 
	Hemsley, K. E., & E. Fisher, D. R. (2018, December). History of Industrial Control System Cyber Incidents (Tech. Rep. Nos. INL/CON–18-44411-Rev002, 1505628). doi: 10.2172/1505628 
	Hermerén, G. (2019). God forskningssed–vad är det? Nationella och internationella riktlinjer. Acta Regiae Societatis scientiarum et litterarum Gothoburgensis. Interdisciplinaria(17), 19–30. 
	-

	Holme, I. M., Solvang, B. K., & Nilsson, B. (1997). Forskningsmetodik: om kvalitativa och kvantitativa metoder. Studentlitteratur. 
	ISO/IEC, . (2018). Iso/iec 27005: 2018: Information technology–security techniques– information security management systems–requirements. International Organization for Standardization. 
	-

	Johnson, T. A. (2015). Cybersecurity: Protecting critical infrastructures from cyber attack and cyber warfare. CRC Press. 
	Kagermann, H. (2015). Change through digitization—Value creation in the age of Industry 4.0. In Management of permanent change (pp. 23–45). Springer. 
	-

	Kallio, H., Pietilä, A.-M., Johnson, M., & Kangasniemi, M. (2016, December). Systematic methodological review: Developing a framework for a qualitative semistructured interview guide. Journal of Advanced Nursing, 72 (12), 2954–2965. doi: 
	-
	-

	10.1111/jan.13031 
	Knapp, E. D., & Langill, J. T. (2014). Industrial network security: Securing critical infrastructure networks for smart grid, scada, and other industrial control systems. Syngress. 
	Larsson, Ö. (2018). Swedish indtech. Report from Blue Institute/PiiA. 
	Lasi, H., Fettke, P., Kemper, H.-G., Feld, T., & Ho˙mann, M. (2014). Industry 4.0. Business & information systems engineering, 6(4), 239–242. 
	Lezzi, M., Lazoi, M., & Corallo, A. (2018). Cybersecurity for industry 4.0 in the current literature: A reference framework. Computers in Industry, 103 , 97–110. 
	Lindstr, J., Viklund, P., Tideman, F., Hällgren, B., & Elvelin, J. (2019). Oh, no – not another policy! Oh, yes -an OT-policy! Procedia CIRP, 81 , 582–587. doi: 10.1016/j.procir.2019.03.159 
	Liska, A., & Gallo, T. (2016). Ransomware: Defending against digital extortion." O’Reilly Media, Inc.". 
	Mrabet, Z. E., Kaabouch, N., Ghazi, H. E., & Ghazi, H. E. (2018, April). Cyber-security in smart grid: Survey and challenges. Computers & Electrical Engineering, 67 , 469–482. doi: 10.1016/j.compeleceng.2018.01.015 
	Mler, B., & Meyer, G. (Eds.). (2019). Towards User-Centric Transport in Europe: Challenges, Solutions and Collaborations. Cham: Springer International Publishing. doi: 10.1007/978-3-319-99756-8 
	Nambisan, S., Lyytinen, K., Majchrzak, A., & Song, M. (2017). Digital innovation management: Reinventing innovation management research in a digital world. Mis Quarterly, 41 (1). 
	Popli, N. K., & Girdhar, A. (2019). Behavioural analysis of recent ransomwares and prediction of future attacks by polymorphic and metamorphic ransomware. In Computational intelligence: Theories, applications and future directions-volume ii (pp. 65–80). Springer. 
	Rabionet, S. (2014, October). How I Learned to Design and Conduct Semi-structured Interviews: An Ongoing and Continuous Journey. The Qualitative Report. doi: 10.46743/2160-3715/2011.1070 
	Richardson, R. (2017). Ransomware: Evolution, Mitigation and Prevention. , 13(1), 13. 
	Scaife, N., Carter, H., Traynor, P., & Butler, K. R. B. (2016, June). CryptoLock (and Drop It): Stopping Ransomware Attacks on User Data. In 2016 IEEE 36th International Conference on Distributed Computing Systems (ICDCS) (pp. 303– 312). doi: 
	10.1109/ICDCS.2016.46 

	Shedden, P., Smith, W., & Ahmad, A. (2010). Information security risk assessment: Towards a business practice perspective. 
	Stafstr, S. (2017). God forskningssed. Stockholm: Vetenskapsr\aadet. Tillgänglig p\aa internet: . vr. se/produkt/god-forskningssed. 
	https://publikationer

	Stallings, W., Brown, L., Bauer, M. D., & Bhattacharjee, A. K. (2012). Computer security: Principles and practice. Pearson Education Upper Saddle River, NJ, USA. 
	Stou˙er, K., Falco, J., & Scarfone, K. (2011). Guide to industrial control systems (ics) security. NIST special publication, 800(82), 16–16. 
	Talabis, M., McPherson, R., Miyamoto, I., & Martin, J. (2014). Information security analytics: Finding security insights, patterns, and anomalies in big data. Syngress. 
	Tsochev, G., Trifonov, R., Nakov, O., Manolov, S., & Pavlova, G. (2020, October). Cyber security: Threats and Challenges. In 2020 International Conference Automatics and Informatics (ICAI) (pp. 1–6). doi: 10.1109/ICAI50593.2020.9311369 
	Ustundag, A., & Cevikcan, E. (2018). Industry 4.0: Managing The Digital Transformation. Cham: Springer International Publishing. doi: 10.1007/978-3-319-57870-5 
	-

	Vaismoradi, M., Turunen, H., & Bondas, T. (2013). Content analysis and thematic analysis: Implications for conducting a qualitative descriptive study. Nursing & health sciences, 15 (3), 398–405. 
	Vance, A., Anderson, B. B., Kirwan, C. B., & Eargle, D. (2014). Using measures of risk perception to predict information security behavior: Insights from electroencephalography (eeg). Journal of the Association for Information Systems, 15(10), 2. 
	-

	Vayansky, I., & Kumar, S. (2018, January). Phishing – challenges and solutions. Computer Fraud & Security, 2018(1), 15–20. doi: 10.1016/S1361-3723(18)30007-1 
	-

	Verizon. (2020). Data Breach Investigations Report (Tech. Rep.). 
	von Solms, B., & von Solms, R. (2018, March). Cybersecurity and information security – what goes where? Information & Computer Security, 26 (1), 2–9. doi: 10.1108/ICS04-2017-0025 
	-

	Von Solms, B., & Von Solms, R. (2004). The 10 deadly sins of information security management. Computers & security, 23 (5), 371–376. 
	Wheeler, E. (2011). Security risk management: Building an information security risk management program from the ground up. Elsevier. 
	Woiceshyn, J., & Daellenbach, U. (2018, January). Evaluating inductive vs deductive research in management studies: Implications for authors, editors, and reviewers. Qualitative Research in Organizations and Management: An International Journal, 13 (2), 183–195. doi: 10.1108/QROM-06-2017-1538 
	Zhong, R. Y., Xu, X., Klotz, E., & Newman, S. T. (2017). Intelligent manufacturing in the context of industry 4.0: a review. Engineering, 3(5), 616–630. 
	Zhou, K., Liu, T., & Zhou, L. (2015). Industry 4.0: Towards future industrial opportunities and challenges. In 2015 12th international conference on fuzzy systems and knowledge discovery (fskd) (pp. 2147–2152). 
	-










