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Abstract 

Well-defined and unambiguous security requirements are essential for developing secure software 

systems. Misinterpretation of security terms and insufficient knowledge about security terminology can 

lead to inappropriate security requirements which, in turn, leave the system vulnerable to attacks. There 

exist many methods for eliciting and specifying security requirements. Among the possible methods, 

ontologies and templates can be used in order to elicit and/or specify security requirements.  

The objective of this study is to identify some common security concepts as well as some generic 

properties that characterize a security requirement, by comparing how ontologies and templates methods 

define and use security requirements.  

A comparison framework is therefore built in this thesis and applied to compare three ontology methods 

and three template methods in order to identify the generic properties and the security concepts that are 

related to security requirements. The properties and security concepts are analysed based on how they 

relate to the security requirements. The results of the study show that the security concepts that are 

mostly addressed by ontology and template methods considered in this work are: threat, asset, 

countermeasure and security objectives. It is also found that security requirements can be specified in 

different ways depending on which security concepts they concern. 
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1. Introduction 

Well-defined and unambiguous security requirements are essential for developing secure software. 

However, understanding the security objectives of a system and translating them into correct security 

requirements is one of the main difficulties that requirement engineers encounter while dealing with 

security requirements [1]. In particular, discovering security requirements requires a deep expertise of 

security terminology [2] which is owned by security experts. Misinterpretation and insufficient 

knowledge of security terms can lead to inappropriate security requirements which, in turn, leave the 

system vulnerable to attacks.  

 

There exist several methods to elicit and specify security requirements that provide requirements 

engineers with knowledge of security needed to obtain the right security requirements. These methods 

address security in requirements from different perspectives, which implies that the security concepts 

they leverage are not always the same or not always used in the same way. In this thesis, I am interested 

to search for common security concepts used to deal with security requirements in order to gain a deeper 

understanding of the nature of a security requirement. I think that defining what a security requirement 

is, may facilitate the discovery and definition of the appropriate security requirements while contributing 

to bridge the gap between requirements engineers and security experts.  

 

To this aim, I choose to compare ontology methods and template methods because these methods mostly 

deal with the “structure” of a security requirement, which gives me the information about the nature of 

a security requirement that is what I’m looking for. Also, they are used to both elicit and specify security 

requirements. The objective is to understand how these methods define the security requirements by 

analyzing the similarities and differences between the methods. Comparisons of other methods have 

been performed, such as in [3][4][5][6], in order to identify their strengths and weaknesses. However, 

no previous comparison has been done regarding ontologies and templates. In contrast to previous work, 

this study aims to compare how ontologies and templates link security concepts to the security 

requirements. 

 

In this thesis, I build a comparison framework and perform the comparison of the above-mentioned 

methods used for the elicitation and/or specification of security requirements in order to identify some 

security concepts as well as some generic properties that are addressed by these methods and how they 

relate to the security requirements.  

 

This thesis is structured in the following way. Section 2 presents fundamental knowledge that is relevant 

for other sections. Section 3 introduces related work with regards to comparisons of different methods 

used in security requirements engineering(SRE). Section 4 explains the problem area and the research 

questions. Section 5 describes the method used to answer the research questions. Section 7 explains the 

steps to conduct the comparison. Section 8 presents the results of this thesis. Section 9 is used to discuss 

the results and possible limitations of this thesis. Section 10 summarizes and concludes the main findings 

of the thesis and suggests subjects for future work. 
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2. Background 

2.1. An introduction to requirements 

In this section of the report, I present fundamental knowledge about different types of requirements and 

requirements engineering. 

2.1.1. Requirements Engineering 
Requirements engineering (RE) is the first activity when developing software systems, that includes both 

the elicitation and specification of requirements [7]. There are multiple stakeholders with various roles 

and different perspectives of the system involved in the RE process such as clients, end-users and project 

funders. Requirement engineers work collaboratively with stakeholders and use different methods in 

order to elicit and specify the requirements [1].  The aim of this process is to produce a set of 

requirements that defines what services the system should provide, how the system should operate under 

certain scenarios and constraints of the system. The set of requirements will be the input to the rest of 

the development process, meaning that poor requirements will cause problem in later stages of the 

development process [7]. Regardless of which process model is used, RE almost always is the first 

activity in the software development life cycle. In this thesis, I focus on methods used for eliciting and 

specifying security requirements. Figure 1 aims to show the main activities involved in RE. 

 

 
Figure 1. The different activities involved in requirements engineering, from [7]. 

2.1.2. Functional and non-functional requirements 
Non-functional requirements typically describe constraints of the system and concern the system as a 

whole, whereas functional requirements are statements of services the system should provide, how the 

system should react to particular inputs, and how the system should behave in particular situations [7]. 

In particular, non-functional requirements describe quality factors and sub-factors such as security, 

safety and dependability, that are also referred to as attributes or objectives. Glinz et al.  [8] define non-

functional requirements as the following: “A non-functional requirement is an attribute of or a constraint 

on a system”. An example of a non-functional requirement is “The system shall continue functioning 

during a denial-of-service attack”. This requirement can be extended and defined more precisely by 

adding a minimum acceptable threshold that makes the requirement testable [9]. An example of a non-

functional requirement with a minimum acceptable threshold is “The system shall continue functioning 

for at least 30 minutes during a denial-of-service attack”. With the addition of the threshold, the 

requirement can be tested through penetration testing. 

2.1.3. Security requirements 
Security requirements are, by some, considered as non-functional requirements [7][9][10][11]. There 

exist similarities between security requirements and safety requirements since both are “shall not”-

requirements that describe undesired behavior of the system or how to deal with errors. However, 
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security requirements are deemed to be more complex than safety requirements since they need to deal 

with attacker-caused harm rather than unintentional harm [7]. 

 

Security requirements are elicited using different methods than those used for other requirements, this 

is because security requirements are usually more complex and involve different perspectives than other 

requirements [7]. When dealing with security requirements, it is important that the security requirements 

are well-defined, well-analyzed and non-ambiguous in order to prevent insecure software.  

2.2. Main security concepts 

Attackers pose a large threat to software systems due to their knowledge about security and ability to 

exploit security vulnerabilities in software systems. There are several different types of attacks that 

attackers can use such as: denial-of-service attacks, SQL-injection and phishing. The common factor 

between the different attacks is that they generate big losses for the stakeholders. Attacks from attackers 

target assets that are valuable for the stakeholders [9] such as confidential data, services or components 

of the system.  If the attack is successful it may result in harm in the form of corruption of data, extortion 

or denial-of-service. However, some attacks are deemed to be acceptable since the cost of implementing 

protection against the attack may be higher than the cost from the attack [7], therefore the valuation of 

assets may vary. Countermeasures aim to protect the valuable assets that have been identified within the 

system or organization. A countermeasure can mitigate an attack, detect or prevent an attack. This can 

be done by using firewalls, input validation, spyware detection, encryption of data or anti-virus software 

[9]. 

 

A threat involves the existence of an attacker, the goal of the attacker is to cause harm to the assets of 

the stakeholders. An attacker can pose as a threat to multiple assets in various ways. When analyzing the 

possible threats to the system it is important to identify whom the system needs to be protected from, 

how it should be protected, what the possible attacks are and which assets need to protected [9][11]. If 

the system is not protected properly, the stakeholders’ assets are put at risk.  

 

Security objectives are high-level statement regarding security that are captured in detail through 

security requirements [6]. By describing the interaction between different security concepts, the security 

objectives can be reached. Stakeholders may have different security objectives regarding the assets. The 

CIA-triangle includes basic security objectives such as confidentiality (is the property that information 

is not made available or disclosed to unauthorized individuals, entities, or processes), integrity (is the 

property of safeguarding the accuracy and completeness of assets) and availability (is the property of 

being accessible and usable upon demand by an authorized entity). 

2.3. An overview of methods used for elicitation and specification of security 

requirements 

There exist many different methods for eliciting and specifying security requirements such as misuse 

cases [12] and UMLsec [13]. Specifically, in this thesis the focus is on ontologies and templates. 

2.3.1. Ontologies 
Ontology is a branch of philosophy that studies the structure of objects and entities. Ontologies are used 

to represent knowledge within a domain. This is done by showing the relationships between the concepts, 

properties of the concepts and by categorizing the concepts that exist within the domain [14]. RE 

involves a wide variety of stakeholders who possess different perspectives of the system to be developed, 

therefore a lack of a common understanding exists among the stakeholders. Ontologies can be used in 

RE in order to elicit requirements since they provide a way for stakeholders and requirement engineers 

to communicate with each other through the standardized terminology and the relations between 

concepts [2]. With regards to security requirements, ontologies provide a way for requirement engineers 

to identify risks, assets, attackers and security objectives and the relationships between them.    

2.3.2. Templates for security requirements 
Templates is a method that can be used in order to elicit and specify security requirements. The rationale 

behind this method is that software systems with similar security objectives have a tendency to share 

same security requirements [15]. By utilizing reusable knowledge, templates can provide non-experts 
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with automated support while eliciting and specifying security requirements. This can be done by 

analyzing the sentence structure of security requirements and associating security keywords and 

concepts with security objectives [1].  Based on the association between security concepts and security 

keywords, the templates can be used to suggest which security keywords and concepts should be 

included in the security requirements. So, the aim of the templates is to provide a formulaic way of 

eliciting and specifying high-quality security requirements by proposing a sentence structure to write the 

security requirements. 
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3. Related Work 

The related works presented in this section concern the comparison of different methods used in SRE in 

order to evaluate them from different perspectives and different objectives. 

 

Tøndel et al. [3] conducted a literature survey involving nine different methods used for eliciting security 

requirements. The methods are compared based on eight factors:  

 

1) Definitions: The method uses central concepts like attack and asset. 

2) Objectives: High-level business-centric goals are identified. 

3) Misuse/Threats: Identification of misuse or threat scenarios are part of the method. 

4) Assets: Assets are identified 

5) Coding standards: Requirements to the coding standards are identified. 

6) Categorize/prioritize: Categorization and prioritization of security requirements are performed 

7) Inspect/validate: Requirements are inspected/validated for completeness. 

8) Process planning: Planning of security activities is part of the requirements phase. 

 

The main finding of the study is that the methods have different views on what concrete security 

measures should be included in the security requirements. A new method is proposed for the elicitation 

of security requirements. The method involves four tasks: identification of security objectives, asset 

identification, threat analysis and documentation of security requirements. It is suggested that 

lightweight step-by-step methods should be used since other methods are seen as too complex for the 

average software developer to use. It is concluded that there exist several methods for specifying security 

requirements but not much is known about their usefulness.  

 

Umair et al. [4] performed a more extensive study than the aforementioned one. The goal of this study 

is to help software developers to choose the right method for dealing with security requirements in 

different phases of the development process. Eleven approaches to the Secure Software Development 

Life Cycle (SSDLC) and 11 security requirements specification languages (e.g. security requirement 

specification methods) are analyzed and compared. The comparison of security requirement 

specification methods is based on six properties, which are the following: 

 

1) Ability to formulate basic security requirements (CIA-triangle requirements) 

2) Ability to represent usage scenarios (potential attack scenarios) 

3) Ability to represent security mechanism and low-level security requirements (countermeasures) 

4) Similarity with software specification language (similar to other requirements specification 

languages such as UML.) 

5) Use of specified security requirements and attack specifications in a later phase (Name of the 

phase) 

6) Tool support 

 

The first three properties are seen as mandatory for a security requirements specification method to 

contain. However, only two methods included these three properties, i.e. UMLsec and Secure Tropos. 

The main finding of the study is that UMLsec contains the highest amount of desirable properties. The 

majority of the specification methods included in this study are UML-extensions or UML-related, none 

of them are ontologies or templates. 

 

A comparative study of i*-based and use case-based security modelling initiatives is presented by 

Daramola et al. [5]. One of the objectives of the study is to analyze the conceptual similarities and 

differences in these modelling approaches. A total of  different modelling approaches is compared, three 

of them I*-star based and five use case-based. A characterization framework is used to compare the 

different approaches. The framework consists of six dimensions which are: 

 

1) Representation perspective and level of abstraction 

2) Type of SRE tasks or activities 

3) Technical criteria and specification criteria 

4) Modelling language, process and method 
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5) Relevant SRE notion 

6) Software evolution and other perspectives 

 

The main finding of the study is that the i*-based and use case-based approaches share conceptual 

similarities with regards to modelling language and SRE notions. The authors considers relevant notions 

in SRE to be threat, asset, security goal, stakeholder, vulnerability etc. It is suggested for future work 

that other methods used for eliciting security requirements would be interesting to compare in order to 

find conceptual similarities and differences. 

 

In [6] Fabian et al. performed a comparison of 20 different security requirement engineering methods. 

A framework is used to compare the different methods based on which security concepts are related to 

each method. The methods are also compared based on whether they included multilateral or unilateral 

views. The main contribution is a conceptual framework containing central concepts regarding SRE. It 

is suggested that the framework could be used to compare other methods that are not included in this 

study. 

 

My work differs from the above related work in two main aspects:  

• the comparison is done between ontologies and templates used to elicit and specify security 

requirements. From this perspective, my work extends the comparison methods presented in 

the above related work by focusing on two different methods used in SRE. 

• the aim of my comparison is to identify generic properties and specific security concepts that 

may characterize a security requirement since there is no agreed definition of what a security 

requirement is, as mentioned in [3]. So, my work aims at investigating the nature of a security 

requirement rather than activities and tools to be used in SRE. 

 

My work is similar to some parts of [5] and [3] since I focus on security concepts such as stakeholder, 

threat, asset, security objectives etc. Moreover, I use these security concepts in my comparison since 

they can be applied to the set of methods that I have chosen to include in this study.  
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4. Problem Formulation 

Software security is a complex and broad area that involves valuable assets, confidential data, attackers, 

etc. [11]. Security requirements are used to specify how software system should be implemented in order 

to be considered as secure [9]. There are multiple methods available for eliciting and specifying security 

requirements, the common factor between the methods is that they aim to facilitate the process of 

eliciting and specifying security requirements. Ontologies aim to provide a common understanding 

between stakeholders and requirement engineers, templates are based on reusable knowledge. However, 

the methods use different approaches to achieve this goal which implies that the general understanding 

of what a security requirement is can be ambiguous. It is important for industrial practitioners to have a 

good and clear understanding of what a security requirement is in order to develop secure software 

systems. 

 

The purpose of this thesis is to investigate how a set of different ontology and template methods used 

for eliciting and/or specifying security requirements define what a security requirement is. Different 

definitions of security requirements exist, which implies that different methods have different 

perspectives of what a security requirement is. For example, in some methods security requirements may 

be defined as functional requirements while others may view security requirements as non-functional 

requirements. Also, definitions of security concepts may differ between methods and security concepts 

may be linked together and to security requirements in various ways. 

 

To investigate “what a security requirement is”, I formulate the following research questions: 

 

RQ1: what are the common security concepts and the generic properties of security requirements   

addressed by ontology and template methods used for eliciting and specifying security requirements?  

By analyzing which security concepts are used in each method it is possible to identify which concepts 

are specific to a method or used in other methods. Security concepts may be threat, attack, 

countermeasure, risk and etc., while generic properties may be whether a security requirement is 

considered functional or non-functional requirement, or its content. 

 

RQ2: to what extent these common concepts and generic properties concern (are related to) the security 

requirements?  

By analyzing how different methods link different security concepts and properties to security 

requirements, it is possible to compare how the methods implicitly or explicitly define a security 

requirement.  
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5. Method 

The research method I use to compare the ontologies and templates methods used in SRE is the feature 

analysis [16]. The feature analysis is a qualitative evaluation method that enables to assess a large 

number of software engineering methods by identifying and assessing their features. There are three 

different approaches to conduct a feature analysis i.e. qualitative experiment, qualitative case study and 

qualitative survey.  

In this thesis, I use a qualitative survey since it does not require the methods to be used in practice and I 

can assess to which extent the various features (generic properties and security concepts) are supported 

by the methods by reviewing the related papers in literature. 

In this way, I can answer the research questions in Problem Formulation, since the qualitative survey 

allows for visualization over the generic properties of security requirements, identifying which security 

concepts are used in a specific method and determining how the different security concepts are related 

to the security requirements.  

The three main steps regarding the research method are:  

 

1. Definition of the comparison framework based on the research questions 

- that is, selection of the generic properties and security concepts to be included in the 

comparison framework, definition of the evaluation questions and the respective type of answer 

2. Selection of methods to be included in the comparison 

- that is, performing the literature study in order to identify methods that are relevant to be 

included in the comparison 

3.    Comparison of the methods with regards to the comparison framework 

-  that is, comparing the methods identified in step 2 with the comparison framework defined in     

step 1 

 

In order to compare the different methods, I build a comparison framework that consists of two 

dimensions. The first dimension is used for the analysis of the generic properties of security 

requirements. The generic properties are the following: functional requirement, non-functional 

requirement and description of security requirements (i.e. what the security requirements should 

describe). These properties are not specific to security requirement but they describe the general 

characteristics of requirements. This means that they belong to all types of requirements. 

 

The second dimension of the comparison framework is used in order to identify and analyse common 

security concepts used in the methods. If the method explicitly or implicitly addresses a certain security 

concept, it will be considered as if the method uses this concept. Concepts included in this dimension 

are: stakeholder, threat, asset, attack, attacker, vulnerability, countermeasure and security objectives. 

Some of the concepts are named differently in the methods, hacker or misuser will be considered as 

attacker and any subtypes of countermeasure (detect, mitigate and react) will be considered as a 

countermeasure.  
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6. Ethical and Societal Considerations 

This thesis concerns the study of security requirements, and it is constructed based on public literature 

found in accessible libraries, such as IEEE Xplore and ACM Library. As such, it is to be considered as 

basic research since it is performed out of general interest, there are no economic aspects involved that 

can affect the results of the study. As a consequence, this thesis does not imply any ethical aspect. The 

methods will be compared and evaluated from a neutral perspective. No confidential data or personal 

data is involved in this thesis. I will follow research guidelines regarding academic dishonesty and 

plagiarism.  

 

Secure software helps in protecting the privacy of end-users and the assets of stakeholders. High-quality 

security requirements are essential for developing secure software. This thesis aims to provide 

requirements engineers with more knowledge regarding security requirements in order to help 

requirement engineers contribute to the development of secure software. 
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7. Comparison framework 

In this section, I describe how the comparison framework is built and how I choose the methods to be 

compared. 

7.1. Definition of the comparison framework 

Defining a comparison framework based on the research questions is needed in order to compare the 

different methods. The comparison framework consists of two dimensions named “generic properties” 

and “security specific concepts” respectively, as shown in Table 1. In particular, the first dimension is 

used to analyse basic properties of the security requirements, that is whether the requirements are 

functional or non-functional. A scale, presented in section 7.3, is used to evaluate these two properties. 

Also, the description of security requirements explains what the security requirements should describe 

according to the method. A narrative answer is used for this property, for example “the security 

requirements should describe what should be achieved but not how it should be achieved”. 

 

The second dimension of the comparison framework is used to identify the security concepts used by 

the different methods included in this thesis. The security concepts are presented and further explained 

in Section 7.3. A scale is used to evaluate these properties based on how the security concepts are 

defined. A narrative answer is also given in order to further explain the definitions and relations between 

the security concepts.  Some of these security concepts are also used in previous work [4][5] such as 

security objectives, stakeholder, asset, threat, vulnerability. In this comparison, attack, attacker and 

countermeasure have been added in order to provide a broader perspective than previous work.  

 

Generic properties (1st dimension) 

Property Question 

identifier 

Evaluation question Type of answer 

Functional 

requirement 

EQ_GPFR Does the method consider the 

security requirements as 

functional requirements? 

Scale 

Non-functional 

requirement 

EQ_GPNFR Does the method consider the 

security requirements as non-

functional requirements? 

Scale 

Description of security 

requirements 

EQ_GPDSR What does the security 

requirements describe? 

Narrative 

Security specific concepts (2nd dimension) 

Concept Question 

identifier 

Evaluation question Type of answer 

Stakeholder EQ_SCSTK Does the methodology include 

stakeholders? 

Scale and narrative 

Threat EQ_SCTHT Does the methodology identify 

threats? 

Scale and narrative 

Asset EQ_SCAST Does the methodology identify 

assets? 

Scale and narrative 

Attack EQ_SCATT Does the methodology consider 

attacks? 

Scale and narrative 

Attacker EQ_SCATK Does the methodology consider 

attackers? 

Scale and narrative 

Vulnerability EQ_SCVUL Does the methodology identify 

vulnerabilities? 

Scale and narrative 

Countermeasure EQ_SCCMSR Does the methodology use 

countermeasures? 

Scale and narrative 

Security objectives EQ_SCSECOBJ Does the methodology address 

security objectives? 

Scale and narrative 

Table 1.  The first and second dimension of the comparison framework. 
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7.2. Evaluation criteria 

All methods included in the comparison are compared with the first and second dimension shown in 

Table 1 in order to identify the generic and security specific properties of the security requirements. A 

judgement scale is used since the data gathered from the methods is qualitative. The judgement scale, 

as shown in Table 2, is based on the scale proposed in [17], but the definitions of the scale points have 

been modified in order to match the properties included in this comparison. 
 

Scale used for functional and non-functional requirements 

 

Scale point Definition of scale point Scale point mapping 

No support Fails to recognize. The method 

does not state whether the 

security requirements are 

considered as functional-or 

non-functional requirements. 

 

- 

Implicitly support The method implicitly 

considers the security 

requirements to be of this type 

(i.e.   functional or non-

functional). It can be 

recognized in terms of 

interpretation. 

 

+ 

Explicitly support The method explicitly 

addresses the security 

requirements to be of this type 

(i.e.  functional or non-

functional), but no detailed 

information is given. 

 

++ 

Strong support The method explicitly  

addresses the security 

requirements to be of this type 

(i.e.  functional or non-

functional), with detailed 

information. 

 

+++ 

Scale used for security concepts 

 

Scale point Definition of scale point Scale point mapping 

 

No support Fails to recognize. The security 

concept is not addressed in the 

method. 

 

- 

Implicitly support The security concept is 

addressed implicitly. It can be 

recognized in terms of 

interpretation. 

 

+ 

Explicitly support The security concept is 

explicitly addressed in the 

methodology, but no detailed 

information is given. 

 

++ 

Strong support The security concept is 

explicitly addressed in the 

methodology with detailed 

information. 

 

+++ 

Table 2. The judgement scale used for comparing the methods. 
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The security concepts are analyzed based on how they are defined and how they relate to the security 

requirements. The definitions and relations of the security concepts are in some methods explicitly or 

implicitly defined in natural language while some are defined in diagrams. The ‘–'-symbol is used to 

denote if no definition nor relation is defined. A definition of the relations between the security 

concepts and the security requirements is given where possible. 

7.3. Definitions of concepts for the comparison 

The security concepts and their definitions are presented in Table 3. These definitions are taken from 

both ISO/IEC [18] and Firesmith [19]. If a method provides a definition or a description of a security 

concept that is similar to the definition I present, then the security concept will be treated as if the security 

concept is included in the method. For example, security mechanism, control or any type of 

countermeasure will be regarded as a countermeasure since they often refer to architectural mechanisms 

put in place to fulfill the security requirements or to reduce vulnerabilities. Security properties, security 

subfactors or anything synonymous with security objectives will be regarded as security objectives. 

 

Security concept Definition 
Stakeholder “person or organization that can affect, be affected by, or perceive itself 

to be affected by a decision or activity” [18] 

Threat “potential cause of an unwanted incident, which can result in harm to a 

system or organization” [18] 

Asset “anything of value that should be protected from malicious harm” [19] 

Attack “attempt to destroy, expose, alter, disable, steal or gain unauthorized 

access to or make unauthorized use of an asset” [18] 

Attacker “(also known as adversary) is an agent (e.g., person or program) that 

causes an attack due to the desire to cause harm to an asset” [19] 

Vulnerability “weakness of an asset or control that can be exploited by one or more 

threats” [18] 

Countermeasure “…an architecture mechanism (i.e., strategic decision) that helps fulfill 

one or more security requirements and/or reduces one or more security 

vulnerabilities” [19] 

Security objectives “In the context of information security management systems, 

information security objectives are set by the organization, consistent 

with the information security policy, to achieve specific results.” [18] 

 

“Information security ensures the confidentiality, availability and 

integrity of information.” [18] 

 

Properties of security objectives 

Confidentiality: “property that information is not made available or 

disclosed to unauthorized individuals, entities, or processes” [18] 

 

Availability: “property of being accessible and usable on demand by 

an authorized entity” [18] 

 

Integrity: “property of accuracy and completeness” [18] 
Table 3. Definitions of the security concepts included in the comparison. 

7.4. Selection of methods to be included in the comparison 

The selection process is done by performing a literature study of the SRE area. The search strings used 

in the literature study is constructed by applying the PICOC criteria [20] on the research question 1 

(RQ1) formulated in section Problem Formulation, as shown in Table 4. The search string used for 

templates is shown in Table 5, the search string used for ontologies is shown in Table 6. Biometrics is 

an area that also use templates, the search string for templates is therefore constructed to remove 

publications that are not related to security requirements. A total of 310 papers is found through the 

search. 
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Population “security” AND “requirement*” 

Intervention “ontology” AND “template*” AND “elicit*” OR “specif*” 

Comparison Not applicable 

Outcome State of the art of SRE within ontology-and templates methods 

Context Academic publications proposing ontology or template methods 

used for eliciting and/or specifying security requirements  

Table 4. Search string constructed using PICOC. 

Library Search string for templates Number of 

papers 

IEEE Xplore ("All Metadata":"security") AND ("All 

Metadata":"requirement*") AND ("All 

Metadata":"template*") AND ("All Metadata":"elicit*" 

OR "All Metadata": "specif*") 

63 

ACM Digital 

Library 

[All: "security requirement*"] AND [All: "template*"] 

AND [[All: "specif*"] OR [All: "elicit*"]] AND NOT 

[All: "biometric*"] 

17 

Google Scholar security AND template AND requirements "security 

requirement templates" 

32 

Table 5. Search string for templates. 

Library Search string for ontologies Number of 

papers 

IEEE Xplore ("All Metadata":"security") AND ("All 

Metadata":"requirement*") AND ("All 

Metadata":"ontology") AND ("All Metadata":"elicit*" OR 

"All Metadata": "specif*") 

77 

ACM Digital 

Library 

[All: "ontology"] AND [All: "security"] AND [All: 

"requirement*"] AND [[All: "elicit´*"] OR [All: 

"specif*"]] 

75 

Google Scholar "security requirement ontology"   46 
Table 6. Search string for ontologies. 

A selection criterion is used in order to select papers that are relevant to the research questions in this 

thesis. The inclusion criteria are presented in Table 7, the exclusion criteria are presented in Table 8. If 

the study satisfies all inclusion criteria and none of the exclusion criteria, it is included in this work. 

Some papers are excluded after reading the abstract. However, some papers require additional sections 

or the full-text to be analyzed in order to make a decision.  

 

Inclusion 

criteria 

Ontologies Templates 

I1 The paper clearly explains what a 

security ontology is 

The paper clearly explains what a template 

for security requirement is 

I2 The paper clearly explains how and why 

it is used for security requirements 

The paper clearly explains how and why it 

is used for security requirements 

I3 The paper contains a conceptualization 

of the ontology 

The paper demonstrates how the template is 

constructed 

I4 The paper is written in English The paper is written in English 

Table 7. Inclusion criteria used in the literature study. 
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Exclusion criteria 

E1 The paper is a systematic literature review, survey or systematic mapping study 

E2 The paper is not related to security requirements 

Table 8. Exclusion criteria used in the literature study. 

After applying the selection criteria, only five methods are selected. Three of the methods are templates 

and two of them ontologies. The methods and the type of methods included in this thesis are shown in 

Table 9. Snowballing is performed on the selected papers in order to identify additional methods that 

may have been excluded by the search string. This results in the inclusion of the ontology proposed by 

Massacci et al. [21].  

 

Publication Method 

Kamalrudin et al. (2018)  [1] Template 

Riaz et al. (2014) [15] Template 

Firesmith (2004) [22] Template 

T. Li, Z. Chen  (2020) [23] Ontology 

Souag et al. (2012) [2] Ontology 

Massacci et al. (2011) [21] Ontology 
Table 9. Methods included in the comparison. 
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8. Results 

In this section I present the results of the comparison and describe how I obtained them. The results of 

the first dimension (generic properties) of the framework are presented in Table 10, the results of the 

second dimension (security specific concepts) of the framework is presented in Table 11. The relations 

between common concepts and security requirements are shown in Table 12. 

8.1. Generic properties 

Kamalrudin’s method – template 

In this method, the security requirements are considered as functional requirements, i.e. “Therefore, this 

template focuses on the functional security requirements since it describes the desired security behavior 

of a system […]” [1]. For this reason, EQ_GPFR is answered with +++ and EQ_GPNFR is answered 

with -. The specification of a security requirement is related to a security objective as shown in Fig. 5(a) 

from [1]. However, the security objective is not included in the sentence of the security requirement and 

therefore EQ_GPDSR is answered with “Explicitly specifies how security should be achieved and 

implicitly specifies what should be achieved”. 

 

Riaz’s method – template 

The authors explicitly consider the security requirements as functional requirements, i.e. “We identify 

security objectives implied by the statements and suggest templates that help translate the security 

objectives into explicit sets of security functional requirements” [15]. This result in EQ_GPFR being 

answered with +++ and EQ_GPNFR being answered with -. Figure 1. in [15] provides a similar view as 

[1] regarding EQ_GPDSR, therefore the answer to this evaluation question is “Explicitly specifies how 

security should be achieved and implicitly specifies what should be achieved”. 

 

Firesmith’s method – template 

The author states that the security requirements are considered quality requirements, which in turn 

describe quality factors of the system. The description of quality requirements implies that they are to 

be considered as non-functional requirements. The answer to EQ_GPNFR is + since it was recognized 

by interpretation and the answer to EQ_GPFR is -. It is stated that the security requirements should 

describe “…a required amount of security (actually a quality subfactor of security) in terms of a system-

specific criterion and a minimum level of an associated quality measure that is necessary to meet one or 

more security policies” [22]. The security requirements in this method does not specify what should be 

done, in terms of security mechanisms, to meet the security policies. For this reason, the answer to 

EQ_GPDSR is “Does not specify how security should be achieved in terms of security mechanisms, 

explicitly states what should be achieved”. 

 

Li’s method – ontology 

The authors do not state whether they consider the security requirements to be functional or non-

functional requirements in this method. They also state that there is no widely accepted definition for 

security requirements. Consequently, EQ_GPFR and EQ_GPNFR are answered with -.  Table 3 in [23] 

presents the different linguistic rules used for specifying security requirements. Some specifications 

show how the linguistic rules can be combined in order for the security requirements to specify what 

should be done to protect an asset without specifying what should be achieved. Other specifications 

show what should be achieved without specifying how it should be achieved. In particular, the rule 

CATS in table 3 [21], which is a combination of the rules for Countermeasure, Asset, Threat and Security 

property, is used to specify both how an asset should be protected and what should be achieved. 

Accordingly, EQ_GPDSR is answered as follows “Can specify what should be achieved without 

specifying how or vice versa. Can also specify what should be achieved and what should be done”. 

 

Souag’s method – ontology 

The authors do not provide any explicit or implicit definition regarding whether they consider the 

security requirements as functional or non-functional requirements. As a consequence, both EQ_GPFR 

and EQ_GPNFR is answered with -. Section 2 in [2] provides an example of a security requirement 

specification “The application shall ensure that each user will be able to execute actions for which he/she 

has permission at any time/every week”. This example shows how the security does not specify what 
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should be done. However, the authors state that this requirement fulfills the security criteria 

confidentiality and availability. For this reason, EQ_GPDSR is answered with “Does not specify what 

should be done, implicitly specifies what should be achieved”. 

 

Massacci’s method – ontology 

In this method, it is not clear whether the security requirements are regarded functional or non-functional 

requirements. The only definition provided regarding these properties is “In our ontology we do not 

focus on a specific type of requirements, but we are able to model both functional and non-functional 

requirements such as security requirements […]”. This definition is ambiguous and can be interpreted 

in different ways, therefore I answer both EQ_GPFR and EQ_GPNFR with -. “Check Authenticity” is 

regarded as a security requirement which realizes the security goal of confidentiality. In Fig. 5 from [23] 

this requirement is decomposed into two actions “Use Radar Data” and “Use Multilateration” which 

describes what is done in order to fulfill the security goal “Aircraft Position Authenticity”. For this 

reason, I answer EQ_GPDSR with “Specifies what should be achieved and what should be done”. 

 
Method Non-

functional 

requirement 

Functional 

requirement 
Description of security requirements  

Kamalrudin et al. 

(Template) 
- +++ Explicitly specifies how security should 

be achieved and implicitly specifies 

what should be achieved 

Riaz et. al 

(Template) 
- +++ Explicitly specifies how security should 

be achieved and implicitly specifies 

what should be achieved 

Firesmith 

(Template) 
+ - Does not specify how security should 

be achieved in terms of security 

mechanisms, explicitly states what 

should be achieved 

T. Li, Z. Chen 

(Ontology) 
- - Can specify what should be achieved 

without specifying how or vice versa. 

Can also specify what should be 

achieved and what should be done 

Souag et al. 

(Ontology) 
- - Does not specify what should be done,  

implicitly specifies what should be 

achieved 

Massacci et al. 

(Ontology) 
- - Explicitly specifies how security should 

be achieved and implicitly specifies 

what should be achieved 

Table 10.  Results from analysing the generic properties of security requirements. 

8.2. Security specific concepts 

Kamalrudin’s method – template 

In this method, all security concepts from my comparison framework are included. Stakeholders are 

mentioned as they are involved in the elicitation of the security requirements. However, no detailed 

information or definition is given and therefore the answer to EQ_SCSTK is ++. It is stated that  

 

“Attackers exploit software vulnerabilities and cause threats to the systems such as stealing sensitive 

information and manipulating data, resulting in denial of service” [1]. Consequently, EQ_SCATK and 

EQ_SCTHT are graded ++. Sensitive information is not defined as an asset in the method and 

vulnerabilities are not explained any further. However, sensitive information matches the definition of 

asset used in my framework and therefore EQ_SCAST and EQ_SCVUL are graded +. It is stated that 

attacks target software systems, but no further definition is provided which gives EQ_SCATT ++.  
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Countermeasures are in this method named as security mechanisms. The authors definition of a security 

mechanism is “Describe the type of method used for security activity. For example: Username/Password, 

Biometric (Voice Recognition, Fingerprints, Face scanning) and Eye prints (Retina and Iris Scans)”, 

which matches my definition of a countermeasure in section 7.3. From Fig. 5(a) in [1] it is demonstrated 

how a security mechanism is used in a security requirement in order to fulfill the security requirements, 

resulting in EQ_SCCMSR being graded +++. 

 

Security objectives are named as security properties in this method. The authors name confidentiality, 

integrity and availability as security properties which implies that their definition of security properties 

are the same as my definition of security objectives. The definition of each security property is also 

similar to my definitions of each security objective. In Table 2 from [1] it is described how security 

keywords-and attributes are associated with the security properties. In their method a security 

requirement consists of security keywords and attributes, which means that a security requirement 

achieves a security objective. EQ_SCSECOBJ is graded +++ since security objectives are addressed 

with a detailed definition. 

 

Riaz’s method – template 

This method does not include any implicit or explicit definitions of stakeholders, attacks, attackers or 

vulnerabilities, leading to EQ_SCSTK, EQ_SCATT, EQ_SCATK, EQ_SCVUL being graded -. In the 

feedback received from the participants involved in their experiment, it was stated that the templates 

provided help in identifying threats. However, no definition of threat was provided which gives 

EQ_SCTHT +.  

 

Although countermeasures are not defined in the paper, in Figure 1 from [15] it is shown how encryption 

can be used in the security requirements e.g. “The system shall transmit <resource> data in encrypted 

format to and from the authorized <subject>”. The security concept countermeasure is therefore 

implicitly defined since encryption is a form of countermeasure according to the definition in my 

framework. I also interpret “<resource>” as a type of asset that is protected by the encryption. The 

answers to EQ_SCCMSR and EQ_SCAST are + since no further definitions are given by the authors 

and the security concepts were recognized by interpretation. 

 

Confidentiality, integrity and availability are some of the security objectives defined in this method. The 

definitions are also similar to the definitions used in my framework. The authors state the following 

“furthermore, we provide templates to identify functional security requirements to satisfy the security 

objectives implied by statements in natural language artifacts” [15], meaning that security requirements 

satisfy security objectives. Accordingly, EQ_SCSECOBJ is graded +++. 

 

Firesmith’s method – template 

Threats and assets are identified in this method, the following definition of an asset is given “Asset is 

anything of value that should be protected from harm. An asset can require protection because it is the 

potential target of attack. Assets can be people, properties (e.g., data, hardware, software, and facilities), 

and services” [22]. The author defines a threat as the following “Threat is a general condition, situation, 

or state (typically corresponding to the motivation of potential attackers) that may result in one or more 

related attacks” [22]. Attack and attackers are related to threats and assets since an attacker desires to 

cause harm to an asset and threats may result in attacks initiated by an attacker. Attacks are also related 

to vulnerabilities since a vulnerability which exists to an asset is exploited by an attack. The author 

defines a vulnerability as “security vulnerability is any weakness in the system that increases the 

likelihood of a successful attack (i.e., cause harm)” [22].  It is also stated that security mechanism 

eliminates or reduces a vulnerability which allows the security requirement to be fulfilled. The 

aforementioned definitions of the security concepts result in EQ_SCAST, EQ_SCTHT, EQ_SCATT, 

EQ_SCATK, EQ_SCVUL, EQ_SCCMSR being answered with +++. The author states that interviews 

with stakeholders can be used in order to identify valuable assets. No further definition of stakeholders 

is provided, the question EQ_SCSTK is therefore graded +. 

 

My definition of security objectives is regarded in this method as quality subfactors. The quality 

subfactors describes what should be achieved in the specification of the security requirements. 

Moreover, the quality subfactors describe quality attributes of the system. Some of the quality subfactors 



 

 

 

 
 21   

 

Alan Soufi What is a security requirement? 

described are confidentiality, integrity and availability. Accordingly, SQ_SCSECOBJ is answered with 

+++. 

 

Li’s method - ontology 

From the ontology they propose, threat, asset, security properties and countermeasure are the security 

concepts directly connected to the security requirements. In particular, a security property “specifies a 

characteristic of security (e.g. confidentiality, integrity, and availability), which indicates the security 

objective that a security requirement aims to achieve” [23]. From this definition of a security property, 

the relation “achieves” between a security property and a security requirement shown in Fig. 2 in [23] 

and the rule CATS for compound security requirements shown in Table 3 in [23], I conclude that a 

security property in Li’s work is the same concept as a security objective in my comparison framework. 

Indeed, I consider a security objective as what the stakeholder wants to achieve in order to protect an 

asset. For this reason, the answer to the question “does the methodology address the security objectives?” 

EQ_SCSECOBJ is judged +++. 

 

The concept of stakeholder is not explicitly defined in the ontology. However, in the paper the authors 

consider the stakeholder in relation with asset, i.e. “asset can be anything that is valuable to 

stakeholders”. This description of stakeholder conveys the same meaning as the one I give in my 

comparison framework. So, according to the comparison framework, stakeholder is a security concept 

that is treated in Li’s work. However, EQ_SCSTK is judged + because it is not explicitly defined in the 

paper. From the same definition of asset given above and from the asset-based linguistics rule provided 

in Table 2 [23], asset is well-defined and the question EQ_SCAST is graded +++. A countermeasure is 

explicitly defined in the paper as “a solution that is adopted to fulfil corresponding security 

requirements” [23]. Also, there are linguistics rules to specify a countermeasure-based security 

requirement shown in Table 2 in [23]. So, the question EQ_SCCMSR is graded +++.  

 

The security concepts, attack and attacker, are also treated in Li’s work with the same meaning as in my 

comparison framework. In particular, Li et al. [23] states that an attacker is related to threat, i.e. “a threat 

presents an undesired state that an attacker wants to impose on the targeting system…”, and attack is 

connected to threat, i.e. “a threat may result in an attack”. However, the authors do not distinguish 

between attack and threat. It seems that they consider an attack as a synonym of threat. For this reason 

and since a threat is connected explicitly to a security requirement, the answer to the question 

EQ_SCTHT is graded ++. So, an attack is supported by this method but there is not a clear definition of 

it. The same reasoning applies for attacker. From table 4 in [23], an attacker is a kind of threat and, as a 

result, the answer to the question EQ_SCATK is ++. Vulnerability is treated as a type of threat, shown 

in Table 4 in [23], and the authors do not provide any definition of vulnerability. So, the answer to 

EQ_SCVUL is +. 

 

Souag’s method – ontology 

Stakeholders are, in the conceptualization of this ontology, modelled as persons or organizations that 

have valuable assets. The stakeholders express security goals which define what the stakeholders want 

to achieve in terms of security. Accordingly, EQ_SCSTK is answered with +++. EQ_SCAST is 

answered with +++ since assets are also included in the conceptualization and the authors’ definition is 

similar to the one, I provide. A vulnerability is defined as “a weakness of an asset or group of assets that 

can be exploited by one or more threats (e.g., weak password)” [2], for this reason EQ_SCVUL is 

answered with +++. 

 

A threat, which threatens an asset and is led by a threat agent, is defined by the authors as “a violation 

of a security criterion. The threat may be natural, accidental, or intentional (attack)” [2]. From this 

definition EQ_SCTHT is answered with +++ as it matches the definition provided by my framework. 

The security concept threat agent is defined as “the person (or program) who carries out the threat. The 

name ‘threat agent’ was chosen to cover both types of threat, either intentional (carried out by an 

attacker) or unintentional (carried out by any person, not necessarily an attacker)” [2]. From this 

definition I conclude that my definition of an attacker can be seen as the authors definition of a threat 

agent, the answer to EQ_SCATK is judged +++. For the authors an attack “refers to the different methods 

used by threat agents to accomplish their attacks […]” [2]. This definition is similar to my definition of 

an attack and for this reason EQ_SCATT is graded +++.  
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EQ_SCCMSR is answered with +++ since the authors’ definition of a control matches my description 

of a countermeasure. Controls are included in the conceptualization of the ontology and serve the 

purpose of fulfilling a security requirement. The authors consider confidentiality, integrity and 

availability to be security properties which correlates to the definition in my framework. Their definition 

of security goals is also similar to the one I provide of security objectives. Accordingly, EQ_SECOBJ is 

answered with +++.  

 

Massacci’s method – ontology 

In this ontology stakeholders are modelled as actors who has a stake in the system-to-be. In particular, 

actors are defined as “…an entity that can act and intend to want or desire” [21]. In the conceptualization 

of the ontology, it is shown that security goals and security requirements are wanted by the stakeholders. 

The authors definition of a security goal is “A security goal prevents harm to an asset through the 

violation of confidentiality, integrity, and availability” [21]. These definitions correspond to my 

definitions of these concepts and therefore EQ_SCSTK and EQ_SECOBJ are answered with +++.  

 

In the conceptualization it is shown how attackers carries out attacks that exploits vulnerabilities.  Assets 

are seen as entities that can be damaged by an attack. The security mechanism used to protect the assets 

are modelled as actions that describes how the attacks can be countered. Threats are seen as situations 

that includes an attacker and one or more vulnerabilities. The author’s definitions of these security 

concepts are similar to my definitions. Consequently, EQ_SCATT, EQ_SCATK, EQ_SCVUL, 

EQ_SCAST, EQ_SCCMSR and EQ_SCTHT are answered with +++.  

 

Method Stakeholder Threat Asset Attack Attacker Vulnerability Countermeasure Security 

objectives 

Kamalrudin 

et al. 

(Template) 

++ ++ + ++ ++ + +++ +++ 

Riaz et. al 

(Template) 

- 

 

+ + - - - + +++ 

Firesmith 

(Template) 

+ 

 

+++ +++ +++ +++ +++ +++ +++ 

T. Li, Z. 

Chen 

(Ontology) 

+ ++ +++ ++ ++ + +++ +++ 

Souag et al. 

(Ontology) 

+++ 

 

+++ +++ +++ +++ +++ +++ +++ 

Massacci et 

al. 

(Ontology) 

+++ +++ +++ +++ +++ +++ ++ +++ 

Table 11. Results from analysing the security specific concepts of security requirements. The columns marked in 

green show the security concepts that are included in every method. 

8.3. Relations between common concepts and security requirements 

Table 12 shows the relations between the concepts that are the most common in the methods analysed 

and the security requirements. I consider a concept “the most common” when it is present in all the 

selected methods. So, the most common concepts found after the comparison are the security concepts 

“threat”, “asset”, “countermeasure” and “security objectives”, as highlighted by the green columns in 

Table 11. The results are gathered by analyzing the results from Section 8.1 and 8.2 by considering how 

these concepts relate to security requirements. The verbs used to describe the relations can be different 

since the relations are taken from the methods. However, most of these verbs convey the same meaning 

for example the ones regarding security objectives. No generic properties are included since none of 

them is common to all methods, only security specific concepts are common to all methods. If possible, 

a narrative answer is used to describe the relations between the security concepts and the security 



 

 

 

 
 23   

 

Alan Soufi What is a security requirement? 

requirements. The ‘-‘-symbol is used to denote that no considerable definition of the relation between 

the concepts to the security requirements is provided by the method. 

 

Method Threat Asset Countermeasure Security 

objectives 

 

Kamalrudin et al. 

(Template) 

- - Fulfills security 

requirement  

Achieved by 

security 

requirements 

Riaz et al. 

(Template) 

- - Fulfills security 

requirement 

Satisfied by 

security 

requirements 

Firesmith 

(Template) 

- - Fulfills a security 

requirement and 

eliminates or 

reduces 

vulnerability 

Documents a 

desired level of 

security in the 

specification of 

the security 

requirements 

T. Li, Z. Chen 

(Ontology) 

Eliminated by 

security 

requirements 

Protected by 

security 

requirements 

Fulfills a security 

requirement 

Achieved by 

security 

requirements 

Souag et al. 

(Ontology) 

- - Protects assets 

and enables a 

security 

requirement 

Satisfied by 

security 

requirements 

Massacci et al. 

(Ontology) 

- - - Fulfilled by 

security 

requirements 
Table 12. The relations between the common security concepts and the security requirements. The cells marked in 

green denotes a direct relation between the concept and the security requirements. 
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9. Discussion 

9.1. What are the common concepts for security requirements? 

To answer the research question 1 (RQ1) “what are the common security concepts and generic 

properties of security requirements  addressed by ontology and template methods used for eliciting and 

specifying security requirements?”, I examine the results in sections 8.1 and 8.2.  

Concerning the generic properties, the results in section 8.1 show that none of the ontology methods 

provide any information of whether a security requirement is considered as a functional or non-

functional requirement. This could be because the ontologies mostly focus on the elicitation of security 

requirements rather than the specification and, therefore, most of the focus is on the relations between 

security concepts rather than the type of requirements. Two out of three template methods consider a 

security requirement as a functional requirement. The main reason behind this is that [1] and [15] use 

functional requirements with security implications in order to elicit security requirements. However, one 

template method, i.e. [22], considers a security requirement as non-functional requirement. This implies 

that there is still no widely accepted definition regarding this subject. Moreover, three methods have 

similar views regarding what the security requirements describe while one method in [23] argues that 

the security requirements can be specified in different ways depending on which security concepts are 

included in the specification of the security requirements. Two methods state that a security requirement 

should not describe what should be done in terms of security mechanisms. Instead, a security requirement 

should focus on what should be achieved. This indicates that security requirements can be specified in 

different ways depending on which security concepts they concern since the methods have different 

views regarding EQ_GPDSR and use different techniques to specify the security requirements. The 

inconsistency between the answers to EQ_GPFR, EQ_GPNFR and EQ_GDSR shows that the generic 

properties of security requirements can differ depending on which method is used to elicit and/or specify 

the security requirements.  

 

Concerning the security specific concepts, the security concepts that are addressed by all methods are: 

threats, assets, countermeasures and security objectives. This indicates that these security concepts are 

commonly addressed by the methods and are considered when eliciting and/or specifying security 

requirements. However, other security concepts such as stakeholder, attacker, attack and vulnerability 

are included in five out of six methods, which shows that these concepts could also be interesting for 

security requirements elicitation and specification. For example, attacks and attackers could be needed 

when analysing threats. However, a further investigation is necessary to determine why some methods 

do not address these concepts.  

 

In summary, the objectives in my framework that are common to all the selected methods are the ones 

concerning the security concepts.  

9.2. How are the common concepts related to security requirements? 

To answer the research question 2 (RQ2) “to what extent these common concepts and generic properties 

concern (are related to) the security requirements?”, I examine the results in section 8.3.  

Threats are only directly related to the security requirements in one method, where the authors state that 

threats are eliminated by the security requirements, as shown in Table 12. This suggests that threats are 

not directly related to security requirements, but they rather concern attacker. Indeed, in most of the 

methods examined a threat is caused by an attacker. Assets are directly related to the security 

requirements in one method, where the authors state that assets are protected by security requirements. 

This suggests that assets are indirectly related to security requirements through countermeasures, since 

countermeasures often are used to protect assets. In most methods, countermeasures are directly related 

to the security requirements. The main reasoning behind this is because countermeasures often describe 

what should be done in order to fulfill the requirement. Security objectives are related to the security 

requirements in all methods. The rationale behind this is because security objectives describe attributes 

of a system such as confidentiality, integrity and availability. This shows how security requirements are 

used in order to achieve these security objectives.  
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In summary, the security concepts that are related to the security requirements in most of the methods 

examined are countermeasures and security objectives.  

 

9.3. Previous work and limitations of this work 

The work presented by Tøndel et.al [3] suggests that threat analysis is a crucial step in SRE. 

Identification of assets is also important since it provides requirement engineers with information 

regarding what should be protected. It is also stated that security objectives should be considered since 

they represent the stakeholders’ views of what is needed from the system. The results regarding research 

question 1 (RQ1) justify that the aforementioned security concepts always should be considered during 

SRE since they are the most common security concepts. Based on the results regarding research question 

2 (RQ2), I would suggest that countermeasures should also be taken into consideration when analysing 

threats and identifying assets since assets and threats are indirectly related to the security requirements 

through countermeasures. The rationale behind this is because countermeasures aims to protect assets 

by reducing threats caused by attackers. 

 

The result from this work is based on my interpretations of the security concepts and the generic 

properties included in the methods. Security experts may interpret the security concepts differently and 

may, therefore, have different viewpoints regarding the results. However, the results are established 

through a comparison framework that has been used before in academic research [17]. Also, the 

evaluation criteria are inspired by the guidelines for evaluating software engineering methods and tools 

proposed by [16]. The results and the framework have been reviewed by a supervisor in order to mitigate 

the effects of personal bias. The methods included in the comparison do not represent the whole domain 

of ontology and template methods. However, three large digital libraries were used in the literature study 

in order to provide construct validity. 
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10. Conclusions 

This thesis focuses on identifying common security concepts and generic properties of security 

requirements addressed by ontology and template methods used for eliciting and specifying security 

requirements. The final aim is to discover the main concepts that characterize a security requirement. A 

comparison framework, which consists of two dimensions, is used to evaluate the properties of security 

requirements. The main results of this study are the following: 

 

• Security requirements are specified in different ways depending on which security concepts 

they concern. 

• Security requirements are considered as functional or non-functional requirements depending 

on what they describe.  

• The commonly addressed security concepts by both ontology and template methods are threat, 

asset, countermeasure and security objectives. 

• Countermeasures fulfill security requirements since they describe how security is achieved. 

Security requirements protect assets through countermeasures. 

• Security requirements achieve security objectives since they either implicitly or explicitly state 

what should be achieved. 

• Threat, asset, countermeasure and security objectives are security concepts that should be 

related to security requirements. 

 

I believe that this thesis provides the requirements engineers with more knowledge about the security 

concepts that should be part of a security requirement to be able to discover and describe the correct 

security requirements. However, these results show that further investigations are necessary in order to 

answer the question “what is a security requirement?”. In future work, it would be interesting to conduct 

a systematic literature review in order include more methods in SRE that deal with security requirements 

elicitation and specification. This could possibly help to provide a more detailed characterization of 

security requirements. The comparison framework defined in Section 7 can be used in future work to 

evaluate other methods that this work does not cover. 

 

 



 

 

 

 
 27   

 

Alan Soufi What is a security requirement? 

References 

[1] M. Kamalrudin, N. Mustafa, S. Sidek, “A template for Writing Security Requirements,” 

Requirements Engineering for Internet of Things, 2018, vol. 809, pp. 73-86.  

 

[2] A. Souag, C. Salinesi, R. Mazo, I. Comyn-Wattiau, “A Security Ontology for Security Requirements 

Elicitation,” ESSoS, 2015, pp. 157-177. 

 

[3] I. Tøndel, M. Jaatun, P. Meland, ”Security requirements for the rest of us: a survey,” Software IEEE, 

2008, vol. 25, pp. 20-27. 

 

[4] M. Umair, A. Khan, M. Zulkernine, “A Survey on Requirements and Design Methods for Secure 

Software Development,” School of Computing, Queen’s University, Ontario, Canada, Tech. Report. 

TR2009-562,  August 2009. 

 

[5] O. Daramola, Y. Pan, P. Karpati, G, Sindre, ”A Comparative Review of i*-based and Use Case-based 

Security Modelling Initiatives,” Sixth International Conference on Research Challenges in Information 

Science (RCIS), 2012, pp. 1-12. 

 

[6] B. Fabian, S. Gürses, M. Heisel, T. Santen, H. Schmidt, “A comparison of security requirements 

engineering methods,” Requirements engineering, 2010, vol. 15, pp. 7-40. 

 

[7] I. Sommerville, Software engineering, Global Edition, 10. ed., Edinburgh, Scotland: Pearson, 2016. 

 

[8] M. Glinz,“On Non-Functional Requirements,” In 15th IEEE International Requirements 

Engineering Conference, 2007, pp. 21-26. 

 

[9] D. G. Firesmith, “A Taxonomy of Security-Related Requirements” International Workshop on High  

Assurance Systems (RHAS’05), 2005. 

 

[10] D. G. Firesmith, “Analyzing the Security Significance of System Requirements,” Requirements 

Engineering’2005 (RE’05) Symposium on Requirements Engineering for Information Security (SREIS), 

2005. 

 

[11] D. G. Firesmith, “Analyzing and Specifying Reusable Security Requirements,” Journal of Object 

Technology, 2003. 

 

[12] G. Sindre, A. Opdahl, “Eliciting Security Requirements with Misuse Cases,” Requirements 

Engineering, vol. 10, pp. 34-44. 

 

[13] J. Jürjens, “Extending UMLsec: UML for Secure Systems Development,” International Conference 

on the Unified Modeling Language, 2002, pp. 412-425. 

 

[14] M. Uschold, M, Gruninger, “ONTOLOGIES: Principles, Methods and Applications,” The 

Knowledge Engineering Review, vol. 11, no. 2, 1996, pp. 93-136. 

 

[15] M. Riaz, J. Slankas, J. King, L. Williams, “Using Templates to Elicit Implied Security Requirements 

from Functional Requirements - A Controlled Experiment,” ACM-IEEE International Symposium on 

Empirical Software Engineering and Measurement, 2014, pp. 1-10. 

 

[16] B.A, Kitchenham, “DESMET: A method for evaluating Software Engineering methods and tools,” 

University of Keele, Keele, Staffordshire, Tech. Report. TR96-09, August 1996. 

 

[17] Q. Gu, P. Lago, “Guiding the selection of service-oriented software engineering methodologies,” 

Service Oriented Computing and Applications, 2011, vol. 5, pp. 203-223. 

 



 

 

 

 
 28   

 

Alan Soufi What is a security requirement? 

[18] Information technology — Security techniques — Information security management systems — 

Overview and vocabulary, ISO/IEC 27000:2018, International Organization for Standardization, 

Geneva, Switzerland, 2018. Available: 

https://standards.iso.org/ittf/PubliclyAvailableStandards/index.html 

 

[19] D. G. Firesmith, “Common Concepts Underlying Safety, Security, and Survivability 

Engineering,” Carnegie Melon University, Pittsburgh, Pennsylvania, Tech. Report. SEI-2003-TN-033, 

December 2003. 

 

[20] B. A. Kitchenham, S. Charters, “Guidelines for performing Systematic Literature Reviews in 

Software Engineering,” Keele University and University of Durham, Keele, Staffordshire, Tech. 

Report. EBSE-2007-01, July 2007. 

 

[21] F. Massacci , J. Mylopoulos, F. Paci, T.T. Tun, Y. Yu, “An Extended Ontology for Security 

Requirements,” Lecture Notes in Business Information Processing, 2011, vol. 83, pp. 622-636.  

 

[22] D. G. Firesmith, “Specifying Reusable Security Requirements,” Journal of Object Technology, 

2004, vol. 3, pp. 61-75. 

 

[23] T. Li, Z. Chen, “An ontology-based learning approach for automatically classifying security 

requirements,” The Journal of Software and Systems, 2020, vol. 165, Art. no. 11056.



 


