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1. Introduction

Ciphers use a secret method of writing, based on an encryption algorithm to generate
a ciphertext, which in turn can be used to decrypt the message to retrieve the intended,
underlying information, called the plaintext. A cipher is usually operated on the basis of
a key. The key contains information about what output the cipher shall produce given the
plaintext characters in some specific language.

Usually, the first step in attacking a cipher is the conversion of the image into a machine-
readable format, represented as text. There are many di erent ways of transcribing a
manuscript. Therefore, we developed guidelines so that the transcriptions of ciphers can fol-
low the same standard and format to be able to carry out comparative studies across ciphers.
The transcriptions of a big collection of ciphers available in the DECODE database (Megyesi
et al., 2019) follow these guidelines aimed for the transcription of encrypted sources and
related documents, being it ciphertext, original or recovered keys, and cleartext.

These guidelines are based on the principles and consideration described in (Megyesi,
2020a) and constitute an updated version of the previously published guidelines (Megyesi,
2020b). Major updates have been made concerning the transcription the addressing of a
manuscript, Roman numerals, the treatment of uncertain cases, and the transcription of keys,
especially issues related to the encoding of grammatical endings, punctuation, indentation,
the representation of nulls and ranges of nulls, empty codes and cancellation signs, and
documents that contain special cases of keys.

The work has been developed within the DECRYPT project Decryption of Historical
Manuscripts, aiming at the development of resources and tools to promote research of
historical cryptology. The DECRYPT project is described in more detail in Megyesi et al.
(2020) and is financed by the Swedish Research Council between 2019 and 2024 (grant
2018-06074).

In the following, we give guidelines for the transcription of ciphertext images, then of
keys, and lastly the transcription of cleartext images representing the original plaintext or a
text that was written in the context of the ciphertext (e.g. a letter correspondence).



2. Transcription of Ciphertext

Ciphertexts contain symbol sequences, letters from existing alphabets, digits, other graphic
signs, or a mixture of these. Ciphertexts might contain spaces, or the symbols follow each
other one by one without any space or other marks between words, so called scriptura
continua, used in order to hide word boundaries. Similar to historical text, punctuation marks
are not frequent, sentence boundaries are typically not marked, and capitalized initial letters
in the beginning of the sentence are usually missing, but they might occasionally appear.
On the other hand, dots, commas or other marks might be used to indicate special codes or
code groups. We can also find nulls in ciphertexts, i.e. symbols without any corresponding
plaintext letters, which are used in order to confuse the cryptanalyst and make decryption
even harder.

Below, we describe the transcription file, first the metadata about the ciphertexts, followed
by the actual transcription of the image.

2.1. Metadata

Each transcript file of a particular cipher (which may consist of multiple images) starts with
comment lines with information about the file. Each comment line starts with "#" followed
by a transcription attribute and its value, as shown in the example header below.

An exception to this rule is the "NOTE" tag, which is surrounded by angular brackets (i.e.
"<NOTE ...>"). We di erentiate between two types of notes:

authorial notes, AU, namely notes that are part of the original manuscript and which
were written by the author of the document or, in some cases, by somebody else who
later edited the document; these later edits are usually made evident by the change in
handwriting style.

editorial notes, ED, which are not part of the document itself but which are left by
the transcriber and are used in order to provide further explanations about the content
of the document, describe problems or di culties in the transcription process, etc.
Editorial notes are highly encouraged, as they provide more insight into the nature of
the document.

"AU" and "ED" are used as attributes after the "NOTE" tag and they precede the actual
content of the comment (e.g. "<NOTE ED the content of this following page was hard to
read due to the paper being damaged>").

#CIPHERTEXT

#CATALOG NAME:your own index, i.e. file location, e.g. Segr. di Stato Francia 3/1/
#IMAGE NAME: the name of the image(s) representing the cipher, e.g. 117r.jpg-117v.jpg
#TRANSCRIBER NAME: full name or initials of the transcriber, e.g. TimB

#DATE OF TRANSCRIPTION: the date the transcription was created, e.g. February 3, 2016
#TRANSCRIPTION TIME: the time it took to transcribe all images of a cipher in hours and
minutes without counting breaks and quality checks, e.g. 30+30+60 mins=120 minutes
#TRANSCRIPTION METHOD: speech recognition (Google Docs).

<NOTE ED ... > description of e.g. di culties, problems




2.2. Content

Next, the content of the manuscript is transcribed. Each new image in a cipher starts with a
new comment line with information about the name of the image followed by a possible note
from the transcriber. Each image in the transcription has its own unique ID number which,
in our case, consists of the record ID followed by the image ID that have been automatically
assigned upon upload in the Decode database. Another optional piece of information that
can be provided here is the identification information from the archive, which is specified in
a "SURFACETYPE" tag.

<ID-NO 1412 _6607>
<SURFACETYPE="recto" n="194">
<NOTE ED ... > any comments, e.g. di cult to read line 3, bleed-through

Then, the actual content of the ciphertext is transcribed.

2.2.1. Line breaks, spaces, punctuation and diacritical marks

The transcription is carried out symbol by symbol and row by row. This means that numbers
are transcribed as numerals in ASCII, e.g. 1 is transcribed as "1", 2 as "2", 0 as "0", etc.
The same applies to the letters in the Latin alphabet including capitalized letters, e.g. a is
transcribed as "a", capital B as "B", and so on, and punctuation marks such as ".", ",", "1",
ot ()", ete . For other symbols, we use the Unicode name representation where
the name of the symbol is given following the Unicode standard, listed in the Appendix,
section A. Each character is transcribed separately, meaning that we add a space after each
symbol (e.g. "378" in the manuscript is transcribed as "3 7 8").

Handwriting varies greatly not only between individuals but also for the same writer,
which is why transcription of ciphertexts containing special symbols is especially challeng-
ing. A good strategy before starting the transcription is to study the ciphertext and try to
identify each unique symbol, by looking for types of symbols and their occurrence in the
cipher. If a particular symbol occurs several times with some small variation, it probably can
be treated as a group. It is also important to pay attention to the type of symbols used overall
in the cipher. For example, if the cipher seems to consist mostly of numbers, what looks like
an "i" could potentially be a "1" with a dot on top, or what looks like an "'s" could be a "5".
This obviously depends on handwriting style and can vary from document to document.

The transcription shall represent the original ciphertext shown in the image, keeping line
breaks, spaces, punctuation marks, dots, underlined symbols, and cleartext words, phrases,
sentences, paragraphs, as shown in the original image. More specifically:

Line breaks are kept so that when a new line starts, a new line is added in the
transcription.

Space (" ") is represented as <SPACE> if it is clear from the ciphertext that space
might indicate word boundaries, i.e. it appears on a regular basis in every line in a
systematic way, as illustrated by the red dots in Figure 2.1.

R <SPACE> Gemini Conjunction Taurus Conjunction IronOre Arsenic Cancer H Sextile <SPACE>

H Virgo Sextile IronOre Sextile

CopperOre Fire Taurus Arsenic Delta ? <SPACE> Gemini Conjunction Taurus Aries Sextile <SPACE>
5 Arsenic Cancer Arsenic Aries Sextile Gemini

If space occurs, but not in a systematic way, it just happens to be there, which is quite
common in ciphertexts represented as digits, the space can be transcribed with two or
more space characters written in ASCII (i.e. " ", " " etc.) in the transcription. The



Figure 2.1.: Excerpt from the Borg cipher.

reason for allowing several space characters is that a larger space in the original might
mark word boundaries which the encryptor unintentionally left there when encrypting
the manuscript, which can be helpful in the decryption process as they might reveal
word boundaries.

1'30 )76;“17?- 70!60”6 YIZIT S0 gty 2f 240 7o 14%"1?,01‘

y130176511274701601162121725041725240701482402\

If there are corrections in the document (words/ciphertext that have been deleted or
scribbled over), we do not represent these in the transcription, but a comment may be
added to signal the occurrence.

Punctuation marks such as periods, commas, and question marks are transcribed as
such. Sometimes, punctuation marks (e.g. dots, commas, accents, underscores) appear
above or under specific symbols. It could be an ink splash, but if they appear in a
systematic way, they are transcribed as well. If the mark appears above the symbol,
the sequence is transcribed as the symbol, followed by "™ and the specific mark (e.g.
dot or comma). If the mark appears under the symbol, this is signified by an"_" placed
between the symbol and the mark. Similarly, underlined symbols are marked with
" " (double underscore) immediately following the symbol, except when the whole
ciphertext is underlined. Please note that sub- and/or superscripts shall be marked
on all individual symbols in a sequence of symbols (e.g. “235" in the ciphertext is
transcribedas"2__ 3 5 ).

To avoid ambiguous cases for symbols with both sub- and superscript, we mark the
sub- and the superscript in brackets in the form symbol{superscript}{subscript}, in
this exact order.

Example of some special symbols and their transcription is given below:

Page numbers do not have to be transcribed as ciphertext; this represents one instance
where we recommend using the "AU" attribute of the "NOTE" tag in order to di er-
entiate page numbers from actual ciphertext. Additionally, an editorial note can also
be added to signify that the transcriber believes this to be the page number:

<NOTE ED The following number is likely to be the page number>
<NOTE AU 619>

Symbols from other alphabets, such as Greek letters or Roman numerals can also be
found. To transcribe those, we use the Unicode representation listed in the Appendix
(sections A.1 and A.2). Use these only if it is clear that the actual symbol does not
represent any letters in the Roman alphabet, i.e. a unique symbol that cannot be
covered by the Roman alphabet (a, b, c, ..., z) or the Arabic digits (0, 1, 2, ..., 9).



Glyph | Transcribed as
Dot on top 3 3.
4
Accent on top 3 37
Dot on bottom 3 3.
Dot on top and dot on bottom 3 {CH }
Special 0 © 0+
Special 2 ‘4 2+
Special 4 44 A+
Special 6 b] 6+
Special 8 8t 8+

Special symbols, such as Zodiac or alchemical signs, were commonly used in cipher-
texts. Some of the most common symbols are listed in the Appendix, each represented
by its name as it should be transcribed, its Unicode (code), and the symbol itself with
a short comment and description of its shape. If the symbol cannot be covered by the
symbols from other alphabets (Latin and Greek) or digits (Arabic or Roman) we first
look at the Zodiac signs (A.3), followed by the Alchemical signs (A.4). If we cannot
find any (reminding) symbol among them, we go on to the category Other signs (A.5).
All'in all, we have to make sure that the symbol is transcribed with a unique name to
make it distinguishable from the other symbols in the cipher.

An example of the transcription of a ciphertext with alphabetical characters (Roman
and Greek) and graphic signs consisting of Zodiac and alchemical signs is shown be-
low along with the transcription indicated by the Unicode symbol name, its automatic
conversion to Unicode codes, and lastly the final visualization of the transcription.
To visualize the Unicode sequences as glyphs, operating systems use various meth-
ods: Mac: Option+Code, Windows: Alt+Code, Linux:Crtl-Shift+Code+Enter. The
following example is based on Figure 2.1.

Transcription by Unicode name:

R Gemini Conjunction Taurus Conjunction IronOre Arsenic Cancer H Sextile <SPACE>
H Virgo Sextile IronOre Sextile

CopperOre Fire Taurus Arsenic Delta ? <SPACE> Gemini Conjunction Taurus Aries Sextile <SPACE>
5 Arsenic Cancer Arsenic Aries Sextile Gemini

Reproduced by Unicode codes *automatically*:
R <SPACE> 264A 260C 2649 260C 2642 29df 264b H 26b9 <SPACE> H 264d 26h9 2642 26b9

2640 25b3 2649 29df 03b4 x? <SPACE> 264a 260C 2649 2648 25b3 26b9 <SPACE> 5 29df 264b 29df
2648 26b9 264a

Final representation for visualization:
R<SPACE>"V ]V oo __HASSPACE>H = A A
J oo X?<SPACE>"V ] A<SPACE>5 oo oo AN

Uncertain symbols are transcribed with added question mark "?" immediately fol-
lowing the uncertain symbol. Possible interpretations of a symbol can be transcribed
by using the delimiter "/". For example, if it is not clear if a symbol represents a
0 or 6, it is transcribed as "0/6?". Furthermore, if the same symbol is underlined,



it should be transcribed as "0/6?__ " — the question mark should always be placed
before the transcription of super-/subscript. For those ciphertext symbols that are
unreadable, a single question mark can be used as a placeholder, which we exem-
plify in Appendix B. It is of great importance for codebreaking that *all* symbols
are transcribed, i.e. including the uncertain/unknown symbols which should have a
transcription represented by "?".

In case of any uncertainty regarding the name of a specific symbol, an online tool
can be used (e.g. Shapecatcher) in order to find out the Unicode name and code for a
particular symbol. We pick the one that is most similar, and try to stick to the listed
signs, first the Zodiac symbols then the alchemical signs. Most important is that, if
an unknown symbol occurs systematically, it should be transcribed in its own unique
way, rather than just using "?". In uncertain cases please consult the transcription with
the DECRYPT-team <decode@cl.lingfil.uu.se>.

2.2.2. Catchwords

Historical manuscripts might contain catchwords placed at the foot of the page to mark
page order (instead of numbers), as illustrated in Figure 2.2. Catchwords are a sequence
of symbols anticipated as the first symbol(s) of the following page. In ciphers, catchwords
might denote an actual word, unintentionally, and are transcribed as <CATCHWORD
Symbol_Sequence>.
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Figure 2.2.: Catchword in the last line of the first page marked in red, a repeated symbol

sequence from the first symbols of the second page (Copiale p. 3.).



https://shapecatcher.com/
<decode@cl.lingfil.uu.se>

2.2.3. Notes in margins

Sometimes ciphertexts are also included in the margins. This happens for two reasons: for
corrections indicated in the ciphertext and the corrected items are written in the margin, or
to save space where the ciphertext continues in the margin.

Transcription shall always re ect the intention of the encoder, i.e. the corrected segments
as visualized in the original are transcribed. For example, if numbers are crosgethe
original to signal a correction or deletion, these are not transcribed. Similarly, insertions
of corrections between symbols are transcribed, as they intended to appear in the original.
Ciphertextcleartext written in the margin is added into the speci ¢ space as indicated by
the given marknote in the original cipher. In Figure 2.3, the™written by the encoder
is intended to insert the cipher sequence written in the margin marked in red, which we
exemplify in the transcription excerpt below.

Figure 2.3.: Transcription of content in the margin: correction.

In case of notes or ciphertexts located in the margin, these are transcribed after the
ciphertext and initially marked by a comment line with the description that the following
ciphertext (see Figure 2.4) is written in the rifiett margin.

2.3. Transcription of ciphertext, cleartext and plaintext

The cipher sequences might be embedded in cleartext, i.e. non-encrypted text written in
a certain language, or cleartext might be embedded in ciphertext. Cleartext embedded
in ciphertext is illustrated in Figure 2.5 where the Spanish word sequence "come la mi
comanda" is embedded in the surrounding ciphertext.

To be able to distinguish between ciphertext and cleartext sequences, the latter is clearly
marked in brackets asCLEARTEXT LANG LetterWord_sequence where the tag
<CLEARTEXT...> denotes where the cleartext starts and ends as illustrated in the transcrip-
tion marked in red in Figure 2.5. If the manuscript contains several lines of cleartext, each
new line is represented by a new cleartext tag. In other words, if we have two consecutive
cleartext lines in the original document, then we will have two cleartext tags for each line in
the transcription.

LANG represents the language the cleartext is written in, marked by a language ID as
de ned by ISO 639-1 two-letter codes for languages (e.g. ES for Spanish). Abbreviations
for some languages:

FR French

IT ltalian

LA Latin

PL Portuguese
ES Spanish

If there is some doubt about the cleartpiintext language, the language ID shall be
de ned as UN, indicating an unidenti ed cleartext language. Should the transcriber have a
guess about the cleartext language, this should be given as a comment in the transcription

10
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