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Abstract 

This study develops a theoretical framework for the concept of sharp power 

and applies it on the case of TikTok to gain an understanding of how China 

can use sharp power through TikTok. The first research question refers to how 

sharp power can be conceptualized and what its key components are. The 

second question refers to what extent China uses sharp power through TikTok. 

This study used a case study as a method to answer the research questions. The 

key components of sharp power are manipulation, censorship, propaganda, 

control, and influence. The result shows that China has the ability to use 

TikTok in its exercise of political power, meaning that they can manipulate, 

censor, propagate, control, and influence through the app if they want to. One 

of the conclusions is that the connection between the Chinese government and 

TikTok is clear, but it was difficult to show a direct link based on the key 

components of sharp power applied to the empirical material. 
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1 The need to reconceptualize the concept of power 

The world order is changing where we see the rise of China, a current paradigm 

shift (Council on Foreign Relations 2020 pp. iv-v), and authoritarianism 

increases while democratism decreases (V-Dem 2020). Additionally, 

technological developments have changed the exercise of power by states in 

both countries and societies (Walker & Ludwig 2017a p. 12). TikTok is a 

notable case that shows how China uses the application to influence 

populations and political structures (Perper 2019). The app is already banned 

in India (Sabat 2020) and former president Donald Trump considers it a 

security threat and insists on imposing an official forbiddance (Economic 

Times 2020). TikTok is a social media app where you create a short video clip 

and share it with others online. TikTok is owned by the Chinese tech firm 

ByteDance and its use has become a global trend with more than one billion 

users (Clement 2020). The Chinese Communist Party (CCP) exercises power 

through TikTok, not only to monitor and control users but also to supervise 

the type of information disseminated on the global platform (Perper 2019).  

 

This study will develop a theoretical framework based on the key components 

of the concept of sharp power. It will then be applied to the case of TikTok to 

gain an understanding of how China can use sharp power through this social 

media network. The key components are drawn from Christopher Walker and 

Jessica Ludwig's (2017a; 2017b; 2017c) articles on the concept of sharp 

power. No previous case study has made an analysis guided by the key 

components of sharp power to investigate TikTok. 

 

A new type of using political power needs a modern perspective to gain an 

understanding of contemporary state actions (Walker & Ludwig 2017b p. 6). 

The new concept, sharp power, has become more prominent in political 
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debates and in academia to describe the new exercise of power by authoritarian 

states. It arose due to the gradual rise of technological aggressiveness from 

authoritarian states, such as China, towards democracies (Walker & Ludwig 

2017a p. 13). Sharp power means that authoritarian countries act to influence 

perceptions and democratic structures through manipulation and censorship 

activities (Walker 2018 pp. 11-12).  

 

China is increasingly becoming the world leader in Artificial Intelligence (AI) 

(Sköldenberg 2019). There are growing conflicts in the power of technology 

and political purposes, and it has led to China being accused of using TikTok 

to gain political power (Liao 2020). The CCP has political power over Chinese 

institutions which includes the control of apps like TikTok (Zhong 2020). 

China's control over new technologies has become increasingly strict and is 

based on CCP's ideology that aims at achieving global expansion (Walker, 

Kalathil & Ludwig 2020 pp. 125-126). Technological development has 

brought challenges internationally. One task is to secure democratic rights in 

both liberal and authoritarian states (Walker, Kalathil & Ludwig 2020 p. 134).  

 

There are different perspectives on whether China can rise peacefully, for 

example, Kishore Mahbubani, a distinguished fellow at the Asia Research 

Institute, claims they can. While John Mearsheimer, an American political 

scientist and international relation theorist, does not (Centre for Independent 

Studies 2020). Mahbubani (2020) emphasizes that China wants to rejuvenate 

its strength and become a great power, not a threat to the West (Mahbubani 

2020 p. 205). On the other hand, China's aggressive nationalism leaves no 

doubt that the country's current domestic and foreign policy is based on its 

national interest (Wasserstrom 2016 p. 279). Mearsheimer (2018) does not 

believe that China can rise peacefully because we live in anarchy with the 

balance of power logic, no state wants to be dominated by another 
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(Mearsheimer 2018 p. 193). TikTok is considered a security threat as it 

monitors and has access to personal information (Network Security 2020). 

Trump ordered a ban on TikTok because China did not agree to sell the app, 

which would remove China's right to control US data. China denies the 

accusations regarding using TikTok for political purposes and emphasizes that 

the allegation is another attempt by the US to harm China (Liao 2020).  

 

1.1 The use of sharp power 

It is the first time in 19 years that more states are ruled by autocratic 

governments than democratic ones (V-Dem 2020). Human rights are 

declining, not just in autocracies. Liberal governments such as the US have 

shown shortcomings in securing democratic norms and values (Freedom 

House 2020).  

 

China has control over Chinese companies, which is why TikTok is under 

investigation if it is used for political purposes where the app is active (Zhong 

2020). TikTok is active in more than 141 countries worldwide (Apptrance 

2020). TikTok accounts are not able to express and post what type of 

information they want on the app. For example, a US user was removed after 

expressing thoughts about the suppression of Uyghurs in Xinjiang, northwest 

China (Zhong 2019). Authoritarian governments act according to cyber 

sovereignty, which means that the state that owns the platform has the right to 

monitor and control the flow of information (Walker, Kalathil & Ludwig 2020 

p. 130). The ethical issue with democracies that use technology created by 

non-democratic values is that these values will gradually be implemented in 

perceptions and societies (Smer 2019 pp. 36-37). 
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China uses AI-based surveillance systems (Fukuyama 2020 p. 16), not only to 

control the posts on TikTok (Davis 2019) but also to spread propaganda and 

carry out influential activities on TikTok (Network Security 2020). These 

types of activities are examples of sharp power. Sharp power explains how 

authoritarian governments undermine democratic structures with new 

technology by influencing, manipulating, and using surveillance methods 

(Walker & Ludwig 2017c). An implemented measure is that American soldiers 

are not allowed to download TikTok on their phones because the app can 

reveal sensitive information (Network Security 2020). 

 

State power has traditionally been explained through perspectives such as 

realism, liberalism, or concepts like hard and soft power (Heywood 2014 pp. 

55-56). Sharp power emerged because the previously mentioned theories 

cannot explain modern ways of practicing power among authoritarian 

countries (Walker & Ludwig 2017b p. 6). The fundamental problem this study 

wants to illuminate is that we need a new concept to analyze power to gain an 

understanding of the contemporary exercise of power. 

 

This study analyzes the key components of sharp power intending to gain an 

understanding of modern action by authoritarian states such as China. To 

clarify this, the key components of sharp power will be applied to the case of 

TikTok to increase knowledge of China’s political power. The reasons for this 

topic are based not only on the uncertainty of a decline in world democracy, 

or the growing international challenges due to new technology but also on 

clarifying how sharp power can be applied to a real case. The ambition of this 

study is to gain an understanding of how China uses sharp power through 

TikTok. 
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1.2 Aim and research question  

The first aim of this study is to develop a theoretical framework based on five 

key components of sharp power. The second aim of this study is to apply the 

theoretical framework on TikTok to illustrate how China can use sharp power 

through the app.  

 

Therefore, the research questions are: 

• How can sharp power be conceptualized, which are its key 

components? 

• How can China use sharp power through TikTok? 

 

1.3 Research design 

To connect the theory to the empirical material, this study strives to consume 

and develop the concept of sharp power but in different extensions. This will 

be explained in chapter 2.2. The method of this study is a qualitative case study 

of the contemporary debate on how China uses TikTok as a tool to exercise 

power. The case study is rooted in both primary and secondary material from 

various sources. There will be a discussion of the material evaluation in 

chapter 2.3. The methodological sources that have been consistent throughout 

this work are mainly the book by Peter Esaiasson et al. Method Practice from 

2017, Alan Bryman's book of Social Science Methods from 2018, and 

Alexander L. George and Andrew Bennett's Case Studies and Theory 

Development in the Social Sciences from 2005. 

 

When analyzing the theoretical framework of sharp power, the literature is 

mainly based on articles by Christopher Walker, Jessica Ludwig, Shanthi 

Kalathil and reports from the National Endowment for Democracy (NED). The 

reason this study uses articles and reports written by Walker and Ludwig is 
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that they are the first to publish the term sharp power in an article in Foreign 

Affairs in November 2017. NED is the organization behind the content of 

sharp power and has several reports where they analyze sharp power, including 

analyzes by Walker, Ludwig and Kalathil (Walker & Ludwig 2017c).    

 

The empirical material regarding TikTok is selected from a variety of sources, 

such as an executive order, articles, media news reports, and other types of 

sources to increase the credibility of the material. This study needs data with 

information indicating that TikTok is used to propagate, manipulate, and 

censor content that may influence perceptions or democratic structures. 

However, the discussion about TikTok is an ongoing debate and it is important 

to be updated on the subject's development, therefore, secondary material such 

as news articles is valuable. There is a limited amount of previous research on 

the subject, but the research material that exists and is relevant to this study on 

TikTok and sharp power will be presented in chapter 1.6.  

 

1.4 Delimitation and constraints  

One constraint is that this study will mostly use Western material. This means 

that this study does not gain insight into all the various aspects of an ongoing 

conflict. The reason is that this study cannot use Chinese material due to a lack 

of knowledge of the Chinese language. It may be possible to translate material 

or find translated articles, but the material may still have a Western view.  

 

Another limitation regarding the availability of the empirical material is that 

there is confidential information about TikTok. This study's analysis is based 

on materials that have open access. This means that the empirical analysis may 

miss certain aspects that are not available to the public.  
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Since the debate about TikTok but also that the concept of sharp power are 

relatively new topics, the empirical material in this study will be from the years 

between 2017-2020. The field of this study is a moving target; the case is 

happening right now and it is constantly changing with new information and 

reports.  

 

The analysis of this study is not based on a user perspective of TikTok. Rather, 

it analyzes how China uses sharp power through TikTok to influence the app's 

users, not the other way around. The reason is that this study wants to focus 

on the concept of sharp power and how it can be used in a contemporary case.  

 

When presenting and analyzing the first key component, manipulation, it does 

not refer to manipulation of the users' own posts because the platform allows 

users to edit their own content. Rather, this study will focus on indications that 

refer to content or narratives that have been altered or mixed by other factors 

on TikTok.   

 

1.5 The rationale of this study 

This study is a case of analyzing authoritarian states exercising power in a 

modern era. The rationale of this study is to contribute to both science and 

society. Esaiasson, Gilljam, Oscarsson, Towns and Wängnerudet (2017) 

explain that if the subject fills a research gap then there is a contribution to 

science, and if the study concerns contemporary social subjects, it contributes 

to society (Esaiasson et al. 2017 pp. 32-33).  

 

This study highlights the need for more scientific research on how apps and 

AI technology are used by states as a tool to exercise power over people and 

societies. People use apps every day in beneficial aspects (Grant 2019), but 
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apps also increase the chance for states to control populations and societies 

(Davis 2019). The reason for TikTok and Douyin's (the Chinese version of 

TikTok) success is due to the strategies behind the platforms striving to expand 

globally, which differs from previous international platforms (Kaye, Chen & 

Zheng 2020). From a scientific point of view, it is important to study the 

development around new tech firms to know who has the power, what policies 

must be implemented, how the power is distributed through the technology 

companies, and to investigate what the effects may be.  

 

In chapter 1.6, previous research will be presented to locate the study in 

previous facts but also to show that this study fills a scientific gap. This study 

will illustrate the theory of consumption to investigate TikTok as the case. This 

study also developed a theoretical framework based on key components that 

draws from Walker and Ludwig's (2017a; 2017b; 2017c) articles on the 

concept of sharp power. This is a major contribution because this study 

provides a theoretical framework with the five key components of sharp power 

and applies it in the case of TikTok.  

 

Esaiasson et al. (2017) explain that a social study must highlight the 

connection between the subject of the study and contemporary debates 

(Esaiasson et al. 2017 p. 32). This study's connection refers to the ongoing 

debate about China exercising power over populations and countries through 

new technology (Perper 2019). This study's analysis highlights the need for 

increased management in democratic governments to meet new types of 

international challenges. Technological developments are rapidly being 

incorporated into society, and stakeholders and states must be able to create 

management and handle new technology (Cole 2018). Liberal societies use 

technology that is built in non-liberal societies and by doing so they must 
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create secure systems of democratic rights to ensure that people are not 

deprived of their liberty (Smer 2019 pp. 36-37).  

 

This study's analysis of how China can act through TikTok could enhance the 

understanding of how an international app can have a political influence. No 

previous case study has developed this theoretical framework using these key 

components, and then analyzing it on TikTok. This study not only develops 

the concept, but it also highlights the empirical material and that combination 

contributes to society and academia. 

 

1.6 Locating this study in previous research 

This section of this study presents previous research of sharp power and 

TikTok. The first part will describe a general overview of sharp power and 

then focus more on the research about China's sharp power. The second part 

of the section will begin to present research on China's social credit system to 

show other implemented monitoring systems that tries to change minds and 

behaviors. It will be followed by general research on TikTok, then there will 

be an overview of research related to the topic of this study which is TikTok, 

China, and sharp power. There is a limited amount of previous research on 

sharp power in general. However, there are different perspectives on the 

definition that differ from this study's interpretation of sharp power. The 

following text aims to provide the reader with relevant information about this 

study. 

 

1.6.1 Previous research on sharp power   

Biersteker (2020) analyzes sharp power from a different point of view than 

this study has done. He examines Europe's ‘sharp power’ in a sense of 

something good, that Europe is at the forefront when it comes to sharp power. 
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According to his definition, sharp power is about having potential through 

sharp tools, for example, in foreign policy, such as having more voting power 

than the other when it comes to applying sanctions (Biersteker 2020 p. 384). 

This study does not use sharp power from this perspective, so the following 

text goes into the type of sharp power that this study relates to.  

 

Previous analysis on sharp power mostly describes the actions of authoritarian 

countries such as Russia (Spring 2018), China (Lisewski 2020) but also other 

states like Iran and Saudi Arabia (Diamond 2020). Walker (2018) explains 

sharp power as strategies of authoritarian states, which aims to influence and 

affect perceptions and democratic political environment (Walker 2018). 

Walker is one of the main theorists that this study will use in the development 

and analysis of the theoretical framework of sharp power.   

 

Leonova (2019) argues that sharp power is a mixture of influential operations 

and cyberterrorism. It is a global threat through new technology, not just 

towards democracies. Sharp powers typical tactics are, for example, that the 

operations are difficult to detect and that they are not expensive to perform but 

on the other hand the efforts are effective (Leonova 2019). This study relates 

to the fact that sharp power is influential operations. However, this analysis 

assumes that sharp power is used primarily to influence and destabilize 

democratic structures. Leonova (2019) emphasizes that since sharp power is a 

global phenomenon, there is a need for international cooperation that counters 

sharp power (Leonova 2019). This study agrees that the use of sharp power is 

worldwide and needs international cooperation to deal with this type of 

exercise of power, but that is not the focus of this study.  

 

Greene (2020) emphasizes that sharp power can be a new concept, but that 

these types of interference operations have existed for a long time. Greene 
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(2020) highlights a tight connection between sharp power and information 

warfare where China's attacks are harder to trace than Russia's. The reason is 

that China strives to become an international actor who uses propaganda to 

influence instead of disinformation where the latter attracts news publicity 

(Greene 2020 p. 24). China's sharp power can be divided between influence 

operations and interference efforts against e.g. the US and Australia. Influence 

operations are used to destabilize state power in favor of China's interest. The 

efforts want to achieve a transformation over time in perceptions and 

democratic political systems (deLisle 2020 p. 168). This study agrees with 

Greene (2020) that China strives to become an international player. Also, it is 

difficult to detect China's sharp power because the influencing operations are 

hidden in camouflage propaganda activities. This study also agrees with 

deLisle's (2020) view that China wants to change perceptions that hamper 

democratic systems and systematically strengthen Chinese ideology around 

the world. 

 

Previous research highlights that there has been foreign political interference 

using sharp power in 2016 the US presidential election via Twitter, the purpose 

was to influence democratic politics (Hanouna, Neu, Pardo, Tsur & Zahavi 

2019). Greene's (2020) case study focuses in part on Russia's involvement in 

2016 the American election but also China's influence in Australia's political 

system through propaganda (Greene 2020). Another analysis studies China's 

ideology behind the use of sharp power, to increase knowledge about how 

sharp power against democracies should be handled (Cole 2018). That sharp 

power has been used in previous elections is an example of what this study 

means by operations that systematically influence liberal democratic politics 

negatively. This study refers to what Cole (2018) means by including the CCP 

ideology behind the use of sharp power, but this study itself has not made a 
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deeper presentation of China's ideology in the explanation of Chinese sharp 

power.  

 

Spring (2018) highlights that it is too early to know the effects of sharp power. 

But the concept shapes who the enemy is, it is therefore important that the 

researcher is objective during the research process. It may be to deliberate the 

organization behind the concept of sharp power, the NED (Spring 2018 p. 67). 

This study does not believe that it is too early to see effects from sharp power, 

to some extent it is already possible to see how sharp power has affected 

perceptions and societies.  

 

The Sino-American relationship is an ongoing subject in which Lisewski 

(2020) and Diamond (2020) emphasize that the liberal international order is 

weakening, and that China's actions are moving towards sharp power. DeLisle 

(2020) argues that China has increased the use of sharp power to achieve 

political goals because hard power is too risky and soft power is too weak and 

not enough to reach their goals (deLisle 2020 p. 167). Diamond (2020) 

explains that China's sharp power is part of its way of becoming a global 

financier, for example, through investments in foreign infrastructure, 

technology and universities. Investing globally creates opportunities for China 

to control data and promote itself as superior (Diamond 2020). Lisewski 

(2020) uses a theoretical approach when analyzing the Sino-American power 

relationship and calls China's contemporary action sharp power (Lisewski 

2020). This study is in line with the view that China uses sharp power in 

investments in infrastructure and other technological development worldwide 

to gain influence. 

 

Greene (2020) suggests to future research the need to study sharp power as a 

separate division from other perspectives, but also the vulnerabilities in 
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democracies and how to deal with sharp power (Greene 2020 p. 2). This study 

believes that the concept of sharp power has the potential to be developed to 

concretize its meaning, which is why this study forms a theoretical framework 

based on the key components that are drawn from previous articles on the 

concept. The next part presents previous research on topics related to the 

empirical material.  

 

1.6.2 Previous research of TikTok, China and sharp power  

There is a limited amount of previous research on the subject of this study. 

Therefore, a general presentation of research on China's surveillance 

infrastructure is conducted. This is followed by research on TikTok that is 

relevant to this study. The purpose of presenting these subjects is to illustrate 

China's approach to influencing people and to examine TikTok from a critical 

perspective.    

 

China's Social Credit System (SCS) is an approach to monitor, judge, reward 

or punish citizens' social behavior based on e.g. the individual's taxes, 

education and use of social media networks. The aim is to change perceptions 

and behaviors so that they are in line with CCP's ideology (Liang, Das, 

Kostyuk & Hussain 2018). The CCP increases surveillance through new 

technology and collects large amounts of data about everything (Liang et al. 

2018). A concrete example of a Chinese approach to influencing perceptions 

is the repression of Uyghurs in Xinjiang, who are monitored and retrained for 

behaviors that the state considers illegal (Leibold 2019). States use digital 

power to exercise transnational surveillance, and China is a growing internet 

power which raises questions about democratic values but also the 

management of global internet governance (Mann & Daly 2020). This study 

finds importance in mentioning the SCS because it is a part of the monitoring 

infrastructure in China that aims to change perceptions through new 
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technology. The following section first presents general information on 

TikTok, then a more narrowed view closer to the topic of this study. 

 

TikTok is mostly used by younger people as a social network, for sharing 

videos, etc. but it has also been used for other purposes. The app has been used 

by American teenagers to express dissatisfaction with political passivity 

against school shootings with hashtags dark humor (Vickery 2020). The app 

has also been used for influencer marketing, everything from celebrities 

(Haenlein, Anadol, Farnsworth, Hugo, Hunichen & Welte 2020) to inspiring 

travelers (Du, Liechty, Santos & Park 2020). The use of TikTok has increased 

radically during COVID-19 (Haenlein et al. 2020). The app has, for example, 

been used to stay connected with others and to convey important health 

information to a large audience about the pandemic (Basch, Hillyer & Jaime 

2020). At the same time, the Chinese government censor platforms like 

TikTok if the posts are condemned as sensitive content (Feng 2020). This 

study does not analyze TikTok from a user perspective, instead, it analyzes 

how the app is used by the Chinese government to influence users in a direction 

that promotes the country's interests. 

 

TikTok has also been used by extremist groups to publish clips and comments 

intended to damage, harm, and upset people (Weimann & Masri 2020). An 

example of where propaganda clips have been effective is in the 2019 Indian 

election where Das and Schroeder (2020) emphasize that disinformation and 

extremism on social media such as TikTok affected the election (Das & 

Schroeder 2020). This study will not include extremists posting clips on 

TikTok.  

 

Zhang (2020) claims that there is an intense power relationship between 

TikTok and the Chinese government because the app is being used to promote 
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China's political goals (Zhang 2020). Users of Chinese apps such as TikTok 

and WeChat have been blocked because the CCP has decided that the clips 

contain sensitive information. Some examples where content has been 

censored is the mention of Tiananmen Square (Walker, Kalathil & Ludwig 

2020), pro-democracy protests in Hong Kong (deLisle 2020), and the 

oppression of ethnic minorities in the Xinjiang region (Schrader 2020). 

DeLisle (2020) mentions that China today constantly uses political warfare 

and sharp power to influence populations (deLisle 2020). This study is 

consistent with Zhang (2020), Walker, Kalathil, and Ludwig (2020), Schrader 

(2020) and deLisle (2020) in that the Chinese government censor content on 

sensitive topics. However, this study will only focus on China's sharp power 

through TikTok. 

 

TikTok is banned in India, under investigation in the US and under scrutiny in 

other countries because the platform is considered to spread propaganda and 

immoral content (Wang 2020). Some users think that banning TikTok is a 

violation of freedom of expression, but that the app has begun to be scrutinized 

has put pressure on TikTok to separate itself from the Chinese government 

censorships (Wang 2020).  

 

As stated above, previous research about this study is limited. However, China 

is building surveillance infrastructure both within and outside the country to 

influence perceptions that promote the Chinese ideology (Liang et al. 2018). 

Sharp power is about influencing and affecting populations and politics 

internationally (Walker & Ludwig 2017b p. 6). TikTok is one of the apps 

where a new type of exercise of power is performed (deLisle 2020). However, 

the previous research exemplifies that China uses new technology through 

apps like TikTok to influence populations and societies, but it does not 

illustrate a case study of TikTok in relation to sharp power. This study will fill 



 

16(88) 

 

the gap in how sharp power is used through TikTok and this study's 

contribution can increase the understanding of the role of sharp power and 

TikTok. 

 

1.7 Disposition 

This introduction is followed by a presentation of the methodological approach 

that includes considerations regarding case selection, material and the quality 

of this study. After that, this study will present the theoretical framework that 

describes traditional theories and how they relate to power. The reason for 

describing older theories is to provide a historical summary of earlier 

understandings of power, but also to compare earlier theories of power to the 

modern concept of sharp power. This is followed by an analysis of sharp 

power: what the concept is, where it comes from and its purpose. This study 

will then point out the key components that will be analyzed in the case of 

TikTok, to contribute to new societal and academia input. This will be 

followed by a discussion of the answer to the research questions, and 

conclusions from previous sections. This study concludes with suggestions for 

future research in the subject area, both for theoretical and empirical aspects. 
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2 Method  

The next chapter explains the method used to answer this study's research 

questions. Then comes a presentation on the chosen method, methodological 

considerations such as choice of cases and theoretical connections. It will be 

followed by a material discussion and a presentation of validity, reliability and 

generalization to show the quality of this study. This study is a qualitative case 

study as the analysis focuses on how China can use sharp power through 

TikTok. The idea is to create a theoretical framework that will consist of the 

key components that are mostly drawn from Walker and Ludwig's (2017a; 

2017b; 2017c) articles on sharp power. The key components will be analyzed 

in the case of TikTok, which will hopefully provide a greater understanding of 

how China can exercise power through TikTok. This study strives to consume 

as well as to develop the concept of sharp power which will be presented in 

chapter 2.2. 

 

2.1 The qualitative case study  

This study is of a qualitative character which corresponds with Bryman's 

(2018) explanation of a qualitative research design that focuses on 

understanding and interpreting material (Bryman 2018 p. 355). The 

interpretation of sharp power is based on both primary and secondary material 

from various sources and the development of the theoretical framework is 

conducted in chapter 3. Esaiasson et al. (2017) argue that qualitative analysis 

studies texts carefully and extracts the most important parts of the material 

(Esaiasson et al. 2017 p. 211). This study systematically interprets the 

theoretical material to find the parts that form sharp power and then 

categorizes them into the main key components. Esaiasson et al. (2017) 

recommend a systematic approach to the material to find manifest and latent 

understandings in the text. The interpreter can, for example, ask the research 
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questions to the texts (Esaiasson et al. 2017 pp. 228-229). These key 

components are the factors that will be applied to the empirical analysis of 

TikTok.  

 

This study is a case study that focuses on analyzing how China can use sharp 

power through TikTok to gain an understanding of China's exercise of power 

through the app. A case study allows the researcher to analyze the complexity 

by having a narrowed approach to get as much information about that specific 

case as possible (Bryman 2018 p. 96). The fewer cases that are analyzed, the 

larger amount of information is collected about the individual case 

(Hammersley & Gomm 2000 p. 3). A case study usually analyzes one or a few 

units to get a detailed review of the selected case (Esaiasson et al. 2017 p. 109). 

The unit of this study is TikTok, not the app itself but how political power can 

be used through the app. Therefore, aspects of the empirical material that show 

how TikTok influences, censors or manipulates content or perceptions are of 

great interest. A case study is useful when developing a theory but is it also 

beneficial to have a high validity as the focus can give a detailed description 

of a complex phenomenon (George & Bennett 2005 p. 19).  

 

The researcher is guided by the theoretical focus in the single case study 

(George & Bennett 2005 p. 70). This study is navigated by the theoretical 

framework, the key components will guide relevant findings in the empirical 

material to gain an understanding of how China can use sharp power through 

TikTok. This study seeks to be transparent when interpreting and analyzing 

the qualitative material.  

 

If this study aimed to analyze more than one case or several countries, a 

comparative study would be more appropriate (Landman 2003 p. 25). This 

study could have used a comparative method, but since the purpose is to focus 
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on the concept of sharp power and the case of TikTok there is no space for 

anything other than that. Therefore, a case study was chosen as the method 

because it made it possible to focus on how China can use sharp power through 

TikTok. 

 

2.1.1 The motivation for the selection of TikTok 

The choice of TikTok is affected by several factors. The first reason was that 

this study had an interest in studying sharp power, therefore a case was needed 

that could fit the description of the concept. Sharp power explains how 

authoritarian states such as China exercise a new form of political power 

through new technology (Walker, Kalathil & Ludwig 2020 p. 125). The choice 

of the case needed to relate to an authoritarian country that is considered to 

exercise this new form of power. To clarify, authoritarian countries other than 

China also use sharp power, e.g. Russia or Iran (Walker 2019). TikTok was 

interesting because it is owned by the Chinese technology company 

ByteDance (ByteDance n.d.).  

 

An additional contributing factor to the selection of the case is that the topic is 

discussed on the political agenda, i.e. whether TikTok is a security threat (Liao 

2020). Another reason for choosing TikTok is that the case is relatively open. 

The debate about TikTok received a lot of media attention, which made it 

possible to find available information to answer this study's research questions. 

Choosing TikTok is a choice to study the authoritarian exercise of power 

through new technology. 

 

2.2 Developing and consuming the theory  

This study is a qualitative case study of China's use of sharp power through 

TikTok. The theoretical connection consumes and develops the concept of 
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sharp power but to different extents. An important aspect that George and 

Bennett (2005) highlight is that the researcher must deliberate the need to 

develop a theory or if it is already well established (George & Bennett 2005 p. 

74). The concept of sharp power is relatively new and there is only some 

previous research on the subject. It constitutes the need to be developed, to 

clarify its function and evaluate how suitably it puts the phenomenon in focus.  

 

This study strives to develop the theory as it forms five key components that 

draw on previous analysis mostly by Walker and Ludwig (2017a; 2017b; 

2017c). No one has put together and used these key components to explain 

sharp power through TikTok before. It will hopefully concretize the concept 

of sharp power and constitute a theoretical input. A reason to develop a theory 

is to fill a gap in an existing theory (George & Bennett 2005 p. 111). Esaiasson 

et al. (2017) explain that if a study intends to develop a theory it must make a 

theoretical contribution (Esaiasson et al. 2017 p. 43). The need to analyze 

sharp power is relevant for understanding new ways of exercising political 

power (Walker & Ludwig 2017b p. 7). 

 

This study develops the concept but also consumes it to some extent because 

the case of TikTok is at the center of this study. Esaiasson et al. (2017) argue 

that the purpose of consuming a theory is to explain the actual case through a 

theory (Esaiasson et al. 2017 p. 42). This study aims to vitalize how China 

might use sharp power through the case of TikTok. This means that the case 

will be at the center of this study to explain which aspects of the case that 

constitute the use of sharp power.  
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2.3 Material discussion and evaluation 

It has never been easier to collect, compile, and spread information which is 

why it is important to evaluate material (Esaiasson et al. 2017 p. 288). The 

case of TikTok and the concept of sharp power are relatively new subjects, 

which raises the importance of knowing what material can be counted as 

evidence. This study has evaluated the empirical material to some principles 

to obtain more reliable results and the evaluation is presented below.  

 

It is necessary to assess the credibility of the material by confirming the 

information with other sources (Esaiasson et al. 2017 p. 291). The content of 

the material used in this study has been constantly confirmed with other 

sources to increase its credibility. An illustration of how this study evaluated 

credibility is, for example, confirming the information: China has the right to 

control the flow of information in Chinese institutions, is confirmed with 

previous research (Rosenberger & Gorman 2020 p. 88), the literature on China 

used in a university course in Sweden (Wasserstrom 2016 p. 282), 

organizations (Weiboscope HKU 2020; V-Dem 2020), and in a news article 

(Business Standard 2020). 

 

The second principle is to evaluate how independent the information within 

the source is (Esaiasson et al. 2017 pp. 292-293). It is important to remember 

that this study will interpret secondary material that is already being 

interpreted by someone else. It is therefore vital to determine the independence 

of the information. During the writing process of this study, the US is in the 

middle of an election campaign that may affect the type of information 

published. This study has not only sought information with the same facts but 

also strived to find primary material.  
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The material should also be current, newer information is mostly more reliable 

than older sources (Esaiasson et al. 2017 p. 294). This study strives to use 

materials that are as current as possible. The case is fairly new which is both 

positive and negative. One advantage is that the information is current, and a 

disadvantage is that it is unclear how true the facts are because information 

about the TikTok debate is constantly updated. 

 

The last principle is about the objectivity or tendency of the material. This 

means that the material must be evaluated to see how biased it is (Esaiasson et 

al. 2017 p. 295). This study has reflected on the objectivity of the material, for 

example, whether political statements in the US may have hidden agendas due 

to the election campaign. President-elect Joe Biden and Donald Trump sought 

to win the election, which emphasizes the importance of awareness of why or 

how something is presented. Before the election, Mearsheimer (2020) argued 

in a debate, that the winner of the election will have a major impact on US 

foreign policy and blames the Trump administration for the US's poor relations 

with China (Centre for Independent Studies 2020). No one knows what the 

future relationship between President-elect Biden and General Secretary Xi 

Jinping will be. 

 

Another aspect the reader should be aware of is that the concept of sharp power 

is founded by the NED, a non-profit American organization that supports 

projects to strengthen democracy worldwide (National Endowment for 

Democracy n.d). The concept of sharp power is a Western term based on a 

Western context. This means that the concept may be biased by Western 

history and culture. This does not make the concept less important to study, 

but it is an aspect to be aware of. 
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2.4 The validity and reliability of this study  

The next part will present a discussion of the validity and reliability of this 

study because according to Bryman (2018) it is necessary to clarify the quality 

of a paper (Bryman 2018 p. 465). It can be difficult to measure the reliability 

and validity of a qualitative study, therefore this study will add four criteria to 

improve the discussion about the quality of this study.  

 

The first two criteria are credibility and transferability, which measure the 

validity of the study and this is based on whether the result is reliable and 

generalizable to other cases (Bryman 2018 p. 467). This study strives to 

achieve trustworthy results through transparency throughout the work. This is 

in line with George and Bennett's (2005) explanation that transparency 

increases validity and replicability, but also that the researcher should provide 

a detailed description of the material studied in the analysis (George & Bennett 

2005 p. 106). It is also important for a study to analyze what the study intended 

to analyze to gain a high validity, otherwise, the results will not be legitimate 

(Esaiasson et al. 2017 p. 57).  

 

The third criterion is dependable, and it relates to the term reliability, which 

means that the researcher must provide a description of the approach 

throughout the study. Others need to know how the results were achieved 

(Bryman 2018 p. 468). The reliability is shown if the study is replicable by 

another person and achieves the same results (Bryman 2018 p. 465). This study 

is a case study and will only investigate a specific case. The advantage of case 

studies is that it allows the researcher to focus and describe narrowly aspects 

that would not otherwise have been described (George & Bennett 2005 p. 106). 

 

The last criterion is confirmability, and it indicates that the researcher can 

confirm that the research is not consciously influenced by personal opinions. 
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The researcher can never be completely objective in social science but must 

strive to be objective by confirming and strengthening the results (Bryman 

2018 p. 470). As discussed in the previous chapter 1.4, the concept of sharp 

power and a lot of material used in this study has a Western centric view. 

Therefore, this study has tried to get a large amount of sources and information 

with several different aspects and approach it with a critical attitude. 

 

2.5 The ambition of generalizing this study's analysis 

The ability to generalize the results from the analysis to other studies has been 

of great importance in social science (Bryman 2018 p. 216). Lincoln and Guba 

(2000) argue that conducting a case study with one or a few cases makes the 

case unique and difficult to generalize the findings to other cases (Lincoln & 

Guba 2000 p. 27). Gomm, Hammersley and Foster (2000) are critical that a 

case study is unique and instead argues that a case study is a case of something. 

The case is already a categorized generalization of something and is therefore 

not unique (Gomm, Hammersley & Foster 2000 p. 102).  

  

Therefore, the subject of this case study is categorized as a generalization of 

something. This study is a case of authoritarian countries using sharp power to 

influence and affect populations and political structures globally through new 

technology.  

  

Some parts of this study are more generalizable than others. The key 

components of the concept can be generalized to other studies that analyze 

how someone exercises sharp power. For example, the component 

manipulation can be applied to point out how content or a narrative has 

changed, the censorship component can be applied to apps that might 

shadowban hashtags, etc. The propaganda component could be generalized to 

expose its camouflage in local debates to see what disinformation is and what 
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the voice of a local is. The components, control and influence, can be 

generalized to studies as ethical considerations in AI development as in the 

part of machine learning. The key components can also be generalized to study 

how leaders or other governments (not just authoritarian countries) may use 

sharp power through their political positions.   

  

The case of TikTok will not be like other cases, which means that the case 

itself may not be completely generalized. However, some parts of the case may 

be relevant to other studies as China (and others) are likely to continue to use 

sharp power. A part of the analysis that may be relevant for future research is 

that the attempts are diffuse, for example as the analysis shows that TikTok 

spreads the CCP's propaganda despite the company itself denying that they 

cooperate with the Chinese government. Another part that may be relevant for 

future research is that sharp power is used via a transnational app to secure 

national interest. Several aspects of the analysis will be able to be generalized 

to future studies.  
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3 Developing a theoretical framework on sharp 

power 

In this chapter, this study will develop a theoretical framework, and it will 

consist of explanations of earlier traditional theories such as realism, liberalism 

and critical perspectives in relation to the use of power. The reason is to clarify 

how a new type of political power cannot be explained through these 

perspectives, nor understood as hard and soft power. It will be followed by a 

presentation of sharp power, how it arose, what it is, how to understand it and 

its aim. After the background of the concept has been presented, this study will 

introduce the five key components of sharp power. The key components are 

considered to be the most influential characteristics based on previous analysis 

of sharp power. They will be presented separately to gain more knowledge 

about the different parts of the concept. Finally, the chapter will describe the 

operationalization of this study to increase the understanding of the approach 

taken to answer this study's research question. It will clarify how to apply the 

key components of sharp power on the empirical material of TikTok.  

 

3.1 Traditional theories of the exercise of power 

A theory aims to explain and interpret a phenomenon from a certain 

perspective (Heywood 2014 p. 55). There are different ways to understand 

power. Joseph S. Nye (2004), the founder of soft power, explains that the 

distribution of power is an influential act, either a coercive, by payment or 

attractive strategy that changes perceptions and behaviors for the desired result 

(Nye 2004 p. 1-2).  
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3.1.1 Realism and power  

The state is the main global actor for realism in international relations 

(Heywood 2014 p. 14). Thucydides is the first historian that analyzed the 

concept of political power through the war between Athens and Sparta that 

started 431 BC. He highlighted that the rise of the war was due to a change in 

the power dynamics between the states. Both fought to gain the power to 

become the hegemon (Thucydides 2006 p. 98). Niccolò Machiavelli (2012) 

who was an Italian political philosopher, contributed in the 15th century to 

classical realism by explaining the nature of people as cruel, egoists, cowards, 

ungrateful, ravenous and the power is distributed by manipulation and brutality 

(Machiavelli 2012 p. 98). The English political philosopher Thomas Hobbes 

(2004) emphasized in the 16th century, that only a state of nature, that is, a 

state with total power will obtain peace. This means that the weaker ones have 

in a social agreement allowed themselves to be given mercy to the stronger in 

exchange for security (Hobbes 2004 pp. 157-160). Robert Dahl (1915-2014) 

was a political theorist who contributed to the definition of power structures 

and he described it as “A has power over B to the extent that A can get B to do 

something that B would not otherwise do” (Dahl 1957 pp. 202-203).  

 

Hans J. Morgenthau (1904-1980) (2006) is a major influential theorist in 

international relations (IR). He highlighted that international politics is a 

power struggle between actors who strive for political power in an anarchic 

system. Human nature wants to dominate others, which causes conflicts 

(Morgenthau 2006 pp. 29-30). Other IR theorists such as Kenneth N. Waltz 

(1924-2013) and John J. Mearsheimer (1947-) analyze power through 

neorealism or structural realism. The difference from classical realism is that 

it is the structures of the international system that affect the behavior of states, 

not human desire or domestic factors (Waltz 2008 pp. 58-59). States seek 

security to survive in an anarchic system where there is no authority to protect 
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them from each other. This means that countries either maintain the balance 

of power or strive and compete for more power to secure their survival 

(Mearsheimer 2001 pp. 19-21). 

 

3.1.2 Liberalism and power  

Liberalism embraces international cooperation which creates interdependence 

between international institutions (Heywood 2014 pp. 65-66). John Locke 

(1632-1704) is considered one of the founders of liberalism. He contributed 

with the idea that human nature has the right to freedom and property but also 

highlights an optimism about cooperation to achieve security and peaceable 

living (Locke, Dunn & Grant 2003 p. 142). Immanuel Kant (1724-1804) 

emphasized that external cooperation among nations brings internal peace for 

the citizens, which makes it possible for perpetual peace (Kant 2016 pp. 55-

57). 

 

Liberalism and democracy are interconnected, liberal countries are considered 

to be naturally more peaceful than non-democracies because they live in a 

harmonious balance of power. Neoliberalism is an update of liberalism that 

focuses on strategies that promote socioeconomic systems such as free market 

trade (Heywood 2014 pp. 65-67). The power is in the interdependency in the 

globalized world, domestic politics affect international institutions and vice 

versa. Actors, institutions, and states have the power to affect international 

affairs (Keohane & Nye 1987 p. 742). 

 

3.1.3 Constructivism, poststructuralism and power 

Constructivism is one of the newer traditional theories within IR and has a 

skeptical postmodern approach against realism and liberalism. Constructivists 

explain international politics by analyzing how material and social life, such 
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as linguistics, laws and norms, creates individual identities (Goldstein 2005 p. 

126). The reality is socially constructed, which means that the definition of 

power or the political discourse is reshaped through interactions in the social 

context e.g. between people, countries or cultures (Nye & Welch 2012 p. 9).  

 

Alexander Wendt (1992) is a contemporary influential theorist for 

constructivism, he has for example contributed to the importance of including 

the cognitive ability in understanding the meaning of something. It is the social 

interpretation of anarchy or power that determines its meaning because a 

phenomenon is what we constructed it to be through the interaction in the 

social world (Wendt 1992 pp. 424-425). Antonio Gramsci (1891-1937) was a 

political prisoner and died after eleven years in one of Mussolini's prisons 

(Gramsci 2007 p. 11). He highlighted that the construction of hegemony 

legitimized rulers to use power and dominance through capitalism (Gramsci 

2007 pp. 228-229). 

 

Michel Foucault (1926-1984) (2000) argued that the power of discourse is 

power over people's minds, it constructs the idea of stigmatizing the other. For 

example, the West exercised power by calling the Soviet socialist totalitarian, 

while the Soviets exercised power by calling the West capitalists the system 

of class dominance (Foucault 2000 p. 117). State politics and politicians use 

the power over discourse to influence people's perception of the truth. When 

an influential actor presents the truth, then it is a process of exercising power 

over people and power over any effects that come from communication 

(Foucault 2000 pp. 131-133).  
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3.2 Hard and soft power 

Hard power is usually used through military or economic capabilities to 

achieve the desired effect. The approach of hard power is through 

inducements, bribes or threats (Nye 2004 p. 5). Hard power is used, for 

example, when the government commands the military to enter combat, freeze 

assets, or place economic sanctions on other states or actors (Nye 2004 p. 99). 

A misleading illusion is that people or countries are attracted and believe that 

states with strong military power are unbreakable. An example of this is the 

collapse of the Soviets in the 1990s despite the strong hard power. The 

powerfulness in the source depends on the context of the situation (Nye 2004 

p. 9).  

 

Soft power is used through attraction and persuasion to get the desired result 

(Nye & Welch 2012 p. 352). It is about having the power to make others want 

what you want through attraction or charisma, for example, by being a role 

model that makes others follow you (Nye 2004 p. 5). The attractions in the 

international sphere are based on a country's legitimacy regarding its culture, 

political norms or values and foreign policies (Nye 2004 p. 11). Soft power 

includes the power of sharing and receiving information, which a lot of people 

have access to today (Nye 2004 p. 105). Communicated information needs to 

be credible and legitimate for people to be attracted or governed by it. One 

vital part of soft power is to have the ability to get people to trust the 

information and the one who exercises it (Nye 2004 p. 31).  

 

The power with the best effect depends on the context of the situation. From 

an ethical perspective, soft power does not have to be better than hard power, 

for example, terrorists may experience soft power through the attraction of its 

leader, while at the same time performing martyrdom (Nye & Welch 2012 pp. 

45-46). Having power over people's opinions can be one of the most important 
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sources of power (Nye 2004 p. 8). However, soft power does not protect the 

country in war, just as bombing the enemy does not solve pandemics or create 

liberal values (Nye 2004 p. 17). Nye (2004) refers to the term smart power 

while arguing that only a mixed combination of hard and soft power is the 

ultimate way to maximize the chances of success to get the desired results (Nye 

2004 pp. 32, 147). 

 

 

Figure 1: The first three presented types of power are detailed by Joseph Nye 

(2004) and have for a long time explained the exercises of power (Nye 2004 

p. 31). The fourth explained form is sharp power, which shows its key 

components and aims to conceptualize the new form of power. 

 

Different sources of power, including its character, where it is visible, and how 

the power is distributed are in figure 1. Starting with the behavior of the 

military power is for example in the purpose of deterrence and is usually 

through threats or force in a war. A misbehaving country can be given 

sanctions, but economic power can also be wielded through aid. Soft power is 

about attraction which can be unveiled in the country’s values, norms, and 

institutions.   
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However, it is no longer possible to explain the exercise of power by 

authoritarian governments with the concepts of soft or hard power. China's 

distribution of power does not use military power or legitimate attraction to 

influence people's minds. Instead, they try to influence e.g. the media's content 

and education by manipulating or having one's attention drawn away (Walker 

& Ludwig 2017b p. 6). We need to get a new understanding of power that 

reflects the distribution of power in contemporary times and this is where sharp 

power enters. The meaning of sharp power is will be explained next. 

 

3.3 Sharp power 

The next text begins with background information that explains how to 

understand and what the purpose is for using sharp power. This will be 

followed by a presentation of the five key components. The components are 

presented separately to gain an understanding of the concept and they will also 

form the foundation of the empirical analysis. 

  

3.3.1 The background of sharp power 

The organization National Endowment for Democracy (NED) is behind the 

meaning of sharp power, where Walker, who is the Vice President for studies 

and analysis at NED, and Ludwig, a research officer at NED's International 

Forum for Democratic Studies, first mentioned the term in Foreign Affairs in 

2017 (Walker & Ludwig 2017c). Walker and Ludwig (2017a) present that the 

NED report analyzes China and Russia's influence efforts within Argentina, 

Peru, Slovakia, and Poland within the spheres of media, academia, culture, 

think tanks and policy communities. The selected countries were because they 

are young democracies and therefore more vulnerable to sharp power. 

However, sharp power is a threat to democratic countries around the world. 

The chosen spheres of the NED report are because they have a great influence 

on constructing perceptions (Walker & Ludwig 2017a p. 11).  
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The West has undermined influential activities from China and Russian 

governments, which has resulted in authoritarian countries developing and 

carrying out influential efforts for a long time without any investigation. The 

reason is that the Western world believed that the power of authoritarian 

governments weakened after the Cold War and that they would instead 

implement democratic values. Therefore, no more consideration was given to 

analyzing the possible effects of the influential activities from authoritarian 

states. However, globalization and technological development have 

strengthened the influential efforts and the result is that democratic values 

around the world are threatened (Walker & Ludwig 2017a p. 9). The 

influential efforts have been considered as soft power, which is another reason 

they have not been taken seriously. A few activities do not seem so dangerous, 

but when the puzzle is put together, it creates a system that demonstrates a 

great risk for democracies today (Walker & Ludwig 2017b p. 7).  

 

3.3.2 What is sharp power?  

Sharp power is a new concept for understanding how authoritarian 

governments exercise power. The character of exercising political power has 

changed and the concept arose because previous theories could not explain the 

contemporary distribution of political power (Walker & Ludwig 2017b p. 6). 

The definition of sharp is a symbol for the influential activities that pierce, 

penetrate, or perforate the targeted societies, like the tip of an arrow (Walker 

& Ludwig 2017a p. 13). 

 

What distinguishes sharp power from soft power is that the influential efforts 

do not attract perceptions in a certain direction. Sharp power is neither hard 

power in the sense of force or coercion of certain results for example through 
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military power. Sharp power is instead about manipulating, controlling and 

distracting the content of the information to achieve the desired outcome 

(Walker & Ludwig 2017b p. 6). For example, China offered media training for 

Latin American journalists which could be seen as a soft power tool. But 

having media training in China is to learn how to have a pro-government 

approach towards Beijing's government (Cardenal 2017 pp. 30-31). 

Transnational Chinese cooperation or organization strategies are designed to 

serve the ideology and national interests of the state party. Elites around the 

world that sympathize with China may not be aware that e.g. Chinese 

investment in a country's social and economic infrastructure aims to strengthen 

the Chinese interests, not a friendship (Cardenal 2017 p. 33).  

   

3.3.3 Understanding sharp power  

Authoritarian governments use sharp power in various ways, but something 

typical is to use sharp power through democratic systems, such as freedom of 

speech. This is considered to have an exploitative function because countries 

that exercise sharp power often condemn and do not embrace liberal values at 

home (Walker & Ludwig 2017b p. 6). China and Russia govern what 

information reaches the citizens from abroad in order to control what 

influences perceptions and behaviors. Both China and Russia are against 

political pluralism, favor state power before individual rights and want to 

expand this ideology globally (Walker & Ludwig 2017c). 

 

Using democratic systems makes it easier to exercise sharp power, while on 

the other hand makes it more difficult for those who are attacked to detect the 

attempts. Sharp power can be diffuse and difficult to grasp, which has resulted 

in slow counter management and inadequate response to the new power 

(Walker & Ludwig 2017c). Another contributing factor to the difficulty of 

detecting sharp power is that the manipulation or propaganda usually confirms 
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narratives that are already flourishing in the targeted country. If the content of 

the propaganda seems to come from a local actor, it will be received as more 

legitimate than if there is the knowledge that the source comes from outside 

the country (Walker & Ludwig 2017a p. 16). An example of the difficulty of 

distinguishing sharp power from local narratives is Russia's propaganda in 

Poland. The Russian propaganda is similar and confirms Poland's populist 

political narratives towards the EU's human rights for homosexuality, 

immigration or Muslims (Kucharczyk 2017 pp. 94-95). 

 

Authoritarians' sharp power is progressively getting stronger and better at 

camouflaging the efforts. One way to get stronger without receiving reaction 

is through people-to-people diplomacy. In this context, it means that the 

authoritarian government builds relations with elites in the targeted country so 

they can have control in future events (Walker & Ludwig 2017a p. 8). China 

establishes cooperation with elites in many environments which has increased 

its influence in fields such as culture, education, media and other platforms of 

influence (Cardenal 2017 p. 34). 

 

3.3.4 The purpose of sharp power  

Using sharp power has several purposes but the main aim is to undermine 

democracy and promote authoritarian ideology and culture internationally. 

Authoritarian governments use sharp power to strengthen their role, interest 

and control around the world. Societies around the world are exposed to sharp 

power that tries to shape perceptions and political systems to secure national 

interests and their future role as a global player (Walker & Ludwig 2017b p. 

6).  
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The influential efforts from China and Russia have gradually evolved from 

soft power to sharp power. The development of technology and the explosion 

of the internet enabled sharp power to a global extent. The purpose is to change 

but also shape perceptions and opinions all over the world that will hamper 

democracy. The sharp power of authoritarian countries has malign objectives 

with tools that censor and control information. Actors who think these types 

of activities are soft power rely on false security (Walker & Ludwig 2017a p. 

12). 

 

Another aim of using sharp power is to neutralize criticism of authoritarian 

states and legitimize the illiberal mindset. This is done in part when 

authoritarian governments gain access to democratic systems, for example by 

building relationships and cooperation with the elites or organizations of the 

targeted country that enable the chance to affect the content. Sharp power is 

used to destabilize democratic values and make it less attractive than it is. The 

authoritarian government strives to become an alternative for democracy in 

societies around the world. Therefore, democratic leaders need to remind 

liberal populations of fundamental democratic rights so that they are not 

forgotten and replaced by authoritarian values (Walker & Ludwig 2017b p. 7). 

 

A further aim is that sharp power is used to strengthen divisions that already 

exist in society. This is done by spreading narratives that go along with local 

opinions that are, for example, against democratic institutions. One of the 

reasons why it is difficult to distinguish between sharp power and 

antidemocratic values is because authoritarian governments use propaganda to 

bolster and intensify opinions. This confirms what is meant by undermining 

democratic systems, it is to reshape perceptions that democracy is unreliable 

(Walker & Ludwig 2017c).   
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3.4 The key components of sharp power 

The following section will present the key components of sharp power. It will 

start with an overview of the selected components that constitute the main 

parts of sharp power. It will then describe the components separately to gain 

an understanding of their meaning in relation to the concept. The five key 

components of sharp power are: 

 

• Manipulation  

• Censorship  

• Propaganda  

• Control  

• Influence 

 

These five components were selected as the key components based on previous 

articles by Walker and Ludwig (2017a; 2017b; 2017c), to be the main 

characteristics of influential activities used to describe the new type of political 

power. These components are used to influence perceptions, behaviors and to 

undermine democratic systems. They are used to secure the interests of 

authoritarian countries, to gradually increase and strengthen its influence 

globally.  

 

The differences between manipulation, censorship, propaganda, control and 

influence can sometimes be difficult to distinguish when analyzing NED's 

reports and other authors' texts about sharp power. The terms are usually used 

together to increase the understanding of the concept. However, this study 

finds it valuable to study them separately before mapping them together, partly 

because they have different approaches but also to understand the nature of 

sharp power. The following parts clarify the importance of the key 
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components, these components then guide the analysis of the empirical 

material. 

 

3.4.1 Manipulation 

Manipulation is when something like information or other material is being 

changed or mixed with the purpose to mislead, confuse or gain the desired 

result (The Committee on National Investment in Media and Information 

literacy and the democratic dialogs 2020 p. 72). States use manipulation in 

contemporary political power and the manipulative nature is one of the reasons 

why these activities are no longer considered to be soft power. The influence 

efforts no longer have an attractive character that soft power entailed, nor do 

they genuinely try to win people's hearts or perceptions through these attempts 

(Walker & Ludwig 2017a p. 13).   

 

China is the main player of online manipulation and has developed mass 

monitoring systems to do so. Online manipulation aims to influence the world, 

perceptions and actions but also to create divisions in society (Walker & 

Ludwig 2017a p. 12). The Beijing government demands that everything 

considered to be a threat to the state party must be changed or neutralized, 

which means changed or removed (Walker & Ludwig 2017a p. 18). Another 

example of publishing or information manipulation is the state-owned 

international television network Russia Today (RT). The RT started in 2005 

and the information content is manipulated to influence perceptions and 

behaviors that benefit the Russian government internationally (Walker & 

Ludwig 2017a p. 8). 

 

Making democracy seem less attractive can be done by spreading manipulative 

stories aimed at fragmenting the cohesion of democratic countries. This 
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influencing effort is ongoing, and the RT has for example gradually 

strengthened mistrust in Eastern Europe towards the EU and NATO. The 

activities are part of distorting stories with mixed content of nonliberal 

messages that authoritarian systems are the optimal choice instead of 

democracy (Walker & Ludwig 2017c).  

 

Therefore, manipulating the information or the situation is considered to be 

one part of sharp power because the aim is to get people to think and behave 

mostly based on the received information. Manipulation should be interpreted 

within the definition of sharp power. The dissemination of narratives, on the 

other hand, is a form of propaganda but changing the content to confuse 

perceptions and behavior is manipulation.   

 

3.4.2 Censorship   

Censorship means that information is previewed and deleted if it is considered 

to contain prohibited content. The purpose of censorship has been that the 

leader controls the type of information that can influence and affect the 

citizens' perception and behavior (Nationalencyklopedin n.d.). Sharp power is 

not about public diplomacy, it is about censoring and monitoring information 

(Walker & Ludwig 2017c). 

 

The sharp power of authoritarian countries has different shapes and it is 

important to analyze the politics and culture of the individual country to 

understand the essence of the influence effort. In China and Russia, individuals 

who express political views that do not promote the ideology of the 

governments are silenced. This type of censorship is gradually increasing 

today all over the world. China's state party censors and controls the 
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information content of Chinese transnational companies and considers itself 

entitled to carry out censorship internationally (Walker & Ludwig 2017c). 

 

Sharp power is used through developed systems that are adapted to handle 

today's context. The online manipulation mentioned above includes censorship 

techniques that remove all content that the public is not allowed to share. China 

has employees around the clock who work to censor and monitor the content 

of information to control that it does not violate banned substances. Chinese 

organizations and citizens also have a responsibility to self-censor the 

information on platforms or other spheres as it is unacceptable to post sensitive 

topics. These updated censorship systems that aim to achieve the desired result 

have no attraction or persuasion that exists within soft power (Walker & 

Ludwig 2017a p. 12).  

 

3.4.3 Propaganda 

Propaganda is political messages which promote a certain aspect and it comes 

in different forms like language, images or texts, etc. Propaganda is usually 

distributed through media, TV, radio or other communication environments. 

It is used to influence individuals' perceptions, opinions, values or behaviors 

to reach the desired outcome (Nationalencyklopedin n.d.a). The main idea of 

propaganda in sharp power is to divert peoples' attention from something, 

neutralize or steer the conversation towards a false image of what is true. It is 

used to confuse and make people believe in a misleading image. Propaganda 

is not only used to portray attention from something, it is also spread to 

motivate and justify an action, behavior or opinion (Walker & Ludwig 2017c).  

 

Authoritarian countries use propaganda through sharp power, and one way to 

control discussions on social media is to post huge amounts of information that 
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distract and interrupt unacceptable topics. Another way to control people's 

perceptions and affect behaviors is to continuously allow access to a certain 

type of information. That China has increased domestic ideological 

propaganda in education and universities is due to the CCP promoting a one 

party state and opposing other types of political systems. The propaganda is 

used because the CCP wants to affect students' perception and behavior 

according to the ideology of the state party. Using propaganda in this sense to 

distract and control the platforms of influence such as media and education do 

not correspond at all with soft power (Walker & Ludwig 2017a p. 14). 

 

3.4.4 Control 

This study uses the definition of control as having the power to govern and 

monitor something while regulating to correct any errors. Control includes 

governing to obtain and achieve a certain outcome in the future. Control relates 

to the term power, both over individuals but also future scenarios 

(Nationalencyklopedin n.d.b). Russia and China use sharp power through 

cooperation around the world, for example through partnerships with 

universities in e.g. Latin America to gain control in the country where the 

university is located (Walker & Ludwig 2017a p. 17).  

 

Control is a main component in sharp power because there is always a type of 

control in most areas, especially in the information sphere. One type of control 

is performed when large amounts of propaganda and disinformation are spread 

to neutralize or remove focus from an ongoing discussion. Having control over 

the situation is partly about ensuring that the topic under discussion does not 

escalate and become a subject that is considered sensitive (Walker & Ludwig 

2017a p. 14). Having the control can also be about authoritarian countries 

controlling the data of transnational tech companies. China is acting under the 

state-sovereignty, which justifies censorship and other approaches to control 
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the content in influential environments (Walker, Kalathil & Ludwig 2020 p. 

130).    

 

China holds control by implementing compulsory education about the 

country's ideology at universities in and outside China. The control is 

embedded in partnerships and collaborations between institutes, countries and 

other layers of the social and economic infrastructure. China gained more 

control worldwide during the financial crisis in 2008 and became the 

alternative financial investor for developing countries (Walker & Ludwig 

2017a p. 14). The issue is not about the cooperation or the deals per se, the 

problem is that the CCP can use and control the countries through these deals 

when they want to. For example, the Chinese government controls Confucius 

Institutes in Latin America (and worldwide) in terms of who is employed and 

information content to ensure that it is in line with the CCP's agenda (Walker 

& Ludwig 2017a p. 16). 

 

3.4.5 Influence  

Influence is about having the ability to affect someone or something, hopefully 

in a certain direction (Nationalencyklopedin n.d.c). China uses the power of 

influence to secure future interests and to become a legitimate global player. 

Influence is additionally a part of sharp power because authoritarian countries 

do influence individuals' perceptions of liberal values to secure national 

interests. For example, Russia spreads propaganda through RT to influence 

individuals to distrust democratic systems and then to begin to see Russia as 

the optimal country (Walker & Ludwig 2017c).  

 

Authoritarian governments influence through deals, investments in social and 

economic infrastructure projects, partnerships, media, political entities and 
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other spheres of influence worldwide (Walker & Ludwig 2017a p. 19). The 

problem is that influence permeates, in other words, the aim of influencing 

authoritarian ideology worldwide is to erode democracy, secure national 

interests both domestically and globally but also gain authority as a legitimate 

actor. Influential activities pierce, penetrate, and perforate the information 

spheres and the characteristic is no longer in the sense of soft power (Walker 

& Ludwig 2017a p. 13). This study argues that it is valuable to analyze 

influence as a separate aspect of sharp power to examine how authoritarian 

countries influence through manipulation, censorship, propaganda and 

control.  

 

3.5 Operationalization 

The following section will describe the operationalization of this study. 

Operationalization is about describing how the study should proceed to 

achieve a result, it is about defining operational indicators that could be 

connected to the theory (Esaiasson et al. 2017 p. 56).  

 

This study's definition of sharp power is mostly based on articles by Walker 

and Ludwig's (2017a; 2017b; 2017c) description of sharp power. It is an 

influential act by authoritarian countries to undermine democratic systems, 

change perceptions and behaviors to secure its national interests worldwide 

(Walker & Ludwig 2017b p. 6). The selected main components of sharp power 

are manipulation, censorship, propaganda, control and influence, which also 

form the basis of this study's empirical analysis. The idea is to clarify how 

China uses sharp power through TikTok in accordance with these five 

components. To understand how this study has connected the key components 

of sharp power to the empirical material the question was asked: In what way 

does TikTok contribute to manipulating, censoring, propagating, controlling 

and influencing people and societies? 
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Figure 2: This study's key components of the concept of sharp power and the 

indicators of this study's operationalization.  

 

To examine how China uses sharp power through TikTok, this study analyzes 

these five key components of sharp power in the empirical material. More 

specifically, to prove that there has been manipulation via the app, this study 

will look for material that indicates that the content on TikTok has changed. 

The material that concerns that there has been a mixing of the content to create 

a manipulated situation or misleading perceptions is also of interest. Another 

relevant aspect is to search for material that emphasizes that China has 

deliberately changed something regarding TikTok in order to achieve the 

desired result. 

 

To prove whether China uses censorship methods within TikTok, this study 

will search for material that contains ongoing surveillance that deletes aspects 

on TikTok. It may be material that monitoring systems exist that remove 
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content that is not acceptable to flourish on the platform. Additionally, this 

study also finds importance in the material that confirms that censorship 

systems approve subjects to be on the platform. 

 

This study's strategy to prove whether there is propaganda on TikTok, this 

study will look for material that indicates that subjects on the app have been 

neutralized or interrupted. Other aspects that are relevant for evaluating 

whether propaganda has taken place via TikTok is to find material that 

highlights that topics have been strengthened e.g. through masspostings. This 

study will also look for texts where the content includes aspects that only a 

certain type of message is allowed such as political or distorted messages that 

aim to mislead the narrative. 

 

For this study to analyze that control takes place on TikTok, it will search for 

indicators that confirm that China is acting in accordance with state-

sovereignty in the empirical material. The reason for this is that it would show 

that China controls transnational TikTok data. Other aspects of relevance to 

this study's analysis of control are material that confirm that the actual control 

is visible on TikTok. These may be texts that refer to China's control of 

determining acceptable subjects or content on the platform.  

 

To prove if China uses influence as a strategy on the platform, this study will 

search for material that confirms how something like censorship, manipulation 

or propaganda might affect perceptions or societies. Other aspects that may be 

of interest are if China has implemented systems to limit individuals' access to 

diverse information in relation to TikTok. 
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4 The sharp power through TikTok 

The next part will discuss the empiricism of this study, it includes a 

presentation and an analysis of the findings. The chapter begins with the first 

component, manipulation, to evaluate whether information on TikTok has 

been modified, changed or mixed. It will be followed by an analysis of the 

second and third components, censorship and propaganda, to gain an 

understanding of the surveillance systems that remove or neutralize narratives, 

content, or users. The final part of this empirical analysis will apply the fourth 

and fifth components, control and influence. It will illuminate how the power 

can be exercised across TikTok and how these components strive to affect and 

influence perceptions and behaviors.    

 

4.1 The manipulation through TikTok 

There is a complicated power relationship between TikTok and the Chinese 

government, partly because the domestic regulations want the platform to take 

the responsibility to promote the country's future (Zhang 2020). In addition, 

China supports TikTok's expansion but also emphasizes that it should be in the 

platform's awareness to promote national interest (Zhang 2020). China denies 

accusations of using collected data for national interests and instead claims 

that the US is trying to prevent China from becoming a stronger player in the 

international arena (BBC News 2020).  

 

Something that indicates that a manipulated scenario happened on TikTok is 

when a US account was blocked for posting clips that contained content of the 

suppression of Muslims in China (Goh 2019). What TikTok did was to post 

their explanation of the removal of the account in a public statement on their 

website with a timeline that confirms their interpretation of the cause (Han 

2019). TikTok emphasized that the blocking of the account had nothing to do 



 

47(88) 

 

with the fact that the account had just posted content that is considered 

sensitive to the Chinese government (Han 2019). According to Walker and 

Ludwig (2017b), manipulation is one of the main characters of sharp power. 

The distraction and manipulation away from reality relate to the approach of 

exercising sharp power (Walker & Ludwig 2017b p. 6).  

 

To connect the example of why TikTok explained a reason after they blocked 

the account with the component manipulation, it might suggest that the story 

is created to mislead perceptions away from why it got blocked. It might be 

that the account was banned directly after posting clips with sensitive 

information that aligns with the Chinese government regulation. If that is the 

case, then China can affect what is being manipulated and what type of content 

is available on the platform. However, TikTok does not agree and explains 

another cause for the event (Han 2019), the answer if manipulation is exercised 

through TikTok depends on how and who defines the situation.  

 

Another example of the ability to manipulate content is through several 

vulnerabilities that Check Point, a provider for IT security, has found in its 

research of TikTok. The vulnerabilities within the app include the ability to 

manipulate users' accounts and content available on the platform. These soft 

spots make it easy to remove videos, tamper with content, SMS spoofing, 

create videos through users' accounts, make private videos or pictures public, 

and get access to personal information (Boxiner, Vaknin, Volodin, Barda & 

Zaikin 2020). These findings confirm the ability to manipulate multiple areas 

through the app. However, the Chinese government is not mentioned in this 

research, instead, it refers to the attackers. It can mean anyone who has the 

power or knowledge to take advantage of TikTok's vulnerabilities (Boxiner et 

al. 2020). Dickinson (2020) emphasizes that the Chinese government strives 

to become the leader for everything which means that the CCP needs to have 
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knowledge about everything (Dickinson 2020). According to sharp power, 

China has invested billions of dollars to influence people's perception 

worldwide (Walker & Ludwig 2017a p. 8).  

 

Carroll (2019), a professor of media design, is concerned that TikTok user's 

data may be processed and transferred to China (Carroll 2019). Carroll (2019) 

highlights that it has happened to the ones that downloaded the app before the 

year 2019 and that TikTok data gives the Chinese government the opportunity 

for AI-surveillance, political oppression and social control, etc. China is 

learning how to juggle its policies with democratic systems to get the best out 

of it (Carroll 2019). Walker and Ludwig (2017a) clarify that exploiting 

democratic systems abroad is a common approach when using sharp power. 

While authoritarian countries that exercise sharp power usually strengthen the 

national political and cultural constraints, it is questionable whether 

democratic values are exploited (Walker & Ludwig 2017a p. 9). To link the 

Chinese government's parallel learning of national and foreign political 

systems, while the concept claims that it is typical to take advantage of 

democratic values, the Chinese government may still be able to transfer and 

manage TikTok data.           

 

China and Australia's relationship has deteriorated in recent years where the 

non-friendly relation has included Chinese interference and influence 

(Medcalf 2019 p. 109). Ryan, Fritz and Impiombato (2020) analyzes the link 

between ByteDance and the CCP and highlights that ByteDance does not work 

to secure and prevent the Chinese government from accessing or manipulating 

content on the platform. One subject that is being manipulated on TikTok is 

the repression in the Xinjiang region (Ryan, Fritz & Impiombato 2020 p. 17). 

Ryan, Fritz and Impiombato (2020) highlights that the content of TikTok is 

manipulated, that is in line with Walker and Ludwig's (2017a) presentation 
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that China has an online manipulation strategy within both private and public 

organizations where the goal is to neutralize politically linked thoughts 

(Walker & Ludwig 2017a p. 12).  

 

Another example of manipulation on TikTok refers to how the platform's 

algorithms are created. According to Ryan, Fritz and Impiombato (2020), the 

algorithm is created to manipulate content like negativity towards Xi's politics 

and leadership, and it is done by e.g. shadowbanning these posts (Ryan, Fritz 

& Impiombato 2020 p. 18). That TikTok is creating and using these algorithms 

supports the CCP's propaganda (Ryan, Fritz & Impiombato 2020 p. 18) and 

will be discussed in chapter 4.3. 

 

4.2 The censorship  

Alex Stamos, a former chief security officer at Facebook, told the Washington 

Post that it is irrelevant where the data is stored. What is more important is the 

accessibility of the data and the power the Chinese government has over the 

people who have access to it. ByteDance is a Beijing-based organization using 

censorship systems for political purposes and if they want, they have access to 

TikTok users' data (Harwell & Romm 2019). 

 

Donald Trump, the former president of the US, issued an executive order on 

August 6, 2020, to address threats posed by TikTok. One of the reasons why 

TikTok is under investigation in the US is based on concerns that content is 

being censored that is considered politically sensitive to the Chinese 

government, such as the suppression of Uyghurs in Xinjiang (Exec. Order No. 

13942, 2020). Another subject that is considered politically sensitive is the 

recent protests in Hong Kong. The reason why this is assumed to have been 

done is that there seem to be very few clips and posts on the platform in 
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comparison with how much attention the demonstrations have received both 

over other platforms, news, and social media (Roumeliotis, Yang, Wang & 

Alper 2019). 

 

One of the main purposes of using sharp power is for authoritarians to protect 

their governments from criticism. One way to do this is to neutralize dissident 

discussions that could threaten the country's national interest (Walker & 

Ludwig 2017b p. 7). China wants to permeate democratic countries and target 

institutions such as the media to foster perceptions of the CCP to protect the 

country's interests (Walker & Ludwig 2017a p. 9). Applying the concept that 

sharp power influences discussions to secure possible threats to the 

authoritarian government on the fact that TikTok censors politically sensitive 

topics, this could be explained by TikTok censoring subjects to protect China's 

interests.   

 

The US, India, and Indonesia have banned TikTok as the platform that allowed 

the distribution of pornographic content. After TikTok was banned due to this 

reason, TikTok acted and developed a hybrid of AI systems and human 

censorship. This means that thousands of employees monitor clips on the app 

using AI to filter the flow. The hybrid AI-human censorship system does exist 

within the app and it removes inappropriate content (Davis 2019). 

 

TikTok emphasizes that their moderation team ban accounts on a given 

schedule based on if the content consists of terrorism, child exploitation, and 

malicious content (Han 2019). The American who got banned (mentioned in 

chapter 4.1) does not believe that it was a coincidence that her account got 

blocked right after posting three clips of the Chinese suppression of Uyghurs 

(Aziz 2019). Nor does she believe TikTok's explanation that it was blocked 

due to her previous accounts posting unacceptable content (Aziz 2019). 
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TikTok claims that the American account did not get banned because of 

posting narratives about the minority Uyghur in China, instead because of her 

earlier account being banned for posting a picture of Osama bin Laden (Han 

2019). Another TikTok account that has been censored is Saloni Gaur (2020), 

who tweets that her clip consisted of jokes about the Chinese government in 

the COVID-19 pandemic and its border presence with India (Gaur 2020).  

 

Within sharp power, directed censorship is used so that "wrong" information 

regarding political ideas or news does not reach a larger number of people 

(Walker & Ludwig 2017a p. 12). China's sharp power focuses on establishing 

domestic robustness against freedom of expression. These influencing 

strategies are also visible internationally, which is the biggest threat to 

democratic values (Walker & Ludwig 2017a p. 10). Applying sharp powers 

censorship on the two censored accounts, it might be that TikTok censoring is 

based on the idea that the right type of information, that is aligned with the 

Chinese government, should be disseminated on the platform. It may seem like 

a minor issue, but mapping the censoring made by TikTok might show a bigger 

problem and a threat against democracy if the freedom of expression is slowly 

stopped. Walker and Ludwig (2017b) mean that separate influence activities 

might seem soft and not a big deal but examining the influence strategies 

together reveals their danger (Walker & Ludwig 2017b p. 7).  

 

There are even former employees at TikTok who acknowledge that censorship 

is ongoing within the company and that they were told to censor content that 

was considered sensitive to the Chinese government (Leskin 2019). Harwell 

and Romm (2019) at The Washington Post also highlight that TikTok must 

adhere to the Chinese government's restrictions of violating subjects on the 

platform. Former employees do not agree with TikTok's response that they do 

not act according to the Chinese government, instead, it is up to Beijing to 
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decide if the content on TikTok is acceptable or not (Harwell & Romm 2019). 

It is highlighted that the moderation guidelines for TikTok are to shadowban 

or censor narratives that mention, for example, Tibetan independence or the 

banning of the Falun Gong (Hern 2019).  

 

4.3 Possibilities to use propaganda 

Perper (2019) emphasizes that ByteDance acts on behalf of the Chinese 

government for example to spread CCP propaganda regarding events in 

Xinjiang (Perper 2019). Cave, Ryan, and Xiuzhong Xu (2019) wrote in a 

report that ByteDance adjusted according to the benefit of the CCP and that 

TikTok has actively worked to neutralize the suppression of Uyghur in China. 

They also emphasize that ByteDance, through TikTok, contributes to 

spreading the story of what is going on in Xinjiang on behalf of the Chinese 

government (Cave, Ryan & Xiuzhong Xu 2019).    

 

Ryan, Fritz and Impiombato (2020) analyzed how only 5,6 % of all hashtags 

that relate to the suppression of Uyghurs in Xinjiang have some kind of 

criticism against the Chinese policies, which is not credible given the current 

global debate (Ryan, Fritz & Impiombato 2020 p. 15). Instead, the report found 

that there is a propaganda campaign that focuses on spreading the message that 

“Xinjiang is a good place” (Ryan, Fritz & Impiombato 2020 p. 16). Cave, 

Ryan, and Xiuzhong Xu (2019) argue that the owner of TikTok works together 

with several security agencies in China. The collaboration pursued is to 

maintain the CCP's propaganda on sensitive subjects such as the situation in 

Xinjiang (Cave, Ryan & Xiuzhong Xu 2019). 

 

The strategies within sharp power have a camouflage character that makes it 

harder to detect when it is exercised. For example, to camouflage its 
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propaganda by communicating the narrative through local actors (Walker & 

Ludwig 2017b p. 7). If this is related to the propaganda campaigns in the 

Xinjiang region, it can be explained that the local campaigns are an attempt to 

camouflage what is happening in the area. It can be considered a way to 

distract people and the outside world from seeing how the Chinese government 

oppresses Uyghurs in Xinjiang. It may also be a way of influencing people to 

believe the information from the propaganda campaigns. Ryan, Fritz and 

Impiombato (2020) highlights that by the Chinese national intelligence law 

from 2017, ByteDance is obligated to support the Chinese government and 

disseminate state party propaganda (Ryan, Fritz & Impiombato 2020 p. 47). 

 

Blumenthal and Hawley (2020) also claim that TikTok has been used to 

silence topics on the platform that might be considered to question the Chinese 

government. They believe that the effects of China's propaganda through 

TikTok is a way to silence oppositions which are a threat to many people such 

as the security of activists in China (Blumenthal & Hawley 2020). To learn 

about a country's sharp power, parallels can be drawn to its domestic political 

system. The CCP does not support political pluralism and implements 

strategies to silence critics, partly through spreading propaganda that embraces 

the state party's ideology (Walker & Ludwig 2017a p. 12).  

 

Other political topics are also being neutralized, censored, or shadowbanning 

over TikTok but not just in China. For example, subjects like promoting 

homosexuality or historical events like the genocide in Cambodia on TikTok 

have also been tampered with. The shadowbanning part is when TikTok let 

these posts still be on the accounts page but blocks the opportunity for the clip 

to be spread on TikTok's main feed (Cave, Ryan & Xiuzhong Xu 2019). 

Neutralizing within sharp power is a way to protect the governments from 

threats and criticism. It is not unusual that authoritarian sharp power aims to 
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be the only government and support systems or narratives that can weaken 

democratic societies (Walker & Ludwig 2017a p. 23). To not allow posts with 

content that supports homosexuality to be spread on the main feed is to inhibit 

democratic rights such as freedom of expression. Applying the neutralizing 

part of sharp power on that TikTok removes or shadowbans content may 

explain that these governments deem the content to be sensitive and a threat 

against their future.    

 

TikTok is also used for beneficial reasons. The app has been of great 

importance for people to keep in touch with relatives during the COVID-19 

pandemic but also for information propaganda. Important information about 

the virus has reached many people through TikTok (Ostrovsky & Chen 2020). 

But TikTok has also been used, on behalf of the Chinese government, to spread 

disinformation about the process of the COVID-19 to shape and influence the 

understanding of the ongoing virus (Exec. Order No. 13942, 2020). Ryan, Fritz 

and Impiombato (2020) highlights that China's propaganda during the 

outbreak of COVID-19 was to maintain the narrative that only corresponds to 

what was told by the Chinese government (Ryan, Fritz & Impiombato 2020 p. 

17).   

 

4.4 The ability to control through TikTok 

Walker, Kalathil, and Ludwig (2020) emphasize that authoritarians who use 

sharp power embrace the power of cyber sovereignty, which aims to have the 

ability to control internet flow or shutdowns (Walker, Kalathil & Ludwig 2020 

p. 130). Acting under cyber sovereignty allows and enables authoritarian states 

to control and stop political opposition via the network (Walker, Kalathil & 

Ludwig 2020 p. 131). 
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The Chinese national intelligence law was implemented in 2017 and it requires 

that all Chinese citizens and organizations are to be responsible for state 

security. This means that the Chinese intelligence institutions can ask actors 

and organizations for information and they are obliged to provide it 

(Government of Canada 2018). The national intelligence law does not only 

apply to Chinese citizens and firms established inside China, it can also be 

interpreted to apply to Chinese companies and residents outside of China 

(Mannheimer Swartling 2019).  

 

The concept of sharp powers regulations of cyber sovereignty indicates that 

countries have the right to control the national social networks. It could 

therefore be that the Chinese government considers that they have the right to 

control TikTok if they want to do so. Adding the Chinese national intelligence 

law may also mean that the CCP has the right to use TikTok for national 

security reasons.    

 

The former president Donald Trump claims that the main reason for banning 

TikTok in the US is that ByteDance provides the CCP with personal data from 

TikTok (Exec. Order No. 13942, 2020). Roumeliotis, Yang, Wang, and Alper 

(2019) analyzes that TikTok is under investigation in the US due to the 

collection and storage of users' private data. Although TikTok exists 

transnational, its owner ByteDance is governed and adapted by the Chinese 

government (Roumeliotis, Yang, Wang & Alper 2019). This means that the 

CCP can control foreign and domestic TikTok data (Roumeliotis, Yang, Wang 

& Alper 2019). However, ByteDance denies all allegations against providing 

the Chinese government with TikTok data (The Economic Times 2020).  

 

The security firm Penetrum stated in its research that 37,7 % of TikTok's IP 

addresses are linked to Alibaba's internet provider in Hangzhou, China 
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(Penetrum n.d.). Penetrum (n.d.) emphasizes that TikTok collects and tracks 

user data and stores it on Chinese servers, data such as geolocation and the 

information of the device's hardware (Penetrum n.d.). It is an important part 

when using sharp power to control, for example, what information is available 

and spread in society. One of the goals of using sharp power is to take complete 

control of institutions that affect and influence people's perceptions (Walker, 

Kalathil & Ludwig 2020 p. 128). To connect the control within sharp power 

and the ability to control data, the concept may explain why it is important for 

the Chinese government to have control over the information. Both control 

over organizational information and what information influences perceptions 

and behaviors. However, TikTok continues to claim that they do not provide 

the Chinese government with TikTok data and that the data is stored outside 

of China (TikTok 2019).  

 

The data collection can be used to map TikTok users around the world, exploit 

sensitive information, and use it illegally in extortion or espionage (BBC News 

2020). This is also emphasized in the executive order against TikTok, federal 

employees in the US are not allowed to have the app on their phones due to 

the risk that China has control over e.g. location (Exec. Order No. 13942, 

2020). The US Navy and Army have also banned their employees from 

downloading the app due to the risk of monitoring capabilities by the Chinese 

government (Network Security 2020).  

 

Although TikTok states that they will not provide the Chinese government 

with TikTok data but the Chinese national intelligence law from 2017 leaves 

TikTok with no choice but to give the Chinese government with information 

if they so request (Ryan, Fritz & Impiombato 2020 pp. 36-37). Blumenthal and 

Hawley (2020) believe that the problem is that Chinese tech firms follow this 

national law which enables the CCP to access data. The availability to control 
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via the app includes methods such as monitoring, censorship but also 

transferring TikTok data to the Chinese government (Blumenthal & Hawley 

2020). The concept of sharp power questions the fact that the current exercise 

of power by authoritarian states is soft power. Instead, the concept believes 

that there is no reason why authoritarian countries should not try to make 

domestic policy expand abroad. Authoritarian countries use sharp power and 

the tactic is partly to target independent institutions that have e.g. freedom of 

expression (Walker, Kalathil & Ludwig 2020 p. 127). For the concept of sharp 

power, it may mean that these activities explained above are more sharp than 

soft power. It could also mean that China applies domestic laws outside the 

country as there is no reason why they should not do so. 

 

Sharp power is difficult to discern because it is happening in everyday 

activities. The platforms facilitate people's everyday lives, but they also 

include political restrictions and monitoring such as face recognition (Walker, 

Kalathil & Ludwig 2020 p. 130). The development of technology is ongoing 

and authoritarian governments use sharp power in building, for example, 

ethical principles in the creation of AI. Creators of today's AI systems transfer 

their norms and values into the product and therefore the developer may be 

able to control what type of perception and behavior will exist in the future 

(Walker, Kalathil & Ludwig 2020 p. 131).  

 

4.5 The influence on perceptions and behaviors  

To understand a country's sharp power, you must understand its domestic 

political structure to learn its purpose and what the goal is to exercise it 

(Walker & Ludwig 2017a p. 12). To link this to how China might influence 

via TikTok is that there are two versions of TikTok, an international TikTok 

and the Chinese version Douyin which is only available in China. Blumenthal 

and Hawley (2020) argue that not allowing the international TikTok in China 
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nor the Douyin internationally raises questions about the platform's legitimacy. 

What is worrying is what impact it will have if the interaction between the 

Chinese population and the rest of the world is controlled. For the same reason, 

the question of Douyin and TikTok's independence from the Chinese 

government is being questioned (Blumenthal & Hawley 2020).  

 

This study applies the idea that you must have the knowledge of the country's 

political system to understand its sharp power, and then relate it to the fact that 

the international TikTok is forbidden in China and Douyin only exists in 

China. This may explain why it is a way for China to influence perceptions by 

having a domestic version of TikTok, to control foreign influences from 

Chinese residents. At the same time, transnational TikTok can gradually 

influence international TikTok users.  

 

Ryan, Fritz and Impiombato (2020) emphasize that TikTok is a political tool 

for exercising power, for example, hashtags like #BlackLivesMatter have been 

censored. The typical answer from TikTok when questioning why subjects 

have been censored, is usually that it was a technical error or refers to local 

laws (Ryan, Fritz & Impiombato 2020 pp. 4-5). Other hashtags with, for 

example, LGBTQ-related messages in different languages have been 

shadowbanned. This means that posts may be available on the user's page, but 

the posts will be restricted by a censorship system so that they cannot be spread 

further (Ryan, Fritz & Impiombato 2020 p. 4). According to Walker, Kalathil, 

and Ludwig (2020), AI tools are being developed that selectively manipulate 

and censor content (Walker, Kalathil & Ludwig 2020 p. 128).  

 

Connecting that AI systems are created to remove or change content with 

certain hashtags being shadowbanned, this may mean that the app will 

continue to develop AI systems to control what influences users on TikTok. If 
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TikTok shadowbans posts that align with the Chinese ideology, it might mean 

that the ideology of the CCP can influence TikTok and its users with non-

liberal values. How will the future be if hashtags are shadowbanned by 

censorship systems and how will it influence perceptions and behaviors? This 

question will not be answered in this study, but it highlights an important 

topic.  

 

Two American senators Schumer and Cotton told The Hill, an American news 

website, that it is very likely that foreign influence campaigns are happening 

through TikTok (Mills Rodrigo 2019). According to Dickinson (2020), the 

Chinese government uses AI tools in the development of cybersecurity 

systems aimed at monitoring and controlling people and societies. The 

cybersecurity systems increase the CCP's ability to access network signals that 

flow through China. The system also prevents foreign actors such as hackers 

or governments not affiliated with the Chinese government from interfering 

(Dickinson 2020).  

 

The Chinese government may exercise political power through TikTok, even 

though ByteDance denies the CCP's involvement (Ryan, Fritz & Impiombato 

2020 p. 20). Ryan, Fritz and Impiombato (2020) emphasize several reasons 

why. One reason is that TikTok's algorithms are created by Chinese experts at 

ByteDance. ByteDance also develops AI systems that are China-based, which 

are used in all their apps. In addition, TikTok employees outside China report 

back to TikTok employees in China (Ryan, Fritz & Impiombato 2020 p. 20). 

Walker, Kalathil, and Ludwig (2020) emphasize that the danger lies within the 

control that exists in adapting algorithms to the users' cognitive needs. It 

allows the creator of the algorithms to take advantage of the cognitive 

vulnerabilities to mislead the user with information based on its needs 

(Walker, Kalathil & Ludwig 2020 p. 129).  
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Ryan, Fritz and Impiombato (2020) highlight that the Chinese government can 

influence how ByteDance creates TikTok's algorithms. Using TikTok systems 

created with non-democratic norms and values may influence TikTok users' 

perceptions (Ryan, Fritz & Impiombato 2020 p. 20). To connect that there is 

power in the construction of algorithms and that TikTok's algorithms have 

Chinese bias, with the concept of sharp power where it is common for 

algorithms to be manipulated to influence and mislead perceptions. It might 

mean that the TikTok's algorithm is constructed based on the CCP's ideology 

and therefore it might be that China uses sharp power through the effect biased 

algorithms can have to mislead TikTok's users. 

 

One concern is that there is an uncertainty that China has the power over 

TikTok data, especially as the app has a global reach, but also what influence 

it may have on the population (Ratnam & DeChiaro 2020). Dr. Samantha 

Hoffman, a senior analyst focused on China's tech-enhanced authoritarianism, 

said that it is not partnerships with China that are dangerous, it is that China 

can control through these deals (House Intelligence 2019). Therefore, this 

study links Dr. Hoffman's statement above on the subject of this study, that is, 

it is not TikTok itself that is the problem, the danger is the ability China has to 

manipulate, censor, and use propaganda that creates the control to influence 

through the app.  
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5 Discussion and conclusions 

The last part of this study will answer the research questions, followed by 

methodological, theoretical, and empirical conclusions. This study ends with 

suggestions for theoretical and empirical future research. This study was 

interested in analyzing the new type of political power exercised through 

technology. The theoretical aim of this study was to develop a theoretical 

framework based on the key components that were drawn on Walker and 

Ludwig's (2017a; 2017b; 2017c) concept of sharp power. The empirical aim 

was to apply the key components in the case of TikTok, which enabled this 

study to explain how China can exercise a new type of political power through 

the app. The research questions were also theoretically and empirically 

constructed. Namely, how sharp power can be conceptualized and what its key 

components were, but also how China might use sharp power through TikTok 

based on these five components. The following sections will discuss and 

summarize the previous parts of this study.     

  

5.1 How China can use sharp power through TikTok 

Believing that it is not a coincidence that the US account was blocked (Aziz 

2019), and the main aim of sharp power is to mislead or distract people from 

the reality (Walker & Ludwig 2017b p. 6), it may be that TikTok manipulates 

the truth by building a picture of the situation that they want others to believe. 

The fact that there is a link between the Chinese government and TikTok's 

owners enables the Chinese government to influence which topic is changed 

on TikTok, such as content about the abuses in the Xinjiang region (Ryan, 

Fritz & Impiombato 2020 p. 17). The construction of TikTok's algorithms is 

carried out to promote the Chinese government's political messages (Ryan, 

Fritz & Impiombato 2020 p. 18). At the same time, China is constantly 

developing the knowledge to manage both Chinese tech companies and 
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democratic systems to get the best out of the combination (Carroll 2019). The 

concept of sharp power might explain that surfing on democratic structures is 

a tactic to gain more power internationally (Walker & Ludwig 2017a p. 9). 

Therefore, this study concludes that China has the opportunity to manipulate 

through TikTok if they choose to do so. 

 

TikTok uses censorship on content that is sensitive to the Chinese government, 

such as the repression of Muslims in Xinjiang (Exec. Order No. 13942, 2020). 

Also, on TikTok users who publish clips criticizing the Chinese government 

(Aziz 2019; Gaur 2020), and the demonstrations in Hong Kong (Roumeliotis, 

Yang, Wang & Alper 2019). TikTok uses hybrid systems with AI tools along 

with human surveillance that censors what is considered illegal content (Davis 

2019). According to Walker and Ludwig (2017b), putting together several 

influential efforts show a more disturbing reality (Walker & Ludwig 2017b p. 

7). Former employees also argue that they needed to censor on behalf of the 

Chinese authorities (Leskin 2019). China's sharp power is to secure the 

national interest and to alter democratic values such as freedom of speech, also 

internationally (Walker & Ludwig 2017a p. 10). This study concludes that 

China has the ability to influence what content is censored on TikTok. 

TikTok's censorship might be based on protecting China's domestic regulation 

that also wants to expand worldwide.   

 

The CCP, TikTok and its owner ByteDance are linked. For example, TikTok 

has spread CCP's propaganda of the outbreak of COVID-19 to maintain the 

Chinese government's view of the spread (Exec. Order No. 13942, 2020), and 

propaganda about the abuses in Xinjiang (Perper 2019). ByteDance works 

with Chinese security authorities to promote the Chinese government's 

political ideology (Cave, Ryan & Xiuzhong Xu 2019). There are propaganda 

campaigns on TikTok that try to shape perceptions, e.g. about Xinjiang, which 
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shows a misleading side of the region (Ryan, Fritz & Impiombato 2020 p. 16). 

Within sharp power, it is a tactic to camouflage propaganda by spreading 

narratives through local actors to make it more trustworthy (Walker & Ludwig 

2017b p. 7). Therefore, the CCP might use TikTok to spread its political 

ideology. Another conclusion of camouflaging propaganda on TikTok can be 

as Blumenthal and Hawley (2020) explained, that TikTok continues to spread 

CCP propaganda while stopping the posts that have different beliefs than the 

Chinese government does (Blumenthal & Hawley 2020).  

 

This study concludes that the CCP has the ability to control TikTok if they 

want to or if it is of interest to national security. This is based on the fact that 

China acts according to cyber sovereignty (Walker, Kalathil & Ludwig 2020 

p. 130). But also, China implemented the national intelligence law in 2017 

which enables the ability to control, for example, people and companies 

(Government of Canada 2018). This study wants the reader to understand that 

there is a power within having the control and that control is embedded in all 

the former components. The access China may have to the TikTok data (Exec. 

Order No. 13942, 2020), creates a sort of control over the users' personal 

information such as geolocation (Penetrum n.d.). China can influence how the 

content is manipulated, censored, or what kind of propaganda is available on 

the platform. That creates a control over the flow of information. Walker, 

Kalathil, and Ludwig (2020) emphasize that sharp power is used to expand 

national values abroad and gain power internationally, so it makes no sense 

why an authoritarian country would embrace democratic values before 

domestic interest (Walker, Kalathil & Ludwig 2020 p. 127).  

 

Another conclusion is that influence is also embedded in earlier components. 

This study finds that China may influence perceptions through TikTok. One 

of the reasons is that the concept emphasizes that a country's domestic values 
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will tell you about its sharp power (Walker & Ludwig 2017a p. 12). This 

relates to China having one domestic version of TikTok and one international 

app (Blumenthal & Hawley 2020). It might be for controlling what type of 

information will influence the other. The influential tactics over TikTok will 

become better due to the development of AI tools that provide the user with 

personalized information. The creation of TikTok-algorithms may also be 

biased by the CCP ideology which influences its users.  

 

The main important conclusion is that when all components are put together it 

shows how China might have the ability to control and influence through 

TikTok when it comes to manipulating content, how censorship is used and 

how the propaganda can be spread. As mentioned before, what is alarming, is 

the power of the ability that China has to be able to control and influence 

through TikTok if they choose to.   

 

5.2 Methodological conclusions  

Performing a case study on the case of TikTok was complicated as the subject 

is a relatively new phenomenon. There was a limited amount of peer-reviewed 

articles and research material of subjects that relate to how power can be 

exercised through TikTok. However, the subject of this study is relevant as it 

describes how political power has changed from being explained by soft and 

hard power to be a new form of power carried out through technological tools. 

The method made it possible to explain how great powers like China can 

influence and use power through social media applications like TikTok. A 

good thing about using a case study as a method was that this study could focus 

only on TikTok, even though other topics were interesting and had a close 

connection to the case such as AI. 
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One methodological limitation of this study was that it only had access to 

public material such as the US executive order of TikTok, etc. China is also a 

relatively closed country, which made it difficult to access information from 

Chinese authorities. There were language constraints for Chinese information 

and translated Chinese material regarding TikTok were limited. On the other 

hand, there was a clear division between those who believed that TikTok could 

be used to exercise power and those who strongly opposed it. One way to make 

sense of this dichotomy would be if this study had chosen to study the 

phenomenon in a comparative study.      

 

The method focused on interpreting material based on several types of sources 

to gain an understanding of the case. One possibility would have been to 

include interviews with Chinese representatives to get both sides of the 

situation, it might have made the empirical analysis more critical. Using 

interviews as a method could also provide more detailed information about 

TikTok from people who perceive the situation based on their context. 

 

5.3 Theoretical conclusions  

It was quite difficult to explain China's direct use of the key components 

through TikTok. There is no doubt that there is a connection between the 

Chinese government and TikTok and its owner, but to conclude a direct link 

that China uses sharp power through TikTok based on the key components 

was difficult. One possible reason may be that there was almost always 

something in the way between the CCP and TikTok, for example, that TikTok 

denies all accusations of being linked to the Chinese government. But the 

doubtfulness is also what sharp power is about, it can be hard to determine 

which activity is dangerous. The concept highlights that the danger becomes 

more prominent the more activities are put together. 
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The advantage of the concept is that it is under development and tries to 

explain the new type of exercise of power. The fact that this study developed 

the theoretical framework based on the key components made it possible to 

study different types of approaches and characters in sharp power. For 

example, how material or a story about something can be manipulated, or how 

information can be shadowbanned and censored, but also to see how a 

country's propaganda can be spread through influence campaigns. 

 

Something that could have improved the key components is to have developed 

a sixth factor, namely adding a component that analyzed AI in sharp power. 

To investigate the role of AI, what it means and how it is used, etc. when 

exercising sharp power. This study often came across material about AI being 

used in the exercise of political power. This study could have focused more on 

technological development and how sharp power is exercised through new 

technology and given AI more space in this study. 

 

Another conclusion of this study's key components, control and influence, 

would be to highlight that they are constantly embedded in manipulation, 

censorship, and propaganda. The last three mentioned components have more 

concrete approaches in sharp power, while control and influence are consistent 

in achieving the purpose of sharp power. However, it is important to study the 

role of control and influence to understand different characteristics of sharp 

power, which this study has done. 

 

The concept of sharp power was useful when this study tried to illustrate how 

China may have used sharp power through TikTok. However, this study 

believes that the key components can also be applied and analyzed in countries 

that are considered liberal or non-authoritarian states. Theoretically, this 

theory would work on Trump's leadership as well. Therefore, this study 
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believes that the concept of sharp power and its key components are not only 

suitable for the exercise of power by authoritarian countries but can also be 

applied to explain other types of state power. 

  

5.4 Empirical conclusions  

One difficulty with the empirical material was that this study needed material 

from several different types of sources. It included sources from authorities, 

countries, news media, newspapers, reports, previous research to provide a 

broad basis for the analysis. The complexity was because the subject of this 

study was a moving target, it constantly came out information about the case. 

When this study started Donald Trump was the president of the US, and by the 

time this study was in its final stages, President-elect Joe Biden had won the 

election. This study has evaluated the material that has been analyzed, partly 

by confirming the content with several sources, but it has still been hard to 

determine the independence of the sources.  

 

The ultimate empirical material would have been to take part in non-public 

material regarding investigations of TikTok. But there was still a lot of 

material that was public and available to work with. However, this study finds 

it interesting to analyze the theoretical framework on non-public material that 

might have a more direct connection between TikTok and the Chinese 

government.  

 

5.5 Suggestions for future research 

5.5.1 For future research of the theoretical framework 

The theoretical framework that has been used in this study can be useful in 

studies about the exercise of power, not just by authoritarian countries. Sharp 

power can be applied and explained from a macro perspective, or a micro level, 
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for example how actors or authorities use sharp power. Something that was 

mentioned in chapter 5.3, is that it is not only authoritarian countries such as 

China or Russia that fit into the theoretical description of the concept. An 

example of how Trump uses his position of power is revealed in a recorded 

conversation where he pressures and manipulates politicians in Georgia to find 

votes to change the election result, his purpose is to influence and increase 

control over the situation (Gardner & Firozi 2021). Therefore, this study 

believes that future research can apply the key components of sharp power to 

understand and explain the exercise of power, regardless of the nature of the 

country's government. 

 

This study also believes that future research should study and develop an 

understanding of how hybrid systems such as AI tools and human surveillance 

is a part of sharp power. Also, this study highlights the importance of applying 

the concept and research how the creation of algorithms affects the 

population's norms and values, which over time affects perceptions and 

behaviors in a society. Additionally, to study the effects of people only 

receiving a certain type of information that suits their cognitive ability, about 

the ability to be receptive to critical opinions and so on. It can also include 

how future research should study how sharp power is used on hashtags, etc. 

 

This study's theoretical framework can also be useful if the concept is further 

developed so that sharp power can be adapted depending on who uses it. Since 

sharp power is difficult to detect, the theory should help to simplify, make 

visible, and map the activities of influence. This would facilitate the work on 

which policies should be implemented to create a robust society. 

 

Another advice for further research is to apply the concept to other types of 

applications or analyze new technology to understand how the use of sharp 
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power can be exercised. It is important to develop the concept and study how 

new technology is used when contemporary political power is exercised. Sharp 

power should be applied to a phenomenon because it might be able to explain 

today's challenges and how it is exercised. Partly to teach us to understand a 

new form of power, but also to respond effectively and master the right 

management for today and the future. 

 

5.5.2 For future research suggestion of TikTok 

A suggestion that can be studied further is how the IP addresses of TikTok are 

transformed through China and what type of information the IP addresses 

bring with them. Also, to study how these IP signals are registered, transferred, 

and processed by Chinese authorities.  

 

Another study could be to focus on how sharp power is used through TikTok 

in each country to determine how sharp power is used in separate countries. It 

could then be put together in a comparative study to increase the understanding 

of how sharp power can target a country and then understand different layers 

of sharp power. 

 

Another idea for future research is to do a comparative study of the cognitive 

differences of the subject. Meaning to compare those who believe that apps or 

other technology can be used to exercise the new form of political power, 

while others do not believe that it could happen. 

 

Perhaps this suggestion might be the most important idea for future research 

regarding the empirical material. Future research should analyze what action 

needs to be implemented so that tech companies like ByteDance and 

applications like TikTok are not affected by national laws such as the Chinese 
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national intelligence law that came into force in 2017. How to create 

international policies that all countries in the world need to adapt when using 

global technology. This is important due to the complexity and 

unsustainability for countries to comply with national laws when the product 

flows across borders. Which legislation, law, or regulation applies where and 

under whose jurisdiction? Who has the right to do what, over whom? How is 

domestic legislation applicable to applications reaching a global scale and vice 

versa? To secure democratic values, international guidelines and regulations 

must be developed through cooperation between the countries of the world. 

Democracy is not safe until it is secured, but to secure democracy we must 

understand this new type of political power. 
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