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Abstract 
As businesses use more digital services connected to the 
internet, these services and systems become more and more 
vulnerable to attacks carried out digitally. As a way to prevent 
cyber attacks and provide possible countermeasures to such 
threats, threat modeling methods have been constructed. 

This report studies the efficacy of a recently developed 
threat modeling method, referred to in the report as “TMM”. 
This was done by looking at the results of the process as well as 
the process itself. The results of the different stages of the 
process are detailed and discussed in the context of performing 
the implementation and how valuable the results are to 
stakeholders. 

We found that TMM was less complex than similar 
methods of threat modeling and risk assessment, and that it is 
well suited for an iterative process which would provide a well 
developed threat model and risk assessment through repeated 
implementation. The threat models and risk assessments 
produced by TMM would then give appropriate and accurate 
recommendations for improving system security. 

 

  

 



 

Sammanfattning 
I takt med att företag använder fler digitala tjänster med 
internetuppkoppling blir dessa tjänster mer och mer sårbara mot 
digitala attacker. För att motverka dessa cyberattacker och 
utrusta företag med verktyg mot dessa hot så har metoder för 
hotmodellering utvecklats. 

Denna studie undersöker effektiviteten hos en nyligen 
utvecklad hotmodelleringsmetod, som vi i studien kallar 
“TMM”. Detta gjordes genom att utvärdera processens resultat 
såväl som själva processen. Resultat från de olika delarna av 
processen redovisas och diskuteras i kontexten av att utföra 
implementationen och hur resultaten värderas av intressenter. 

Vi fann att TMM var en mindre komplex metodik än 
liknande hotmodellerings- och riskbedömningsmetoder och att 
den passar en iterativ implemenationsprocess som skulle ge en 
välutvecklad hotbild och riskbedömning genom upprepad 
implementation. Hotmodellerna och riskbedömningen som 
TMM lägger fram skulle då ge lämpliga och välgrundade 
rekommendationer för förbättring av systemsäkerhet. 
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1 Introduction 

1.1 Background 
In the current day and age, businesses, companies and enterprises are 
required to digitize their processes and methods for data management to an 
increasingly higher degree. The records and data that a company wants to 
process and manage can often be sensitive information or other documents 
of value, that are to be kept beyond the reach of third parties. Digital storage 
makes data organization and data management much easier. However, as 
long as the storage device or system har a network connection, the system is 
vulnerable to attacks carried out over the internet. 

 
As companies become more digitized, the vulnerabilities become an 
increasingly critical part of the security of a company. Hacking is the act of 
gaining unauthorized access to data in a system or computer, be it a 
company’s system or and individuals. Data stored by a certain company can 
be very sensitive information. Access and deletion of information could 
seriously damage the activity, assets and reputation of a company. 
 
To understand how and where attacks will occur, the development of tools 
that let companies better understand the structure of their computer systems, 
as well as the vulnerabilities in these systems, might be quite useful. 
 
In the present, many different methodologies and frameworks for threat 
modeling exist. One such methodology is the PASTA methodology (Process 
for Attack Simulation and Threat Assessment). It has a risk/asset-centric 
approach and it is a relatively flexible methodology. 
 
A topic related to threat modeling is risk assessment. FAIR (Factor analysis 
of Information Risk) provides a taxonomy of factors that contribute to risk, 
as well as a framework for risk management. 

 
Although many different tools for threat modeling and risk management 
exist, there are not many that combine the two for a more complete 
methodology. However, in the course material for the course EP2790 at 
KTH and in the recent research paper “A Process For Threat Modeling Of 
Large-Scale Computer Systems” [4][9], a new threat modeling method is 
introduced. In this report, we will refer to “A Process For Threat Modeling 
Of Large-Scale Computer Systems” with the acronym “TMM”, standing for 
Threat Modeling Method. The process was recently developed and is based 
on PASTA and FAIR It has not yet been thoroughly tested on a real 
business. 
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1.2 Research Question 
What does a company gain from the process of implementing, as well as the 
results of, the threat modeling method described in the 2020 research paper 
“A process for threat modeling of large-scale computer systems” [9]. How 
does this threat modeling method compare to similar methods and what does 
implementing it entail? 

1.3 Purpose 
The purpose of this report is to examine the applicability of the 
threat-modeling method “TMM”. The focus will be to evaluate the 
implementation process, as in what the model offers to the company in 
practice, as well as what the company gains from the process and the model. 
A comparison of TMM to other methods will also be done as to provide a 
frame of reference. 

1.4 Goal 
The goal of the report is to provide an evaluation of the threat-modeling 
method TMM through a case-study performed on a facility management 
company. 

1.5 Methodology 
In order to properly evaluate the usefulness and applicability of TMM, a 
case study in which the process and results are evaluated by both the 
implementers and stakeholders of the subject system was chosen.  

1.6 Stakeholders 
The stakeholder is a real-world company that has wished to stay anonymous 
throughout the entire report. All references to this company has been 
replaced with “The Company”. Assets has also been renamed in order to 
satisfy their request. 
 
The Company offers services related to property management and offers 
anything from single services to complete packages that intend on covering 
all needs of property management. The Company primarily operates in 
Sweden, Norway, Denmark and Finland. However, they also carry out a part 
of their function in Belgium and parts of the Baltics. Their activity requires 
handling of sensitive client information, which has to be protected according 
to the GDPR. The subject product of the case study itself carries information 
which needs to protected as to secure the functionality and integrity of the 
product. 
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1.7 Delimitations 
The main focus of this report is to perform the TMM on the system and 
evaluate the implementation. Thus, the results from the TMM itself have not 
been the sole focus of the report. The results of the implementation are 
however shared with The Company in order to determine the usefulness and 
utility of a real-world application of TMM. 
 
We will perform an implementation of TMM with all phases, 0 through 5 
covered, at a basic level. This will provide a good overview and experience 
of the method, as well as give sufficient results for The Company to be able 
to evaluate TMM. During the implementation of TMM, we will limit the 
number of abuse cases put under detailed analysis, as time constraints will 
make analyzing many different abuse cases infeasible.  
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2 Theoretical Background 
In this chapter we present an introduction to threat modeling and risk assessment, a brief 
overview of the PASTA threat modeling methodology, the FAIR risk assessment framework, 
as well as an overview of TMM. 

2.1 Threat Modeling & Risk Assessment 
The need for threat modeling comes from a need for understanding the IT-landscape 
and information security in a certain organization. Stakeholders with an interest in 
maintaining good security and control over computer systems and networks must 
work hard if they want a complete understanding of the security of the system and 
information security of the organisation. If system security becomes compromised 
however, economical loss can be severe, as a breach can cause damage to the 
organization in many ways. In a 2004 congressional report, the authors state that 
identified target companies of cyber attacks lost 1%-5% of stock price in the days 
after an attack [5]. Losses such as these would translate into shareholder losses of $50 
million to $200 million for the average New York Stock Exchange corporation.  
 
Analyzing the potential economic loss from cyber attacks is difficult. While it might 
be easy to put a prize on a digital asset, or a monetary value on work time lost from 
reparatory work, taking into account what assets are most likely to be affected and 
how is also important to do in tandem with value assessment of assets. Evaluating the 
threats posed to a computer system while taking into account vulnerable assets and 
subsystems can be done to provide information on what parts of the systems need 
strengthening. However, not only computer system structure, but organisational 
structure is also important for managing information security [6].  
 
Threat Modeling is right now “a diverse field, lacking common ground” [10]. There 
are many different definitions used in different ways, but a widely accepted definition 
seems to be “threat modeling is a process that can be used to analyze potential attacks 
or threats, and can also be supported by threat libraries or taxonomies”. By itself, 
threat modeling is centered on analyzing potential threats and attacks. Combined with 
the use of different threat libraries or taxonomies, it can provide a holistic view of 
both internal security and possible threats. Currently, threat modeling work is mostly 
done manually [10], which can be quite time-consuming and can lead to errors in the 
implementation. Automating the modeling process is the current trend in the field. 

 
Risk assessment is associated with threat modeling but focuses more on the potential 
loss as a result of an attack and less on the details on threat behaviour and 
vulnerabilities. The general risk assessment process includes identifying and 
analyzing issues that contribute to risk, identifying options for dealing with these risk 
issues, evaluating which option is most appropriate, and then communicating results 
and recommendations to decision-makers [3]. 
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Despite the fact that vulnerabilities in computer systems can lead to significant loss 
for a company, there are companies that still elect not to perform threat modeling and 
risk assessment. This could be because of many reasons, perhaps a high perceived 
difficulty and cost of performing the process, or not being able to justify the amount 
time and resources needed to fully implement a threat modeling method, discourages 
threat modeling or simply makes it infeasible [11]. 

 

2.2 PASTA 
The “Process for Attack Simulation and Threat Analysis”, also known as PASTA, is 
an iterative risk-centric methodology in seven steps [2]. By focusing on possible 
attacks on a system, recommendations for improving system security can be based on 
expected or simulated successful security breaches. 

 
PASTA consists of the following 7 stages. 

 
Stage 1 - Define objectives 
During this stage a set of business objectives and security requirements are first 
identified. These sets of objectives will assist the person performing the threat 
modeling in understanding the key requirements of the system. Then the business 
impact around the system, if the security requirements are not met, is identified. 
Finally a risk profile containing a baseline of risks is developed for the system. 

 
Stage 2 - Define technical scope 
In this stage, all of the system assets are listed. This includes software components, 
system level services and third party infrastructure components. Actors and data 
sinks/sources are also identified. Last, completeness of secure technical design is 
asserted by organizing the system assets into groups. This allows for better mapping 
of use cases in stage 3. 

 
Stage 3 - Application decomposition 
In stage 3, all of the use and abuse cases of the system are identified. The system 
entry points are also defined. Then a data flow diagram is performed on the identified 
components. An analysis of the system’s use of trust boundaries is also performed. 

 
Stage 4 - Threat analysis 
The Threat analysis stage serves to analyse the overall threat scenario surrounding the 
system. Threat intelligence from both internal and external sources, such as incident 
reports, are gathered. If needed, theat libraries, such as the ones managed by MITRE, 
are updated. Threat actors are mapped to possible target assets and probability is 
assigned to identified threats. 
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Stage 5 - Vulnerability & weakness mapping 
Previously known vulnerabilities in the system are reviewed to see which assets has 
been more prone to exploitation. If the system architecture contains any weak design 
patterns then these are identified. Threats are then mapped to certain vulnerabilities 
and a risk analysis based on threat vulnerability is performed. Finally, vulnerability 
testing is conducted. 

 
Stage 6 - Attack modeling 
Possible attack scenarios are analysed by identifying the attack surface and listing the 
different attack vectors. The probability and impact of each of these scenarios are 
then assessed. A set of cases is generated with the intention to test some of the 
existing countermeasures. Attack driven tests and simulations are then performed on 
these cases. 

 
Stage 7 - Risk & impact analysis 
The final step is focused on mitigating the threats to the business. This is done by first 
calculating the risk of each threat and then identifying the appropriate amount of 
countermeasures that should be taken. The residual risks are then calculated by taking 
risk severity rating, risk probability as well as number of countermeasures and the 
effectiveness into account. At last, a strategy to manage risks are recommended to the 
business. 
 

2.3 FAIR 
FAIR is an acronym for “Factor Analysis of Information Risk” and is an analysis 
framework for understanding and quantifying cyber risk and operational risk in 
financial terms. It provides a taxonomy for describing risk factors, vulnerable assets 
and malicious actors (threat agents) that act may act in a manner resulting in loss [3]. 
In practical use, the framework is used to inform decision makers of the future 
potential for loss.  
 
FAIR uses a certain terminology to describe factors and other things related to risk. 
The primary terms listed in Measuring and managing information risk: a FAIR 
approach [3] are: 
 
Asset 
Something that has value, the thing a threat wants to act on, perhaps something that 
creates a potential liability. 

 
Threat  
A Threat is the individual or community that commits action that may result in loss. 
Generally the terms Threat Agent (TA) or Threat Community (TCom) are used to 
refer to threats, where Threat Communities are a group of Threat Agent with similar 
characteristics. Often it is more effective to use Threat Communities when modeling 
threats using FAIR. 

 



7 

 
Threat Profile 
A Threat Profile is a collection of FAIR factors used to profile a threat. Factors 
usually included are: 

● Threat capability (TCap) - Relative skillset of the Threat 
● Threat Event Frequency (TEF) - Frequency of attacks 
● Asset - What Asset(s) the Threat is interested in 
● Harm - The intended result(s) of an attack. Depending on the diversity of 

goals, different TEFs may need inclusion. 
 

Threat Agent Library 
A collection of information about TComs. Used to articulate differences between 
different TComs. In FAIR, it is useful to create general templates for threat 
identification. 

 
Threat Event 
When a Threat Agent acts in a manner that may cause harm, it is regarded to as a 
Threat Event. These actions can either be intentional and malicious, intentional and 
non-malicious, as well unintentional and non-malicious. 

 
Loss Event 
A Threat Event where loss materializes and/or liability is increased. The critical 
different to a Threat Event in that while a Threat Event may result in loss, a loss event 
is just a Threat Event that has resulted in loss. 

 
Vulnerability Event 
A Vulnerability Event is an event that introduces an increase in the vulnerability of 
one or more assets. 

 
Primary and Secondary Stakeholders 
Primary Stakeholders are those who are directly affected by primary loss, while 
Secondary Stakeholders are those who are indirectly impacted by primary loss. 

 
Loss Flow 
Loss Flow is how Action performed on an Asset affects Stakeholders. This 
encompasses Primary and Secondary Loss Flow. For example, a Threat Agent affects 
an Asset through an Action. The Asset in turn affects Primary Stakeholders with an 
effect. The Primary Flow here is the Effect flowing from the Asset to the Primary 
Stakeholder. 
 
Then, the Effect on the Primary Stakeholder might raise a reaction from Secondary 
Stakeholders, introducing the flow of an Effect from Primary to Secondary 
Stakeholders. This Reaction might affect an Asset, which in turn might flow back to 
Primary Stakeholders with an Effect. 
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Figure 1. Loss Flow 
 
The FAIR framework also has six forms of loss that can occur in primary or 
secondary loss flows. It should be noted that a loss is a monetary loss. 
 
Productivity 
A reduction in an organization’s ability to execute on its primary value proposition or 
personnel being paid but unable to perform their duties. 

 
Response 
Costs associated with management of a loss event. 

 
Replacement 
Costs of replacing physical assets as a result of loss of those assets. 

 
Competitive advantage 
Hard to assess, this is associated with the loss of an physical or logical asset that 
provides an advantage over the competition.  

 
Fines and judgments 
This includes costs incurred by fines from a regulatory body, judgments from a civil 
case or having to pay a fee based on contractual stipulations. 

 
Reputation 
Costs that come as a result of the effects caused by reputation damage. For 
commercial enterprises this is usually things like reduced market share, cost of 
capital, stock price, among other things. 
 
FAIR operates on the definition of risk being: “The probable frequency and probable 
magnitude of future loss”. By this definition, the FAIR framework, the primary 
factors to risk is Loss Event Frequency (LEF) and Loss Magnitude (LM).  
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LEF is essentially a measure of how often loss is likely to happen, in reference to a 
time frame. In Measuring and managing information risk: a FAIR approach [3], it is 
stated that the most common time frame used is annual. Loss event frequency can 
either be determined by itself, or derived from two factors: Threat Event Frequency 
(TEF) and Vulnerability (Vuln). 
 
TEF is the probable frequency at which a threat agent will act in a manner that might 
result in loss, given a certain time frame. While LEF is a measure of loss, TEF is a 
measure of events that may or may not result in loss. While TEF, similar to LEF, can 
be determined by itself, it can also be decomposed into the factors Contact Frequency 
(CF) and Probability of Action (PoA). 

 
CF is the probable frequency at which a threat agent comes into contact with an asset. 
FAIR looks at three different types of contact [3]: 

● Random - the threat agent randomly encounters an asset. 
● Regular - the threat agent has regular contact with the asset 
● Intentional - the threat agent seeks out the asset 

 
Vuln in FAIR is defined as “the probability that a threat agent’s actions will result in 
loss”. It represents the probability that the actions of a threat agent will result in loss. 
Vuln can either be directly estimated or derived from the factors Threat Capability 
(TCap) and Difficulty (Diff). 

 
TCap is the capability of a certain threat agent. Since the notion of skills and/or 
resources of agents can be ambiguous, a relative scale called the TCap continuum is 
used [3]. It is a scale from 1 to 100, with the least capable threat agent in a population 
of threat agents being 1, the most being 100. 
 
Diff is a measure of what level of capabilities a threat agent must have in order to act 
in a manner that results in loss. It is always measured against the TCap continuum and 
never against a specific threat community. 
 
Going back to Loss Magnitude, LM is the amount of tangible loss expected as a result 
of an event. It is decomposed into Primary Loss Magnitude and Secondary Risk.  
 
Primary Loss Magnitude is the primary stakeholder loss that comes directly as a 
result of the loss event. Important to note is that for it to be considered primary, it has 
to be unrelated to the reactions of secondary stakeholders. 
 
Secondary Risk is the loss-exposure that exists as a result of potential reactions to the 
primary event from secondary stakeholders. Primary stakeholders might be subjected 
to fallout from a primary event. 
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Additionally, Secondary Risk should be treated as a separate but related risk incident. 
It is decomposed into Secondary Loss Event Frequency (SLEF) and Secondary Loss 
Magnitude (SLM). Since only a small percentage of loss events have secondary 
effects [3], SLEF is expressed as a percentage of primary LEF. SLM is formulated 
concisely as the “Loss associated with secondary stakeholder reactions”. 

Figure 2. Different factors contributing to risk 
 

2.4 TMM 
“A Process For Threat Modeling of Large-Scale Computer Systems”, 
abbreviated to TMM, is a threat modeling method combined with a factor 
analysis of IT and information risk. It is based on the PASTA and FAIR 
approaches [9]. With a risk centric threat assessment adapted from PASTA it 
is intended to give companies a better understanding of their complex 
IT-systems. One of the issues with complex IT-systems is that, while owners 
need to understand the entire system, an attacker only needs to find one 
useful breaching path. 
 
To complement PASTA, which has a fairly unrefined approach to 
quantifying risk and subsequent loss, the risk assessment framework FAIR is 
also drawn upon in the design of TMM in order to assist with the 
categorisation of various loss events. 
 
TMM consists of the following 6 phases: 

 
Phase 0 - Scope & delimitations 
During this phase the system is described on a higher level. The main 
technical components are identified as well as the general purpose of the 
components and system. In this phase the scope is also limited to exclude 
certain components. Some system vulnerabilities may also be defined to be 
out-of-scope.  

 
Phase 1 - Business analysis 
In this phase, the business goals, business architecture and negative business 
impact(s) of a breach are described. This in turn gives the model: Business 
architecture coupled with business goals, use cases and a spreadsheet of loss 
events. 
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Phase 2 - System definition & decomposition 
In phase 2, the system architecture and use cases are refined/detailed and 
outputs a full technical system specification and architecture. In particular, 
the components of the system, actors in the system, accounts and 
authorizations are listed and used to develop a data flow diagram. This 
process can be done to the system as a whole, or to each sub-system of a 
particularly complex or large overall system. 
The output of this step is a system asset list and a data flow diagram. 

 
Phase 3 - Threat analysis 
The threat analysis phase covers the development of attacker profiles and 
abuse cases. Attackers have set of intentions, capabilities and opportunities 
that distinguish them. Abuse cases in turn describe the ways in which the 
attacker can exploit the system. 

 
Phase 4 - Attack & resilience analysis 
When a set of attackers and abuse cases have been identified and developed 
they can be used in combination with the system asset list and data flow 
diagrams to evaluate the resilience of the system. By using the attackers and 
abuse cases and applying them to the known protections mechanisms in the 
system, vulnerabilities in the system can be identified. By mapping these 
offensive and defensive flows, attack and defense trees can be designed to 
more easily detail attacks. 
 
Phase 5 - Risk assessment & recommendations 
The final step consists of an overall risk assessment. An evaluation if 
protection scenarios is made by examining the information gained from the 
previous phases. Finally, a recommended course of actions is presented. 

2.5 Related Work 
In this section, we present information on student reports from the EP2790 course at 
KTH. We also provide context for evaluating threat modeling methods with a 2008 
report written by Adam Shostack. 

2.5.1 Reports from EP2790 

TMM has seen some application in the KTH course EP2790[4]. In this course, several 
student reports have been done on the subject. In the reports, TMM is applied to the 
IT systems of fictitious companies and businesses. The business goals and system 
architecture of a fictitious company are simulated, as well as attacker profiles and 
attack graphs for potential attacks are constructed. The reports are very extensive and 
go into great detail on the theoretical side of the process. What we were looking for in 
these reports were not only the theory on what we are supposed to look at and get out 
of it, but instead a holistic look on how to implement TMM. The example reports we 
were given are varied in layout and disposition. However, all of these reports has 
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been done on fictional companies. Therefore the efficacy of the method, regarding to 
real-life application, is unknown. 
 
2.5.2 Experiences Threat Modeling at Microsoft 

Existing threat modeling methods have seen some evaluative research. In a 
paper from 2008, Adam Shostack describes experiences from his 10 years of 
threat modeling at Microsoft and the threat modeling methodology used in 
the “Security Development Lifecycle”, abbreviated SDL, at the time of 
writing [24]. He also provides some discussion on how to evaluate and 
analyze threat modeling methodologies and subsequently provides an 
analysis of the methodology of SDL, as well as mentions issues encountered 
in SDL. 
 
The SDL methodology at the time was a 4 step process, designed to give 
engineers with relatively low levels of security expertise the ability to carry 
out threat modeling and give them reasonable confidence that the threats 
identified are relevant. 
 
Step 1 “Diagramming”.  
In this step, data flow in the software architecture are mapped and displayed 
in diagrams. Shostack points out that Microsoft often uses so called “feature 
crews” of people familiar with the code of their particular feature or 
features, and that the SDL required threat modeling of new features and the 
product as a whole. For these two reasons, this diagramming is done 
“bottom-up”, letting features form the system. 
 
Step 2 “Threat enumeration” 
This step originated in the need for more prescriptive and clear advice on 
threat mitigation. The current methodology for threat enumeration uses the 
diagrams from step 1 in a technique called “STRIDE per element”. The 
technique is based on the observation the threats that Microsoft was 
concerned with are often clustered. STRIDE stands for the different threat 
types “Spoofing”, “Tampering”, “Repudiate”, Info Disclose”, “Denial of 
Service” and “Elevate Privilege”. 
 
Step 3 “Mitigation” 
In this step, the threats enumerated upon in the previous step are mitigated. 
Shostack mentions four approaches discussed in SDL threat modeling 
training and documentation. These are listed in order of preference as 
“redesign”, “use ‘standard’ mitigations”, “use ‘unique’ mitigations”, or to 
“accept risk in accordance with policies”. 
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Step 4 “Validation” 
Validation of threat models is provided heuristics in SDL, such as graph 
analysis of diagrams, that STRIDE threats per element have been 
enumerated, and that mitigation is provided for each threat. In his analysis of 
the methodology, Shostack mentions that the correctness and completeness 
of threat models produced through the SDL is assured through the use of the 
methodology in both the SDL process, as well as other software 
development processes. The simplicity of the approach and its integration 
into the development process is what makes it an effective approach, 
according to Shostack. 
 
Among the issues encountered, especially interesting to us is the varying 
difficulty of individual steps of certain methodologies in the SDL book, and 
jargon-filled descriptions of the methodology. The jargon-filled descriptions 
adds complexity to the method for a very slight benefit, while the more 
difficult steps seem likely to generate disagreements among experts when 
implementing [24]. Shostack also points out that a weakness of models that 
fail to effectively model people as related to a system, is that such models do 
not properly provide awareness of attacks related to social engineering or the 
hijacking user credentials 
 
Discussing the methodology as it relates to implementers, the need for 
methodologies to provide information regarding what is expected of users is 
mentioned in the paper. Expected experience and skill level, as well as 
explicit development integration points for the methodology would increase 
the usability of a methodology. 
 
In section 5 of the paper, Shostack makes the observation that processes 
implementable by a wider range of engineers will be used more broadly than 
processes which require unusual skill. The usability of the method and 
clarity of the documentation seem to not receive much attention, but are 
important to an organization when considering which methodology to adopt. 
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3 Method 
In this chapter, we present how our research was carried out and motivate choices of 
methodology. We also briefly describe what a case study entails. 

3.1 Case Study  
A case study is a research method that involves the in-depth study of a particular case 
or multiple cases. In Yin [14] we are given the definition of a case study as follows: 
“A case study is an empirical inquiry that investigates a contemporary phenomenon 
within its real life context, especially when the boundaries between phenomenon and 
context are not clearly evident.”. Further, there are conditions imposed on the inquiry.  

 
The case study inquiry itself takes into account many different sources of data. Since 
one result will be determined from many sources of evidence, the results are 
determined in a triangulating fashion, in regards to the different sources. 

3.2 Methodology 
Based on our research question we elected to perform a case study of an 
implementation of TMM. Since we intended to investigate our own experiences with 
the method, as well as The Company’s opinions regarding TMM, a case study was 
what we found to be the most appropriate method of research. It also reflects the way 
we wanted to evaluate the implementation process. 

 
We wanted perform a qualitative study, in order to gain insight into the TMM 
implementation process and analyze its benefits to stakeholders, as well as evaluate 
the process itself. Our case study consists of observations and reflections before, 
during and after the process of the implementation of TMM on an IT-system of The 
Company. An analysis of our thoughts as well as feedback from the company was 
made in order to properly answer our research question. 

 
Before and during implementation we reviewed literature related to threat modeling. 
We reviewed documentation on modeling methods, as well as literature reviews and 
other research papers. We also used sample reports to provide a basis of knowledge 
and know-how on how to perform the implementation. 
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4 Results 
In the first part of this chapter, the threat model based risk analysis at a Company is 
implemented on a particular IT system which The Company owns. In the second part the 
implementation and the interactions with The Company is reviewed. 

4.1 Phase 0 - Scope & delimitations 
In this first phase the system and its purpose are described. Some of the technical 
components related to the system are also listed. Lastly, a scope is set for this specific 
analysis at The Company.  

4.1.1 Description 
The subject of this implementation of TMM is a typical implementation of The 
Company's solution. In particular, The Company’s sensor platform is the system that 
will be examined through this process. The Company’s sensor platform consists of 
smart sensors that help optimize the use of office space, reduce energy cost and 
increase the wellness of the office staff. The Company’s family of sensors measures 
occupancy, energy consumption, light, air quality and odors. The customer can access 
this data via a web app. The Company also offers a workplace analytics/planning tool 
as an additional service to assist the customer in utilizing the collected data in order to 
optimize the office workspace. 

4.1.2 Purpose of the system 
The purpose of the system is to enable the customer to improve office 
working environments and office utilization by using sensor data and a 
cloud API. 

4.1.3 Technical components 
The following information is gathered from The Company’s user manual.  

 
Sensor devices 
The basic hardware component of the system, a physical sensor device, feeding data 
to an IoT Gateway directly or via an IoT Access Point. The primary function of a 
sensor is data collection, with different types of sensors having a certain range of 
types. Examples of data are: ambient light, ambient noise, temperature and humidity 
levels. 
 
IoT Access Points 
Physical hardware acting as access points linking a network of sensors via ethernet to 
an IoT Gateway. 
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IoT Gateway 
Connects sensors to cloud servers, either directly or via an access point. 
 
Cloud Servers 
This includes authentication, link, storage, API servers and protocol translators.  

4.1.4 Scope and delimitations 
Only malicious attacks on systems connected and related to those in use by 
The Company are considered to be in-scope for this case-study. Disruptions 
caused by natural causes such as power outages are therefore considered to 
be out-of-scope. Other forms of non-intentional disruptions, such as those 
caused by accidental behavior, behavior without malicious intent, and those 
caused by mismanagement by the employees at The Company, are also 
considered to be out of scope. 
 
Only assets and components connected to the system in the form of software 
and hardware maintained by The Company are considered to be in the focus. 
Third-party applications and systems used in collaboration with The 
Company is therefore considered out-of-scope. We also limit the study to 
only analyze the most common forms of attacks to avoid having to handle 
unpredictable edge-cases. 
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4.2 Phase 1 - Business analysis 
In this phase, the business goals of The Company, regarding this system, are 
identified. In order to achieve a goal, The Company must take some sort of action. 
These are called use cases and are linked to a specific goal. Then the assets, goals and 
use cases are used in order to map out the business architecture. Negative business 
impacts of different breaches called loss events are also identified and analysed. 
Finally a cost estimate for each loss event is calculated. 

4.2.1 Business goals 
The main goal of The Company is to Be the leading actor in office space and 
environment effectivisation by Providing the best solution for office 
effectivisation. These goals can be divided into the following sub goals: 
 
Secure good utilization of the premises 
In order to become the leading actor in office space and environment effectivisation, 
The Company has to focus on both the space and environmental aspects. A 
space-efficient office is one where every part of it is being utilized. There should be 
no areas that are classified as “dead-space”, in other words, underused. But at the 
same time, no areas should be overcrowded. To achieve a space-efficient office, The 
Company aims to provide the customer with accurate data collected from the office in 
order to help the customer make fact based decisions within utilization and indoor 
climate. Such data can consist of motion detection and the amount of people in 
specific areas during specific times. 

 
Productivity - Improve indoor climate 
An environment-efficient workplace is required in order to increase office 
productivity. Working in an office should feel rewarding and relaxing, not the 
opposite. A lot of factors can affect whether the employees feels well-treated or not. 
Among those factors are temperature, humidity, ambient noise and light levels[7]. To 
achieve an environment-efficient and productive workplace, the company aims to 
provide the customer with indoor climate data. This will aid the customer in taking 
decisions regarding whether to take action or not. 

 
Time saving - Optimize room finding process 
A problem that businesses may face is that a lot of the employees time is wasted 
looking for vacant rooms to host meetings with short notice. “Time is money” is 
something one might say and The Company intends to greatly reduce the time spent 
looking for empty rooms. In order to achieve this, The Company aims to provide the 
customer with a visualized live view of the office. This intends to aid the customer in 
finding currently non-occupied rooms or spaces. Thus, saving time. 
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Goals Use cases 

Be the leading actor in 
office space and 
environment 
effectivisation 
  

Provide the best 
solution for office 
effectivisation 

Secure good 
utilization of the 
premises 

Provide accurate data 
for fact based decision 
making within 
utilization and indoor 
climate 

Productivity - Improve 
indoor climate 

Provide indoor climate 
data 

Time saving - 
Optimize room 
finding process 

Visualize live view 
and KPI for utilization 

Table 1. An overview of The Company's business goals.  
 

4.2.2 Business architecture 
The business architecture below show how different assets and actors are tied to 
certain use cases that stems from the business goals. 
 

 
Figure 3. The business architecture of The Company. 
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4.2.3 Negative business impact of breach 
The main type of breach to consider is data breaches. An actor managing to breach 
the system may alter large amounts of collected data. This could result in huge costs 
for the customer who decides to base renovations or new constructions on this faulty 
data. Data breaches could also serve as a way to breach more important systems. 
 
Material breaches could also be considered. These would consist breaches affecting 
the sensor devices. These could result in faulty data being collected and therefore 
leading the customer to taking incorrect decisions regarding office effectivisations. 
These impacts would not be considered to be large-scale enough as these breaches 
would only affect the office that they are located in. 
 
In the table below some of the possible breaches are listed. Each breach affects one or 
more assets and can lead to multiple loss events as a result. When a loss event occur 
an actor is affected and must take action. Each loss event is also categorized in their 
respective FAIR categories in order to illustrate what effect the loss event has at the 
company. In addition to this, a rough estimate of the possible costs, ranging from low 
to high, for each loss event. The reasonings behind the estimates can be found in the 
chapter 4.2.4 Cost estimation. 

 
 

Breach Loss event Asset Actor Type Cost, low 
(kSEK) 

Cost, med 
(kSEK) 

Cost, high 
(kSEK) 

Devices 
tampered with 

Device damaged Device 
Tech-tea
m 
(internal) 

Response, 
Replacement 5 20 50 

Device needs 
repair/ 
replacement 

Device 
Tech-tea
m 
(internal) 

Response, 
Productivity, 
Replacement 

5 20 50 

Inaccurate data 
collected 

Device/ 
Backend 

Tech-tea
m 
(internal) 

Productivity 100 500 1,000 

Collected data 
is tampered 
with 

Faulty decisions 
regarding office 
effectivisation 

Database/ 
Backend 

Analyst, 
Tech-tea
m 
(internal) 
Customer 
(external) 

Productivity 500 1,000 5,000 

Website is 
down 

Missed new 
customers Web app 

Business, 
Tech-tea
m 
(internal) 

Productivity 10,000 14,000 21,000 
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Marketing loss Web app 

Business, 
Tech-tea
m 
(internal) 

Competitive 
advantage, 
Reputation 

10,000 14,000 21,000 

Breach Loss event Asset Actor Type Cost, low 
(kSEK) 

Cost, med 
(kSEK) 

Cost, high 
(kSEK) 

Data analysis 
tool is down 
 
 

Customers cannot 
use the service Backend 

Business, 
Analyst, 
Tech-tea
m 
(internal) 

Productivity 100 500 2,000 

Reputation loss Backend 

Business, 
Tech-tea
m 
(internal) 

Reputation 10,000 14,000 21,000 

Customer 
support is down 

Customers cannot 
use the service  Backend 

Business, 
Tech-tea
m 
(internal) 

Productivity 100 500 2,000 

Customers cannot 
get help Backend 

Business, 
Tech-tea
m 
(internal) 

Competitive 
advantage, 
Reputation 

100 500 2,000 

Customer data 
leaked 

Lawsuit Database Business 
(internal) 

Fines, 
Response 4,000 11,000 22,000 

Reputation loss Database Business 
(internal) Reputation 10,000 14,000 21,000 

Office 
environment 
data leaked  

Competitors 
gaining access to 
data 

Database Business 
(internal) 

Competitive 
advantage 10,000 14,000 21,000 

Reputation loss Database Business 
(internal) Reputation 10,000 14,000 21,000 

Lawsuit Database Business 
(internal) 

Fines, 
Response 4,000 11,000 22,000 

System breach 

Breached system 
may serve as 
entrypoint, making 
it easier to breach 
more important 
systems. 

Backend 

Business, 
Tech-tea
m 
(internal) 

Response, 
Competitive 
advantage, 
Productivity, 
Fines, 
Replacement 

10,000 40,000 80,000 

Table 2. Breaches, paired with their respective loss events and the potential cost. 
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The most serious loss event is the one where the collected data or the visualisation of 
data is tampered with. Altering this data may result in a customer taking faulty 
decisions regarding effectivising the workplace environment. The customer might 
construct an office or a building that is too small or large for the intended use. This 
would result in a workplace that has to be renovated later, wasting a lot of time and 
money. This would however not result in death or injury. 

 
Many of these breaches would result in a reputational loss for The Company. The 
Company might be perceived as unsecure if the system is breached. Potential 
customers may also see The Company as one that does not care about its customers, 
This would also potentially result in lost revenue for The Company. 

 
As stated earlier, a system breach could also serve as a point of entry for a hacker to 
breach other connected systems. The first system to be breached might not have any 
important functions but the connected systems might. This could result in devastating 
effects for The Company. 

4.2.4 Cost estimation 
The cost of certain loss events can be roughly calculated using IBM:s report[12] on 
the costs of data breaches. The report estimated the average cost of a data breach to be 
$3.9 million dollars. However, the cost of a data breach differs greatly depending on 
region and industry. The cost could span from $1.35 million dollars to $8.19 million 
dollars according to the report. These numbers are used to illustrate mid, low and high 
levels of costs as a result of a data breach. 

 
The report[12] also states that the biggest contributor to data breach costs was lost 
business. The loss of customer trust plays a big role in the loss of business. According 
to the report, the average cost of lost business for organizations is estimated to $1.42 
million dollars. This cost represents 36% of the total cost of an average data breach. 
An organization that saw a loss of less than one percent of their customers 
experienced and average total cost of $2.8 million dollars. Organizations that faced a 
customer loss of 4 percent or more averaged a total cost of $5.7 million dollars. Using 
the same percentage as before, the cost stemming from lost business can be calculated 
to $1 million and $2.1 million dollars respectively. These numbers are used to 
illustrate mid, low and high levels of costs as a result of customer/reputation loss. 

 
On average, the average post breach costs are calculated to $1.07 million dollars, or 
27% of the average data breach cost[12]. Post breach costs usually consists of legal 
fees such as court fees and settlement costs. Using the same principle as above the 
low, mid and high levels of costs can be estimated as $0.37 million, $1.07 million and 
$2.2 million dollars. 

 
According to Kaspersky Lab research, the financial impact of a Distributed Denial of 
Service (DDos) attack is costing enterprises around $2 million dollars, per attack on 
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average[13]. This number can be used as a guide when calculating the cost of system 
downtime. As The Company wouldn't be severely affected by a couple of hours 
downtime, this number divided by 10 will be considered to be the high level cost. The 
mid and low level costs is calculated by roughly dividing the high level cost by 4. 

 
All of the numbers are roughly translated to SEK in the table above. 

4.3 Phase 2 - System definition & decomposition 
In this phase, the system’s assets as well as actors and their authorization are listed. 
These are then connected in a data flow diagram to illustrate the system in order to 
better understand the potential vulnerabilities in the system. 

4.3.1 System assets 
The system assets are listed in the table below. The system roughly consists of 3 main 
parts. These are the sensor device and its firmware, the web app and the workplace 
analytics/planning tool. The sensor devices and and their firmware serves as the data 
collection part of the system. The web app and the workplace analytics/planning tool 
are the main assets used by the customer. The analytics tool is however only available 
to customers that specifically pay for that service. This service also includes access to 
an analyzer working for The Company. 

 
There are also additional assets such as the cloud server databases where office and 
customer data is stored. The office data can be displayed to the customer via the web 
app and is also used in the workplace analytics/planning tool only accessible to 
customers that pay for the service. This type of customer is, in the tables below, 
referred to as WAPT-buyer. 
Another asset available to customers is the customer support. This asset is used by 
both types of customers to get in contact with a Tech-team or an analyst in order to 
receive assistance. 

 
There also exists an asset in the form of a maintenance tool. This is used by a 
tech-team when performing routine and spontaneous maintenance work on the 
system, both physically and digitally.  

 



23 

 

Asset Type Function type 

Sensor Device Function Hardware 

Sensor Device firmware Function Platform 

Web app Function Service 

Workplace analytics/planning tool Function Service 

Customer support Function Service 

Maintenance tool Function Service 

Cloud servers Function Service 

Customer data Data  

Office data Data  

Table 3. A list of the system’s assets 

4.3.2 Actors, accounts and authorization 
In the tables below we list the actors involved in the system, their respective accounts 
and authorization. Their accessible assets are also listed. The authorization of the 
account is described in the second table using the CRUD-model where C corresponds 
to create, R to Read, U to update and D to delete. 

 

Actors Account + CRUD Assets 

Customer Customer account Web app, Customer support 

WAPT-buye
r 

WAPT-buyer 
account Web app, Workplace analytics/planning tool, Customer support 

Tech-team Maintenance account Maintenance tool, Customer support, Web app, Sensor device 
platform, Workplace analytics/planning tool, Cloud servers 

Analyzer Analyst account Workplace analytics/planning tool, Customer support, Web app, 
Cloud servers 

Table 4. A list of the system’s actors and their access to the system’s assets  
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Asset/account Customer 
account 

WAPT-buye
r account 

Maintenance 
account 

Analyst 
account 

Sensor device 
platform - - CRUD - 

Web app R R CRUD RU 

Workplace 
analytics/ 

planning tool 
- R CRUD RU 

Customer 
support R R CRUD RU 

Maintenance 
tool - - CRUD - 

Cloud servers - - CRUD RU 

Table 5. The authorization of each account to their respective asset 

4.3.3 Data flow diagram 
The data flow diagram below shows how actors and assets are interacting with each 
other. The red dotted lines acts as trust boundaries and all but the actor trust 
boundaries have a text that clarifies the boundary. The arrows show communication 
or interaction between assets and actors. 

 

 
Figure 4. Data flow diagram with trust boundaries 
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4.4 Phase 3 - Threat analysis 
In this phase we will begin conducting the threat analysis on the system. Different 
attackers will be profiled in the first section. In the second section, different abuse 
cases affecting the system are identified. 

4.4.1 Attacker profiles 
Possible attackers are profiled below in order to roughly estimate how likely a certain 
attacker is to perform an attack on the system. 

 
Script kiddie 
A script kiddie is a self-learned hacker with low resources and skills. They often use 
scripts or programs developed by others, which makes their hacks are quite simple. 
Their objective is often to try to impress their friends or gain credit within 
computer-enthusiast communities.  
 
Hacktivist 
Hacktivists promotes political agendas or social changes through their hacks[8]. They 
seldom work alone, but in part of a coordinated group or organization. Typical attacks 
are SQL-injections, stealing credentials and Denial of Service. They have higher 
skills and more resources than script kiddies.  
 
Rogue employee 
Rogue employees undermine their company of employment, and objectives could be 
financial gain or sabotaging the company[8]. Their skills and resources may vary 
from low to high, and hacks include leaking sensitive data to other companies. The 
rogue employee is however expected to be more worried about getting caught than a 
hacktivist, which will in turn affect the severity of the attack. 
 
Rival company 
Rival companies have the goal to sabotage for other companies for competitive 
advantage. Objectives include to exfiltrate intellectual property, trade secrets or 
disturbing services. Due to the sponsor of their company, their skills are higher, and 
they have more resources. 
 
Organized crime 
Organized crime hackers’ objective is financial gain, which can be achieved by them 
stealing credit card numbers or bank information, as well as stealing account 
information to sell on the black market[8]. They have both more resources and higher 
skills than hacktivists and script kiddies.  
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Resident/worker 
A resident or worker operating from a facility where sensor devices are installed. The 
worker/resident may not have any reason for attacking the system other than finding 
personal pleasure or taking out their aggression. A typical attack would be limited to 
just inflicting the device with physical damage which would require little to no skill. 
The tolerance for personal risk would also be low considering the limited amount of 
people that could have the opportunity to perform the attack. 
 
Botnet 
A Botnet consists of a network of computer systems infected by a virus. This gives 
one actor influence over a number of computers and can use them to perform DDoS 
(Distributed Denial of Service) attacks, steal data, spread ransomware, and allows 
access to the device itself and its connections. An example of a Botnet-style virus is 
Zeroaccess [23], which is a kernel-mode Rootkit that attempts to add more victims to 
the botnet as it operates. 

 
 

Attacker Resident
/Worker 

Script 
kiddie Hacktivist Rogue 

employee 
Rival 

company 
Organised 

crime Botnet 

Personal risk 
tolerance low low low low medium high high 

Concern for 
collateral 
damage 

high high medium medium high low low 

Skill (quality, 
domain) low low medium high high high medium 

Resources 
(time, tools 
headcount,) 

low low medium medium high high high 

Sponsorship none none none none medium high low 

Derived 
threat 

capability 
5% 10% 25% 30% 35% 60% 20% 

Table 6. TCap attack profiles of different attackers and their threat capability 
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4.4.2 Abuse cases 
There are a near endless amount of different abuse cases, but in this section only a 
few possible abuse cases are presented. The ones chosen are considered to either 
having a higher probability of occuring or having effects that directly interfere with 
The Company’s business goals. 

 
Damaging device by altering hardware 
In this abuse case the sensor device hardware is being targeted for a physical attack. 
The most likely threat agent in this scenario would be the resident/worker as this actor 
would have the most opportunities to carry out such an attack.  

 
The reasoning behind such an attack is unpredictable since the attacker would not see 
any gain from performing the attack. Even though the timeframe for such an attack 
would be limited, the ease of the attack combined with the low chances of protection 
would almost guarantee a successful attack. If the attack was to be carried out, it 
would result in the device being disabled and having to be repaired or replaced by a 
Tech-team, resulting in a monetary loss for the customer as well as The Company. 

 
Tampering with collected data 
In this abuse case the database containing the office data is being targeted for a digital 
attack. There are several possible threat agents, the most likely being a rogue 
employee, a script kiddie or a rival company. The hacktivist is not as likely as they 
would most likely agree with the business goals of The Company. 

 
The reasoning behind such an attack would wary between the different threat agents 
but only the rivaling company would see personal gain from the attack. Even though 
the window of opportunity would be very wide, the risk of getting caught would deter 
the agents from carrying out the attack. 
If the attack was to be carried out, it would result in the collected data in the database 
being altered.  

 
This could prove to have devastating effects as a customer may choose to base 
renovation/building plans on this altered data. It could result in the customer having 
an overdimensioned workplace, having paid more than necessary or having an 
undersized workplace, having to pay more for further renovations. Either which way 
this would result in a monetary loss for the customer as well as The Company.  

 
The customer could also choose not to proceed with effectivising the workplace, 
which would result in a monetary loss for The Company. This would result in a 
monetary loss for the customer as well as The Company.  
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Abuse case Damaging device by altering hardware 

Target asset Sensor device 

Attack surface Sensor device hardware 

Accessibility to attack surface Physical access to device, available at mounted location 

Window of opportunity Any time, more likely at late office hours 

Resources Brute force, electrical engineering 

Contact Frequency, annual 1825 

Chances of protection Low, device is defenseless 

Perceived deterrence Low, alarm could be added to device 

Perceived ease of attack Low, if brute force is applied 

Perceived benefit of success Low, Monetary loss from damage to device and repair 
team 

Probability of action 0.5% 

Threat event frequency  9 

Loss event Device tampered with: Device damaged 

CIA impact breach Availability 

Threat agent Resident/worker 

Table 7. Abuse case 1 “Damaging device by altering hardware” 
  

 



29 

 

Abuse case Altering collected data 

Target asset Office data 

Attack surface Office data cloud database 

Accessibility to attack surface Low, attacker must gain access to workplace 
analysis/planning tool to reach entrypoint 

Window of opportunity High, as long as the tool and database is online 

Resources Database knowledge 

Contact Frequency, annual 365 

Chances of protection Medium, logs should show activity 

Perceived deterrence low 

Perceived ease of attack Given that the attacker must gain access to the 
tool, the attack should be considered to be 
difficult. 

Perceived benefit of success Monetary loss stemming from faulty decisions 
regarding office effectivisation 

Probability of action 10% 

Threat event frequency  37 

Loss event Faulty decisions regarding office effectivisation 

CIA impact breach Integrity 

Threat agent Script kiddie 

Table 8. Abuse case 2 “Altering collected data (Script kiddie)”  
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Abuse case Altering collected data 

Target asset Office data 

Attack surface Office data cloud database 

Accessibility to attack surface Low, attacker must gain access to workplace 
analysis/planning tool to reach entrypoint 

Window of opportunity High, as long as the tool and database is online 

Resources Database knowledge 

Contact Frequency, annual 365 

Chances of protection Medium, logs should show activity 

Perceived deterrence low 

Perceived ease of attack Attack would be easy for an employee, could 
disable/delete the logs. 

Perceived benefit of success Monetary loss stemming from faulty decisions 
regarding office effectivisation 

Probability of action 15% 

Threat event frequency  55 

Loss event Faulty decisions regarding office effectivisation 

CIA impact breach Integrity 

Threat agent Rogue employee 

Table 9. Abuse case 3 “Altering collected data (Rogue employee)” 
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4.5 Phase 4 - Attack & resilience analysis 
In this phase relevant vulnerabilities is listed together with their severity and which 
asset they impact. This list will provide a basis when constructing attack trees based 
on the different abuse cases. 

4.5.1 List of vulnerabilities 
In the table below different vulnerabilities that are relevant to the system are listed. 
Along with the vulnerability, its severity and affected assets are listed as well. The 
vulnerabilities also comes with a definition and a recent example. 

  

Vulnerabilities Severity Asset 

SQL injection vulnerability 
CWE-89[15]  

(CVE-2019-10752)[16] 
High Cloud database, User data, 

Office data 

High accessibility to devices, 
no monitoring Low Device 

Cross site scripting (XSS) 
CWE-79[17]  

(CVE-2020-1106)[18] 
Medium Web app, Customer support 

Improper privilege 
management 

CWE-269[19] 
Medium Cloud server (trust boundary) 

Device could suffer from 
remote code execution (RCE) 

via WLAN network 
CWE-74[20] 

CVE-2017-18863[21] 

High Device 

Table 10. List of possible vulnerabilities, their severity and which assets they impact. 
 

SQL injection 
System databases are vulnerable to SQL injection attacks [15]. Without properly 
pruning user-controllable input of SQL-syntax, the input data might be interpreted as 
an SQL query, instead of as user-data. This can let an abuser tamper with the 
back-end database, modifying or deleting data. A recent example of this vulnerability 
is the CVE-2019-10752[16], where the Node ORM “Sequelize” had a problem with 
escaping values, in turn allowing for SQL injections. 

 
Unmonitored device 
Unmonitored physical devices are vulnerable to direct tampering in terms of 
hardware. Through accessing a physical device, an abuser can render it unusable or 
faulty with relatively low levels of detection. 
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Cross site scripting 
Cross-site scripting is when an attacker injects a script into a web page [17], which is 
subsequently served to other users of that web page. These scripts could then extract 
user credentials or other sensitive information. A recent example of this vulnerability 
is the CVE-2020-1106 [18], where a specially crafted web request is not properly 
sanitized by Microsoft SharePoint Server enables XSS. 

 
Improper Privilege Management 
Improperly managing privilege levels for accounts can lead to a compromised 
account having an unintended level of control [19]. This in turn could let the abuser 
access and tamper data in databases. 

 
Remote code execution via WLAN 
Exploiting a vulnerability in input parsing or downstream interpretation of said input, 
an attacker can inject data that alters the interpretation and enables the execution of 
injected code [20]. Abusers can change device output by injecting code into a device 
via WLAN, changing or terminating output from that device. A recent example of this 
would be the case of CV-2017-18863, where certain NETGEAR devices allowed for 
command execution via a PHP form, giving abusers read and write access to the file 
system of the NETGEAR device[22]. 

4.5.2 Attack trees 
In the following figures below, different attack trees are shown. These attack trees 
corresponds to their respective abuse cases. The costs are measured in SEK and 
represents the difficulty of the attack steps based on the attackers skills and resources. 
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Figure 5. Attack tree for abuse case ”Damaging device by altering hardware” 
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Figure 6. Attack tree for abuse case ”Altering collected data (Script kiddie)” 
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Figure 7. Attack tree for abuse case ”Altering collected data (Rogue employee)”  
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4.6 Phase 5 - Risk assessment & recommendations 
In this phase the overall risk assessment is presented based on the previous phases. 
Different protection scenarios are evaluated and finally a recommended course of 
action is presented. 

4.6.1 Risk assessment 
We have now isolated three risk scenarios. Namely, “Damaging device by altering 
hardware” with the Worker/Resident as an attacker and “Altering collected data" with 
both the Script kiddie and the Rogue employee as attackers. We will use the 
information from the abuse cases, loss events and attacker profiles in order to 
calculate the risk of these three scenarios. The calculations is explained in the 
summary below. 

 
Assessment of “Damaging device by altering hardware” 
From the attack tree in figure 5, one can see that the aggregated cost of the attack was 
estimated to 2. With this in mind, we estimate the effort spent by the attacker to 1, 
since the act wouldn't require much effort because of the simplicity of the attack. This 
would give our attacker a probability of success of 1/2 = 0.5. 
 
Since the attacker being a Worker/Resident, we can look to table 6 and see that this 
attacker has a threat capability of 5%, and given the threat event frequency of 9 from 
table 7, We can calculate the loss event frequency of being 0.5*0.05*9 = 0.225. 
 
By adding up the relevant costs stemming from the loss event in table 2, we can see 
that the loss magnitude is 110/540/1100. Finally by multiplying our loss event 
frequency with the loss magnitude we find that the overall risk for this abuse case is 
25/122/248 
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Assessment of “Altering collected data (Script kiddie)” 
From the attack tree in figure 6, one can see that the aggregated cost of the attack was 
estimated to 16. With this in mind, we estimate the effort spent by the attacker to 2. 
This is because the attacker, being a script kiddie, might give up and move on after 
not finding immediate success. This would give our attacker a probability of success 
of 2/16 = 0.125 
 
Since the attacker being a Script kiddie, we can look to table 6 and see that this 
attacker has a threat capability of 10%, and given the threat event frequency of 37 
from table 8, we can calculate the loss event frequency of being 0.125*0.1*37 = 
0.4625 
 
By adding up the relevant costs stemming from the loss event in table 2 we can see 
that the loss magnitude is 500/1000/5000. Finally by multiplying our loss event 
frequency with the loss magnitude we find that the overall risk for this abuse case is 
231/463/2313 

 
Assessment of “Altering collected data (Rogue employee)” 
From the attack tree in figure 7, one can see that the aggregated cost of the attack was 
estimated to 9. With this in mind, we estimate the effort spent by the attacker to 4. 
The reason for this being that the attacker would go through a lot of effort in order to 
make sure the attack is successful, since a failed attack may get them caught. This 
would give our attacker a probability of success of 4/9 ≈ 0.44 
 
Since the attacker being a Rogue employee, we can look to table 6 and see that this 
attacker has a threat capability of 30%, and given the threat event frequency of 55 
from table 9, we can calculate the loss event frequency of being 0.44*0.3*55 = 7.26 
 
By adding up the relevant costs stemming from the loss event in table 2 we can see 
that the loss magnitude is 500/1000/5000. Finally by multiplying our loss event 
frequency with the loss magnitude we find that the overall risk for this abuse case is 
3630/7260/36300 
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Summary 
The data calculated in the section above can be found summarized in table 11 below. 

 
The Aggregated cost can be found by directly looking in figure 5, 6 and 7 where it is 
calculated by adding up each intrinsic cost for each event. 

 
The Effort spent is estimated by taking the attacker profiles into account and 
deducing a plausible amount of time and resources that the attacker is willing to 
spend on the attack. 

 
The Threat capability can be found by examining table 6 where each attacker has 
had their derived threat capability, based on a number of factors, calculated. 

 
The Probability of success is calculated by dividing the Effort spent by the 
Aggregated cost. 

 
The Threat event frequency can be found by looking to table 7, 8 and 9 respectively 
where it is calculated by multiplying the probability of action by the annual contact 
frequency. 

 
The Loss event frequency is calculated by multiplying the Threat capability, 
Probability of success and the Threat event frequency. 

 
The Loss magnitude is calculated by taking the sum of all relevant loss events in 
table 2, separately for the low, mid and high costs. 

 
Finally, the Risk is calculated by multiplying the Loss event frequency with the 
Loss magnitude, and once again it is seperated by the low, mid and high values.  

 

Threat 
actor 

Abuse 
case 

Aggregated 
cost 

Effort 
spent 

Threat 
capability 

Probability 
of success 

Threat 
event 

frequency 

Loss 
event 

frequency 
Loss 

magnitude Risk 

Worker/ 
Resident 

Damaging 
device by 
altering 

hardware 
2 1 5% 50% 9 0.225 110/540/ 

1100 
25/122/ 

248 

Script 
kiddie Altering 

collected 
data 

 

16 2 10% 12.5% 37 0.4625 500/1000/ 
5000 

231/463/ 
2313 

Rogue 
employee 9 4 30% 44% 55 7.26 500/1000/ 

5000 
3630/7260

/36300 

Table 11. Summary of risk assessment calculation results. 
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4.6.2 Evaluation of protection scenarios 
This section will cover some defenses related to the abuse cases and their attack trees. 
A table, giving an overview of said defenses, will also be presented. 

 
2FA 
Employing 2-factor authentication is a good way to strengthen security against brute 
force attacks and stolen credentials. It makes hijacking logins much more difficult, 
limiting malicious access to user accounts with high levels of authority. Implementing 
it isn’t very expensive, but costs for maintenance, support, and employee education 
will be taken into account. 

 
Encrypt data 
Encryption of sensitive data in a database will make it difficult for an attacker to use 
that data, in case of a system breach. The attacker will also have a harder time finding 
the data that they’re after. Implementing this is very cheap, since many different 
appropriate encryption algorithms are available for use.  

 
Regularly update software 
Updating and patching software in order to remove bugs that potentially enable 
breaches in security is a direct countermeasure against such exploits. Patching 
software can be expensive, especially when it requires extensive testing in order to 
develop a patch. In particular, continually testing software to find bugs can take a lot 
of time. 

 
Education 
Educating staff to be more vigilant against social engineering attempts by attackers 
can help protect against social engineering attempts. The costs of educating staff 
comes from both the educational material, as well as work hours lost to time allocated 
for education. 

 
Authorization logs 
Logging all account activity and authorization attempts in the system in a secure 
manner can help detect attack patterns and monitor the system in general. This would 
require the company to allocate manpower in order to monitor the logs. The cost 
should be low. 

 
Database logs 
Logging activity connected to the databases could help identify when unauthorized 
changes have been made. This could also aid in catching potential attackers. Like the 
authorization logs, it would require The Company to task an employee with 
monitoring the logs. The cost is again, low. 
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Database backup 
Backups of the databases should be made regularly. If The Company were to notice a 
database breach they could use these backups to restore the altered data. A backup is 
generally easy to make would not come at a high cost 

 
Input validation 
Validation of user input in web interfaces through removal of special elements of 
input in order to prevent injection and execution of unintended database commands. 
This could protect against bot XSS and SQL injections. Testing and implementing 
this should have a low cost. 

 
Device monitoring 
Placing devices under higher levels of surveillance should decrease the likelihood of 
device sabotage. Implementing this should include surveillance cameras or something 
similar, increasing the cost with each device. The status of the devices could also be 
monitored remotely by upgrading the devices with monitorial abilities. 

 
Privilege management policies 
Having well defined policies for privilege management would lower the risks of 
privilege escalation. It would make sure that personnel would not have, nor gain 
access to, higher privileges than intended. This would counteract rogue employees 
doing inside jobs with their, or stolen accounts. This countermeasure would not have 
too high of a cost. 
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Summary of protections scenarios 
The defenses above can be found summarized in table 12 below. One can see that the 
defenses countering multiple vulnerabilities are considered to be more costly than 
other defenses. These more expensive defenses also appear to counter the more severe 
vulnerabilities. For example the “Regularly update software” defense has a high cost 
but counters 3 severe vulnerabilities.  

 
We can also find that the “SQL injection” vulnerability is countered the most by the 
proposed defenses. This is highly beneficial to The Company, since attacks impacting 
the databases were considered to be the most severe. 

 

Defense Cost Vulnerability countered 

2FA Mid Improper privilege 
management 

Encrypt data Low SQL injections 

Regularly update software High 
Remote code execution, 

Cross site scripting, 
SQL injections 

Education High Improper privilege 
management 

Authorization logs Low Improper privilege 
management 

Database logs Low SQL injections 

Database backup Low SQL injections 

Input validation Low SQL injections, 
Cross site scripting 

Device monitoring Mid Unmonitored devices, Remote 
code execution 

Privilege management policies Mid Improper privilege 
management 

Table 12. Summary of Defenses, their cost and their countered vulnerabilities 
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4.6.3 Summary and recommended course of action 
Looking at the three abuse cases that were expanded upon and according to table 11, 
we see that a Rogue Employee Altering Data has the highest risk associated with it. A 
combination of the greatest loss magnitude and a significant likelihood of attack 
success, rogue employees pose the greatest threat. They also have the greatest threat 
capability, placing high priority on the implementation of defensive measures along 
the attack paths for rogue employees.  

 
Therefore, we recommend that The Company implements the following defensive 
measures: 

 
2-Factor Authentication 
Implement 2-factor authentication for all user accounts. It would work as a direct 
countermeasure to the hijacking of user credentials. Existing 2FA is suitable 
infrastructure for this. 

 
Encrypt data 
Encrypt all data in system databases. Usage of accessed data is made much more 
difficult as a result of encryption. Implementation of existing encryption algorithms 
should be used. 

 
Regularly update software 
Perform regular software update and patching of bugs relating to system security, of 
course combined with continuous testing. Though expensive, continuous software 
updates as a result of testing is an effective way to eliminate vulnerabilities. 

 
Education 
Provide staff with knowledge on how to identify and avert social engineering 
attempts, as well as other security related topics. Social engineering can take paths 
around other defensive measures, so it is important to counteract. Short and 
informative classes should be mandatory for staff. 

 
Authorization logs 
Log all authorization attempts, successes and failures. This would provide an 
overview of attempted logins and help track attackers if an attack is detected. 
Monitoring of logs can even be automated, and should not require much upkeep. 

 
Database logs 
Log all database activity. This would aid the detection of unauthorized alterations to 
the database, as well as the perpetrators of such actions. Similar to authorization logs, 
this could possibly be automated. 
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Database backups 
Perform regular backups of databases. In order to mitigate loss, data could simply be 
restored to an earlier state. By referencing old data, discovery of previously 
undetected alterations would be possible. 

 
Input validation 
Perform input validation on all user input and other requests. Further, using prepared 
statements combined with extensive input validation should provide good protection 
against injection attempts. 

 
Device monitoring 
Monitor devices using surveillance equipment. Considering every device needs this 
protection, using systems which provide protection over a whole set of devices will 
be more cost efficient. 

 
Privilege management policies 
Implement strict privilege management policies for different levels of access. Making 
sure privilege levels are controlled centrally would drastically reduce the chances of 
privilege escalation occuring.  
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4.7 Interactions with The Company 
In this section, we describe meetings we held with The Company, as well as present their 
feedback on and impression of our implementation of TMM. 

4.7.1 First Meeting 
Our first time interacting with The Company came as a meeting involving us, our 
supervisor and some representatives from The Company. This meeting was scheduled 
around six weeks into the project. During this meeting we covered several things. 
Among these were an introduction to The Company and its workplace effectivisation 
solution. The Company was also briefed on TMM. 

4.7.2 Second Meeting 
This time we had sent an email to The Company prior to the meeting detailing an 
agenda for the meeting as well as requested for information on the business to be 
prepared. This information included rudimentary information regarding business 
goals, authorization levels and assets as they related to the different levels of 
authorization. Further, we received information on possible loss events. The 
Company also reviewed phase 0 of our implementation, which they found to be 
satisfactory and accurate. 

4.7.3 Third Meeting 
Before the meeting, we gave The Company phases 0 through 4 to review in 
preparation for our final presentation of the implementation. During the meeting, we 
presented phases 3 through 5 of our implementation. The earlier phases had been 
reviewed between meetings and did not require a revisit. The general impression The 
company had was that the results were held interest to them, and that they would take 
a closer look before giving some extra feedback after the meeting.  

 
They also had questions regarding the choices of abuse cases and actors we had made. 
We explained that we made choices based on estimated likelihood of contact and 
relevance to a particular abuse case when select what combinations of abuse case and 
actor we reviewed in our implementation. 
 
The Company asked if the work on implementing TMM on their systems would 
conclude with our report. We explained that, while further work is possible, it is up to 
KTH to decide whether or not further implementation is done. Our impression is that 
such further work would benefit both The Company and KTH. 
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4.7.4 Feedback Received 
The Company was impressed with what we had accomplished, given our scope and 
limited information. Their impression of TMM was that the method was clear, that its 
results has good structure, and that its potential in providing a sound basis for 
decision-making is good. They also thought that it gives good findings of existing 
threats, on a theoretical level. 

 
They pointed out that our cost estimations were based on numbers relevant to 
companies in USA. Differing regulations on companies might make loss events 
produce differing magnitudes of monetary loss here in Sweden. In addition to being 
critical these loss cost estimations, they pointed out that some actors simply don’t 
have enough of an incentive to attack, according to our estimated values. 

 
Regarding the abuse cases, they thought that the cases we brought were interesting. 
However, additional cyber-attack scenarios would have been more interesting to 
analyze, according to The Company. Focusing on attacks carried out digitally was 
their primary concern. 

 
Conclusively, they were generally impressed with the volume of the results we 
produced, considering the limited information we had, as that restriction was placed 
on the implementation by The Company. 
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5 Discussion 
In this chapter we review and discuss our findings from the previous sections of the report. 
We also present a conclusion based on our results and the discussion on these results. 

5.1 Comparing TMM to other methods 
The main point of comparison between TMM and how we perceive PASTA is that 
TMM is a less complex method of threat modeling than PASTA. With fewer steps in 
the process and a less deep but still a holistic view of the system and business 
architecture, TMM retains the risk centric threat assessment of PASTA and 
complements it with risk assessment of FAIR, which gives it a well rounded set of 
tools. PASTA is lacking this refined approach to risk assessment and we think it that 
including this in TMM is an improvement on what PASTA offers. The risk centric 
threat assessment we also think is very important for threat modeling methods. Since 
viewing the system from the perspective of a potential threat, which only has to find 
one breaching path, we find that this is an appropriate way to identify vulnerabilities 
of a system. 
 
Additionally, looking at documentation and instruction manuals for PASTA and 
FAIR, we found that understanding how to implement and use PASTA and FAIR 
would be time-consuming and a complex task. Fully understanding the basic layout 
for implementation would require reading up on a lot of material and comprehending 
that information fully. One of the strengths of TMM in this regard, is that the amount 
of prerequisite material and comprehension required to implement the threat 
modeling is much less when compared to PASTA. Performing the RISK assessment 
also requires less preparatory reading, but still requires a lot of calculations during the 
process.  
 
Having a more straightforward method and more easily understandable instructions 
on implementation will make a threat modeling method easier to adopt for first time 
implementers. A side-effect of being easy to understand is that it also makes a method 
more appealing to implement, since the resources required to teach a group of 
implementers about the method and them subsequently implementing it will be 
lowered. Considering what Shostack [24] states regarding usability of a method, we 
think that TMM benefits from having a straightforward and simple set instructions. 
 
Also, relating to Shostack’s statements regarding models that fail to effectively model 
people as related to the systems, we found that TMM with its focus on threat actors 
provides a model with good awareness of the ways people influence the 
vulnerabilities of a system. 
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TMM was fairly easy to learn and subsequently implement, even for novices in the 
field such as ourselves. We found that the method appealed to The Company, in that 
they found it to have a clear structure and that even with an implementation at limited 
capacity, it produced conclusive results that when extrapolated in further work would 
provide a good foundation for making security decisions. 

 
The relative simplicity of TMM is useful when the inevitable question of reiteration 
arises. The simple implementation process lets implementers quickly correct mistakes 
or oversights in previous iterations. However, while it may be simple, performing it in 
such a small team proved to be quite time-consuming still. We propose, that threat 
modeling processes in general, would greatly benefit if performed in small, 
specialized, task-oriented groups, where appropriate expertise and experience would 
make implementing each phase more efficient. In addition to making implementation 
more efficient, we think it would produce better results as well. 

5.2 Evaluation of the feedback 
After reviewing the feedback we received from The Company, we found that it 
validated our results as a good starting point for threat modeling with TMM. Their 
impression was that the clear structure and estimations done on our part had 
applicability in providing a basis for decision making on a theoretical level. 

 
Regarding the estimations which The Company found questionable, we did not find a 
greater impact on the validity of our results stemming from inaccuracies in 
estimations, since the precision of certain figures are not as important as general 
ranges of estimates. We also agree with The Company on the point that the actors that 
supposedly lack an incentive to attack do motivate revision of the estimated figures 
related to them.  

 
Because of the limited scope of our implementation and the limited access to real 
information about the system, the implementation does not provide advice that is truly 
useful to the company in reality. However, if TMM was to be performed at a greater 
capacity at The Company, we would assert that it could provide a good basis for 
decision making, something which The Company seems to agree on. Related to this is 
the limited number of abuse cases that we analyzed further in our implementation. 
The Company wanted additional “cyber-attack” scenarios analyzed, but we decided to 
limit our scope to the selected cases as to provide a more general image of the method 
for The Company to evaluate. 
 
Regarding the number of handled abuse cases, a more complete implementation 
would take into account virtually all relevant abuse cases, within a certain limit, and 
provide an analysis for each threat actor in respect to each abuse case. This extension 
of the implementation is outside the scope of our implementation. However, our 
calculations and estimates would apply in the same way for any number of abuse 
cases, with further analysis of actors in respect to each abuse case providing a better 
view of the risk to any specific asset. 
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5.3 Evaluation of the implementation process 
Our general impression of the implementation process is that the process itself, after 
having been introduced to the details of the method, is quite straightforward. Making 
estimations and providing examples of exploitable vulnerabilities was not a complex 
task to perform on a theoretical level. However, when implementing the process 
further, we find that more attention should be given to these parts of the process. 
Creating diagrams and tables of abuse cases was difficult in the sense that we did not 
have a clear template to follow. This made phases 1 through 4 more time-consuming, 
as we had to look into the proper way of presenting the data.  
 
Since we had issues in understanding how we were supposed to properly format 
diagrams and flowcharts, we think that the development of a practical template for 
these parts of the process would aid in promoting adoption of the method, since one 
of the primary obstacles for widespread implementation seems to be the cost of 
educating new implementers of the method. 

5.4 Future Work 
This project was conducted on only one company. This could mean that our 
conclusions regarding the usability of TMM could be invalid in some respect due to 
the fact that this specific company could differ from other similar companies. In order 
to determine if this company is an anomaly or part of a pattern, TMM should be 
conducted on other companies. Another idea for a future project could therefore be to 
perform TMM on additional companies in order to appropriately identify the utility 
and usefulness of TMM. Furthermore, our implementation was only done in one 
iteration. Because TMM is an iterative process, future implementations should try to 
reiterate over the phases at least once. This would also ensure the coherency of the 
implementation. 
 
These projects should be performed parallel to each other in order to assist the groups 
conducting them in identifying certain patterns or anomalies with their companies in 
regard to TMM. 
 
To make further implementations of TMM easier to perform, the work could be split 
between several teams, where each team would specialize themselves in performing 
one or two specific phases. This would enable the teams to only focus on a specific 
task and to provide the implementation with a higher quality and more in depth work. 

 
Furthermore, it could be beneficial to develop a concrete template for TMM, 
specifying exactly what the phases should include in terms of layout and how data 
should be represented. This would assist the previously mentioned teams by not them 
having to spend time on deciding on this themselves. It would also enable other threat 
modelers hired by companies to more easily famiralize themselves with previous 
implementations of the method. 
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5.5 Conclusion 
In conclusion, we found that TMM was less complex than similar methods of threat 
modeling and risk assessment, and that it is well suited for an iterative process which 
would provide a well developed threat model and risk assessment through repeated 
implementation. The threat models and risk assessments produced by TMM would 
then give appropriate and accurate recommendations for improving system security. 
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