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1 Introduction

The document describes guidelines for the transcription of encrypted sources and related
documents, being it ciphertext, original or recovered keys, and cleartext.

Usually, the first step in attacking a cipher is the conversion of the image into a machine-
readable format, represented as text. There are many different ways of transcribing a
manuscript. Therefore, we developed guidelines so that the transcriptions available in the
DECODE database! (Megyesi et al., 2019) have a common format.

Ciphers use a secret method of writing, based on an encryption algorithm to generate a
ciphertext, which in turn can be used to decrypt the message to retrieve the intended,
underlying information, called the plaintext. A cipher is usually operated on the basis of a
key. The key contains information about what output the cipher shall produce given the
plaintext characters in some specific language.

First, we give guidelines for the transcription of ciphertext images, then to keys, and lastly to
cleartext images representing the original plaintext or a text that was written in the context of
the ciphertext in e.g. a letter correspondence.

2 Transcription of Ciphertext

Ciphertexts contain symbol sequences, letters from existing alphabets, digits, other graphic
signs, or a mixture of these. Ciphertexts might contain spaces, or the symbols follow each
other one by one without any space or other marks between words, so called scriptura
continua, used to hide word boundaries. Similar to historical text, punctuation marks are not
frequent, sentence boundaries are typically not marked, and capitalized initial letters in the
beginning of the sentence are usually missing, but they might appear. On the other hand, dots,
commas or other marks might be used to indicate special codes or code groups. We can also
find nulls in ciphertexts, i.e. symbols without any corresponding plaintext letters to confuse
the cryptanalyst to make decryption even harder.

Below, we describe the transcription file, first the metadata about the ciphertexts, followed by
the actual transcription of the image.

2.1 Metadata

Each transcript file of a particular cipher (which may consist of multiple images) starts with
comment lines with information about the file. Each comment line starts with "\#" followed
by a transcription attribute and its value, as:

1 https://cl.lingfil.uu.se/decode/database/search
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#CIPHERTEXT

#CATALOG NAME: your own index, i.e. file location, e.g. Segr. di Stato Francia 3/1/
#IMAGE NAME: the name of the image(s) representing the cipher, e.g. 117r.jpg-117v.jpg
#TRANSCRIBER NAME: full name or initials of the transcriber, e.g. TImB

#DATE OF TRANSCRIPTION: the date the transcription was created, e.g. 3 February 2016
#TRANSCRIPTION TIME: the time it took to transcribe all images of a cipher in hours and
minutes without counting breaks and quality checks, e.g. 30+30+60 mins=120 minutes
#TRANSCRIPTION METHOD: speech recognition (Google Docs).

#COMMENTS: description of e.g. difficulties, problems

2.2 Content

Next, the content of the manuscript is transcribed. Each new image in a cipher starts with a
new comment line with information about the name of the image followed by a possible
comment line:

#IMAGE NAME: the name of the image, e.g. 234v.jpg
#COMMENTS: any comments, e.g. difficult to read line 3, bleed-through

Then, the actual content of the ciphertext is transcribed.

2.2.1 Line breaks, spaces, punctuation and diacritical marks

The transcription is carried out symbol by symbol and row by row. This means that numbers
are transcribed as numerals in ASCII, e.g. 1 is transcribed as “1”, 2 is as “2”, 0 as “0”, etc.
The same applies to the letters in the Latin alphabet including capitalized letters, e.g. a is
transcribed as “a”, capital B as “B”, and so on, and punctuation marks such as “.”, «,”, “!”,
XY (L 1), ete . For other symbols, we use the Unicode name representation where the
name of the symbol is given following the Unicode standard, listed in the Appendix. Each
symbol is transcribed separately, meaning that we add a space after each symbol (e.g. ‘378’ in

the manuscript is transcribed as ‘3 7 §°).

(13 ,’

Handwriting varies greatly not only between individuals but also for the same writer, which is
why transcription of ciphertexts containing special symbols is especially challenging. A good
strategy before you start the transcription is to study the ciphertext and try to identify each
unique symbol, by looking for types of symbols and their occurrence in the cipher. If a
particular symbol occurs several times with some small variation, it probably can be treated as
a group. It is also important to pay attention to the type of symbols used overall in the cipher.
For example, if the cipher seems to consist mostly of numbers, what looks like an ‘1’ could
potentially be a ‘1’ with a dot on top, or what looks like an ‘s’ could be a ‘5°. This obviously
depends on handwriting style and can vary from document to document.

The transcription shall represent the original ciphertext shown in the image, keeping line
breaks, spaces, punctuation marks, dots, underlined symbols, and cleartext words, phrases,
sentences, paragraphs, as shown in the original image. More specifically:

e Line breaks are kept so that when a new line starts, a new line is added in the
transcription.

e Space (“ ) is represented as <SPACE> if it is clear from the ciphertext that space
might indicate word boundaries, i.e. appear on regular basis in every line in a
systematic way, as illustrated below.



DE
CRYPT,
gyt

&

R <SPACE> gemini conjunction taurus conjunction ironore arsenic cancer H sextile
<SPACE> H virgo sextile ironore sextile

copperore fire taurus arsenic delta ? <SPACE> gemini conjunction taurus aries sextile
<SPACE> 5 arsenic cancer arsenic aries sextile gemini

If space occurs, but apparently not in a systematic way, just happen to be there, which
is quite common in ciphertexts represented as digits, the space can be transcribed with
two or more space characters written in ASCII “ in the transcription. The reason for
allowing several space characters is that a larger space in the original might mark word
boundaries which the encryptor unintentionally left there when encrypting the
manuscript, which can be helpful in the decryption process as they might denote word
boundaries.

;30)7({/17.7?: 70:6&116 YIZIF2f0 ity 2240 70 /?g?—f—OZ

130176511274 70160116 21217250 417 25240 70148 24 02

Punctuation marks such as periods, commas, and question marks are transcribed as
such. Sometimes, punctuation marks (e.g. dots, commas, accents, underscores) appear
above or under specific symbols. It could be ink splash, but if they appear in a
systematic way, they are transcribed as well. If the mark appears above the symbol,
the sequence is transcribed as the symbol, followed by “*” and the specific mark (e.g.
dot or comma). If the mark appears under the symbol, it is marked by an “_” placed
between the symbol and the mark “.” (e.g. _.). Similarly, underlined symbols are
marked with “__” (double underscore) immediately following the symbol, except
when the whole ciphertext is underlined. Please note that sub- and/or superscripts shall
be marked on all individual symbols in a sequence of symbols (e.g. ‘235’ in the
manuscript is transcribed as 23 5 ).

To avoid ambiguous cases for symbols with sub- and/or superscript, we mark the sub-
and the superscript in brackets in the form symbol{superscript}{subscript}, in this
exact order.

Example of some special symbols and their transcription is given below:
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Glyph Transcribed as
Dot on top 3' 3N,
Accent on top / 3N
3
Dot on bottom 3 3
1]
Dot on top and 3' M}
bottom ’
Special 0 .e. O+
Special 2 '4 2+
Special 4 4|_ A+
Special 6 6-‘ 6+
Special 8 3t 8+
e Symbols from other alphabets, such as Greek letters or Roman numerals can also be
found. To transcribe those, we use the Unicode representation listed in the Appendix
Greek letters and Roman numerals. Use these only if it is clear that the actual symbol
does not represent any letters in the Roman alphabet, i.e. a unique symbol that cannot
be covered by the Roman alphabet (a, b, c, ... z) or the Arabic digits (0, 1, 2, ...9).
e Special symbols, such as Zodiac or alchemical signs were commonly used in

ciphertexts. Some of the most common symbols are listed in the Appendix, each
represented by its name as it should be transcribed, its Unicode (Code), and the
symbol itself with a short comment and description of its shape. If the symbol cannot
be covered by the symbols from other alphabets (Latin and Greek) or digits (Arabic or
Roman) you should first look at the Zodiac signs, followed by the Alchemical signs. If
you cannot find any (reminding) symbol among them, you can go on to the category
Other signs. Make sure that the symbol is transcribed with a unique name to make it
distinguishable from the other symbols in the cipher.

An example of the transcription of a ciphertext with alphabetical characters (Roman
and Greek) and graphic signs consisting of Zodiac and alchemical signs is shown
below along with the transcription indicated by the Unicode symbol name, its
automatic conversion to Unicode codes, and lastly the final visualization of the
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transcription. To visualize the Unicode sequences as glyphs, operating systems use
various methods: Mac: Option+Code, Windows: Alt+Code, Linux:Crtl-Shift+Code+Enter.

T IGI e Hx 1—5 295

Transcription by Unicode name:

R gemini conjunction taurus conjunction ironore arsenic cancer H sextile <SPACE> H virgo
sextile ironore sextile

copperore fire taurus arsenic delta ? <SPACE> gemini conjunction taurus aries sextile SPACE 5
arsenic cancer arsenic aries sextile gemini

Reproduced by Unicode codes *automatically*:

R <SPACE> 264A 260C 2649 260C 2642 29df 264b H 26b9 <SPACE> H 264d 26h9 2642 26h9
2640 25b3 2649 29df 03b4 ? <SPACE> 264a 260C 2649 2648 25b3 26b9 SPACE 5 29df 264b
29df 2648 26b9 264a

Final representation for visualization:
R <SPACE>ILS U9 J o@6H x <SPACE> HMx & *
Q A Yo x? <SPACE>ILS BMPA % <SPACE> 5 o-F506P» IL

e Uncertain symbols are transcribed with added question mark “?” immediately
following the uncertain symbol. Possible interpretations of a symbol can be
transcribed by using the delimiter *“/”. For example, if it is not clear if a symbol
represents a 0 or 6, it is transcribed as “0/6?”. Furthermore, if the same symbol is
underlined, it should be transcribed as “0/6?__ ” — the question mark should always be
placed before the transcription of super-/subscript. Please make sure that all symbols
are transcribed, so that uncertain symbols also have a transcription represented by “?”.

e If you are uncertain of a specific symbol, you can use an on-line tool, e.g.
Shapecatcher to find out the Unicode name and code for a particular symbol. Pick the
one that is most similar, and try to stick to the listed signs, first the Zodiac symbols
then the alchemical signs. Most important is that, if an unknown symbol occurs
systematically, it should be transcribed in its own unigque way, rather than just using
“?”. If you are not certain of the symbol, you should consult its transcription with the
DECODE-team <decode@cl.lingfil.uu.se>.

2.2.2 Catchwords

Historical manuscripts might contain catchwords placed at the foot of the page to mark page
order (instead of numbers), as illustrated in Figure 1. Catchwords are a sequence of symbols
anticipated as the first symbol(s) of the following page. In ciphers, catchwords might denote
an actual word, unintentionally, and transcribed as <carcuworp Symbol Sequence>, as
exemplified in Figure 1.
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Figure 1. Catchword in the last line of the first page marked in red, a repeated symbol sequence from the first symbols of
the second page. (Copiale p. 3.)

2.2.3 Notes in margins

Sometimes ciphertexts are also included in the margins. This happens basically for two
reasons: for corrections indicated in the ciphertext and the corrected items are written in the
margin, or to save space where the ciphertext continues in the margin.

Transcription shall always reflect the intention of the encoder, i.e. the corrected segments as
visualized in the original are transcribed. For example, if numbers are crossed-off in the
original, these are not transcribed. Similarly, insertions of corrections between symbols are
transcribed, as they intended to appear in the original. Ciphertext/cleartext written in the
margin is added into the specific space as indicated by the given mark/note in the original
cipher. In Figure 2 below, the “+” written by the encoder intended to insert the cipher
sequence written in the margin marked in red, that the transcription indicates.

405Y01T10 4034t€$s:ﬁ}vf 45375:7:0?;3;8330 s9481 @sxﬁuyrﬁo'

4165993 +922 #3537 4% ‘;osznb?/yr@s so’fxmmwswwo'ym‘;«sqfu;/ﬁ

4 114174093442 .AD2745875171630398380548164138930916720
06 9363958628 577584540923418410993

Figure 2. Transcription of content in the margin: correction.

In case of notes or ciphertexts located in the margin, these are transcribed after the ciphertext
and initially marked by a comment line with the description that the following ciphertext (see
Figure 3) is written in the right/left margin.
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#TRANSCRIBER NAME: SofPet|

‘791336229 72257

the cipher contains ciphertext written in the margins

#IMAGE NAME:
2

2T Gy TGP NGOG

M TNNNAM AN AT OMO T
W~

The following ciphertext is written in the left margin vertically.

SO IS R 4530 LY S G 9 g2 .ma.&..N.&..m.\.. A RSB BN AA N TR e e D

#CATALOG NAME: TNA_SP106/1@_UND_(0207-0210)
!

#IMAGE NAME:
#DATE OF TRANSCRIPTION: July 20, 2019

#TRANSCRIPTION TIME:

#CIPHERTEXT

HTNRNNANODMTNANONH TS

. 6.

~

N7 IR

: the followi

/12

MmomMInn~ M-
MmaNmnT~nm6 -

e e ae s e (N e DD e e v e e E
32301..451.

#IMAGE NAME: 2.png

10:

o
TONHANNNHIMONINNT S T RIN

Figure 3. Transcription of content in the margin.
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2.3 Transcription of ciphertext, cleartext and plaintext

The cipher sequences might be embedded in cleartext, i.e. non-encrypted text written in a
language, or cleartext might be embedded in ciphertext. Cleartext embedded in ciphertext is
illustrated in Figure 1 where the Spanish word sequence “comé la mi comanda” is embedded
in the surrounding ciphertext.

To be able to distinguish between ciphertext and cleartext sequences, the latter is clearly
marked in brackets as <cLearTExT 1aNG Letter/Word sequence>, where the tag
<CLEARTEXT. .. > denotes where the cleartext starts and ends as illustrated in the
transcription marked by red in Figure 4. If the manuscript contains several lines of cleartext,
each new line is represented by a new cLearTExT tag. LANG represents the language the
cleartext is written in, marked by a language 1D as defined by 1SO 639-12 two-letter codes for
languages (e.g. ES for Spanish). Abbreviations for some languages:

FR French

IT Italian

LA  Latin

PL Portuguese
ES Spanish

If there is some doubt about the cleartext/plaintext language, the language 1D shall be defined
as UN, indicating an unidentified language. Should the transcriber have a guess about the
cleartext language, this should be given as a comment in the transcription file, and not by
using a language tag followed by a question mark (e.g. ‘PL?” would be incorrect).

For those cases where the cleartext does not necessarily belong to a certain language, such as,

but not limited to, dates (‘17.02.1725°), years (‘1872”) or paragraph markers (‘P.25’), the
language tag that we use is ‘N/A’ (‘not applicable’) - <CLEARTEXT N/A 1872>.

lgo )7((1:1.77— 7016016 LIZIF7 20 17 24240 70 164—5{1‘?0?—/0/}67_70 1227

2202464450276 70 122 '2.102.(024764452111.;0;02.45;4_1)’26'/7

122202459 12FYY 2 Flr g2
§0 72712100 1442404 72 2944 > 252 5601 gy 1024 (1224 Gagrgy

130176511274 70160116 2121725041725240701482402101362701227
2202458456276701 025024176 25621224 0502484252617
1301222 22225024?012434?441? 25242
50727121601442462 47752 560244722202951224625212

Figure 4. The image and the transcription of the cipher image.

2 https://en.wikipedia.org/wiki/List of 1ISO 639-1 codes
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The cipher image might contain not only embedded (non-encrypted) cleartext, but also
decrypted plaintext. We find decrypted plaintext written over the ciphertext sequences by the
receiver, as illustrated in Figure 2. Similar to cleartext, plaintext is transcribed as <pLAINTEXT
1aNG Letter/Word sequence> inaseparate line. Transcription of the image containing
cleartext and plaintext is visualised in Figure 5.

/ ? cartuns )T //é-,nsx <K
/44;7%4 ﬂ/r' By L4l O S 7117f17 L
4MJ~) //o/ 4/0 wln” R

a77 NS 700// ﬁ?q/tﬁggﬂf/ﬂfﬂz,(fﬂooyﬂlz[ amm{

03¢ 5507 MZZJQZ?MJ/WJIIM L2752 c/{/ J&L

<CLEARTEXT IT facendo queste prego m'anisano? come & menu
SPLAINTEXT 1T 5 1a al

Figure 5. Cipher containing cleartext and plaintext with transcription.

To illustrate the terminology of ciphertext, cleartext and plaintext, we show example of each

type in Figure 6. Embedded cleartext is marked in red, while decrypted plaintext is marked in
blue. We can think of plaintext as a ‘translation’ of ciphertext into an understandable format,

while cleartext is text that does not need to be decoded in order to be understandable.

120 176511274 50160116 21217250 417 25240 70144 240200/762 70 1227

Cleartext

220246445027 6 74 01_(074764-;61./117_0;024%1-1,& Gi7 .
B ? embedded in
7012224 tHerrrelzzyt s 475252 ciphertext

§0727 1160144240472 29847 252 560aggrenrond srraglerapy

ciphertext cleartext _~plaintext
encrypted text text embedded in ciphertext lgecrypted text;

e ——

Figure 6. Ciphertext with cleartext and plaintext.

Uncertain cleartext or plaintext symbols will be transcribed with a *?” immediately following
the symbol. Similarly to ciphertext, we can also have alternative spellings, which should be
separated by /> and followed by ‘?” at the end (e.g. ‘and/und?’). A distinction that we make
when transcribing cleartext and plaintext is that we use ‘*’ to replace unknown symbols,
which we do not use for ciphertext. Assuming that the transcriber cannot make out the first
two letters of a word, this would be transcribed as ‘**aintext’.

11
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Sometimes we find abbreviations in the plaintext or cleartext sequences. Original text shall be
transcribed as such, and in cases where abbreviations occur, the expansion of the abbreviation
can be inserted after the abbreviated segment given as <ABBR expanded-
abbreviation>, e.g. Del sre <ABBR signore> Bianco.

2.4 Upload of transcriptions into the DECODE database

Once the image(s) of the cipher are transcribed, the transcription is saved as a text file (.txt,
docx, etc) in Unicode (utf-8) format.

In order to upload the transcription into the DECODE database, you need to find the cipher
the transcription is based on in the database. Then click on the cipher record, and choose Edit
record, as shown in Figure 7 below. In the Edit document field, you can upload the actual
transcription under Add document. You should mark the Category as Transcription, then
name the transcription file as you wish, and choose the file for upload. If you want the
transcription be available only to you, tick-off the Public box, otherwise your transcription is
going to be freely available. We encourage all submissions from users to be publicly
available. Then, push the Submit button and your transcription is now uploaded to the
database, connected to a particular record.

DECODE &£ & ¢ ®B O & 0 H ECHTCIP TNy =
Add Search Feedback  API Help Invite  About Logout

Edit record "Copiale”

Copiale

L Editrecord | L4 Deleteall || (&) Access mode

Cipher images

TRANSCRIPTIONS

transeription of capie ciphes

TRANSLATIONS

Documents

decryption of copiale cipher transcription of copiale cipher
Deciphered text Transcription

T 2016-08-09 TXT 2016-08-09 CRYPtOOL 2

9 87kB 9 237kB Choose ...

translation to English of copiale ...
Translation
2016-08-09

TXTY 79k8

Figure 7. Upload transcription into the DECODE database.

Please note that several transcription files are allowed to be uploaded to the same cipher.

3 Transcription of Keys

A key defines how each entity in the original plaintext shall be encrypted. Keys might contain
substitution of not only characters in the plaintext alphabet, but also space to hide word
boundaries, or nomenclatures where bigrams, trigrams, syllables, morphemes, common
words, and/or named entities, typically referring to persons, geographic areas, or dates, are
substituted with certain symbol(s). Punctuation marks or capital letters might occur in keys,
but not frequently. A key might also contain nulls, i.e. symbols without any corresponding
plaintext characters to confuse the cryptanalyst to make decryption even harder. To make
decryption difficult, the most frequently occurring plaintext characters might have several
corresponding codes.
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The codes in a key might be of variable length. Each type of entity to be encrypted might be
encoded by one symbol only, two symbols, three symbols, and so on. For example, the
plaintext alphabet characters might be encrypted with codes using two-digit numbers, the
nomenclatures with three-digit numbers, space with one-digit numbers, and the nulls with
two-digit numbers, etc. Figure 8 illustrates a key based on homophonic substitution with
nomenclature from the second half of the 17th century. Each sign in the alphabet is
represented by at least one ciphertext symbol (e.g. A -> 18, m; B -> 20; C -> 19). The vowels
and double consonants are assigned an additional ciphertext sign. The key also contains
encoded syllables with two-digit numbers or bigram characters (e.g. ba->65; be->66),
followed by a nomenclature in the form of a list of Spanish words encoded with three-digit
numbers or symbols (e.g. apustamiento -> 106).
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Figure 8. A key from the second half of the 17th century.

Thus, the keys contain plaintext characters, syllables, words, etc., and their corresponding
code(s). Unlike the key in Figure 8, keys might include cleartext with explanation to (some
parts of) the key. For example, Figure 9 illustrates a key, probably from the 14" century,
where the cleartext areas written in Latin are marked in red.
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Figure 9. Key with codes and cleartext.

We distinguish between two types of keys with regard to the origin of the key: original keys
and reconstructed keys. Original keys were created back in history and an image is required,
while reconstructed keys are created by a cryptanalyst and might be complete or partly
reconstructed. Below, we describe the transcription of each type. The transcription guidelines
for keys are partly based on the master thesis of Tudor (2019).

3.1 Original keys
Similar to ciphertexts, metadata of the key is defined first, followed by the transcription of the

<cipher code-plaintext> mappings and possible cleartext appearing in the original
key.

3.1.1 Metadata
Before the actual transcription, original keys are described by a set of metadata, related to the
transcription and the description of the key, each initialized by a hashtag (#) as defined below:

#KEY: original (keys that are reconstructed through cryptanalysis as opposed to original keys
found in the archives are marked as reconstructed)

#CATALOG NAME: your own index, i.e. file location, e.g. ASV_ARM_XLIV_ 7-1

#IMAGE NAME: the name of the image(s) representing the key, e.g. 1287.jpg

#TRANSCRIBER NAME: full name or initials of the transcriber, e.g. CT

#DATE OF TRANSCRIPTION: the date the transcription was created, e.g. 22 April 2019

#TRANSCRIPTION TIME: the time it took to transcribe all images of the key in hours and
minutes without counting breaks and quality checks, e.g. 1h 30min

#LANGUAGE: The language that is identified from the plaintext and cleartext present in the key
according to the 1ISO 639-1 standard, e.g. FR for French, ES for Spanish, and UN for identified
language, e.g. IT

#STATUS: [complete or partial]. Partial is used if part of the original key is known only.

3.1.2 Transcription of codes

After the metadata, the actual transcription of the content of the keys follows. Since keys can
be structured in many different ways, often as tables, these are not straightforwardly
represented in the transcription. Therefore, we list the key items as <code-

plaintext unit> pairs where each unique pair is written in a line, first the code followed
by the separator “-”, then the plaintext unit being it a character in the alphabet, syllable, word,
null, punctuation mark. etc. Nulls are transcribed as <NULL>.
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The symbols are transcribed as described in Section 2.2.1.

We can also find cleartext in keys, i.e. non-encrypted text which often contains explanations
about the cipher key. These cleartext sequences are transcribed as described in Section 2.3.

We illustrate the transcription by a cipher key image in Figure 10 with the corresponding
metadata and the transcription in Figure 11.

Figure 10. A cipher key.

The transcription of key in Figure 10, starting with metadata, followed by the cleartext and
comments, and ending with the code transcription.

#KEY: original
#CATALOG NAME: TNA_SP106/2_ElizabethI_f58(0069)
#IMAGE NAME: 3391.jpg

#TRANSCRIBER NAME: CT

#DATE OF TRANSCRIPTION: 10.04.2019
#TRANSCRIPTION TIME: 2h

#LANGUAGE: FR EN

#STATUS: complete
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— Royne d'Angleterre
— Roy de France

— Roy d'Espagne

— Roy d!Escosse

— Cardinal d!Austrice
— Estats du pays—bas
— Roy de Denmarck

— Duc de Florence

— Duc de Savoye

— L'Empereur

Grand Turck

— Roy de Barbarie

— Les Menetiens

— Ceux d'Hambourg

— Ceux de Lwbeck

Les Easterlins

Les Indes du west
Les Indes de 1'East
Brasil

Mexico

XECANWIOTOZEAIOTIMONAD S
I

2 — Angleterre
3 — France

4 - Espaigne
5 — Escosse

6 — Flandres
7 — Hollande
8 — Denmarck
9 - Italie

11 - Irlande
12 - Siville
13 - 5t Lucar

14 - Calix
15 - Lisbonne
16 - Ferol
17 - Lagos

18 - La Grodone
19 - Le Passage
20 - Les Canaries
21 - Les Terceres
22 — 5t Ander

23 - Londres

24 - Plymouth

25 - Calass

26 - Dunkercke
27 - Grauelni

28 - Blauet

29 - Flissinge
38 - Briel

31 - Dostende
32 - Hulst

33 - Anuers,

34 - Bruges

35 - Brusselles
36 - Gant

37 - Bollnigne
38 - Monstreul

39 - Ardres
48 - Diepe
41 - Roan

10 - Britaigne

Toile d'Hollande — Soldats
Saegs — Galleres

Bleds — Munition

Carseyes — Thresoir
Charriots - Cavallerie

female — Martin de Idiagues
moon — Ammiral d!Espaigne
earth — Conte de Portalegre
sguaredot — Pedro de Valdez
triangle - Pedro Sebure

<CLEARTEXT EN his name. — - Stephen van Millebeke>
<=CLEARTEXT my Mrs. name. — Frederick vander Hayden>

Figure 11. Transcription of codes in the key from Figure 10.
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If a plaintext unit can be coded by several ciphertext symbols, i.e. in case of homophonic
ciphers, the possible codes are transcribed sequentially separated by a bar (“|”) followed by “-
” and the plaintext unit. For example, if the plaintext character “a” can be encoded by “25” or
“52”, it would be transcribed as

25|52 - a

It is transcribed in one line even when these are written in two lines in the original key, e.g. 25
-aand 52 - a.

In case of polyphonic cipher keys where a ciphertext symbol can be mapped to several
plaintext units, each plaintext symbol is listed with the code, separated by a bar (“|”’), such as:

0-alt

Similar to codes, if several plaintext alternatives are listed with one specific code, these are
transcribed in one line, no matter if they appear on separate lines in the original.

Please note that the separator bar “|” aimed for separating code or plaintext alternatives in
keys is written in ASCII. However, if the ciphertext symbol represents the glyph “|” in the
code itself, it is transcribed with its Unicode name “VerticalLine”, listed in the Section Other

signs.

3.1.3 Upload of transcribed original keys into the DECODE database
You can upload the transcription of a key into the database in the same way as you upload
transcription of the ciphertext described in Section 2.4.

3.2 Reconstructed keys

Similarly to the original keys and ciphers, each reconstructed key is described by a set of
metadata.

3.2.1 Metadata
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#KEY:: reconstructed (keys that are reconstructed through cryptanalysis as opposed to original keys
found in the archives marked original)

#CATALOG NAME: your own index, i.e. file location, e.g. ASV_ARM_XLIV_7-1

#DATE: the date of the reconstruction of the key, e.g. 17 May 2019

#RECONSTRUCTED BY: the person(s) who reconstructed the key through cryptanalysis, e.g.
George Lasry

H#RECONSTRUCTION: a brief description of how the key was reconstructed as free text
#LANGUAGE: The language that is identified from the plaintext and cleartext present in the key
according to the 1ISO 639-1 standard, e.g. FR for French, ES for Spanish, and UN for identified
language, e.g. IT

#STATUS: [complete or partial]. Partial is used if part of the key could not be recovered.

3.2.2 Transcription of codes

Then, the content of the keys follows with the list of <code-plaintext unit> pairs
where each unique pair is written in separate line. First the code, followed by the separator “-
”, then the plaintext unit being it a character in the alphabet, syllable, word, null, punctuation
mark, etc. Nulls are transcribed as <NULL>. The same guidelines apply here as for the

original keys.

3.2.3 Upload of transcribed recovered keys into the DECODE database

You can upload the transcription of a recovered key into the database in the same way as you
upload a transcription of the ciphertext described in Section 2.4.

4 Transcription of Cleartexts

Cleartexts are defined as non-encrypted plaintexts. These could be letters without any

ciphertext that appear in the context of a cipher, e.g. in a letter correspondence, or it could
appear embedded in ciphertext, as described in Section 2.3.

4.1 Metadata

The metadata for cleartext documents contains the following information:

#CLEARTEXT

#CATALOG NAME: your own index, i.e. file location, e.g. Segr. di Stato Francia 3/1/
#IMAGE NAME: the name of the image(s) representing the cipher, e.g. 117r.jpg-117v.jpg
#TRANSCRIBER NAME: full name or initials of the transcriber, e.g. TImB

#DATE OF TRANSCRIPTION: the date the transcription was created, e.g. February 3, 2016
#TRANSCRIPTION TIME: the time it took to transcribe all images of a cipher in hours and
minutes without counting breaks and quality checks, e.g. 30+30+60 mins=120 minutes
#TRANSCRIPTION METHOD: speech recognition (Google Docs).

#LANGUAGE: The language that is identified from the cleartext according to the 1SO 639-1
standard, e.g. FR for French, ES for Spanish, and UN for identified language, e.g. IT
#COMMENTS: description of e.g. difficulties, problems
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4.2 Transcription of cleartext

Next, the content of the image is transcribed. Each new image starts with a new comment line
with information about the name of the image followed by a possible comment line:

#IMAGE NAME: the name of the image, e.g. 234v.jpg
#COMMENTS: any comments, e.g. difficult to read line 3, bleed-through

The transcription shall represent the original text shown in the image, keeping line breaks,
spaces, punctuation marks, dots, underlined symbols, and cleartext words, phrases, sentences,
paragraphs, as shown in the original image. More specifically:

e Line breaks are kept so that when a new line starts, a new line is added in the
transcription.

e Space is represented as space. Punctuation marks, such as periods, commas, and
question marks are transcribed as such.

e Uncertain words or characters are transcribed with added question mark “?”
immediately following the uncertain sequence. Possible interpretations of a symbol
can be transcribed by using the delimiter </, For example, if it is not clear if the word
shall be transcribed as “and” or “und”, it is transcribed as “and/und?”.

e Unknown words or characters are replaced by *’. For example, if we cannot
recognize the first two letters of a word, it would be transcribed as ‘**leartext’.

e Abbreviations. Original text shall be transcribed as such, and in cases where
abbreviations occur, the expansion of the abbreviation can be inserted after the
abbreviated word given as <ABBR expanded-abbreviation>,e.g. Del sre
<ABBR signore> Bianco.

We mention that in those cases where all of the cleartext is underlined, without exception, the
transcriber can just mention this is a comment line and transcribe only the text, instead of
transcribing the cleartext as being underlined.

4.3 Upload of cleartext transcriptions into the DECODE database
Once the image(s) of the cleartext are transcribed, the transcription is saved as a text file (.txt,
docx, etc) in Unicode (UTF-8) format.

In order to upload the transcription of the cleartext into the DECODE database, you need to
find the cipher that the cleartext is connected to in the database. Then click on the cipher
record, and choose Edit record, as shown in Figure 7. In the Edit document field, you can
upload the actual transcription under Add document. You should mark the Category as
Cleartext transcription, then name the transcription file as you wish, and choose
the file for upload. If you want the transcription be available only to you, tick-off the Public
box, otherwise your transcription is going to be freely available. We encourage all
submissions from users to be publicly available. Then, push the Submit button and your
transcription is now uploaded to the database, connected to a particular record.

19


https://cl.lingfil.uu.se/decode/database

- éasﬁ'?’ ﬁ@y‘(gﬁb
DE %
CRYPT #
g Mﬁ&

5. Summary

In this paper, we presented guidelines for a systematic and consistent transcription of
historical ciphertexts, generated and original keys, as well as cleartext documents that are
uploaded in the DECODE database. Consistent transcription across ciphers provides the
possibility of comparing these historical sources in large scale systematically which has not
been possible to do until now. The guidelines might be also a useful resource in case we
employ several transcribers for the same document. Our hope is that the guidelines will serve
in getting a more accurate, unambiguous and consistent transcription within and across
ciphertexts and keys, a first step taken to a standardized transcription of historical encrypted
sources.
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Appendix: Transcription of Special Symbols

Greek letters

Name Code | Glyph
Alpha o3b1l o
Beta 03b2 B
Gamma 03b3 Y
Delta o3b4 )
Epsilon | ©3b5 €
Zeta 03b6 C
Eta 03b7 N
Theta 03b8 0
Iota 03b9 1
Kappa 03ba K
Lambda 03bb A
Mu 03bc u
Nu 03bd v
Xi 03be 3
Omicron | @3bf 0
Pi 03¢0 T
Rho 03c1l p
Sigma 03c3 c
Tau 03c4 T
Upsilon | ©@3c5 )
Phi 03c6 0]
Chi 03c7 Y
Psi 03c8 W
Omega 03c9 o

Name Code | Glyph
CapitalAlpha 0391 A
CapitalBeta 0392 B
CapitalGamma 0393 r
CapitalDelta 0394 A
CapitalEpsilon | ©395 E
CapitalZeta 0396 Z
CapitalEta 0397 H
CapitalTheta 0398 C
CapitalIota 0399 I
CapitalKappa 039a K
CapitallLambda | ©39b A
CapitalMu 039c M
CapitalNu 039d N
CapitalXi 039e =
CapitalOmicron | ©39f O
CapitalPi 03a0 11
CapitalRho 03cl P
CapitalSigma 03a3 )3
CapitalTau 03a4 T
CapitalUpsilon | ©3a5 Y
CapitalPhi 03a6 O
CapitalChi 03a7 X
CapitalPsi 03a8 b
Capital@mega 03a9 Q
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Roman numerals

Name Code Glyph
OneRoman 2160 |
TwoRoman 2161 II
ThreeRoman 2162 111
FourRoman 2163 v
FiveRoman 2164 \Y
SixRoman 2165 VI
SevenRoman 2166 VII
EightRoman 2167 VIII
NineRoman 2168 IX
TenToman 2169 X
ElevenRoman 216A XI
TwelveRoman 216B XII
FiftyRoman 216C L
OneHundredRoman 216D C
FiveHundredRoman 216E D
OneThousandRoman 216F M
OneThousandRoman 2180 @D
FiveThousandRoman 2181 D
TenThousandRoman 2182
ReversedOnehundredRoman | 2183 0
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Zodiac signs

Name Code | Glyph
Aries 2648 Y
Taurus 2649 hof
Gemini 264A II
Cancer 264B Ss
Leo 264C )
Virgo 264D 1
Libra 264E o
Scorpio 264F m
Sagittarius | 2650 X
Capricorn 2651 Yo
Aquarius 2652 o
Pisces 2653 AS
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Alchemical signs

Name Code | Glyph | Comment Shape
Fire 25b3 A alchemical triangle up
Earth 2641 & alchemical, also for antimony ore | circle cross
Water 25bd \V4 alchemical triangle down
Vinegar 2629 i alchemical, cross of Jerusalem cross
MercurySublimate 263F o alchemical, mercury circle cross
Square 25A1 O alchemical, salt white square
CircledMinus 2296 e alchemical, also sign for salt circled minus
Nitre 29b6 0) alchemical circled line
Gold 2609 o) alchemical, sun circled dot
Silver 263d D) alchemical, first quarter moon moon
MoonLeft 263E C alchemical, last quarter moon moon
Sun 263C It | alchemical sun
IronOre 2642 3 alchemical male
CopperOre 2640 Q alchemical female
IronCopperOre 26a5 oy alchemical male and female
Verdigris 2295 &) alchemical cicrledplus
Asterisk 002a * alchemical, salammoniac asterisk, star
Sextile 26b9 % alchemical, salammoniac asterisk, star
EightSpokedAsterisk | 2733 * alchemical, salammoniac asterisk, star
Arsenic 29df o—o | alchemical, double-ended multimap connected circles
0il 1F74 alchemical, tibetan sign rdel dkar | three circles
6 gsum
Soap 25ca O alchemical, lozenge, diamond diamond, square
Urine 22al ] alchemical, squared dot operator squared dot
Sublimation 260a 0 alchemical, asceding node connected circles
Purify 260b 23 alchemical, descending node connected circles
Retort 2697 n alchemical, alembic
Month 2220 X alchemical, squared times squared times,
squared cross

HalfDram 0292 3 alchemical, measure, latin small 3

letter ezh
HalfOunce 2125 3 alchemical, measure, ounce sign 3
Saturn 2644 h alchemical, also for lead ore h
Uranus 2645 H alchemical
Neptune 2646 7 alchemical, also for bismuth ore,

tinglass
Pluto 2647 P alchemical p
Hygiea 2695 $ alchemical
Scales 2696 & alchemical
AtomSymbol 269B & alchemical
Ceres 26B3 P) alchemical
Pallas 26B4 Q alchemical square female
Juno 26B5 * alchemical
Vesta 26B6 ~ alchemical
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Other signs

Name Code | Glyph | Comment | Shape
VerticallLine 124 | special bar, line
Chiron 26B7 3 special key
BlackMoonLilith 26B8 C special circle +
SemiSextile 26BA \ special v underlined
Quincunx 26BB = special v overlined
Sesquidquadrate 26BC Q special square
Bullseye 25CE © special two circles
Comet 2604 = special circle lines
Conjunction 260C d special circle line
Opposition 260D L special two connected circles
Second 2033 " special E

Scruple 2108 0] special E
RetrogradeMotion 211E K special R

Orthogonal 221F L special L, 1
Semisquare 2220 ya special Lines

Parallel 2225 [ special IT, parallel lines
LotOfFortune 2297 X special Circle x
OcrHook 2440 J special S

OcrChair 2441 d special h

OcrFork 2442 | W | special fork
OcrInvertedFork 2443 th special fork
OcrDoubleBackslash | 244A | \\ | special parallel lines
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