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Abstract

For several years a trend in agile software development methodologies that connect the

development with operations is transforming business activities in the industry. This

methodology, that breaks down the formerly separated silos of development and opera-

tions is commonly referred to as DevOps. From a security point of view, however, the

DevOps methodology lacks a fundamental integration of security in any of its phases.

As a result of that, the DevSecOps practice, that intertwines the disciplines of security,

development and operations is more and more gaining popularity. The biggest challenge

in this shift of practice is the flawless introduction of security methods into existing De-

vOps processes without disturbing the fast pace and responsiveness of those. Whereas

the security integration and processes on how to make DevOps secure are discussed in

various preceding studies, this research focuses on an investigation of criteria that can

be used to measure application security in DevSecOps integration.

Given the lack of a fundamental base of academic literature on the topic, a Multivocal

Literature Review (MLR) was conducted. For the study, not only academic research but

also gray literature such as blogs and articles from industry practitioners were investigated

to extract meaningful review criteria. As applicable, high-level criteria, agreed-upon best-

practices and descriptions of security controls were thereby examined and compiled out

of the studied literature. The criteria resulting from the conducted MLR process were

further analyzed with each criterion’s coverage in existing security standards in mind.

Additionally, an investigation of a criterion’s connection to the fundamental principles

of the DevOps methodology was performed. The resulting list of criteria as well as

additional, partially classified sub-criteria are presented as the primary contribution of the

thesis. Further, a discussion of the results and evaluation of the criteria for measurability

and applicability with the help of an expert group from the cooperating company Veriscan

Security AB was performed. Lastly, the conducted study highlights the current state of

research on the topic, discusses the lack of knowledge for particular areas as well as serves

as a foundation and suggestion for several fields of future research. The criteria could,

for instance, enable future design science research on DevSecOps security measurement.
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Part 1

Introduction

Many modern software development businesses heavily benefit from quick and efficient

delivery of their product and thus an improved time to market. This allows them to stand

out against their competitors in the vastly growing industry [21]. A development model

called DevOps is estimated to be conquering the entry in the marked with adoption rates

above 50% [59, 79]. This development model allows for the departments of development

and operation to be shifted closer together. The engagement of a collaboration between

those traditionally rather isolated departments is hence the strongest focus of the DevOps

methodology [96].

The idea for the thesis work evolved from a conversation with a senior security con-

sultant at Veriscan Security AB [97]. While finalizing my studies at Lule̊a University of

Technology, I looked for a local business that would offer suitable thesis work. While

discussing with said security consultant at Veriscan, a mutual interest in a collabora-

tion formed. Two potential topics for a thesis were presented by Veriscan Security AB

(see the excerpt of discussion in Appendix A) and the applicability of either topic for a

research-focused thesis was then discussed between both parties.

The execution of the thesis work focuses on the first of the two proposed topics and

widens its focus to be of academic research interest. The topic of application security,

security controls, and best-practices, as well as a streamlined way of measuring those

security implementations, is of vital interest for the industry as security awareness and

compliance gain importance [62]. Many businesses and organizations currently make use

of agile software development methods like the DevOps methodology. Some of those pro-

cess implementations more recently are experiencing a shift towards the security-focused

methodology alternation called DevSecOps [59]. The outcome of this thesis, a set of mea-

surement (sub-)criteria, should be used as a base of knowledge for the review application

1
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2 Introduction

security in said DevSecOps processes. The 14 presented criteria reflect best-practices and

security integration in DevSecOps life cycles and are assembled for a security review or

measurement purpose. Further, this study provides an emphasis on the existing knowl-

edge gap on the topic given the lack of a fundamental academic research base. Lastly,

suggestions for future research on DevSecOps practice to increase knowledge and stream-

line a security measurement practice for DevSecOps implementations are provided.

A current snapshot of the software development industry shows that agile methodolo-

gies like extreme programming (XP) [12] or Scrum [85] are leading trends. Whereas these

trends open many opportunities for new developments, from a security point of view, agile

methodologies lack a focus on security as they are rather targeting functionally working

software and iterative delivery [11, pp. 479–484] [3, 104].

While historically the disciplines of software development and security were rather

drastically separated [96] due to their divided origins, the demand to work together [18]

in modern development is increasing. Software developers that are not skilled in the area

of security, as well as customers, might, during a development, unintentionally direct

development towards insecure software [17]. However, by integrating the security team

and decision-makers in development discussions, the previously mentioned separated dis-

ciplines can be connected [18].

A previous literature review of Oueslati et al. describes existing challenges when

trying to integrate security in agile approaches and that more research is needed to

“[. . . ] make developing secure software smooth” [72]. The interest in secure software

development and delivery, as well as a fundamental integration of security in the overall

system development life-cycle process [49], are key motivators for this thesis. In the

following, the research’s background is explained in more detail and an overview of the

objectives, the followed research methodology, and overall structure of this thesis are

presented.

1.1 Objective and Research Question

The objective of the thesis is to extract knowledge about security integration in DevOps

processes from existing literature. The referenced source material for this thesis work

was acquired from both the academical side but also from within the industry in the

form of integration reports, blogs, and other types of gray literature. The aimed result

of this thesis is a suggestion for a set of review criteria that is applicable for application

security measurement in DevSecOps processes. This resulting set of criteria should be a
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centralized, high-level collection of best-practices and security controls that are applicable

and measurable for a DevSecOps implementation.

In prior literature reviews [41,53,76] the current state of DevSecOps, as well as ways

of security integration into DevOps processes, were investigated. Those investigations

were conducted through (multivocal) literature reviews of both academic as well as gray

literature that was relevant to the topic. The MLRs were conducted in 2017 [41] and

2019 [53, 76] and reflect the current state of DevSecOps metrics and security integra-

tions in DevOps processes quite timely. However, with the lack of fundamental academic

knowledge in the area as explained in all of these works, a requirement for further, concise

exploration of the topic can be asserted. The current trend of mentioned integrations

within the industry should be contemplated. Thus, an investigation of integration reports

and their background, e.g. whether they are opinion-oriented or funded on consolidated

experiences, backed by security standards and reflect the DevOps principles, should be

conducted. I hence define the research question for this thesis to be:

What criteria can be used to measure application security and security

integration in DevSecOps processes?

The direct contact with the company Veriscan Security AB that operates within the

industry, allows the conduction of a relevant and timely research. Given the state-of-

the-art of current academic literature around the topic and mostly research in the area

focusing both on academic and gray literature through MLRs, a similar approach is

chosen for the conduction of this thesis. The MLR methodology gets introduced and the

research process, as well as details about its difference to typical SLRs, explained in 3.1.

1.2 Research Methodology

The research methodology called ”Multivocal Literature Review” or short MLR is chosen

for the final selection of literature that is analyzed in this thesis. An MLR is following

the regular Systematic Literature Review (SLR) process but also allows the inclusion

of non-academic or gray-literature in the process. The decision was taken due to the

fact that MLRs were conducted in previous research on the academically otherwise very

limited covered topic of DevSecOps. Those MLRs were focusing on a slightly different

research question, however, they share a similar objective: To add to a reduction of the

knowledge gap that can be currently found in academic research regarding DevSecOps.
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The previous MLRs include a.o. definitions and proposals of security controls for DevOps

processes [68], where and how those controls should be integrated, and which challenges

are faced by practitioners in such processes [53,76]. The result of this thesis as an MLR

thus adds to a comparable research base. To reach the objective of the thesis, an MLR

with the thesis’ research question on security measurement criteria is conducted. Hereby,

gray literature that has been used in previous research, as well as new literature that

was published since the previous MLRs were conducted, is taken into account. Through

the investigation process, the in-practice realization of security implementations in De-

vOps processes that reflect the industry practice as much as possible should be found

and a suggestion for application security measurement criteria be extracted. The prac-

tice reports are hereby discussed in terms of objectivity and the difference to traditional

security control implementations or connections to security standards and software de-

velopment life cycles are illustrated. For a discussion and evaluation, the cooperating

company Veriscan Security AB shares knowledge through an expert group that provides

feedback on the measurability and applicability of the extracted criteria.

1.3 Structure

This section discusses the overall structure of this thesis and gives the reader an overview

of the contents of each part. The thesis is structured in a total amount of six parts. The

first and introductory part 1 provides an overview of the research objective and the back-

ground to the thesis, e.g. explaining the involvement of Veriscan Security AB as well as

gives an introduction to the research methodology of MLR. In part 2 ”Key concepts”,

the theoretical background of the underlying research question is discussed. Definitions

for the connected terms and concepts are presented and connected methodologies illus-

trated. Part 3 covers the selected methodological approach for a structured review of

relevant literature to the topic. In this part, the discrepancy between SLRs and MLRs

are discussed. Further, the preparation, organization, as well as the actual conduction

of the review, are described. In this part, the search methodology, the search strategy,

and inclusion-exclusion-criteria are presented in detail. The data selection process is

discussed and the data extraction method is explained. Following that, part 4 presents

the acquired findings from the research phase. The shared methodologies, as well as

discrepancies between the different literature sources, are elaborated in detail. In part 5

the results are then discussed and a suggestion for applicable review criteria answering

the research question is provided. Further, an evaluation of the resulting criteria by a
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focus group at Veriscan Security AB that has been carried out is presented. Lastly, the

conducted research work is concluded in part 6. The limitation and continuously exist-

ing knowledge-gap in the research area are discussed as well as ideas for potential future

research work are outlined.
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Part 2

Key Concepts and State-of-the-Art

This part serves as an overview of the theoretical background that is required to

understand the thesis’ focus. The key concepts of the underlying research question are

illustrated and relevant definitions for related concepts and methodologies are presented.

Further, the state-of-the-art of the research topic and previous literature reviews are

discussed.

2.1 Key Concepts

2.1.1 Software Development Life Cycle

The origin of any software is the so-called Software Development Life Cycle (SDLC).

Traditionally, until a piece of software reaches the end-user, it passes a variety of steps and

undergoes a complex, lengthy process. The typical approach for software development

goes through a list of a well defined and organized set of steps. Those process steps

are the requirements definition, design of the software, the implementation phase also

called coding, a verification or testing step, and lastly a delivery process to ship out the

product. While this process is as such rather straight-forward and applicable to many

software development projects, it comes with a major flaw for modern business processes

and client behavior. Since a traditional SDLC and the project management method

behind it are constructed from a waterfall perspective, in which each phase needs to be

finalized until the next one can be started, the methodology is unable to adapt to changes

or to iterate back to a previous phase [8].

The biggest issue with this is the inability to accommodate quickly for evolving cus-

tomer needs. Requirements that were set at the beginning of the development can not

7
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Figure 2.1: The Waterfall Development Model as in [8,22]

be adjusted and thus require a client to be involved from the beginning before the devel-

opment even started. While this is not a flaw in itself, it limits the involvement of the

client heavily, as they are only part of the development at the beginning and end of the

whole SDLC. Due to this inability to change, products that went through the lengthy

process of a waterfall-based SDLC thus often resulted in a waste of development time

and rejected or simply unwanted software by the client [8]. A need for a methodology

that is able to involve the client and their feedback during the development rose and the

practice of agile development evolved. This practice is discussed in the following.

2.1.2 Agile Development Methodology

The previously mentioned traditional, waterfall-based SDLCs were prone to failure due

to the limited involvement of the customer and the inability to adapt to change requests

while conducting development. The evolving agile development methodology thus em-

phasizes on a more integrative and incremental development approach. The development

methodology is based on the Agile manifesto [14], a collection of steps of practice that

was published by frustrated industry insiders for a more flexible project management

methodology. The small increments in software development and the agile way to work

allow clients to become involved in the process. Through the increments, a client is able to
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understand where the project headed towards, making it easier to change in development

direction much earlier and providing the ability to adjust to a changing market.

The agile methodology increased in popularity throughout the years and now replaced

the traditional waterfall approaches in many cases [31]. Project management methods

that empower the agile principles to manage like SCRUM [84], Kanban [5] or XP [13] are

adopted in many businesses. The concept of a LEAN practice, in which collaboration,

learning from failure and feedback are emphasized is also increasing in popularity and

strengthens the agile values [75]. The overall goal of the agile development method is

an improvement of efficiency in development and the ability to adapt to a fast-paced

marked and client requests. As part of the methodology, many adjusted or entirely new

development and operational practices were developed. An important technique that is

relevant for this study and initial part of the topic at hand is the practice of continuous

integration and continuous delivery which is described in the following.

2.1.3 Continuous Integration and Delivery

The operational activity of continuous integration and delivery (CI/CD) formed from

the adoption of agile principles in software development. The main driving factor for

fast pace and adaptability to the market is a quick integration and delivery of software.

The practice of CI/ CD thus emphasizes on a continuous stream of code integration

and publication through the use of automated systems [21]. Through the merge of

all working copies from developers on one shared pipeline, an integration practice is

developed. This integration practice is often performed several times per day through

an automated process, rendering it as a continuous practice. The involvement of the

developers ends with the latest commit of their code and the further handling of the

product is taken over by the operations team. After making the code ready for delivery

the automated process publishes it on a continuous basis.

While the practice is flexible and fast, it is also prone to miscommunication and

misalignment between the teams of development and operation. The separation of those

teams is the biggest flaw that acts majorly against the flexibility and error-proof practice

[21]. A practice that counters this flaw and breaks down the imaginary wall between the

two teams is the DevOps methodology which is elaborated in detail in the following.
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2.1.4 DevOps

One of the current trends in modern software development is the DevOps methodology.

This popular methodology aims to bring development and operational activity on one

table. The DevOps practice is often connected to agile project management methods

as both methodologies have fast and efficient deliveries in focus. However, as part of

their fast-paced nature, those practices also ultimately “[. . . ] somewhat neglect security

[. . . ]” [56]. This major lack of focus is often criticized when DevOps is discussed in

academic literature from a security-focused viewpoint [53]. For the term DevOps, several

definitions exist. The most common and agreed-upon definitions were merged by Jabbari

et al. as follows.

”DevOps is a development methodology aimed at bridging the gap between

Development (Dev) and Operations, emphasizing communication and collab-

oration, continuous integration, quality assurance and delivery with auto-

mated deployment utilizing a set of development practices.” [48, p. 6]

From this definition, it can thus be extracted that the main objective of the DevOps

practice is to improve the relationship between the development and the operations de-

partment [48] and for those departments to work collaboratively for the success of a

software product [22]. Since this approach is similar to the agile methodology, in which

the different stakeholders of a project are closely connected, DevOps often is seen as an

extension of those or at least to be making use of agile principles. This viewpoint, from

which a relation of DevOps and agile methodologies is highlighted, is, however, not fully

agreed upon by the research community as described by Jabbari et al. [48].

Other objectives of DevOps that are discussed in academic literature include a.o. the

improvement of productivity [22], the delivery of dependable products [59], the ability to

adjust and satisfy dynamic business needs [63] and ultimately a faster time to market [89]

than using traditional software or application development life cycles. Even though it is

clear that there is not the one, a clear definition of DevOps that can be extracted from

academic literature, the methodology is actively used and implemented in the industry

for a while now. Business leaders like Amazon, for instance, make use of the DevOps

methodology since 2009 and Netflix sets new standards in the entertainment industry

with their adopted DevOps processes [70]. The ”DevOps development life cycle” loop as

presented in figure 2.2 provides a visual representation of steps that should be followed

when integrating a DevOps practice. It is defined in an infinity-shape due to its contin-

uous recurring steps in the process. The major steps of the DevOps process are defined
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by Atlassian as planning, building, and continuous integration on the left hand and thus

development side, followed by the deployment, operation and continuous feedback on the

right hand, thus operational side [7]. Those steps are followed continuously throughout

the DevOps practice and just as the infinity-shape implies, have no strict end of the

process rather than continuous feedback and collaboration of the operational side with

the development side for future developments.

Figure 2.2: The DevOps Development Life Cycle by Atlassian [7]

Just as with the definition of DevOps this DevOps development life cycle loop alters

in its definition from source to source. In other definitions for instance in the one from

Loughman [57] (see fig. 2.3) additional steps like a coding step between the planning and

building phase or a testing step before the continuous integration phase are described.

Further, the continuous integration is called release and the continuous feedback step is

represented with a monitoring step.

Smeds et al. as well as Virmani describe the key capabilities of the application of

DevOps processes as continuous planning, continuous integration and testing, contin-

uous release and deployment, continuous infrastructure monitoring and optimization,

collaborative and continuous development and continuous user behavior monitoring and

feedback [87,98] which aligns with most other DevOps development life cycle definitions

like the one of Atlassian [7] or Loughman [57]. Which of the steps need to be followed

and how they are integrated in detail for a successful DevOps practice, in the end, is up

to the practitioners’ contemplation.
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Figure 2.3: The DevOps Development Life Cycle by Loughman [57]

CA(L)MS: The principles of DevOps

Depending on which source is chosen as foundation and guideline for the DevOps practice,

the DevOps methodology is characterized by its four or five key principles: the so-called

CAMS or CALMS acronym. The acronym stands for collaboration, automation, sharing

and measurement [7, 9, 58, 76, 96] with an additional principle lean which is found in

some definitions [7]. The first occurrence of those principles connected to DevOps can be

found in a blog post of John Willis [102] in which he discusses the core values of DevOps

development [53]. The CAMS acronym forms the base on which DevOps practice is

discussed in academic literature (e.g. [68, 76, 96]) as well as industry-focused (white-)

papers (e.g. [55] or [77]). The individual principles that form the CA(L)MS acronym are

discussed in more detail in the following.

Culture/ Collaboration The first and probably most important principle of DevOps

forms as the first letter ’C’ of the CAM(L)S acronym. The ’C’ stands for ’Culture’ or

’Collaboration’, depending on which source is consulted for the definition. Both terms,

however, substitute the same characteristics in their overall understanding that this first

principle means to illustrate. The primary focus of DevOps is the break down of the

former silos between the development and operations teams. While formerly a separa-

tion of a development team and an operational team existed, a break of those borders is

supported. The desire to work together towards a shared and common goal is what De-

vOps has as its primary objective. The explicit collaboration between the dev(elopment)

and op(eration)s department thus is promoted and is paramount in a successful DevOps

adoption [43].
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With this collaborative approach, the responsibility scope of each team shifts and

extends. For instance, developers that were previously responsible for the delivery of

code, are directly involved in the delivery of their software to the end-user by taking

responsibility for deployment and maintenance [43] as of now. The shift in responsibility

that thus takes place hence strengthens a focus on the quality-orientation and insurance

of each delivery instead of on getting a (sub-)job done and forgetting about it.

As discussed in multiple industry reports and blogs (e.g. Gartner [34]), this shift can

be a challenge to many businesses that want to get started with DevOps. It is predicted

that many such adoptions might fail due to the essential shift not merely introducing a

new practice but also having organization-wide effects, needing to be adopted into the

work culture.

Automation The second principle that forms the CA(L)MS acronym is the Automation

practice. Different from other development practices, DevOps focuses on automated soft-

ware development and release. To acquire automated builds, DevOps introduces the use

of pipelines for the various steps discussed in 2.1.4. The resulting so-called deployment-

pipeline [43] is what forms the key essence of DevOps from a technological viewpoint.

With the single ”push of a button” [53], a new software state can be built, tested, and

deployed to release. Automation process enhances productivity and time-to-market but

also ad to the independence of individual developers or (feature-)teams. This is why

DevOps is gaining popularity and is increasingly adopted within the industry. The de-

ployment pipeline paves the way for multiple deployments a day that allows features to

be released without waiting for the approval or release of other dependencies [43].

Further, the inclusion of automated tests that run at any pass of the pipeline serves

as an instant feedback-loop to the developing party. The integrity and conformity of

new releases is thus tested, quality assured and roll-backs in case of issues ensured with

ease [43].

Lean As mentioned earlier, the ’L’ as in ’Lean’ is not part of every CA(L)MS definition.

It is, however, adopted by multiple recognizable industry actors as for instance Atlassian

[7].

The term ’lean’ is often found in the agile project management and agile software

development context. In the context of DevOps and as a principle of DevOps practice it

stands for continuous improvement. Similar to the later discussed sharing principle, the

idea is that failure is a natural process and can be used to benefit future developments as
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learning. For instance, by releasing a non-perfect product earlier than a broken product

later, the lean principle emphasizes to overcome potential failure and consume the lessons

learned to shape the team’s experience.

Measurement/ Monitoring The ’M’ in the CA(L)MS acronym stands for ’Measure-

ment’ and/ or ’Monitoring’. This DevOps principle revolves around the idea that each

action in the operational activity is monitored. This helps to strengthen the performance

of the developed software but also adds as a learning and quick-feedback loop from op-

erations towards development. That said, this principle overall falls more into the hands

of the operations team and can partly be seen as a by-product of the automation steps

discussed before [83]. However, also in the development-focused areas of the DevOps

practice, many actions like in the infrastructure setup can be measured [58]. The success

of the measurement or monitoring activity relies, however, on a well-defined measurement

model [77, 83]. Without such a model, a successful DevOps implementation is not mea-

surable and the principle as such is pointless [31]. The results of the monitoring practice

are used in feedback-loops towards the development team to improve in the following

development steps in the DevOps life cycle as in 2.1.4.

Sharing Lastly, the sharing principle that forms the ’S’ in the CA(L)MS acronym is

seen as the most lightweight of the DevOps principles, however, it incorporates in each

aspect of a successful DevOps practice. The idea is to share successes as well as failures

with the teams, departments, and within the organization. This practice strengthens

the learning of the entire community and goes in line with the shared goal of developing

software of great quality in a combined effort [43].

Sharing is made very accessible by the vast variety of available tools and methods

available in e.g. the open-source marked. Thus, the adoption of DevOps in an organiza-

tion but also taking part in developing the methodology further and spreading learning

and success stories as well as reports of failure within the industry is made possible by

following the sharing principle [43].

2.1.5 Approaches for Secure Software Development Life Cycles

In the previously discussed traditional SDLCs but also in more modern agile development

methodologies, a focus on security is (if at all) given only at the end of the process.

It thus is often overlooked or even left out of the Q&A testing to reach fast delivery.

However, in a development where the security inclusion is located at the end of the
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process, applications will be created with built-in insecurity from the ground up [18].

Any security vulnerability that is thus overlooked poses a threat to the confidentiality,

integrity, availability as well as authentication, authorization, and non-repudiation of the

piece of software and potentially of the providing business or customer [29].

Due to the rising awareness of the importance of security as an integral part of a

software development process, multiple approaches for secure software development life

cycles can be found in both academic literature as well as business applications. The

approaches focus hereby on a uniform and standardized way to integrate security mea-

sures in SDLCs instead of using an ad-hoc point of view as often found in a real-world

application.

The so-called Security-aware Software Development Life Cycles (SaSDLC) and Secure

Software Engineering (SSE) practices are more and more adopted within the industry [88].

Many businesses implement software development life cycles that are standardized by

notable industry veterans including Microsoft’s Security Development life cycle [42] and

IBM’s Agile Software Development Life Cycle [50]. Others rely on self-created life cycles

that incorporate security fittingly to the individual needs of the organization. In addition,

standards like the ISO/IEC 27034 Application Security standard discussed below help

organizations to integrate security in their existing software development life cycles as

those are “[. . . ] designed to be compatible [. . . ]” [50] with them. Several approaches

(e.g. [65,101] on how security measures can be mapped and integrated into SDLC phases

exist, however, the evaluation of which security practices are required and applicable

to a certain business varies from practice to practice. In [27] it is discussed, that the

main issue with standardized security approaches is the machine-like evaluation of the

underlying business and process instead of evaluating the individual needs. The role of

the organization’s structure and security standpoint is thus often not seen.

While a standardized integration might exist and be applicable for traditional SDLCs,

the compatibility with agile development methodologies and DevOps processes can be

an issue due to the fast-pace and agility of such processes. It is often highlighted, that

security requirements are not the same for each application and environment and a closer

inspection of the underlying business structure and culture are key factors of a security

integration [4]. This emphasized focus goes well in line with the principle of culture/

collaboration of a DevOps process. The phases of security measure implementation,

however, that in traditional security implementations often consider the testing or deliv-

ery steps of an SDLC as main security focus areas, might halt the fast-pace of a DevOps

process by interrupting the otherwise streamlined CI/CD pipelines. As a solution to
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this issue, the DevSecOps methodology that is discussed in the following is rising in

popularity.

2.1.6 DevSecOps

While the DevOps practice is well developed as well as used in practice within the in-

dustry, the inclusion of security measures into the DevOps loop still remains challenging.

This particular lack of focus on security in DevOps and other fast-paced, agile software

development methodologies has been criticized for a while [18]. As described above,

security activities in the form of controls and best-practices are defined a.o. through

standards in form of COBIT 5 the ISO/IEC 27000 or the NIST 800 series. A potential

solution to introduce security into the DevOps process is the rather recent methodology

called DevSecOps. These set of practices to integrate modern security methods into cur-

rent DevOps practices [68] are developed in a way, not to disturb the processes and pace

of DevOps-driven IT processes [80]. The DevSecOps practice that is also often referred

to as Secure DevOps or SecDevOps is defined in the Gartner Glossary as follows.

”DevSecOps is the integration of security into emerging agile IT and DevOps

development as seamlessly and as transparently as possible. Ideally, this is

done without reducing the agility or speed of developers or requiring them to

leave their development toolchain environment.” [34]

The most notable concept of this definition is the integration of security methods into

the DevOps pipeline rather than an introduction of a new phase in the DevOps loop. The

idea is not to alter the DevOps processes in their foundation but rather to fit security

into the existing practice. This is further underlined by the continuous maintenance of

the existing toolchain as defined in the Gartner Glossary. The developers and operational

department should both be involved heavily in the security awareness and compliance

instead of leaving the task to security experts only [100].

With the addition of the Sec to DevOps, an emphasis on the integration of security

is made. Just like in DevOps, where the silos between development and operations are

broken, DevSecOps aims to break the isolation of security as well [56]. As discussed, this

integration, however, should not just be added as an extension, but instead be integrated

as a whole shift of awareness [60]. The rather obvious goal of the introduction of more

security focus in DevOps processes is to ensure the security of any software or information

that is processed in its development and operation.
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A reoccurring expression that is used in many discussions of DevSecOps, both in

academic literature and from blogs, industry reports, or interviews is the shift left [4,30,

59]. The term originates in the traditional view of a development life cycle from left to

right, beginning with a planning phase, going through development and testing towards

a build and deploy phase with the final result. In this horizontally aligned procedure,

security integration often only occurs during Q&A testing as part of the testing phase,

or just before the deployment. In several interviews with SE-practitioners, the security

handling is seen as part of an integration responsibility rather than a development one.

The shift left, however, strictly emphasizes on the shift of security integration to the

left of said horizontally aligned practice. This means that security focus and integration

should be handled ideally from the very beginning of a software development process,

making its way in the fundamental planning stages of each development iteration [4].

Ahmed [4] presents how the aspect of security should cover the whole practice as seen in

fig. 2.4

Figure 2.4: DevSecOps in Literature and Practice as in Ahmed [4]

That said, the evolution of the DevOps principle to DevSecOps as a security-by-design

methodology makes any member of the development or operations team responsible for

security focus [23]. With synchronization of efforts, the security of the developed product

is improved just like any other aspect of the traditional DevOps process. By using the

CA(L)MS principles as a foundation, the same motivational factors apply to DevSecOps.

The key benefits a secure DevOps practice in the form of DevSecOps brings, are the

continuation of a fast-paced development life cycle with scalability as well as automation

of security controls and measures [18]. The security awareness withing the departments

of development and operation is improved and the principle of sharing knowledge can be

used to full extent for the security-related side of development or operations [100].
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Practice and Challenges

As it will be covered in the following section, not much academic background for the

topic of DevSecOps could be found at the time of writing. The situation has been even

worse as described by Myrbakken et al. in 2017 [68] where they were not able to find

more than two academic research papers that were found relevant for their MLR. Even

though the situation is at a better state right now, the practice itself is described on a

very shallow level and a detailed view of the topic is missing. It can thus be said that still,

the topic has a very limited foundation of theory, and almost only practitioner blogs or

industry reports add to the best-practice. The DevSecOps concepts are understandable

and can be adopted by experts from within the industry, however, the approach on how

the concepts should be put into practice is often still unclear [59].

For a successful practice, some changes in the organizational culture and work duty

is required. According to interviews with SE-practitioners [4], a t-shaped professional is

required to successfully cover the expertise that is required of a DevSecOps practitioner.

Such a professional would have a broad, horizontally stretched knowledge of e.g. de-

velopment, testing, and server management while being an expert in one specific field,

described as the vertical depth. This representation of a horizontal and vertical axis thus

shapes a letter T, hence the expression of a t-shaped professional.

Even though DevOps is around much longer and is somewhat reflected in practice

in the industry, not all of those integrations are covering the full extent of the DevOps

principles [59]. Even more so, the maturity level of DevSecOps is far from developed

enough to be able to automate and implement based on a set of best practices.

The previous research on the topic shows that the introduction of security into the

DevOps process is connected to several challenges. One is to find fitting of technology

that should be used for security-focused DevOps processes [59]. Another challenge that is

discussed for the in-practice introduction of DevSecOps is the fast-pace of development

and deployments which hinders traditional implementations of security controls from

being effective [59]. Where most theoretical discussions establish that security should

be involved in each sub-process as covered in the previous section, the practice often

has a more directed focus on one of the DevOps principles. Some implementations, for

instance, try not to disturb the speed of delivery while strengthening the security, while

others emphasize on the culture and collaboration aspect of the methodology [96].

Lastly, a notable security-relevant challenge that is introduced by DevOps and the

break-down of former silos is an increase in insider threats as described in [53]. With

the t-shaped professional having the ability to work outside of their prior responsibility,
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the risk of an attack from within an organization naturally rises. As mentioned at the

beginning of this section, the challenges and concepts of DevSecOps are well outlined

within the industry, however, a gap of knowledge for integration of the practice still

exists.

2.1.7 Security Standards

As previously discussed, security standards play an important role for businesses and

organizations in the implementation of security measures in software development pro-

cesses. Standardization processes are carried out in almost any area of professional

application of knowledge no matter if in the industry or in research. The particular area

of software development is covered in multiple internationally acclaimed standards. The

particular inclusion of security as part of standards can inter alia be found in the form of

COBIT 5 [45], the ISO/IEC 27000 series [92,93] or as part of NIST 800 [69]. In the stan-

dards, security controls and practices are discussed and examples of integration as well as

best-practices defined. For this study, related security standards that could bring insight

in security measurement for DevSecOps process are examined and their connection to

extracted criteria presented in part 4 and discussed in part 5.

The relevance of security is increasingly included in standardization works. Other

ISO standards that previously focused less on security have now been adopted, e.g. ISO

25010 was changed to discuss software product quality characteristics [90]. In this change,

security was included as one of the software product quality characteristics for the first

time. While practical models for product maintainability [40, pp. 33–39] are referenced,

no “[. . . ] concrete models and measurements to evaluate software product security” [105]

were provided as part of this standard by ISO. Another standard that covers the topic

of security renders fundamental interest to this study and is currently in development as

part of the ISO/IEC 27000 series. This standard is referred to as ISO/IEC 27034 [91]

and is discussed in more detail in the following.

2.1.8 Application Security

Application security is a process in which controls and measurements are applied on or-

ganizational applications. The key goal hereby is to reduce any risk that is faced when

those applications are used. Being developed as a “[. . . ] result from research, implemen-

tation, monitoring and analysis of software companies, academic, government and other

entities [. . . ]” [50] the “ISO/IEC 27034 – Information technology – Security techniques –
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Application security” standard defines best practices for the creation of secure software in

a variety of parts with different focus areas. In the standard, an overview of application

security concepts is provided. Further, different frameworks and processes for an effec-

tive application security realization are discussed. While those frameworks and processes

give an insight into possible implementation strategies, the standard is, however, not

a software development life-cycle or application development standard. This is specif-

ically mentioned in the first, introductory part of the standardization. The standard

rather states application security as “[. . . ] a broader concept that encompasses software

security” [91].

As the standard is currently under development, not all parts are finished and acces-

sible. One of those parts, “Part 4 - Security Validation” is still a draft. In this part of

the standard, the validation and certification of application security will be discussed as

well as a “level of trust” comparison of application systems in a predefined surrounding

of security requirements described [46]. The 4th part of this standard is, however, not

due to be published until 2021.

2.1.9 Security Measurement

The main challenge of a review of security is the measurability of it. While this topic

has been discussed for over 20 years now [99], the initial problem of quantifying security

is still difficult. As with any measurement approach, a set of criteria or metrics, as well

as scales, are required. Pfleeger et al. discuss why measurement of security is hard based

on nine reasons [73]:

1. We can’t test all security requirements.

2. Environment, abstraction, and context affect security.

3. Measurement and security interact.

4. No system stands alone.

5. Security is multidimensional, emergent, and irreducible.

6. The adversary changes the environment.

7. Measurement is both an expectation and an organizational objective.

8. We’re overoptimistic.
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9. We perceive gain differently from loss.

Pfleeger points out that some existing metrics can help to illustrate a system’s immu-

nity and resilience. However, he underlines that more research in the area of measurement

of security is needed [74]. For this study, a selection process for criteria based on the

use of underlying security standards as well as best-practices for DevSecOps processes

was developed and followed. The specification for applicable criteria is explained in the

following.

2.1.10 Security Review Criteria

A security measurement needs to investigate an implementation based on a predefined set

of criteria. The research objective of this study is to extract applicable criteria that could

be used for a review of a DevSecOps implementation. As previously discussed, the review

of security implementation is not a trivial task, and thus a baseline and process for the

extraction of measurement criteria needed to be developed and followed in the extraction

process. Based on the practice Veriscan Security AB follows for the measurement of

security implementations in traditional SDLCs, a criteria extraction process discussed in

3.3 was developed.

Veriscan Security AB follows security standards like ISO/IEC 27001 and 27002 for

the creation of measurement criteria. The definition of security controls, practices, and

implementation guidelines in those standards are used to form a battery of measurement

indicators. For this study, a similar approach was followed but considering a less granular

level given the limited amount of time that this thesis was bound to. Any security control,

policy, security-related behavior or practice, rule-set or best-practice following a security-

driven approach is considered as relevant security measurement criteria for the conduction

of this thesis. The measurability of a found criteria needs to be somewhat verifiable

by a connection to security standards or best-practices. Further, the repeatability and

adequate level of objectivity for defined measurement scales should be ensured. In this

study, extracted criteria are evaluated by the cooperating company Veriscan Security

AB, however, as discussed in the limitation (5.2) no further research on more sub-divided

criteria on a lower level as well as no definition for individual scales was conducted.
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2.2 State-of-the-Art

2.2.1 Preceding Literature Reviews

In this subsection, preceding literature reviews around the topic of secure DevOps and/

or specifically DevSecOps are summarized as well as knowledge-gaps in academic literate

on DevSecOps are identified.

The presented literature reviews are used as a base and research foundation on which

this thesis is built upon. In all three reviews, a need for further research on the topic is

highlighted which served as supporting motivational aspects for this thesis work.

DevSecOps: A Multivocal Literature Review The paper DevSecOps: A Multi-

vocal Literature Review by Myrbakken et al. [68] is the first of its kind on the topic of

DevSecOps. The review was published in 2017 as a conference paper in the SPICE: In-

ternational Conference on Software Process Improvement and Capability Determination

conference proceedings. The main motivation for the review was the lack of a fundamen-

tal academic research base around the DevSecOps methodology. As the first literature

review on the topic, this work serves as a foundation for almost all other research that

followed in the years after its publication. The literature reviews that are discussed in

the following as well as other papers that are discussed in part 4 are using the work by

Myrbakken et al. as a fundamental reference.

In the literature review, an overview of the term DevSecOps is presented. The require-

ment for a security-focused methodology that extends the already well developed DevOps

methodology is highlighted. However, instead of using traditional security methods that

fail to integrate well enough into the fast pace of DevOps, new and modernized methods

need to be developed and integrated according to Myrbakken et al. One of the key ele-

ments that are highlighted in the literature review is the need to shift an organizations’,

and most importantly, its development and operations departments’ mindset to acquire

successful DevSecOps processes. Another major success factor for DevSecOps processes

is defined as the introduction of security in early planning and implementation phases.

This, in particular, is touched upon by multiple other sources that will be discussed later

in this thesis.

The benefits of a DevSecOps integration that were extracted from the research of

Myrbakken et al. are presented as part of their paper. Notable benefits would be the

noticeable decrease in manual labor required when integrating DevOps as well as De-

vSecOps. Another benefit highlighted would be the reduction of unplanned work like
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maintenance and quality assurance. Furthermore, their report mentions challenges an

organization might face. On major challenge of DevSecOps as a whole would be the

novelty of the methodology. At the time of writing of their literature review, the rela-

tively small amount of academic literature that could be used as a base for DevSecOps

implementations, as well as the minimal adoption rate from within the industry, were

seen as symptoms of its youth.

It is, however, emphasized, that even though security integration in DevOps pro-

cesses presents itself to be a challenge, it can be worthwhile and highly beneficial for an

organization when done correctly.

As future work, Myrbakken et al. describe the potential for surveys within organi-

zations that adopt the DevSecOps methodology and to study and observe in-practice

adoptions as well as effects as an attempt to find a best-practice. Lastly, an investigation

of possible architectures and frameworks for DevSecOps implementations is suggested as

potential future work.

DevSecOps Metrics One major follow-up work on the previously discussed literature

review by Myrbakken et al. is the paper DevSecOps Metrics by Prates et al. [76]. The

paper is published in the EuroSymposium on Systems Analysis and Design pp. 77-99 from

2019 and discusses the need for security in software development life cycles. As described

before, the literature review by Prates et al. uses Myrbakken et al.’s work from 2017

as a base for their research. The research goal they followed was the identification of

metrics that can be used to measure DevSecOps integration effectiveness. The metrics

to monitor said DevSecOps processes that were found from their research are listed as

part of their paper. The paper also follows a multivocal literature review approach, due

to the lack of a fundamental academic knowledge and publication base.

It is described how the definition of such metrics presents itself to be a challenge and

further research work is suggested. The review also highlights a limitation due to the

exploratory nature of their research and that tuning of the results might be necessary

based on further research. Lastly, a need for research of mechanisms and policies that

help to mitigate security issues particularly for DevOps processes is discussed.

DevSecOps: Building Security Into the Core of DevOps This master thesis

by Koskinen [53] at the University of Jyväskylä serves as a valuable addition to the

thinly spread amount of academic literate on the topic. Koskinen’s thesis highlights the

knowledge gap in the research for DevSecOps. The challenges commonly posed when
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introducing security in current DevOps processes are described in detail. Further, the

review underlines the need for a more generalized approach of security implementation

methods or principles for DevOps processes and the drastic and fast pacing changes

in agile methods that have to be overcome for successful security interactions in such

processes.

Also structured as an SLR, the thesis makes use of the Building Security in Maturity

Model (BSIMM) as a framework to map the DevOps practice and security integration

from the reviewed literature. Similar to this thesis, Koskinen uses the CAMS acronym as

a review base and discusses mainly the security technology that can be used in a DevOps

infrastructure.

From these results, Koskinen further discusses the challenges of security integration

to DevOps processes like the deployment pipeline, balance of security, and fast deliveries

as well as the previously discussed increase in the potential of insider threats. Hereby the

research concentrates on the reviewed authors’ understanding of DevOps and the CAMS

acronym as such but also shows the knowledge gaps that are found for the security

integration in suggested practices.

The main issue, Koskinen highlights is the lack of attention for security governance,

intelligence, and organizational information security. Thus, future work in the area with

a focus on how the culture and sharing principles of DevOps should be adjusted for

DevSecOps to cover for instance awareness training and definition of security roles are

suggested.

2.2.2 Knowledge Gap

A view that is shared by both academic literature, as well as gray literature, on the topic

of DevSecOps is phrased fittingly in the ”Tech Trends 2019: Beyond the digital frontier”

article by Deloitte Insights. In that, it is stated that the process of the transitioning from

DevOps to DevSecOps ”[...] incorporates secure culture, practices, and tools into each

phase of the DevOps process.” [16]. However, a follow-up question that often is asked

on that matter (e.g. in [76]) is: How and where are those practices introduced and what

criteria are needed to measure the practice’s realization and effectiveness?

The biggest challenges faced by practitioners according to previous literature reviews

are the introduction of security measures and keeping security at the desired level in

continually and rapidly changing environments [53, 68, 76]. Moreover, two of the most

important driving points of DevOps are the effective and fast-paced delivery and the
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maximization of automation of sub-processes. Where those are achievable objectives for

development and operational processes, they pose a challenge for security implementa-

tions. A higher skill from developers for integrating security principles and methods in

software systems that are developed through typical DevOps pipelines [53] as well as an

adaption of those security methods to align with the four main principles of DevOps is

required [86]. In addition, the shift of culture (traditionally siloed departments of de-

velopment and operations towards DevOps) requires a shift in work-culture that has to

be considered in terms of security. The threat of insider attacks might arise due to such

a shift as well as the need for manual activities in the security sector still decelerates

such fast-paced processes. As a general consensus in the conclusions of the preceding

literature reviews but also in other literature discussing industry-near integration and

practice (e.g. [55]), the need for further research in the area due to the lack of a solid

foundation of academic literature is underlined.

The need for dynamic analysis of security checks, metrics, and criteria for performance

measurement and a secure but adapted integration of security measures in all stages of

DevOps processes thus serve fittingly as justification for this thesis.
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Part 3

Research Method

This part of the thesis gives the reader an overview of the followed research methodol-

ogy and discusses the criteria extraction process as well as the limitation of the conducted

research. The thesis work focuses on a continuation of research done prior to this con-

duction and uses the previous LR results from those publications as a foundation. The

research was conducted in the form of a two-step process. First, a literature review was

carried out, more specifically the Multivocal Literature Review (MLR) methodology was

followed. Existing literature was reviewed in terms of theoretical relevance to the the-

sis’ topic and previous research connected to the research question as well as gaps in

knowledge were identified. The process of conducting an MLR as well as its difference to

traditional SLRs are explained in the following. The second phase was the execution of

the criteria extraction process whose structure and limitations are discussed later in this

part.

3.1 Multivocal Literature Review

While starting with the literature review an initial search for relevant literature that

focuses on the research area was taken. It got clear quite quickly that the area itself is

rather unrepresented in academic literature and most already existing literature reviews

were conducted with a more open perspective, including “gray” literature like blogs,

articles, and white-papers that were relevant in the review process. Going with that

decision, the literature review part of this thesis is fundamentally grounded on the most

recent literature reviews in the area from Myrbakken & Colomo-Palacios [68] from 2017

as well as the most recent one of Prates et al. [76] from the summer of 2019.

Initially, the plan was to conduct a literature review focusing on reports that primarily

27
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discuss the practical implementation of DevOps/ DevSecOps processes and the connected

metrics and methods. The idea was to then conduct research based on the coat hanger

model presented in [78]. This model allows to rather gather an understanding of ”[...]

in-practice software-engineering techniques rather than plain theory” [78] which would

be particularly interesting for the topic at hand. However, while initiating the research

and after first feedback-rounds with fellow students and the supervisor, an alternative

approach was selected instead. Just like it is the case with two of the previously mentioned

literature reviews the decision fell to use a Multivocal Literature Review (MLR) approach

for the theory acquisition and state-of-the-art review of this thesis.

The MLR methodology is defined as making use of all available literature relevant

to a specific topic rather than to focus only on academic literature [71]. It includes the

use of blogs, articles, and white-papers in the review process. Thus not only academic

or researcher’s perspective but also opinions of practitioners and development firms [71]

are included.

The use of MLRs are quite common in other disciplines but just recently began to

make an appearance in the field of software engineering [33]. The use of gray literature

to represent the SE-practitioners experience and real-world application is very beneficial

for the study of SE [32,33]. Traditional conduction of SLRs on SE-topics is prone to miss

out on the amount of practitioners publications in the form of blogs and forum articles

that are constantly produced [33]. The definition of what applies for academic literature

or what needs to be seen as gray literature is discussed and defined in [36]. The lift of

applicable gray literature for the conduction of this thesis is presented later throughout

this part.

Difference to the SLR Methodology

The literature review method MLR is comparable to a Systematic Literature Review

(SLR) with the inclusion of gray literature in the review process [32, 33]. Because of

this inclusion, state-of-the-art practices in software engineering are not left out of the

review [68] and add to the authenticity of the report.

SLR and the steps of the review procedure defined by Kitchenham [51] are followed for

the MLR approach with the additional inclusion of gray literature on the topic. An SLR

is defined as a form of research that is used to identify, evaluate, and interpret already

existing research publications that render relevant to a specific research question [51]. The

process definition and steps for conducting a typical SLR as defined in [51] are applicable

to the academic research material that is reviewed as part of this thesis. However, the
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bigger amount of publications lies in the area of gray literature. In order to be able to

review this material based on a formalized process, the SLR methodology needs to be

left behind and the process definition of MLRs followed.

An SLR consists of three phases, a planning, conducting, and reporting review. While

those phases fit in general also for the conduction of an MLR, the individual research

process is slightly different based on the underlying literature material due to e.g. the

process of source quality assessment as discussed in [32, 33]. For gray literature that is

published on the web and that is not peer-reviewed, the credibility of the source, author,

and objectivity of the published material needs to be thoroughly analyzed and considered

before the publication is selected for the research process [33]. Thus, the steps presented

in the definition of an SLR [51] are used for the conduction of an MLR, but guidelines

as to how to select and review gray literature as presented in [33] are followed in the

process.

Phases of a MLR process

As presented earlier, the SLR process consists of three phases, a planning, conducting,

and reporting review step. These steps are followed as well for carrying out the MLR

but additional guidelines as presented in [33] are followed to adequately include gray

literature. The conduction of the steps is described in the following, in short, more

detailed discussions of each phase are presented below.

Planning The planning phase is defined in three steps. First, a motivation for a

literature review around the selected topic needs to be identified. As a second step,

a research question that should be answered by the review needs to be defined.

Lastly, as a third step, a review protocol needs to be designed in which constraints

of the review process are defined. This includes inclusion as well as exclusion criteria

based on which literature is selected for further conduction of the research. The

planning phase and its sub-steps that were carried out for this MLR are discussed

in section 3.2.1.

Conduction The conduction phase consists of the application of the previously

designed review protocol. Hereby, the defined search terms are queried on the

defined list of search portals and the inclusion as well as exclusion criteria applied

to the resulting set of literature. The conduction of this MLR is discussed in section

3.2.2
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Report Lastly, in the report phase a summary of the reviewed literature is pre-

sented, and the results and extracted knowledge discussed. In this thesis, the re-

viewed literature and resulting criteria are presented in part 4 and the applicability

and measurability discussed in part 5.

3.2 Research Process

3.2.1 Planning Phase

Similar to the literature reviews that came before this one [68,76] the main topic for this

research was to find information about DevSecOps. The review thus includes academic

works but also gray literature of professionals from within the industry. The main differ-

ence to the other reviews is the aim to find more insights from the most recent literature

(since 2017) that gives a fundamental understanding of practice and integration of De-

vSecOps processes. This information then can be used to shape measurement criteria

and answer the research question of this thesis.

What criteria can be used to measure application security and security

integration in DevSecOps processes?

The three sub-phases of the planning phase were conducted as follows. First, a search

string and a couple of keywords related to the research question were defined. Those

selected search terms/ keywords are listed in 3.1.

Search terms Keywords
DevSecOps Application Security
SecDevOps Definition

Metrics
Measuring/ Measurement

Practice

Table 3.1: Search Terms and Keywords

These search terms were then used to search for both academic and non-academic

literature. To carry out the search, the search portals listed in 3.2 were used.

To filter the result of the initial search, several inclusion, as well as exclusion criteria,
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Portal URL Type of literature
Google Scholar scholar.google.com Academic literature
SpringerLink springerlink.com Academic literature
IEEEXplore ieeexplore.ieee.org/xplore Academic literature

Science Direct sciencedirect.com Academic literature
Google Search google.com Non-academic (gray) literature

Table 3.2: Search Portals

were applied. This inclusion and exclusion criteria are presented in 3.4.

Inclusion criteria Exclusion criteria
English text Other text languages than English
Publication date after 2017 Publication date before 2017
Academic literature accessible with the
Lule̊a University of Technology rights

Inaccessible literature

Gray-literature from known SE-portals
and blogs

Ads of DevSecOps tools/ frameworks/ or-
ganizations

Only most relevant Google Search results
(recent, focus on topic, objectivity, credi-
bility (experience of author), Google’s in-
ternal relevance filter)

No relevance to research question

Texts that discuss security in relation to
DevOps practices

Duplicate

Table 3.4: Inclusion/ Exclusion Criteria

3.2.2 Conduction Phase

With a very limited amount of literature for which those criteria apply to, an adjusted

review protocol based on [76] which itself is adapted from [68] was followed. The protocol

is presented in 3.1. Garousi et al. [33] present a much more detailed and extensive MLR

process, however, mention, that the typical SLR process with consideration of their

guidelines for gray literature is well enough for the conduction of a feasible MLR study.

The search strings and keywords as defined in 3.1 are inserted into the search portals

3.2 and the resulting literature analyzed for relevance on the topic. For the academic lit-

erature, the regular SLR process is followed, and through the application of inclusion and

exclusion criteria the amount of literature reduced for further inspection. The resulting

http://scholar.google.com
http://springerlink.com
http://ieeexplore.ieee.org/xplore
https://www.sciencedirect.com
http://google.com
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Figure 3.1: Review Protocol adapted from [76]

literature-base is then further analyzed by reading through the full text or at least the

findings and conclusion to further reduce the amount to only the publications relevant

to the research question. Through the process of backward- and forward-snowballing as

presented in [103], an identification process for additional literature that provides relevant

insight is conducted.

While this process is rather straightforward for the academic literature, the gray

literature requires some more steps as discussed earlier. Overall, the same process as for

the academic literature is followed, however, a definition of what literature is considered

relevant and credible for further investigation needs to be made. As Garousi et al. [33]

describe it, the quality assessment process shapes the resulting outcome of the study, but

still is a subjective process, as there exists no one-size-fits-all solution.

For the conduction of this study, the criteria that rendered a piece of gray literature
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as relevant was the author’s reputation and expertise, the real-world references of the

publication, the publication’s recentness as well as its novelty to the topic of DevSecOps.

The criteria are applied to each publication as an addition to the inclusion and exclu-

sion criteria and the resulting amount of gray literature for further inspection reduced

fundamentally.

3.3 Criteria Definition, Extraction, Analysis and Eval-

uation

The criteria for security integration in DevOps processes that should be evaluated were

extracted from the acquired sources of the MLR. In this process, the steps of the De-

vOps life cycle presented in 2.1.4 are followed. For each step, the acquired sources are

investigated for security implementations and, if that is the case, grouped by the cus-

tomary approach. As a guide for individual areas of security consideration, the ISO/IEC

27001/2 controls as well as the ISO/IEC 27034 Application Security Standard are used

for reference. The applicability of the resulting criteria is further evaluated by a team of

experts as described in section 3.3.3.

3.3.1 Definition of Criteria

In the extraction process, criteria that can be used to measure application security in

DevSecOps process needs to be found. To be able to do so, a clear direction of what

applies as measurement criteria needs to be defined. For this study, any security-relevant

control, measure, policy, or behavior and practice are considered as measurement criteria

as also discussed in 2.1.10. This decision is based on the approach Veriscan Security

AB uses for the measurement of traditional security implementations based on security

standards like ISO/IEC 27001 and 27002 and their considerations for security controls.

The developed criteria consideration used for this study define any practice or task

that is related to security implementation and turn that into a measurable point or

criterion considering even the highest levels of measurability in a boolean format (e.g.

whether a security control or practice is applied or in any way integrated at all). For

a more granular and detailed, scale based measurability, a sub-division into sub-criteria

for each of such tasks or processes needs to be considered. As discussed later in the

limitation of this thesis this process of sub-division into lower levels of criteria was not

feasible for the conduction of this thesis, however, might be a consideration for future
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research work.

3.3.2 Data Extraction and Analysis of Results

For the extraction of criteria out of the resulting literature base an approach similar to

the suggestions of Garousi et al. [32,33] is adopted. Garousi et al. present a spreadsheet-

based extraction process in which quantitative and qualitative data is mapped for the

acquired results. The process used for the conduction of this thesis makes use of the

spreadsheet approach in which each source is mapped to the already covered and newly

discussed criteria as well as considerations for applicable DevOps principles and matching

security standards is drawn. The study makes use of all three shades of gray literature

as presented in [2, 33] which include blogs and electronic articles, however, it does not

include black literature as discussed in [36].

For any of the literature pieces, a list of criteria to evaluate its applicability was

applied before conducting the extraction process. These criteria include a credibility

check by investigating the author’s expertise and expert knowledge on the topic as well

as the publications’ objectivity based on a subjective measure.

To reduce the resulting criteria to only the agreed-upon and most relevant practices

mentioned in the resulting literature base, a threshold of a minimum of 5 occurrences

in literature for a particular criterion is selected. This particular height of the threshold

was determined after the MLR was conducted based on the resulting literature base and

is further discussed in part 4. Other criteria that still might render relevant to particular

implementations of DevSecOps but did not make the list are also presented shortly at

the end of part 4.

3.3.3 Evaluation Process

When conducting an MLR and presenting the results, it is recommended to also include

practitioners in a review process [33] to get feedback and examine the accuracy or appli-

cability of the research. Whereas no practitioners of DevSecOps processes were asked to

give feedback on the resulting criteria, the cooperating company Veriscan Security AB,

that is specialized in measuring security for their clients is involved in the evaluation

process. With a group of experts at Veriscan Security AB, the resulting criteria are

discussed and compared to security integration for traditional software development life

cycles. Further, they are brought into perspective for their applicability and feasibility

for compliance with security controls and best-practices that are recommended through
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security standards like the ISO/IEC 27000 series or the NIST Cybersecurity Framework.

The measurability of each criterion is analyzed and a need for further sub-division into

lower levels of criteria discussed. Lastly, suggestions for the measurement of the presented

criteria are examined by following the initial structure of Veriscan’s current measurement

process.

3.3.4 Limitation

Even though DevSecOps is not a term that has been agreed upon, it is most commonly

used when (academic) literature discusses the inclusion of security processes in DevOps.

Other terms like SecDevOps or Secure DevOps are used as synonyms [68]. Since this

literature review was conducted according to the MLR methodology it thus included gray

literature like blogs, white-papers, and not only academic research. The resulting insights

and elaborations might change in relevance in the future and potentially even become

obsolete. In addition to that, the definition and selection of credible gray literature for

the MLR conduction might change as it is a subjective process and the quality assessment

process might lead to a different final selection of literature if the study is conducted by

someone else.

The conduction of the MLR was limited by two stopping criteria as defined in [33].

The first criterion was a theoretical satisfaction after the examination of over 55 pieces of

gray literature. Secondly, the effort bound criterion caused by the limited amount of time

and resources for the thesis conduction hold of further effort in the review of additional

gray literature, The amount of literature examined is covering only publications since

2017 due to the coverage in the MLR by Myrbakken et al. and its inclusion in this MLR.

This limitation additionally limits the scope of the criteria extraction process, as only

high-level criteria can be extracted with the amount of time and resources. The definition

of scales for measurement or further sub-criteria are not in the scope of the conducted

research.

Another limitation that is further discussed in part 5 is the viewpoint that is taken

when investigating application security. Almost no organizational and only limited phys-

ical security considerations are discussed in the literature base of DevSecOps implemen-

tation and thus are not part of this review either. The overall limitation, as well as

validity of the research and its results, are further elaborated in part 5.
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Part 4

Findings

This part serves as the report of findings of the conducted MLR and acts as the third

phase of the MLR process as described in 3.1. First, an overview of the demographic

results over the acquired sources is provided. Following that, the extracted criteria are

summarized. The summary shows the criteria’s relations to security standards that were

discussed in 2.1.7 as well as their connection to the DevOps CA(L)MS principles as in

2.1.4. Lastly, each of the found criteria is presented in detail, referencing the acquired

sources from the conducted MLR and how each criterion was discussed in those. An

evaluation of the findings and their applicability as well as measurably are discussed in

part 5.

4.1 Demographic Results

The MLR was conducted during the first quarter of the year 2020. The review protocol

presented in 3.1 was followed to acquire sources that should be used to extract the

searched criteria. For each of the search portals, the search string was adjusted to meet

the search portals’ usage requirements. As criteria for a result to be listed in all of the

academic search portals, an element of the search string or keywords needed to be present

in either title, abstract, or otherwise provided description of the work. The only exception

for this was the search of gray literature on Google Search where the ”most relevant”

flag has been used to filter for relevant appearances of the search string and keywords.

Further, the year of publication was limited to any release after 2017 as the previously

discussed MLRs (see 2.2.1) covered most of the relevant works from the previous years.

For the academic side of literature, Google Scholar returned the most results with

317 items. This was followed with a much lower amount of literature on SpringerLink

37
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(a) MLR Literature per Search Portal (b) MLR Literature per Literature Type

Figure 4.1: MLR Literature Distributions

resulting in 20 results and IEEEXplore with 14 results. Lastly, Science Direct resulted

with 9 items for the provided search criteria. In total, the initial result of found, academic

literature on the topic resulted in 360 articles, books and other academic distributions

which were further narrowed down through the application of the inclusion- and exclusion

criteria presented in 3.4.

After the exclusion of duplicates, works in other languages than English, and by

reading the title, only very few of the found items were left for further inspection. Out of

these, some were not accessible with the LTU-student library access. On the remaining

pieces, the abstract was consolidated to find literature relevant to the research question at

hand. Any literature that made it this far was analyzed in its full extent for applicability

to the research and the resulting amount of literature is visualized in figure 4.1 (a). In

total 16 academic works and one interview were found. Those were distributed on the

search portals as follows: 5 works from Google Scholar, 7 from IEEE Xplore, 3 from

SpringerLink, and 2 from Science Direct.

For the literature acquisition of non-academic literature, the Google Search function-

ality was used. As was expected, Google Search resulted in the most publications on the

topic with about 420 items. The result was considerably higher when Google’s ”most

relevant” filter flag was left out of the pre-filtering algorithm. With the filter enabled,

approximately 210 results were found in the English language removing duplicates and

cross-references found in the results. To this literature base, the same inclusion and

exclusion criteria as for the academic literature was applied. On any found literature

that discussed the topic in a beneficial way to answer the research question, a further

investigation of the seniority of the author or reference to the real-life of the described

practice was conducted to filter for normative results. The resulting amount of references
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from Google Search was thus reduced to 16 works as presented in figure 4.1 (a). The

precise amount of literature after each reduction phase for each search portal is presented

in 4.1.

Search portal Initial results After first inspection Final selection

Google Scholar 317 32 5

IEEE Xplore 14 8 7

Springer Link 20 10 3

Science Direct 9 5 2

Google Search 420 (210) 57 16

Total 780 (570) 112 33

Table 4.1: MLR Literature Distributions per Reduction Phase

The practice of backward- and forward-snowballing was conducted on the final list of

the academic research results. The snowballing practice aims to find fitting results for the

study through the use of cross-references in the found works [103]. By the investigation of

references in the works that were found, a backward propagation to potentially relevant

other sources can be performed. Through this method, many pieces of relevant academic

literature could be found, primarily due to the nature as literature reviews of many of

the academic works that were selected initially. However, most of the discovered works

were dated before the year 2017 which led to their exclusion from the literature base. No

additional works were found through the practice of forward-snowballing, in which works

are searched which cite the selected literature. This is most likely due to the recentness

of their publication and the substantial lack of academic literature regarding DevSecOps

in general.

After the conduction phase, a total of 33 publications were selected for analysis in-

cluding 15 academic works including academic papers, articles, and thesis works as well

as 18 pieces of non-academic literature that include white papers, blog articles, online

presentations, and others. A detailed unraveling of the final selection of literature is pre-

sented in B1. Furthermore, the individual literature types and their form of publication

is presented in C1.

A fairly interesting point that can be taken from the conduction of the MLR and the

resulting list of literature is the increase in interest and discussion of the topic ”DevSec-

Ops” in both academic and non-academic literature. This phenomenon was observed

and has been discussed also by Myrbakken et al. [68] as well as Prates et al. [76]. Figure
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(a) Publication Distribution over the Years (b) Publications grouped by Type

Figure 4.2: Publication Distribution over the Years (since 2017)

4.2 (a) shows the distribution of the final selection of literature over the years that were

investigated for this MLR (2017-2020). The increasing amount of found literature on the

topic gives a good indication of how the trend will continue. In the year 2020, 7 works

were found relevant for this thesis work which is already half of the literature found for

2019. What needs to be emphasized here is that this thesis was conducted in the first

quarter of the year 2020 and thus, a dramatic increase of literature published this year

can be expected. As already discussed, the topic is increasing in coverage both in aca-

demic and non-academic publications. The development of its coverage is presented in

figure 4.2 (b) based on the final selection of literature for this thesis. Same as in figure

4.2 (a), the collection only includes results that were found until the first quarter of 2020,

and an increase of publications for the year 2020 is to be expected.

4.2 Extracted Criteria

With the final selection of literature, the criteria extraction process was conducted. For

this research activity, the different steps of a DevOps process discussed in 2.3 were used as

a baseline. Each publication was analyzed for mentions of fitting criteria that in any way

connected security into the DevOps process. Consequently, any security control, action

or task, behavior, or (best-)practice, policy, or guidelines related to security introduction

to the SDL was extracted. The list of extracted results was further documented in a

spreadsheet and the resulting list of criteria reduced down by grouping and listing smaller

processes as sub-criteria to an overarching criterion. Criteria that were mentioned more

than or at least 5 times (15%) in the different analyzed publications made it on the
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Figure 4.3: DevSecOps Life Cycle Phases following Loughman [57]

list, whereas criteria that were mentioned less than 5 times were left out. Introducing

a threshold allows for a reduction of the list of criteria to be most representative of the

DevSecOps practice based on the selected literature base. Any additionally found criteria,

with less than 5 mentions, are listed at the end of this part as well and could be used

for application security measurement of specific DevSecOps implementations in which

these criteria could be applicable. For each criterion, a fitting name and description were

defined and put into the spreadsheet based on its representation in security standards

and its mentions in the analyzed selection of literature.

For each criterion, a connection to one or more of the DevOps process phases was

made based on the discussions in the analyzed literature. To not over-complicate the

phase distribution and given the slight difference between DevOps steps and process

definitions as discussed in 2.1.4, custom representations for a planning, development,

operation and infrastructure phase was developed. This representation of the phases is

visualized in figure 4.3. As security should be part of each of the phases of a DevOps

process to become a successful DevSecOps practice [59], each phase has representing

criteria that are part of the extracted list. While some of the DevOps phases were

represented often and well in the analyzed literature, other phases were not represented

as much and in much detail. This particular finding additionally served as motivation

for a more general, higher-level representation of the DevOps phases. The additional

introduction of an infrastructure phase which covers some of the development and most

of the operational phases is due to its heavy coverage in most of the analyzed publications.

As the infrastructure of an application directly involves the development and operations

teams in a software development, the phase should not be seen separately but as an

underlying dependency for the two main phases.

4.2.1 Criteria Overview

In the following, an overview of the extracted criteria in the form of two tables is provided.

Table 4.2 presents each extracted criterion and the related literature that was found
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through the conduction of the MLR. The labels that act as IDs for the criteria go from

A to N and help to make the connection through table 4.3 as well as their extended

discussion in 4.2.2. In table 4.2, a short description provides an overview of what the

criterion and its connected processes and tasks are about.

Further, the second overview-table 4.3 provides more insight into the relation of each

criterion to security standards such as COBIT 5 [45], the ISO/IEC 27000 series [91,92,93],

NIST SP 800-53 [69] and the NIST CSWP [10]. Lastly the connection of each criterion

to the DevOps CA(L)MS principles as discussed in 2.1.4 is listed. Each criterion as

well as related sub-criteria are more extensively discussed in section 4.2.2 in which the

mentions in the final selection of literature of each criterion are elaborated.

An extensive discussion of the results in light of memorability is provided in part 5 in

which additional suggestions for further studies and a limitation of the conducted study

and its results are presented.

ID Criterion Mentioned in Description

[A] Security Require-

ments Design

[4,20,23,24,38,52,54,

55,64]

Design process for non-functional require-

ments, their connection to functional require-

ments and handling of threats.

[B] Threat modeling [1, 4, 18, 20, 25, 26, 53,

54,59,60,61,64,67,68,

76,82]

Traditional security activity that aims to

identity threats to assets and understand

how and where attacks can occur.

[C] Risk Assessments [4,20,25,52,53,55,67,

68,76]

Risks evaluation process in which risks are

prioritized and based on impact and likeli-

hood, suitable controls planned for applica-

tion.

[D] Security (Awareness)

Training

[4,18,23,38,54,59,64,

68,81,96,100]

Training process for every involved party

to strengthen security awareness and break

down silos between Dev, Sec and Ops.

[E] Security Architecture

Review and Audits

[4, 24,60,64,66,68] Assurance, that similar security controls are

enforced by all teams and continuously au-

dited throughout the life cycle.

[F] Infrastructure secu-

rity

[4,19,23,24,26,28,35,

37,38,39,52,53,54,67,

81,96]

Segregation and virtualization practices to

reduce human error or harm from the envi-

ronment.

[G] Secure Coding [4,23,24,25,30,35,37,

38,39,52,53,54,55,59,

60,61,64,67,68,82,96,

100]

Adoption of coding guidelines and enforce-

ment of policies to deliver code that is secure

from the beginning.
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ID Criterion Mentioned in Description

[H] Static Analysis and

Validation

[1,4,6,23,24,25,26,26,

30,35,38,47,52,54,55,

59,61,82]

Integrated and automated security analysis

to reduce vulnerabilities and enforce results

of threat modeling and risk analysis process.

[I] Dynamic Program

Analysis and Testing

[4, 6, 18, 23, 24, 26, 35,

37,38,39,52,53,54,55,

59,60,61,66]

Dynamic testing of compiled code with min-

imal feedback loop for fast and flexible miti-

gation.

[J] Continuous Testing [1, 4, 18, 19, 23, 26, 38,

39,52,55,59,61,66,67,

68,68,76,96,100]

Testing practice in each step of the lifecyle

with focus on continuity. Emphasis on Test-

Driven Development.

[K] Attack Surface Reduc-

tion

[4,19,24,26,39,52,55,

59,60,61,68,76,82]

Vulnerability scanning and QA for reduction

of attack surface of new releases and infras-

tructure as a whole.

[L] Access Control and

Management

[4, 6, 35, 37, 39, 53, 64,

66,68,81]

Security logging and proper use of ACLs for

IS-critical parts of the development or oper-

ation.

[M] Monitoring and Log-

ging

[4,19,23,26,28,35,37,

38,39,47,53,54,59,61,

64,66,67,68,76,81,82,

96]

Automated monitoring and logging for com-

prehensive insight into system performance

and security metrics. Emphasis on direct

feedback loop to improve next iteration of

the life cycle.

[N] Patching and Update

Management

[4,19,23,24,37,38,82] Strengthening of system security by automa-

tion of updates and adjustment of pipeline

configuration.

Table 4.2: Extracted Criteria

ID DevSecOps

phase(s)

Representation in Security Stan-

dards (a.o.)

DevOps CA(L)MS

Principle(s)

[A] Planning ISO/IEC 27002 14.1, ISO/IEC 27034 6.4,

ISO/IEC 27034 A.9.3

Culture/ Collaboration,

Lean, Sharing

[B] Planning ISO/IEC 27034 A.9.3 Culture/ Collaboration,

Lean, Sharing

[C] Planning COBIT 5 APO12, ISO/IEC 27001 A.12,

ISO/IEC 27001 A.18, ISO/IEC 27005,

ISO/IEC 27034 8.2, ISO/IEC 31010,

NIST CSWP ID.RA, NIST SP 800-53 RA

Culture/ Collaboration,

Lean, Sharing

[D] Planning COBIT 5 APO07, COBIT 5 BAI05,

ISO/IEC 27001 A.7, ISO/IEC 27001

A.12, ISO/IEC 27034 A.9.1, NIST SP

800-53 AT, NIST SP 800-53 PM, NIST

CSWP PR.AT

Culture/ Collaboration,

Lean, Sharing
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ID DevSecOps

phase(s)

Representation in Security Stan-

dards (a.o.)

DevOps CA(L)MS

Principle(s)

[E] Planning, Opera-

tions

ISO/IEC 27001, ISO/IEC 27002,

ISO/IEC 27034 8.5

Culture/ Collaboration,

Lean, Measurement/

Monitoring

[F] Planning, Infras-

tructure

COBIT 5 BAI03, BAI07, ISO/IEC 27001

A.12, NIST SP 800-53 CM-2, NIST

CSWP PR.DS-7

Lean, Automation, Mea-

surement/ Monitoring

[G] Development COBIT 5 APO01, COBIT 5 APO013,

ISO/IEC 27001 A.5, ISO/IEC 27001

A.6, ISO/IEC 27001 A.7, ISO/IEC 27034

A.9.4, NIST SP 800-53 PS, NIST SP 800-

53 PM, NIST CSWP ID.GV

Culture/ Collaboration,

Automation, Lean, Mea-

surement/ Monitoring,

Sharing

[H] Development ISO/IEC 27034 A.9.4 Automation, Measure-

ment/ Monitoring,

Sharing

[I] Development ISO/IEC 27034 A.9.5 Culture/ Collaboration,

Lean, Automation, Mea-

surement/ Monitoring,

Sharing

[J] Development, Oper-

ations

ISO/IEC 27034 6.5.2, ISO/IEC 27034

A.9.5

Culture/ Collaboration,

Automation, Measure-

ment/ Monitoring

[K] Development, Op-

erations, Infrastruc-

ture

ISO/IEC 27001 A.12, ISO/IEC 27034

A.9.3, NIST SP 800-53 RA

Measurement/ Monitor-

ing

[L] Operations, Infras-

tructure

COBIT 5 APO13, COBIT 5 DSS01,

COBIT 5 DSS05, ISO/IEC 27001 A.9,

ISO/IEC 27001 A.11, NIST SP 800-53

AC, NIST CSWP PR.AC

Culture/ Collaboration,

Measurement/ Monitor-

ing

[M] Operations, Infras-

tructure

COBIT 5 DSS01, COBIT 5 DSS03, CO-

BIT 5 DSS05, ISO/IEC 27001 A.11,

ISO/IEC 27001 A.12, ISO/IEC 27034

6.4.3, ISO/IEC 27034 7.3.6, NIST SP 800-

53 AC, NIST SP 800-53 AU, NIST SP

800-53 CA, NIST SP 800-53 CM, NIST

SP 800-53 SI, NIST CSWP DE.CM

Culture/ Collaboration,

Automation, Lean, Mea-

surement/ Monitoring,

Sharing

[N] Operations, Infras-

tructure

COBIT 5 BAI03, COBIT 5 BAI09,

ISO/IEC 27001, NIST SP 800-53 MA

A.11, NIST CSWP PR.MA

Automation, Measure-

ment/ Monitoring

Table 4.3: Criteria relation to Security Standards and DevOps CA(L)MS Principles
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4.2.2 Criteria Elaboration

As section 4.2.1 provided an overview of the extracted criteria, this section provides the

details to each criterion. The discussion follows the same labels as the overview and lists

the criteria from A to N. Each criterion is discussed in its context and its relation and

discussion from the final selection of literature from the MLR. Further, a connection to

the DevOps CA(L)MS principles as discussed in 2.1.4 is made. An extensive discussion

of the found results in provided in part 5 of this thesis discussing the measurably of the

extracted criteria, limitation of the conducted study as well as suggests further research

in the area.

[A] Security Requirements Design

Security Requirements Design is the process that fundamentally shapes how security is

included as an integral part of the entire software development life cycle [92, 93]. The

process requires the identification of any requirement, functional and non-functional, that

in any way is involved in security-related use based on experience from previous iterations

or in the planning process of a newly shaped product. The design process benefits from

the inclusion in the early stages of a development iteration and further evaluated and

revisited in the further traversal of the live cycle or its next iteration [92,93]. The defined

requirements should be well documented and reviewed by any stakeholder involved, to

ensure that the resulting defined requirements and controls are in line with the business

values and the value that lies in the data or information that is processed [20,91,92,93].

The process of Security Requirements Design is seen as an integral part and covered in

multiple of the reviewed sources. Those sources define the process as highly important to

be included in the planning process of each iteration of the DevSecOps practice [23,24,38,

52] which goes well in line with the processes definition and guidelines in several existing

security standards like ISO/IEC 27002 14.1 [92, 93], ISO/IEC 27034 6.4 and ISO/IEC

27034 A.9.3 [91]. Further, the importance of the requirements design process to preserve

confidentiality, integrity, availability, authenticity, authorization, and non-repudiation

through its integration are highlighted [4] and other suggestions for the implementation

practice like the identification activity presented in NIST’s CSWP [10] are discussed [55].

From interviews with DevSecOps practitioners, Ahmed [4] was able to extract that

the requirements design process is used to identify threats and where to appropriately

handle them was through identification techniques like the investigation of attack trees

and patterns and the connection of non-functional to functional requirements. The iden-
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tification of threats and where to handle them thus lies on the explicitness, completeness,

conciseness, understandability, and unambiguity of a designed requirement as presented

in [4].

Discussions of the criterion in the reviewed literature emphasize the collaborative

sharing aspect of any learnings from previous iterations and a cultural shift to adoption

and inclusion of a security requirements design practice from the early beginnings of a

DevSecOps life cycle [4, 20, 23, 24, 38, 52]. Those discussions match fittingly with the

DevOps principles of Culture/ Collaboration, Lean, and Sharing.

[B] Threat modeling

The practice of threat modeling is perhaps the most traditional security activity [53] that

is referred to in DevSecOps integration descriptions in the reviewed literature. While

several different opinions exist on how to achieve well-performing threat modeling in a

DevOps process, the practice itself is covered in many of the reviewed publications.

Threat modeling is an activity in which vulnerabilities and threats in the system

are identified and applicable mitigation techniques prioritized. The threat identification

process requires the creation of different scenarios of possible inside and outside attacks

on a system [4]. This practice is conducted in several different ways, a common approach

is, however, to model threats with a traceability matrix in which all assets and controls

are listed. By identifying threat actors and their access to an asset a threat is defined

and existing mitigations examined for their applicability and proficiency. With such a

traceability matrix the business risk of each threat can be extracted [59]. The risk of an

application thus renders from each risk that an asset is being compromised [59].

The identification process benefits from a certain abstraction level according to Mayoral-

Vilches et al. [61] as it helps to think about risks and their mitigation even during the

development. Other authors also address the involvement of a higher abstraction level in

form of an attack on paper in the early stages of the development life cycle to be able to

determine where an attack could occur and where it is most likely to happen [68,76]. Ac-

cording to Casola et al. [20] each component of an application thus needs to be assessed

for the security-relevant properties and their enforcement in the processes. This goes in

line with the process described in [25] where for each asset potential entry points and

affected data is identified and exposed permissions to potential attackers are mapped.

Overall, the steps of a threat modeling activity are similar in most of the publications

and go well in line with the four steps defined by Ingalsbe et al. [44]. First, scope

and target for the model need to be defined. Secondly, a data flow diagram and the
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role of involved stakeholders, business objectives, and a definition of use cases need to be

clarified. The third step is the identification of threats as well as appropriate mitigations.

Lastly, the threats are documented and their mitigation assessed during a development

life cycle. Some of those steps might, for a DevSecOps introduction, even be semi-

automated according to Casola et al. [20]. They discuss a threat modeling activity that

focuses on the identification of technical assets as well as taking the system architecture

and components into account. This described automation-process, however, relies on the

availability of a complex framework base that is founded on the NIST CSWP.

One of the benefits that are discussed in the examined literature is the visualization

and structure that is acquired through the threat modeling practice [60]. In addition

to that, the visual aspect of the threat modeling activity and the importance of a clear

and well-defined model that is understandable to non-security personnel is highlighted

several times [1, 18]. This clarity and understanding ensure that the assessment of the

mitigations in the Q&A or testing phase is smooth and the velocity of the continuous

delivery pipeline is warranted [1, 18,59].

A standard that covers the threat model activity is ISO/IEC 27034 A.9.3 [91] and

the threat control catalogue discussed by [20] makes use of the NIST CSWP [10]. Just

like the security requirements design practice, the threat modeling activity is discussed in

connection to DevOps’ Culture/ Collaboration, Lean and Sharing principles [20,25,59,61].

[C] Risk Assessments and Security Classification

In DevSecOps processes, and the activity to integrate security practice into DevOps

processes another common security activity was discussed in the examined literature.

The practice of risk assessments in the planning stages as well as the continuation of

the activity in each DevSecOps iteration is described as an important, security-relevant

factor of those [55, 68, 76]. In the risk assessment process, the risks to the entire system

are prioritized, existing security controls examined, and a decision on what to use for the

next iteration is taken. For the risk assessment practice many standards and guidelines

exist which elaborate and specify the process in its entirety (e.g. ISO/IEC 27005 [94],

ISO/IEC 31010 [95] and ISO/IEC 27001 A.18 [92,93]). The practice helps to understand

which type of data, access perimeters, and services are at risk and how those should

be prioritized in the mitigation strategy [52] based on the individual risk appetite of an

organization.

While a profound risk assessment usually requires strong security expertise [20], even

a minimal risk assessment practice can help to understand and prioritize the security
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integration appropriately of the practice is conducted in the planning phases of a software

development process. For the classification, a set of scales for the likelihood and impact

of an attack needs to be developed. If the organization does not have the ability and

resources to do so, available models like the risk assessment model by OWASP as well

as top lists of most critical risks like the OWASP top 10 for Web application security

risks [15] can be used to classify as a best-practice as discussed in [4].

Just like with threat modeling, the practice should result in clear and understandable

models that can be used by non-security personnel such as developers or the operations

team to not introduce unnecessary hold-ups in the fast-paced DevSecOps pipelines [1].

This activity also fits well as the exercise of the DevOps principles of Culture/ Collabo-

ration, Lean, and Sharing.

[D] Security (Awareness) Training

Another often occurring security-related criterion that fundamentally shapes how a De-

vSecOps implementation plays out is the existence of a recurring Security Awareness

Training program or at least some sort of security knowledge training in an organization.

The principle of Security Awareness Training as such is integral part of many standards

such as ISO/IEC 27001 A.7, ISO/IEC 27001 A.12 [92, 93], ISO/IEC 27034 A.9.1 [91],

NIST SP800-53 AT [69] or the NIST CSWP PR.AT [10].

The need for particular recurring inclusion of security education in a DevSecOps pro-

cess is motivated in several of the reviewed publications. Lee [96] sees the principle of

training and sharing knowledge as the most important part of DevSecOps, emphasizing

heavily on the Lean and Sharing as well as Collaboration principles of the DevOps prac-

tice. According to Kunchala et al. [54] the principle of sharing knowledge about security

principles and practice is to break down the silos just as the declaration of DevOps em-

phasizes. Additionally, an increase of transparency, as well as accountability in all stages

of the process is created through this knowledge exchange. The interview partner of

Mansfield [59], Meera Rao, names education as a key success factor for a DevSecOps

implementation and emphasizes the use of cross-training for all involved teams.

Wickett [100] stresses that security controls that are only accessible for a security

team cannot benefit other teams in any learning activities or shape the expertise in the

organization as a whole. Others [18,68] discuss this issue similarly and also highlight that

the whole business needs to undergo a shift of practice and involvement of the security

team to shape expertise. The security team thus needs to provide knowledge and tools

in a way that makes it possible for security measures to be integrated and be adopted
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by the DevOps teams.

Further emphasis as well as suggestions for training practices that strengthen inter

alia secure coding aspects are discussed a.o. in [4]. The use of an expert in security that

is part of each involved team in the form of a security champion is discussed in several

of the reviewed publications. This expert hereby directs and advises a team in security

principles and acts as an integral part of shaping security knowledge and experience for

the entire team. That practice works dynamically and can be fluently integrated in the

DevSecOps practice according to the referenced practitioners [4, 38,53,60].

A general consensus within the reviewed works is that increased awareness about

security also results in more interest in security (if not previously existing), discussions

about its suitable integration and motivation to take responsibility [23, 96]. This way,

best-practices for security integration like some secure coding practices discussed below

would be followed from the start [38].

[E] Security Architecture Review and Audits

The activity of Security Architecture Review and Audits are extracted as a separate

criterion in this list. This is due to its particular mention in the security standards

ISO/IEC 27001 and ISO/IEC 27002 [92, 93] as well as ISO/IEC 27034 8.5 [91]. In the

reviewed works this practice is often either discussed as part of the Infrastructure Security

criterion [F] or the activities of Monitoring and Logging that are discussed as criterion

[M]. The criterion thus connects to the DevOps principles of Measurement/ Monitoring.

While these other criteria cover the steps and sub-criteria that define the activities

of e.g. monitoring and infrastructure controls, this criterion is meant to represent the

importance of software architecture design, its review, and general security audits as

a best-practice [4, 23, 24]. Mohan et al. [66] for instance discuss that the integrated

logging and documentation steps that are introduced as part of the DevSecOps practice

can be used as evidence for audits in case of a security-related incident. Through an

architecture review and continuous audition of the inclusion and mitigation of previously

modeled threats, an assurance for the similar enforcement of security controls in all

involved teams can be granted [4]. Further, the result of such audits can help to shape

and update the initial security requirements design for following DevSecOps life cycle

iterations [4, 60]. The execution of these audits should thus be directed and guided by

involving a security team [60]. These principles thus additionally reflect a practice of the

DevOps principles Lean, as well as Culture/ Collaboration.
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[F] Infrastructure security

Infrastructure Security as such is a rather wide scoped area of security integration. In

this case, it serves as an overarching term for any infrastructure related security practice

or activity that was discussed in the reviewed literature, even though parts of it are split

into further criteria that follow below. In the definition of DevOps phases presented in

4.3, the infrastructure layer is presented as the underlying phase, covering parts of the

development as well as the operations phases. While many works reviewed in this study

as well as in previous studies (e.g. [53]) covers the topic of infrastructure security, not too

much emphasis is given on the importance of its security. This might be related to the

fact that many DevOps environments are set up in cloud instances as will be discussed

further in this section.

The general consensus on infrastructure management, not only security-related, is

that manual management requires direct human involvement. This fact alone underlines

how important a strategic and automated practice for infrastructure (security) man-

agement is, as human interaction with systems is always prone to error and heavily

speed-inefficient [39]. As often seen in practice, the use of general application firewalls

already provides substantial front-line protection for any online system [35]. Further

areas that can be automated for infrastructure security management practice with a

reasonable effort are a.o. network monitoring activities that supervise any traffic in a

network, listening for anomalies and in case of alerts either notify the administrators

or protect against threats with predefined controls [19]. More in light of the DevOps

practice, infrastructure-as-code tools, that enable automated deployments and consis-

tent, continuous deliveries should be integrated [23,24,26]. Since they also reduce human

involvement and thus error they can be used to automatically patch and update. This

could, for instance, be used to prevent exposure to zero-day vulnerabilities [38] as dis-

cussed later in criterion [N]. Moreover, clear environment segregation with the DevOps

phases and stages of practice in mind is discussed in the reviewed literature [4].

Security standards that reflect the previously discussed practices and further give in-

sights into how security for infrastructure can be integrated within traditional SDLCs are

a.o. the COBIT 5 BAI03 and BAI07 [45] as well as the NIST CSWP PR.DS-7 [10] and

NIST SP 800-53 CM-2 [69]. For a DevSecOps approach, however, an adjustment of guide-

lines might be necessary to meet the fast-paced requirements. With the heavy emphasis

of automation in infrastructure security, the DevOps principle Automation correlates

naturally. Further, the Lean and Measurement/ Monitoring principles go well in line

with how security integration is discussed in the explored discussions from practitioners.
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Due to automation making up for such a decisive element for infrastructure security

in a DevOps environment, the discussions of how adequate automation is achieved were

further investigated. Diaz et al. [28], as well as others, see the use of virtualization and

containerization technology as key elements for good automation practice. The use of

cloud technology plays an important role in this, as cloud frameworks give the ability to

scale a virtualized infrastructure to an organization’s needs [38]. Other benefits of cloud

architectures are interoperability, adaptability, reliability, performance, and integrability

as presented by [19]. Environments that are currently bound to real servers and could

be compromised through a security breach could be replaced entirely in a couple of

minutes [23,24] when using a cloud environment. An organization that wants to integrate

DevOps through a cloud thus requires a thorough knowledge base on how to set up virtual

environments [6]. To emphasize security integration again, a mere deployment in a cloud

environment does not make it secure [96]. However, clouds come with many free-of-charge

security measures that might help to kick-start a DevOps project.

Regardless of which type of infrastructure is used, however, a clear and strategic plan

for adequate environment segregation, vulnerability scanning (criterion [K1]), patching

and update management (criterion [N]) as well as capable access controls (criterion [L])

are a must to ensure secure infrastructure [4].

[G] Secure Coding

The criterion that was most often discussed in the reviewed publications (22 out of 33

times) was secure coding. While the practice itself is more of an overarching term, several

sub-criteria [G1-4] that were discussed in the examined literature are presented as part

of this criterion. The integral discussion of the practice in most of the literature already

highlights the strong shift left that is emphasized so often [59] when discussing security

integration in DevOps processes.

Secure Coding and its sub-criteria are represented in several security standards and

guidelines. The ISO/IEC 27000 series covers parts of the practice in e.g. A.5, A.6 and

A.7 [92, 93] as well as in ISO/IEC 27034 A.9.4 [46]. NIST also covers Secure Coding

related activities in NIST SP 800-53 PS, PM [69] and in the NIST CSWP ID.GV [10].

In the reviewed works, much emphasis is given on the sharing and collaborative aspect

of Secure Coding practices. A further highlight is brought to the automation steps that

help conduct the Secure Coding activities and allow monitoring them adequately. These

discussions correlate well with several of the DevOps principles presented in 2.1.4.

For conducting Secure Coding in an SDLC in general, several practices are seen as
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adequate. In the light of the reviewed literature about its inclusion in DevOps processes,

the practice of test-driven development, in which tests are written first and code is

created to meet the test criteria, is often touched upon [23, 24, 38]. Such practices, just

like otherwise mentioned one-click compliance reporting [82] and the use of a security

champion model [4, 38, 53, 60], (discussed above [D]), benefits the security awareness

and understanding of developers when producing code [4]. Engineers should be able to

answer questions about security integration and how attacks are handled in the code they

produce [100]. With this awareness and knowledge, vulnerabilities like injections or cross-

site-scripting weaknesses can be found and mitigated on a source-code-level [23, 24, 30].

Additional sub-criteria that further segment the Secure Coding practice and were covered

in the reviewed literature, are discussed in the following.

[G1] Policies

Just like in traditional SDLCs, policies that direct how Secure Coding is implemented

and that require compliance to ensure security integration can be set up for a DevOps

environment. An often highlighted benefit in such coding practices are security policies

that directly integrate into IDEs and that can be automatically activated and stored

centralized for their use in several projects [68]. The centralized aspect of these policies

is highlighted also in [53], as such practice only requires an organization to create Secure

Coding policies once, without demanding each project or team to go through a process of

internal and external compliance requirement definition on their own. While automated

policy management is not integrated into many SDLs it might become more and more

critical for a DevOps practice as pointed out in [35] due to the dynamic nature and pace

of applications developed through a DevOps life cycle.

[G2] Coding Guidelines and Standards

Just like with policies, the less urgent but potentially more extensive integration and

compliance with security-related coding guidelines and standards benefit a good Secure

Coding practice as seen often in the reviewed publications. To integrate such guidelines

and standards to a DevOps integration, however, those need to be adapted to comply to

the fast pace and velocity [55]. From the early beginnings of a development iteration, a

development model that is in coherence with the underlying security guidelines needs to

be set up [38]. While some overarching guidelines and standards exist and should be in-

tegrated, particular sub-areas for individual needs like web-applications or micro-services
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should be considered. A definition of setting up rules for such sub-areas, however, should

render a one-time task [59] as these tend not to shift in their initial purpose. To find

guidelines that serve a particular purpose or help to strengthen security in a particular

area of development, open security best-practices like the OWASP secure coding practices

can be consulted [23,24].

Whether a guideline or security standard is integrated successfully and compliance

is ensured should be tested through regular security checks. For such checks, it is rec-

ommended to follow security design patterns as discussed in [55]. Those checks are then

used, for instance, to ensure that the correct privileges to distribute and deploy code [39]

are used.

Lastly, thorough documentation of the coding practices defined by an organization

from its initial security baseline is mandatory. This enables to follow the guidelines in

future iterations of a DevOps life cycle or future projects [4]. During each iteration, this

documentation needs to be revisited and preferably updated throughout the stages of

the process. Further, the involved teams need to be trained in case of adjustments to the

standardized practice [4] to ensure compliance.

[G3] Software Composition Analysis

In software development, it is usual to deprecate parts of the code when iterating through

the versions of a software’s development. With DevOps and the fast pace of these it-

erations, such deprecation often occurs but is also often not taken care of adequately.

Deprecated code that potentially includes vulnerabilities that are not removed from a

code-base might be exploitable in a production system [96].

Furthermore, with the current trend in the industry to adopt open source dependen-

cies for production code, a major security-related catch is carried along. Any vulnera-

bility such a dependency has is integrated and thus exposed, rendering the own software

vulnerable as well [25]. When a development makes use of open-source material, it is

important that the developing organization takes full ownership of all aspects of their

code, including the systems that were developed by a third party [30]. This ownership, in

light of security, also involves the organization to take responsibility for any vulnerability

that is introduced by such open-source adoptions. Mayoral et al. [61], who discuss the

use of DevSecOps in robotics, further widen this requirement to the hardware aspect

when using third-party components in their development.

A solution for finding issues with libraries or software components is the use of Soft-

ware Composition Analysis. The results of such an analysis present which components
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or library has vulnerabilities that require mitigation. However, according to Rao in

the interview with Mansfield [59], many companies she worked with have no automated

Software Composition Analysis whatsoever, which further underlines the need for such

integration to ensure a Secure Coding practice.

[G4] Manual Code Review The last particular sub-criterion that was extracted for

a Secure Coding practice is the continuous use of a Manual Code Review. While this

practice is sometimes discussed as inefficient and taking the speed out of the DevOps

practice, it still renders relevant in automated environments. The practice is used to

analyze and identify security defects in code that was developed by fellow programmers

[38] and can be conducted through a peer-review process [61]. While automated code

analysis like the later discussed criterion [H] can help with many of such activities, some

issues can not be found this way and require a pause of the pipeline to do a Manual Code

Review instead [59]. Since static code analysis does not understand the context the code

is run in or the business purpose a method or part of an application fulfills or impacts,

an additional pair of eyes can help to find mistakes that were made when producing said

code [25]. It is thus mandatory for a reviewing peer to be familiar with the data that is

exposed as well as the user and access roles that are utilized in a particular area of the

application, further highlighting a good security awareness as presented in criterion [D].

The practice of Manual Code Review already is a fairly common practice in DevOps

integration but also in traditional SDLCs as 8/9 DevOps practitioners stated according to

Koskinen [53]. All mentioned sub-criteria form different view points to a Secure Coding

practice and could be used to measure its adoption in a DevSecOps process.

[H] Static Analysis and Validation

One of the agreed-upon and mandatory practices according to several reviewed publi-

cations is the utilization of Static Analysis. The practice strengthens security from the

beginning of a development in a DevSecOps process. According to Rao in the interview

with Mansfield, there is no better way to shift security towards the left [59]. Curland

agrees with that is his post about DevSecOps [25]. The Static Validation practice serves

as the first real automated test of security implementation of a DevSecOps process. Since

these tests are carried out in a development environment, it is still easier and cheaper

to spot and fix vulnerabilities [4]. The Static Analysis tools are integrable as part of a

developer’s IDE, the farthest left security could be pushed in a development pipeline,

providing highlight to potential issues and instant feedback to practitioners [4,25,59,61].
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Security Analysis grants the ability to check whether best-practices are implemented

in the development [38] through technologies that analyze source code, byte code and

binaries and report on found, potential security vulnerabilities [23, 24, 35]. The analysis

is performed after the code is created, however, before unit tests (discussed in criterion

[I1]) are carried out [59]. This enables practitioners to find all issues that can be detected

before or during new code is committed to the repository. The analysis strictly focuses

on security issues that are related to the source code [55] and is performant for finding

vulnerabilities that have a certain pattern. Those patterns include, for instance, SQL

injections, regular expressions, or buffer overflows [25,26].

The benefit of using static analysis over manual code review is the ability to fully

automate the practice [4]. Technical compliance can be tested in an automated way by

integrating it in the delivery and deployment pipeline in an effective and efficient way [1].

The use of the practice, however, does require a performant feedback loop to be in place

as is always emphasized for a DevOps or DevSecOps practice. Otherwise, the issues and

results found in the analysis cannot be integrated and mitigated efficiently. While first

responders might be able to mitigate an initial attack, vulnerabilities that are source

code related might be disregarded and continue to exist [47].

As a result of the analysis, the report should be used as learning for future iterations

as much as possible [6] and be used as a complement to the activities of risk analysis and

threat modeling [25]. Some practitioners discuss that Static Analysis could further be

used to predict code quality and security flaws in code using the help of Machine Learning

(ML) in the form of Deep Static Application Security Testing [61]. This could act as

a countermeasure for Static Analysis being prone to false positives and thus reducing

precision and speed in a development pipeline as discussed by Fife [30].

One of the few entries of this practice that can be found in security standards is pre-

sented in ISO/IEC 27034 A.9.4 [46] which is currently under development. The automa-

tion and monitoring emphasis of the practice makes it correlate well with the DevOps

principles discussed in 2.1.4.

[I] Dynamic Program Analysis and Testing

The following two criteria discuss the practice of testing. This criterion focuses more on

the dynamic approach of testing measures that can be taken to ensure security integra-

tion in DevSecOps processes, whereas criterion [J] emphasizes the continuous activity of

testing throughout the life cycle.

Dynamic Program Analysis is performed after the previously discussed step of Static
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Validation in a DevSecOps process. The code that is tested is hereby fully compiled and

can be executed. Both static analyses, as well as dynamic analyses, are often carried out

as a combined practice [4]. The practice is covered as part of ISO/IEC 27034 in A.9.5 [46]

as well.

To execute a Dynamic Program Analysis, the code that was built is executed in an

environment in which it is deployed afterwards [59]. This environment can either be a

development or testing environment or both [4, 59] but should not be the production

environment. In this test environment, additional Runtime Application Self-Protection

(RASP) can be used to monitor real-time application attacks or malicious input behavior

[35].

The essential advantage of the use of Dynamic Program Analysis is the short feedback

loop needed to bring flaws in a code commit to the responsible developer’s attention [39].

The methodology of automation is used on this occasion as a benefit for security [18] and

goes well in line with the Automation principle of DevOps. The ability to automatize

Dynamic Program Analysis also serves as a benefit for centralized flaw management in

the area of DevSecOps in Robotics according to Mayoral et al. [61].

The automation suite that is used to perform the Dynamic Program Analysis is

executed and evaluates new deployments on the environment [38]. As a base for the

evaluation process, security attracts like injections or cross-site-scripting are performed

and the application’s behavior as well as its reaction are being monitored [4,6]. The tests

that are carried out are often developed simultaneously to the application’s development

[4]. The results should be in line with what was expected to successfully pass a test [66].

As testing technology and the limitation to test it from the outside instead of accessing

the source-code, black-box tests are used to detect any vulnerabilities in the running state

of the application [35, 61]. The resulting issues or errors should thus rather be handled

as issues a user would face than issues in the source code.

Even though many practitioners claim to use the practice of Dynamic Program Anal-

ysis, Rao points out that it is often unclear to organizations on how to integrate the

practice efficiently [59]. Anderson presents the use of Artificial Intelligence and Deep

Learning techniques as beneficial for increasing efficiency and to help understand the

behaviour of an application in case of an anomaly [6]. The following sub-criteria presents

two methods of testing practices commonly used for Dynamic Program Analysis.
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[I1] Unit and Fuzz Testing

Even though Unit Testing is considered as a white-box testing method, it can be used

for black-box testing when, for instance, applying Dynamic Program Analysis on an

outwards facing API. This is discussed in some of the reviewed works in which the

testing methodology is used to test individual functions of an application in an isolated

manner [55,61] as part of the development and integration stage.

A further, more agreed-upon black-box security testing methodology is the Fuzz Test-

ing method [61] that can be semi-automated. With the dynamic test, random input

values are inserted into inputs of a running application with the aim to break the be-

havior and disclose security vulnerabilities [4, 61]. Using pre-defined vulnerability lists

as input, any application exploitation that could be carried out by a user of the systems

is looked for [35]. In contrast to other tests that often need to be adjusted heavily to

the underlying application, fuzz testing enables the use automatized tools that need only

little customization to be applicable for testing individual applications [4]. Moreover,

these tools provide intelligent models to test and make the use for non-security special-

ists easier [4]. Both testing methodologies are used by practitioners of the DevSecOps

methodology and can be used as sub-criteria for Dynamic Program Analysis and Testing

measurement.

[J] Continuous Testing

Just as discussed above in the elaboration of criterion [I], testing has high relevance

for security integration in DevSecOps processes. The previous criterion discussed the

use of dynamic testing strategies whereas this criterion focuses rather on the continuity

of applied testing throughout the life cycle. This involves testing activities not only

in the development and testing phase of software development but rather in any part,

including the deployment and operational phases. The practice emphasizes that tests

are conducted early and continuously to produce early results with reduced costs and

continuous feedback to the responsible development team [18,19].

The testing activity should be automated as much as possible to comply with the

DevOps principles of Automation and Measurement/ Monitoring which is additionally

helpful, for instance, for automatic scanning of code changes, detection of anomalies and

rollback of code in case of an incident [39,68]

According to Mohan et al. continuous tests should be developed by an independent

team of developers to act as borderline to other stages or environments of the development
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[66]. In the development itself, Continuous Testing can be integrated in the form of test-

driven development [61], a practice that was also earlier discussed in criterion [G]. Testing

results and continuous measurement towards these outcomes are important for teams to

get feedback and benchmark themselves on their security adoption level [96].

Security standards that highlight the importance of Continuous Testing are for in-

stance the ISO/IEC 27034 standard in 6.5.2 and A.9.5 [46]. In the following, typical

testing methodologies that can are used by DevSecOps practitioners as part of the Con-

tinuous Testing activity are presented and could serve as sub-criteria to measure the

practice.

[J1] Integration Testing

Integration Tests (e.g. in the form of Interactive Application Security Tests (IAST) [59])

serve the purpose of checking on modules that are combined together in a group [61]

through integration in an application process [55]. The interaction is hereby monitored

and quality assurance performed [4].

The testing methodology provides the ability to be automated into the delivery and

deployment pipelines of a DevSecOps process efficiently [1]. Through additional instal-

lation tests that are performed after a new component is deployed, the integrity of the

delivered packages can be checked and the success of an installation observed [66].

[J2] Penetration Testing, Stress Testing and Red Teaming

Other testing methodologies that fall under the continuous testing category are Pen-

etration and Stress Testing. In Penetration Tests, an application is penetration with

malicious intent to find vulnerabilities and configuration issues of an application [61]

that is fully deployed and in production. While this practice is often carried out in busi-

nesses, the Penetration Testing activity should be carried out continuously instead of in

(half-)yearly cycles [18]. The integration of such a continuous practice does not halt any

of the development pipelines as it can be carried out as an out-of-band activity in parallel

to the development process [59]. Full automation of the practice, however, renders itself

as fairly difficult and inaccurate [96]. The practice is thus mainly human-based and while

tools for configuration exits, most of the work has to be performed by security experts.

This is further underlined by the high risk Penetration Testing brings with it as it can

fundamentally damage a system when performed on a real production system [4]. Nev-

ertheless, Penetration Testing is often seen as the highest level in the range of security
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tests and can be used to find more complex vulnerabilities in an entire system [4].

The practice of Stress Testing serves a similar approach, however, it is focused on

testing the availability and performance of service under a heavy load instead. The

behavior of a system in case of an overload is observed from a security point of view and

its response to the threat monitored [4].

Another common practice to handle any issues of productive systems deployed as

part of a DevSecOps process is the use of a so-called Red Team [76]. Red Teaming is an

activity in which vulnerabilities are searched for and a maximum of damage purposefully

caused to meet the goal of the test [61]. The practice is thus not recommended on actual

productive systems but rather in a production-like environment [4].

[K] Attack Surface Reduction

Attack Surface Reduction is another security measure that is discussed in several security-

related standards like ISO/IEC 27001 A.12 [92,93], ISO/IEC 27034 A.9.3 and the NIST

SP 800-53 RA [69]. The practice observes the surface of an application or IT system

in general that is exposed to potential attacks. The goal is to reduce that surface to

the mandatory amount and secure that adequately. As the practice can be considered as

monitoring practice, it correlates with the DevOps principle of Measurement/ Monitoring.

When practitioners use cloud services for a DevOps integration, some tend to use

container images that come with many packages and applications pre-installed, rendering

the default attack surface much bigger than necessary [39]. Through the introduction of

additional micro-services or containers for other purposes, the attack surface is expanded

even further [60], increasing the risk for potential attacks. It can be said in general, that

every time a new asset is introduced into a system, the attack surface is changed and

should be re-evaluated [59]. In the quality assurance of a system, mostly functionality is

tested instead of focusing also on the overall quality of the integrated assets [39]. Different

solutions to counter the increasing risk through the addition of assets like increased

tractability through package identification are considered and deployed by practitioners

[4, 39]. The most often discussed countermeasure to reduce the attack surface is the

practice of vulnerability scanning that is discussed further in the following.

[K1] Vulnerability Scanning

Vulnerability Scanning is an activity through with a running software system is checked

from the outside [4] and potential threats are detected during the DevOps integration
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phase [55]. By tracking the most recurring vulnerabilities in software development, the

current system is checked [76] and through the management of updates (discussed in

criterion [N]) it is kept secure [19].

The activity considers three levels of detail in its scan. On the first level, the values

of each parameter of a system are scanned. On the second level, a heuristic scan that

determines which parts of the application require more in-depth scans is performed. The

last level consists of an extensive scan in which all possible combinations for the previously

selected parameters are checked [4]. The vulnerabilities that are found can further be

tested by a Red-Team (discussed in [J2]) [68] that runs security-drills on the system and

tries to exploit the found vulnerabilities.

The activity of Vulnerability Scanning provides results on vulnerabilities that affect

the developed product or the overall system [61]. The resulting reports should be provided

through a feedback loop back to the developers and can be used to improve the software

in further iterations as well as act as feedback to improve tests and self-made attacks

(criterion [J]) [4].

Some of the reviewed publications discuss further inclusion of Artificial Intelligence

(AI) and Machine Learning (ML) techniques to reduce the time spend on vulnerability

scans and to alter the threat vectors that are used to identify and detect vulnerabilities

[23, 24, 35, 82]. Through real-time analysis, interpretation, and learning from production

traffic, the model can be refined continuously and used to extend the model [35]. With

the help of AI and ML, the confidence in vulnerability determination can be increased

and false positives are reduced [23,24].

[L] Access Control and Management

The criterion Access Control and Management is touched upon in several other criteria

(e.g. [F], [G2] and [M]), however, can in its full extend also be used as individual criterion

to measure security in DevSecOps processes. The area of access controls is covered

in several security standards and guidelines, namely in the ISO/IEC 27001 A.9 and

A.11 [92,93] as well as the NIST SP 800-53 AC [69] specifications.

In a DevSecOps integration, it is relevant to plan, execute, and monitor user privi-

leges for clients using the product [19] as well as to manage how access is limited to only

mandatory permissions for regular application functionalities. Several different permis-

sion levels for granting and invalidating access to parts or the entire infrastructure [4]

should be managed in a centralized way and be transparent to the teams involved in

the development process. This includes monitoring of the distribution and deployment
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process [39] as mentioned in criterion [G2] and the privileges connected to that. Further,

for bringing an application online, access control with a positive security model should

be considered according to Geenes [35]. In a productive environment, security logging

described in criterion [M] is used to monitor access to databases or data warehouses as

an essential step to comprehend and reproduce potential intrusions and attacks [66]. If a

cloud environment is used for the DevSecOps setup, the container virtualization already

serves the purpose of environment segregation and thus allows for an additional level of

access control towards hosting operating system [6].

In [53] it is further discussed, that manual configuration of access control lists is prone

to error due to human involvement. A solution in the form of a visual representation

of e.g. firewall rules is presented to improve the correctness of an implementation. The

monitoring focused perspective of this criterion thus makes it fit the DevOps principle of

Measurement/ Monitoring and the cultural shift towards planning and defining adequate

access controls is correlating with the principle of Culture/ Collaboration.

[M] Monitoring and Logging

The second most-often discussed activity related to security in a DevOps practice is the

use of thorough monitoring and logging systems. While this is already an integral part

of the DevOps practice, it renders even more important for the DevSecOps methodology

as production systems and potential security incidents can be monitored at run-time and

are logged for further investigation.

An adequate monitoring practice provides comprehensive insights into a system and

its vulnerabilities or security threats [82] based on the previously presented threat models.

Through collecting performance and security metrics from an application, its infrastruc-

ture, and involved assets [39, 68, 76], the practice is an integral part of security imple-

mentation in a DevOps integration [39]. For an analysis of the monitored performance

indicators, a set of parameters needs to be defined [76], bearing the implemented controls

and the organization’s risk appetite in mind. For a comprehensive analysis, metrics and

dashboards should thus be used wherever possible [38].

The practice of Monitoring and Logging should be an integral part of the planning

activities for a DevSecOps iteration [4]. The planning step hereby covers how e.g. a new

feature is monitored and how the results are reported. An often mentioned monitoring

activity is an automated monitoring activity through scripts and configuration files called

monitoring-as-code [28]. The activities of Monitoring and Logging are key elements that

get covered by many security best-practices, guidelines or standards like the COBIT 5
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DSS01, DSS03, DSS05 [45], the ISO/IEC 27000 series in ISO/IEC 27001 A.11, A,12

[92, 93] and ISO/IEC 27034 6.4.3, 7.3.6 [91] or the NIST SP 800-53 AC, AU, CA, CM

and SI [69] standards.

After the monitoring practice is planned, it needs to be conducted in each related

DevOps phase. In the deployment process, for instance, service monitoring should be

used according to Mohan et al. [66]. The code repositories should log the process owners

and monitor each step of the deployment process. Those recorded steps should further

be automatically made accessible to stakeholders on-demand to ensure a feedback loop

and to make any information relevant for the developers available immediately [47,66].

Moreover, the production environment also requires thorough monitoring measures

that give real-time statistics on how a system is performing [38]. The performance in-

dicators hereby monitor the servers’ capacity as well as network traffic [19], monitor

assets like database connections, CPU, and memory usage as well as give predictions on

potential resource limitation [39]. With these monitoring activities in place, suspicious

activity is logged [4], any exploitation is recorded and can be addressed immediately,

given a direct feedback loop to the responsible stakeholders is in place [23, 24, 38]. The

monitoring practice also is relevant for a robotics surrounding, in which the entire stabil-

ity of a system relies on continuous performance monitoring, errors, and other relevant

information logging [26, 61]. The Monitoring and Logging practice further can be used

to check on the effusiveness of implemented security controls [68] and to handle security

incidents reactively [59].

Overall, a good implementation of a Monitoring and Logging practice is empha-

sized throughout the reviewed works, not only for the general DevOps practice but to

strengthen security in particular. Through such activities, sharing culture is and con-

tinuous improvement are enabled [28]. When the outcomes of a deployment and testing

monitoring are documented adequately, they can help to detect and eliminate anomalies

in future iterations and thus support as learning [66]. Further, any monitored incident

in the production environment and robust feedback loops enable targeted mitigation and

improve the overall application security for further DevSecOps cycles [4]. The DevOps

principles of Culture/ Collaboration, Automation, and of course Measurement/ Monitor-

ing correlate mostly with this criterion. The principle of Sharing further is emphasized

often in the reviewed literature.

Lastly, a monitoring practice can also be used to measure the DevSecOps implementa-

tion success in general as pointed out in several reviewed publications [23,67,76]. Metrics

like test coverage, deployment frequency, time to recovery, and detection of threats, se-
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curity defects, and flaws can hereby be used to measure success. The importance of this

criterion is further highlighted by the previous LR by Koskinen [53], in which half of the

reviewed works recommended monitoring of applications during their run-time. It is still

often the case, however, that only security tools are used to monitor logs [96] instead of

integration security monitoring into the overall DevOps pipeline.

[N] Patching and Update Management

A DevSecOps criterion that is less often covered in the examined literature but also

justifies its inclusion in the list of extracted criteria is the well-developed practice of

Patching and Update Management. Just like the practice of Security Requirement Design

and Vulnerability Assessment, the management of updates adds into strengthening the

security of a DevOps implementation [19]. In the reviewed literature, the biggest benefit

of a well-developed patching and update strategy is the reduction of the risk that zero-day

vulnerabilities affect a running system. A rapid update strategy that reduces the exposure

time is thus emphasized [4,23,24]. Maintenance work and updates of all components that

keep the system running are indispensable parts of the operational activity according to

Gupta [38]. This factor’s importance and a clear, strategic maintenance work on IS-

relevant systems is also represented in security standards such as ISO/IEC 27001 [92,93]

and NIST SP 800-53 MAA.11 [69]. Further, automation of the update management

practice is discussed by Ahmed [4] where the increase of security updates and patches

in a rapidly scaling software system is highlighted as a big challenge. The potential

change in how an application is working or how the pipeline is configured after a bigger

increment of updated further underlines the importance of a well-developed Patching

and Update Management strategy. Automation as a principle of DevOps thus applies

to this criterion, and the Measurement/ Monitoring principle is also exercised if a well

developed, supervised strategy as discussed in [4, 23,24] is followed.
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4.2.3 Additionally Found Criteria

Other criteria that were discussed less often in the reviewed literature are listed below.

This (sub-)criteria that are presented here did not make the list of extracted criteria as

it was less often mentioned than the self-defined threshold of a minimum of 5 mentions

discussed in 3.3.2.

ID Criterion

[X1] Incident Response Planning

[X2] Encryption

[X3] System Wide Traceability

[X4] Threat model and final security review

Table 4.4: Additional Criteria found through the MLR Conduction
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Discussion

This part of the thesis covers the discussion of the previously presented criteria that

was extracted through the conduction of an MLR on recent literature. As part of the

study, IS-specialists that work at the cooperating company Veriscan Security AB were

consulted to discuss and evaluate the applicability of the measurement criteria. Moreover,

the experts were asked how scales to measure each criterion and potential sub-criteria

could be defined. The resulting feedback is presented in the following and the overall

viewpoint on the DevSecOps practice that reflects the reviewed literature is discussed af-

terwards. Moreover, the limitations, reliability, and validity of this study are explained in

5.2 and suggestions for future research on the topic of DevSecOps measurement presented

in 5.3.

5.1 Discussion of Results

To be able to evaluate whether the resulting list of extracted criteria was a meaningful

and an adequate representation of criteria that could answer the research question and

ultimately support a measurement activity of DevSecOps security interactions, a group

of experts at the cooperating company Veriscan Security AB was consulted.

5.1.1 Veriscan Security AB

The cooperating company is in business since 1999 and is specialized in information se-

curity (IS). The company offers a variety of services and products that help organizations

to measure their IS performance to get in control of security. With profound knowledge

in the area of IS as well as active participation in the development of the ISO 27000

series for the Swedish Institute for Standards (SIS), the company offers solid expertise

65
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to unique customer requests. The services offered by Veriscan Security AB consequently

cover the IS areas of organizational security, physical security, and ICT/ system security.

As support to the thesis work, a group of experts at Veriscan Security AB assist in the

evaluation of the resulting measurement criteria as discussed further.

5.1.2 Evaluation by Veriscan Security AB

As discussed earlier, Veriscan Security AB focuses on a variety of IS-oriented services.

Their personnel is experienced and highly knowledgeable in measurement activities of

organizational, physical as well as technical security and thus can provide an expert

viewpoint on the presented results.

The measurability of the presented criteria, as well as their applicability for a measure-

ment process from their experience, was provided for the experts as the central question.

Furthermore, ideas for the set-up of scales for measurement of each criterion and its sub-

criteria were collected. Overall, the result of the consultation was that the presented,

high-level measurement criteria could be used for a security measurement of a DevSecOps

practice. However, for a detailed and comprehensive measurement, a clear measurement

focus, a set of sub-criteria and applicable scales would need to be defined.

The resulting feedback is brought into perspective in the following, highlighting the

definition of a focus or subject that should be measured, a clarification for a need of a

certain norm or baseline to measure against, and potential definition strategies for scales.

What to Measure?

The measurement of each criterion could already be satisfied with evaluating the pure

existence or implementation of practice or task listed in 4.2.1 as discussed earlier. For

a more detailed review of each of the criteria, however, further steps would need to be

considered.

For a measurement activity in general, a clear and focused subject or part of the

process that is measured needs to be defined from the beginning. In the case of the

presented criteria, the experts formulated multiple potential areas of focus that could

form a direction for the measurement activity. For each of the discussed measurement

foci, thus further, individual measurement sub-criteria and scales would need to be de-

fined and applied. Potential focus areas for a thorough measurement activity could, for

instance, be the degree of implementation for one of the high-level criteria. Another de-

tailed measurement activity could focus on the DevSecOps practitioners’ awareness of a
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security-relevant process, its implementation, and how it is followed. Lastly, the quality

of implementation or a process itself could be measured in terms of its implementation

compliance to security standard recommendations or best-practices.

As discussed earlier, all of those foci would require the definition of more granular

sub-criteria that would shape the measurement process as well as scales. Some of the

criteria presented in 4.2.2 already cover initial sub-criteria but the list would need to be

extended to function as a guideline for an adequate measurement process as discussed

later in 5.3.

What to Measure Against?

After a scope for the measurement activity and its focus (which DevSecOps process

to concentrate on) are defined, a norm to measure against would need to be defined

according to the experts. This norm or baseline of the measurement process should

be defined prior to the measurement process and remain the same for any recurring

measurement activity to ensure repeatability and objectivity of the process. The norm

that is to be defined needs to reflect any kind of acceptable level or good value for the

practice that is measured.

If an ordinal scale would be used, the center of the scale would reflect this norm and

should be considered when fulfilling e.g. standardized suggestions for implementations

or best-practices of the measured activity. The rest of the measurement would thus be

always brought into contrast to this norm. The lowest result on this ordinal scale would

this way reflect that the measured process is not addressed at all and the maximum that

the conducted practice performs much better than best-practices or standards suggest

for a security integration.

Which Scale to Use?

In light of the presented criteria, the experts gave the feedback that an ordinary scale

(e.g. 0-5) could be applicable. While other scales might be considered for more detailed

and focused measurement activities, the ordinary scale serves well to measure security

implementations and their performance.

The need for a repeatable process and for it to be as objective as possible (no full-

objectivity is possible due to the qualitative measurement process that is conducted by

a person) is highlighted by the experts. This requirement serves the minimization of a

variation of the review process when conducted on in a different surrounding or by a
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different conductor.

As discussed earlier, an ordinal scale could reflect the measurement of the presented

criteria when further sub-criteria would be defined. A scale that ranges from 0-5 could

thus, for instance, reflect a security practice’s existence and integration (0 for non-existent

or 1 integrated but only infrequently used) as well as further measurement criteria like the

occurrence of a formalized practice (2) and how often the practice is implemented when

applicable (3). Further criteria that decide if a practice is particularly well-conducted and

even better implemented than security standards or best-practices suggest could then be

used to rank on the scale at level 4 or 5.

While the security standards that were connected to the criteria found in 4.2.2 cover

technical IS-related measurements and best-practices, elaborations on operational as well

as physical security controls and practices are often covered. If these standards would

be used as a baseline for the definitions of norms and to set up scales for measurement

activities, other standards and best practices should be considered to cover all areas of

IS.

5.1.3 Practitioners’ Viewpoints on the State-of-the-Art

The discussion of how security implementation could be measured and how for instance

the awareness of practitioners for security-related implementations ranks raises further

questions. To fathom whether the DevSecOps practice is fully understood in state-of-the-

art practice and what the needs for adequate integration are, the viewpoint that most

generally shared throughout the reviewed publications is discussed in the following. What

is more, highlights on areas that lack extensive elaborations and might be interesting for

further observation are presented.

Myrbakken et al. describe in their MLR from 2017 that it is “clear that DevSecOps is

maturing and methods, practices and tools [. . . ]” [68] probably overcome the challenges

of security integration in DevOps processes. However, when conducting this MLR, it

became quite clear that extensive research in this area has only just begun and that

practitioners still aim to find a common ground for agreed-upon best-practices. Tomas

[96] et al. highlight that there exists an overload of tools and practices for the DevSecOps

methodology, however, a clear guideline in the form of a standardized process is missing.

This research and the presented result of review criteria as a collection of most-common

security-related activities practitioners perform hopefully pushes a formalization of such

a standardized practice further.
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From the reviewed literature, the current state-of-the-art process is presented in a

rather unstructured or at least unstable way in terms of formalization and standardization

of practice. Many organizations tend to adopt buzzwords while not considering and

actual, adequate change of practice. The interview partner of Mansfield [59] for instance

describes that many companies just ”joint the wave” while lacking in a cultural shift, the

emphasis of responsiveness, and in the case of security a functional DevSecOps practice.

While security might be considered by some organizations as part of their traditional

SDLC, Casola et al. [20] also point out, that plain security-oriented software development

for a regular DevOps practice is costly and time expensive while requiring security experts

to do the job. For such organizations, that already don’t have a clear view on their

DevOps implementation, it is thus more than ever important to define clear security-

related processes in the SDLC and a tailored DevSecOps process for an organization

founded on a fundamental base of knowledge is emphasized [59].

A common ground that all practitioners, as well as academic authors in the reviewed

literature share is the importance of the security implementation from the beginning of

the entire process. Setting up a security architecture and using automation for tests

and feedback loops is often referenced and emphasized [82]. The reviewed literature

focused mainly on the technological aspect and its role in the success of the DevSecOps

methodology. Most often, the criterion [G] and all its sub-criteria were mentioned as

well as second most the criterion [M] that defines thorough monitoring of all systems and

processes are discussed.

The main takeaway from the conducted study is the fundamental importance of tests

throughout the entire life cycle. Automation and performant feedback loops are what

make security integrate flawlessly into existing DevOps practices [30,59]. The extracted

criteria [H], [I] and [J] cover these activities and can be seen essential to the success

of any DevSecOps practice. Furthermore, the inclusion of monitoring of all operational

activities as well as the underlying infrastructure are key success factors for a responsive

and undisturbing security integration into DevOps. Just as with the automation steps, a

thorough integration of the monitoring process in the integral feedback loops is needed.

Sharing and Culture/ Collaboration as integral DevOps principles, thus play the most

important role in this adoption of the practice. Fitting extracted criteria that cover those

topics of monitoring and the adjustment of organizational culture are a.o. [E], [D] and

[M].

With these results, the strong emphasis on a change in organizational culture, contin-

uous communication, and collaboration [59, 59, 60] as well as a ”shift-left” is distinctive.
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As Rao puts it in the interview with Mansfield: ”knowledge is king” [59] and the knowl-

edge about security, particularly for its implementation into DevOps and its processes,

are dependent on the overall posture change of an organization adopting the DevSecOps

methodology.

Lastly, this study presents a strong emphasis for more research on the topic of DevSec-

Ops just as previous research [53, 68, 76] did. However, a trend of increasing coverage of

the DevSecOps topic in publications also within the academic field is already noticeable

as presented in 4.2. Suggestions on what further research activities could be conducted

are later discussed in 5.3.

5.2 Limitations, Reliability and Validity

The reliability and validity of this research are connected to its systematic literature

review approach in the form of a multivocal literature review. The selected research

methodology is followed as closely as possible given by making use of a clearly defined

research process as described in part 3. In the research plan, the criteria for literature

selection as well as the used inclusion and exclusion criteria are presented in detail. The

presented criteria are the result of the conduction of this research but might, due to

the interpretation heavy, qualitative research activity lead to a slightly different final

literature selection for the analysis if conducted by a different person.

Given this interpretation heavy research process, the resulting criteria are naturally

connected to this final selection of literature that is the base for analysis. For the study,

the best effort was given to find the most relevant publications to the topic and not to

miss any publications for the reviewed time-frame.

The limited amount of academic literature on the topic motivated the use of the

selected research methodology which was followed as good as possible. The extracted

criteria are limited by the availability of publications that answer the research question

mostly due to the lack of real-life references and implementations that are a reflection

of experience and are discussed with profound lessons-learned. Thus, the validity of the

presented review criteria can not be granted fully, as no extensive evaluation process has

been conducted. The presented result, however, provides a substantial base for further

research on the topic as discussed in the following section.

The aim of this research was to find application security measurement criteria based

on a review of best-practices and practitioner reports. This technical research focus,

however, was not only limited due to the self-set scope but also is due to the lack of
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material that focuses on non-technical security implementation and controls. Physical

as well as organizational information security is almost not covered and was out of the

scope for this thesis work. It is, however, described in some of the analyzed literature,

how traditional security measures do not fit the DevOps methodology from the get-go

and that automated security and testing measures only focus on the technical nature [1].

This adds as potential future research as further discussed in the next section.

The measurability of the extracted criteria was discussed in 5.1. Given the focus of this

research and the lack in resources and time, a further investigation of the measurability

was out of scope and a definition of scales that would allow a streamlined measurement

for each criterion and its sub-criteria could not be developed. This as well could be picked

as a focus for future research activity.

Whereas the inclusion of gray literature was required for the conduction of an MLR,

the increase in relevance and coverage of the topic DevSecOps in academic as well as

non-academic publications gives hope that future research could mostly be based on an

academic list of sources instead of using practitioners reports from blogs and white papers.

Given the fast pace and development within the industry, these non-academic sources

might, however, still serve as a valuable reference to understand the state-of-practice.

5.3 Suggestions for Future Research

As this study was fairly limited in both time and resources, only an indication of appli-

cation security measurement criteria could be developed as a result. These first results,

however, open many opportunities to further delve into the topic and provide many

interesting areas for the continuation of research and development.

One major area that should be looked at extensively is the definition of scales and

sub-criteria as was already discussed in section 5.1. The resulting list of criteria found in

this study serves as an addition to the research in the form of an overview and connection

of various academic as well as non-academic sources to the area of DevSecOps. The list

of extracted criteria, however, is on a rather shallow level, which provides a valuable

opportunity to research each of the criteria in a more extensive way. The individual

tasks could be split into sub-processes and indication for the definition of measurement

scales be developed. The definition of such tasks, steps of practice, and the measurement

scales for those could form interesting and valuable activities for future research.

Another suggestion for further research is a focus on the real-world applicability of

the listed criteria. Most of the extracted criteria come from sources that were either
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based on theoretical models or which discussed theoretical practice. However, often

those practice discussions did not provide any real-world application and/ or lessons

learned from the suggested activities. These lessons learned could play a significant

role in shaping an application security best-practice for the still rather vaguely defined

DevSecOps methodology and thus could form a valuable continuation of research activity

on the topic.

Lastly, as this study found but as was also highlighted by Koskinen [53], a research of

the non-technological security controls and practices in the context of DevOps and De-

vSecOps could serve as valuable research. In most of the studied literature almost none

of the discussed practices covered physical and/ or managerial/ organizational informa-

tion security aspects. As this study concentrated on application security, those security

aspects were naturally not a major part of the results. However, as research on the topic

seems to gain popularity, this rather undiscovered area might serve as a beneficial entry

to a following research activities.



Part 6

Conclusion

This thesis’ objective was to search for and analyze applicable review criteria that

could be used to measure security implementation in the context of DevSecOps develop-

ments and applications of the methodology. This study was conducted in the form of a

Multivocal Literature Review (MLR) and answers the following research question:

What criteria can be used to measure application security and security

integration in DevSecOps processes?

For the conduction of the MLR, the research methodology process guidelines from

Garousi et al. [33] were followed. In the MLR, a study of recent literature (since 2017)

gathered through four academic literature bases as well as a general Google search for the

gray literature was conducted. The research activity, hereby only focused on literature

after 2017 due to the MLR by Myrbakken et al. [68] that already covered literature from

before 2017, which was used as a foundation for this study. While starting the MLR

research activity in April 2020, an initial result of 720 publications on the topic was

found. After the application of previously defined inclusion and exclusion criteria, the

resulting amount of literature for further study was reduced to 33. From this literature

base, 15 items have an academic background whereas the other 18 are considered as gray

literature and consist of a variety of publication types like blogs, documentation, and

online presentations. This resulting literature base was further analyzed to find agreed-

upon best-practice for security implementation in DevOps processes that might serve as

high-level review criteria.

The criteria extraction process resulted in a list of 14 criteria as well as some addi-

tional sub-criteria to measure application security in a DevSecOps practice. The most
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often mentioned criteria found in the reviewed literature is the existence of secure coding

practice followed by mentions of the practice of continuous monitoring of all systems and

a flexible and performant feedback loop to ensure the fast-pace of the DevOps pipeline.

Other notable security-related activities in a DevSecOps practice are continuous automa-

tion and a strong emphasis on security (awareness) training and sharing of knowledge in

general. This last criterion is often seen as a key success factor for a DevSecOps prac-

tice in the reviewed literature and highlights the strong relation to the core principles of

DevOps.

As a further research activity, the resulting criteria were analyzed for their relation

to the DevOps principles and further context to traditional security inclusion as well as

reference to the security practices described in various security standardization works

like ISO/IEC 27001/27002, ISO/IEC 27034 or the NIST CSWP was drawn.

A discussion and evaluation of the resulting criteria was performed with the help of

the cooperating company Veriscan Security AB which is specialized in security measure-

ment. The companies’ expert group helped to evaluate the criteria were in terms of their

applicability, measurability, and provided a suggestion for the use of ordinal scales to

measure security in DevSecOps processes. The criteria that are presented as a result of

this thesis thus render as fairly high-leveled and the need for further, lower-level sub-

division of each criterion to be able to measure a security practice with a more focused

view point emerged as an additional outcome. The contribution in form of a table of

criteria could thus serve as initial training material as initially discussed with Veriscan

Security AB or be used for future design science research input to develop a security

review measurement process on DevSecOps processes.

Suggestions for further research activity are highlighted and emphasized throughout

this thesis, as the DevSecOps practice is rather unrepresented in academic research and

many knowledge gaps still wait to be laced up. The technological focus of the resulting

criteria further highlights this need and research activity in the organizational, as well as

the physical aspect of security implementation in DevOps practices, should be considered.
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A Email Excerpt of Suggestions for Thesis Topics by

Veriscan Security AB

This is an excerpt of an email conversation with Anna Andersson, senior security consul-

tant at Veriscan Security AB, regarding potential thesis topics from the 4th November

2019:

[. . . ] Veriscan has a need to improve their knowledge regarding secure development

principles, methods, etc. We need to understand how to review or how to measure

application security. There is an international standard upon which this work should

be based, ISO/IEC 27034. Other standards and best practices could (and probably

should) be used in addition. The agile methodology for development Dev Ops is mainly

followed by our customers and there is an increasing need to consider security within this

methodology (Dev Sec Ops). The outcome of this project should be training material

for Veriscan personnel to help us understand what to review and against what criteria

(suggestions). Based on your material, Veriscan should be able to further develop our

measurement program for information security, and in particular our system development

module, and/or improve our ability to include application security in internal or external

audits for our customers. [. . . ]
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B Final Selection of Literature

In the following, the final selection of literature for further investigation and conduction

of the review criteria extraction process is presented. Table B1 gives insight about the

title, author, year of publication as well as provides a short summary of each piece of

literature.

ID Title Author Year Summary

[1] Compliance at Ve-

locity within a De-

vOps Environment

Abrahams,

Muhammad Zaid

and Langerman,

Josef J

2018 Abrahams et al. present an LR on se-

curity framework appliance in DevOps

processes and a prototypical demon-

stration of technical compliance.

[4] DevSecOps: En-

abling Security by

Design in Rapid

Software Develop-

ment

Ahmed, AMAA 2019 Ahmed presents Design Science Re-

search results for security concept in-

tegration into development and opera-

tion phases of modern software devel-

opment (DevOps).

[6] From Bare Metal

to Private Cloud:

Introducing De-

vSecOps and

Cloud Technologies

to Naval Systems

Anderson, Robert 2018 Anderson presents a virtualization

plan as well as a monitoring solution

for virtual infrastructure governance

with a proof of concept in the form of

a private cloud.

[18] Francois Raynaud

on DevSecOps

Carter, Kim 2017 Francois Raynaud, founder of the De-

vSecCon conference provides insight

into how DevOps principles can be ap-

plied to security in an interview with

Kim Carter.

[19] Major Challenges

of Systems-of-

Systems with

Cloud and

DevOps–A Fi-

nancial Experience

Report

Carturan, Sara and

Goya, Denise

2019 Carturan and Goya describe the main

actions, concerns, and lessons learned

during the planning and implementa-

tion phases of the transfer of a tradi-

tional IT environment to a Systems-of-

Systems environment applying to De-

vSecOps principles.

[20] A novel Security-

by-Design method-

ology: Modeling

and assessing secu-

rity by SLAs with

a quantitative ap-

proach

Casola, Valentina

and De Benedic-

tis, Alessandra and

Rak, Massimiliano

and Villano, Um-

berto

2020 Casola et al. present a Security-by-

Design methodology that can be inte-

grated with modern development pro-

cesses in automated ways.
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ID Title Author Year Summary

[28] Self-Service Cyber-

security Monitor-

ing as Enabler for

DevSecOps

Dı́az, Jessica and

Pérez, Jorge E

and Lopez-Peña,

Miguel A and

Mena, Gabriel

A and Yagüe,

Agust́ın

2019 Dı́az et al. define and formalize an

activity that provides flexible security

monitoring infrastructure for DevOps

processes.

[39] Making the Shift

from DevOps to

DevSecOps at Dis-

tribution Technolo-

gies GmbH

Hadi, Mostafa 2019 Hadi presents a practical study on

the integration security measures in an

existing DevOps process including a

monitoring system that records before

and after states.

[47] Leveraging SecDe-

vOps to Tackle the

Technical Debt As-

sociated with Cy-

bersecurity Attack

Tactics

Izurieta, Clemente

and Prouty, Mary

2019 In this study, attacks on a system are

simulated and dependency between at-

tack and technical consequences gener-

ated to help SecDevOps staff to deploy

appropriate countermeasures.

[53] DevSecOps: build-

ing security into

the core of DevOps

Koskinen, Anna 2019 Koskinen presents the results of a

Systematic LR on security integration

in the core of DevOps processes and

uses the Building Security in Maturity

Model to chart these activities.

[55] Dealing with Secu-

rity in a Real De-

vOps Environment

Larrucea, Xabier

and Berreteaga,

Alberto and Santa-

maria, Izaskun

2019 Larrucea et al. present a DevOps pro-

cess for a real scenario that manages

security along the pipeline.

[59] DevOps: Finding

Room for Security

Mansfield-Devine,

Steve

2018 Meera Rao, a security expert is inter-

viewed about how security can be and

is integrated into DevOps processes

from the experience of businesses she

worked with.

[61] DevSecOps in

Robotics

Mayoral-Vilches,

Vı́ctor and Garćıa-

Maestro, Nuria and

Towers, McKenna

and Gil-Uriarte,

Endika

2020 Mayoral-Vilches et al. present best

practices for DevSecOps methodol-

ogy implementation in the field of

Robotics.
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ID Title Author Year Summary

[66] BP: security con-

cerns and best

practices for

automation of

software deploy-

ment processes:

an industrial case

study

Mohan, Vaishnavi

and ben Othmane,

Lotfi and Kres, An-

dre

2018 Mohan et al. present main secu-

rity concerns for SecDevOps automa-

tion and recommend best practices to

transform DevOps to SecDevOps pro-

cesses based on a study of five BI

projects.

[68] DevSecOps: a mul-

tivocal literature

review.

Myrbakken,

H̊avard and

Colomo-Palacios,

Ricardo

2017 Myrbakken et al. present the first

MLR if its kind that provides an

overview of what DevSecOps is, what

implementation means and what chal-

lenges have to face when doing so.

[76] DevSecOps Metrics Prates, Lúıs and

Faustino, João and

Silva, Miguel and

Pereira, Rúben

2019 Prates et al. discuss through an MLR

which metrics associated to DevSec-

Ops are already defined in literature as

well as by professionals.

[96] An Empirical

Study on Cul-

ture, Automation,

Measurement,

and Sharing of

DevSecOps

Tomas, Nora and

Li, Jingyue and

Huang, Huang

2019 Tomas et al. present results from in-

terviews with DevSecOps practitioners

and discuss the necessity of security

culture, security training and knowl-

edge, and continuous measurement.

[100] The MEASURE of

DevSecOps

Wickett, James 2019 Wickett discusses the MEASURE

framework that is used to highlight the

change of industry due to DevSecOps

and its component parts.

[25] When DevOps

met Security —

DevSecOps in a

nutshell

Curland, Sebastian 2018 Curland discusses the integration of se-

curity in agile development and the

steps needed to secure a DevOps

pipeline.

[38] DevSecOps: 10

Best Practices to

Embed Security

into DevOps

Gupta, Deepak 2020 Gupta shares an overview of the De-

vSecOps methodology and discusses

best-practice steps for security integra-

tion in DevOps processes.

[82] DevOps and Secu-

rity: The Path to

DevSecOps

Subramonian, Kr-

ishna Sarma

2019 Subramonian shares his professional

insights in the DevSecOps practice

through seven rules of successful imple-

mentation as well as discusses the use

of AI and machine learning for mainte-

nance of the DevSecOps environment.
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ID Title Author Year Summary

[60] Moving from De-

vOps to DevSec-

Ops

Maués, Rodrigo 2019 Maués gives an overview of agile and

application security risks and provides

a list of steps for the transfer of De-

vOps to DevSecOps processes.

[81] DEVOPS – What

is DevSecOps?

Red Hat 2020 Red Hat present an overview of the De-

vSecOps methodology by highlighting

a.o. the principles of automation and

standardization.

[35] DevSecOps and

Continuous Secu-

rity Delivery

Geenens, Pascal 2017 Geenens discusses the importance of

agility and continuous delivery of soft-

ware and presents technology concepts

and their most effective place in a De-

vSecOps pipeline.

[30] 6 Requirements for

Achieving DevSec-

Ops

Fife, Andrew 2018 Fife discusses the principles DevSec-

Ops processes need to adopt from De-

vOps as well as presents requirements

that can bring the implementation to

success.

[23, 24] Implementing

the DevSecOps

Process

Crouch, Alan 2017 Crouch discusses a set of stages that

are carried out in the continuous loop

of a DevSecOps processes.

[52] What Happens

When You Add Se-

curity to DevOps?

DevSecOps

Kleyman, Bill 2019 Kleyman comments on the core ar-

eas that bring security in the DevOps

process and the role of automation in

those.

[64] Secure DevOps Microsoft 2020 Microsoft present practice steps for

practitioners to approach a DevSecOps

integration or transformation of exist-

ing DevOps processes.

[23] DevSecOps: In-

corporate Security

into DevOps to

Reduce Software

Risk

Crouch, Alan 2017 Crouch presents an overview of the De-

vSecOps movement and emphasizes on

failing fast and early to reduce costs of

software development rework.

[54] DevSecOps and the

cyber imperative –

Elevating, embed-

ding, and evolving

your risk response

Kunchala, Vikram

and Norton, Kieran

and Shuttleworth,

Michelle and Hack,

Dylan

2019 In the article, the principles of DevSec-

Ops get discussed and the process foun-

dation of 4 pillars described. In in-

terviews with practitioners and discus-

sion of real business cases, the maturity

of the methodology, as well as require-

ments for its adoption, are discussed.
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ID Title Author Year Summary

[37] GSA Techn Guides

– DevSecOps

Guide

GSA 2020 GSA defines requirements that need to

be met to consider a product a Stan-

dard GSA DevSecOps Platform.

[26] DevSecOps – Secu-

rity and Test Au-

tomation

Dhawan, Vibha

and Sabetto, Rock

2019 In the presentation, a baseline of termi-

nology, methodologies, and processes

as well as the steps of security and

test integration in a DevSecOps envi-

ronment are described.

[67] DevSecOps – Em-

bedded Security

Within the Hyper

Agile Speed of

DevOps

Moore, Mark G.

and Bovoso, Anto-

nio L.

2018 In the presentation an overview of De-

vSecOps is provided, success criteria

for DevSecOps integration is listed as

well as the transition from a DevOps

practice is described.

Table B1: Final Selection of Literature
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C Literature Publication Methods and Types

In table C1, each item’s publication method, year of publication as well as literature type

is listed.

ID Published in Year Type

[1] 2018 Thirteenth International Conference on Digital Infor-

mation Management (ICDIM)

2018 Research paper

[19] 2019 IEEE/ACM 7th International Workshop on Soft-

ware Engineering for Systems-of-Systems (SESoS) and 13th

Workshop on Distributed Software Development, Software

Ecosystems and Systems-of-Systems (WDES)

2019 Research paper

[20] Journal of Systems and Software Volume 163, May 2020,

110537

2020 Research paper

[28] IEEE Access ( Volume: 7 ) 2019 Research paper

[47] 2019 IEEE/ACM International Conference on Technical

Debt (TechDebt)

2019 Research paper

[55] EuroSPI 2019: Systems, Software and Services Process Im-

provement pp 453-464

2019 Research paper

[59] Network Security Volume 2018, Issue 7, July 2018, Pages

15-20

2018 Research paper

(Interview)

[66] 2018 IEEE Cybersecurity Development (SecDev) 2018 Research paper

[68] SPICE 2017: Software Process Improvement and Capabil-

ity Determination pp 17-29

2017 Research paper

[76] SIGSAND/PLAIS 2019: Information Systems: Research,

Development, Applications, Education pp 77-90

2019 Research paper

[96] 2019 International Conference on Cyber Security and Pro-

tection of Digital Services (Cyber Security)

2019 Research paper

[4] Utrecht University 2019 Thesis work

[6] Auburn University 2018 Thesis work

[39] Tallinn University of Technology 2019 Thesis work

[53] Jyväskylä University 2019 Thesis work

[61] arXiv preprint arXiv:2003.10402 2020 White paper

[18] IEEE Software ( Volume: 34 , Issue: 5 , 2017 ) 2017 Podcast (Inter-

view)

[24] Coveros 2017 Blog post

[25] Medium 2018 Blog post

[30] ShiftLeft 2018 Blog post

[35] radware Blog 2017 Blog post

[38] DevOps.com 2020 Blog post

[60] Conviso 2019 Blog post

[81] Red Hat 2020 Blog post
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ID Published in Year Type

[82] DevOps.com 2019 Blog post

[100] Verica 2019 Blog post

[52] InfomationWeek 2019 Commentary

[64] Microsoft 2020 Developer docu-

mentation

[23] AgileConnection 2017 Online article

[54] Deloitte Insights 2019 Online article

[37] GSA 2020 Online guide

[26] The MITRE Corporation 2019 Online presenta-

tion

[67] Deloitte 2018 Online presenta-

tion

Table C1: List of Literature Publication Methods and Types
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[28] J. D́ıaz, J. E. Pérez, M. A. Lopez-Peña, G. A. Mena, and A. Yagüe, Self-
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