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set, the higher priority it has. Challenging problems arise when a new rule  
is added to the set and a proper position for it needs to be found or the  
existing rules are removed due to a security policy change. This brings us  
to the usability problem associated with the configuration of firewalls.

The overall aim of this thesis is to help system administrators better manage  
firewalls. We explore three different aspects of firewall configuration:  
1) the syntax of rules, 2) the organization of rules in a rule set, and 3) the 
way rule sets are presented to a user. Using this acquired knowledge, we 
offer system administrators more usable firewall solutions and approaches  
to the configuration process that can help facilitate their daily work.
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Abstract
Most companies have access to the Internet and their corporate networks con-
nected to it. Many threats to computer systems, e.g. worms, trojans, and denial-
of-service attacks, can be encountered online and they may entail, for example,
confidential data theft, service disruption and financial losses. Every organiza-
tion, regardless of its size, type of activity or infrastructure, requires network
security solutions in place in order to protect it from the ever-increasing num-
ber of cyber threats. Firewalls are an important component of network security
that protect networks by regulating incoming and outgoing traffic.

Simply having a firewall does not guarantee any protection against Internet
threats, unless it is properly configured. However, setting up firewalls correctly
is a challenging task, which becomes more difficult with the growth of the
network’s size. Firewall configuration files consist of rule sets that might be
hard to understand even for professionals that deal with them regularly. The
main reason for this is that most firewall rule sets have a certain structure:
the higher the position of a rule in the rule set, the higher priority it has.
Challenging problems arise when a new rule is added to the set and a proper
position for it needs to be found, or when existing rules are removed due to a
security policy change. This brings us to the usability problem associated with
the configuration of firewalls.

The overall aim of this thesis is to help system administrators better man-
age firewalls. First, we conduct a series of semi-structured interviews with
system administrators, in which we ask them about problems confronted when
managing firewalls. After having ascertained that there are usability problems
involved, we begin to address them. We compare two different firewall rule
set representation approaches and identify that a preference for one or the
other depends on the firewall expertise of the individual. We introduce and
mathematically formalize a set of four usability metrics which are designed to
evaluate the quality of firewall rule sets. Furthermore, we not only investigate
which firewall interfaces are utilized and preferred by system administrators
but also identify and classify the interfaces’ strengths and limitations. Finally,
we conduct a systematic literature review to gain an understanding of the state
of the art in firewall usability. This review classifies the available solutions and
identifies the open challenges that exist in the field.

Keywords: Network security, usable security, firewall configuration, firewall
interfaces, usability metrics.

iii





v

Acknowledgments
My journey started in the summer of 2014 when I made the decision to move
to Sweden and pursue a doctoral degree at Karlstad University. After 5.5
years, this incredible and at the same time challenging journey has come to
an end. I will never regret the time I have spent here. I would like to say
special thanks to my dearly loved wife, Veronika, and my family for their
constant overabundance of support, in spite of some of my sudden decisions
(like moving to Karlstad) and my inspiration for pursuing an academic career. I
am thankful to Susanne for her gracious hospitality upon my arrival in Karlstad
and for her continual support.

I express my gratitude to my supervisor Stefan Lindskog for believing in me
and for his support and feedback throughout my studies. I am also grateful to
my co-supervisor Leonardo Martucci for all his ideas, suggestions and support.
Thank you both for the opportunity to pursue my doctoral degree and making
this thesis possible. You have helped me to gain valuable skills that have greatly
added to my success.

Finally, I would like to thank all my colleagues at the Department of
Mathematics and Computer Science for a remarkable working environment.
I would especially like to thank the members of the PriSec group for their
exceptional discussions, scientific and non-scientific alike. A big thank you
goes to the innebandy squad for their numerous excellent games and regular
strategy meetings.

The work in this thesis was carried out as a part of the High Quality
Networked Services in a Mobile World (HITS) project, funded partly by the
Knowledge Foundation of Sweden.

Karlstad University, March 4, 2020 Artem Voronkov





vii

List of Appended Papers
This thesis is based on the work presented in the following papers:

I. Artem Voronkov, Stefan Lindskog, and Leonardo A. Martucci. Chal-
lenges in Managing Firewalls. The 20th Nordic Conference on Secure
IT Systems (NordSec 2015), Stockholm, Sweden, October 19–21, 2015.

II. Artem Voronkov and Leonardo A. Martucci. Natural vs. Technical Lan-
guage Preference and its Impact on Firewall Configuration. The 22nd In-
ternational Conference on Human-Computer Interaction (HCII 2020),
Copenhagen, Denmark, July 19–24, 2020 (to appear).

III. Artem Voronkov, Leonardo A. Martucci, and Stefan Lindskog. Measur-
ing the Usability of Firewall Rule Sets. IEEE Access, Volume 8, Issue 1,
Pages 27106–27121, February 2020.

IV. Artem Voronkov, Leonardo A. Martucci, and Stefan Lindskog. System
Administrators Prefer Command Line Interfaces, Don’t They? An
Exploratory Study of Firewall Interfaces. The Fifteenth Symposium
on Usable Privacy and Security (SOUPS 2019), Santa Clara, CA, USA,
August 11–13, 2019.

V. Artem Voronkov, Leonardo Horn Iwaya, Leonardo A. Martucci, and
Stefan Lindskog. Systematic Literature Review on Usability of Firewall
Configuration. ACM Computing Surveys (CSUR), Volume 50, Issue 6,
Article No. 87, Pages 1–35, January 2018.

The papers have been subjected to editorial changes.

Comments on my Participation
Paper I The idea for this paper as well as the design of the experiment origi-
nated from a discussion with my supervisors Stefan Lindskog and Leonardo A.
Martucci. I conducted the interviews, analyzed the obtained data and did the
majority of the writing.

Paper II The initial idea for this work was suggested by my co-supervisor
Leonardo A. Martucci and subsequently refined by me. As the main author, I
designed the study, conducted it and analyzed the data. Leonardo A. Martucci
helped me with the writing process. He also provided feedback at all stages of
the work.

Paper III A discussion with my co-supervisor Leonardo A. Martucci led to
the premise for this work. I made most of the user studies’ design decisions. All
of the user studies and the following analysis of the data were also performed by
me. Stefan Lindskog and Leonardo A. Martucci gave their feedback throughout
the entire process and assisted me in writing this paper.



viii

Paper IV I am the main author who devised the idea for this paper. I made
most of the user study design decisions and conducted the survey myself. The
analysis of the data was conducted together with Leonardo A. Martucci. Both
of my supervisors provided feedback throughout the entire process and assisted
me in writing the paper.

Paper V This paper was written in collaboration with Leonardo Horn Iwaya,
who came up with the initial conceptual framework and methodology. I, in
turn, performed the practical component of the work and most of the writing.
My co-authors helped me with verifying the results as well as revising the paper
during the rebuttal.



ix

Contents
List of Appended Papers vii

Introductory Summary 1

1 Introduction 3

2 Background and Related Work 4
2.1 Human-Computer Interaction . . . . . . . . . . . . . . . . . 4
2.2 Usability . . . . . . . . . . . . . . . . . . . . . . . . . . . . 4
2.3 Firewalls . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 5
2.4 Usable Security . . . . . . . . . . . . . . . . . . . . . . . . . 5

3 Research Questions 6

4 Research Methodology 6
4.1 Interviews . . . . . . . . . . . . . . . . . . . . . . . . . . . . 8
4.2 Surveys . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 8
4.3 Statistical Methods . . . . . . . . . . . . . . . . . . . . . . . 9
4.4 Content Analysis . . . . . . . . . . . . . . . . . . . . . . . . 9
4.5 Systematic Literature Review . . . . . . . . . . . . . . . . . . 9

5 Contributions 10

6 Summary of Appended Papers 11

7 Concluding Remarks and Outlook 13

Paper I:
Challenges in Managing Firewalls 19

1 Introduction 21

2 Related Work 22

3 Methodology and Interview Details 22
3.1 Semi-structured Interviews . . . . . . . . . . . . . . . . . . . 22
3.2 Respondents . . . . . . . . . . . . . . . . . . . . . . . . . . . 23

4 Results and Discussion 24
4.1 Results of the Semi-structured Interviews . . . . . . . . . . . 24
4.2 Discussion . . . . . . . . . . . . . . . . . . . . . . . . . . . . 26

5 Concluding Remarks 26



x

Paper II:
Natural vs. Technical Language Preference and its Impact
on Firewall Configuration 29

1 Introduction 31

2 Related Work 32

3 Methodology 33
3.1 Survey Details . . . . . . . . . . . . . . . . . . . . . . . . . . 33
3.2 Recruitment and Participants . . . . . . . . . . . . . . . . . 34
3.3 Ethical Considerations . . . . . . . . . . . . . . . . . . . . . 35

4 Results 36

5 Discussion and Limitations 37
5.1 Limitations . . . . . . . . . . . . . . . . . . . . . . . . . . . 38

6 Conclusion 39

Paper III:
Measuring the Usability of Firewall Rule Sets 43

1 Introduction 45

2 Pilot Study 46
2.1 Participants . . . . . . . . . . . . . . . . . . . . . . . . . . . 47
2.2 Methodology . . . . . . . . . . . . . . . . . . . . . . . . . . 47
2.3 Ethical Considerations . . . . . . . . . . . . . . . . . . . . . 48
2.4 Results . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 48

3 Background 50

4 Usability Attributes 52
4.1 Human Perceived Complexity . . . . . . . . . . . . . . . . . 52
4.2 Conflicts in the Rule Set . . . . . . . . . . . . . . . . . . . . 53
4.3 Comments in the Rule Set . . . . . . . . . . . . . . . . . . . 54
4.4 Structural Complexity . . . . . . . . . . . . . . . . . . . . . 55

5 Formalization 55
5.1 Basic Building Blocks . . . . . . . . . . . . . . . . . . . . . . 55
5.2 Derived Building Blocks . . . . . . . . . . . . . . . . . . . . 56
5.3 Usability Metrics . . . . . . . . . . . . . . . . . . . . . . . . 57



xi

6 Perceived Cognitive Effort 60
6.1 Pre-study . . . . . . . . . . . . . . . . . . . . . . . . . . . . 60
6.2 Participants . . . . . . . . . . . . . . . . . . . . . . . . . . . 61
6.3 Methodology . . . . . . . . . . . . . . . . . . . . . . . . . . 61
6.4 Protocol . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 62
6.5 Ethical Considerations . . . . . . . . . . . . . . . . . . . . . 63
6.6 Results and Analysis . . . . . . . . . . . . . . . . . . . . . . 63

7 Validation 65
7.1 Participants . . . . . . . . . . . . . . . . . . . . . . . . . . . 65
7.2 Methodology . . . . . . . . . . . . . . . . . . . . . . . . . . 66
7.3 Protocol . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 67
7.4 Results and Analysis . . . . . . . . . . . . . . . . . . . . . . 67

8 Limitations 68

9 Discussion 70
9.1 Practical Implications . . . . . . . . . . . . . . . . . . . . . . 71

10 Concluding Remarks 71

Appendices 74

A Interview Guide 74
A.1 Introduction . . . . . . . . . . . . . . . . . . . . . . . . . . . 74
A.2 Interview Questions . . . . . . . . . . . . . . . . . . . . . . 74
A.3 Closing . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 76

B Damerau-Levenshtein Distance 76

C Perceived Cognitive Effort 76

D Statistical Analysis of the Perceived Cognitive Effort Study 77

Paper IV:
System Administrators Prefer Command Line Interfaces,
Don’t They? An Exploratory Study of Firewall Interfaces 79

1 Introduction 81

2 Related Work 82

3 Methodology 83
3.1 Survey Details . . . . . . . . . . . . . . . . . . . . . . . . . . 84
3.2 Recruitment and Participants . . . . . . . . . . . . . . . . . 84
3.3 Survey Data Analysis . . . . . . . . . . . . . . . . . . . . . . 85
3.4 Ethical Considerations . . . . . . . . . . . . . . . . . . . . . 85



xii

4 Results 87
4.1 Quantitative Data . . . . . . . . . . . . . . . . . . . . . . . . 87
4.2 Qualitative Data . . . . . . . . . . . . . . . . . . . . . . . . 87
4.3 Suitability for Different Tasks . . . . . . . . . . . . . . . . . 93

5 Discussion 96
5.1 Limitations . . . . . . . . . . . . . . . . . . . . . . . . . . . 97
5.2 Design Recommendations . . . . . . . . . . . . . . . . . . . 97

6 Conclusion 98

Appendix 101

A Survey Questions 101

Paper V:
Systematic Literature Review onUsability of Firewall Con-
figuration 107

1 Introduction 109

2 Systematic Literature Review Methodology 113
2.1 Research Questions . . . . . . . . . . . . . . . . . . . . . . . 113
2.2 Search Strategy . . . . . . . . . . . . . . . . . . . . . . . . . 114
2.3 Search Terms . . . . . . . . . . . . . . . . . . . . . . . . . . 115
2.4 Quality Assessment and Data Extraction . . . . . . . . . . . 116

3 Primary Selection 117

4 Secondary Selection 117
4.1 Removing Overlapping Works . . . . . . . . . . . . . . . . . 118
4.2 Data Extraction . . . . . . . . . . . . . . . . . . . . . . . . . 119

5 Summary of Selected Papers 120
5.1 Personal Firewalls . . . . . . . . . . . . . . . . . . . . . . . . 121
5.2 Network Firewalls . . . . . . . . . . . . . . . . . . . . . . . 125
5.3 Excluded Papers . . . . . . . . . . . . . . . . . . . . . . . . . 135

6 SLR Synthesis and Discussion 137
6.1 SLR Overall Discussion . . . . . . . . . . . . . . . . . . . . 137
6.2 On Usability of Firewall Configuration . . . . . . . . . . . . 138

7 Concluding Remarks 142

Appendix 150



xiii

A Primary Selection Search Details 150
A.1 ACM Digital Library . . . . . . . . . . . . . . . . . . . . . . 150
A.2 IEEE Xplore . . . . . . . . . . . . . . . . . . . . . . . . . . 151
A.3 dblp . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 152
A.4 Inspec . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 152





Introductory Summary





Usability of Firewall Configuration 3

1 Introduction
The developmental growth rate of the Internet today is staggering as its users
make up more than 57% of the global population [20, 30]. There are, however,
a multitude of threats to computer systems on the Internet and their num-
ber continues to grow [47]. Network security is the practice of preventing
unauthorized people or programs from accessing networks and the devices
connected to them. Thus, network security is an important aspect that must be
taken into account. One means of network security is a firewall, which can be
implemented via software, hardware or as a combination of both. A firewall’s
main task is to protect segments of the network or individual computers by
controlling incoming and outgoing traffic. Firewalls accept or drop packages
based on a set of predefined rules [13]. The level of protection provided by
the firewall depends heavily on the quality of its configuration file. A report
on firewall configuration files [54] showed that all 12 rule sets investigated in
the study contained errors. This result was later confirmed by another study
with 36 rule sets [55]. The latter study claimed that “firewalls are still poorly
configured, a rule set’s complexity is positively correlated with the number of
errors.” Errors in rule sets are often referred to as either misconfigurations or
anomalies [2, 3, 28].

Firewalls are mostly managed by IT professionals who are often referred to
as system/network administrators (we will from now on use the term “system
administrators” throughout this thesis). System administrators typically use
a multi-phased approach for firewall deployment [21]. The NIST guideline
on firewalls and firewall policies suggests five phases for this process [41]:
1) Planning, 2) Configuration, 3) Implementation, 4) Initial deployment and
5) Management. In this thesis, we focus on the process of configuring a firewall,
i.e. creating a rule set that correctly implements a higher level security policy
and managing it.

In this thesis, we look at the process of working with firewalls from the
system administrators’ perspective. It is often believed that system adminis-
trators have unlimited technical knowledge, which allows them to overcome
any software flaws. For this reason, system administration tools are rarely
designed with usability in mind [7]. Firewalls are no exception: firewall con-
figuration languages are mostly low-level and vendor-specific, and graphical
user interfaces are often poorly designed. It is obvious that ignoring some of
the usability aspects does not help the system administrators who continue
to wallow in firewall misconfiguration problems. The main goal of this thesis
is to identify gaps and issues that have not been adequately addressed in the
literature, and, as a result, have been ignored by designers of firewall interfaces,
and to subsequently settle them. We offer system administrators more usable
firewall solutions and approaches to the configuration process that can facilitate
their daily work.

The remainder of this introductory summary is organized as follows.
Section 2 provides the required background information and discusses related
work. The research questions addressed are outlined in Section 3. In Section 4
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we describe the research methods used in the thesis. The main contributions of
this work are given in Section 5. The summary of appended papers is presented
in Section 6. Finally, in Section 7 we present concluding remarks and future
work.

2 Background and Related Work
In the following subsections, we introduce important terms and concepts that
are necessary to understand the research domain addressed in this thesis.

2.1 Human-Computer Interaction
Human-computer interaction (HCI) is a multidisciplinary field focusing on
the studies of the interaction between humans and computers that emerged
in the early 1980s [10]. The reason for the emergence of this field was that
computers became more compact and affordable to others, and not only to
experts in specialized environments. Also, the need to create anHCI that would
be simple and efficient for less experienced users became increasingly urgent.
From its origins, HCI has expanded rapidly and today it incorporates multiple
disciplines, such as computer science, cognitive science and human-factors
engineering. John M. Carroll, one of the founders of the field, wrote [10]:

“... it no longer makes sense to regard HCI as a specialty of com-
puter science; HCI has grown to be broader, larger and much more
diverse than computer science itself.”

The underlying concept of HCI is that users of a computer system should
come first. Users should not have to change their way of using systems to fit
them. To the contrary, users’ needs and preferences should direct designers so
that they can create systems that match those requirements.

2.2 Usability
Usability is one of the key concepts in HCI. The term usability can be defined
in several ways. In ISO 9241-11 [29], it is defined as:

“The extent to which a product can be used by specified users to
achieve specified goals with effectiveness, efficiency and satisfaction
in a specified context of use.”

Where effectiveness means how successfully goals are achieved, efficiency means
how properly time is utilized and satisfaction means how eager a user is
to use a system. Nielsen [34] introduces three additional usability aspects:
learnability—how easy it is to become familiar with the system; memorability—
how easy it is to remember details about the system after a period of non-use;
safety—how many mistakes a user makes. Both definitions are closely related,
and we use them throughout this thesis.
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2.3 Firewalls
Firewalls are systems that filter incoming and outgoing network traffic. The
decision taken by firewalls as to whether to allow or block network traffic
follows a set of rules. A firewall rule consists of a set of conditions (e.g. on IP
addresses, MAC addresses, protocols) and a decision that commonly is to accept
or block traffic (other decisions such as logging events or further examination
of a packet are also possible). A firewall inspects the packets that pass through
it and makes a decision based on its rule set. For most firewalls, rules are
applied in a certain order—from the beginning of the rule set until a rule is
triggered. If no matching rule was found, the default rule (usually drop packet)
is applied.

Rule sets are mostly dynamic, i.e. they change over time due to the fact that
security policies, topologies, etc. change. Challenging problems arise when,
for instance, a new rule needs to be added to the policy. When changing a rule
or a set of rules, misconfigurations might occur and this will likely result in
inappropriate system security. Misconfigurations can be categorized into five
types [4]: 1) Shadowing—the first rule in the order matches all packets that
the second rule does, and these rules take different actions; 2) Correlation—
the first rule in the order processes some packets that could be processed by
the second one, and the rules take different actions; 3) Generalization—the
second rule in the order can process all packets that were handled by the first
one, and the rules take different actions; 4) Redundancy—all packets can be
processed without the rule, so its removal does not affect the security policy;
and 5) Irrelevance—no packets can be processed by the rule.

2.4 Usable Security
Since 1975, when Saltzer and Schroeder [39] introduced psychological acceptabil-
ity as one of the eight design principles of secure systems, usability and security
started to align in an area that is called usable security. Although there is a norm
for designing systems with both security and usability in mind, the reality is
that this principle is not always adhered to. Some systems are designed to be
extremely secure, while their usability leaves much to be desired. As stated by
Sasse and Smith [40]:

“Security mechanisms are often too time consuming for people to
bother with, or so complex that even those willing to use them
make mistakes.”

Firewalls are a good example of security tools that are not designed with
usability in mind. Nevertheless, most research studies on firewalls often focus
on issues other than usability: filtering performance issues [23, 50], detection
of anomalies [3, 28, 35], etc.

As previously mentioned, firewalls are mainly utilized by system adminis-
trators. One possible explanation of why usability aspects of firewalls have not
been thoroughly studied is an overestimation of the knowledge and capabilities
that system administrators possess [7]. Designers tend to ignore the needs of
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system administrators and deem that they can overcome any problems that
arise due to lack of usability. Another reason is that most of the work in usable
security centers around user studies. Several studies have been published about
usable security for ordinary end-users [53, 56]. However, developing a user
study involving system administrators is notedly more challenging, because
they are not usually inclined to participate for a number of reasons.

Visualization techniques have become one of the most widely used ap-
proaches for usable security [16, 37], in particular, in the management of
security policies [36, 52]. Nevertheless, it can become an arduous process for
administrators to alter certain tools and approaches to firewalling, partially
because of the archaic systems and complex configuration files they have to
deal with. Until recently system administrators were solely command line
interfaces (CLIs) users [9, 27, 48], despite a strong development of visualization
techniques in usable security.

3 Research Questions
The overall objective of this dissertation is to help system administrators better
manage firewalls. Hence, the specific Research Questions addressed in the
thesis are:

1. What are the reasons behind firewall misconfigurations?
It has been demonstrated in the literature [54, 55] that firewall configura-
tion files often contain errors. We need to understand why this happens
and to investigate the complexity of the process of configuring firewalls.
In particular, we want to identify the main difficulties system administra-
tors deal with when working with firewalls and to check whether there
are usability issues involved.

2. How to improve the usability of the firewall configuration process?
Once the presence of usability problems is confirmed, we set off to
identify solutions to them. We explore three different aspects of firewall
configuration: 1) the syntax of rules, 2) the organization of rules in
a rule set, and 3) the way rule sets are presented to a user. We aim to
gain this information from the available theoretical framework and from
those who work directly with firewalls. This will subsequently allow us
to pinpoint the open challenges and to make recommendations on how
the usability of the firewall configuration process can be improved.

4 Research Methodology
Computer science deals with the understanding and design of computers and
computational processes. It can be considered as a mathematical, scientific
and engineering discipline [17, 49]. Computer science is often divided into
two major fields: theoretical and applied [15] and embraces a range of topics
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such as security and privacy, systems and networking, and software engineering.
This thesis deals with applied computer science and the topic addressed is a
combination of computer security and human-computer interaction.

Throughout all the studies conducted in this thesis, we deal with user re-
search [25]. It helps to learn about the user from their perspective, experiences,
knowledge and mental models. Thus, user research removes biases that re-
searchers and designers may have, which is crucial for further design processes.
The data in our research were collected using quantitative and qualitative re-
search methods. Quantitative research explores relatively large sample sizes
of data to identify trends and patterns. Quantitative methods include surveys
and questionnaires, observations studies, etc. In turn, qualitative research
explores users’ attitudes, behaviors, and opinions, and it helps to understand
why specific trends and patterns arise. A good example of a qualitative research
method would be unstructured or semi-structured interviews.

In some of our studies, a combination of both quantitative and qualitative
methods was necessary to obtain a complete understanding of the user and the
problems to be solved [32]. For example, in Paper IV we designed a survey
which is comprised of close-ended questions that gathered the quantitative data
about the participants’ usage and preferences of different firewall interfaces as
well as open-ended questions that accumulated qualitative data with regards to
the strengths and limitations of those interfaces.

Furthermore, we have adopted a methodological triangulation [18] in one
of the studies. Triangulation is the use of more than one approach to investigate
a question. It is utilized for a number of reasons, e.g. to increase validity and
reliability [11, 33]. In Paper III, we used a literature review and a user study
with system administrators in order to determine the aspects that impact the
usability of firewall rule sets.

Once the data are collected, they must then be analyzed and interpreted.
We discuss the utilized data collection and analysis methods in Sections 4.1
and 4.2 and Sections 4.3 and 4.4, respectively. The systematic literature review
method that incorporates both data collection and analysis is presented in
Section 4.5.

Since the research done in this thesis deals with user studies that involve
humans, ethical considerations were taken into account. We followed the
Swedish Ethical Review Act [45] and the Good Research Practice guidelines
from the Swedish Research Council [46] throughout the research project’s
entirety. One of the user studies required an explicit ethical approval and,
therefore, was additionally examined by the institutional review board (IRB).
For all our user studies we recruited voluntary participants. To ensure that
they were treated ethically and with respect, we: 1) informed the participants
about the study’s goals and its duration; 2) did not collect any sensitive personal
data; and 3) assured the participants of their rights, e.g. privacy, confidentiality,
and anonymity [44].



8 Introductory Summary

4.1 Interviews
Interviews are a data collection method that involves two or more people
exchanging information through a series of questions and answers. The purpose
of the interview is to explore the views and experiences of individuals on specific
matters. There are three main types of interviews: 1) structured, 2) semi-
structured, and 3) unstructured [24]. The first two types are usually considered
as qualitative methods, while the third is often utilized in quantitative research.
A key difference between them is that the qualitative interviews contain open-
ended questions, they are more interactive, more flexible and more sensitive to
the language and concepts used by the respondent.

Structured interviews consist of a list of predetermined questions without
the possibility to ask follow-up questions for further elaboration of the issue.
Their main advantage is that they are relatively quick and easy to administer,
and they are usually shorter, which allows the researcher to recruit more
participants for the study with less effort. In Paper III, we conducted such
interviews with students in order to test whether cognitive aspects affect the
user–system interaction. A relatively large number of participants in that study
allowed us to identify a cognitive aspect that influences the examination of
firewall rule sets and get statistically significant results for its quantification. In
the same paper, another set of structured interviews with system administrators
was conducted in order to validate the proposed usability metrics.

Semi-structured interviews consist of a list of key topics or questions, i.e.
an interview guide [8], that define the areas to be explored. A loose structure
of such interviews allows the interviewer or interviewee divergence in order to
pursue an idea in more detail [19]. In Papers I and III, we used semi-structured
interviews with system administrators to get insight into the main difficulties
they face when working with firewalls as well as the problems related to the
usability of firewall rule sets.

4.2 Surveys
Surveys are yet another quantitative method for data collection, in which a
researcher poses a set of predetermined questions to a group of individuals.
Surveying is utilized to gather the opinions, beliefs and experiences of selected
groups of participants. The ultimate goal of surveys is to learn about a large
population by surveying a sample of it [22]. There are two types of surveys:
cross-sectional and longitudinal [42]. The key difference between these types
is the number of data collection procedures. In cross-sectional surveys, a
researcher collects information at one point of time, while in longitudinal
surveys, data collection is done at different points of time to observe the
changes. In our studies, we have only used cross-sectional surveys. In Paper II,
we ran an online survey to compare different firewall rule sets representations.
We also utilized surveying in Paper IV. We collected data about daily usage and
preferences of different firewall interfaces from a large sample of 300 system
administrators.
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4.3 Statistical Methods
A lot of quantitative data were collected during the studies in this thesis and,
therefore, a variety of statistical methods, both parametric and non-parametric,
had been utilized in the analysis. For example, in Paper III, a subjective mental
effort questionnaire [57] was used and the obtained data were analyzed with the
paired sample t-test. The paired sample t-test is used to determine whether the
mean difference between two sets of observations is zero. Similarly, in Paper II,
a non-parametric equivalent to the paired sample t-test, the Wilcoxon signed-
rank test, was utilized to check whether a firewall expertise of the participants
influences which rule set representation they prefer. Another statistical method
utilized for the analysis of the validation study data in Paper III is the Spearman
rank correlation test. It helped us to demonstrate that there was a very strong
correlation between the results of a ranking exercise performed by the system
administrators and the ranking produced by our usability metrics.

4.4 Content Analysis
Content analysis is a flexible qualitative research technique for analyzing large
amounts of textual data [26]. The data for content analysis may come from
interviews, open-ended questions, field research notes, etc. Before the text can
be analyzed, coding procedures must be performed. Coding is the process of
assigning labels, i.e. codes, to data in order to retrieve and categorize similar
data chunks. Coding is typically performed by multiple researchers simulta-
neously. There are many different coding approaches [32, 38]. In Paper IV,
we coded participants’ responses to the open-ended questions using an initial
coding approach [38] and performed a content analysis of the resulting data.
With the help of this analysis, we were able to classify all the strengths and
limitations of the different firewall interfaces and, based on that, provide design
recommendations.

4.5 Systematic Literature Review
A systematic literature review (SLR) is a type of literature review that is used
to identify, evaluate and critically appraise research studies in a particular area
in order to answer a clearly formulated research question [31]. It is performed
in accordance with a predefined strategy that comprises 1) the development
of a protocol that includes all the elements of the review, including research
questions the review is intended to answer, search terms, inclusion criteria, etc.,
2) primary and secondary selection procedures, 3) meta analysis (if needed),
and 4) data synthesis. In Paper V, we conducted an SLR with a focus on the
usability of firewall configuration, which helped us to understand the state of
the art in firewall usability.
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5 Contributions
The main contributions of this dissertation are the following:

1. A better understanding of the firewall management challenges
In Paper I, we conduct a series of semi-structured interviews with IT-
professionals. We gain an insight into the firewall management process
from system administrators’ perspective, including what difficulties they
face, how they interact within groups and what means or procedures
are used to simplify this process. The results of the interviews also help
us to identify that the lack of firewall usability is one of the challenges.
This contributes to answering Research Question 1.

2. An investigation of the relation between the preference of firewall rule set
representations and the expertise
In Paper II, we conduct an online survey with 56 participants, in which
we compare two different firewall rule set representations. We identify
that the participants’ preference for a particular representation depends
on their firewall expertise. This contributes to answering Research
Question 2.

3. An understanding of the impact of cognitive aspects in the examination of
firewall rule sets
In Paper III, we propose a hypothesis that the cognitive effort needed to
understand a rule is not affected by its immediately preceding rule. We
test that with a user study and the results reject the hypothesis. Further-
more, we present a function that indicates the relation between the cogni-
tive effort reduction and the similarity between examined rules. The ne-
cessity of taking cognitive aspects into account is tested in the validation
study. This contributes to answering both Research Questions 1 and 2.

4. A proposal of means to measure the usability of firewall rule sets
It is necessary to have metrics in order to be able to compare different
firewall solutions with respect to their usability. In Paper III, we intro-
duce and mathematically formalize a set of four firewall usability metrics.
We validate the quality of the proposed metrics by conducting a user
study with system administrators. This user study shows a very strong
positive correlation between how our metrics and system administra-
tors characterize the usability. This contributes to answering Research
Question 2.

5. An investigation of which firewall interfaces are utilized and preferred by
system administrators
We collect thoughts and opinions of 300 system administrators through
an online survey in Paper IV. We investigate which interfaces system
administrators prefer, and which they actually utilize in their daily tasks.
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Unlike related works, we observe a significant shift towards the usage
of graphical user interfaces. This contributes to answering Research
Question 2.

6. An identification and classification of strengths and limitations of different
firewall configuration interfaces
In Paper IV, we make a content analysis of the responses of 300 system
administrators. We collect information regarding the pros and cons of dif-
ferent firewall interfaces and which tasks they apply to. These strengths
and limitations are classified in the paper, which then allows us to pro-
vide design recommendations for firewall interfaces. This contributes to
answering Research Question 2.

7. An investigation of the state of the art of firewall usability
In Paper V, we present an SLR with a focus on the usability of firewall
configuration. We retrieve and screen 1,202 papers, of which 14 are
selected and summarized. This SLR provides us an understanding for
what has already been done and helps us to pinpoint the open challenges
that exist in the field. Another contribution is a taxonomy of existing
approaches that address the usability aspects of firewalls. This contributes
to answering Research Question 2.

6 Summary of Appended Papers
Paper I – Challenges in Managing Firewalls

In this paper, we address the question: what are the main difficulties sys-
tem administrators deal with when working with firewalls? Semi-structured
interviews are selected as the method of inquiry in this study. Six system
administrators take part in the interviews, in which they share their thoughts
and opinions regarding the firewall configuration process. We draw some
conclusions from the interviews’ results such as 1) it is not always beneficial
to have more people responsible for security measures and 2) firewall miscon-
figurations are a common problem. This paper shows that there are existing
usability issues related to the management of firewalls.

Paper II – Natural vs. Technical Language Preference and its Impact on
Firewall Configuration

In this paper, we compare two different representations of firewall rule sets:
iptables and English. We gain insight into whether these rule set representations
can reduce the amount of effort needed for their comprehension. We design
an online survey for a participant pool familiar with firewalls and collect data
from 56 participants with a varying knowledge of firewalls. The survey data are
analyzed with the help of the Wilcoxon signed-rank test. The results show that
the participants with a basic or intermediate knowledge of firewalls consider
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the rule sets expressed in English are 40% easier to understand, whereas they
are deemed to be 27% more difficult for the participants who are advanced or
expert firewall users. We describe the reasons for such results, discuss their
applicability, and suggest the possibilities for future work.

Paper III – Measuring the Usability of Firewall Rule Sets

In this paper, we introduce a set of metrics that can measure the usability of
firewall rule sets in terms of how easy it is for IT professionals to understand
and manage them. These metrics are derived from semi-structured interviews
with eight system administrators, in which we elicit the usability challenges
related to the management of firewall rule sets and findings from related work.
With the help of a user study with students, we identify a cognitive aspect that
influences the examination of firewall rule sets and learn how to quantify it.
We validate the metrics by conducting another user study with eight other
system administrators. We show that there is a very strong correlation between
the results of a ranking exercise performed by the system administrators and
the ranking produced by our metrics. Finally, we present and discuss practical
implications of the proposed metrics.

Paper IV – SystemAdministrators Prefer Command Line Interfaces, Don’t
They? An Exploratory Study of Firewall Interfaces

In this paper, we investigate which interfaces system administrators prefer,
and which they actually utilize in their daily tasks. We survey 300 system
administrators and collect their experiences and opinions of utilized firewall
interfaces through an online survey. Our results show that only 32% of the
respondents prefer command line interfaces for managing firewalls, while the
corresponding figure is 60% for graphical user interfaces. We report strengths
and limitations of each interface and the tasks for which they are utilized by
the system administrators based on the data received from our participants.
Taking into account the mentioned strengths and limitations, we provide design
recommendations for firewall interfaces.

Paper V – Systematic Literature Review on Usability of Firewall Config-
uration

In this paper, we present an SLR with a focus on the usability of firewall
configuration. Usability problems, as pointed out in the literature, entail
poorly configured firewalls. During the selection procedures, 1,202 papers are
retrieved and screened, 35 papers are chosen for further investigation, of which
14 papers are selected and summarized. As main contributions, we propose a
taxonomy of existing solutions as well as a synthesis and in-depth discussion
about the state of the art in firewall usability. Among the main results, we
apprehended that there is a lack (or even an absence) of usability evaluation or
user studies to validate the proposed models.
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7 Concluding Remarks and Outlook
Even though each of the five appended papers has its own research goals, their
findings significantly contribute to the achievement of the main objective of
this thesis, i.e. to help system administrators better manage firewalls. By means
of semi-structured interviews with system administrators, we discovered what
difficulties they face and concluded that there are usability problems related to
the management of firewalls. Some of these usability problems arise due to
a discrepancy between utilized firewall interfaces and the expertise of system
administrators. We identified that different groups of usersmay require different
firewall rule set representations, and this fact should be taken into account
when designing future firewall interfaces.

An important aspect overlooked in relatedwork is the absence ofmetrics for
measuring the usability of firewall rule sets. We therefore proposed a set of
metrics and validated their quality with a user study that showed a very strong
positive correlation between how our metrics and system administrators charac-
terize the usability of rule sets. Hence, an automatic assessment of the manage-
ability of rule sets as well as a comparison of different rule sets that implement
the same security policy are possible with the assistance of the metrics. More-
over, knowledge of the individual metrics for each usability attribute can be
used to quickly identify weaknesses in rule sets concerning their manageability.

We also learned that system administrators can be reached out and they are
willing to help if approached in the right way. Reddit, especially the Sysadmin
subreddit, is an outstanding source for feedback from system administrators.
With its help we were able to conduct an online survey with 300 participants, in
which we identified a considerable shift of system administrators towards using
graphical user interfaces (GUIs). This is an indication of firewall manufacturers
being on the right track, leading to significantly better GUIs. To stimulate
a further improvement of firewall interfaces, we obtained and classified data
concerning the strengths and limitations of current CLIs and GUIs.

As mentioned in Section 2.4, visualization techniques are thoroughly re-
searched in the field of usable security. They are known to be convenient for
the presentation of large amounts of information. We explored the application
of visualization techniques for firewalls. The conducted SLR in Paper V gave
us a thorough overview of the research area and helped us to identify existing
gaps and sparsely studied sub-fields. Some of the reviewed visualization tech-
niques need to be further investigated as they have a potential to simplify the
configuration process.

In the future, we aim to continue working with the metrics proposed in
Paper III. In particular, the weights of the metrics were assigned an equal value,
but they might contribute differently to the total usability, requiring further
investigation. In the long term, we plan to design a better firewall interface
based on the findings throughout this thesis. This interface, as we see it now,
should be a combination of CLI and GUI. Such an interface will suit system
administrators of varying firewall expertise, allowing them to perform various
tasks more efficiently.
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