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Abstract
This report researches the state of cyber security in connected cars. Specifi-
cally, common vulnerabilities and trends related to security issues in connected
passenger cars are identified.

The study is conducted through a systematic review of publicly reported
vulnerabilities and incidents related to computer systems in connected cars.
Some of the largest manufacturers in the automotive industry are researched
along with common automotive suppliers. In addition, systems and devices
used in connected cars are identified to further extend the reach of the study.

The scope of this thesis is limited to publicly available material from two
types of sources. The first source is the repository of cyber security com-
pany Upstream, whichmonitors automotive incidents in real-time. The second
source is the National Vulnerability Database, NVD.

The most common types of vulnerabilities linked to connected cars were
found to be predominantly related to remote keyless systems (RKS), mobile
applications, infotainment systems and the OBD port. A vast majority of the
found vulnerabilities were remotely exploitable. The most common weakness
was related to failure or lack of protection mechanisms.
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Sammanfattning
Denna rapport undersöker cybersäkerheten i uppkopplade bilar. Studien iden-
tifierar vanliga sårbarheter och trender relaterade till säkerhetsproblem i upp-
kopplade personbilar.

Studien utförs genom en systematisk granskning av offentligt rapporterade
sårbarheter och incidenter relaterade till system i uppkopplade bilar. Några av
de största tillverkarna inom bilindustrin granskas samt underleverantörer till
dessa. Dessutom identifieras system och enheter som används i uppkopplade
bilar för att ytterligare utöka studiens räckvidd.

Omfattningen av denna rapport är begränsad till offentligt tillgängligt ma-
terial från två typer av källor. Den första källan tillhör cybersäkerhetsföretaget
Upstream och består av en sammanställning av incidenter relaterade till cyber-
säkerhet i bilindustrin som uppdateras i realtid. Den andra källan är National
vulnerability database (NVD) och är en amerikansk databas över sårbarheter.

De vanligaste typerna av sårbarheter för uppkopplade bilar visade sig vara
relaterade till nyckellösa låssystem, mobilapplikationer, infotainment-system
och OBD-porten. En stor majoritet av de funna sårbarheterna kunde exploate-
ras via trådlösa uppkopplingar. Den mest förekommande svagheten var relate-
rad till bristande skyddsmekanismer.
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Chapter 1

Introduction

The automotive industry is undergoing extensive change, transforming the en-
tire industry and with it the development process of vehicles. What was once a
predominantly mechanical industry is now made up of software and hardware
development as an integral part of the production. This is naturally reflected
in the end product; a modern day connected car could be considered to be a
system of computers, with millions of lines of code [1]. These advancements
come with great improvements in nearly all aspects of a car’s functionality,
ranging from fuel efficiency to many safety features and increased comfort,
enhancing the overall user experience.

Many car manufacturers provide smartphone application services which
enable the user to remotely control and track the car [2], and advanced driver
assistance systems (ADAS) that aim to eliminate the human error by imple-
menting several safety features to assist the driver [3]. While computer sys-
tems and electronic control units (ECUs) account for these new innovations
they also come with a whole new set of challenges new to the automotive in-
dustry, namely those related to computer systems.

Modern cars consist of many interconnected subsystems and computers
which control every aspect of the car’s functionality. A software malfunc-
tion in a car could in a worst case scenario not only lead to substantial brand
damage and loss of revenue for the manufacturer, but also risk the lives of the
users and pose a risk to their environment. Consequently, robust systems are
crucial. With the help of automotive grade components, different types of ex-
tremes can be handled as well as an extended life expectancy for the product in
question. These robust systems must, however, also be durable in other ways
than merely physical. Just like computers, cars are now also at risk of mali-
cious attacks. Vulnerabilities can be exploited which can lead to software or
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2 CHAPTER 1. INTRODUCTION

hardware malfunction, data leaks or a variety of other results, the worst case
being life threatening situations.

Increased and added amount of connectivity in vehicles makes way for
new innovations but simultaneously increases the attack surface and risk of
malicious exploits [4]. These challenges are a part of every abstraction level of
the car, ranging frommobile application services provided by themanufacturer
down to the very chips making up one of many subsystems.

Security researchers have performed several demonstrations of car hacking
to make aware the industry and the public of the many serious implications
vulnerable systems can have. The infamous example of a Jeep being remotely
overtaken by white hat hackers [5], resulting in a recall of 1.4 million vehicles
is just one of many cases [6].

While many companies choose not to publicly disclose details or even the
presence of vulnerabilities, recent industry developments have led to some
companies adopting different strategies working with cyber security, some of
which even encourage white hats to find vulnerabilities by giving out rewards
[7].

Secure ICT systems are paramount in the automotive and transportation
industry where a failure can lead to critical situations. The future holds many
challenges which must be addressed, calling for new methods in product de-
velopment as well as increased collaboration across entire industries.

1.1 Problem Statement
To better understand the current state of the automotive industry and what the
challenges are related to commercial connected cars in terms of cyber security
this thesis aims to answer the following questions:

� What are the common vulnerabilities for connected cars?

� What weaknesses are these found vulnerabilities related to?

� What are the impacts of the most common vulnerabilities?

� What trends can be found in security issues of cars?

By answering these questions a summary of common vulnerabilities and attack
vectors will be one of the end results, providing a foundation for future studies.
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1.2 Scope
This thesis aims to evaluate the most common vulnerabilities found in con-
nected vehicles. The vehicles considered are commercial connected passen-
ger cars. The research is carried out through observations of publicly avail-
able reports of attacks and vulnerabilities, strictly limited to two sources: the
vulnerability database NVD [8] and the incident repository of cyber security
company Upstream [9]. All vulnerabilities directly connected to and with the
potential of impacting the system of a car are considered, meaning vulnerabil-
ities of type: software, hardware and firmware. Vulnerabilities in aftermarket
products with the ability of affecting a car’s system are also examined.

It is not within the scope of this thesis to simulate or model attacks on cars.
Neither does this thesis intend to investigate or measure certain manufacturers’
and service providers’ level of security compared to others.

1.3 Thesis Outline
Chapter 2 presents background information related to the study. This includes
definitions of systems used in this paper, related work and an overview of the
connected car anatomy. Chapter 3 follows with a description of the methodol-
ogy and methods used. Chapter 4 presents the results and chapter 5 provides a
discussion involving the findings and background information. Lastly, chapter
6 ends with the conclusions that were drawn in the study.



Chapter 2

Background

This chapter introduces key concepts to this study and the methods being used.
In 2.1 the term connected car is defined. Section 2.2 proceeds with a presen-
tation of the typical connected car anatomy. Section 2.3 continues with an
introduction of the concept of vulnerability databases and associated concepts
such as: the scoring system used to measure severity of vulnerabilities and the
categorization system for weaknesses. Lastly, 2.4 provides a background in
the contributions of previous work done in the field.

2.1 The Connected Car
The usage of the term connected car is often wide and inclusive of several
different types of connectivities, often refering to e.g. Bluetooth and inter-
net. Uhlemann [10] provides the definition of a car to be connected when it
has components enabling connection of devices, services and networks, all
of which can be either internal within the car and/or external, allowing short
and/or long range communication. Although there are different types of con-
nectivities within the various abstraction layers of a car many of the systems
are interconnected, with some units being used for multiple purposes. One ex-
ample of such an interconnection is the widespread functionality of remotely
being able to start and control certain functions of a car from mobile appli-
cations, e.g. the BlueLink service provided by Hyundai [2]. A simplified
description of such a connection path would for instance start from a phone,
go through an internet connection or a radio signal, be received by one of the
car’s antennas, go through the ECUs and down to the mechanical processes of
the car.

The reasons for adding connectivity to a car are many. As mentioned in
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chapter 1, there are countless ways in which the user experience can be en-
hanced. Connecting a car to it’s environment generates large amounts of data.
A McKinsey study suggests that cars process up to 25 gigabytes of data per
hour [11], n.b. that the article was published in 2014 and it is therefore rea-
sonable to assume that the numbers are higher today due to the increase of
connected devices in cars.

The data generated and processed in cars can be used for several purposes,
e.g. real-time diagnostics, making maintenance of vehicles more efficient [12]
or in ADASs for e.g. driver drowsiness detection [13][3].

Despite the positives, it should be emphasized that introducing connectiv-
ity to a car is the equivalent of exposing the system to the outside world; in-
troducing new and increased numbers of attack vectors and threats of remote
exploits of vulnerabilities. In a recent press release, cyber security company
Karamba Security presented the results of a study where automotive ECUs
had been exposed to the internet. Each of the ECUs had been subject to a
staggering number of 300 000 attacks per month in average [14].

2.2 Connected Car Anatomy
When studying computer system weaknesses and the vulnerabilities that fol-
low, it is important to understand what the associated attack vectors and sur-
faces are. This section therefore provides an overview of relevant systems in
the connected car anatomy.

2.2.1 Electronic Control Unit (ECU)
Electronic Control Unit (ECU) is the general term used to describe an embed-
ded system which is responsible for one or multiple subsystems in a car, where
many functions require actions frommultiple ECUs [15]. ECUs are microcon-
troller based systems, each having sensors and actuators, which process input
and output data from various sources. The ECUs are part of a complex inter-
connected system and are linked to nearly every aspect of a car’s functionality
where some units may have connection to the external environment via e.g.
Bluetooth. The ECU consists of hardware and software based on the type of
functionality and designated area of application. Some examples of common
types of ECUs and their functions can be seen in table 2.1.

The number of ECUs in vehicles are rapidly increasing, the modern car
having an average of 50 to over 100 ECUs according to Möller [16]. In addi-
tion, the embedded software in the ECUs is also growing, leading to an overall
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increase in system complexity. A 2014 study illustrates the magnitude by giv-
ing an estimation of 100 million lines of code in a car [11].

The steady growth of these modules result in an increased amount of nodes
in the systems. These factors combined make the cars even more susceptible
to threats and vulnerabilities as the attack surfaces are continuously growing.

Table 2.1: Examples of ECUs and their functions

ECU type Function
Electronic Brake Control Module
(EBCM)

Controls the braking system based
on multiple inputs (e.g. speed)

Door Control Unit
(DCU)

Controls the electronic functionalities
of a door

Engine Control Module
(ECM)

Manages engine performance based
on input from multiple sensors

Telematic Control Unit
(TCU)

Consists of GPS, GSM for mobile
communications, LTE radio

2.2.2 In-Vehicle Networks
The in-vehicle networks are responsible for the communication within the in-
ternal systems of a car. As mentioned in 2.2.1 the ECUs are responsible for
processing important data to control the car’s systems. This data can for in-
stance be generated by other ECUs, sensors and user input. Many functions
require interaction between several ECUs to execute tasks, therefore, stable
communication is key.

There are several vehicular network types used in cars which are imple-
mented depending on the area of application. The Controller Area Network
bus (CAN bus) standard is the most prevalent automotive network type [16].
The CAN bus is a central message based networking system, enabling com-
munication between all ECUs without a host computer. Each ECU can send
and receive messages, also called frames, but not concurrently. Messages sent
have IDs which enable the system to prioritize tasks by communicating the
level of urgency [17]. A model of a message being sent in a CAN bus can be
seen in figure 2.1.
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Figure 2.1: Model of ECUs communicating through a CAN Bus

The CAN protocol is a low level standard without security features, exam-
ples being that the messages sent are not encrypted and due to the format of
the messages not having a field for authentication, it is possible to send fake
frames to other nodes in the network [15]. There have been several hacking in-
cidents where a compromise of ECUs has made it possible to inject messages
into the CAN bus, giving the hackers control of car systems. The famous Jeep
hack which is mentioned in the introduction made use of this method to take
over a car [5].

The CAN protocol issues has been addressed with suggestions of imple-
menting ECU software monitoring to analyze messages, or setting up CAN
bus firewalls to filter messages. However, a study from 2017 reports that the
CAN standard itself has vulnerabilities allowing attacks to bypass all of the
suggested security mechanisms undetected [18].

It is not uncommon for cars to have multiple CAN buses which are iso-
lated. One plausible hypothesis would be that the intention of isolation is to
separate critical systems from others due to reasons related to security. This is,
however, not the case and the separations are often due to bandwidth and con-
cerns with integration rather than security [19]. Certain modules have more
time-critical functions than others and are therefore connected to a high speed
CAN bus, while some units are connected to low speed buses [15]. A model
of a vehicular network with two CAN buses is shown in figure 2.2.
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Figure 2.2: Model of a vehicular network by Liu et al. [15]

2.2.3 In-Vehicle Infotainment (IVI) and TCU
As implied by the name, infotainment is a combined system of information
and entertainment technologies. The make up of the systems are mostly brand
and model specific, though many provide similar functionalities.

Vehicular infotainment systems require operating systems and have inter-
faces for user interaction, e.g. a screen located on the dashboard and control
units on a steering wheel, and often have support for smartphone pairing via
Bluetooth. Some infotainment systems also have physical ports, enabling con-
nection to peripherals such as USB devices. Furthermore, the system is inte-
grated with the Telematic Control Unit (TCU) which is briefly explained in
table 2.1 in section 2.2.1. The TCU enables connection to the outside world
by providing systems for GPS navigation, GSM for mobile communications
and LTE [16]. A model of a TCU can be seen in figure 2.3.
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Figure 2.3: Model of a TCU by STMicroelectronics [20]

2.2.4 On-Board Diagnostics (OBD)
On-Board Diagnostics (OBD) monitors the systems of a car in real-time to
detect various types of system failures and anomalies. The OBD is connected
to the ECUs and buses of a vehicle, and has priviliges to read and reset code
in the system.

The system was originally developed to reduce emissions by monitoring
the engine [16] and has since become a standard which is even regulated by law
in the EU [21]. The OBD-II is the improved standard specifying the connector
of the OBD port which is used by service technicians in vehicle troubleshoots
and repairs.

The OBD adapter, sometimes called OBD dongle, is a common aftermar-
ket product which allows vehicle owners access to information which was pre-
viously only available to mechanics [22]. However, the OBD and associated
aftermarket products have been used in several hacks where the diagnostic sys-
tem has been compromised to gain access to the CAN buses, allowing hack-
ers to inject messages into the internal network. An example of this is the
BlueDriver hack which allowed unrestricted Bluetooth pairing [23].
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2.2.5 Remote Keyless Systems (RKS)
The remote keyless system (RKS) is an electronic lock that allows users to re-
motely lock and unlock cars. There are two types of RKS, where one is called
active, for instance requiring the press of a button, the second type is passive
(PKE) and unlocks the car when the key is within proximity [24]. When the
button is pressed on an active RKS, the key fob which contains a microcon-
troller, sends a stream to its transmitter which then sends an encrypted radio
signal through a small antenna to the receiver in the car [25]. However, if the
system is passive, the communication is bidirectional with a transceiver on
both ends. In such a system the car continuously sends out a signal which the
key picks up and responds to if it is within proximity. The car is unlocked if
the signals are compatible. A model of a remote key can be seen in figure 2.4.

Initially, the increase of remote key technology managed to significantly
reduce the number of cars stolen [26]. The numbers have since started going
the opposite direction, with new types of car thefts being reported which in-
stead bypass the technologies used. The General German Automobile Club
(ADAC) recently tested 237 different keyless cars of which an alarming 234
turned out to be susceptible to keyless hacks [27].

Figure 2.4: Model of a remote vehicle key with a mechanical part [25]

Common types of hacks on RKS involve copying and replaying the signal
(replay attack/eavesdropping). To prevent eavesdropping, a Rolling Code pro-
tocol is often used, which provides new code for each authentication [28]. An-
other common hack for PKE is the Signal Amplification RelayAttack (SARA),
which makes use of a relay device that boosts the signal from the car, tricking
the key to unlock the car [29].
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2.3 Vulnerability Databases
Vulnerability databases are commonly used tools in software security manage-
ment with the aim of facilitating software vulnerability mitigation. Generally,
when a flaw is reported the affected organizations are notified before informa-
tion about the vulnerability is publicly disclosed in the databases [30]. Ideally,
this enables the vendors to patch the affected software before any potential ma-
licious exploits can take place. However, this not always the case and sensitive
information about detected vulnerabilities can be leaked, sometimes with ma-
licious intent. Similarly, there is the additional risk of the vendors being too
slow in regards to patching the software. This in turn means that a malicious
actor may be able to exploit the vulnerability before it is patched.

The National Vulnerability Database (NVD) [8] is a software vulnerability
database launched by the U.S. government. NVD is one of the most commonly
used vulnerability databases and has been shown to be one of the most trust-
worthy in previous comparative studies [31].

2.3.1 Common Vulnerabilities Scoring System
The Common Vulnerabilities Scoring System (CVSS) [32] provides a stan-
dardized tool through which software vulnerabilities can be assessed and la-
beled with a score. This score is called the base score and ranges from 0.0
to 10.0, where a high number indicates a critical vulnerability. Thus, CVSS
enables organizations to address vulnerabilities based on priority level. The
system also provides a contextual framework which can be used regardless of
application type.

The score is set based on threemetric groups that generate a number through
an equation which can be found in the CVSS specification [32]. The metric
groups are: Base, Temporal, Environmental, which also have own sets of met-
rics. The system takes several parameters into account when calculating the
score. The attack vector is one example, referring to the context by which a
vulnerability is exploitable. The possible values are: network, adjacent, local,
physical. Due to a remote attack vector allowing anyone with access to the
network to exploit the vulnerability, the risk of attacks is higher and therefore
also the score generated by that specific value. A physical attack vector could
for instance be a peripheral such as a USB drive.
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2.3.2 Common Weakness Enumeration (CWE)
The Common Weakness Enumeration (CWE) is a categorization system for
software weaknesses. Entries in vulnerability databases are labeled with a
CWE ID based on characteristics. CWE lists the following three points to
highlight the purpose of the system, which is to:

• Serve as a common language for describing software security weak-
nesses in architecture, design, or code.

• Serve as a standard measuring stick for software security tools targeting
these weaknesses.

• Provide a common baseline standard for weakness identification, miti-
gation, and prevention efforts. [33]

2.4 Related Work
Many reports have been published on the subject of connected cars and the
issue of cyber security. An experimental approach is common, where re-
searchers test systems, e.g. [34]. It is also important to note that security
research overall, especially with an experimental approach, is not limited to
traditional academic environments. Many independent security researchers
continuously test systems and publish their own reports in different formats
and forums. Security companies also make significant contributions, e.g. the
security company Computest with the Volkswagen/Audi hack [35].

One study had the objective of creating a vulnerability catalogue for con-
nected cars by mapping out and linking car components to corresponding
threats associated with the parts [36]. This study is, however, entirely based
on previous work and not collection of reported vulnerabilities per se. Bécsi
et al. [37] also have a similar approach but with the primary focus being how
the connected features change the vehicles and what the related vulnerabilities
in regards to the connectivity.

Based on the extensive research carried out in this study, no reports were
found to share the same combination of objective and method within the field
of connected cars. The study by Välja et al. [38] does, however, share one
of the methods used in this paper to study another area of embedded systems,
namely vulnerabilities in power networks. Vulnerability data is collected from
databases to analyze trends and related weaknesses.
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There is also research on themethods which are used in this thesis. Though
CVSS and NVD have been demonstrated to be trustworthy enough in [31], a
study byAllodi et al. [39] shows that blackmarket monitoring has the potential
of outperforming traditional methods such as CVSS and NVD by providing an
average of 20 % reduction of expected attacks.
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Method

This chapter describes the methods used in this thesis. The goal of this study is
to identify common vulnerabilities in connected cars, therefore, a systematic
review is a well suited approach.

The work process can be divided into three steps. The first step was a pre-
study, with the focus of mapping out common features of a typical connected
car, then continue with a study of the automotive industry to find common tier
ones and relevant aftermarket products. This was done by studying informa-
tion from manufacturers, reports and news sources. The second step consisted
of extracting relevant vulnerability data (which is specified in 3.1) from a vul-
nerability database, NVD [8]. This research was based on the information
gathered in step one. Collection of vulnerability data was also the focus of the
final step, however, the information was gathered through an additional plat-
form, Upstream, whichmonitors and publishes cyber security related incidents
from the automotive industry in a repository [9]. Lastly, the findings are ana-
lyzed based on characteristics, trends (e.g. over time periods), commonalities
and origins.

Themainmotivation behind conducting the research through said database
and platform is the capability of studying vulnerabilities in a systematic and
quantitative manner. Both of the sources mentioned provide information in
a concise standardized template format. An additional important motive is
the difference in content, where these methods combined manage to compile
relevant information in one place. While NVD and Upstream both provide
information about distinct, detected vulnerabilities, Upstream also publishes
multiple reports regarding incidents which may involve the same vulnerability
being exploited on several occasions. This gives the study yet an important
dimension which NVD alone fails to provide. Although NVD rates vulnera-

14
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bilities based on severity it does not address the frequency of exploits. In this
regard, the combined use of the two sources makes it possible to analyze what
the known vulnerabilities are, how/if they are being exploited, what the asso-
ciated consequences are and finally draw conclusions regarding any potential
trends. Furthermore, vulnerability databases are commonly used tools in soft-
ware security management and therefore considered relevant to this thesis. A
similar approach of collecting vulnerability data fromNVD has also been used
in previous studies, e.g. [38].

3.1 Vulnerability Database: NVD
The database used in this study is the National Vulnerability Database, NVD.
While there are other similar vulnerability databases, NVD has been reviewed
as a security tool in prior studies, one example being a study conducted by
Johnson et al. [31] which explores the credibility of CVSS data in different
vulnerability databases. The paper comes to the conclusion that NVD is in-
deed the most trustworthy in comparison to other leading databases.

NVDhas a standardized format for each vulnerability entry in the database.
An example of this can be found in figure 3.1.
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Figure 3.1: Example of a vulnerability entry in NVD

Information corresponding to the thesis objective was gathered from each
separate vulnerability and were determined to be the following: vulnerability
ID (CVE ID), date reported, base score, attack vector (AV) and vulnerability
type (CWE). The data was manually collected from the database and saved in
a data sheet.

In order to study vulnerabilities related to computer systems found in cars
through a vulnerability database the search terms are key. These were found
during the pre-study phase where the automotive industry was researched to
gather a list of relevant manufacturers, devices, domain specific terminology
and technologies to examine in the database. This was done by firstly going
through a list of carmanufacturers [40]. Specifications of carmodels were then
studied along with the automotive supply chain and common features/devices
used in connected cars, resulting in additional component manufacturers being
found. The component manufacturers were then browsed to further extract
data from NVD. All of the search terms were documented and the full list can
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be found in table A.1 in appendix A, where the list is sorted in two columns,
OEM andMISC, OEMbeing the car manufacturers andMISC (miscellaneous)
containing various relevant keywords, e.g. tier one suppliers’ names, domain
specific vocabulary and common technologies used.

In order to differentiate devices used in the automotive industry from sim-
ilar but non-automotive devices, the suppliers and their specifications were
reviewed parallel to the collection of data from NVD.

3.2 Security Incident Repository: Upstream
Upstream is a cyber security company which monitors incidents related to
security in the automotive industry in real-time [9]. Sources of published posts
consist of media outlets, scientific reports, blog posts, industry reports etc.
Entries are posted in a repository in chronological order, starting in the year
2010.

The incidents published by Upstream cover a wide scope, examples rang-
ing from automotive manufacturers being subject to server side attacks to cy-
ber vulnerabilities found in trains. Thus, it was required to filter out entries in
order to find those within in the scope of this thesis. Specifically, vulnerabil-
ities which have the potential of impacting the functionality of the connected
passenger car’s system were collected. This was done manually, where each
entry was evaluated separately. The entries which were in the scope of this
paper were selected and collected in a data sheet.

An example of how entries are presented in the Upstream repository can
be seen in figure 3.2.
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Figure 3.2: Example of an entry in the Upstream repository

The information that was obtained from each selected entry were the fol-
lowing: date, hat, company impacted, company type impacted, physical/remote
access, long/short range, attack vector, attack method, impact and reference.
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Results

This section presents the results from the study. The data from NVD and
Upstream are presented separately. Both sections begin with a presentation
of the complete findings to give an overview. The following parts present
information about attack vectors, from which the vulnerabilities have been
exploited, with additional information about what type of access is needed to
exploit the said vulnerabilities. Due to difference of content of the two sources
the results are presented accordingly.

4.1 National Vulnerability Database
A total of 104 search terms were used for extracting data from NVD, see ta-
ble A.1 in appendix A. A total of 36 different vulnerabilities linked to com-
puter systems in connected cars were identified. The 36 vulnerabilities were
distributed over 17 distinct CWE categories with one vulnerability missing a
CWE. Each unique vulnerability is counted once, though some vulnerabilities
appear in multiple groups of devices and affect several manufacturers.

Table 4.1: A complete list of the CWE found in NVD

CWE ID Description Count
CWE-693 Protection Mechanism Failure 7
CWE-119 Buffer Errors 4
CWE-200 Information Leak / Disclosure 4
CWE-20 Input Validation 3
CWE-264 Permissions, Privileges, and Access Control 3
CWE-310 Cryptographic Issues 2
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Table 4.1 continued from previous page
CWE ID Description Count
CWE-287 Authentication Issues 1
CWE-77 Command Injection 1
CWE-19 Data Handling 1
CWE-284 Improper Access Control 1
CWE-295 Improper Certificate Validation 1
CWE-347 Improper Verification of Cryptographic Signature 1
CWE-74 Injection 1
CWE-59 Link Following 1
CWE-306 Missing Authentication for Critical Function 1
CWE-798 Use of Hard-coded Credentials 1
CWE-327 Use of a Broken or Risky Cryptographic Algorithm 1
- Unspecified 1

Table 4.1 shows a complete list of all the weaknesses which the found vul-
nerabilities are associated to and figure 4.1 shows the number of vulnerabilities
reported per year.

Figure 4.1: Total number of vulnerabilities reported per year

The searches based on car manufacturers alone (OEMs) resulted in 22
unique vulnerabilities from seven different brands. A total of 58 different car
brands were examined of which the remaining 51 car brands had no informa-
tion available in the database.
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Figure 4.2: Distribution of vulnerability base scores over most commonCWEs

4.1.1 Attack Vectors
The attack vector values fromwhich a vulnerability can be exploited are shown
in figure 4.3, where 37.8 % of the vulnerabilities can be remotely exploited
through a network and 29.7 % through e.g. a short range network.

Figure 4.3: Distribution of attack vector values
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Table 4.2: Attack vectors from vulnerabilities in NVD

Attack Vector (AV) Count
Infotainment 10
Mobile app 8
CAN 8
TCU 5
Cellular network 4
USB port 4
Bluetooth 3
OBD port 3
Wi-Fi 3
Chip 2
OBD dongle 2
Servers 1
Gateway 1
Remote keyless entry system 1

Table 4.2 shows the attack vectors which could be identified from the re-
ported vulnerabilities. Some of the attack vectors were combined in single
vulnerabilities. This includes all vulnerabilities that were found.

4.2 Upstream Repository
A total of 187 vulnerabilities and exploits related to connected cars were col-
lected from the Upstream repository. As mentioned in chapter 3, only reports
of immediate impact on a car’s system were collected.
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Figure 4.4: Total number of exploits reported per year

Figure 4.4 presents the entire collected data set, distributed over time and
the origins of attacks (black hat/white hat).

4.2.1 Attack Vectors
A total of 25 unique attack vectors were identified in the collected data. The
most prevalent ones can be seen in table 4.3 which shows the top half of the
found attack vectors, with the number of times the attack vectors have been
utilized in an exploit together with the origin of attacks. Several attack vectors
may have been combined in single hacks. Table B.1 in appendix B shows the
full list of attack vectors found.

Table 4.3: Top half of AVs used in exploits and their origins

Attack Vector (AV) Count Black hat White hat
Remote Keyless System (RKS) 77 73% 25%
OBD port 27 19% 81%
Mobile app 22 14% 73%
Infotainment 21 5% 95%
Servers 16 19% 56%
Wi-Fi 12 0% 100%
Bluetooth 9 0% 100%
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Table 4.3 continued from previous page
Attack Vector (AV) Count Black hat White hat

OBD dongle 9 0% 100%
CAN bus 8 0% 100%
Sensors 8 12% 88%
Cellular network 7 0% 100%
USB port 7 0% 100%
ECU 6 0% 100%

Figure 4.5: Remotely vs. physically exploitable vulnerabilities

Figure 4.5 shows the distribution between remotely versus physically ex-
ploited vulnerabilities, with remote attacks being 70.8 %. Remote includes
both short range and long range connections.
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Figure 4.6: Remote vs. physical exploits per year

4.2.2 Impact
The attack vectors are presented with reported impacts in table 4.4. The table
follows the same order as table 4.3, arranged bymost frequently reported attack
vector in descending order.

Table 4.4: Attack vectors and their reported impacts

Attack Vector (AV) Impact

Remote Keyless System (RKS) - Car theft
- Theft of valuables in cars

OBD port
- Car theft
- Data breach
- Location tracking

Mobile app

- Car theft
- Data breach
- Control car systems
- Theft of valuables in cars

Infotainment

- Control of car systems
- Data breach
- Location tracking
- Malware
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Table 4.4 continued from previous page
Attack Vector (AV) Impact

Servers - Car theft
- Data breach

Wi-Fi
- Car theft
- Control car systems
- Location tracking

Bluetooth - Control car systems
- Data breach

OBD dongle
- Control car systems
- Data breach
- Location tracking

CAN bus - Control car systems
- Manipulate car systems



Chapter 5

Discussion

To answer the research questions a literature review was combined with a sys-
tematic review and collection of data from reported vulnerabilities. A vulnera-
bility database was used (NVD) as well as a repository of automotive incidents
from a security company (Upstream).

While NVD provides data of unique vulnerabilities which have been de-
tected, the Upstream repository contains multiple counts of exploits which
may involve the same vulnerabilities being exploited on several occasions.
Upstream therefore provides an important additional aspect in regard to trends
and the current state of connected cars.

Elements in the connected car anatomy which are affected when adding
connectivity to a car are presented in the background, section 2.2. The overall
results from the data gathered show presence of vulnerabilities in each of these
presented modules, see table 4.2 in section 4.1.1 and table 4.3 in section 4.2.1.
This can be explained by the extensive interconnection in the architecture of a
connected car with few systems being isolated. It should also be noted that the
presented attack vectors are not always isolated in exploits and that an attack
path can consist of multiple vectors, also being a consequence of interconnec-
tivity. When taking into account the most common type of weakness found
in NVD, CWE-693 Protection Mechanism Failure [41], this could imply that
overall sufficient protection mechanisms may be missing, such as isolation of
systems based on security. This weakness also accounted for the most critical
vulnerabilities, see figure 4.2.

The introduction of connectivity is in itself a significant factor of vulner-
ability. The vulnerabilities from NVD show that 67.5 % of the reported vul-
nerabilities can be remotely exploited (including short range and long range
connection types, see figure 4.3). The Upstream results show similar numbers
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with 70.8 % of vulnerabilities being remotely exploitable (see figure 4.5).
The Upstream data also shows the origins of reported exploits (black hat

vs. white hat, table 4.3). These numbers only reflect the collected data and are
unlikely to be a fully accurate description of reality. White hats, or security
researchers, aim to actively report and bring awareness to their findings to help
secure a system. Whereas exploits by black hats have other intentions and go
unrecorded if they are not detected. These numbers do, however, show an
interesting distribution between the different types of attack vectors. All types
but one are dominated by white hat reports, the RKS.

The RKS and related hacks are presented in the background, section 2.2.5.
An exploit of a RKS often results in a car theft or theft of valuables in cars (see
table 4.4). While the numbers of RKS hacking incidents stand out in relation
to the rest of the findings, it is important to emphasize that car theft has long
been a persistent problem, and that there has been a significant decline in recent
years [42]. New technologies have made it increasingly difficult to steal a car
(e.g. tracking and remote disabling of a system) but have also introduced new
ways of stealing. The remaining types of impacts which are presented are
results of the technologies and therefore relatively new (e.g. remote control
of car systems), with potential exploits possibly having other intentions than
auto theft, an example being political motives.

Furthermore, it is interesting to comparatively analyze the results from
NVD and Upstream. While the type of information provided is not equiva-
lent between the two sources, they do contain several similarities. There are
similarities in regard to the attack surfaces of vulnerabilities, and the majority
of vulnerabilities being remotely exploitable as mentioned above. Both of the
sources also display a trend over time with reported vulnerabilities continu-
ously increasing, this can be attributed to the computerization of cars together
with the increase of connectivity.

5.1 Limitations
Although a trend analysis of vulnerabilities in connected cars based on reports
from NVD and the repository of Upstream is relevant within the given objec-
tive, there were a number of limitations that need to be addressed.

Firstly, the research based on NVD heavily relies on the keywords used to
extract data. Even though an extensive pre-study was carried out to cover as
many relevant vendors and technologies as possible, there is a risk of inaccu-
racy and misrepresentation in data based on the searches made.
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The second issue related to the data from NVD is the question of trans-
parency in the automotive industry. Not all manufacturers have a transparent
approach in regard to public disclosure of vulnerabilities, resulting in few re-
ported vulnerabilities. Certain brands and types of devices make up a larger
portion of the data that was collected. This does not necessarily mean that they
are more prone to having vulnerabilities, rather it points to a different business
approach regarding vulnerability detection and disclosure.

An additional disadvantage of NVD is how some vulnerabilities are re-
ported. Certain vulnerabilities occur in a wide group of devices, spanning
across multiple industries but appear in the databases with only one entry and
ID. This system does not manage to represent the full amplitude and impact
of such a vulnerability.

The limitations of the Upstream repository were mainly linked to incon-
sistency. This refers to both the lack of information about the methods used by
Upstream to monitor automotive incidents, and inconsistency in certain en-
tries posted where common vulnerabilities sometimes have incorrect labels.
The overall use of Upstream as a source is also debatable.

5.2 Future Work
The connected car is still in its early stages, a similar study would therefore
also be of interest in a few years. Other suggestions for future work include
research on the life cycle of modern cars. Systems require maintenance, for
how long will cars continue to be patched by vendors? Another suggestion is
to further investigate the possible risks of widespread industry standards, e.g.
when a standard turns out to have a critical flaw, e.g. the CAN standard [18]
or the Spectre/Meltdown hacks [43].



Chapter 6

Conclusions

The results clearly illustrate the significant impact of introducing connectivity
to a car. The data retrieved from both sources show that vast a majority of the
vulnerabilities related to connected cars can be remotely exploited with dire
consequences.

The most common vulnerabilities found were related to the RKS (e.g. the
SARA hack). Mobile applications, the infotainment system and the OBD port
were also frequently used attack vectors. Due to the highly interconnected
architecture of the system of a car, many of the attack vectors mentioned can
be combined as attack paths to compromise systems. Exploits can result in
car theft, data breach, control of car systems and location tracking. The most
common types of weaknesses linked to these vulnerabilities were related to
failure or lack of protection mechanisms, buffer errors and information leaks.

The results show trends both in regard to the interfaces used in exploits, as
mentioned above, and in the growing number of vulnerabilities being reported
per year as a result of the increasing number of connected cars. In conclusion,
the automotive industry needs to continuously work on cyber security as an
integral part of product development and maintenance. Standards need to be
developed further, collaboration across industries must increase and the law
must keep up with new technology to be able to target the challenges.
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Appendix A

NVD Search Terms

Table A.1: Search terms used to extract data from NVD

OEM MISC
ACURA ADAS
ALFA ROMEO AIRBAG
ALPINE AIRBIQUITY
ASTON MARTIN ANDROID AUTO
AUDI AUTOLIV
BAIC AUTOMOBILE
BENTLEY AUTOMOTIVE
BMW BLUETOOTH
BUGATTI CAR
BUICK CARLINK
CADILLAC CARPLAY
CHANGAN CONTROLLER AREA NETWORK
CHEVROLET CRUISE
CHRYSLER DELPHI
CITROËN DENSO
DAIMLER DRIVESYNC
DODGE ECU
DONGFENG ENFORM
FERRARI FLEXRAY
FIAT FREESCALE
FISKER INFOTAINMENT
FORD LEMUR
GEELY LIDAR
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Table A.1 continued from previous page
OEM MISC

GENERAL MOTORS MBRACE
GMC MOBILEYE
GREAT WALL MOST
HONDA OBD
HYUNDAI PANASONIC
INFINITI PASSENGER
JAGUAR PIONEER
KIA QNX
KOENIGSEGG RADAR
LAMBORGHINI RENESAS
LAND ROVER SAFETY CONNECT
LEXUS SENSOR
MASERATI SUNNY
MAZDA TAKATA
MCLAREN TELEMATIC
MERCEDES TEXAS INSTRUMENTS
MITSUBISHI TIRE
NISSAN TPMS
OPEL ULTRASONIC
PAGANI VEHICLE
PEUGOT VEONEER
PORSCHE XILINX
PSA ZUBIE
RENAULT
ROLLS ROYCE
SAAB
SAIC
SKODA
SSANGYONG
SUBARU
SUZUKI
TATA MOTORS
TESLA
TOYOTA
VOLKSWAGEN



Appendix B

Vulnerabilities

B.1 Upstream Repository

Table B.1: A complete list of the attack vectors found and
their origins

Attack Vector (AV) Count Black hat White hat
Remote keyless entry system 77 73% 25%
OBD port 27 19% 81%
Mobile app 22 14% 73%
Infotainment 21 5% 95%
Servers 16 19% 56%
Wi-Fi 12 0% 100%
Bluetooth 9 0% 100%
OBD dongle 9 0% 100%
CAN bus 8 0% 100%
Sensors 8 13% 88%
Cellular network 7 0% 100%
USB port 7 0% 100%
ECU 6 0% 100%
TCU 6 0% 100%
Gateway 4 0% 100%
GPS navigation system 2 0% 100%
Instrument cluster 2 100% 0%
Ignition keyhole 2 100% 0%
Immobilizer 2 0% 100%
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Table B.1 continued from previous page
Attack Vector (AV) Count Black hat White hat

Connected security and control system 1 0% 100%
Ethernet port 1 0% 100%
OTA update 1 0% 100%
CD player 1 0% 100%
Mechanics tools 1 0% 100%
Intelligent Transportation System (ITS) 1 0% 100%
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