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Abstract—Fog computing has been recently introduced to perform a systematic literature review (SLR) about depend-
bridge the gap between cloud resources and the network edge. ability and fog computing. SLR is a procedure that involves
Fog enables low latency and location awareness, which is jqani cation and analysis of both quantitative and qualitative

considered instrumental for the realization of 10T, but also id . ¢ - h fi h that
faces reliability and dependability issues due to node mobility evidence In response 1o a given research question, suc a

and resource constraints. This paper focuses on the latter, and @n empirical yet rigorous and transparent answer can be
surveys the state of the art concerning dependability and fog provided [5].
computing, by means of a systematic literature review. Our

ndings show the growing interest in the topic but the relative

immaturity of the technology, without any leading research

group. Two problems have attracted special interest: guaran-

teeing reliable data storage/collection in systems with unreliable

and untrusted nodes, and guaranteeing ef cient task allocation

in the presence of varying computing load. Redundancy-based

techniques, both static and dynamic, dominate the architectures

of such systems. Reliability, availability and QoS are the most

important dependability requirements for fog, whereas aspects

such as safety and security, and their important interplay, have

not been investigated in depth.

. INTRODUCTION

Fog computing is a recently introduced computational
paradigm that extends cloud resources closer to the edge of
the network [1][2]. The so-called fog lies between the cloud
and edge and aims at providing ef cient data processing,
effective analysis and storage capacity. In addition, it reduces
the amount of data transmitted to the cloud [3]. Most authors
agree on a 3-layer architecture for fog computing, as depicted

in Figure 1, which encompasses cloud resources on theThe remainder of this paper is structured as follows: We
top (Cloud layer), fog nodes in the middle (Fog layergescripe classical dependability notions, in Section 1I. We
and edge devices at the bottom, in the Sensor layer. Moggniinue with a description of the applied research method-
ne-grained architectures have been proposed, such as §gqy in Section IIl. In Section IV, we analyze the extracted
Openfog Reference Architecture published by the OpenfQgata according to our technical classi cations, publication
Consortium [4], but there is still no general consensus aboyhq contribution information. Limitations in this study and
which elements shoulld be '”C|Uded. in each layer. . threats to validity are described in Section V. Research gaps
The Fog layer brings notable improvements in termgng fyture research directions are discussed in Section VI.

of reduced latency, increased performance, scalability angnajly, we conclude the study in Section VII.
adaptability. However, it also faces a number of challenges,

due to its distributed and open nature, which are not present Il. CLASSICAL DEPENDABILITY NOTIONS
in the cloud paradigm, such as the presence of unreliableDependability is the ability of a system to provide its
wireless links, energy-constrained edge nodes, congestidasired service continuously over a de ned period of time; a
and scalability issues associated to adaptive services lidependable system is a system that is trusted and available.
application placement, task allocation and network con gThe works of Avizienis and Laprie remain as the corner-
uration [1]. In addition to potential security threats relatedtones of this research area; see for instance [6] and the
to remote untrusted nodes and wireless communication. references within. In this work, we will adhere as much as
Despite these dif culties, dependability has not playegossible to the classical de nitions of dependability.
a central role in the design of fog computing solutions, As Figure 2 shows, dependability can be divided into
which might prevent the future adoption of this technologyhree classes of notion (extracted from [7], Chapter 3). The
for critical applications. In order to understand the currentst class of concept for dependability is the dependability
situation, future trends and open gaps, in this paper wadtributes Attributes are the main requirements of the system

Fig. 1. Fog computing scheme



























