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Abstract 

Schools should be safe places for young people to learn through freely expressing and 

sharing ideas. This requires respecting student privacy, as they otherwise feel distrusted 

and uncomfortable. At the same time, surveillance is becoming an increasingly 

important part of facilitating a safe school environment. This has created an interesting 

dynamic where increasingly pervasive surveillance solutions seeking safety and other 

benefits are threatening student privacy. Therefore, researchers stand before the urgent 

challenge of figuring out what is a desirable direction for this technology. This 

qualitative study focuses on students’ perspectives on surveillance and privacy. Data 

was collected through interviews, card sorting, and the use of a prototype together with 

scenarios. The results of the study expand upon current research and reveal that actively 

involving students in design and research processes is important to ensure sustainable 

solutions. Students desire more value in terms of control, assistance, safety and 

information. At the same time, many concerns about discomfort, distrust and abuse are 

present. A set of guidelines on important considerations for future surveillance research 

and design are presented which focus on collaboration, responsibility and creativity. 

Key issues causing inefficient communication between students and researchers are 

discussed, and the need for providing further education on the topic is motivated. 

 

Keywords: Surveillance, privacy, discomfort, student perspective, designing for schools 

1. Background and Introduction 

Few technologies evoke as many diverse emotions and opinions as surveillance. On one 

hand, surveillance is heavily stigmatized and associated with threatened freedom and 

reduced individual privacy. On the other hand, there are also many who believe that 

surveillance can bring security, improvements and contribute to a better world (Stoycheff, 

2016). While opinions are split, implementations of surveillance are rapidly spreading 

throughout society (Hope, 2015). As the power and efficiency of this technology continues to 

increase, surveillance becomes an increasingly complex topic to understand. However, 

successfully leveraging this technology could lead to many benefits which motivates further 

research (Conole & Dyke, 2004). It seems as if researchers generally agree that there are 

some critical issues that need urgent attention, such as how to design surveillance while 

managing privacy. Resolving these issues quickly is important as there may otherwise be 

severe negative consequences following unregulated or unpredictable growth of surveillance 

(Taylor, 2010). People’s ability to understand and handle surveillance correctly has therefore 

become a key topic within HCI research. Surveillance can be used to abuse and control 

(Want, Hopper, Falcao & Gibbons 1992), but it can also enable using data for many types of 

benefits and improvements (Bharucha, London, Barnard, Wactlar, Dew & Reynolds, 2006). 

This provides clear motivation for researchers to increase the shared knowledge about 

surveillance and ensure that future technology is designed and used responsibly. 
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While it is not easy to face the challenges caused by surveillance or present solutions, the 

subject offers multiple ways to approach issues from novel perspectives. In fact, research 

even hints that understanding how to correctly leverage surveillance may be the key to an 

improved world that is more transparent and inclusive than ever (Frauenberger, Bruckman, 

Munteanu, Densmore & Waycott, 2017). Learning how to do this requires researchers to find 

ways in which surveillance technology can benefit and enhance the lives of people, rather 

than seeing it as a means for profit or control. As it is a very broad subject, this study 

specifically focuses on surveillance in schools. Schools are a primary target for surveillance 

implementations and experimentation (Taylor & Kearney, 2018). This sensitive and 

challenging context offers many opportunities and challenges for researchers. Despite this, 

current research on surveillance in schools is insufficient and needs to be expanded upon. 

Resolving this insufficiency can only be done through further exploration and investigation. 

1.1 An HCI-perspective on surveillance and privacy 

Surveillance and privacy are central topics within HCI. New technology continuously 

introduces new privacy concerns that are important to investigate (Palen & Dourish, 2003). 

A classic example of this can be found in the active-badge system investigated by Want et al. 

(1992). This study showed that surveillance affects people in unexpected and unpredictable 

ways. The system used digital badges to track people and collect data for improving 

operations. The researchers noted that something about the system caused people to reject 

it, sometimes people simply did not want to be tracked. There were also concerns about the 

consequences of storing and logging data, an idea which caused discomfort in the 

participants. Feelings of discomfort in relation to surveillance is something that the present 

study will return to as it highlights one of the central issues in need of further investigation. 

Within HCI, socially responsible design is seen as an important focus. It is believed that in 

order to get the most out of technology it should be designed for users by complementing 

and enhancing human values. Indeed, designing systems that are useful, enjoyable and 

positive additions to human lives is a central goal shared by HCI researchers and designers 

(Benyon, 2014). In order to accomplish this, it is critical to first develop appropriate 

strategies and identify the challenges involved when exploring what users find to be valuable. 

New surveillance technology combined with brand new dynamics in HCI contexts creates a 

multitude of said challenges for researchers to tackle. Previous research suggests that a 

better understanding of the phenomena is required if we are to truly understand the role and 

purpose of this technology in the modern digitally connected world (Frauenberger et al., 

2017). Gaining this understanding is, however, rather challenging, as opinions on technology 

shift rapidly and unpredictably over time (Nguyen, Bedford, Bretana & Hayes, 2011). This 

further motivates the important task of seeking an understanding of how to generate value 

and develop mechanisms for consent and communication between designers and users. 

Although surveillance and privacy are challenging and complicated topics, there is also 

evidence of ways to generate value and benefit. Some examples are given by Foth, Heikkinen, 

Yllipulli, Luusua, Satchell and Ojala (2014) who bring up safety, improved processes and 

enhanced human activities as possible outcomes. The area on which this study focuses, the 
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school, is a sensitive context but also one of the most promising for introducing benefits such 

as learning, motivation, safety and various other improvements (Willis & Mason, 2014).  

1.2 Surveillance and privacy in the school context 

School surveillance is quite a hot topic within which a lot of ethically questionable 

experimentation is taking place. The increasing speed and reach of surveillance has become a 

threat to student privacy and needs to be further researched urgently (Hope, 2016). Many 

different designs and interpretations are being tested and implemented continuously, 

ranging from CCTV-cameras to facial recognition and biometrics (Cao, Wang & Wang, 

2018). Interestingly, Hope (2016) notes that a lot of the research conducted thus far has 

failed to consider student input despite them being the target users. The likely reason behind 

why so much effort is put into developing and implementing school surveillance is that there 

is plenty of evidence of various benefits. Prevalent among these are using data for efficiency 

and improved processes (Suryavanshi & Sankpa, 2016). There is however a lack of research 

investigating the challenges and opportunities of surveillance from users’ point of view, 

especially when it comes to student perspectives. This has resulted in a research gap 

centered on what students think and how they perceive the new surveillance technologies 

being introduced in schools (Taylor, 2010). This study seeks to contribute toward a more 

informed future that benefits all actors and helps with envisioning future uses of 

surveillance. In order to reach this goal student perspectives must be explored further to find 

out what they regard as important and valuable. Something important to note is that if 

students do not agree with new technology, they often react to it in ways that sabotage and 

disrupt implementations (Selwyn & Bulfin, 2016). Clearly, it seems critical to involve and 

consider students as surveillance users while listening to their feedback regarding what is 

acceptable and desirable. This notion of understanding and involving users in the process of 

designing technology is centrally important within HCI (Benyon, 2014). Methods and ideas 

from HCI can be used to understand student perspectives better, resulting in more effective 

implementations. Surveillance can also be further understood through collaboration with 

students, delivering new knowledge. The purpose of the study is based upon these ideas. 

1.3 Research questions and purpose 

In light of the many challenges and opportunities related to school surveillance, the decision 

was made to explore how such technology can be improved through understanding students’ 

perspectives. The aim is to generate knowledge and serve as a solid first step on the journey 

of designing optimal surveillance for schools. In order to enable thorough exploration of the 

subject, the choice was made to investigate surveillance solutions in the form of a mobile 

application. Mobile devices and applications are already familiar to students and can be used 

for most surveillance concepts. As the study seeks to explore student opinions and attitudes 

by allowing them to freely reflect and be creative, this low threshold is therefore favorable. 

The research questions aimed toward tackling this challenge are: 

• In which ways can mobile surveillance applications offer value from a high school student 

perspective? 



 

4 

 

• How can an understanding of the high school student perspective inform the design of 

mobile surveillance applications intended for use in schools? 

To answer these questions, the study uses qualitative methods and explores the student 

perspective seeking knowledge for a more informed future. Concepts found within HCI such 

as Activity Theory and prototyping are leveraged to expand upon existing knowledge.  

2. Related research 

This section presents related research in the following order: First, research on school 

surveillance trends, student perspectives and the main opportunities and challenges of the 

technology. Following this is related HCI research on surveillance and privacy. This is 

proceeded by inspiration taken from Activity Theory tools, and lastly a brief summary. 

2.1 Related research on school surveillance 
 
2.1.1 Recent trends and developments  

Throughout the last decade the use of surveillance in schools has seen a massive increase 

both in number and variety of systems and artifacts (Taylor, 2010). In research by Hope 

(2016) it is further argued that school surveillance is becoming increasingly invasive through 

multiple different, experimental ways to monitor students and collect their data. Political 

reasons unrelated to student needs often serve as motivators to continue developing 

surveillance in this direction. On a similar note, Taylor (2010) mentions that it is logical that 

school surveillance is increasing as it follows the trends of society where such practices are 

becoming more normalized. However, Taylor (2010) also notes that more knowledge is 

required to deal with the matter correctly and effectively. Surveillance is becoming 

increasingly digital as mobile devices add new ways for gathering data (Nemorin, 2017). This 

trend further motivates investigating mobile devices as a platform for surveillance. It is 

suggested by Nemorin (2017) that various data streams and features could be effectively 

integrated within mobile devices, making them viable hubs for many kinds of solutions. 

In a report summarizing contemporary school surveillance Boninger and Molnar (2016) 

describe that most schools routinely collect data about their students. These researchers go 

on to say that while surveillance offers new opportunities for improvement, it also 

increasingly threatens student privacy. The normalization of pervasive school surveillance 

raises concerns regarding both student well-being and possible educational impact. This is 

exemplified by Boninger and Molnar (2016) suggesting that external influences over 

students may potentially cause great harm if surveillance is mismanaged or poorly designed. 

This is to say that students’ best interests need to be the main priority. Furthermore, school 

organizations often complicate new designs. This is due to standardized processes, rigid 

rules, and strict regulations that clash with new technological implementations (Selwyn & 

Bulfin, 2016). It was also found by Birnhack, Perry-Hazan and Ben-Hayun (2018) that staff 

at schools often don’t explain surveillance and its purpose with students. This results in 

misunderstandings and widespread confusion regarding what data is being gathered and 

how the systems work. These serve as further examples of important reasons to seek a better 

understanding of how school surveillance functions and how to communicate this 
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information to students. Moving further, Taylor (2010) informs that the perspective of 

students has not been investigated enough despite evidence of several potential negative 

consequences should developments proceed without this information. Some prominent 

examples mentioned by Taylor (2010) include limitations on student self-expression, lacking 

trust between students and teachers as well as a reduced ability to learn. Thus, more closely 

examining the student perspective on surveillance and attempting to define what managing 

privacy entails in this context is critical. Further consequences of insufficient knowledge are 

presented by Hope (2015) who warns for this resulting in ethically problematic, failed 

surveillance implementations. Furthermore, Hope (2015) suggests that the main reasons 

behind the rapid developments seems to be a combination of students becoming 

desensitized to data collection and an increasing desirability of advanced technology. 

Another observation by Selwyn and Bulfin (2016) shows that for designing and 

implementing technology, student collaboration should not be underestimated as it can be 

very effective. Collaborating with students is dependent on understanding their perspectives. 

2.1.2 The student perspective  

In attempting to understand what students think about surveillance, Steeves, Regan and 

Shade (2018) investigated digital surveillance in classrooms. They found that students often 

have a high awareness of data collection and understand that it may be used against them. 

The researchers also report that students tended to get annoyed by limitations imposed by 

technology, causing them to react negatively in situations where data was gathered without 

obvious benefits. Indeed, Steeves et al. (2018) found that surveillance often disrupts 

classroom activities because of students feeling like objects of suspicion rather than learners. 

This touches upon the element of building trust, which the researchers found as a critical 

requirement of making surveillance valuable to students. Further student opinions are 

presented by Nemorin (2017) who explains that students feel threatened by surveillance 

designed for control and enforcement. However, while some students found surveillance an 

uncomfortable threat to their privacy, others were more positive and felt protected. On what 

role surveillance should have in schools, Nemorin (2017) found that students think that it 

works best as a complement to teachers. Students were positive toward surveillance saving 

time for teachers allowing them to focus on student interaction. And despite students 

expressing that surveillance prevents them from doing certain things, they also appreciated 

that it could help them improve. Another study conducted by Slade & Prinsloo (2014) 

showed that while a lot of attempts are made to inform students on the topic, these are rarely 

successful. Few students pay enough attention or have the knowledge required to 

understand the information they are given. The authors continue by mentioning that 

students request easy to understand information about why their data is being collected. The 

study also showed that information unrelated to the school context quickly becomes a matter 

of intrusion and breaching privacy for students. In many cases, there is no clear consensus 

among students, suggesting that a more personal approach with choice and customization 

may be desirable. Additionally, Slade & Prinsloo (2014) note that researchers must learn 

more about why students worry and how to prevent this. Students often worried about how 

their data was being collected, used, and who had access. This affected their choices, 

behavior, and disrupted their ability to learn. The study concludes that students share 
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similar views on data collection and storage, and that acting differently around surveillance 

is a common reaction. Another insightful article is presented by Weiss (2007) who argues 

that high school students are mostly aware of what surveillance entails. They see that it can 

protect and improve their schools but are also cautious and aware that it can cause harm. 

Further, Weiss (2007) explains that students often feel the difference between protective and 

controlling surveillance. This sometimes leads to counter-surveillance strategies ranging 

from avoidance of monitored areas to outright sabotage. The study emphasizes that as 

schools adopt more surveillance technologies, it is important for researchers to look closer at 

how students respond to these developments. Both in terms of preventing abuse and to 

further support students in their efforts to keep a sense of privacy and the ability to express 

themselves and learn in a safe environment. Learning how to consider these factors 

appropriately is a necessary goal both for seeking out opportunities and resolving challenges. 

2.1.3 Opportunities of surveillance technology in schools 

Implementing surveillance in schools offers opportunities to gain both social and 

educational value according to Lawpoolsri, Khamsiriwatchara, Liulark, Taweeseneepitch, 

Sangvichean, Thongprarong, Kaewkungwal and Singhasivanon (2014). This value is mainly 

generated through gathering and analysing data. These researchers emphasize that enabling 

schools to collect and process large amounts of data can help detect and prevent disruptions. 

Avoiding disruptions within schools could increase the time spent on learning and other 

meaningful activities. This argument is further supported by Bharucha et al. (2006) who 

suggest that the ability to leverage data in order to make predictions and plan improvements 

could be very beneficial for schools. According to Nemorin (2017) new systems often enable 

schools to improve both their functionality and competitiveness. This is as Nemorin (2017) 

describes because surveillance technologies support pedagogic efficiency by enabling 

tracking responses to teachings and making changes that enhance learning. This in 

combination with efficient ways to manage processes and routines makes surveillance 

valuable and attractive to implement Nemorin (2017). Similar points are shared by Hope 

(2015) who explains that the main opportunities of school surveillance include greater 

security, improved performance and increased compliance. Adding to this, a study on mobile 

surveillance by Teixeira, Jung and Savvides (2010) found that tracking people’s locations 

and sending alerts when unauthorized individuals entered an area could be both accurate 

and efficient. In this way school security could be further enhanced using mobile 

surveillance. 

Regarding active interaction with surveillance Willis et al. (2014) investigated self-

monitoring technology and discovered that students using such technology found it to be of 

great benefit as it helped them focus and learn more effectively. This indicates that self-

monitoring using mobile surveillance is a promising strategy to help students boost their 

learning and performance. Further support of this can be seen in research by Nemorin 

(2017) who explains that self-surveillance is becoming increasingly prevalent due to the 

effectiveness of self-tracking for improvement. Continuing, Nemorin (2017) mentions that 

students generally find mobile applications fun and interesting, resulting in them willingly 

entering information and engaging in interactions. Apart from self-improvement Willis et al. 

(2014) also point out several other practical uses of such systems like ensuring schoolwork is 
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done on time, keeping students on task and enabling effective learning. This suggests that 

such surveillance can be directly beneficial to both students and schools in general. 

2.1.4 Challenges of surveillance technology in schools 

Effectively using surveillance in schools involves a variety of challenges. Several are related 

to gathering and using data correctly. When dealing with school surveillance data, timeliness 

and accuracy are very important factors (Lawpoolsri et al., 2014). The same goes for secure 

storage, ensured accuracy, and proper protocol for dealing with problems. These are all 

required aspects by most schools around the world (Suryavanshi et al., 2016). Aside from 

technological challenges, human errors are prevalent and important to consider in order to 

keep students and their data safe (Nguyen et al., 2011). Being able to cautiously and correctly 

process gathered information is another critical challenge presented due to the severe 

consequences of mistakes and errors (Teixeira et al., 2010).  

In addition to responsibly handling data, there are also several challenges related to 

managing busy classrooms filled with learners. It is important that new school surveillance 

does not take up extra time for teachers as this would result in less teaching time for 

students (Lawpoolsri et al., 2014). It is also the case that surveillance solutions may look 

promising in theory but become distractive when implemented in classrooms, which could 

disrupt the flow of education (Suryavanshi et al., 2016). Using systems that students accept 

is another challenge which requires finding out what they consider valuable (Nguyen et al., 

2011). Additionally, there is also a social aspect to consider. Students deal with privacy in 

physical contexts by relying upon their senses and looking at others to confirm social norms. 

When using technology things become more complicated, intersections between digital and 

analog blur and the information expressed by people is recorded and saved (Palen & 

Dourish, 2003). Common concerns related to acting within surveillance contexts are often 

very personal according to (Palen & Dourish, 2003). They note that people often focus on 

minimizing embarrassment, staying in control of their own time and maintaining privacy 

and identity. Supporting this argument, Foth et al. (2014) saw in their research that people 

often dislike seeing themselves and their data. A challenge when designing surveillance for 

schools is therefore to include good mechanisms for effectively managing these aspects. 

When it comes to evaluating surveillance effectiveness Cayford and Pieters (2018) inform 

that this is a very complicated matter with many different factors at play. Therefore, it seems 

logical to focus on practical benefits and lift the direct perceived value for students. This 

knowledge could lead researchers closer to an informed dialogue, which these researchers 

speak about as the key starting point for eventually arriving at a suitable consensus for going 

forward. Lastly, in terms of everyday conditions of school surveillance, Nemorin (2017) 

found another challenge in that a lot of existing concern is related to unevenly distributed 

power-hierarchies and surveillance becoming normalized. 

2.2 Related HCI research on surveillance and privacy 

New technology changes the form and meaning of privacy. According to Sayaf, Clarke and 

Rule (2015), people no longer achieve privacy through isolation but rather by entrusting 

others with their data. The researchers explain that surveillance is becoming more about 

monitoring users’ data, rather than the users themselves. Indeed, Sayaf et al. (2015) note 
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that privacy and surveillance are interdependent, as control can only be gained through 

trusting a system. The desirable approach is therefore to turn the concept of privacy around 

and empower users by giving them the ability to monitor the systems that monitor them. 

The researchers emphasize that building an understanding of how privacy relates to various 

interpretations of surveillance is fundamentally important within HCI. 

As described by Palen and Dourish (2003) there are four main considerations for 

designing technology that manages privacy. The first is that the most important part of 

technology is not its intended purpose but how it becomes used by people. The second is to 

pay attention to history and continuity. The third is understanding that privacy management 

is about balancing tensions between people, technologies, and groups. The fourth is that 

designers have a responsibility to consider the consequences of their designs. Finally, Palen 

and Dourish (2003) explain that it is vital that designers and researcher’s ability to 

understand technology remains equal or greater than the sophistication of technologies in 

use. On creating and maintaining this understanding Frauenberger et al. (2017) attest that 

HCI research must evolve rapidly in order to keep up with the quick and constant evolution 

of technology. New technology adds ethical complexity, and it is noted by Bharucha et al. 

(2006) that researchers must be mindful and consider how evolving technology requires 

building trust by respecting confidentiality and privacy. With surveillance a general fear of 

unintended consequences is usually present. The subject thus poses presents several 

dilemmas for researchers, especially considering how it is sometimes unclear how new 

technology is to be appropriately handled. These issues must be resolved properly before 

wide-scale surveillance implementations can be successful (Conole & Dyke, 2004). 

On designing ethical surveillance, Calvo, Peters, Huppert and Goggin (2018) share some 

insights. The researchers explain that technology can either empower or limit people’s lives 

depending on how it is used and that HCI design relates to navigating user wants and needs. 

While enriching human values through technology is a focus, people have unique views of 

what this involves. According to Calvo et al. (2018) privacy sacrifices are often made in 

exchange for security, order, and health. This puts the emphasis on understanding and 

carefully managing this precarious balance. Researchers van der Sar & Mulder (2010) found 

that giving people a choice whether to share data is an important part of avoiding negative 

reactions stemming from a lack of control. To effectively allow this, users must understand 

how the technology functions. For this, the concept of affordances may be of help. Enabling 

users to clearly articulate their thoughts about technologies is closely connected with 

effective use according to Conole and Dyke (2004) who go on to describe the concept of 

affordances. Affordances are deliberate additions in design that communicate how a system 

or artifact can be used. An important challenge of designing technology is therefore correctly 

using affordances to help users make more informed choices. On the same note, Conole and 

Dyke (2004) explain that new technology does not inherently encourage reflection. Instead, 

designers must assist users in approaching and communicating their thoughts. In this way, 

nonlinear and novel solutions could be important for facilitating effective communication. 

As pointed out by Frauenberger et al. (2017) there are lots of possibilities to explore 

surveillance through novel means that could potentially result in new ideas. Some of these 

ideas could come directly from young users, whom Foth et al. (2014) describe as curious 
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about new technology. Continuing, the researchers note that when people encounter novel 

surveillance solutions, they often find ways to creatively interact with the technology. This 

could allow for natural ways to develop surveillance toward what users deem important and 

indicates that it could be beneficial to explore surveillance ideas open to interpretation where 

further iteration based on user ideas is supported. This relates to using uncomfortable 

interactions for research and design as explored by Benford, Greenhalgh, Giannachi, Walker, 

Marshall and Rodden (2012). These researchers argue that deliberate use of uncomfortable 

interactions can result in powerful experiences and numerous benefits. One example of how 

this approach could be utilized is by letting participants experience and explore various 

discomforts often caused by surveillance. This could enable users to give direct feedback on 

how surveillance could be improved to cause less discomfort. As Benford et al. (2012) point 

out, deliberately discomforting users has seen plenty of practice but little discussion. This 

suggests room for further exploration of novel solutions in this direction.  

Security and safety are also important topics within HCI research on surveillance. This is 

because new types of technological surveillance offer greatly increased opportunities to aid 

and protect individuals. By blurring or anonymizing all or parts of an individual’s data, 

benefits can be gained without singling out individual users (Foth et al., 2014). On the same 

topic, Ahmed, Haque, Guha, Rifat and Dell (2017) researched privacy and security in relation 

to surveillance. These authors found that increased use of surveillance raises questions about 

identity, ownership and trust among people. Therefore, alternative ways to design such 

technology and establish strategies promoting transparency and trust could mean better 

solutions on a large scale. Regardless of intent, forced surveillance is according to Ahmed et 

al. (2017) viewed negatively as it creates a fear of exploitation and privacy invasion. 

Therefore, it is important to avoid creating suspicion of external motives by being 

transparent with how data is handled. This is also discussed by Calvo et al. (2018) who note 

that transparency and open dialogue are the keys to understanding how surveillance should 

function. These researchers describe how digital privacy has been a concern for decades, and 

that HCI researchers have tried to study privacy in a multitude of ways. They note that 

people accept surveillance only when it is found useful or fits within a context, creating a 

challenge of finding compromises. Generating an understanding of both explicit and implicit 

values people connect to surveillance becomes a focus point of research. Since this is very 

difficult without frameworks present, the study takes inspiration from Activity Theory. 

2.3 Analytical tools informed by Activity Theory 

In order to solve presented challenges this study draws inspiration from Activity Theory, 

hereby referred to as AT. In summary AT is a conceptual framework that goes beyond 

individual actors and considers entire activity systems. It offers tools to help investigate 

activities involving technology while still considering the multitude of factors present. AT 

has been widely used in fields such as psychology, education and HCI as it provides a 

method of understanding, analysing and presenting new phenomena (Kaptelinin & Nardi, 

2006). The tools and ideas offered by AT are therefore appropriate when seeking to 

understand complex interactions between people and technology. This is especially the case 

when it comes to emergent technologies such as mobile surveillance that have not yet been 
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thoroughly explored (Bødker & Andersen, 2005; Clemmensen, Kaptelinin & Nardi, 

2016). The core principles of AT as described by Kaptelinin and Nardi (2006) help 

researchers consider how users’ internal goals externalize into actions within activities and 

offer advice for understanding human action and mediation using technology. Following the 

main principles of AT enables consideration of historical continuity, cultural aspects and the 

human factor present in activities in a way that grounds and enriches findings. In addition to 

this general inspiration, two tools informed by AT are particularly appropriate for 

investigating the chosen topic: The Human-Artifact model (Ha-model) and the 

Activity Checklist. 

The HA-model is based upon activity theoretical HCI and offers ways to analyse artifacts 

as part of a larger artifact ecology (Bødker & Klokmose, 2011). A surveillance application for 

schools would not exist in isolation but rather as part of an ecology of artifacts. Therefore, if 

one seeks to fully know what such implementation entails, they must strive to understand 

the possibilities and limitations within the context. According to Bødker and Klokmose 

(2011) the HA-model provides four levels of analysis and is designed to offer a way to 

investigate future developments and use of technology. The model also offers ways to 

structure insights about artifacts and the levels of interaction they support. This helps when 

considering abstract ideas during analysis and design. The model can according to Bødker 

and Klokmose (2011) be used to summarize findings and to analyse and reason about 

interaction and relations between artifacts and users. In novel research it can therefore serve 

the purpose of refining and improving testing material and enhancing analysis. 

The Activity Checklist as presented by Kaptelinin, Nardi and Macaulay (1999) is based 

upon the main principles of AT and deals with both the design and evaluation of new 

technology. As summarized by Kaptelinin et al. (1999) the checklist is mainly aimed at 

enabling consideration of context and other factors involved when designing and evaluating 

technology. It has several functions and provides support and structure guiding theoretical 

HCI research. According to Kaptelinin et al. (1999) it can also aid with asking questions and 

considering the many different important aspects of technology use. It can further help 

researchers understand how ideas behind technology design correlate with human intention 

and action, enabling exploration of new ideas in a more considered and conclusive manner.  

Research by Detlor, Hupfer and Smith (2016) showed that AT can provide a solid basis 

for considering technologically assisted activities in their entirety rather than as separate 

interactions. It additionally provides structure and vocabulary that is especially useful when 

researching emergent or unexplored ideas. Similar sentiments are shared by Law and Sun 

(2012) who suggest that applying AT facilitates rich and comprehensive data collection with 

detailed analysis of events such as breakdowns within activities. As AT enables both tools 

and theory aiding investigation of novel phenomena, it is a good match for investigating 

technology without established guidelines or strategies (Clemmensen et al., 2016).  

2.4 Summary – Reaching a balance and bridging the gap 

Researchers must seek to establish policies that are both practically and ethically viable. 

When it comes to school surveillance this includes the consultancy of students due to their 

central part in the matter (Slade & Prinsloo, 2014). Careful protection of privacy and data is 
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crucial. Furthering a more considered and informed response, as well as enabling more 

opportunities for dialogue with students is another necessary goal (Slade & Prinsloo, 2014). 

As found by Nemorin (2017), mobile devices offer an effective way to disrupt the vertical 

power structures usually associated with surveillance. In this way surveillance can become 

more horizontal making people more equal within these contexts. Evening power-structures 

can help individuals and groups gather information and benefit together while also 

preventing abuse. What has been presented is a plethora of possible solutions and 

approaches that could help increase benefits while decreasing the downsides of surveillance. 

From this point the study sets out to further investigate these ideas and uncover student 

opinions. The goal is learning more about what designers and researchers of surveillance 

need to consider. Something unique about this study is that it explores a unique perspective 

from a standpoint with one foot firmly in HCI, yet willing to learn from adjacent fields of 

research and new ideas. The upcoming section details this explorative process. 

3. Method  

3.1 General methodological considerations 

3.1.1 A two-phase approach to data-collection and analysis 

This study applies a two-phase approach. The motivation behind this approach comes 

from difficulties with investigating surveillance and privacy uncovered by previous research. 

The phases are (a): Semi-structured interviews and card sorting and (b): Prototype testing 

with scenarios and further interviewing. The idea is to help participants express themselves 

on the topic despite it being new and confusing to many. This is necessary to facilitate for the 

in-depth understanding of their perspectives required to answer the study’s research 

questions. Recent research conducted by Emami-Naeini, Dixon, Agarwal and Cranor (2019) 

shows that despite widespread concerns about surveillance, it is difficult for people to access 

information about related topics. They further note that disconnects between surveillance 

types and purposes, combined with the theoretical complexity of the topic means that 

participants are often confused and struggle to voice their opinions effectively. Therefore, 

Emami-Naeini et al. (2019) suggest that providing participants more information on 

surveillance and privacy is important. An article in line with this by Yao, Kaushik, Basdeo 

and Wang (2019) explored co-designing privacy mechanisms with users and found that 

people have limited perceptions regarding privacy and struggle to think creatively about the 

topic. In both Emami-Naeini et al. (2019) and Yao et al. (2019) strong suggestions are given 

to consider an approach that combines user ideas with expert knowledge, as this would allow 

for better understanding user perspectives on these advanced concepts. With this two-phase 

approach the study therefore enables more informed discussions by developing a prototype 

with clear information behind each feature, based on ideas collected from students and 

refined into a more easily approachable format. Simply put, student ideas and values are first 

identified in phase one, refined into concepts representing these and presented for further 

examination and discussion in phase two. Being able to refine data and target key ideas with 
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a prototype allows for an in-depth analysis establishing clear patterns within arguments 

from the student perspectives, despite the difficulty of the subject matter. 

 

3.1.2 Interviews 

This study uses interviews as main method of data gathering. According to Lazar, Feng and 

Hochheiser (2010) straightforward feedback from participants is an essential part of HCI-

research. As this study aims to explore the student perspective, interviews were the most 

appropriate choice as investigating the topic requires a deep understanding of students’ 

reasoning. Directly conversing with participants can provide in-depth data which is helpful 

when trying to thoroughly understand different perspectives. The ability to investigate in-

depth is one of the strongest advantages of interviews (Lazar et al., 2010). Other approaches 

similar to interviews that were considered were surveys and focus groups. However, as Lazar 

et al. (2010) mention collected data from surveys is normally less detailed which renders 

interviews more suitable. Additionally, investigating the chosen topic requires asking 

sensitive questions which if asked to students in groups could limit their abilities to answer 

freely or introduce groupthink. To support the explorative nature of the study, the decision 

was made to conduct interviews in semi-structured form. This form of interviews was 

specifically chosen as according to Brinkmann (2013) this format helps enhance 

investigative dialogues by allowing space for following up on any parts that seem important 

and shaping the interviews to capture the most interesting data. After reviewing related 

research, the authors designed open-ended questions and interview guides to help students 

express their opinions freely yet still allow control and guidance when needed. The semi-

structure further gives interviewers opportunity to present themselves as active knowledge-

producing actors rather than hiding behind a list of questions (Brinkmann, 2013). This helps 

with building trust with students through maintaining eye contact and participating in active 

dialogue instead of simply reading out questions and listening to answers. Correctly using 

semi-structured interviews involves several challenges. Questions need to be carefully 

planned in order to avoid bias, both question design and analysis are also time-consuming, 

and interviewers need to ensure the confidentiality of the participants (Keller & Conradin, 

2018). To resolve these challenges, measures were taken to avoid bias and increase quality by 

using a pilot interview, an expert interview and iterative review with the support of AT.  

3.1.3 Closed Card Sorting 

Closed Card sorting was used during interviews as an additional tool to help students’ 

express themselves, with the goal of collecting richer data. It served as a practical way to help 

students’ sort, rank and visualize ideas related to surveillance. This introduces some 

additional variety and reduces the risk of confusing or overwhelming participants by letting 

them visualize and interact with concepts in addition to speaking about them. It was mainly 

used to enable discussions about concepts that would have been especially difficult to 

evaluate or consider without a clear frame of reference. Closed Card sorting involves giving 

participants different cards and asking them to organize these into pre-defined groups. 

According to El Said (2014) card sorting can result in useful insights even from small data 

samples. The main disadvantage with card sorting is that it may not go deep enough (The 

Interaction Design Foundation, 2016) which was resolved through follow-up questions. For 
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practicality, the cards were not open for students but predefined based on research. Student 

ideas and insights were instead noted through verbal expression during these exercises. 

3.1.4 Prototype  

A mobile application prototype was created in this study to display ideas in an interactable 

and visible format. This enables examining novel surveillance ideas and visualize concepts 

that lack currently existing representations. In order to be in line with the research 

questions, the goal was to figure out how to design surveillance from a human-centered 

perspective. It is noted by De la Rosa (2017) that prototypes are used to negotiate between 

the ideas given by the designers and the needs of users. The prototype was used during the 

second phase of the study together with scenarios. The intention was to confirm or deny 

initial findings and expand further through a representation of students’ ideas by realistically 

emulating surveillance concepts and seeking data grounded in practical interactions. 

Everything from the look of icons and menus to the features of the prototype were based 

primarily on student input and designed to seek more information about their perspectives. 

3.3 Phase one  

3.3.1 Participants 

Five high-school students and one recent graduate from a school in northern Sweden were 

interviewed. Finding respondents proved to be difficult. First, many high school teachers 

from different schools were contacted through email which was met by no response or them 

declining due to lacking time. For this reason, the researchers used the snowball sampling 

technique to find students. This technique is used when the target group of a study is limited 

or difficult to find (Explorable.com, 2019). For this, a friend who studied at a local high 

school was contacted and introduced to the study. This person then contacted other students 

which resulted in a list of contact details to participants. Out of these, five students as 

illustrated in Table 1 participated in semi-structured interviews. The recent graduate 

participated in a pilot interview in order to evaluate the interview guide and process. The 

result from the pilot did not deviate significantly from the remaining interviews. As this 

result was also close to other participants’ age it was included in analysis and findings. 

Participant Gender Position Age Type 
P1 Male Recent HS Graduate 19 Pilot 
P2 Male High-school 17 Regular 
P3 Male High-school 17 Regular 
P4 Female High-school 17 Regular 
P5 Female High-school 17 Regular 
P6 Female High-school 17 Regular 

Table 1: Phase one participants 

3.3.2 Materials  

The materials used for the first phase were a semi-structured interview guide and cards 

for a card sorting exercise. The interview guide was designed to help ask open questions 

and follow up on participant responses while still staying focused on the target questions of 

the study. The interview guide was developed based on central patterns in related research, 
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alongside important considerations from the AT inspiration. The questions were shaped 

around four themes creating a solid and balanced basis for seeking knowledge; current 

surveillance developments, challenges of surveillance, opportunities of surveillance, and the 

interaction and design of such technology. In addition, ethical questions and other related 

issues were discussed where appropriate and some material for this was added to the 

interview guide. Important to note is that due to the semi-structured format it was not used 

in any strict sequence but rather as conversational support during the interviews by offering 

themes and material to discuss. An online card sorting tool from Optimalworkshop.com was 

used for quick performance and analysis. Students were shown how to use the tool including 

an example before they began putting cards into categories. The cards created were based 

mainly on research, but also realistic components found within the context. Examples 

include cards depicting different kinds of data (social media, location and time, study 

performance, physical and mental health, spending habits) challenging participants to rank 

these from most to least comfortable in terms of sharing. In another case, cards depicted 

various actors (school employees, parents, me, nobody, authorities) whom participants 

sorted and gave varying levels of data access. For image examples, see Appendix (A). 

3.3.3 Procedure 

Each interview took approximately 30 minutes. Students were welcomed and the researchers 

explained the purpose of the study and the ethical guidelines that would be adhered to. Each 

student was then asked to read and sign a consent form detailing these guidelines in writing. 

Permission for recording audio was asked which all participants accepted. The recording was 

done by a mobile device. The interview responsibility was split between the researchers. One 

researcher asked theoretical questions including follow-up questions and the other 

researcher was responsible for the questions related to the practical card sorting and some 

visual examples. At the end, the students were encouraged to share any additional thoughts 

or ideas. The recording was uploaded to a secure Microsoft OneDrive for anonymization, 

transcription and analysis, and later deleted as soon as possible. This procedure was the 

same for both regular and pilot interviews, with no significant changes being made. 

3.4 Phase two 

3.4.1 Participants 

Five high school students and one master student participated in individual testing sessions. 

The master student helped test the prototype through an expert-interview. This expert 

interview technique was used as suggested by Flick (2013), to evaluate and prepare the main 

tools before further investigation. This result was not included in the analysis as it deviated 

from the target group. For this phase recruiting participating students was unproblematic. 

One researcher contacted a previous teacher and explained the study to them. They arranged 

five students for participation as illustrated in Table 2. The students in this phase were from 

a different high school to further test ideas and generate more generally applicable data. 

 

Participant Gender Position Age Type 
P7 Male 2nd year HCI Master 27 Expert/Pilot 
P8 Female High-school 17 Regular 
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P9 Male High-school 17 Regular 
P10 Female High-school 17 Regular 
P11 Male High-school 17 Regular 
P12 Female High-school 17 Regular 

Table 2: Phase 2 participants 

3.4.2 Materials 

For phase two, a prototype and scenarios were used along with a new interview guide. 

The prototype design was based on the result of phase one. The starting point was a lo-

fi representation of ideas through sketches made with pen and paper on how the application 

should look in terms of design, navigation, information architecture and overall coherence. 

Other key considerations were easy navigation and recognizable intuitive design. The 

prototype progressed iteratively by using AT-tools to evaluate its design and maintain a high 

quality of interaction with which to test ideas. The prototype was as previously mentioned 

built based on student feedback, so that new concepts and ideas could be explored effectively 

in an easily approachable format encouraging active participation. Eventually, a hi-fi 

prototype was designed in Adobe XD software representing various concepts and features. 

These features were placed in context by developing scenarios depicting various interactions 

and events. The prototype included several features relevant to the school context to test 

ideas with such as check-in, studying information and self-tracking. The prototype and 

scenarios were designed to test concepts and ideas in practice, generating more data for 

answering the research questions. For prototype images and examples, see Appendix (B). 

Three scenarios were designed to support evaluation of the prototype and explore its 

concepts. The goal was to help students think about surveillance and explain their thoughts. 

The first scenario is about checking in to class by mobile application instead of the 

traditional check-in process. This scenario explores controlling permission of data sharing 

between different actors, the exchange of privacy for benefits, manual versus automatic 

input as well as different ways to convey and display relevant information. The second 

scenario focuses on study assistance and data advice. It is designed to enable students to 

view grades through the app including information and statistical comparisons. It elaborates 

further on privacy for benefits, and additionally explores different types of advice and 

student preferences regarding these. The third scenario is more abstract and explores mood 

and motivation. This scenario focuses on uncomfortable interactions, seemingly unrelated 

types of data and the potential worries and benefits related to surveillance procedures. 

A semi-structured interview guide was also developed for phase two as it was useful 

and appropriate for the context. It was mainly shaped around prototype features and the 

scenarios explored. The guide focused on questions investigating factors that make 

surveillance applications acceptable, relations between surveillance and safety, as well as 

thoughts about future surveillance.  The guide once again had a high degree of flexibility. 

3.4.3 Procedure 

Once all material was prepared, an expert interview was conducted with an HCI master 

student. This helped with assuring the clarity of questions and reducing potential bias from 

the researchers. After this, the researchers went to a high school in northern Sweden where a 

room had been reserved to host the testing and interviews. The sessions started by 
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welcoming each student and explaining the purpose of the study. Extra emphasis was put on 

explaining the student's role in the study to make them feel respected and valued. After 

asking for permission to record audio, an informed consent form was explained and signed. 

The interviews then began by one researcher introducing the first scenario and the 

prototype. The students were asked to think aloud, as doing so helps participants share 

immediate feedback without bias from the designer (Benyon, 2014). The second researcher 

then followed up with related questions using the interview guide. The same procedure was 

used for all scenarios. Alongside the scenarios, several questions were asked about the 

prototype to ensure that it offered a clear and understandable interaction. Further questions 

about the topic were then asked until the researchers felt that they had a good understanding 

of the student's perspective. Finally, each participant was given the opportunity to add any 

additional thoughts or reflections. Once again, the recording was uploaded to a secure 

Microsoft OneDrive for transcription and analysis, and later deleted as soon as possible. 

3.5 Thematic Analysis 

The collected data from both phases was analysed through the use of thematic analysis (TA). 

Phase one was analysed before phase two was designed. After phase two, the research 

questions were answered with the main findings of both phases. According to Clarke and 

Braun (2014) TA is a method used to interpret and find meaning in qualitative data. TA was 

applied because of its flexibility as a tool for generating results from rich data unrestricted to 

specific theories (Braun & Clarke 2006). This matches the intention and structure of the 

study. The six steps proposed by Braun and Clarke (2006) as a guide for thematic analysis 

were followed. Important to note is that these steps are and were not applied strictly linearly, 

but rather interpreted and used in the way deemed most appropriate within the context. The 

six phases based on Braun and Clarke (2006) which were applied are as follows: 

1. Familiarizing yourself with the data: the authors transcribed the audio files and 

studied the text to gain a thorough overview. This phase helps in finding initial ideas for 

potential codes to be used in the next phase. This along with the following two steps were 

done separately between the authors to reduce bias and subjectivity.  

2. Generating initial codes: codes represent interesting features of data that are related to 

the research questions (Clarke & Braun, 2014). By using Atlas.ti software the authors coded 

the meaningful and notable parts of the texts. Atlas.ti was used because of its clear coding 

structure and capability to support non-hierarchical open analysis (Paulus & Lester, 2016). 

3. Searching for themes: Codes with similar meaning were organized under themes and 

subthemes. Themes are often broad and contain active perception of the codes (Mortensen, 

2019). In several cases, codes were part of more than one theme. 

4. Reviewing themes: In this phase, the authors met to review created themes and 

understand the reasoning behind them. At this point the analysis converged and the authors 

went through all data again to ensure that codes and themes were correct. 

5. Defining and naming themes: Throughout the analysis collected data was continuously 

reviewed to ensure the accuracy and relevance of themes and codes. Eventually, continuous 

reviewing enabled assigning themes clear descriptive labels.  
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6. Producing the report: Using Atlas.ti the authors produced a report that included themes, 

codes and quotes. This report was used as a basis for producing and presenting the results. 

At this point the main findings were made visible and discussed.  

3.6 The use of the HA-model and AT-checklist 

The HA-model and AT-checklist were used iteratively throughout the study. As mentioned in 

related research, these are comprehensive theoretical tools that can be used in a multitude of 

ways. This section describes and motivates how they were used throughout this research.  

The HA-model enabled analysis of artifacts present within the context and helped when 

designing the material used. Inspiration was found through studying and discussing both 

visual examples and written descriptions provided by (Bødker & Klokmose, 2011). These 

researchers suggest that the HA-model can support the design of future artifacts in three 

main ways. These were considered and leveraged in the following ways: 

1. As a reminder about the necessity of designing for all levels of interaction to reach 

the best result. This notion goes in line with the study's goal of considering the entirety of the 

context and its artifact ecology from a student perspective. 

2. By providing means to analyse current artifacts existing within the artifact ecology. This 

is valuable as it enables leveraging past understanding and inspiration from previously 

established structures. Evaluating the priority and orientation of actions also helped support 

the prioritization of certain features over others, depending on their relevancy. 

3. As an enabler of a more effective iterative process. A key part of this study was an 

iterative and flexible approach to research. The model aided analysis of prototype, questions 

and interview guides through several design stages, with filtering and focusing as necessary 

throughout the process. This resulted in a more detailed analysis and expanded results. 

The Activity Checklist was also utilized. It was used for continuous evaluation during 

theoretical processes within the study. The checklist was relied upon in order to enable 

consideration of AT-principles in practice, and thus aimed to improve the quality of the 

research. The checklist mainly supported this specific study in the following ways: 

1. As help for structuring ideas and methods. Since the study deals with novel ideas and 

concepts, the AT-checklist was helpful due to providing a solid set of guidelines and advice to 

rely upon. It helped generate ideas and formulate questions targeting the goal of the study. 

2. As a source of ideas and inspiration of how people act within technologically assisted 

activities and what aspects need to be considered to gain a full understanding of this. The 

checklist offered material for considering a variety of factors relevant within the context. 

3. As a way to enrich the study by prompting important questions and considerations 

about the various aspects present within the investigated topic. It also significantly assisted 

seeking a deeper understanding of a novel and largely unexplored set of concepts.  

3.7 Ethical considerations 

In this study the ethical guidelines for responsible research established by Vetenskapsrådet 

(2002) were followed. The four main considerations of information, consent, confidentiality 

and use were carefully considered. When interacting with students during data collection a 

consent form explaining these guidelines was presented and signed by students. By offering 
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both spoken and written information, the students were given transparent explanation of the 

process. The consent form found in Appendix (C) contained information about the study and 

encouraged asking questions should there be any. It informed the students about their rights 

to avoid answering questions or abort the study at any time should they feel like it. It also 

included information about how gathered data would only be used for this study and that 

they would be anonymous contributors. Collected data was stored securely until deletion. 

Additionally, as the participants’ native language was not English, the consent form was 

written and explained in Swedish. Further, participants were informed that they could freely 

switch to speaking Swedish or ask for an explanation in Swedish at any time should they 

have any difficulties with either understanding something or expressing themselves.  

4. Results and Analysis 

4.1 Phase one 
This section presents the results of phase one. The findings are supported by respondent 

quotes where appropriate. In total this result encompasses six interviews of 30-40 minutes 

each, thematically analysed in the form of approximately 80 pages of transcribed text. 

4.1.1 Students’ general reflections on surveillance  

The students were very curious about the presented topic. Initially, they were positive 

toward presented examples of surveillance technology and contemporary ideas. They 

commented on several useful opportunities they perceived and even considered reduced 

privacy to be acceptable in several cases. One student summarizes this by saying: 

“I think it’s worth it (…) Even though some people might think it’s a breach of 

privacy, I think that it would still be beneficial for everyone.” - P4 

A big part of the perceived usefulness behind implementing surveillance was related to 

enabling improvements and predictions based on data. Several students expressed positivity 

regarding improving themselves and enhancing schools with the help of surveillance 

technology. Indeed, such solutions were considered likely to improve student abilities to 

learn and make the school feel more modern and effective. Two students express their 

appreciation and initially positive reflection as follows: 

“I think it is a sign of a healthy school that [it] puts a lot of money into being as 

good as possible” – P1 

“I believe it can increase the study level and help the students” – P2 

However, while the data shows that surveillance solutions were initially appealing to the 

students, as the interviews progressed negative opinions became more prevalent as the 

subject was explored and discussed more extensively. Several aspects of surveillance were 

according to the students uncomfortable and worrying. The reasons varied but all students 

agreed upon surveillance being directly connected to multiple negatives. When asked to 

elaborate, students often expressed issues like increased suspicion and feeling distrusted. 

Other common concerns were infringed privacy and discomfort. Several students 

highlighted that those in control of surveillance have too much power which could result in 

abuse. A student expressed their dislike of surveillance implementations as follows: 
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“It feels like they are spying on you, especially in older ages when you should be 

allowed to do whatever.” – P2 

Transparency and clear purpose were critical inclusions in surveillance to make students 

find it acceptable. During discussions the students tended to focus on seeking purpose in 

new implementations. They desired meaningful benefit, otherwise they were quick to reject 

surveillance due to perceived negatives. However, opinions varied quite a bit which required 

further investigation of both opportunities and challenges presented by surveillance 

solutions. It became clear that students needed more knowledge to gain an informed 

opinion. As the interviews progressed, multiple patterns revealed themselves in relation to 

students’ perspectives of opportunities and challenges. 

 

4.1.2 Students’ thoughts about school surveillance opportunities 

An opportunity that all students expressed as valuable was the direct practical benefits that 

could be offered by surveillance technology. Aside from predictions and improvements 

gained from analysing data, the students saw such technology as a potentially powerful 

complement to teachers which could enhance their schools. One student points this out: 

“I like the way that technology can improve certain things and maybe do 

something so that it’s going to be easier for the lecturer or teacher.” – P1 

Another student expressed similar thoughts speaking about automatically registering 

presence through location monitoring over this being manually handled by teachers: 

“I believe that is a good thing, because it would help the teachers. I mean it 

would save like a few minutes every lesson (…) they could be spent on ending 

early or learning more.” – P2 

Another opportunity was related to enhancing security and safety in schools. 

Interestingly, the students unanimously agreed that surveillance in school does make them 

feel safer. When inquiring further upon the reasons behind this, the students often brought 

up how it enables intervention that prevents negative events. One student said: 

“Because they will be able to act more quickly and see people that are at risk to 

actually acting out and becoming very violent.” – P4 

Another promising opportunity presented itself as surveillance technology could enable 

efficiently presenting information and statistics that could guide students and help them 

study more effectively. The information needs of students were mainly related to current 

events, grades and schedules. The information currently available to them was not 

particularly interesting and in many cases lacked the quickness and accuracy thought to be 

found within a better solution. One student expresses their information need as follows: 

“About tests and homework, I think it’s the most important. And then if it’s 

something unusual which isn’t in the schedule I also want to know that.” – P5 

A novel opportunity was also discovered related to students’ wishes to be in control of 

their own data. Students conveyed that being in control of their own data was an important 

priority to them. They expressed hope that future solutions could offer them more 

opportunities for this and drew parallels to how they had gained more control over their 

social media data in recent years. Interestingly, social media data was perceived to have low 
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value, while information related to studies, health and behavior were seen as much more 

important to protect in terms of privacy.  

“I’m okay with whatever I put up on social media, because that’s something I 

control.” – P2 

The above quote expresses the importance of control when deciding what to share. This 

desire of being in control recurred throughout the interviews. So did ideas of surveillance 

solutions being able to motivate and help structure certain activities in school. In the case of 

emergencies explicit permission was less important, as priority rested on student safety. In 

these cases, students felt that accessing data was motivated and said things such as: 

 “If the person is showing risk signs that they might harm themselves or others, 

that would be a clear sign that you need to act immediately.” – P4 

Lastly, a noteworthy opportunity was identified regarding personal customization. 

Students interact with technology differently, and preferences on everything from looks to 

function varied a lot. This was supported by similar findings regarding sharing and viewing 

data. While students felt largely the same about general surveillance matters, their thoughts 

regarding optimal solutions were unpredictable and generally quite individual. Following up 

on this led to the discovery that one of the greatest opportunities offered by new surveillance 

could be ways to consider each students unique wants and needs through design. 

4.1.3 Students’ thoughts about school surveillance challenges 

The main challenge according to students was ensuring the safety and security of them and 

their data. This involves ensuring that gathered data is confidentially stored and only 

accessible by trusted people. The students further expressed a need to know who is going to 

look at this data and for what reasons. When asked who the students saw as the main actor 

responsible for managing and controlling this, one student put it in the following way: 

“If students have to share their information and it’s a demand from the school 

then I think it’s the school’s responsibility.” – P5 

A school surveillance system would need to be regulated and controlled by a responsible 

actor. Implementations would most likely be mandatory. It was a shared feeling amongst 

most students that the school should protect them and their data. The negative 

consequences of data leaks and security issues were important to prevent, and the students 

expressed a lot of worry in relation to their data somehow being accessed by external parties. 

The following quotes show students reflecting on data breaches and unauthorized access. 

“Unsafe, because often people trust those who have the information (…) and to 

have that leaked, that’s not something you want.” – P6 

“I would kind of feel like my privacy is being breached in a way (…) But I’m 

not such a high valued person that someone would want to take my data and 

do something with it, there is not really much they could do with it.” – P4 

This second quote shows something very noteworthy, namely how students had the  

perception that much of their data was indeed not very valuable. However, as discussions 

progressed it eventually became clear that they did value their data quite highly. This shows 

potential evidence of desensitization or lacking education on the surveillance topic. 

 “I think privacy is valued quite high[ly] among people” – P6 
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Another challenge thus formed concerning educating students about their privacy rights 

and letting them reflect upon the value of data. This discussion seemed quite new to the 

students, despite them having plenty of experience with various applications. It quickly 

became clear that for students to accept surveillance it would have to be communicated and 

presented in a way that allowed them to openly reflect and build more informed opinions.  

Findings also pointed toward the importance of matching technology and context. 

Seamlessly functioning surveillance would be necessary, as otherwise it could negatively 

impact how the students could go about their days or introduce uncomfortable aspects in 

their lives. The technology would need to fit into the school context by being neither 

distracting nor disruptive of social and cultural practices already present. If “most other” 

students accepted the system then others were likely to fall in line, suggesting a challenge in 

appealing to the majority without creating situations involving peer-pressure. In the school 

context, well-matched surveillance technology was thought to be solutions that provided 

useful and accurate information while not being too invasive or excessive. However, a good 

system would also need to communicate this clearly to each student, as one student notes: 

“If I know which data they have on me then I can feel a little more safe about 

what’s out there. If I don’t know what they have then I’d be worried.” – P5 

Furthermore, an interesting find was made regarding willingness to share data. When 

students felt good about grades, behavior or health, they saw no issues with sharing. When 

they felt less good about something, they expressed hesitation regarding sharing. When 

asked to elaborate, it came forth that a challenge connected to surveillance solutions would 

be to encourage honestly sharing data instead of just what portrays them in a positive light. 

4.1.4 Strategies for dealing with surveillance impact 

An important consideration when designing surveillance was according to the students that 

surveillance changes how people behave, which in turn changes how surrounding activities 

function. The idea of being monitored causes people to act differently, and most students 

would try to portray themselves in the best way possible by hiding flaws and exaggerating 

strengths. There would also be an element of limitation where students would consider their 

actions more carefully, as seen in the following quote: 

“Yeah, I don’t think [students] would do everything they could do usually. They 

would think a little bit more before trying to do some things, I think.” - P5 

The degree by which surveillance changes behavior was thought to be greatest near 

implementation which would then diminish over time. However, none of the students 

thought that an environment introducing surveillance technology could ever be completely 

the same as before. Instead, it would always have some kind of lasting impact. 

Students also expressed that surveillance is very sensitive and open to abuse. In most 

cases those being monitored are below those in control of the system hierarchically, and 

students wanted to change this power structure. Some strategies for reaching a better 

balance between benefits and costs came to light during the interviews. The most prominent 

were anonymization of student data enabling benefits without singling out individuals, 

collaborating between different actors to develop clear protocols for how to move forward 

and educating students further upon the topic. The goal of equal and balanced benefit also 

seems to depend on giving at least some control to students.  
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Overall, surveillance evoked a strong interest amongst students who also believed the 

subject matter would be met by strong reactions from their peers. While they were excited 

about the technology, they also showed that their minds could change rather easily if the new 

solutions failed to meet their demands. Questions about ethical issues showed additional 

insights that were noteworthy. Most students leaned toward prioritizing safety over privacy 

and expected that surveillance would continue becoming more common and normalized. 

They also spoke of counter-surveillance strategies as a result of badly designed or 

unacceptable surveillance technology, and the fact that preventative measures need to be 

taken to reduce the risk of accidents such as data leaks as it is hard to remedy damage done. 

4.1.5 Summary of phase one key findings  

Phase one findings as presented exist mainly within five overarching themes: trends, 

opportunities, challenges, design and ethical. For trends students felt positive about 

surveillance initially but more hesitant over time. They desired new solutions but also saw 

multiple issues in need of addressing. For opportunities students saw many potential 

applications of surveillance as valuable and interesting. They shared ideas for trust, control 

and information. For challenges, proper privacy and security was critical. Matching 

technology to the school context was important, alongside ensuring accuracy and relevance. 

Other central ideas were expecting strong reactions and students behaving very differently. 

In terms of design, a surveillance application should offer ease of use and features with clear 

purpose. The design should be clear and provide ample information. Finally, ethical finds 

showed that surveillance does change behaviour which often causes discomfort. Students 

usually dislike sharing data openly and breaches of protocol are very detrimental. Planning 

early and thoroughly was seen as vital to ensure a positive outcome. 

4.2 Phase two 

The second phase dives deeper into the topic in order to uncover new findings and confirm 

or deny previous ones from phase one. In total, these results encompass five sessions of 30-

40 minutes each, thematically analysed in the form of approximately 60 pages of transcribed 

text. Firstly, noting that the prototype itself proved easy and straightforward to use. This 

ensured that the design itself was clear and appropriate for testing. In a student’s words: 

“I thought it was easy to navigate, even though it was my first time I could 

understand where to press.” – P8 

4.2.1 Findings further confirmed through phase two 

As in the previous phase students were initially mostly positive toward surveillance but 

began voicing more worries and concerns as the subject became further explored. In general, 

students responded positively to the mobile surveillance ideas presented and saw plenty of 

value in them. The result shows that there are many opportunities to gain value even if there 

are underlying problems in need of resolving. Another reappearing finding was how 

surveillance is closely related to safety. Safety was the biggest motivator behind 

implementing surveillance according to the students. They emphasized how introducing 

surveillance would create safer school environments by deterring inappropriate behavior.  
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“If people know that they are under surveillance, then they would guaranteed 

know that if they do something, they would get into trouble for it. And then they 

wouldn’t do that.” -P8 

The students also noted when considering which actors should be given access to their data, 

that this is an important aspect that depends on both type of data and the current situation. 

Additionally, the result could further confirm that surveillance is a topic met by strong and 

varied reactions. When surveillance is found unacceptable, students thought that it would  

lead to disruptive counter-surveillance strategies. One student puts it this way: 

“I think a lot of students would stop coming to school if they dislike [surveillance 

implementation] that much.” – P9 

The result also showed that acceptable surveillance for students usually involves some 

control of data. When testing this interaction in the prototype students put a lot of emphasis 

on being able to choose what to share. In cases where they would not have this control, it 

became important to know or control who was given access to what data. This confirms that 

giving students either more control or information is important to reduce suspicion and 

worry. A student speaks about how unclear handling of permission could be concerning: 

“Just by agreeing to data they could have access to search history, pictures, and 

you don’t know what they can see and not. Wanting to know my location, that’s 

fine, but I don’t want anyone to have access to more personal stuff.” – P10 

Further, students who were not completely comfortable using the prototype at the beginning 

changed their minds as they discovered control of data sharing and saw clear benefits. This 

shows that when privacy cost is less than the values gained, it motivates acceptance.  

4.2.2 New insights and expanded perspectives 

Surveillance causes both comfort and discomfort. This depends mainly on three factors: 

context, realization of surveillance and how it functions in practice. For example, if there was 

an automatic data gathering instead of manual user input, this could cause discomfort as 

mentioned by the student: 

“If it was automatically then it would be like you are being watched all the time, 

and that every move you make would be recorded. And that type of tracking… 

I’m not really as comfortable with”. – P12 

In contrast, if there were students who felt scared or uncomfortable, surveillance could be 

comfortable for them and generate a feeling of safety. A student emphasized this by saying: 

“If people were scared or uncomfortable in schools before surveillance, they 

would feel safer because they don’t think as many things could happen”. P10 

Transparency gives credibility to a surveillance system. The prototype showed brief 

descriptions motivating data sharing for each feature. The students liked seeing this 

information. This is a students response to being asked if such information is necessary: 

“Yes. Otherwise it's kind of an invasion of privacy.” – P11 

Anonymously sharing information was found useful, especially for sensitive data. For 

example, anonymously sharing data with other students was found much more acceptable. 

A mobile application would match the culture and context and therefore was seen by 

students as easy to implement as long as it did not overstep privacy boundaries. Two 

students point this out when answering whether the surveillance app would fit the context: 
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“If all the students have access to a smartphone, then it’s ok to implement.” – P9 

“I think it would fit in quite good. I think at work maybe a lot of people wouldn’t 

like it, but in schools yeah, I think it’s fine.” – P10 

In addition, several more unique opportunities were identified in this phase as the use of a 

prototype enabled practically testing ideas that were previously too abstract for students to 

reason about. Surveillance applications analysing student data and offering it back to them 

in the form of statistics and advice was appreciated. Most students would trust this 

information from an application but preferred a combination of teacher and system advice. 

Some interesting solutions were also uncovered related to the challenge of educating 

students further on surveillance and a mobile application could be an effective tool for 

learning. Other suggested formats were to conduct workshops or bring it up in lessons. 

Finally, the idea of self-monitoring from phase one was tested with the prototype. The result 

showed that students appreciated the idea and most were excited similarly to this student: 

“Yeah I actually love that idea.”– P12 

4.2.3 Summary of phase two key findings 
In most cases students’ opinions and answers were not significantly different from phase 

one. However, using the prototype and scenarios enabled further solidifying recurring 

themes and confirming the findings of the previous phase. As shown in this section, some 

new findings were also found in the themes: benefits, concerns, adaptation, and acceptance. 

For benefits, phase two showed that offering value to students with surveillance mainly 

means giving study-related aid and improving the school. As long as underlying motivations 

are clear, offering information through data is one of the strongest perks of surveillance. In 

terms of concerns, discomfort regarding surveillance was again present. Investigating data 

sharing worries showed that feeling confused and uninformed are big concerns for students, 

resulting in hesitation and doubt. Adaptation discoveries showed that a mobile surveillance 

application would fit well contextually. The ease of access and dynamic approach enabled by 

mobile applications felt familiar and exciting to students. Finally, some criteria for 

acceptance were identified making it possible to draw conclusions despite the divided 

opinions on the topic. These were mainly about designing systems where benefits outweigh 

cost, ensuring safety, educating and informing as well as motivating new solutions clearly. 

Understanding the findings from a student perspective is reflected upon in the following 

discussion section.  

5. Discussion 

This section examines the results of the study in relation to research. The focus is identifying 

contributions to HCI research on the chosen topic and answering the research questions. 

5.1 Identifying and understanding the current situation 

The result of this study reveals many similarities to previous research, but also highlights 

several unique ideas that are important pieces of understanding the big picture. 

This study found that students’ current understanding of surveillance, privacy and 

related concepts is quite basic even though it is clear that they are concerned by current 



 

25 

 

developments. Despite research such as Hope (2015) and Taylor (2010) highlighting an 

urgency to examine what students think about current developments, the students who 

participated in this study showed to have little or no experience discussing surveillance. 

However, they were aware that surveillance and data-collection technologies are becoming 

more advanced and commonly implemented, expecting further developments in this 

direction. This goes in line with the findings by Hope (2015) and Cao et al. (2018), although 

the students’ understanding is mostly connected to ideas rather than bound to specific types 

of implementations. Here some similarities can be seen to Weiss (2007) implications that 

students are able to critically consider surveillance concepts and argue for their standpoints. 

However, the rapid advancements of technology have complicated the situation. This study 

provides further insight by identifying a gap between students’ current knowledge and 

necessary knowledge to voice an informed opinion. This issue is likely rooted in both 

ineffective information sharing and the complexity of surveillance. The results further 

confirm that surveillance is a difficult topic to evaluate as noted by (Cayford & Pieters, 

2018). Therefore, seeking new ways to do this became a key focus. Focusing on visible and 

practical benefits to begin with could enable other more abstract and large-scale evaluations 

and implementations over time as students become familiarized with the concepts. 

In addition to being complicated, the topic also induced strong emotional reactions and 

split opinions. This is in line with research by Nemorin (2017) and Taylor (2010) suggesting 

that people react differently and often quite strongly when faced with surveillance matters. A 

surprising discovery within these reactions were the extent to which students dismissed the 

value of their data initially, suggesting evidence of desensitization. Desensitization to data-

collection and information gathering has been mentioned in previous research such as by 

Foth et al. (2014) and van der Sar et al. (2010), but the results showed that it may have been 

underestimated. Throughout the students’ time of participation in the study, they evidently 

became more aware of the meaning behind privacy and responded to potential 

infringements upon it more seriously. In this instance some difficulty was present during 

analysis, as the reason for this response was not immediately obvious. While it is possible 

that the way in which the study was presented partially led to this reaction, it became clear 

through further testing utilizing a variety of methods that more exposure to the subject 

resulted in more critical thinking. This can be understood as an urgent need for examining 

this interaction further and seeking an understanding based not upon initial student 

responses, but rather long-term reactions. Previous research such as Hope (2016) and 

Conole and Dyke (2004) suggests that the need for these guidelines is urgent and given that 

the result of this study indicates that students are at risk for accepting surveillance before 

properly understanding the concepts around it, this study agrees with this assessment. 

Furthermore, despite many differences in opinion, the analysis identified clear patterns 

upon which most or all students agreed. This enabled drawing significant conclusions in 

regard to overall ideas, even though it should be noted that reactions to certain details were 

quite varied. In addition to this it is also worth noting that the students were excited and 

curious about surveillance technology matters, leading to very active participation. 

Evidence of this has also been noted in previous research such as van der Sar et al. (2010) 

and Foth et al. (2014). However, this study was able to take further advantage of this 
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knowledge by making the students’ participation extra interesting and rewarding. It was 

noted that the students felt respected and listened to, which seemingly boosted the quality of 

their participation, implying that more care should be put in further research to emulate this 

situation and draw upon this advantage. 

This study set out with the goal of understanding students as users of surveillance 

technology. Previous research by Nguyen et al. (2011) has suggested that understanding 

what constitutes value to users is a critical part of designing acceptable systems. Always 

seeking out this value is central within the field of HCI as described by (Benyon, 2014). 

Adhering to this sound perspective necessitates not simply outlining potential benefits, but 

also understanding the challenges and limitations connected to the design of this particular 

technology. This study shows that surveillance can cause both comfort and discomfort 

depending on its use. It was also clear that this type of technology has a direct effect upon 

the context in which it is introduced, as the students expressed that general behaviour 

changes were expected as a result of surveillance implementations. While some felt it would 

result in a reduction of personal freedom and others a comforting safety-net, it is obvious 

that the technology can have both positive and negative effects depending on how it is 

designed and used. This goes in line with Calvo et al. (2018) and further expands upon 

previous research by showing new ideas from student perspectives. Several promising ideas 

were found that have seen little consideration up until this point, suggesting a lack of 

communication and collaboration. Previous research agrees that students’ best interests 

should be closely considered. Several articles such as Boninger and Molnar (2016) and 

Taylor (2010) speak of the potential risks of not addressing students’ concerns. Yet, there is a 

noticeable lack of suggestions on how to collaborate and resolve these issues. This study 

found evidence that counter-surveillance strategies ranging from sabotage to avoidance 

would likely occur if surveillance not found helpful by students came to be implemented. 

This conforms with previous findings by Weiss (2007) and Selwyn and Bulfin (2016) 

highlighting counter-surveillance as a serious problem that stands in the way of successful 

implementations. For this reason this study focused a lot on listening to how students feel 

about surveillance technology and their ability to impact developments. It was found that 

while the subject matter presents considerable challenges, it also presents plenty of unique 

and exciting opportunities. A mutually beneficial future for all parties is possible as long as 

everyone is prepared to listen and seek out meaningful ways to collaborate together.  

5.2 Outlining current and upcoming challenges 

Identifying the challenges behind creating surveillance design and implementations that 

students accept is the starting point to correctly navigating future developments. The result 

of the study showed that students have a number of criteria upon which they determine 

whether or not a surveillance solution is acceptable. Indeed, the result suggests that 

considering these criteria thoroughly will greatly help with successfully designing and 

introducing new surveillance technology. The first criterion is ensuring safety and security. 

This finding conforms to research by Stoycheff (2016) and Lawpoolsri et al. (2014) 

suggesting that safe and secure handling of students and their data is of vital import. 

Ensuring that surveillance systems prioritize safety seems rather obvious, but the study was 
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able to dig a bit deeper and found that what truly matters to students is not being singled 

and individually threatened by either abusive practices or technological errors. The result 

further shows that students place great trust in their school to keep them safe and that they 

rely upon both the opinions of others and the perceived quality of a system before deciding 

whether to trust it. Previously, research by Nemorin (2017) has pointed out that it is often 

the enforcing and controlling aspects of surveillance that cause the most negative feelings. 

This was also the case in this study, although students seemed more willing to give up 

control in matters of security and emergency. This implies a connection to research by Foth 

et al. (2014) where it is presented that people are often willing to sacrifice privacy and accept 

surveillance in order to be more secure. While safety is a very strong argument, it needs to be 

clearly motivated. This leads to the second criterion, ensuring that the benefits of 

surveillance outweigh the privacy cost. Students expressed that the purpose of surveillance 

should be made clear and detailed, so that they can judge whether it is acceptable. However, 

this is complicated by the result showing that digital and physical privacy differ. The 

students expressed confusion regarding how digital technology would affect their sense of 

physical privacy. Previous research by Palen & Dourish (2003) concludes that seeking a 

greater understanding of technology and attempting to stay ahead in terms of sophistication 

is important. At the same time Frauenberger et al. (2017) proposes the argument that deeply 

understanding the fundamentals of technology and how it changes the world is a necessary 

precedent of understanding purpose. This process should be characterized by transparency 

and inclusion, which the results of the study goes in conjunction with by providing insight 

into something that needs further exploration. The current understanding of how 

surveillance changes privacy matters in society is lacking to appropriately resolve this 

challenge. However, some indication toward the importance of this problem is found in the 

article by Sayaf et al. (2015) discussing how privacy has recently undergone a transformation 

from deliberate isolation to trusting systems with data. In order to prevent the negative 

events that could come as a consequence of ignorance as noted by Taylor (2010) and Teixeira 

et al. (2010), research must seek further understanding of these aspects. 

Further, two more criteria could be identified, seemingly closely related. The first of these 

suggests that any new surveillance to be implemented in a school should fit into the context 

in which it is placed. The other is a matter of avoiding causing unnecessary discomfort, 

which is seemingly often present within many current surveillance technologies. In the case 

of designing appropriate surveillance for the school context, previous research by Steeves et 

al. (2018) has pointed out that surveillance often disrupts activities which causes negative 

feelings. The results show that students worry about new technology becoming disruptive to 

everyday practices, especially in terms of affecting their ability to learn and act freely in the 

school environment. Students pointed out how they did not want technology to replace too 

much of the familiar routines, systems, or people. A challenge arose from this around 

ensuring that new surveillance becomes a complement rather than a replacement. In line 

with this, research by Lawpoolsri et al. (2014) highlighted the importance of technology 

saving time so that students and teachers may spend it on meaningful activities. Students 

view their teachers’ time as highly valuable which implies that systems should be non-

disruptive and efficient in order to be seen as positive. Previous research by Selwyn and 
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Bulfin (2016) highlights the school as an environment with rigid rules and strict regulations. 

This study also noticed that there are certain unique difficulties associated to designing 

technology for schools. This is an area current research does not fully cover, and the findings 

of the study suggest further investigations of discomforts introduced by surveillance. 

Speaking of discomfort, the student’s answers differed a lot and it was difficult to gain a deep 

understanding. However when looking closer it became clear that minimizing personal 

issues and embarrassment was a strong focus point. This has been brought up by Palen & 

Dourish (2003) as a common focus for individuals in surveillance situations. The study was 

able to expand upon this idea and found that students act differently based on 

embarrassment and pride regarding information they share. This needs to be considered in 

future designs by encouraging students to share data more honestly and transparently. 

In order to face present challenges responsibly while adhering to the criteria identified 

from students, the study showed two things must be done as soon as possible. Namely, 

helping them reach more informed opinions, and finding ways to give students more 

control of the current situation and their data. Giving students more control is a big 

challenge as it requires giving students more responsibility which is not always going to work 

in reality. However, the results reveal that it may be possible through novel use of 

surveillance technology and HCI theory. These challenges all target the same goal, namely 

better understanding how to increase the benefits for students while reducing downsides. 

This relates to research by Slade and Prinsloo (2014) arguing that protecting students while 

seeking information and enabling dialogue between the actors can help distribute benefits 

more equally. The result stands in agreement to this, and abuse of power presented itself as a 

consequence of failed negotiations or inability to create proper guidelines. 

5.3 Assessing possible opportunities 

Successfully leveraging surveillance for its many benefits could prove to be immensely 

valuable. As in the previous part, promoting security and safety is a central focus. The study 

found that using surveillance could potentially be very effective in this regard. Previous 

research by Suryavanshi et al. (2016) as well as Teixeira et al. (2010) points out that 

enhancing the security of schools and their students is one of the primary motivators behind 

surveillance implementations. Students believed that more surveillance would result in 

increased safety. An important aspect in regard to safety is anonymity. The ability to render 

individuals anonymous while still enabling data gathering saw positive response among 

students. This is something that Foth et al. (2014) has argued in favour for in previous 

research. However, the result also shows that anonymity does not solve all concerns. Some 

solutions were unwanted or unacceptable even when anonymity was accounted for, implying 

that it should not be seen as the ultimate solution but rather a potential way to deal with 

some problems. New surveillance technology could also offer safety by predicting unwanted 

events before they occur and thus enabling them to be prevented. This was explored 

previously by Lawpoolsri et al. (2014) and made sense in relation to the result of the study. 

Although, in this study students placed bigger emphasis on the feeling of safety over physical 

safety. This feeling of safety was linked to a person’s hierarchical position within a context. 

Previous studies looking at how surveillance affects power dynamics in schools were limited, 
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but Nemorin (2017) shared some insight that power structures could be evened out by using 

mobile surveillance to grant increased control to students. This discovery warranted further 

exploration which led to the discovery of the following unique opportunities: 

Giving students more control was shown to be a way to resolve many of their concerns. 

Students expressed that if they were in control of their data or a significant part of it, they 

would be more willing to share and participate. As this study tested ideas for a mobile 

surveillance solution, it is also important to discuss how this choice affected the study. A 

mobile approach was chosen because of a combination of logical reasons and arguments 

brought forth by previous research. Mobile devices are effective ways to collect data and thus 

conducive of surveillance practices according to Nemorin (2017). Utilizing mobile devices for 

tracking locations and gathering data is also easy and efficient as noted by Teixeira et al. 

(2010). Throughout the study it proved true that the familiarity of the medium helped 

students identify and interact with presented concepts. It was also thought of as easy to 

combine with other surveillance solutions. Dynamic design was important due to how 

quickly things change with new technology. Ultimately this came together to form the idea of 

self-monitoring with mobile surveillance. This is essentially about flipping the concept of 

surveillance and giving students a choice of what and when to share data in a secure and 

well-designed application. This is in agreement with previous research by van der Sar et al. 

(2010) pointing out how students desire choice and control. The idea was tested through the 

prototype and was positively received by students. Self-monitoring may be the most realistic 

way to give students control of a powerful surveillance system, letting them make their own 

choices and learn how the data can benefit them and lead to improvements. While research 

by Willis et al. (2014) showed that self-monitoring can be beneficial both for studies and 

socially, this study went one step further and determined that it can be an effective way for 

students to learn about surveillance, privacy, data collection and related subjects. This 

solution also allows collecting anonymized data for general improvements. 

Potential uses of data are many. Those which students found most valuable and 

interesting are related to predictive data analysed and returned to students in the form of 

information and statistics helping them in various ways. The greatest desires of students in 

this regard were studying assistance, motivation, planning and entertainment. The ability 

to return gathered data to students in the form of helpful information is in line with previous 

research by Hope (2015) and Lawpoolsri et al. (2014). However, due to the focus on student 

perspectives, the study was able to go deeper into this opportunity than previous research. In 

this regard Nemorin (2017) had previously managed to identify that new functionalities of 

modern surveillance systems can track reactions to learning methods and enhance pedagogic 

efficiency. As previous research seems less targeted on students’ perspectives, this study’s 

result presents more detailed findings. Students found practical and direct benefits the most 

promising and showed that they would both trust and value advice given by systems. 

The study also uncovered novel ways to take the current understanding of related 

phenomena to the next level. One of these is investigating uncomfortable interactions which 

was also previously mentioned as a challenge. However, this study argues that doing this 

with careful consideration and early in the design process can be a very promising 

opportunity. The study found inspiration in work by Benford et al. (2012) that showed how 
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deliberate uncomfortable interactions can help generate ideas and solve problems. The study 

was able to use some light uncomfortable interactions within questions and scenarios during 

testing. The students responded favourably and noted that making their voices heard even 

on difficult topics could be very rewarding. This implies that new ideas and answers can be 

reached by utilizing this technique. Furthermore, when it comes to understanding students it 

is important to mention that all students are unique. Not only did this come forth from 

analysis but it was also directly mentioned. This results in a great opportunity for doing 

something novel with future surveillance. New technology is often dynamic which enables 

catering to the unique needs of each student. Personal customization is often offered by 

technology and the study showed that this can boost students’ motivation to accept and 

interact with surveillance. Acknowledging student differences in wants and needs is, thus, 

deemed the correct direction in which to aim future design. Identified examples range from 

toggling permissions and changing colors to choosing how to view information. 

Finally, several questions related to ethical issues were touched upon and the result 

presents several ideas for how to proceed closer toward necessary answers. Research implies 

that there is an urgent need for policies to ensure ethical research and design of 

surveillance, as noted by Slade & Prinsloo (2014). These kinds of policies were requested by 

the students, especially when it came to difficult issues with serious risks involved. The result 

indicates that surveillance is often perceived as bad even if the intent behind it is good due to 

misunderstandings, which is a scenario that might realistically happen quite often before 

communication about the technology is improved. Protocols for how to act when either the 

unpredictable human factor or technological errors causes unplanned exceptions are 

therefore critical. Surveillance is an area of research which will most likely always be under 

significant scrutiny. Of course, this is necessary, but it also places a heavy responsibility on 

preparing and proceeding accordingly. Previous research by Ahmed et al. (2017) has 

explained that as surveillance is used more often the debate has been raised throughout the 

world. Fear of exploitation and privacy invasion is still very common, which makes building 

trust critical and motivates trying new ideas. A unique opportunity that presents itself as a 

result of this study is the ability to facilitate for a better future alongside students. 

Collaboration and joint projects between students, researchers, designers and other actors 

are interesting and exciting opportunities to students. This is in line with research by Selwyn 

and Bulfin (2016) presenting collaborating with students as a key opportunity, and 

something that has been underutilized. This study was able to leverage previous research 

and continue where it left off by exploring students’ perspectives in multiple different ways. 

 

5.4 Answering the research questions 

The richness and quality of collected data made it possible to answer the study’s research 

questions. The research gap introduced within the study was partially filled. The outcome is 

information intended to assist in reaching a more ubiquitously beneficial balance with future 

surveillance. The answers are split into two parts answering the research questions through 

a list and a set of guidelines. Ultimately, the result shows that it is not possible to separate 

surveillance from privacy. However, the distribution between privacy cost and surveillance 

benefit for students is currently very uneven. By making changes in how surveillance is 
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researched and designed, benefits can be divided more evenly. The study reveals important 

considerations for ensuring that new surveillance solutions remain beneficial and justifiable. 

5.4.1 Answering the first research question 

Question: In which ways can mobile surveillance applications offer value from a high 

school student perspective? Answer: The main ways that mobile surveillance applications 

can offer value from high school students’ perspectives are: 

• By helping students regain more control of their own privacy. 

• By boosting study performance and motivation through data and interactive features. 

• By improving schools and classes based on gathered data and automation. 

• By increasing both the practical and perceived safety and security of students. 

• By actively educating students about topics of privacy and data collection. 

• By presenting new ideas in a familiar, recognizable and easily accessible medium. 

• By leveraging customizable and dynamic solutions catering to student preferences. 

5.4.2 Answering the second research question 

Question: How can an understanding of the high school student perspective inform the 

design of mobile surveillance applications intended for use in schools? Answer: An 

understanding of the high school student perspective can inform more responsible design of 

mobile surveillance applications for schools resulting in better solutions more likely to see 

successful implementation. It is suggested that researchers and designers follow these 

guidelines, or at least consider them thoroughly when striving for such developments: 

• Involve students as you would any other users in each step of the process, educating and 

informing them upon relevant topics. Create an informed dialogue to enable drawing upon 

their insights and understanding the effects of the technology. 

• Consider ways to give students more control and responsibility regarding their data, show 

them that individual benefits can be gained safely while still providing valuable big data. 

• Be clear and transparent when communicating purpose and reasoning. Avoid overwhelming 

students by offering key information and the possibility to learn more. 

• Resist the temptation to do things simply because technology allows it, evaluate what would 

be beneficial for students and proceed cautiously to avoid backlash. 

• Do not be afraid to introduce uncomfortable aspects or discuss complicated ideas, students 

will be eager to share their insights and feel respected for having been asked.  

• Leverage knowledge found within HCI regarding effective user-centered design, idea 

generation and novel exploration. Not all questions posed by surveillance will have answers, 

some do not even have basic guidelines, so creative thinking is important. 

• Remember your responsibility to protect sensitive users and know that students are easily 

impressionable and vulnerable. Consider this responsibility not as a burden but an 

opportunity, and critically evaluate actors that use questionable or unethical surveillance. 

• Aim toward creating specific guidelines and protocols to help with surveillance related 

research and design in the coming future. Focus on establishing a framework grounded 

within previous research and empirical findings. Prepare to handle unexpected events and 

seek to increase the chances of being able to steer technological developments favourably. 
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6. Reflections and conclusion 

6.1 Reflecting upon strengths and limitations of the study 

This section lifts strengths and limitations of the study and reflects upon their impact upon 

the end result. It finishes with recommendations for future research and a brief conclusion. 

6.1.1 Strengths 

The study combined theoretical exploration and questions with interactable prototypes, 

which enabled students to think about presented ideas in a uniquely detailed and realistic 

fashion. Further, the prototype used for data gathering was found to be well-designed and 

appreciated. As such it was able to test ideas and concepts effectively. The concept of 

affordances as elaborated upon by Conole and Dyke (2004) proved to be an effective way to 

communicate information through design choices and gave the study a strong advantage. 

Using AT-tools helped examine multiple aspects that would otherwise have been missed. 

It grounded the results further in HCI research by supporting structured exploration of new 

ideas in an otherwise mostly unexplored area of research. 

Reliability was actively considered throughout the study. While reliability is challenging to 

define for novel qualitative research, the essence of it lies within consistency and the 

possibility of producing a similar result in terms of phenomena as noted by Leung (2015). 

While richness and focus of data may vary due to logistics, replicating the study in terms of 

core findings is quite straightforward as all methods are transparently explained. 

The data from all different sources used throughout the two phases, interviews, card 

sorting, prototype and scenarios point toward the same conclusions. This strengthens the 

validity of the study by means of triangulation. Triangulation was strategically used as 

described by Carter, Bryant-Lukosius, Dicenso, Blythe and Neville (2014) to check if the 

information from multiple methods and data sources results in the same findings at their 

convergence. When looking at the result from each phase in isolation, the main conclusions 

remain the same which strengthens the validity of the study. By extension, both phases 

strengthened each other by exploring different interpretations of the same concepts. It also 

enabled investigating complex concepts of surveillance and privacy which participants were 

uninformed about initially. Phase one was wide-reaching and caught many interesting ideas, 

while phase two enabled both expanding upon and diving deeper into ideas as well as 

exploring active interaction. This worked in favour of the study by exhausting the topic 

further and enriching the data by ensuring that participants were well informed. 

6.1.2 Limitations 

Some bias likely exists because the qualitative methods used are open to subjective 

interpretation. The study also encountered difficulty due to the novelty of some concepts. 

The students could sometimes not immediately understand certain features. New, more 

advanced prototypes could possibly be better suited for exploring more futuristic ideas. In 

any case, the prototype was still useful and added to understanding of the big picture. 

Similarly to research by Emami-Naeini et al. (2019) and Yao et al. (2019) students 

encountered difficulties when thinking about surveillance and privacy. This necessitated a 
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creative two-phase approach as described in the method section. While this could potentially 

have limited the study’s results it was still deemed the best option. Possible impact of this 

approach was counteracted by utilizing several different methods for collecting data, 

resulting in a large and rich dataset from which analysis could help ensure that ideas outside 

of the initial phase one findings were also considered. Additionally, due to aforementioned 

problems it is not likely that one phase of data collection and analysis would have been 

sufficient to reliably confirm findings or thoroughly understand the student perspective. 

Focusing on fewer concepts could also have provided more detailed results at the cost of 

reduced scope. However large scope was considered important for the purpose of this study. 

Lastly, while the study managed to uncover several interesting findings, it does not 

completely cover the topic due to the study only involving a certain group of students. As it is 

not possible to cover this vast topic in one study, more research on students of different ages, 

backgrounds and cultures is needed. The findings were however scalable and likely to be 

useful in similar contexts due to the study’s close connection to previous HCI research. 

6.2 Suggestions for future research 

This study was a first step in a novel direction requiring more research. In this early 

exploration, the results of the study highlighted some questions that need to be looked at 

more closely. Out of these, four main suggestions are hereby presented for future research. 

1. Look into long-term effects of surveillance implementations in order to find out how things 

within surveillance contexts change over time, including both attitudes and behaviour. 

2. Investigate differences in reactions to surveillance between different target groups, such as 

students from different age groups and with varying experience, cultures and backgrounds. 

This is important in order to find inclusive solutions. Especially younger students may 

require more clever designs and strategies for a thorough understanding of the concept. 

3. Seek a deeper understanding of digital privacy, how it is perceived and how it should 

reasonably be understood going forward as technology constantly shifts and changes. 

4. Explore uncomfortable interactions as a way to resolve issues early in design processes 

rather than allowing them to manifest later, in a potentially more problematic way. 

6.3 Conclusion 

It seems possible to design school surveillance that is both valuable to students and useful 

for society as a whole. It will, however, require an effort on the part of both researchers and 

designers of this technology to prepare strategies and uncover knowledge central to resolving 

many difficult challenges. If we are to create a better and more just society, managing the 

systems that monitor us and our actions is central. These types of technologies are not going 

away, instead they will most likely advance much faster than we think. Each context needs a 

unique strategy, and resolving each challenge needs a carefully crafted solution. We choose 

to believe that if we can set a good example by resolving the issues of privacy and 

surveillance within our schools, there is hope for a better society ahead of us. So our 

encouragement to you, the reader, becomes; go and seek for ways to improve these systems 

and educate people on the topic, so that the thinkers of tomorrow can grow and learn in a 

free world that hones creativity and freedom of expression over conformity and control. 
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Appendix A: Card sorting example 

 
Figure 1: Optimalsort example. 

  
Figure 2: Example results of a card sorting 
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Appendix B: Prototype screens 

  

Figure 3: lo-fi prototype idea (sketches) 

 

 
 

Figure 4: Welcome screen, the 

student asked to check in for 

the math class (which requires 

location sharing to be 

activated to verify their 

location) 
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Figure 5: Share location, the 

student is offered the choice of 

with whom to share data and 

why for each actor (clear info). 

Figure 6: The average grade 

for the math class, and where 

the student position is located. 

The student can ask for data-

based help/advice to improve 

their grades by clicking on 

improve my grades button.  
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Appendix C: Consent form 

             Tack för att du har valt att delta i vår forskningsstudie! 

 

Syften med den här studien är att undersöka gymnasieelevers perspektiv på 

övervakningsteknologi och ta reda på hur framtidens övervakning kan få en 

förbättrad design som resulterar  i mer värde för studenterna. 

 

På samma sätt som att det här är en möjlighet för oss att bedriva betydelsefull 

forskning, så är det ett tillfälle för dig att få dela med dig av dina tankar om ämnet 

och låta din röst bli hörd. 

 

Innan vi påbörjar intervjun så vill vi säkerställa att du är medveten om alla dina 

rättigheter som respondent. Vi följer de forskningsetiska riktlinjerna som har 

etablerats av Vetenskapsrådet (2019) gällande information, samtycke, 

konfidentialitet och nyttjande. 

 

I korthet så innebär detta att du som respondent: 

 

- Kommer att bli fullt informerad om vad ditt deltagande innebär och har 

möjligheten att när som helst ställa frågor om något är oklart. 

 

- Kan när som helst välja att inte svara på en fråga eller pausa/avbryta intervjun. 

 

- Förstår att informationen som samlas in endast kommer att undersökas av oss 

(Ahmed Eleyan & Anton Persson) och ej göras tillgänglig för obehöriga, samt att dina 

svar kommer att anonymiseras innan de eventuellt redovisas i studiens resultat. 

 

- Vet om att vi inte kommer att använda dina svar för något annat syfte än att besvara 

våra frågeställningar i denna forskningsstudie. 

 

- Genom att skriva under med ditt namn ger oss ditt informerade samtycke och 

godkänner att du har förstått dina rättigheter gällande ditt deltagande i denna studie. 

 

Plats:                              Datum:                       Signatur: 
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Appendix D: Interview guide for phase 1 

This interview guide is to be used as inspiration for questions and subjects to discuss 

during the semi structured interview. Questions are not always asked in the same order, 

as this depends on the flow of the conversation and the general situation. Follow up 

questions are to be commonly used and once the student has exhausted their thoughts 

about a topic, the interview can proceed to the next part. Finally, the student is given the 

opportunity to freely share any thoughts or ideas that may have come to them both 

throughout the study and is additionally reminded about this at the end of the interview. 

 

 Welcome student - Explain topic and purpose - Informed consent form 

Part 1. Overview and general discussion. 

Lately the use of surveillance in schools is becoming increasingly common. We are 

interested to hear what you think about some of the surveillance technologies that are 

currently used in schools around the world. 

Example 1: Facial recognition cameras monitoring students in class. 

Example 2: GPS-tracking device monitoring students locations.  

Example 3: Artificial intelligence monitoring data input in digital devices. 

(Purpose and background of the surveillance methods described throughout) 

Card sorting exercise. 

We are focusing on mobile application surveillance and are therefore interested in 

knowing what types of data you feel most to least comfortable with sharing. 

Ask the students to arrange the cards in order using Optimalworkshop.  

Cards: Location and time, Mood, Physical health, Mental health, Studying performance, 

Spending habits, Social media data. 

Please explain why you ordered them this way. Would some of these be more acceptable 

if only used in emergencies? 

 

Part 2. Potential benefits with surveillance. 

Surveillance can be used for a number of benefits, some passive and others active. We 

are interested in knowing what students see as most beneficial for future designs. 

What do you think about mobile applications using data gathered about you to help you 

in different ways? 

Do you think that you would be willing to actively input information about yourself in 

such an application? 

What information do you need from your school throughout the week? 

Which mobile applications do you use the most today? 

Have you thought about how new technology could impact your school? 

If more things in your school such as attendance could be automated with technology, do 

you view this as a good or bad thing? 

What do you think about students being able to view others data?  

What if this data was anonymized? 

 

Part 3. Challenges presented by surveillance 

Successfully designing surveillance may involve several challenges. We are interested to 

know what students find most problematic about such technology, as one of the biggest 
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challenges is concerning understanding students worries better. 

 

How would you feel if your school implemented surveillance that you found 

unacceptable?  

Would you do anything about it? 

How do you think other students would react? 

 

Do you think that surveillance in schools makes students behave differently from usual?  

 

Is it important to know the reason behind why data is being gathered?  

 

Have you ever uninstalled or decided not to use an application due to it requiring 

permissions you were not comfortable giving? 

Is it important to you that your school has new and modern technology? 

Would you trust a system to make the right decisions when analysing your data? 

What if a teacher looked at the data and made the decisions? 

 

Card sorting exercise. 

Imagine a system that monitors and collects these types of data, who would you give 

access to what type of data about yourself and other students? 

Ask the students to arrange the cards using Optimalworkshop. 

Card set 1: Authorities, myself, nobody, school employees, parents. 

Card set 2: Physical & Mental health, Mood & Motivation, Social media data, location 

and time, study performance, spending habits. 

 

Part 4: Interaction and design 

Understanding what constitutes good design is important as we aim to create a 

prototype meant to use various concepts.  

Do you prefer having a quick tutorial when you use a new app or learning yourself 

through testing? 

What do you think is a reasonable amount of time to get started with the basic features of 

an application? 

Do you see notifications on your phone as annoying or useful? 

How do you usually hold your mobile device when using it? (Picture examples). 

What colors do you prefer in mobile applications? 

What is your favourite navigational style? (Examples shown through link: 

https://medium.com/@soulless/top-8-mobile-navigation-menu-design-for-your-

inspiration-8a2d925bffc0). 

Do you prefer animations or static images and text when receiving information? 

(Example of animation through link: https://uxplanet.org/top-ui-ux-design-inspiration-

866eb064a11b) 

How would you feel about including other external tools (widgets) in a mobile 

surveillance application?  

Can you think of any extra features that you would want to have? 

What makes a mobile application fun and interesting? What keeps you interacting with 

an app? 

https://medium.com/@soulless/top-8-mobile-navigation-menu-design-for-your-inspiration-8a2d925bffc0
https://medium.com/@soulless/top-8-mobile-navigation-menu-design-for-your-inspiration-8a2d925bffc0
https://uxplanet.org/top-ui-ux-design-inspiration-866eb064a11b
https://uxplanet.org/top-ui-ux-design-inspiration-866eb064a11b
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Part 5: Ethical dilemmas. 

Surveillance involves many tricky ethical challenges. We would like your opinion on the 

follow challenges. Don’t worry, there are no right or wrong answers we are just curious 

to hear your opinion. (Extra care taken due to possibly uncomfortable questions). 

(Scenario presented where surveillance and safety are directly linked). Which one out of 

these scenarios would you prefer? 

A) No surveillance, very unsafe. 

B) A little surveillance, somewhat unsafe. 

C) Moderate surveillance, generally safe. 

D) A lot of surveillance, very safe. 

E) Surveillance everywhere, extremely safe. 

 

Do you think that there actually is a close connection between surveillance and safety or 

not? 

 

(Scenario presented where a system with lots of information gets hacked and data leaks). 

How would you feel in this scenario?  

What do you think could be done to fix the situation? 

Who in your opinion is to blame in this situation? 

 

Scenario presented where staff suggests that a student may be getting bullied, but do not 

have access to data due to no express permission from the student). 

Should the school in this case still be able to access the data and help the student? 

What do you think should determine an emergency? 

Is there a clear line between when it is more important to help rather than consider 

privacy and integrity? 

Given what we have talked about today, do you think that it is worth the risk to gather 

sensitive information if it can do good in the long run (examples). 

 

Do you have any additional thoughts or comments to share? 

Thank the student for participating. 

Appendix E: Interview guide for phase 2 

Phase 2 interview guide - Exploring student’s perspectives of surveillance in 

schools. Prototype testing with scenarios and interview questions. 

This interview guide is to be used as inspiration 

for questions and subjects to discuss during the prototype testing/scenario-based 

interview. Questions are not always asked in the same order, as this depends on 

the flow of the conversation and the general situation. Follow up questions are to 

be commonly used and once the student has exhausted their thoughts about a topic, 

the interview can proceed to the next part. Finally, the student is given 

the opportunity to freely share any thoughts or ideas that may have come 

to them both throughout the study and is additionally reminded about this at the end of 

the interview.  
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Brief introduction to topic and purpose - structure explanation - informed consent form. 

Part 1. 

Scenario: Check-in and updates feature. 

Scenario described (checking in to class in the morning, enabling permissions for 

sharing data and going through the interactive process). 

 

Questions: 

How did you feel about this process of recording attendance? 

Do you think that implementing this type of solution would be effective/appreciated by 

students?  

What about teachers? 

Do you think that giving students control is beneficial? 

Previously we noticed that most people feel that having a choice regarding which data 

they choose to share is important. Do you agree with this?  

Why do you think this is(nt) the case? 

In the app you may have noticed that you were provided (brief) information about why 

your data was required by different actors. Do you think that this is important?  

Would you be interested in more detailed information about what your data was used for?  

What about information regarding who had access to it? 

Do you think that defining who gets access to certain information in a system like this is 

important or not?  

How would you feel if your location was shared automatically when using the app and it 

didn’t ask for your permission? 

What makes you feel secure and trust mobile applications? 

What makes you trust an app with your data? 

 

Part 2. 

Scenario: Study-assistance system/teacher aid and data control. 

Scenario described (checking results in a subject, looking at statistics and insight behind 

the grade. Choosing to grant permissions of data to receive customized feedback, 

selecting between system or teacher advice depending on preference/looking at the 

alternative).  

 

Questions: 

Were you worried about sharing your grades within the app? 

How do you feel about managing grades and other study-related data within a mobile 

application? 

Would you find it useful to receive statistics and general insight/information behind other 

students’ grades in your class?  

What about students from other schools (same/similar subjects)? 

How do you feel about sharing your grades with your class?  

What about with other schools and students?  

Would anonymity be helpful in this regard? 

Would you trust a system’s advice regarding how to improve your performance and 

grades?  
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Would you prefer to ask for advice from a teacher or from a smart system? 

When would you prefer one over the other? 

If you were to ask a teacher for help, would you rather do it in person or through the app? 

What do you think about the idea of self-monitoring with mobile technology in general? 

Do you have any experience with this? 

 

Part 3. 

Scenario: Mood/motivation tracking feature, manual vs automatic input. 

Scenario described (Asked to express mood/feeling at the end of a day, variation of 

statistics shown, manual vs automatic input explored, further exploration of data 

permissions and opinions. 

 

Questions 

This scenario shows an example of how tracking data about you can potentially result in 

benefits (to both yourself and schools). Example offered. What do you think about this? 

In this kind of app, would you prefer manually inputting data or having it automatically 

collected? (examples given). 

Do you believe that there is a close relation between mood and studying performance? 

Mood is kind of like mental health. Would you be willing to share data about your mental 

or physical health in exchange for statistics and advice from the app? 

Examples given of predictive data/analysis and guidance.  

Do you think that this predictive use of data (as discussed) could contribute to a better 

school environment for students? 

How could it contribute? 

Would there be some downsides? 

 

Part 4.  

Questions related to the interaction with the application. 

Do you use a lot of mobile applications?  

Would you consider yourself an experienced mobile user? 

How was the interaction with the application?  

Did you like the design and look/feel of the app?  

Were the menus logical/easy to understand? (Icons, names) 

Which part of the application did you think seemed most useful?  

What feature would you use most often? 

Can you think of a feature that we didn’t showcase but you would like to have? 

Do you think that using a mobile application can be a good way to educate students about 

surveillance and privacy?  

Should it be done in some other way, and if so, how? 

 

Part 5. General questions and further discussion about surveillance and 

privacy. 

Will a school with more surveillance be safer than one with less or none?  

Let’s talk about comfort and discomfort.  

Surveillance makes some people uncomfortable, what do you think causes this? 
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In the same way, surveillance makes some people more comfortable. What do you think 

could be the reasons behind this? 

Do you think that people today are becoming desensitized to having their data collected? 

In your opinion, are the effects of surveillance temporary and something people get used 

to after a while or do they remain long after implementation/forever? 

Is surveillance/monitoring/data collection something that you have discussed in your 

school? Amongst friends? 

Do you feel like students need more information about surveillance and data collection? 

What do you think would be the best way to give students information and engage them 

with these topics? 

How much surveillance do you think will be in schools ten years from now?  

What does privacy mean to you/How would you describe it? Definition given after. 

Do you think that digital privacy is different to physical privacy?  

Does the application present fit into regular school routines/the school context?  

Would it change anything from how things are today? 

What would you do if your school implemented surveillance that was unacceptable to 

you? How do you think your classmates would react?  

Finally, do you have any thoughts or ideas regarding surveillance/data collection/design 

of mobile applications we haven’t talked about that you wish to share? 

 

Thank you for participating in the study 
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