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Abstract

The current technological environment is evolving increasingly fast, and the development
of new devices, technologies, and architectures has opened an emergent paradigm where
the digital and physical world work together, leading to a new digitalizacion era.

The research presented in this thesis targets issues related to digitalization and au-
tomation. It is framed by the Industry 4.0 paradigm, which promotes the rise of ef-
ficiency and sustainability on industrial production. The implementation and use of
systems based on a service-oriented architecture (SOA) in conjunction with the Internet
of Things (IoT) and cyberphysical systems (CPS) have been extended during the last
decades in numerous scenarios in industry and other domains. However, some of the
major barriers to this approach are the lack of interoperability and the amount of engi-
neering effort required for their integration. The quest for solutions that help to increase
interoperability is an important part of this research.

This thesis proposes a set of architectural design principles and tools in order to reduce
engineering effort by means of finding solutions that enable autonomous integration and
increase interoperability without human intervention. The research is focused on the IoT
field, taking into account resource-constrained devices, system of systems integration,
and data models.

A detailed investigation of various interoperability mismatch problems is presented
in this thesis. The proposed solution is an adapter system that can aid in the generation
of new service consumer interfaces at both compile-time and run-time. The proposed
approach requires a new point of view in the service description field that can provide a
holistic description of the information required for the generation of consumer interfaces.
In addition, aspects related to interoperability, such as the multiple IoT frameworks in the
current market, naming conventions, syntactic modeling and translation, and security,
are also partially analyzed.

On a separate track, service composition in resource-constrained devices is analyzed
in terms of latency, using the orchestration provided by the Arrowhead Framework.
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Chapter 1

Introduction

“The greatest challenge to any thinker is stating the
problem in a way that will allow a solution.”

Bertrand Russell

1.1 Introduction

The rapid development of new devices, technologies, and architectures has opened an
emergent era where the digital and physical worlds work together. The convergence of
SMAC technologies (Social, Mobile, Analytics and Cloud computing) has led to a new
digitalization paradigm, where digital technology is an essential part of innovation in
business and society. The term digitalization refers to the integration of digital technolo-
gies in broader individual, organizational and societal contexts in order to provide new
revenue and value producing opportunities [28] [33].

In terms of industry, the fourth industrial revolution started when devices in indus-
trial settings were connected to the Internet and communicated with other machines
or humans. This shift of paradigm is usually referred to as Industry 4.0. The first
achievements came with the introduction of the Internet of Things (IoT) and cyberphys-
ical systems (CPS) in industrial application scenarios. IoT is composed of a myriad of
devices and systems connected to each other. During the last decades, to address con-
nectivity requirements, multiple protocols and standards have been used. Consequently,
the heterogeneity in smart ecosystems has increased, leading to interoperability issues.

Considering Industry 4.0 as a vision for the future, the technological challenges that
are faced can be summarized in four broad groups: (1) the development of smart devices,
(2) the construction of the network environment, (3) big data processing and analysis
and (4) digital manufacturing [64]. The work in this thesis is framed in the context of
the second challenge, the construction of the network environment.

The network environment in Industry 4.0 is mainly referred to as the use and inte-
gration of CPS. Some of the challenges include collaboration between devices, modeling
and integration of the CPS, and security.

3



4 Introduction

The Reference Architectural Model for Industry (RAMI) 4.0 framework was intro-
duced to develop the concept of Industry 4.0 in a structured manner, showing a three-
dimensional map where all participants involved are present. In other words, RAMI 4.0
follows the SOA architectural style and breaks down complex processes into more easily
accommodated packages [55]. The model is shown in Fig.1.1.

Figure 1.1: RAMI 4.0

There is a gap for improvement in industry that can be addressed by collaboration
between application domains and horizontal integration. Thus, new possibilities are, but
also new challenges related to collaboration between systems.

In addition, a more complex technological requirement is cross-layer vertical integra-
tion since horizontal integration is already present in some scenarios. Figure 1.2 shows
the path for collaboration between devices, systems, services and resources from different
layers. The different layers include the plant floor, factory operation, corporate level and
stakeholders. The transition from traditional static manufacturing processes to more dy-
namic multipurpose industrial processes is a key step in the optimization and efficiency
improvement [30].

Several frameworks are present in the field, including AUTOSAR [5], a layered soft-
ware framework for intelligent mobility; BaSys [23], the result of a collaborative project
launched by the German Federal Ministry of Education and Research (BMBF) to ef-
ficiently address the variability of production processes; FIWARE [25], an open-source
platform that defines a universal set of standards for context management; OCF [42] and
IoTivity [36], sponsored by the OCF, whose aim is the integration of devices into net-
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Figure 1.2: A key research objective is the cross-layer vertical integration

works in order to address interoperability issues; and Lightweight M2M (LwM2M), a de-
vice management standard developed by OMA that targets machine-to-machine (M2M)
communications and sensor networks, among others. A framework of special interest
for this work is the Arrowhead Framework, which introduces the local cloud term as an
entity formed by systems that consume and provide services to support IoT automation
applications. Arrowhead presents a novel distributed approach that provides real-time,
run-time, security and interoperability features.

In addition, organizations such as IEEE, IETF, IPSO, and ZigBee Alliance are cur-
rently developing standards for communication in the field of Internet of Things. Many
protocols, such as 6LoWPAN over IEEE 802.15.4, Bluetooth Low Energy, PLC, and
RPL, are starting to become de facto standards for low-power and low-cost devices.

1.2 Motivation

The implementation and use of systems based on service-oriented architecture (SOA) in
conjunction with the Internet of Things (IoT) has been spread out during the last decades
in numerous scenarios. However, the required amount of automation engineering effort
is a severe barrier that this approach has to address.

The rigidity and inflexibility of the current industry approach, the architecture ISA-
95 [54], results in very high costs when an automation system is changed or when a
new system is introduced due to technological upgrades or production requirements.



6 Introduction

Automation engineering costs are a business bottleneck for an industry that is rapidly
changing [22].

A significant portion of engineering time is dedicated to the integration and intercon-
nection of the different components. The reduction in this time, therefore, becomes a key
task in order to increase productivity and efficiency. This task is even more important
when we discuss the integration of legacy systems and the collaboration between vertical
domains.

The interoperability between heterogeneous systems and different domains is one
of the main challenges of Industry 4.0. The quest of solutions that help to increase
interoperability is an important part of this research. However, interoperability has to be
addressed without neglecting other high-level technology requirements, such as security
and engineering simplicity.

Currently, interoperability is achieved as a result of engineering effort and time. When
a new component is introduced in an already-configured system or network, engineers are
in charge of implementing the new software to integrate the component. To communicate
with different domains that are not originally designed to collaborate with each other,
engineers are also in charge of developing the interfaces to make that communication
possible. Consequently, an incentive for this thesis is to look for interoperability solutions
maintaining high levels of engineering simplicity to reduce design and run-time changes
and, hence, reduce automation engineering costs.

In summary, the main motivation of this work is to reduce the required engineering
effort by means of finding a solution that enables autonomous integration and increasing
interoperability without human intervention.

1.3 Research Questions

Considering the problem formulation presented in the previous section, we formulated
the following research questions:

Q1 Are dynamic and evolutionary behaviors of IoT and SoS possible?
Due to the rapid technological development of IoT and SoS technologies, such sys-

tems have to be capable of evolving over time and supporting upgrading and dynamic
expansion. Consequently, it is necessary to research whether these desired behaviors are
supported or can be possible in future technological developments. The answer to this
question is related to the evaluation of high-level technological requirements, such as
real-time performance, security, interoperability, engineering simplicity, scalability, and
evolvability [22].

Q2 How can interoperability mismatches be identified in heterogeneous SOA-based en-
vironments?

To solve the interoperability problems encountered in heterogeneous environments,
the first step is to define the different mismatches that can occure and investigate the



1.4. Research Methodology 7

manner to identify them. Mismatches can be understood as incompatibilities between
systems with different characteristics, leading to the incapacity of communication and
consequently to interoperability failures.

Q3 Are today's service data models sufficient to support general service interoperability?
How should service data models be designed to fully describe service interfaces without

ambiguity?
Data models capable of describing the metadata of service interfaces without ambi-

guity are key elements in the solution to interoperability mismatches.
This question is investigated considering the current data models and their comparison

with the interoperability requirements. Achieving an unambiguous and evolutionary data
model is main focus of this research.

Q4 Can service consumer code be created and deployed autonomously to dynamically
address the interoperability issue at run-time?

Once we define the possible interoperability mismatches and the data models that
can be used to describe the service interfaces, the last step is the quest for a solution that
can be used dynamically to solve the interoperability issue. The approach considered is
the generation of consumer code based on metadata.

1.4 Research Methodology

The approach taken in this thesis is framed in terms of experimental methodology in
the category of experimental computer science and engineering (ECSE) research, which
can be broadly defined as “the building of, or the experimentation with or on, nontrivial
hardware or software systems” [58]. Based on a top-down strategy, the research process
has been divided into subproblems, which have been individually characterized and ad-
dressed to achieve an overall solution. Each subproblem has been researched in three
different steps: investigation, implementation and validation.

At the beginning of the thesis, research questions were established to motivate and
guide its development. The main methodology that was used to respond the formulated
questions was based on the building and development of hardware prototypes in addition
to architectures or software implementations.

Proposed methods and design approaches are tested by experiments in order to obtain
valid and high-quality results. Different phases have been established: Establish the goals
of the experiment, develop a list of questions of interest, formulate some quantifiable
variables that are measured in the experiments, and collect and validate results. “A key
factor in the data gathering process is validation of the data as they become available” [7].
The mathematical approach is used where feasible, not being the main development tool,
thus avoiding possible false results or oversimplifying assumptions.

All of the methodologies described have been applied in different study cases using the
case study methodology and guidelines, which have become dominant research methods
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within software engineering [51]. Case studies are particularly useful to “investigate a
contemporary phenomenon within its real-life context; when the boundaries between
phenomenon and context are not clearly evident” [63]. In this thesis, the cases have
been defined at different complexity levels, ranging from small examples for illustrative
purposes to full examples with all their associated challenges to ensure the validity of the
solution.

1.5 Thesis Scope

IoT is a broad area of research and a multidisciplinary field that encompasses hardware
design and energy harvesting to software engineering and platforms, networking and big
data. To produce usable results, experimentation and development of relevant testbeds
is required, as is understanding and obtaining insight into the state of the art in the field.
To perform a deep exploration in the field, the work in this thesis was performed in close
collaboration with other researchers and industrial partners with different competencies.

The research aims towards digitalization and automation. It is framed by the Indus-
try 4.0 paradigm, which promotes the rise of efficiency and sustainability of industrial
production. The challenges that face this new technological approach include cyberse-
curity, interoperability between heterogeneous systems, development of smart devices,
big data processing, and digital manufacturing, among others. The focus of this work is
limited to interoperability issues.

Interoperability and integration problems are addressed from multiple approaches.
The work in this thesis investigates methods of collaboration between heterogeneous
systems. The scope of this research is focused on the definition of the interoperability
issues in the frame of SOA, generation of dynamic automated solutions, tools and data
models to aid the collaboration between systems, and service orchestration in resource-
constrained devices.

In this context, the relevant areas that are not within the scope of this thesis are ma-
chine learning, big data analytics, communication protocol development, and hardware
technologies.

1.6 Structure of the Thesis

This compilation thesis is divided into two parts. Part 1 introduces the research area and
formulates the main research questions and methodology. Part II consists of 6 appended
papers that form the contribution of this thesis. All papers have been published, accepted
or submitted for publication in peer-reviewed scientific journals or conferences.

The first part covers seven chapters. Chapter 1 includes the introduction, motivation,
scope and research questions and methodology applied. Chapter 2 gives an overview
of the Internet of Things state of the art, including architectures, challenges, applica-
tions, and enabling technologies. Chapter 3 provides an introduction about the resource-
constrained devices and their characteristics, in addition to the features and applications
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of resource-constrained networks. Chapter 4 presents the system of systems (SoS) defi-
nition and characteristics. This chapter also provides a high-level outline of the design
principles and challenges associated with SoS integration. Chapter 5 introduces system-
of-systems engineering (SoSE) and provides a brief overview of the work realized in this
area, which is not present in any of the publications. Chapter 6 summarizes the research
contributions of this thesis regarding the appended papers. Finally, Chapter 7 discusses
the conclusions and possible future research directions.
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Chapter 2

Internet of Things

2.1 Internet of Things (IoT)

The term Internet of Things (IoT) was first introduced by Kevin Ashton in 1999 [18],
referring to uniquely identifiable connected objects with radio frequency identification
(RFID) technology. However, the definition has evolved during recent decades. A
more up-to-date definition would be the wireless interconnection of numerous physical
objects—things—through the Internet with a unique digital identity, enabling interac-
tions between the physical and virtual worlds. IoT entities generally include smart sen-
sors, smart devices, RFID tags, and wireless communication devices. IoT is not a single
technology; rather, it is a conjunction of numerous technologies that work together.

Considering the above definition, there are two requisites that IoT should fulfill [35].
First, interoperability between the various networks should coexist in order to delivery
and support applications. Second, the connection of objects that are not devices, (e.g.,
information or human behavior) should be included and handled in a broader manner.
However, these features remain open research topics. The full interoperability of in-
terconnected heterogeneous devices, autonomous adaptation behavior, and assurance of
security, trust, and privacy are the main challenges.

In time, IoT is predicted to have significant application in diverse scenarios, such as
domotic houses, e-health, smart cities, business and industry. Additionally, these factors
contribute to the quality of life and the world’s economy.

In the following sections, different aspects of IoT are summarized based on the con-
tributions of several authors: Sethi et al. [56], Al-Fuqaha et al. [3], Qiu et al. [46], Lin
et al. [35], Sfar et al. [57], and Cui et al. [18]. This review provides an overview of the
architectures, challenges, applications, and technologies present in the field.

11



12 Internet of Things

2.2 IoT Architectures

IoT system architectures must guarantee IoT operations. Since the interconnection of
billions or trillions of heterogeneous objects (things) is a critical requirement, the selection
of the architecture becomes a key decision. However, despite the general agreement on
the necessity for a flexible layered architecture, there is not a single universal consensus.
In the literature, we can find new emerging architectures applied to IoT. Good examples
of this are the cloud- and fog-based architectures or the Social IoT. In this section,
three classic and relatively common architectures are summarized (three-layer, SOA and
five-layer architectures).

Figure 2.1: IoT architectures. (a) Three-layer. (b) SOA-based. (c) Five-layer.

Three-layer Architecture The three-layer architecture is the most basic, and it was
introduced in the early stages of research in this area. The three layers that conform to
this architecture are described in Table 2.1.

The three-layer architecture is a basic IoT architecture and has been used in a number
of systems. Although the three-layer architecture describes the main idea of IoT, it is
not sufficiently advanced for current research. Due to the simplicity of the multilayer
architecture, the operations and functions in each layer are complex and insufficiently
flexible. Although the three-layer architecture remains too simple at this stage of research
and requires finer aspects, it has been used as a baseline for the development of more
complex architectures, such as the SoA and five-layer architecture.
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Table 2.1: Three-layer architecture layers

Layer Definition

Perception

It corresponds to the physical layer, where the information about the
environment is gathered using sensors. It is also called the sensor layer
and is the bottom layer in the architecture. This layer interacts with the
physical world via smart devices.

Network

Also known as the transmission layer, it is in charge of connecting things
and transmitting sensor data. It is implemented as a middle layer. Vari-
ous devices and communication technologies are integrated in this layer;
consequently, it is more complex than the others.

Application
It is the layer implemented on the top of the architecture that is respon-
sible for providing and delivering application services or operations to
the final users.

SOA-based Architecture The service-oriented architecture (SOA) is designed to con-
nect different services of an application via interfaces and protocols [39]. It can be easily
integrated to support IoT and has become a commonly used IoT architecture. SOA has
also been used in other research areas, such as WSNs, cloud computing, and vehicular
networks. SOA is the reference architecture used in the research presented in this thesis.

The main difference between SOA and the three-layer architecture is the introduction
of a new layer called a service layer in which data services are provided. Thus, an SOA-
based IoT architecture consists of four layers interacting with each other. The four layers
are described in Table 2.2.

Table 2.2: SOA layers

Layer Definition

Perception
Layer in charge of sensing and controlling the physical world and acquir-
ing data via existing hardware.

Network Layer in charge of providing basic networking support.

Service
Layer in charge of creating and handling the services, including service
discovery, service composition, service management and service inter-
faces.

Application
Layer implemented on the top of the architecture to support service re-
quests by the final users.
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Five-layer Architecture Due to the necessity of more flexible architectures and their
precise definition, the five-layer architecture was introduced. The main characteristics
are the inclusion of a processing layer and a business layer. The functions of the layers
are outlined in Table 2.3.

Table 2.3: Five-layer architecture layers

Layer Definition

Perception
Layer in charge of collecting and processing information from the physical
world.

Transport
Layer in charge of transferring the data from the perception layer to the
processing layer via networks.

Processing

Layer in charge of storing, analyzing and processing large amounts of
data from the lower layers. It is also called the middleware layer. Cloud
computing, big data processing or databases are the enabling technologies
in this layer.

Application
Similar to the case of previous architectures, it is in charge of providing
operations and applications to the final users.

Business
One of the most important layers in the five-layer architecture, it is re-
sponsible for managing the whole IoT system, including the aspects of
privacy, business models, and applications.

As is shown in Figure 2.1, the three architectures presented are based on the informa-
tion provided by the perception layer, information from the physical world, and provide
applications to the final user. However, despite these similarities, architectures are evolv-
ing toward a more layered approach that permits to refine the implementations and focus
each layer on narrow objectives, enabling more high-level and complex interactions.

2.3 Challenges and Opportunities

In this section, an outline of the main challenges of IoT is presented. Despite the sig-
nificant research efforts in the field, there are still several major challenges that remain
open.

Performance and Scalability. The resource and cost limitations may affect IoT de-
sign and posterior performance. Additionally, the potential addition of increasingly more
devices to IoT networks leads to a problem of scalability, where the performance, man-
agement, and provisioning of services may be compromised.
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Interoperability. One of the most severe challenges faced by the IoT paradigm is
the interoperability between things. The collaboration of heterogeneous systems, with
very different characteristics, protocols and standards, is a major issue to be addressed.
As is shown in Paper B, the heterogeneity of the systems and environments leads to
complex mismatches between consumers and providers, restraining the communication
and collaboration between them.

Security. Security, privacy and trustworthiness still constitute challenges in the IoT
field. Security has become a fundamental feature because the communication and inter-
change of services between different and possibly unknown systems are present [13]. In
addition, the privacy of the data, especially in the case of personal data or confidential
industrial data, has to be ensured to enable secure IoT. In an industrial environment,
cybersecurity is especially important to avoid intrusion or sabotage [16]. Standards and
approaches are continuously evolving in this field, in paper A, security issues are dis-
cussed regarding Authentication, Authorization and Accounting (AAA), and the next
generation access control (NGAC) approach.

Standardization. IoT has been grown increasingly faster in recent years, and nu-
merous technologies and, consequently, standards have been developed to support IoT
progress. Standardization plays an important role in the aim to lower the entry barriers
and increase the interoperability. However, the multitude of standards creates a rela-
tively heterogeneous environment in which convergence to a unique vision and group of
standards remains an open and substantial issue to be solved.

Service description. There is not a unique broadly accepted service description lan-
guage. This situation makes services discovery, development, and integration a difficult
task. The implementation of more powerful service discovery methods and object naming
services are required to spread the IoT technology.

2.4 Application of IoT

The scenarios where IoT can be applied are abundant, there is a diverse set of applications
where IoT has been used. Early studies indicate the great potential of IoT and the
possibility of increasing the quality of life and economic health. This section presents
some scenarios where IoT has been introduced.

Home Automation. Domotic houses are becoming more popular over the years, as
the plethora of sensors and actuators at low cost integrated into WSNs and the rise in
trust in the technology have made smart environments a reality. In this scenario, multiple
IoT systems can be deployed that provide intelligent and automated services to users [43].
Some applications include home safety, reduction of energy consumption (smart heating
systems, control of the blinds and lights and motion sensors) and management of gadgets
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and household appliances. The MavHome project [17] [62] is an example of a domotic
IoT agent.

Smart Cities. Although smart cities remain a future vision more than a reality, they
are an area of active research. Smart water systems and smart transportation, which
include traffic management, applications to ensure safety, smart parking management
and accident detection, are examples of improvements where IoT plays a key role. In
addition, some European cities [45], such as Barcelona, which hosts the CityOS project,
and Stockholm, which has smart traffic technologies and smart parking systems, are
examples of cities that are on the right path to becoming the smart cities of the future.

Healthcare. IoT has proven to be very beneficial to the healthcare domain [37]. Wear-
able devices to monitor health conditions have been developed in recent years. Other
examples of IoT applied to healthcare include stress recognition, monitoring of the el-
derly and patients with serious conditions, and the creation of electronic health records
(EHR) to record medical details.

Smart environments and agriculture. Agriculture is very dependent on environ-
mental parameters, such as humidity, light, and temperature. Consequently, the intro-
duction of sensors to monitor those parameters and the adaptation of conditions using
the data have supported production optimization. Examples of this scenario are irriga-
tion control according to weather conditions, the automated control of greenhouses, the
detention of pesticide residues and even the measurement of air pollution [26].

Industrial applications. The industrial application of IoT plays an important role
in the IoT research field. The industrial domain differs from the consumer domain.
Industrial IoT applications are focused on communication protocols and technologies,
security requirements, QoS, and device interoperability. The industrial IoT, commonly
abbreviated IIoT, extends the IoT paradigm to cover its application to the industry
domain with all its implications. IIoT is one of the enabling technologies in the new
initiative of Industry 4.0, in collaboration with CPS, the cloud, fog and edge computing,
robotics, cybersecurity and additive manufacturing, among other factors [19] [14].

Supply chain and logistics. A particular example of the application of IIoT is its
use in supply chains and logistics [47]. IoT simplifies real-world processes in business
and information systems. Several improvements can be made to the supply chain using
IoT devices to track and manage product information and to provide an analysis of
comprehensive chain management and the forecasting of future demand.

Energy conservation Energy conservation has become an area of concern in recent
years. The introduction of smart grids provides a reliable and efficient energy service, re-
placing traditional power grids. IoT technology is used to deploy smart meters connected
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in grid communication networks. Smart meters monetize energy generation, storage, and
consumption, providing useful data to providers and consumers [35].

2.5 Technologies Involved

As IoT has grown, the number of heterogeneous devices has increased. Due to this
heterogeneity, various technologies have been used to support IoT. In this section, a
classification and summary of technologies with influence in the field are presented.

Identification and tracking technologies. The main functions of the perception
layer are sensing, identification and tracking of things. The involved technologies in these
tasks include RFID systems, smart sensors, commonly organize in WSN, and barcodes.

Generally speaking, RFID is a communication technology used to identify and track
objects without contact. RFID technology uses radio signals to exchange data over short
distances, and each RFID tag uniquely identifies an object. An RFID-based system is
formed by RFID tags, an RFID reader and an antenna. The benefits of its use include
its low cost, durability, reusability, noncontact nature, security and small size. This
technology has been successfully used in industry in the contexts of logistics, supply
chains, monitoring and reducing costs, simplifying processes and increasing inventory
accuracy.

Unlike the RFID, which is mainly used for object identification, the WSN can be
used for the perception of parameters in the physical world. The WSN benefits include
scalability, dynamic reconfiguration, reliability and low cost. Currently, sensors play
an important role in IoT, forming part of smart objects and the WSN. Sensors are in
charge of providing data from the environment, and the obtained data make it possible
to gain context awareness and connect the digital and physical world. Finally, another
technology present in the field is barcodes. These can be 1-D or 2-D. Barcodes, especially
in 2-D form, are capable of storing content with high reliability and high robustness.

Communication technologies. Communication, routing, and data transmission sup-
port through integrated networks are important for IoT performance. In this section, a
brief overview of the leading communication technologies used in IoT is provided.

The network technologies can be divided into the radio technologies used in commu-
nication and the communication protocols that can be implemented. The leading radio
technologies include IEEE 802.15.4, NFC, (low-power) WiFi, (low-power) Bluetooth,
low-power wide-area networks (LPWANs) and RFID. These radio technologies can often
be found in 6LowPAN, ZigBee, Sigfox and LWM2M communications. Regarding the
protocols, CoAP, HTTP, MQTT, and XMPP are the most widely used in the IoT field.

Service management. Service management in IoT refers to the implementation and
management of IoT services, including their discovery and composition.
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Middleware is used in many implementations in order to hide the implementation and
detail of the services. Middleware can be considered a piece of software that abstracts the
implementation details of things for applications. Middleware handles important aspects
of IoT, such as interoperability, dynamic discovery of services, context detection, recog-
nition and performing of services, among others. There are multiple types of middleware
implementations; broadly speaking, middleware can be divided into database-oriented,
semantic-based, event-based, service-based and application-specific types.

Currently, there are multiple IoT platforms and frameworks that include service man-
agement and middleware. An extensive and detailed comparison of them is presented
in Paper F. Some examples are Arrowhead [4], AUTOSAR [5], Eclipse BaSyx [23],
FIWARE [25], IoTivity [36], Lightweight M2M (LwM2M) [40], and OCF [42].



Chapter 3

Resource-Constrained Devices

3.1 Resource-Constrained Devices

Broadly speaking, resource-constrained devices are small devices with severe constraints
on power, memory, and processing capabilities, often used as sensors and actuators
grouped into constrained-node networks.

Constrained devices can be used to gather information in diverse scenarios, including
factories, natural ecosystems or buildings, and to send the information to one or more
servers. Constrained devices work under severe limitations, such as restricted battery
capacity, low computing power and memory, or insufficient wireless bandwidth or ability
to communicate. These constraints on operational capabilities that are otherwise taken
for granted with internet nodes lead to hard upper bounds on the state, code space and
processing cycles. The optimization of energy and network bandwidth usage is a key
consideration in all design requirements.

Multiple constrained devices are used to support IoT. IoT pursues scaling up Internet
technologies to a large number of objects with a low cost. To lower costs and make this
scaling economically and physically viable, the characteristics of the devices are scaled
down, leading to an increase in the use of resource-constrained devices.

One M2M group presented in [41] a classification of resource-constrained devices based
on the RFC 7228 terminology for constrained node networks [10]. The classification is
made using the data size (RAM) and code size (Flash) of the devices, and as result, 4
classes are proposed:

• Class 0 (RAM << 10 kilobytes and Flash << 100 kilobytes). Class 0 encompasses
devices that are very constrained, such as sensor nodes that do not have the possi-
bility to connect directly to the Internet in a secure manner. Usually, these devices
are managed using a proxy or gateway.

• Class 1 RAM ≈ 10 kilobytes and Flash ≈ 100 kilobytes). Class 1 devices have
the capability to connect with nodes across the Internet in a secure manner using
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constrained protocol stacks (DTLS, UDP, CoAP) and lightweight encodings, such
as TLV or JSON. The messages between nodes are commonly transmitted within
a unique packet to avoid fragmentation and reassembly cost.

• Class 2 (RAM ≈ 50 kilobytes and Flash ≈ 250 kilobytes). Class 2 devices are
capable of using full-featured and reliable protocol stacks to connect to the internet
in a secure way (e.g., TCP, HTTP, and TLS).

• Class 3 (RAM >> 50 kilobytes and Flash >> 100 kilobytes). The last class en-
compasses devices capable of being deployed as gateway or management proxies.

The boundaries of these classifications have been taken following the original docu-
ment published in 2014, referring to distinguishable clusters of commercially available
devices. Thus, it is expected that the boundaries will evolve and shift over time.

3.2 Limitations and Challenges

Resource-constrained devices can have different types of constraints; in addition, they
are often present in combination, affecting each other. Due to their constrained nature,
there are numerous communication challenges involved, such as the identification and
addressing of millions of smart things uniquely, low-power communications, routing of
protocols with low memory, and efficient communication patterns, among others.

Some of the computational limitations in devices include the maximum code com-
plexity (ROM/Flash), the size of state and buffers (RAM), the processing power, the
security, and the user interface accessibility.

Nevertheless, there are not only constraints on a computational level but also re-
strictions involving the limited available power and energy, leading to open research and
engineering challenges. For example, when wireless transmissions are used, the broad-
cast circuit consumes a large part of the total energy. In addition, the communication
design parameters affect the total energy consumption, such as the range or spectrum,
influencing the duration and power consumption during transmission.

Energy limitations can be classified into three types, as shown in Table 3.1: energy
limitation in the usable lifetime of the device (E2), the limitation in a specific period (E1)
and the limitation in the energy available for a specific event (E0). The three limitations
can arise in the same device.

Resource-constrained devices limitations have to be considered during network design
and implementation. Despite the challenges presented, the benefits of constrained devices
in industry and smart scenarios are large and open new possibilities. These challenges can
be addressed and overcame, as is shown in Paper D where device-to-device communication
in conjunction with the Arrowhead Framework orchestration is presented to provide
efficient service composition in terms of latency.
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Table 3.1: Classes of energy limitations

Name Type of energy limitation Example power source
E0 Event energy limited Event-based harvesting
E1 Period energy limited Battery that is periodically recharged or replaced
E2 Lifetime energy limited Non-replaceable primary battery

3.3 Resource-Constrained Networks

The association of resource-constrained devices into a network results in the formation of
a constrained network. A constrained network presents limitations due to the presence
of resource-constrained nodes, but it may also present constraints independent of the
node characteristics, such as unreliable channels, limited bandwidth, and highly dynamic
topology. In other words, a constrained network can be defined as a network where certain
characteristics taken for granted in a network are not present. Some of the most common
constraints are:

• Low bit rate, including limitations on the duty cycle.

• Limitations in the delivery rate, high packet loss and high variability of the packet
loss.

• Asymmetric link characteristics.

• Limitations on the use of larger packets.

• Limitations on availability over time.

• Limitations on advanced services (e.g., IP multicast).

These constraints may arise for multiple reasons, including cost constraints, constrained
nodes, physical constraints, regularity constraints or technology constraints.

3.4 Technologies Involved

There are several technologies that contribute and support the use of constrained de-
vices and networks. In this subsection, the technologies involved in the development of
resource-constrained devices are presented.

IEEE 802.15.4 IEEE 802.15.4 was defined as a technical standard in 2003 [29] to define
the operation of low-rate wireless personal area networks (LR-WPANs). The standard
specifies the physical layer and media access control and acts as a basis for several other
standards, including Zigbee, ISA100.11a and 6LoWPAN. These technologies extend the
standard by developing upper layers not defined by IEEE 802.15.4.
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6LoWPAN 6LoWPAR, the acronym for IPv6 over Low-Power Wireless Personal Area
Networks, defines encapsulation and header compression mechanisms that enable IPv6
packets to be sent and received over IEEE 802.15.4 networks. The standard was pro-
posed in order to enable the application of Internet protocols so that low-power resource-
constrained devices could participate in IoT scenarios.

LoRa LoRa (Long Range) is a long-range wireless data communication technology.
LoRa achieves long-range connectivity by means of limiting its data rates below 50Kbps
and due to other restriction such as the duty cycle. This communication protocol com-
petes against other low power wide area networks (LPWAN) (eg. Narrowband IoT or
LTE Cat M1). The upper networking layer is defined by LoRaWAN, which in conjunc-
tion with the physical layer protocol provided by LoRa permit long-range connectivity
for IoT [20].

CoAP CoAP [59], or the Constrained Application Protocol, was specifically designed
for low-power devices with low-bandwidth capabilities. The versatile features that CoAP
provides make it a de facto protocol for IoT systems. It is designed to be highly efficient
and compatible with other Web technologies.

Others Other enabling technologies are Bluetooth Low Energy (BLE) and RFID. BLE
provides reduced power consumption and cost communications, maintaining a similar
communication range as other Bluetooth standards. RFID was already discussed in the
previous sections.

Despite the examples provided, there are relevant features and technologies related
to the resource-constrained devices that are missing; for example, security, management,
energy, and scheduling are weakly present in current implementations. The development
of technologies capable to address efficiently these aspects in resource-constrained devices
remains an open issue.

3.4.1 Applications

Different research groups have been investigating communication by resource-constrained
devices with the Internet and among themselves. Examples of research groups are the
Thing-to-Thing Research Group (T2TRG) and the Interest Group on the Web of Things
(WoT).

Currently, multiple applications and research have been conducted on numerous sce-
narios for resource-constrained devices. For example, Ragusa et al. [48] present an im-
plementation for extreme learning machines for resource-constrained devices. In [21],
detection and recognition of objects are performed on constrained devices. Cloud com-
puting and edge computing are tightly related to the application of resource-constrained
devices [34]. The proliferation of research in this field is caused by the low cost of the
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resource-constrained devices and the multiple possibilities that are made available with
their use.
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Chapter 4

Systems of Systems Integration

4.1 System of Systems (SoS) Concept

The concept of a system of systems (SoS) was introduced to define a new situation where
independent systems collaborate and work together to accomplish a common task. Com-
plex systems that have been designed, developed and deployed as stand-alone systems to
address a specific issue are no longer operating in isolation. Currently, systems are asked
to collaborate with other complex systems and integrate into more complex environ-
ments. In [24], it is remarked that “Each constituent system keeps its own management
goals, and resources while coordinating within the SoS and adapting to meet SoS goals”.

The term has a long history starting in 1971 [1], and during the 1980s, the term
increased in popularity due to the SoS approach used by US military forces [27] [52].
Maier [38] in 1998 published the first five main characteristics of a system of systems:
(1) operational independence of the elements, (2) managerial independence of the com-
ponents, (3) evolutionary development, (4) emergent behavior, and (5) geographic distri-
bution. However, until the first decades of the XXI century, the management of complex
systems was not discussed by organizations such as PMI, INCOSE or ISO. Finally, the
broadly accepted SoS definition and characteristics were defined by Boardman and Sauser
in 2006 [8], remaining as main characteristics in today’s literature [11] [6] [53].

4.2 SoS Characteristics

The five characteristics (autonomy, belonging, connectivity, diversity, and emergence)
that define an SoS are summarized as follows:

Autonomy. Each system or part within an SoS has to be operationally and manage-
rially independent and pursue its own goals. The final goal of the SoS depends on the
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functionality of all systems and their autonomy and capability to learn and adapt. In
other words, autonomy represents the capacity to make independent choices.

Belonging. Systems are the constitutive parts of an SoS, being capable of operating
alone or in different SoSs. The collaborations between the systems create a vision of the
SoS as a whole.

Connectivity. Connectivity refers to the type of connections and relationships between
the systems that form the SoS, as well as the ability of the systems to link together. The
relationships are dynamically formed, network centered and loosely coupled.

Diversity. An SoS is formed by a set of heterogeneous systems. The collaboration
between entities with such different characteristics makes approachability the global SoS
objective.

Emergence. The properties and functions of the SoS are not foreseeable and cannot be
deduced solely by the nature of the parts. Emergence refers to the capacity of developing
new properties in the course of evolution.

4.3 SoS Types

Emergence, as shown in the previous section, is a characteristic of an SoS. In some cases,
the emergent behavior may be desirable; in others, however, it could be damaging. A
taxonomy based on the emergence level and control is presented in the literature [38] [9]
and outlined in this section.

1. Virtual SoS. The main feature of a virtual SoS is the lack of central management and
purpose. Large-scale behavior emerges from the resulting SoS and is not created
intentionally. For example, the Internet or the set of critical systems in a region [9]
can be viewed as a virtual SoS.

2. Collaborative SoS. In a collaborative SoS, also called a voluntary SoS, there is a
general agreement regarding central purposes. By means of collaboration between
central parts, decisions about the services and management are made. However,
SoS management does not have any restrictive power on individual systems. Col-
laborative SoS is the most common form of SoS in the IoT world and is one of
the most challenging in terms of engineering. The IMC-AESOP project [15] is an
example of this category.

3. Acknowledge SoS. The purpose of the direct SoS is fully recognized by the systems,
including objectives, designated managers and resources. However, the systems
retain their independence and own objectives. As an example, in [2], a multiagent
architecture for an acknowledge SoS is presented.
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4. Direct SoS. Direct SoSs are fully centrally managed to fulfill specific purposes. The
SoS has significant control over the constituent systems that are subordinated to
the centrally managed purpose. A data center is an example of a direct SoS.

4.4 SoS Design Principles and Approaches

Multiple efforts have been made in order to understand the design of SoS architecture.
In 1998, Maier was one of the pioneers in the description of the principles of heuristic
design for SoSs [38]. These principles can be summarized in three points:

1. Stable Intermediate Forms. An SoS is composed of component systems; conse-
quently, intermediate and incomplete forms of the SoS have to be designed and
integrated. The creation of a partially functioning but stable SoS using these com-
ponent systems is a key step in the proof of concept and early learning.

2. Leverage at Interfaces. Due to the autonomy of the individual systems, SoS de-
signers have limited influence over internal system architectures. However, this
condition leads to greater effort on interfaces between systems rather than on the
design of the components.

3. Ensuring Cooperation. The collaboration between independent systems has to be
promoted, and interconnection barriers have to be reduced to ensure cooperation.
Taking the Internet as an example, lightweight communication protocols and the
great value of the collaboration make the cooperation a success. Other examples
are the use of a regulated naming convention for all the SoS entities, which leads
into better and easy collaboration as is presented in Paper E, or the development
of translators capable to link systems with different characteristics, Paper C.

For the design and integration of SoSs, there are various approaches possible, and the
following three are the most common ones:

• Service-oriented Architecture (SOA). SOA is designed to connect different services
of an application via interfaces and protocols. Its fundamental properties are loose
coupling, late binding, autonomy, and push-and-pull behavior. There are numerous
standardized protocols and data structures, encodings and data encryption schemes
available for SOA.

• Agent technology. Agents are based on the introduction of a mediator between
the systems. Their characteristics are late binding and autonomy. The degree of
standardization depends on the agent technology utilized.

• Middleware solutions. Middleware solutions are based on the introduction of an
intermediate layer that manages and provides services and operations. The level of
standardization is very low in comparison with that of other alternatives.

In IoT- and SoS-based automation systems, the SOA approach is the one most com-
monly followed.
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4.5 SoS Challenges

Virtual, collaborative and acknowledge systems present several challenges. In this section,
some of them are described.

Complexity. SoSs are generally complex; constituent systems are developed using var-
ious architectures, standards, and technologies and are designed for different purposes.
The integration and management of this complexity represents one of the major chal-
lenges.

Risk governance. Due to the distributed nature of the SoS, the participating institu-
tions may manage risk differently and may even be part of different legal and regulatory
regimes.

Visibility. Some participating institutions may not want to share information with
others because of the confidential or strategical character of the data. This condition
hinders the integration and global management of SoSs.

External dependencies. SoSs depend on multiple independent systems, which in turn
have dependencies on the context, other constituent systems, participating institutions,
infrastructures, and other organizations and regulatory agencies.



Chapter 5

Systems of Systems Engineering

5.1 Introduction

System-of-systems engineering (SoSE) is a term broadly used to refer to developing pro-
cesses, tools, and methods for designing and implementing SoS solutions.

The term SoSE first appeared in the literature of the end of the XX century and at the
beginning of the XXI century [32] [44] [12] [31]. SoSE does not have a narrow definition
and is primarily addressed as an information technology issue. Its main objective is the
integration, interoperability and collaborative work between the different parts (systems)
that compose the SoS. Currently, we can say that SoSE focuses on the selection of the
correct system and its interactions to fulfill the SoS global requirements.

Distinctions between systems engineering and SoS engineering are presented in the
literature. Table 5.1 shows an analysis of some important areas.

Table 5.1: Systems engineering and SoSE comparison

Feature Systems engineering System of Systems engineering
Focus Single system Multiple integrated complex systems

Objective Optimization Satisfying
Problem Defined Emergent
Analysis Technical dominance Contextual influence dominance

Boundaries Fixed Dynamic

There is no standardized approach for SoSE due to the numerous applications, do-
mains and methodologies applied in the field. The work presented in this thesis and
planned in future investigations is based on the development of tools and methods to
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solve SoS interoperability problems, as mentioned in section 1.2. The ultimate objective
of this investigation is to reduce engineering effort.

To attempt to overcome the interoperability problems, the use of metadata becomes
increasingly important. The definition and use of the service metadata enable dynamic
discovery, rebinding, dynamic orchestration, and the solution of interoperability issues.

The primary research line focuses on the total or partial generation of a consumer
interface using the service metadata from the provider system. However, to be able to
analyze the differences between the systems and provide a trustworthy solution, it is
necessary to use a metadata model that captures all service information in an accurate
manner. The considered systems are SOA based and have heterogeneous characteristics;
the framework selected for the implementation is the Arrowhead Framework.

5.2 Metadata as a Key Element

The amount of data that surround us has increased exponentially in recent years. Smart
devices, IoT platforms, and cyberphysical systems, among others, generate large volumes
of complex data that require advance treatments and methods for their use and analysis.

The term metadata refers to data that describe other data, literally ”data about
data”. Due to its broad nature, the term is present in a myriad of scenarios. As in
most software packages, we use metadata every day. These metadata are key to the
functionality of web pages, business transactions and media platforms.

The boundary between information and metadata is not clear in many situations;
however, one of the features that separate the raw data and the metadata is that the
latter are structured to some degree. The metadata are collected to fulfill a useful purpose
and stored into known categories using explanatory labels, as explained by the National
Information Standards Organization in [49].

In service-oriented architecture (SOA) environments, data play an important role in
the definition, binding and orchestration of services, among others features; data are
reflected in the service contract. A service contract specifies all interactions between a
service consumer and a service provider [50], including the service interface, interface
documents, service policies, quality of service (QoS) and performance. Therefore, the
metadata of the service must be accurately defined and stored. As defined in Paper B,
mismatches can happen at different levels of the service contract, the communication
protocol, the encoding and semantics use in the payload or even in the notation used.
The differences between service contracts make communication between other systems
impractical.

Even when the use of metadata is broadly extended, regarding SOA, it is difficult to
find a model or standard that fits the requisites for the autonomous generation of code.

5.2.1 Requisites

In this section, the requisites to accurately describe a service from the point of view of
code generation are presented. These features of the metadata model are also useful for
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translations, dynamic orchestration or documentation.

The first step to achieve code generation is to have enough information to replicate
the interface of the consumer system accurately and without error. Hence, the meta-
data play a key role in the process of generation, being the main source of information.
Consequently, in order to be able to automate the use and processing of metadata, the
metadata model has to be well structured, machine readable and resistant to inconsis-
tencies. Moreover, the model has to be flexible and generic to facilitate its use, avoiding
unnecessary complexities.

One of the major objectives of the model is to be a useful tool in the quest of in-
teroperability; hence, versatility is a relevant feature. The model must be adaptable to
different protocols, encoding, semantics, and standards. We emphasize the description of
different patterns, such as publisher/subscriber, REST, and other client/server types. All
the different levels of the service contract must be defined to have a complete and func-
tional view of the service. A detailed description of the payload structure and notation
used in the message is a fundamental feature for the model.

Another aspect that has to be taken into account is the own metadata nature; meta-
data may be confidential and private. Therefore, the approach used in the semantic web
of services community (SWS), such as OWL-S, to describe service semantics using on-
tologies could be prejudicial and against the providers’ interests. In the SWS approach,
the domain ontologies should be public to facilitate interaction. Finally, in industry,
the metadata may contain important business-related information that cannot be made
public indiscriminately. Consequently, security is a feature that must be considered when
selecting the model.

5.2.2 Interface Description Languages

An interface description language (IDL) is a specification language used in order to
describe and define software application programming interfaces (APIs). IDLs are in
charge of describing interfaces independently of the language. IDLs work as a bridge
between different systems, allowing communication between software components with
heterogeneous characteristics.

In the frame of SOA, the main IDL is the Web Services Description Language
(WSDL), which is included as part of the SOA specification of SOAP. WSDL 2.0 be-
came a World Wide Web Consortium (W3C)-recommended standard on June 2007 [60].
Regarding REST, there have been multiple efforts since its introduction to define and
standardize a description language. Web Application Description Language (WADL) [61]
and WSDL 2.0 are examples of these efforts. However, the simple functionality of REST
makes these models unnecessary, and its use is not very extensive. Moreover, to generate
code, even when REST is the objective, a detailed model to define the service metadata
is necessary.
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5.3 Code Generation Strategy

Once the service metadata are accurately defined and accessible, it is possible to define
a strategy to generate the consumer interface autonomously.

The process is shown in Fig.5.1 and consists of seven stages:

Figure 5.1: Consumer code generation process

1. The orchestration system provides, to the code generation system, the information
about the provider, the consumer and service required.

2. The code generation system asks the Service Registry for the service contract (ser-
vice metadata) of the provider and consumer.

3. The Service Registry responses the directions of the files.

4. The Code Generation system parses the service contract file from the provider and
generate the new interface for the service required.

5. To communicate the new consumer interface and the consumer system, the code
generation system parses the service contract file from the consumer. Then, it uses
the consumer metadata to add a new service to the generated interface and link
both together.

6. The Code Generation system interacts with the Authorization system in order to
update the authorization policies with the new interface.
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7. The consumer and the provider are able to interact with each other via the new
consumer interface.

5.3.1 Current Implementation

The autonomous generation of code is a complex problem that requires several steps.
To facilitate the implementation process, a more basic system capable of generating
consumer code at compile-time has been developed. The system, designed in the frame
of the Arrowhead Framework, is still in the early stages of development; however, it is
considered a promising first step forward in autonomous code generation.

The current implementation is capable of reading a service contract and generating
an operative consumer code, providing a Java class as an output. The communication
protocols supported are HTTP and CoAP, and future implementation will be extended
to MQTT and other protocols. Regarding the encoding, the messages can be sent and
received in JSON and plain text format.

5.3.2 Challenges

To generate functional consumer code, some challenges have to be addressed. The fol-
lowing points highlight some of the issues that require special attention.

• Security. Security has to always be considered in industrial applications. The
generation of consumer code can lead to some security problems and a lack of trust
that have to be analyzed and solved at the time of designing the process. The
security aspects related to the generation process are not part of the scope of this
thesis.

• QoS. The limitations in the latency and time responses are a significant constraint
in industrial environments. The generation of code introduces a delay that needs
to be considered and managed to avoid interference with other processes.

• Device limitations. Resource-constrained devices have very limited computational
power and memory, which may make it difficult or even impossible to run the
generated code. To avoid future problems, a preceding analysis of the device char-
acteristics has to be performed.

• Reliability and robustness. The reliability and robustness of the generated code
has to be tested and checked before its autonomous use. Tools and autonomous
tests must be designed to verify the reliability and robustness of the new code.
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Chapter 6

Summary of Contributions

The appended publications are presented in chronological order. This section presents
a summary of the papers and the contributions made by the author.

6.1 Summary of Appended Papers

Paper A: An AAA Solution for Securing Industrial IoT Devices using Next Generation
Access Control.
Authors: Katyayani Kiranmayee Kolluru, Cristina Paniagua, Jan van Deventer, Jens
Eliasson,Jerker Delsing and Rance J.DeLong.
Published in: 2018 IEEE Industrial Cyber-Physical Systems (ICPS).
Summary: This paper presents a next-generation access control (NGAC)-based solution
to achieve fine-grained service level access control between IoT devices. The proposed
solution integrates the NGAC into the authentication, authorization, and accounting
(AAA) system within the Arrowhead Framework. The solution is tested using a district
heating use case.

Contribution: The author was responsible for designing, modeling and implementing
the NGAC solution, comprising an SQL database and a Java interface. The author also
collaborated with the main author in the integration of the NGAC into the AAA system.

Paper B: Interoperability Mismatch Challenges in Heterogeneous SOA-based Systems.
Authors: Cristina Paniagua, Jens Eliasson and Jerker Delsing.
Published in: The 20th IEEE International Conference on Industrial Technology, Feb.
2019.
Summary: This paper presents a detailed investigation of the various mismatch prob-
lems that can occur in information exchange in a heterogeneous service-oriented architec-
ture (SOA)-based environment where interoperability is crucial. The proposed solution
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is an adapter system that can aid in the generation of new service consumer interfaces
at both compile-time and run-time.

Contribution: The author prepared the literature review, performed the study con-
cerning the interoperability mismatches, and wrote the paper. In addition, the author
implemented and tested a basic prototype of the proposed solution.

Paper C: Syntactic Translation of Message Payloads Between At Least Partially Equiv-
alent Encodings.

Authors: Emanuel Palm, Cristina Paniagua, Ulf Bodin and Olov Schelen.

Published in: The 20th IEEE International Conference on Industrial Technology, Feb.
2019.

Summary: This paper presents a theoretical method for translating message payloads
in transit between endpoints. The method involves representing and analyzing encod-
ing syntax trees with the aim of identifying concrete translations that can be performed
without risk of syntactic data loss.

Contribution: The author contributed to writing this paper. The author was also
responsible for the literature review, and the definition of possible uses of the theoretical
model.

Paper D: Efficient Device to Device Service Invocation using Arrowhead Orchestration.

Authors: Cristina Paniagua, Jens Eliasson, and Jerker Delsing.

Published in: Submitted for publication in the IEEE Internet of Things Journal, 2019.

Summary: This paper presents a method that utilizes the Arrowhead Framework or-
chestration system to generate service composition within a wireless network formed by
IoT devices. The aim is to achieve an efficient device-to-device service invocation to
reduce the drawbacks of today's widely used device-to-cloud approach. The results pre-
sented in this paper at the service level can increase the performance and robustness of
fog computing involving resource-constrained devices.

Contribution: The author was responsible for the implementation and analysis of the
experiments. The author also performed an investigation of the state of the art and wrote
the paper.

Paper E: System of Systems integration via a structured naming convention.

Authors: Cristina Paniagua, Jens Eliasson, Csaba Hegedus and Jerker Delsing.

Published in: Accepted for publication in IEEE International Conference on Industrial
Informatics, INDIN, 2019.

Summary: This paper analyzes aspects and characteristics that have to be included in
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the design of a naming convention consistent with the current Industry 4.0 requirements.
As a result, this paper proposes a new naming convention for the Arrowhead Framework
following the requisites and characteristics defined in the system of systems (SoS) inte-
gration.

Contribution: The author in collaboration with the other authors discussed and de-
signed the proposed naming convention for the Arrowhead Framework. The author also
defined the characteristics required for a naming convention, analyzed the definition of
the identifiers in other commercial frameworks and platforms, and wrote the paper.

Paper F: Industrial Frameworks for Internet of Things: A Survey
Authors: Cristina Paniagua and Jerker Delsing.
Published in: Submitted for publication in IEEE International Conference on Emerging
Technologies and Factory Automation, 2019.
Summary: This paper presents a survey of industrial frameworks and platforms for the
Internet of Things. Different frameworks are presented and analyzed using automation
and digitization key requirements, such as real-time and run-time features, architectural
approaches, entry barriers, industrial support, interoperability and security. The aim of
this paper is to present the trends in the current design of industrial IoT frameworks and
the most recent developments.

Contribution: The author prepared the literature review, performed the study about
the IoT industrial frameworks, and wrote the paper. In addition, the author performed a
detailed analysis of the frameworks, comparing most relevant features and requirements.
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Chapter 7

Conclusions and Future Work

This thesis presents findings in the domain of IoT and SoSs regarding interoperability,
resource-constrained devices, and industrial solutions.

The overall research has been approached via top-down decomposition into smaller
problems. Each small problem has been identified and analyzed via software implementa-
tions and prototypes in order to provide a complete analysis and solution. Issues such as
security access control, interoperability mismatches, syntactic translation, naming con-
ventions and service invocation in resource-constrained networks have been investigated.

The next section summarizes the research contributions and conclusions in addition
to the future research directions.

7.1 Conclusions

Regarding this licentiate thesis, the major contribution of this work is the deep under-
standing of the state of the art, the formulation and analysis of related problems, and
finally, the establishment of a base of knowledge in the field sufficient to successfully
address future investigations.

Returning to the research questions of this thesis, the results of the papers that
provide the corresponding answers can be summarized as follows:

Q1 Are dynamic and evolutionary behaviors of IoT and SoS possible?

The results of this thesis clearly demonstrate the feasible dynamic and evolutionary
behaviors of IoT and SoSs. This is demonstrated by proposing, implementing and testing
a number of technologies that support dynamic and evolutionary behavior. In Paper A,
a solution based on the next-generation access control (NGAC) in conjunction with an
AAA system is proposed and implemented in order to test dynamic security features.
Paper D provides experimental results based on IoT resource-constrained networks that
show dynamic service composition using the Arrowhead Framework orchestration. Pa-
per E analyzes and proposes a naming convention, which meets automation technology
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requirements, needed to implement scalable and evolutionary systems of systems inte-
gration. Finally, a survey of industrial IoT frameworks is presented in Paper F in order
to describe the current state of the art related to the technological solutions that enable
dynamic and evolving IoT and SoSs.

Q2 How can interoperability mismatches be identified in heterogeneous SOA-based en-
vironments?

In Paper B, a detailed analysis of the various mismatch problems that can occur in
heterogeneous SOA-based environments is presented. The concept of service contracts
is used in order to identify interoperability mismatches. The service contract is the
agreement between the provider and the consumer and defines the characteristics of the
service. The paper proposes a classification of the mismatches by decomposing the service
contract into four layers: communication protocol, encoding, semantic and notation. The
work in this thesis demonstrates that the mismatches, once classified, can be described
and presented in terms of the service metadata, acting as a depiction of the service
contract. Simultaneously, Paper C elaborates a theoretical model to describe encodings
with the aim of defining and comparing syntactic interoperability mismatches.

Q3 Are today's service data models sufficient to support general service interoperability?
How should service data models be designed to fully describe service interfaces without

ambiguity?
Research question 3 and subquestion 3.1 do not have a complete answer yet. From

the results of research question 2, it can be inferred that the data model necessary to
support interoperability have to be capable of accurately describing the service contract
layers. Chapter 5 presents a brief introduction about the current investigation and the
work in progress regarding this question, especially focused on the interface description
languages (IDLs). For the moment, IDLs are considered the potential solution to describe
the service interface without ambiguity. To answer this question, future research will be
performed on this topic.

Q4 Can service consumer code be created and deployed autonomously to dynamically
address the interoperability issue in run-time?

Similar to question 3, question 4 does not have a complete answer. Chapter 5 provides
an introduction to the research performed on code generation. A small-scale implemen-
tation has been deployed as a first step to answer this research question. The future
research line is focused on the design and test of a system capable of autonomously gen-
erating consumer interfaces to solve interoperability issues at run-time. However, there
are no published papers presenting these results yet.

7.2 Future Work

Future extensions of this work are primarily focused on answering questions 3 and 4. To
address question 3, a deeper analysis of the data models available, especially IDLs, will be
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performed. Utilizing the requisites defined in Chapter 5 and the analysis of the metadata
models, a new, more complete IDL will be proposed. This new IDL will be focused on
the accurate description of the service contract and will cover all the requirements needed
to generate consumer code interfaces.

Planned future investigations also include research on the autonomous generation of
consumer interfaces to address question 4. In Chapter 5 of this thesis, a provisional
process for consumer interface generation and a basic deployment of the system are
introduced. The proposed system is capable of generating consumer code at compile-
time with some restrictions. The code generation system will be integrated with the
Arrowhead Framework components in future implementations.

The design of this system will be the main focus of future investigations, including the
implementation of a complete and functional prototype to rigorously test the methodol-
ogy proposed. The final goal for future research is the resolution of interoperability issues
and the reduction of engineering effort. The investigation will focus on how the metadata
of provider and consumer systems can be used to generate a consumer interface capable
of linking both systems at run-time and autonomously.
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An AAA Solution for Securing Industrial IoT

Devices using Next Generation Access Control

Katyayani Kiranmayee Kolluru, Cristina Paniagua, Jan van Deventer, Jens Eliasson,
Jerker Delsing and Rance J.DeLong

Abstract

Industry 4.0 is advancing the use of Internet of Things (IoT) devices in industrial appli-
cations, which enables efficient device-to-device (D2D) communication. However, these
devices are often heterogeneous in nature, i.e. from different manufacturers, use different
protocols, etc. and adds requirements such as security, interoperability, etc.

To address these requirements, the Service-Oriented Architecture-Based (SOA) Ar-
rowhead Framework was previously proposed using the concept of local clouds. These
local clouds provide a set of mandatory and support core systems to enable industrial
automation applications. One of these mandatory core systems is an Authentication,
Authorisation and Accounting (AAA) system, which is used to authenticate and provide
access control to the devices in a local cloud. In an industrial context, with multiple
stakeholders, the AAA must support fine-grain access control. For example, in a dis-
tributed control loop, a controller should only have read access to its sensor such as a
flow meter and write access to its actuator, such as a valve. The controller should not
have access to any other information besides what is needed to implement the desired
functionality.

In this work, an NGAC-based AAA solution to achieve fine-grain service level ac-
cess control between IoT devices has been proposed and implemented. The solution is
presented using a district heating use case.

1 Introduction

The Fourth industrial revolution came about when components or devices in an industrial
setting were connected to the Internet and communicate to other machines or persons.
These components comprise sensors (e.g. temperature sensors, flow meters, etc.), ac-
tuators (e.g. pumps, valves, etc.) that have an electronic unit and can connect to the
Internet. These components or systems, comprising physical parts and embedded sys-
tems, are often designated as Cyber-Physical Systems (CPS). When connected to the
Internet, these “things” form an “Internet of Things” (IoT) network. The architects of
Industry 4.0 [17] and the Industrial Internet Consortium (IIC) [1] were able to recognise
this early on and proposed reference architectures such as RAMI 4.0 [4] and IIRA [15].

These new opportunities to communicate freely have enabled many solutions that
were not feasible until now, which is why it is referred as a “revolution”. At the same
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time, there is a dark side to these opportunities. Confidential information must be
vigilantly guarded and commands to actuators should not be compromised. Therefore,
stakeholders (machine or person) must be authenticated and authorised to communicate
with other stakeholders. Additionally, their interactions should be accounted.

One proposed solution is the Arrowhead Framework [6] which offers a suite of systems
that enable secure and scalable industrial interoperability with runtime binding. One
of the basic modules of the Arrowhead Framework is the mandatory core system that
handles Authentication, Authorisation and Accounting. The granularity of access control
within this framework was more or less coarse, i.e. at the system level; any system that
was allowed to consume services from a service producer could consume all the services
it produced. A system in the Arrowhead Framework is a software module hosted on IoT
devices, whereas the hardware unit itself is referred to as a “Device”.

The purpose of this work is to show that a fine-grain access control can be achieved
with the integration of the Next Generation Access Control (NGAC) standard [8]. It also
discusses the secure authentication procedure along with accounting of service exchanges
in a local cloud.

This work continues with the background to the Arrowhead Framework, AAA system
and NGAC standard followed by the proposed solution and its application to a district
heating use case.

2 Background

In this section, the background to the Arrowhead Framework, AAA System, NGAC
standard and the motivation for this work are described.

The open source Arrowhead Framework is an SOA-based framework for industrial
monitoring and control. Its central concept is to support most types of devices and sys-
tems that interact with each other and to enable the exchange of information regardless
of underlying protocols and semantic solutions. The Arrowhead Framework as per SOA
paradigm enable loosely coupled services to communicate in a late-binding fashion. It
specifies a number of core systems such as ServiceRegistry, Orchestration, Authorisation,
etc., which provide sufficient functionality to enable the formation of local clouds. A
local cloud in the Arrowhead Framework is a self-sustained system of systems with re-
quired functionality to support IoT automation tasks and maintain low latency in the
communication between the IoT devices. Besides the core systems, there are a number
of support systems for data and protocol translation, data storage, quality of service, etc.
On top of the core system services, users can develop application-specific services that
together address some specific tasks. By using the distributed nature of the Arrowhead
Framework, the core and support system services can be used in a very high number of
applications. This saves a substantial amount of engineering and development time since
only the application-specific parts need to be implemented. All other functionally can
be largely reused.

The Arrowhead Framework mandates an integral Authorisation system as a core
system for authenticating application systems and authorising them to consume services
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from other systems within the local cloud. Optionally, it should be able to account
service exchanges between different systems within the local cloud. The Arrowhead
Framework defines two different systems for this purpose, namely the Authentication
and Authorisation (AA) system and the Authentication, Authorisation and Accounting
(AAA) system. An AA system only verifies the identities of service consumers and grants
access rights to the requested service producer based on the stored access rules, whereas
the AAA system additionally accounts these service exchanges.

Many off-the-shelf solutions like RADIUS [13], TACACS+ [2], etc., provide centralised
AAA services, which are mostly used for the authentication and authorisation of users
connecting to a network and also to account their network service usage. However,
these solutions cannot be directly adopted by the Arrowhead local clouds as the AAA
requirements in a local cloud vary from network access context as discussed previously.
Hence, a AAA system that performs mandatory core services as defined in the Arrowhead
Framework for the Authorisation has been designed in the current work. To perform the
tasks of an Authorisation system, the AAA system must communicate with the devices
connected to the local cloud. The IoT devices generally use Constrained Application
Protocol (CoAP) [14] or Message Queuing Telemetry Transport (MQTT) [5] protocols
to interact with each other as they are lightweight compared to the Internet standard
protocol HTTP. The MQTT protocol uses a publish/subscribe communication pattern
and is only used for machine-to-machine communications, while the same cannot be
used by IoT devices to communicate with the AAA system. Another alternative, CoAP,
can handle request/response messages between any two systems. This protocol is most
suitable for IoT devices to communicate with the AAA system. Thus, an AAA system
has been designed in this work using the CoAP protocol for communicating with devices
connected to a local cloud in a light weight manner.

2.1 Authentication, Authorisation, and Accounting System

The tasks designated to the AAA system and the potential ways in which they could be
performed are explained in this sub-section.

Authentication

Authentication refers to the process or action of proving one’s identity. This is generally
performed by using passwords. The IoT devices in a local cloud could adopt this approach
to authenticate themselves to the AAA system, but this alone will not be sufficient
as these IoT devices might be exposed to external environments and hence, the local
cloud’s security could be enhanced by adopting a mutual authentication between any
two systems that interact with each other in addition to their authentication with the
AAA system. An authentication process that uses passwords becomes cumbersome in
this case as multiple devices may be connected to the local cloud and authentication
must be performed between all the devices that interact with each other. Alternatively,
this could be achieved using protocol-level security measures.
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Authorisation

Authorisation refers to the function of specifying access rights/privileges to resources
in the context of the IoT. A set of rules has been defined in the Authorisation system
to govern device-to-device interactions. Many Access control solutions such as Role-
Based Access Control (RBAC), Attribute-Based Access Control (ABAC), Capability-
Based Access Control (CapBAC), etc., exist to secure such service exchanges among IoT
devices [3]. None of these solutions is the best fit for all IoT use cases. A comprehensive
list of different access control models and the pros and cons of using them in an IoT
environment is discussed in the work by Ouaddah et al. in [3]. In their evaluation,
the RBAC has been found to be a poor fit for an IoT environment mainly due to the
increased complexity of achieving interoperability and scalability of roles, whereas ABAC
and CapBAC are seen as the next best fit for IoT environments that address the above
issues. As an initial step, the authors of the current work considered ABAC for defining
access control rules. There are two common standards in ABAC: Extensible Access
Control Markup Language (XACML) [12] and NGAC. Due to the semantic complexity
and the lack of user-driven nature of XACML, NGAC has been found to be the more
suitable solution for defining Access control rules in the current work. An introduction
to the NGAC standard has been presented in the next sub-section and the manner in
which it is leveraged for IoT devices has been presented in Section 4.

Accounting

Accounting refers to the process of measuring the consumption of resources in a service
exchange. Authentication and Authorisation of IoT devices gained a lot of interest in the
research community whereas Accounting of service exchanges between the IoT devices is
not much explored. This paper presents a simple accounting model within the IoT local
cloud.

2.2 Next Generation Access Control

NGAC is a flexible infrastructure whose purpose is to provide access control services in
many different environments. It offers the possibility of developing different types of
policies simultaneously. According to [11], such an infrastructure is scalable and remains
manageable in the face of changing technology, organizational restructuring and increas-
ing data volumes. NGAC has been introduced by NIST and approved as a standard by
the American National Standards Institute [8] [7].

The NGAC standard expresses policies in terms of attributes [10]. These attributes
characterise the users and objects of an access request. NGAC grants or denies access
based on the relations defined between the attributes in the policies. The framework
comprises of a set of basic elements, containers, and relations. The basic elements are:

• Users are unique entities that request access to resources.

• Objects are controlled resources.
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• Operations are actions performed on policy elements.

Containers are terms used to group elements with the same access rights. They can be
attributes of users and objects, or policy classes. The possible types of relations between
the basic elements and containers are:

• Assignment that defines the containment of elements within attributes or policy
classes.

• Association that defines the access rights.

• Prohibition that specifies denial of access.

• Obligation that dynamically alters access rights depending on the environmental
conditions.

The way NGAC can be used to provide service level access rights to the consuming
systems in a local cloud is of interest in this paper. Its implementation is further described
in sections 4 and 5.

3 AAA in an Arrowhead local cloud

In this section, all the services (Authentication, Authorisation, and Accounting) of the
implemented AAA system has been detailed. The aim of this system is to provide
secure and fine-grain access control to the IoT devices in a local cloud. The sequence
of interactions between a service consumer, service producer and the AAA system in a
local cloud are shown in Figure 1.

3.1 Authentication

Communications between the IoT devices and the AAA system in the current work uses
CoAP’s Datagram Transport Layer Security (DTLS) [14] for secure communications. The
CoAP protocol supports four security modes: NoSec, PreSharedKey, RawPublicKey and
Certificate. The nature of authentication achieved using these modes is discussed below:

• NoSec: In this mode, security is not provided by the protocol. Therefore, it cannot
be used for authentication.

• PreSharedKey (PSK): In this mode, a key has been shared between the two commu-
nicating entities and they authenticate each other based on that key. It is assumed
that the key is securely communicated to both parties beforehand. The PSK is not
a viable solution for the IoT local clouds as communicating the shared keys to all
IoT devices in a local cloud is cumbersome.

• RawPublicKey (RPK): In this mode, the IoT devices possess an asymmetric key
pair to establish DTLS connections, but the authentication of communicating par-
ties cannot be verified.
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Figure 1: Authorisation and Accounting process

• Certificates: In this mode, X.509 [9] certificates are generally used and are signed
by a trusted root (e.g. Certificate Authority (CA)). The devices in a local cloud
can authenticate each other if they possess a certificate from the CA specific to
that local cloud.

Out of all the DTLS security modes, the certificate mode is perceived as an appropriate
mode for achieving authentication in a local cloud context. Thus it has been used in
the current work. In a DTLS connection, the peer initiating the connection is usually
a client and the other peer is a server. CoAP’s DTLS is similar to Transport Layer
Security (TLS), except that it uses User Datagram Protocol (UDP). In TLS, a client
(browser) verifies the server’s certificate in a one-way handshake and a two-way hand-
shake is optional where a server also verifies the client’s certificate. Whereas, in the IoT
environment, both communicating entities play an important role (e.g. the AAA system
should verify that the service consumer is the same party who is requesting access and
the service consumer should also ensure that it is requesting access from respective AAA
system) and they need to authenticate each other using a two-way handshake.
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In X.509 certificate generation, elliptic-curve cryptographic (ECC) keys are preferred
to RSA keys as they provide the same cryptographic security but with smaller key sizes.
This reduces the size of the certificate and IoT devices can store these certificates in their
limited memory and makes communication faster due to the shorter handshake messages.
A self-signed CA root certificate has been created in the current work using OpenSSL [16]
and Java keytool. It is used to sign the AAA system’s certificate and all other entities
in the local cloud. All these systems have a truststore and the CA’s certificate has been
added to it. The DTLS connections are considered authenticated if they possess the
certificate issued by the same CA. Additionally, the AAA system verifies the identity
of the service consumer using the Common Name (CN) field (which stores the unique
system name of the service consumer in a local cloud) in its certificate.

3.2 Authorisation

Upon receiving an access request from a service consumer, the Authorisation service
verifies the access rights as per the NGAC policies, which is detailed in the next section.
If access is granted, the authorisation system issues an authorisation grant token to the
service consumer. Upon receiving the token, the service consumer submits a service
request to the service producer along with this token as shown in Figure 1. These tokens
are JSON Web Encrypted (JWE) tokens that are signed by the AAA system (so that
the service producer can verify token authenticity) and have been encrypted with the
service producer’s public key to keep them secure from any unauthorised access. They
are self-contained tokens (i.e. the token itself contains information required for the service
exchange so that the service producer does not need to validate the token with the AAA
system). A validity period for these tokens can be use-case dependent. The producer
decrypts this token upon receiving it from the service consumer, verifies its validity (i.e.
it verifies whether this token has been issued to the same consumer or not and also verifies
if the token is valid or has expired) and offers its services until the token’s expiry. The
service exchanges between a service consumer and a service producer during a token’s
validity period is referred to as a “session” in this work. When the intended service is
no longer required, the service consumer can also submit a close service request to the
service producer to close the session before token’s expiry time.

3.3 Accounting

The service consumer and producer of a session should account the session-related infor-
mation from both ends to the Accounting service of the AAA system in the local cloud.
A sample set of information recorded during a session is given below:

• Number of service exchanges in request/response communications;

• Session time (this can be either the token expiry time set in the AAA system or the
time difference between the service consumer’s first service request and the close
service request in a session);
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• Maximum and minimum packet size of the request;

• IP address change during a session;

• Reason for session termination.

This information is general to any local cloud and use-case specific accounting should
be developed for more secure and robust accounting needs. The accounting information
can be used to calculate payments to service producers, to measure statistics such as the
performance of each device, security analysis, etc. Information such as number of service
exchanges facilitates micro payments. Information such as packet size, session time, IP
address change and termination cause can be used to determine any security breaches such
as a Denial of Service (DoS) attack on constrained devices (service producer), compromise
of service consumer, etc., during a session.

4 Next Generation Access Control

In this work, an NGAC standard-based authorisation of IoT devices has been developed
and integrated into the Arrowhead Framework to provide fine-grain access control to IoT
devices in a local cloud.

4.1 NGAC Implementation

The NGAC functional structure is formed by the policy enforcement point (PEP), which
intercepts users’ access requests and enforces the decision taken by the Policy decision
point (PDP). The PDP evaluates and issues authorisation decisions. It reaches a decision
based on the elements and relations stored in the policy information point (PIP).

The PEP and PDP are implemented as Java programs integrated into the Arrowhead
Framework’s AAA system. The PIP has been developed in an SQL database in accor-
dance with the graphical representation of the policies [7]. NGAC uses the policy classes
to group and characterise collection of policies. Each element (users, objects, attributes,
operations, etc.) is represented by a node in the graph representation of the policy. This
is handled through Hibernate ORM to create the relations between the Java classes and
the MySQL elements.

This is the first work thus far that authorises IoT devices using the NGAC standard.
So, as an initial step, it has been developed by considering one unique policy class formed
by users, objects and attributes connected by assignments and associations. The users
and objects are connected to their attributes. The association of one attribute with an
operation provided by an object ensures the access right to every element in that path.
A path is defined as the connection between a user, a user attribute, an operation, an
object attribute and an object that creates a chain of elements related to each other and
with the same access rights.
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4.2 NGAC in the Arrowhead Framework

For the development of the NGAC standard into the Arrowhead Framework, relations
between Arrowhead elements and NGAC elements have been established. The common
Arrowhead elements for representing service consumers and producers are “Systems”
and the services they consume/produce are termed as “Services” [6]. Service consumer
systems and service producer systems are represented in the policy by Users and Objects
respectively and are grouped according to attributes. The services are represented by
operations.

DB

User Operation Object

PIP: Policy information point
PDP: Policy decision point
PEP: Policy enforcement point

Access 
Request

Access 
Response

Service Request

Service Response

Figure 2: NGAC functional structure in Arrowhead Framework

The functional structure of the AAA system in conjunction with the NGAC structure
is shown in Figure 2. The PEP (AAA system) receives an access request from the service
consumer and forwards it to the PDP. The PDP retrieves the policy information stored
on the PIP and makes a decision to grant or deny access to the requested consumer. The
PDP communicates its decision to the PEP and PEP sends an access response to the
consumer. If access is granted, PEP embeds a token in its response.

5 Use Case and Scenarios

A district heating use case has been utilised here to evaluate NGAC in an IoT context.
The concept of district heating comprises of a smart grid in which heat from a centralised
production plant is distributed to an entire district. The smart grid attribute is based on
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Table 1: NGAC POLICY for DISTRICT HEATING USE CASE

Consumer
systems

Weather station services

get in-
doortem-
perature

get out-
doortem-
perature

get in-
doorhu-
midity

get out-
doorhu-
midity

get solar get wind

Heating system 4 4 8 8 8 8

Blinder system 4 8 8 8 4 8

House owner 4 4 4 4 4 4

the need to balance production, distribution and consumption. The heating system in
the current use case controls the temperature inside the building in accordance with the
temperature (indoor/outdoor) measured by a weather station. The window blinds are
controlled by a blinder system based on the indoor temperature and solar radiation infor-
mation measured by the weather station. The main systems that are service consumers
in this use case are the heating system, blinder system and building owner. Whereas, the
weather station services are regarded as service producers.

In the current use case, a Davis Vantage Pro2 weather station has been used. It
consists of two units, one outside and one inside the building. The outside unit comprises
an anemometer, solar radiation sensor, temperature sensor, humidity sensor, etc. The
inside unit comprises a console equipped with temperature and humidity sensors. These
two units communicate wirelessly with each other and the readings of all sensors in these
units are transmitted to the console.

An application has been developed in Java that acts as a wrapper to the Davis
Weather station. It is loaded on a BeagleBone Black device running Debian OS. This
application receives readings from the Davis console via UART over USB. It acts as a
service producer and responds to CoAP requests from the service consumers (heating
system, blinder system etc.). Even though the weather station hosts different services,
the service consumers should be restricted to consuming only certain services that are
required for their functionality. NGAC is used in this use case to achieve this service
level access control.

NGAC policy developed for the selected use case has been graphically represented in
Figure 3. Access mapping between different systems and diffent services in accordance
with Figure 3 is shown in Table 1 and also explained in the following sub-section.

5.1 NGAC policy implemented for the use case

In Figure 3, the systems are represented by yellow boxes: service consumers (users) on
the left-hand side and service providers (objects) on the right-hand side. Each system
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Figure 3: NGAC policy for the use case

is linked to one or more attributes. These links between service consumers, service pro-
ducers and their attributes, called “Assignments” in NGAC notation, are depicted with
arrows. Services (Operations) are shown in curly braces. The associations, represented
by dotted lines, are always formed by joining one service consumer attribute to one ser-
vice producer attribute. Every element linked in the policy, in the same path, has the
same access right.

5.2 Implementation description

Both the Authorisation and Accounting modules have been implemented in Java. The
Accounting system uses MySQL as a backend to store the accounting information. Upon
bootstrapping the system, the AAA system reads the access control policies indicated in
Figure 3 from a JSON file and populates the database. The Policy Information Point
(PIP) is an SQL database with eleven tables containing information about users, objects,
attributes, associations, etc. At runtime, the database can be updated or maintained with
MySQL Workbench. Local cloud systems are authenticated using certificates as detailed
in Section 3. Authorisation is granted based on the access rules in the NGAC database.
Here are two scenarios that demonstrate NGAC usage.

In the first scenario, the heating system sends an access request to the AAA system
to consume the get indoortemperature service from the weather station. It does that
by sending a CoAP POST request with a JSON payload to the Authorisation Control
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Service of the AAA system as shown below.

Scenar io1
−−−−−−−−−
−−−− Author i sa t ion Request−−−−
{
‘ ‘ AuthRequest ” :{
‘ ‘ Consumer ” : ‘ ‘ HeatingSystem ” ,
‘ ‘ Producer ” : ‘ ‘ IndoorTemperatureResource ” ,
‘ ‘ ServiceName ” : ‘ ‘ ge t indoor temperature ”
}}
As the heating system has access to the get indoortemperature service as per the NGAC
policies in Table 1, an authorisation token is granted as shown below.

−−−− Author i sa t ion Response−−−−
{
‘ ‘ AuthResponse ” :{
‘ ‘ AccessResponse ” : ‘ ‘ t rue ” ,
‘ ‘ AccountingID ” : ‘ ‘ 475360” ,
‘ ‘ Consumer ” : ‘ ‘ HeatingSystem ” ,
‘ ‘ Producer ” : ‘ ‘ IndoorTemperatureResource ” ,
‘ ‘ ServiceName ” : ‘ ‘ ge t indoor temperature ” ,
‘ ‘ Token ” : ‘ ‘ eyJjdHkiOiJK . . . ”
}}

In the second scenario, the heating system sends an access request to consume the
get outdoorhumidity service. As the heating system attributes do not have association
via the get outdoorhumidity service to the weather station, the authorisation request has
been rejected as shown below.

Scenar io2
−−−−−−−−−
−−−− Author i sa t ion Response−−−−
{
‘ ‘ AuthResponse ” :{
‘ ‘ AccessResponse ” : ‘ ‘ f a l s e ” ,
‘ ‘ Consumer ” : ‘ ‘ HeatingSystem ” ,
‘ ‘ Producer ” : ‘ ‘ OutdoorHumidityResource ” ,
‘ ‘ ServiceName ” : ‘ ‘ get outdoorhumidity ”
}}

One limitation of the current work is that if the access rules corresponding to the
token are changed after a token has been issued, measures to revoke the token are not
implemented. To overcome this problem, the authors suggest to use shorter expiry period
with the tokens.
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6 Conclusion

Industry 4.0 is incorporating the Internet of Things (IoT) in industrial applications. The
use of IoT technologies enables efficient device-to-device (D2D) communication but also
creates multiple requirements in terms of security, effective communication, etc. The
SOA-based Arrowhead Framework provides features for addressing these requirements
through the use of local clouds. One important requirement is security, including au-
thentication, authorisation and accounting (AAA).

This paper has proposed an AAA solution that integrates the NGAC standard using
a simple district heating use case that includes devices from multiple stakeholders. The
experiments conducted show that NGAC can be used to provide fine-grain access control
at service level.

7 Future work

Future works include adding support for HTTPS, MQTT as well as other necessary
protocols. The proposed solution needs to be further tested on resource-constrained
devices such as wireless 6LoWPAN-based platform. Full integration with the other core
systems of the Arrowhead Framework is also needed. In addition, complete support of
the NGAC specification must be implemented.
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Interoperability Mismatch Challenges in

Heterogeneous SOA-based Systems

Cristina Paniagua, Jens Eliasson and Jerker Delsing

Abstract

In Industry 4.0, systems with heterogeneous implementations, various architectures,
protocols, and semantics must be integrated into collaborative environments. The in-
teroperability between them has become a major challenge in this new ecosystem of the
industry, thereby generating several research questions about how to manage information
exchange and collaboration between systems with such vastly different properties. This
paper presents a detailed investigation of the various mismatch problems that can occur
in information exchange in a heterogeneous service-oriented-architecture-based environ-
ment where interoperability is crucial. The proposed solution is an adapter system that
can aid in the generation of new service consumer interfaces at both compile-time and
run-time. The interfaces are based on service contracts, thereby allowing heterogeneous
systems to communicate and interchange services. The proposed approach requires a new
point of view in the service description field that can provide a holistic description of the
information required for creating both run-time and compile-time consumer interfaces.

1 Introduction

The term Industry 4.0 was presented for the first time at the Hannover Fair [16] with the
Industry 4.0 initiative, thereby initiating the fourth industrial revolution where devices
and machines are connected to the Internet to communicate with other machines or
humans. The achievement of this change of paradigm starts with the introduction of the
Internet of Things (IoT) and cyber-physical systems in industrial application scenarios [7].

The IoT is composed of a large and heterogeneous set of devices, software systems,
and networks in the quest for intelligent environments. During the last decades, a myriad
of protocols and standards have been used to address the requirements of this new tech-
nological approach. The number of protocols and standards are growing as the number of
new applications increase. Consequently, one of the major challenges today in Industry
4.0 and the industrial IoT is the interoperability between systems with heterogeneous
characteristics.

The collaboration between various application domain silos and the promotion of
horizontal integration could generate a better and more complete functionality in the
industry and open new possibilities but also challenges in collaborations between systems.

Some of the IoT protocols and technologies commonly used in service-oriented ar-
chitectures (SOAs) are representational state transfer (REST) over hypertext transfer
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protocol (HTTP) , constrained application protocol (CoAP), and OLE for process con-
trol unified Architecture (OPC-UA). Each protocol has its own specialization and thus
satisfies particular application requirements. In many cases, these protocols are designed
as isolated islands, and communication between the islands is not considered.

Migration to a new collaborative horizon between communication protocols has been
an active discussion issue during the last years. Nowadays, there are commercial IoT
platforms that support interactions between communication protocols with various ap-
proaches. Some of the most common solutions are translation agents, gateways, or cloud-
based software buses. However, all of these require integrated solutions routed through
a central server, thus reducing flexibility and introducing security vulnerabilities as well
as higher latencies. In 2017, a new approach was presented by Derhamy et al. [4] within
the Arrowhead framework as an SOA-based translator system. The approach uses an in-
termediate format instead of a protocol as a link between the target protocols, capturing
all the specific information while improving scalability.

Nevertheless, the service interoperability issue is beyond a mere communication pro-
tocol mismatch. To achieve a holistic data exchange between heterogeneous systems, the
semantics must be taken into account, thus making existing solutions insufficient. In the
literature, the semantic issue is defined and addressed in various manners.

Liyanage et al. [11] argued the use of ontologies to improve interoperability in the
field of health data, dividing the data into semantic, syntactic, and structural levels
and applying ontologies to classify the amount of big data across the healthcare ecosys-
tem. Another perspective was presented by Jara et al. [8], who performed analyses of
semantic interoperability in the IoT and argued that the Semantic Web of Things is the
next step to achieve integration of heterogeneous technologies. However, in both these
cases, the presented solutions remain in development, requiring human intervention and
a considerable amount of input from domain experts, or they have scalability problems.

In addition, the notation (a set of mappings and key value names) used within the
various semantics differs from one implementation to another without general agreement.
This makes understandings between systems more complex.

In this paper, we investigate mismatches in the various layers of communication be-
tween heterogeneous systems and the necessity of achieving a functional solution; thus,
a new approach is proposed. The new approach is based on utilization of the service
contract, which specifies the interactions between the consumer and the service provider
through the creation of new solutions based on service orchestration and data manipu-
lation.

This paper is structured as follows: Section 2 presents the background. Section 3
describes the problem in detail, together with a few use cases. Section 4 presents a
new approach to address the problem, Section 5 presents the conclusions and Section 6
provides suggestions for future work.
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2 Background

This section starts with a Service Oriented Architecture overview and some of the most
common protocols used in the industry, followed by a short explanation about the concept
semantics and finally, a brief introduction of the Arrowed Framework and its documen-
tation .

2.1 Service-Oriented Architecture

Service-oriented architecture is the use of software interfaces, called services, to create
distributed computing and facilitate remote system interactions and data exchange. It
is based on principles such as the standardized service contract, loose coupling, service
abstraction, and reusability, among others.

The service interface specifies service operations: what it does, the parameters passed
into and out of the operation, and the protocols for how those capabilities are used and
provided [14].

The service contract is a concept introduced in SOA. It is formed by the service
interface, interface documents, service policies, and the service level agreement, including
quality of service (QoS) and performance. The service contract specifies all interactions
between the service consumer and service provider.

2.2 Service-Oriented Architecture Protocols

Several common SOA-enabled protocols are used in the industry.

OLE for process control unified architecture This standard is commonly used
in the process industry, and it allows a wide range of devices to share information in
a standardized way. It is an upgrade from the first OPC version, which had serious
drawbacks such as a Windows-only platform (i.e., DCOM). The newer OPC-UA uses
two communication protocols: binary OPC over TCP allows high performance and low
overhead, and SOAP over HTTP(S) enables invocation of Web Services.

Additionally, OPC-UA defines data formats and models and provides mechanisms for
alarms, security, information models, etc. A comprehensive study of DPWS and OPC-
UA was performed by Candido et al. [2]. Because OPC-UA runs over TCP with optional
SOAP and HTTP(S) encoding, it is not suitable for low-power devices that require a
great deal of time in sleep mode. The use of UDP uses fewer resources and provides
better low-power operation.

Hypertext transfer protocol This protocol is an application-level protocol for dis-
tributed collaborative hypermedia information systems [5]. It is defined as a request-
response protocol in the client-server computing model. It is a TCP/IP -based commu-
nication protocol used to deliver data over the World Wide Web. The three basic features
that make it a simple but powerful protocol are:
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• Simple design, making implementation robust and inter-operable.

• Media independence, allowing any type of data to be sent as long as the client and
server understand it.

• Statelessness, where the server and client are aware of each other only during the
current request.

Constrained application protocol In contrast with other standards, CoAP [15] was
designed for the needs of constrained resource devices. It follows the client/server model
and applies a request-response communication pattern. It is based on UDP and provides
an optional retry mechanism at the CoAP layer.

Additionally, CoAP has a RESTful API with the GET, POST, PUT, and DELETE
verbs supported with the addition of the OBSERVE function. It is designed to interop-
erate with HTTP and the RESTful World Wide Web at large though simple proxies.

2.3 The Arrowhead Framework

The Arrowhead framework is an SOA-based framework used to support the creation
of scalable cloud-based automation systems [3]. One of its primary challenges is to
achieve interoperability between IoT devices and systems at the service level, providing
information exchange independent of underlying protocols and semantic profiles (SPs).
In Arrowhead, a system is considered a piece of software executed in a device, that
provides or consumes services. The Arrowhead Framework is based on the concept of
the System of Systems.

The Arrowhead framework defines properly structured documentation to facilitate
integration of the systems. Documentation allows documentation of SOA artifacts in a
common format [1]. It is divided into a three-level structure: systems of systems, the
system, and the service level. The primary aim of the document structure is to provide
abstract and implementation views of the System of Systems, systems, and services.

Systems of Systems level documentation The System of Systems level documen-
tation is divided into two documents: the System of Systems description, which is an
abstract view of a System of Systems, and the System of Systems design description,
showing the implementation view and its deployment views.

System level documentation System level documentation is formed by two types of
documents. The system description, which describes the system as a black box, docu-
menting its functionality without describing its internal implementation, and the system
design description, which extends the black box description, giving internal details.

Service level documentation Service level documentation consists of four docu-
ments: the service description, the interface design description, the communication profile
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(CP), and the semantic profile (SP). These four documents form the service contract in
the Arrowhead framework.

• Service description: Abstract view of the service; the document describes the pri-
mary objectives and functionalities.

• Interface design description: The specific interface implementation document that
points out the CP and the SP documents and provides information on how a service
is implemented using the CP and SP.

• CP: Contains all information about the design protocol and the logical transporta-
tion of information.

• SP: Defines the encoding and the information semantics.

3 Problem definition

In the new Industry 4.0 paradigm, the interoperability between various systems and
devices has become a serious issue. The variety of commercial IoT platforms that support
various communication protocols and semantic profiles makes communications difficult.

The idea of a renovated industrial environment that is more collaborative, where
the machine-to-machine and machine-to-human synergies are more popular, opens new
discussions about how to address the various obstacles in the communication and collab-
oration between them. Focusing on machine-to-machine collaboration, one of the more
challenging impediments are the numerous protocols, semantics, and standards currently
used in the industry and that impede the exchange of services between systems.

To analyze the service interoperability issue, we must break out the problem into
layers, as shown in Fig. 1. Hence, each layer must be addressed and managed to achieve
a complete solution. The convergence in a unique standard for each layer is considered
a utopian idea; therefore, the efforts of the new investigations focus on the collaborative
exchange between heterogeneous systems in all layers.

• The communication protocol includes the application layer protocols (e.g. , HTTP,
CoAP, STOMP, DDS, and MQTT-SN).

• Encoding and serialization includes the syntactic format (e.g., XML, JSON, proto-
col buffers, and Ion).

• Semantics includes standards that provide meaning in a structured way, (e.g.,
SenML, OMA SpecWorks, SensorML, and AutomationML).

• Notation includes the mapping and the naming of the key values used; it is consid-
ered a part of the semantics. Some standards include a rigid notation while others
permit freedom or do not include it.
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Figure 1: Service communication layers.

Even when the technologies, shown in Table 1 have common format encoding (e.g.,
JSON or XML), the semantic and notation layers impede communications between them.

Several frameworks include parts of these layers in their specifications. Some of the
most popular are: Thread, designed as a mesh of networks to securely connect hundreds
of IoT devices, is based on 6LoWPAN, IP routing, and UDP; AllJoyn, a collaborative
open source software framework that creates dynamic proximal networks using D-Bus
message bus; IoTivity, a project hosted by The Linux Foundation and sponsored by
the Open Connectivity Foundation (OCF), whose goal is to create a new standard for
wired and wireless devices, will connect devices to each other and to the internet; and
IEEE P2413, a draft standard for an architectural framework for the Internet of Things,
promoting cross-domain interaction and functional compatibility.

Table 1: Specifications of other formats

Format Encoding Semantic Notation
IOTDB JSON-LD X X
ASN.1 ISO/IEC 8825-1 – –

IEEE 1451.4 – X X
RAML JSON / XML X X

The Arrowhead framework is an SOA-based architecture, and one of the objectives
for it is interoperability between systems beyond underlying protocols and SPs; therefore,
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it is considered to be the basis for analysis and future developments.

In the frame of SOA, to achieve a successful service interaction, the service consumer
must understand the data from the service provider. The consumption of a service
requires an adequate consumer interface. Traditionally, this interface is the result of
a previous agreement between the provider and the consumer based on the concept of
service contract where characteristics of the service are defined. The contract is accepted
at the time of development and is used to implement the service consumer interface
according to the service features to assure that the systems within the local cloud perform
correctly. However, to achieve the collaborative environment, systems with differing
contracts must communicate and use services for which they do not have an adequate
service consumer interface.

The analysis was considered for two Arrowhead-compliant systems wherein the system
P is the provider of the service and the system C is the consumer. Each system has its
own service contract.

3.1 Case 1. Communication Protocol Mismatch

In this case, a mismatch between communication protocols occurs. Some of the IoT
protocols commonly used in SOA are HTTP, CoAP, and OPC-UA. Each protocol has
its own scope and satisfies particular requirements. Most efforts in the field have focused
on the interoperability at the network layer and are concerned with the communication
protocol. Interoperability has been achieved through certain commercial solutions such
as translation agents, protocol gateways (e.g., the IPv6 multi-protocol gateway [9] or the
IoT gateway system based on Zigbee and GPRS protocols [18]), and adapters embedded
on the device [17]. In the Arrowhead framework, a support system called Translator was
developed, and it functions as a translator between protocols.

Figure 2: Service contract mismatch in the communication profile.
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The difference between the service contracts in the systems lies primarily in the CP.
The greatest limitation of this method is a delay introduced in communications. A
message must be sent to the translator, and it must be translated before being sent to
the other device. In addition, use of a third system in each communication not only
increases the communication time, but also introduces the risk of vulnerabilities and
security costs.

3.2 Case 2. Encoding and Semantic Mismatch

The second case of the analysis is when the semantic profile of the contracts differ. The SP
registers the data type, encoding, and semantics used in the service. In that sense, there
are numerous combinations of standards and encodings, precluding the understanding
between systems. This situation is difficult to solve because of the myriad of possibilities
and the freedoms of the developers in the design of the service.

Some obstacles in the consecution of the interoperability at this level are: difficulties
in marking the necessary semantic information as explicit, requiring human intelligence
and judgment for solving mismatches; documenting legacy systems; the differing points
of view of developers; and dynamic changes in the meanings of names and values, as
Heiler explains [6].

Figure 3: Service contract mismatch in the encoding.

Most of the recent research in the field of semantics are based on the use of ontologies.
For example, Maree et al. [12] proposed an ontology-merging framework that uses two
domain-specific ontologies as inputs, finds semantic correspondences, and produces a sin-
gle merged ontology as the output. The semantic heterogeneity problem is thus claimed
to be solved by merging two or more ontologies. In the literature, ontologies particu-
larly focused on IoT services can be found, such as that presented by Nambi et al. [13],
where a knowledge base for IoT, based on modeling contextual information as a result
of merging several popular ontologies and their extensions with relevant concepts in the
field, are shown. Ngoc et al. [10] go further with the classical ontology concept, introduc-
ing the MAPE-k model from IBM as the fundamental reference model for implementing
autonomic systems and providing self-management capabilities.

However, the use of ontologies does not solve the entire problem. The ontologies
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describe a specific part of the knowledge; consequently, it is difficult to find a unique and
accurate ontology that covers the entire industrial semantic spectrum, even with the use
of merging tools as described. In addition, these approaches are not fully developed or
are currently at a conceptual stage.

3.3 Case 3. Notation Mismatch

This case focuses on the deepest layer of semantics: the mapping, notation, and naming
of the message. Language comprehension is intrinsic to human beings; however, the
capability to understanding machines is limited to their implementation. Even when the
CPs and SPs are the same in two contracts, the freedom that the standards allow, or
even the possibility of not using standards in the description of the values, becomes a
major issue in communicating with the systems.

This layer of the service understanding does not have an official name; it is consid-
ered part of the semantics of the message. We will differentiate this specific part from
the semantics; thus, it is considered the last and most complex step in the quest of
interoperability in heterogeneous environments.

Figure 4: Service contract mismatch in the message notation.

In the example shown in Fig. 5, all systems use the same protocol, the same data
application type (JSON), and describe temperature as a value. However, despite the
match in the characteristics of the service, the key values used in each system are different,
and this apparently small differentiation in the semantic causes a mismatch between the
contracts, and consequently, communication between them is impossible.

Code 5.a and 5.b have the same notation for the key value and data type used, but
the mapping of the message is different. Code 5.c, on the other hand, has the same
mapping as 5.a, but the notation used in the key value is different. In both cases,
the differentiations between the messages are slight, but enough to cause an error in
communication and render interoperability impossible.

The mismatch produced is one of the greatest challenges facing interoperability be-
tween systems.
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Figure 5: Different mappings and notations within the same encoding

3.4 Case 4. Combinations of Several Mismatches

This case includes combinations of mismatches occurring together or in any combination.
The more heterogeneous the system, the more complex the solution.

When the mismatches happen together the number of combinations grows exponen-
tially, the solution becomes more difficult and the application has to be carefully studied.

4 Proposal

With the complexity of countless combinations of structures, protocols, data types, en-
codings, semantics, and standards, the idea of convergence into one universal solution is
a utopic idea far from the current industrial reality.

The service consumer interface is the point through which a consumer interacts with
the provider. The interface defines the style and details of the interactions, unlike the
implementation, which defines how a particular provider offers its capabilities. The
distinction between these two terms is critical for understanding the operation of the
service.

The proposed solution considers the interface to be the primary point. With the
appropriate consumer interface, it is possible to consume the provider service and achieve
interoperability between the systems.

However, to modify the software of the consumer service interface to adapt it to the
contract of the provider’s service is considered bad practice. A change can affect the
functionalities of the system and the increase errors. The proposed alternative is to
add an intermediate instance that acts as a link between the interfaces. This instance
could be considered a new dynamic consumer interface capable of manipulating and
adapting the data for use by the consumer. This paper proposes a new system called the
Adapter System that would be in charge of creating instances capable of manipulating
the data interchange between the producer and the consumer. The Adapter System
uses the information stored in the service contract of each system. Therefore, correct
management of the metadata of the service as well as the service contract documentation
becomes fundamental to resolving the interoperability issue.

Formats such as Web Application Description Language or Web Services Description
Language are designed to provide a machine-readable description of web applications
and services. However, they are restricted to a particular protocol and standard, limiting
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Figure 6: Use of the Adaptor System to enable communication between two heteroge-
neous systems

their use. Additionally, they are not sufficient for the description of the service contract in
its totality, and therefore, for the generation of consumer interfaces. This paper proposes
the evolution of a new format capable of adapting to a variety of protocols and standards
and describe the information necessary to generate the consumer interface in compile-
time and run-time. This format is the Contract Description Language (CDL), which is
an XML-based interface definition language that is used for describing service contracts.
It is in its first steps of development.

The principal difference from other formats is its detailed description of the encoding,
compression, security, QoS, semantics, and notations of responses and requests, as well
as a mapping format that separates the structure of the message from the syntactic
format used. The proposed approach allows two service contracts to be compared and
the mismatch between them analyzed, thereby presenting a solution that can enable
communication between two mismatching services.

To test the applicability of the proposed approach, a basic implementation of the
Adapter System in a Java program was developed. The Adapter System is capable of
reading two CDLs from differing systems and analyzing the mismatches, then propose a
solution, if needed (Fig. 7).

The possible solutions depend on the mismatches between the service contracts. If
no mismatch is found, the systems are compatible, and no action is required. If the
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Figure 7: Use of the Contract Description Language by the proposed Arrowhead Adaptor
System.

mismatch is in the communication protocol or encoding, the solution is to send a new
orchestration rule that calls the translator system. On the other hand, if the mismatch
is in semantics and notations, a possible solution is data manipulation. However, cases
could occur where none of these solutions can be applied or they are not rigorous enough
to solve the mismatch. In these situations, the Adapter System does not generate any
action.

5 Conclusion and Results

The new technological approach that started with Industry 4.0 is today facing new in-
teroperability issues. A number of solutions are available that partially solve some of
the issues. However, an holistic solution that achieves complete communication and
understanding between systems with differing service contracts is not yet available.

To achieve a collaborative environment between heterogeneous systems, the various
layers of the service contract must be taken into account. The proposed characterization
divides the service into the communication protocol, encoding, semantics, and notations
in the message of the service.

This paper provides an investigation of the interoperability issues in heterogeneous
SOA-based environments and proposes a new approach where the generation of run-time
and compile-time dynamic consumer interfaces enables communication between hetero-
geneous systems.

The first step in the creation of the new interfaces is the management of service
metadata. This approach requires a new method for service description that can capture
all essential information required for creating consumer interfaces. The solution proposed
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is focused on the definition and implementation of a machine-readable description of the
service contract, the CDL. Presentation of this paper is a major step toward efficient
collaborative automation.

6 Future work

Future work will be focused on the consecution of the interoperability of the various
layers through the automatic generation of dynamic consumer interfaces and its valida-
tion in actual industrial use cases. This involves investigating dynamic re-orchestration
rules and data manipulation at run time. The CDL specification will be elaborated and
extended to enable more mismatch details. Both QoS and the security necessities will be
defined and included in future solutions. The results will be integrated into the future
implementations of the Arrowhead Adapter System.
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Syntactic Translation of Message Payloads Between

At Least Partially Equivalent Encodings

Emanuel Palm, Cristina Paniagua, Ulf Bodin, Olov Schelen

Abstract

Recent years have seen a surge of interest in using IoT systems for an increasingly
diverse set of applications, with use cases ranging from medicine to mining. Due to the
disparate needs of these applications, vendors are adopting a growing number of mes-
saging protocols, encodings and semantics, which result in poor interoperability unless
systems are explicitly designed to work together. Key efforts, such as Industry 4.0, put
heavy emphasis on being able to compose arbitrary IoT systems to create emergent ap-
plications, which makes mitigating this barrier to interoperability a significant objective.
In this paper, we present a theoretical method for translating message payloads in transit
between endpoints, complementing previous work on protocol translation. The method
involves representing and analyzing encoding syntaxes with the aim of identifying the
concrete translations that can be performed without risk of syntactic data loss. While
the method does not facilitate translation between all possible encodings or semantics,
we believe that it could be extended to enable such translation.

1 Introduction

Improved IoT device interoperability has become an increasingly important ambition
during the last few decades, motivating research within both industry and academia. For
instance, the upcoming Industrial IoT (IIoT) paradigm, including efforts such as Industry
4.0 [14], put heavy emphasis on making IoT devices work together to create emergent
applications [20] [21]. Factory plant owners are expected to be able to buy sensors,
actuators, vehicles and other machinery that can work together with little integration
effort. Consequently, finding a means to dynamically facilitate device interoperability
becomes a paramount objective. We contribute to this effort by presenting a theoretical
method for translating message payloads in transit between interacting endpoints, fitting
into systems such as the one depicted in Figure 1.

A significant ambition of this work is to provide message payload translation capabil-
ities to systems such as the Arrowhead Framework [6], a SOA-based IoT framework that
supports the creation of scalable cloud-based automation systems. This kind of frame-
work facilitates device service discovery and orchestration at runtime,without any need
for human intervention. A would-be Arrowhead translator service could be thought of
as an intermediary situated between two communicating systems, as is shown in Figure
1. As work has already been done on creating a multiprotocol translation system [7] for

85



86 Paper C

Translation System

System A System B
HTTP

JSON

MQTT

CBOR

Translator
Service

Payload
Translation
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Translation

Figure 1: A conceptual translation system producing a transient service for protocol
and payload translation at runtime, which allows two otherwise incompatible systems to
communicate.

Arrowhead, the translation method we describe in this paper could be thought of as a
complement to existing systems only supporting protocol translation.

At the time of writing, the list of message encodings in common use includes XML [3],
ASN.1 [12], JSON [2], CBOR [1], Protocol Buffers [10] and many others. The length
of this list could be attributed to the diversification of connected computing devices
observed during the last few decades. As dimensions and costs of computers have been
decreasing, new paradigms—such as the Internet of Things (IoT), Big Data and Machine
Learning—have spurred the development of a growing variety of computing hardware,
ranging from low-power wearable gadgets to quantum computers. Even though the use
of many encodings may be important for optimizing the utility of these devices, it may
become a stumbling block when the need to interoperate arises.

Previous interoperability efforts of relevance include (1) protocol translation [4,7,15],
(2) encoding libraries supporting multiple concrete encodings [16,17,19] and (3) ontolog-
ical translation [5,8,9]). For instance, Derhamy et al. present a multiprotocol translator
useful within the Arrowhead IoT framework in [7]. Other protocol-related solutions in-
clude translation agents, protocol gateways [13] and adapters [22]. These efforts are not,
however, concerned with message payloads, only with message protocols. Additionally,
while there are several software libraries that can translate message payloads between
encodings, none of these formally prove their translations to be lossless, which is an
important focus of this work. Libraries of this kind include Jackson [17], Serde [19],
Json.NET [16] and many others. Finally, ontological translation is concerned exclusively
with message encodings describing effective arrays of triples, while our model can work
with any kind of encoding.

In this paper, we present a theoretical method for translating encoding syntaxes. The
method is useful for formulating intersection encodings that allow for encoded messages
to be translated between multiple encodings with intersecting syntaxes without risk of
syntactic information loss. In particular, the method is described in terms of representa-
tions and validation functions, differing from traditional encoding specifications in that
they are concerned with abstract structures and elements instead of strings of bits.
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2 Problem Description

The purpose of this work is to provide a rigorous approach to reasoning about and pre-
venting information loss during syntactic encoding-to-encoding translation. However,
before presenting such an approach, we first provide our definitions of encoding, transla-
tion and lossless translation and describe when a translation is not lossless.

2.1 Message Encodings

We define encoding as a set of rules followed to convert interpreted messages to and from
binary strings. To convert such a message into a string, or to encode it, one is required to
(1) construct a syntax tree representing the original message, (2) convert the syntax tree
into a string of lexemes, and then, finally, (3) turn the lexemes into a binary string.1 The
result can then be decoded back into the original message by following the same steps in
reverse order as depicted in Figure 2.
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Figure 2: Interpretational levels of a JSON message. At the syntactic level, the types
and values of the individual parts of the message can be identified, but their context is
unknown.

2.2 Message Translation

Message translation is the process of transforming one encoded message into another
with a different encoding, preserving some level of meaning associated with the original

1We use the term syntax tree exclusively for referring to abstract syntax trees. Concrete syntax trees,
or parse trees, are not strictly necessary for either encoding or decoding; hence we do not consider them
here.
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message. A translator could be described as a function accepting a string ca adhering to
encoding a and returning either string cb encoded with b or an error ε, such as

fa,b : ca 7→ {cb, ε} (1)

A translator fa,b can operate at any of the levels depicted in Figure 2, each providing
different knowledge about the string being translated. A syntactic translator fΣa,b knows
only of a syntax tree Va constructed from its input string ca, as well as the specifications
of its source and target encodings a and b. Facts not recorded in Va, such as knowledge
of certain structures being equivalent, canceling each other out or having insignificant
ordering, cannot be acted upon. Specifically, fΣa,b converts Va it constructed from ca into
an equivalent form Vb in the syntax of the target encoding b, and then encodes Vb into
string cb as shown in Figure 3.

ConvertDecode Encode

ca Va Vb cb

Figure 3: Syntactic translation is the process of decoding a string, converting its syntax
tree, and encoding the converted tree.

In the rest of this paper, we assume that syntactic translation from string ca to string
cb can be performed if a syntax tree Va can be converted into another tree Vb expressed
with the syntax of the desired target encoding. As we are only concerned with syntactic
translation, none of the other kinds are given any further treatment.

2.3 Syntactically Lossless Message Translation

For translation from syntax tree Va into syntax tree Vb to be considered syntactically
lossless, Va and Vb must express the same structural information. This requirement
means that if Va holds an array of three integers, then Vb must also contain an array of
the same three integers, even though Va and Vb being formulated with different encoding
type systems. Specifically, a syntactic translation from Va to Vb using fΣa,b is syntactically
lossless only if there exists a translator fΣb,a such that

fΣb,a(fΣa,b(Va)) = Va (2)

In other words, if the original syntax tree can be recovered from the translated tree,
all original data exist in the translated tree, and translation is lossless.

Note that syntax trees rather than strings are being compared. The input ca and
output c′a of a lossless translation could differ even if their syntax trees are identical.



3. Representation, Validation and Migration 89

Many encodings allow for the same syntactic structures to be encoded in multiple ways,
such as numbers being allowed to have multiple bases (decimal, hexadecimal, etc.) or text
strings being allowed to have particular characters escaped in several ways. Comparisons
must be considered as being made between abstract objects, such as numbers, lists or
texts, rather than concrete binary strings.

2.4 Syntactically Lossy Message Translation

What would cause a translation to be syntactically lossy? An encoding could be thought
of a set of data structures useful for expressing arbitrary messages. When translating
between two encodings, a translator is required to express the data of the original message
using the data structures of the target encoding. During translation, information may
be omitted or changed, so that the original message can no longer be reconstructed.
Consider the example in Figure 4, in which a binary string is converted from XML to
JSON and back.

JSON XMLXML

Figure 4: XML [3] string translated to JSON [2] and back to XML, resulting in syntactic
information loss.

The XML messages in Figure 4 are syntactically different and, therefore, do not
satisfy the lossless property defined in Section 2.3. The first message uses attributes,
while the second uses child nodes. Additionally, the second message no longer has the
original name of its root element. XML provides no type equivalent to a JSON object,
which in this case resulted in lossy syntax transformations. A lossless translation between
XML and JSON would have required a rigorous syntax transformation scheme, or syntax
simulation, described further in Section 4.

3 Representation, Validation and Migration

Having established the notion of a syntactic encoding-to-encoding translation, we now
proceed to define syntax trees, syntaxes and intersection syntaxes and discuss how the
latter can guarantee lossless translation. In particular, we are interested in the repre-
sentations of these entities and in knowing when a given representation is valid. Our
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definitions are presented using common constructs of first-order logic.2

3.1 Syntax Trees

We consider a syntax tree to be a directed acyclic graph constructed from nodes. Given
a syntax type name t and a syntax value x, we define a node V as a tuple:

V = 〈t : x〉 (3)

The type name t is a reference to a certain syntax type definition Ti that describes the
set of objects that are allowed to occupy the syntax value x ∈ X. There are two varieties
of syntax values: sequences and elements. If a syntax value is a sequence of child nodes,
its node is considered a Branch, while if it is an element, its node is considered a Leaf.

Branch Nodes

A Branch node V holds a type name t and a sequence of child nodes S ∈ S, as follows:

V = 〈t : S = [V0, V1, ..., V|S|]〉 (4)

S is the set of all possible child node sequences, while |S| is the number of child nodes
in S. Above, t names a syntax type definition Ti that identifies a relevant subset of
S ⊂ X. Various data structures serving to group values together, such as arrays, tuples,
sets, dictionaries, classes, etc., are suitably represented by Branches. We consider all
sequences to be fundamentally ordered and view the property of being unordered as
superimposed at the level of semantics.

Leaf Nodes

Every Leaf node V contains a type name t and an element e ∈ E as follows:

V = 〈t : e〉 (5)

E is the set of all objects not considered to be collections of other objects. Above, t
names a syntax type definition Ti that identifies a relevant subset of E ⊂ X. Such a subset
could include all numbers within a specific range or all strings of bytes conforming to a
certain text encoding. What concrete members E contains is subject to interpretation,
but useful definitions could include null, true, false, all other enumerators, all numbers
and all binary strings.

2See [18] for an introduction. Note that we allow for any lowercase letter to denote a variable, use one
capital letter to denote a set or another collection, use P (x) to denote a predicate P with a single term
x, use P (x, y) to denote a predicate with two terms x and y, use ∧ instead of & to signify conjunction
(AND), use ⊕ as exclusive disjunction (XOR) connective, use ∃! as the uniqueness quantifier and, finally,
consider the implication θ → ψ to be equivalent to ψ ⇐= θ.
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Example

The syntactic level of the JSON [2] object in Figure 2 could be written with our tuple
notation as

〈Object: [

〈Pair: [〈String: ”name”〉, 〈String: ”Alice”〉]〉,

〈Pair: [〈String: ”age”〉, 〈Number: 37〉]〉 ]〉

(6)

The message is also shown in Figure 5 that makes the difference between Branch
and Leaf nodes more apparent.

name
String

Alice
String

age
String

37
Num.

B
ra
n
ch
e
s

Pair

Le
a
fs

Pair

Object

Figure 5: The Branches and Leaves of a JSON [2] syntax tree. Branches refer to
other nodes while Leaves hold elements.

3.2 Syntaxes

For a syntax tree to be valid, it must conform to the structure imposed by an encoding
syntax. Such validity is typically guaranteed during source string decoding via a set of
parse rules that effectively limit the set of acceptable lexemes to only those resulting
in valid tree nodes. However, syntactic translation entails converting a syntax tree into
another such tree, and the new tree may not be guaranteed to be valid. This possibility
necessitates the formulation of rules able to verify syntax trees directly. Consequently,
we define a syntax Σj as a collection of such rules, here named syntax type definitions
T = {T0, T1, ..., T|T |}, and a root set R as follows:

Σj = 〈T,R〉 (7)

Each syntax type definition Ti ∈ T describes one type of syntax tree node permitted
by one particular encoding, while the root set R identifies the types of nodes that are
allowed to be at the root of a complete syntax tree.
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Syntax Type Definitions

A syntax-type definition Ti ∈ T is a predicate, accepting a syntax tree node V as its
only term. Ti must not be satisfied unless the type name t ∈ V equals a type name ti
associated only with Ti. Consequently, every Ti must be defined in general as

Ti(V ) ⇐= (V = 〈t : x〉)︸ ︷︷ ︸
1

∧ (t = ti)︸ ︷︷ ︸
2

∧ p(x)︸︷︷︸
3

(8)

Ti(V ) is satisfied only if three conditions are fulfilled: (1) the tested term is a syntax
value V = 〈t : x〉, (2) the syntax-type name t ∈ V is equal to ti, which is the name of
Ti, and (3) an arbitrary function p(x) yields true when provided with the syntax value
x ∈ V . To make syntax-type definitions less verbose, the following form is also used:

Ti(〈t : x〉) ⇐= (t = ti) ∧ p(x) (9)

For instance, the syntax-type definition for a Boolean Leaf type could be specified
as follows:

Boolean(〈t : e〉) ⇐= (t = Boolean) ∧ (e ∈ {1, 0}) (10)

The syntax node V = 〈Boolean : 1〉 would satisfy the Boolean(V ) predicate, while
the nodes 〈Boolean : true〉 and 〈Binary : 0〉 would not.

Syntax Tree Validation

We are now able to represent a syntax as a tuple Σj = 〈T,R〉 and are able to determine
if any individual syntax tree node is valid. To determine if the entire syntax tree is valid,
however, we must examine both the validity of its root node and whether its syntax type
is allowed at the root of the tree. For this reason, we define the predicate V alidΣj

(V,Σj),
satisfied as follows:

V alidΣj
(V,Σj) ⇐=

1︷ ︸︸ ︷
(V = 〈t : x〉)∧

2︷ ︸︸ ︷
(Σj = 〈T,R〉)

∧ (t ∈ R)︸ ︷︷ ︸
3

∧ (∃!Ti ∈ T )(Ti(V ))︸ ︷︷ ︸
4

(11)

In other words, if (1) V is a syntax tree node, (2) Σj is a syntax, (3) the syntax type
name t ∈ V exists in the syntax root set R, and (4) there exists exactly one syntax type
definition Ti ∈ T ∈ Σj satisfied by V , then V describes a valid syntax tree according to
Σj.
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Example

We have now provided a sufficient number of definitions to formulate a complete syntax.
An example of a naive syntax is given for the JSON [2] encoding in Table 1. A sample
JSON syntax tree has already been presented in Equation 6.

Table 1: Naive JSON syntax.

Syntax Type Definitions (T )

Branches

Object(〈t : S〉) ⇐= (t = Object) ∧ (∀Vi ∈ S)(Pair(Vi))

Pair(〈t : S〉) ⇐= (t = Pair) ∧ (S = [V0, V1]) ∧ String(V0) ∧ v(V1)

Array(〈t : S〉) ⇐= (t = Array) ∧ (∀Vi ∈ S)(v(Vi))

Leafs

Number(〈t : e〉)⇐= (t = Number) ∧ (e ∈ F ∧ e 6∈ {+∞,−∞,NaN})
String(〈t : e〉) ⇐= (t = String) ∧ (e ∈ UTF-8)

True(〈t : e〉) ⇐= (t = True) ∧ (e = true)

False(〈t : e〉) ⇐= (t = False) ∧ (e = false)

Null(〈t : e〉) ⇐= (t = Null) ∧ (e = null)

Auxiliary Function

v(V ) = Object(V )⊕ Array(V )⊕Number(V ) ⊕
String(V )⊕ True(V )⊕ False(V )⊕Null(V )

Root Set (R)

{Object, Array}

F is the set of all IEEE 754-2008 [11] binary64 floating-point numbers,
while UTF-8 is the set of all UTF-8 compliant byte strings. Note that
u(V ) does not mention Pair since nodes of that type may only occur
inside Objects.

3.3 Intersection Syntaxes and Syntax Tree Migration

When comparing any two syntaxes, one may discover that some of their types are similar.
Both may define syntax types for numbers, text strings, arrays, maps, etc. Deciding on a
list of associations between the types of encoding syntaxes, one might be able to identify
syntax trees that would be considered valid by either syntax, i.e., the type name of every
node in a tree could be replaced with the name of its corresponding type. We regard
such a set of syntaxes with explicit type associations as an intersection syntax and refer
to the process of changing the type names of a syntax tree as syntax migration.
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If C = {C0, C1, ..., C|Σ|} is a set of syntax type intersections and Σ = {Σ0,Σ1, ...,Σ|Σ|}
is a set of concrete syntaxes, we formally define an intersection syntax Σ̂ as follows:

Σ̂ = 〈C,Σ〉 (12)

Syntax Type Intersections

Each Ci = {T0, T1, ..., T|Σ|} is a set of associated syntax type definitions, where exactly one
Tk is taken from each associated syntax Σj ∈ Σ.3 We refer to every such association Ci as
a syntax type intersection and consider each an effective syntax-type definition, describing
the intersection of the sets of syntax values every Tk ∈ Ci deems valid. Consequently,
each Ci can be used to validate a syntax node V as follows:

V alidCi
(V,Ci) ⇐=

1︷ ︸︸ ︷
(V = 〈t : x〉) ∧

(∃!Tk ∈ Ci)(t = tk)︸ ︷︷ ︸
2

∧ (∀Tk ∈ Ci)(Tk(〈tk, x〉))︸ ︷︷ ︸
3

(13)

V alidCi
(V,Ci) is satisfied by three conditions: (1) the tested term is a syntax value

V = 〈t : x〉, (2) the syntax type name t ∈ V is identical to the name of exactly one
associated type definition Tk ∈ Ci, and (3) x ∈ V together with the type name tk of
each Tk ∈ Ci satisfies every associated predicate Tk(V ). In other words, if a syntax
node V names one syntax-type definition in Ci and satisfies all such predicates in Ci,
V alidCi

(V,Ci) is also satisfied.

Syntax Tree Validation

Ensuring that the entire syntax tree V is valid according to a certain intersection syntax
Σ̂ requires both that every syntax tree node be valid as asserted by V alidCi

(V,Ci) and
that the root node of that tree be valid in every concrete syntax Σj ∈ Σ ∈ Σ̂, as follows:

V alidΣ̂(V, Σ̂) ⇐=

1︷ ︸︸ ︷
(Σ̂ = 〈C,Σ〉) ∧

(∃!Ci ∈ C)(V alidRoot(Ci,Σ) ∧ V alidCi
(V,Ci))︸ ︷︷ ︸

2

V alidRoot(Ci,Σ) ⇐=

(∀Tk ∈ Ci)((∃!〈T,R〉 ∈ Σ)(tk ∈ R))

(14)

3We do not provide any algorithmic means of determining correct or optimal sets of Ci in this paper,
even though it could be a relevant topic for future research.
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In other words, if (1) Σ̂ is an intersection syntax 〈C,Σ〉 and (2) there exists exactly
one syntax-type intersection Ci ∈ C where (a) every concrete type definition Tk ∈ Ci

is a valid root type and (b) V alidCi
(V,Ci) is satisfied, then V describes a valid syntax

tree according to Σ̂. If an intersection syntax is able to successfully validate at least one
syntax tree V , we refer to its encodings as being at least partially equivalent.

Syntax Migration

In Section 2.2, we claimed that if a syntax tree could be converted into another such with
another encoding syntax, syntactic translation could be performed. We have just defined
V alidΣ̂ that can be used to determine if a syntax tree would be considered valid by a
different syntax if only its type names were changed, or migrated, to those of a related
syntax. This definition means that if an intersection syntax Σ̂ can be formulated and a
syntax tree V satisfies V alidΣ̂, V can be translated to any other encoding in Σ̂.

More formally, given two syntaxes {Σa,Σb} ⊂ Σ ∈ Σ̂ and a syntax tree Va of Σa

satisfying V alidΣ̂(Va, Σ̂), syntax migration is the process of replacing every type name t
of every node in Va with its corresponding type of Σb, resulting in Vb. The correspondence
between types in Σa and Σb is established by the syntax-type intersections C ∈ Σ̂.

Example

We have again reached the point where we can formulate a concrete example based on
the presented theory. As an intersection syntax requires at least two concrete syntaxes,
we provide a naive CBOR [1] subset (CBORS). CBOR is used due to being similar to
JSON.4 Disregarding the names of CBOR’s and JSON’s syntax types, they differ only in
JSON requiring the first Pair element to be a String, in not being able to express the
same numbers, and in only CBOR having a dedicated type for arbitrary byte strings.
Table 2 outlines the CBORS syntax, while Table 3 shows a JSON/CBORS intersection
syntax.

Consider the JSON syntax tree in Equation 6. Assuming that we desire to convert
this syntax tree to CBORS, we first ensure that it is valid according to our intersection
syntax Σ̂ by testing if it satisfies V alidΣ̂(V, Σ̂). After ensuring this, we proceed to migrate
it to the desired syntax, resulting in

〈Map: [

〈Pair: [〈TextString: ”name”〉, 〈TextString: ”Alice”〉]〉,

〈Pair: [〈TextString: ”age”〉, 〈Integer: 37〉]〉 ]〉

(15)

A JSON syntax tree V not satisfying V alidΣ̂(V, Σ̂) would have to refer to a number
that is not an integer in the range (−264, 264). If we, on the other hand, were translating

4This is no coincidence, as CBOR was designed to be able to encode everything expressible with
JSON. For illustrative purposes, however, we do not include enough of the CBOR specification for this
to be true here.
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Table 2: Naive CBOR Subset (CBORS) syntax.

Syntax Type Definitions (T )

Branches

Map(〈t : S〉) ⇐= (t = Map) ∧ (∀Vi ∈ S)(Pair(Vi))

Pair(〈t : S〉) ⇐= (t = Pair) ∧ (S = [V0, V1]) ∧ d(V0) ∧ d(V1)

Array(〈t : S〉) ⇐= (t = Array) ∧ (∀Vi ∈ S)(d(Vi))

Leafs

Integer(〈t : e〉) ⇐= (t = Integer) ∧ (e ∈ Z ∧ −264 < e < 264)

ByteString(〈t : e〉)⇐= (t = ByteString) ∧ (e ∈ STRING)

TextString(〈t : e〉) ⇐= (t = TextString) ∧ (e ∈ UTF-8)

True(〈t : e〉) ⇐= (t = True) ∧ (e = true)

False(〈t : e〉) ⇐= (t = False) ∧ (e = false)

Null(〈t : e〉) ⇐= (t = Null) ∧ (e = null)

Auxiliary Function

d(V ) = Map(V )⊕ Array(V )⊕ Integer(V ) ⊕
ByteString(V )⊕ TextString(V ) ⊕
True(V )⊕ False(V )⊕Null(V )

Root Set (R)

{Map, Array, Integer, ByteString, TextString, True, False, Null}

STRING is the set of all possible byte strings. Note that d(V ) does
not mention Pair since nodes of that type may only occur inside
Maps.

from CBORS to JSON, an unsatisfactory CBORS syntax tree V would have to use a
Pair with a node that is not a TextString as the first element, an integer not expressible
as a binary 64-bit IEEE float [11], or contain any ByteString.

4 Conclusions and Directions for Future Work

The problem of heterogeneous system interoperability has received significant attention
in recent years. However, while efforts have made to translate message protocols, the
problem of rigorous message payload translation has been largely ignored.

In this paper, we presented a theoretical method for message payload translation
that facilitates preventing information loss during syntactic encoding-to-encoding trans-
lation. The method is described in terms of representations, validation, intersections and
migration of syntax trees.

The formalism of representation is a key aspect of the proposed method. If there
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Table 3: JSON/CBORS intersection syntax.

Syntax Type Intersections (C)

ΣJSON ΣCBORS

Object ↔ Map

Pair ↔ Pair

Array ↔ Array

Number ↔ Integer

6↔ ByteString

String ↔ TextString

True ↔ True

False ↔ False

Null ↔ Null

Associated Syntaxes (Σ)

{ΣJSON,ΣCBOR}

↔ denotes syntax type correspondence, while 6↔ signifies a syntax
type not having a corresponding type.

is any ambiguity, the result may be erroneous. Therefore, the method needs to be
used correctly and rigorously. Despite possible disadvantages, we believe that a method
of defining various encodings strictly is necessary for being able to correctly translate
message payloads between heterogeneous systems.

As the interpretation of a given encoding specification may leave room for ambiguity,
multiple incompatible syntaxes could be formulated for that encoding. To prevent such a
case, vendors and developers would be responsible for the implementation and provision
of syntaxes, avoiding the mismatch between the used encoding and syntax.

Future work includes the extension and refinement of the method, which involves
investigating various aspects of syntax simulation and translator implementation.

The syntactic translation solution we presented in this paper only allows for conver-
sions between encodings with intersecting syntaxes. To be able to translate any syntax
tree to any other encoding, there must be a way to simulate syntactic structures that
cannot be expressed in the native type system of the target encoding. Such simulation
would require one to reason about the types of simulated data structures the receiver of
a translated message would be able to interpret correctly, i.e., the activity of simulation
could be regarded as constructing new encodings out of existing encodings.

Lastly, we believe that the implementation and evaluation of a multiencoding trans-
lator using our translation method would be a significant complement to this work.
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Efficient Device to Device Service Invocation

using Arrowhead Orchestration

Cristina Paniagua, Jens Eliasson, and Jerker Delsing

Abstract

Internet of Things (IoT) enables interaction from real-world physical objects, by the use
of sensors, to the virtual world of computers and the Internet. The use of service-oriented
architecture (SOA) is one step in the creation of basic and complex interactions between
several sensors and actuators. However, the use of SOA-enabled technologies alone does
not meet all requirements of how sensor and actuator systems could be integrated to
create distributed monitoring and control applications. The centralized traditional way
of communication in the Wireless Sensor Networks via a gateway presents drawbacks
that have to be addressed, device-to-cloud communication adds higher latency, higher
power consumption and is less robust than the device-to-device communication approach.
Moreover, all these characteristics reduce the scalability of the network, thus limiting the
use of IoT in the industry.

In this paper, the method proposed utilizes the Arrowhead framework Orchestration
system to generate service composition within a (wireless) network formed by IoT de-
vices. Which aim is to achieve an efficient device-to-device service invocation to reduce
the drawbacks of today’s widely used device-to-cloud approach. The method of this pa-
per performs efficient service composition for industrial IoT, including the mapping of
SOA service composition in very small resource-constrained devices using the Arrowhead
Orchestration as a framework. Results presented in this paper at the service level can
increase performance and robustness in Fog computing on resource-constrained devices.

1 Introduction

The concept of ubiquitous computing, where computational power such as smart sensors
is embedded in the environment, was first introduced by Mark Weiser at Xerox PARC in
1993 [42]. Ubiquitous computing is nowadays usually referred to as the Internet of Things
(IoT). Today, we are starting to see Weiser’s ideas being realized, for example, in home
automation, Internet-connected district heating measurement stations, smart appliances,
etc. Sensor nodes, i.e. small embedded systems equipped with a combination of sensors
and/or actuators, are the core building blocks of an Internet of Things network. These
nodes, combined with gateways, middleware, and cloud computing, perform distributed
data gathering and analysis. Individual nodes gather data, perform local processing,
and transmit their results to other nodes in the network using IPv6 on top of wireless
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technologies such as Bluetooth, 6LoWPAN or Wi-Fi or wired solutions such as Ether-
net and Power-Line Communication (PLC). All nodes thus collaborate in a distributed
fashion to address the tasks assigned to the network. Since a network may consist of a
large number of nodes, individual nodes may break down without causing total network
failure. Gateways are used to enable sensor nodes, which typically use low-power radios,
to communicate with external networks, such as cellular networks and the Internet.

Organizations such as IEEE, IETF, IPSO, ZigBee Alliance, etc. are currently devel-
oping standards for communication in the field of Internet of Things. Many protocols,
for example; 6LoWPAN over IEEE 802.15.4, Bluetooth Low Energy, PLC, and RPL are
starting to become de-facto standards for low-power and low-cost devices. The use of
SOA-enabled protocols like CoAP enables machine-to-machine communication as well as
an interaction between end-users and sensor and actuator platforms. Even though CoAP
addresses issues such as low-power access to resource-constrained devices, and power-
ful scripting frameworks for service composition targeted CoAP (see for example [20])
have been proposed, there is still little work done in frameworks designed for allowing
other users than programmers and engineers deep access to sensor data. The Arrowhead
Framework addresses this by providing; automatic device, system and service discovery,
run-time service composition and security. The typical structure in a wireless sensor
network, based on the device-to-cloud communication, presents several drawbacks such
as; high latency, high power consumption, and low robustness. This limits the use of
them in many automation applications.

The proliferation of mobile devices with high computational power and the limitation
of the constrained devices lead to a lack of research in the area of constrained networks.
However, the use of Device-to-device communication in conjunction with the Arrowhead
Orchestration open new possibilities for the resource-constrained networks. The benefits
of the small devices use in the industry and smart environments include measurement
and collection of more data with lower cost than bigger devices and traditional wired
networks. Which enables more possibilities in the monitoring of processes or predictive
management.

This paper compares the traditional Wireless Sensor Network (WSN) mesh struc-
ture with the new service-oriented structures based on IoT devices and wireless device
to device communication between nodes. Therefore, this paper proposes a method for
efficient Device to Device service invocation by the use of the Arrowhead Framework and
its orchestration capabilities. The focus of this paper is in the application/service level,
but does not investigate issues in the lower layers in the communication stack, such as
MAC, routing etc.

The proposal includes the benefits of use Arrowhead Orchestration, such as easy
coordination of services, dynamic discovery, late binding, reusability, and scalability con-
junction with the Device-to-Device communication characteristics which promise to im-
prove efficiency, latency, and scalability. Which helps in the development and use of
constrained devices despite their limitations in memory, computational power, energy,
and bandwidth.

The method addresses issues related to latency in the orchestration of services. The
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Figure 1: Wireless Sensor Network mesh topology

proposed method changes the point of view from the more centralized topology where
the information flow node to node to the gateway and back again through the nodes in
the wireless mesh network, to a more individual communication path between devices
directly, thus significantly reducing the latency and network traffic load.

This paper is structured as follows: Section 2 presents related work and Section 3
presents the background. Section 4 presents the proposed solution in detail. In Section 5
the characteristics of the communication are defined. Section 6 describes the evaluation
of the proposed method, and Section 7 presents the results and conclusions. Finally,
Section 8 provides suggestions for future work.

2 Related work

This section presents the related work that can be found in the current literature in
relation to the IoT Wireless Sensor Networks and device to device communication.

2.1 Internet of Things (IoT)

The concept of the Internet of Things evolved from the Wireless Sensor Networks (WSN)
technology. WSN can be seen as the starting point for R&D of small, wireless sensor
devices connected to each other and to other networks. One major drawback of the
WSN approach is the typical use of proprietary and highly customized protocols and
solutions in order to achieve optimal performance in terms of power consumption, low
cost, etc. This leads to poor interoperability, since there is a multitude of different MAC
protocols, radio standards, etc., thus forcing developers to duplicate development efforts
for each new application. However, when 6LoWPAN [38] was accepted as a standard
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for IPv6 over low-power mesh networks, software development could start to rely on
existing mechanisms from the TCP/IP protocol suite for address allocation, naming,
discovery, etc. The use of IoT technologies within industrial applications are also starting
to be accepted, however, the industry requires much longer system lifetimes compared to
consumer products [33]. The overhead of using the IP protocol on resource-constrained
devices was shown to be very low in many applications, as reported by Hui and Culler [19].
One of the foremost drivers of IP-based, Internet-connected embedded devices has been
the IPSO Alliance, helping to standardize protocols for the Internet of Things.

Different research groups, such as the Thing-to-Thing Research Group (T2TRG) and
the Interest Group on the Web of Things (WoT), have been researching on communication
by resource-constrained devices among themselves as well with the global Internet. Datta
et al. presented a method for device and metadata discovery plus a framework for device
management [43]. In [8], Caminha et al. described a framework for discovery mechanisms
for the Internet of Things.

2.2 Wireless Sensor Networks (WSN)

Wireless Sensor Networks (WSN) play an important role in the Internet of Things,
where sensor and actuator nodes interact with the environment collecting raw data
or events [44]. The advances in the micro-electro-mechanical systems (mems), wireless
communication and the significant progress in the hardware platforms, their operating
systems and applications have enabled the development of low-cost, low-power and multi-
functional WSN. Traditionally the idea of sensor network was based on the collaborative
effort of a large number of nodes. The nodes are usually dispersed in the sensor field,
and each one has the capabilities to collect and route back data to the sink and end users
by multihop (mesh) communication.

WSN design is influenced by many factors, including fault tolerance, scalability, pro-
duction cost, operating environment, topology, hardware constraints and power con-
sumption. In the last decades, R&D focus has been on improving all of these aspects by
developing applications, designs and communication architectures [2], including special-
ized application domains such as healthcare in Alemdar et al. [3] or habitat monitoring
in Mainwaring et al. [23].

Multihop (mesh) wireless sensor networks are commonly used in the frame of IoT.
In a mesh network, a packet may have to traverse multiple consecutive wireless links in
order to reach its destination [30]. In the last years, companies and researchers have been
developing different architectures to address issues such as the quality of service or the
latency in this type of networks. One example is presented in [29].

2.3 Device-to-Device communication

Device-to-Device (D2D) communications have become an important and current topic
considered in a broad range of applications [15]. Especially in reference to IoT devices
and mobile networks [24]. The D2D communications standardization process started in
2015 by the 3GPP consortium and still in progress.
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D2D communication appears as an enable key technology in new scenarios, such as
mobile 5G networks [25] [26], Edge computing [27] and IoT [4]. Some of the paradigms
where D2D communication is growing are Fog Computing [5] and Multiaccess Edge
Computing (MEC) [17].

Some examples of this are presented in the literature, Orsino et al. in [28] claim that
D2D communications offer decisive benefits for future mobile 5G scenarios, proposing a
forwarding scheme which shows that D2D communication guarantees a significant reduc-
tion in delay and traffic load across the network. Also in [37] Santos et al. present a fog
computing framework for the management and orchestration of smart city applications
in 5G wireless networks.

In [18] the use of Simultaneous wireless information and power transfer (SWIPT)
is used to mitigate interferences between D2D and cellular communications. Ahmed et
al., [35], present an edge computing system in order to orchestrate end devices to execute
services, maintaining user privacy and keeping data closer to its source.

As is shown in several contributions the wireless systems requirements are presented
in term of high data rate, reliability and low latency. However, most of the current efforts
are focused on mobile devices and cellular networks. Fewer efforts are concerned with
small resource-constrained devices.

The main difficulties that face the resource-constrained IoT edge devices are its limita-
tion in the power, memory, processing resources, and the bandwidth. The RFC 7228 [7],
which define the terminology for Constrained-Node Networks, determines a constrained
node as ”A node where some of the characteristics that are otherwise pretty much taken
for granted for Internet nodes at the time of writing are not attainable”. The current
problems of the constrained devices in the Internet of Things are widely explained in [16].

In [36], Samie et al. point out the limitation of resources in the low power devices
and propose a technique for managing computation offloading in a local IoT network.
In [31] is presented an LWM2M implementation in constrained IoT devices, addressing
the end-node side instead of the server application point of view.

3 Background

A contextual overview of the Arrowhead framework in the field of Internet of Things, pro-
cess automation and Service-Oriented Architecture for embedded systems is introduced
in this section.

3.1 The Arrowhead Framework

The Arrowhead Framework is an SOA-based framework to support the creation of scal-
able cloud-based automation systems [9]. Its main concept is to achieve the interoperabil-
ity between IoT devices and systems at the service level, thereby providing an exchange
of information irrespective of underlying protocols and semantic solutions.

The Arrowhead Framework makes use of the following entities [10]:
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• Service. Use to interchange, consume or provide, information between systems.

• System. Piece of software that provides or consumes a service.

• Device. Piece of hardware, equipment or machine with computational and commu-
nication capabilities which hosts one or more systems.

• Local cloud. Self-contained network.

The extended definition of a local cloud is a self-contained network with the required
functionalities to support IoT automation applications through the utilization of the
three mandatory core systems and some optional support systems [11]. The mandatory
core systems are the Service Registry, Orchestration, and Authorization. On top of the
core system services, users can develop application specific services that together address
some specific tasks, implementing the application-specific parts and reusing most of the
other functionalities in the local cloud.

The functionality of the mandatory core systems is to provide the minimum advisable
services to set a local automation cloud. The characteristics of each one are presented as
follows [40]:

• Service Registry system. The Service Registry system is in charge of registering
and keeping track of the active services within the local cloud, in order to enable
the discovery of them.

• Orchestration system. The Orchestration system is the central component of the
framework, it is in charge of providing service consumption patterns and control
the interconnection of the systems.

• Authorisation system. The Authorisation system is in charge of providing creden-
tials to the systems to control and restrict access to the services. It is responsible
for authentication and authorization.

The Arrowhead Framework differentiates from other industrial SOA-based frame-
works in its wide device support from the small constraints resource devices to high and
complex systems, providing required automation capabilities such as real-time control,
security, and scalability.

3.2 Industrial IoT

The term internet of things (IoT) alludes to the interrelated computing devices, machines,
and objects that have the ability to transfer data over a network without requiring human
interaction. The application of IoT concept to the industry was the beginning of the
Industrial Internet of Things (IIoT), the development and integration of IIoT present
numerous challenges to the industry that have to be addressed. Devices, sensors and
smart machines adding value to the traditional view of the industry and open a new
paradigm where operational efficiency, data monitoring, and collaborative automation
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are key concepts. Moreover, the industrial control systems that take part in the future
Industrial Internet of Things have stringent latency and reliability requirements [41],
which represent significant challenges to existing wireless communication technologies.

3.3 CoAP

CoAP [6] is a protocol that stands for Constrained Application Protocol, and it is specif-
ically designed for resource-constrained embedded systems while still being compatible
with such Web technologies as URIs. CoAP requests can easily be translated into HTTP,
which makes it suitable for obtaining sensor data from a resource-constrained device and
forwarding the information using a CoAP-HTTP proxy. CoAP is quickly becoming the
de-facto protocol for IoT systems since it is designed to be highly efficient, runs on top of
UDP, is event-based and plays exceptionally well with 6LoWPAN. CoAP has been im-
plemented for both TinyOS and Contiki, and open source implementations are available
for C and Java. There even exists a Javascript implementation for Firefox.

CoAP is specifically designed for low-power devices with low-bandwidth communica-
tion capabilities. It is, therefore, a good alternative for use as a communication protocol
for the proposed framework. In [13], Eliasson et al. presented a data compression model
and methods for highly distributed application on top of mesh networks, such as 6LoW-
PAN.

4 Efficent Arrowhead Orchestration for Resource-

constrained Devices

Within the framework of the industrial wireless networks, there are particular features,
constraints, and requirements for the resource-constrained devices. The quest for low
latency, flexibility, mobility or reliable and efficient communications are being added to
the traditional requirements as scalability, robustness or power efficiency [39].

A Wireless Sensor Network (WSN) is formed by several nodes grouped in a sensor
field, the data is forwarded via multiple hops relaying to a local sink or a gateway to
communicate with other networks. In the [32] can be observed a number of examples
with this common feature.

In the local cloud field, the communication between nodes is usually achieved via the
gateway. A sensor sends data through multiple hops to the gateway, and the gateway
communicates the information to the local cloud. The processed data is sent back to the
network through multiple hops until the packet is received by the destination node. The
communication path depends on the topology and distribution of the network, in the
figure 1 the multi-hop device-to-cloud approach (blue), previously explained, is shown in
contraposition to the device-to-device approach (orange).

Nevertheless, this traditional communication approach has some drawbacks that must
be addressed. The device-to-cloud communication adds higher latency, power consump-
tion and is less robust than the device-to-device communication. These characteristics
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reduce the scalability of the network and limit the use of industrial IoT devices in the
industry.

The solution presented in this paper draws on the device-to-device communication to
reduce the drawbacks of the device-to-cloud approach. In the arrowhead framework, the
orchestration system is utilized to dynamically allow the re-use of existing services and
systems in order to create new services and functionalities [9]. The proposed method uses
the Arrowhead orchestration system to generate service composition within a wireless
network formed by IoT devices in order to achieve an efficient device-to-device service
invocation.

The experiment presented in this paper considers the latency as an indicator of the
feasibility of the method. In the industry, applications required low latency when are
working with important parameters such as delivering control instructions, real-time
information or monitoring machine status [21].

According to the time of response, we can distinguish four different requirements:

• Instantaneous response. Systems require an immediate response; latency require-
ments are below 1 ms. Wired closed control loops are normally part of this category.

• Fast response. System response below 100 ms. Safety mechanisms where a sensor
triggers an almost instant response are an example of it.

• Medium response. Control processes require fulfilling the time requirements to
avoid issues in the control and monitoring of the process. Latency requirements in
these cases are typically less than 1000 ms.

• Slow response. Some physical magnitudes have a slow evolution, for example,
temperature. In these cases, the time of response is not a critical requirement.
That allows more flexibility in the control of this variables. A slow response is
considered above seconds to even minutes.

The experiment is focused on fast response systems, considering that when the stricter
requirements have been achieved the rest of the cases could be achieved. Except for the
instantaneous response systems whose latency is difficult achieved in wireless networks
and, consequently, wired configurations are the most widely used approach.

This method, in the frame of the industry, increases the process value through the
addition of new sensors and monitoring processes. The proposed approach, in comparison
with wired traditional systems, reduces the cost of adding new sensors and providing
new useful information. The cost of wired devices increment the cost of the installations,
which limited the amount used.

4.1 Communication methods

The two communication methods that are applied in the presented solution are Device-to-
Device communication and Device-to-cloud communication. Both methods are broadly
used in numerous applications. However, even though both methods can be used to the
communication of devices
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Device-to-Cloud

The Device-to-Cloud communication is made via an intermediate device in charge of
routing the data from the nodes or devices in the network to the cloud, where usually
are processed. The intermediate device that connects the net with the cloud depend
on the type of network, commonly devices such as gateways and border routers. This
communication method is part of the called Cloud computing, in which the computing
takes place in the whole World Wide Web, reducing maintenance and managing resource
problems [1]. Regarding its use in WSN, the communication of the nodes is commonly
routed via the gateway to the cloud. Data is sent in multiple hops through the nodes.
This methodology increases the latency time and reduces scalability. However, it doesn’t
require computational level at the nodes, since the data is processed in the cloud.

Device-to-Device

Device-to-Device communication is based on communication between peers. The main
difference between Device-to-Cloud communication lies in the use of One-hop networks
against the multi-hop used in the D2C. Consequently, the utilization of the resources and
the efficiency of the network increase. Current investigations, see section 2, is focused on
mobile networks and 5G technology. Gandotra et al. in [14] present the advantages of
the Device-to-Device cellular networks, which include One-hop communication, spectrum
re-usability, optimization of power levels and improved coverage area. In the frame of the
WSN, the communication directly between nodes, in conjunction with an efficient service
orchestration, improve the performance of the net, including the reduction of the latency,
increase of the scalability and opt imitation of the resources. However, the utilization of
this type of communication is limited by the computational power and memory of the
nodes.

4.2 Arrowhead orchestration

The services orchestration in the Arrowhead Framework is mainly manage by the Orches-
tration core system. The Orchestration system stores orchestration rules and resulting
orchestration patters [12].

The orchestration process starts when the consumer sends a service request in the
form of a JSON object with the information about the service that wants to consume.
The Orchestrator uses that information to look up the Service Registry a provider hosting
that specific service. After that, it compares the matches with the Authorization system
in order to ensure the security of the network, and finally, sends to the consumer the
response with the information and end point of the provider that hosting the required
service.

The use of the Arrowhead Orchestration system carries multiple benefits, such as
the easy coordination, control, and deployment of the services, as well as, the support of
dynamic discovery and late binding [40]. These characteristics enable to use long-term life
cycle components that can be reused in different applications and future configurations.
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Moreover, the security aspects are included in the orchestration process making the use
of the network more robust.

4.3 Configuration

To test the applicability and performance of the method, two different configurations of
the wireless sensor network have been considered. Pathway A represents the traditional
WSN scenario and pathway B represents the new IoT scenario.

Figure 2: Representation of the tested pathways

• Pathway A, blue arrows in Figure 2. The sensor node communicates with the
computer sending a request via the border router. In the computer, the CoAP
server responds to the sensor request by sending a request to the actuator. Pathway
A represents a centralized model where the information has to travel through the
net nodes until the gateway, and once the information is processed, back through
nodes to the actuator closing the control loop. This model is often used in the
configuration of wireless sensor networks (see for example [22]).

• Pathway B, orange arrows in Figure 2. The sensor node knows the endpoint of
the actuator and the communication direct between the two nodes. Pathway B
represents a IoT service-oriented model where the control loop is limited to the
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nodes implicated in the service. In case of not previously knowing the actuator
endpoint, the orchestration system provides the information needed to achieve the
communication. This Peer-to-Peer interchange is used in modern service-oriented
nets.

4.4 Experiment

The implementation of both pathways has been developed to test the applicability and
performance of our solution with a simple experiment. The scenario includes services to
switching on and off two LEDs when a push button is activated.

The devices used in the experiment are Mulle platforms. The Mulle platform is a
miniature wireless Embedded Internet System (EIS) suitable for wireless sensors con-
nected to the Internet of Things developed by Eistec AB. As a sensor node is equipped
with an ARM Cortex-M4 microcontroller with a 2 MB flash memory and an IEEE
802.15.4 transceiver (868 MHz radio frequency).

Figure 3: Implementation of the experiment

The components that formed the experiment, shown in Fig.3, are:

• M1. Mulle device integrated with a push button. It portrays a sensor node in the
test, generating the interrupt that starts the communication.

• M2. Mulle device integrated with two LEDs in two different pins. M2 provides
a service to toggle the state of the LEDs. If the LED is switched on the service
changes the state to off, and vice-versa. The LEDs are the actuators in the loop
and when the LED change its state the test is completed.
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• M3. Mulle device used to measure the latency, the device is connected with wires
to M1 and M2. Device M3 measures the time from the button is pressed in M1 to
the LED is toggled in M2. The connexions between M3 and M1-M2 are auxiliary
and only implemented for measurement purposes (discontinue line in Fig.3).

• Border router. Mulle device running as a generic border router application from
RIOT.

• Computer with the orchestration system.

The implementation presented in this paper is currently supported by IPv6 over
6LoWPAN, on top of that CoAP is used as a communication protocol. The operating
system used on the nodes are RIOT and they are programmed in C. The orchestration
application has been developed in Java using the CoAP libraries.

The experiment has two scenarios, one that corresponds to pathway B and another
more simple that corresponds to pathway A. In the case A, the test starts when the
button has been activated. When the push button is pressed in M1 the interruption
generates the request (PUT) to the computer. The system in the computer is in charge
to send a request to M2 (PUT) that activates the LED.

Figure 4: Sequence diagram of A and B path comparison

In the case B, the test starts when the button has been activated. When the push
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button is pressed the interruption generate a request (GET) to the orchestration system
on the computer. The orchestration system has stored the endpoints for each resource,
depend on one parameter introduced in the command line it is possible to choose between
the white LED or the red one. The system sends (POST) the corresponding endpoint.
The M1 store the endpoint and use it to communicate using the service that toggles the
LED. The M2 answers with the response status code allowing check the status.

The node M1 stores the M2’s endpoint to use it in following occasions. The next
time that the button is pressed, communication is direct with M2, switching in the LED,
Figure 5. Consequently, the communication to the orchestration system that supplies
the endpoint is executed only the first time. For the test performed in the experiment
that time is considered part of the communication transitory and is not contemplated
for the latency measures. Both paths are compared in the Fig.4, showing the differences
between the two approaches.

In order to automate the test, to take enough samples to realize statistic calculus,
the node M3 generate a digital signal emulating the push of the button and register the
output where the LED is placed.

Figure 5: Sequence diagram of the process in the scenario B: Device to Device
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5 Communication characteristics

The experiment is performed considering an ideal bidirectional point to point topology.
The type of used D2D communication utilizes the standard IEEE 802.15.4, the discovery
of the devices is made in a controlled way via the Orchestrator. The issues concern to
the signaling of other devices and other wireless communication issues are not part of
this paper, considering it part of future experiments. The underlying communication
is considered a medium to realize the experiments and is not the objective of them. A
change in the radio frequency and technology use would affect transmission times.

5.1 Communication stack

The proposed method is primarily designed to be used with resource-constrained (wire-
less) sensor and actuator platforms. Therefore, the currently supported communication
protocol for embedded devices is IPv6 over 6LoWPAN. On top of that, CoAP is used as
an efficient binary protocol with interesting properties for microcontrollers with a few tens
of kB of RAM. Figure 6 shows the current protocol stack compared with a traditional
stack for web communication. The use of CoAP enables event-based communication
through the Observe feature, with built-in security by DTLS. A good interoperability
with HTTP enables data to be sent from a sensor using CoAP to end-users using HTTP
in a standard web browser.

Figure 6: Communication stack

5.2 Communication Setup

The hardware is set up with Mulle sensor nodes running RIOT [34] operating system
for IoT. The Border Router is set up using a single serial interface, ethos (Ethernet
Over Serial) to multiplex serial data and UHCP (micro Host Configuration Protocol)
to configure the wireless interface prefix and routes. The border router is programming
utilizing the gnrc border router that RIOT OS provides.

The Mulle sensor nodes are equiped with an Atmel AT86RF212B Low Power 700/800/900



6. Evaluation 117

MHz transceiver, that works in 868 MHz of radio frequency. Using the only channel avail-
able in Europe, with a raw data rate of 20 kbps. In addition, Mulles use RIOT standard
duty-cycled MAC layer.

Due to the slow speed of the radio communication, the transmission time is the
dominant time in the experiments, the time required for decoding a frame is around 6
ms for the proposed experiments, against the 16 ms used to send it. These circumstances
changes when other radio communication characteristics are used, however the efficiency
in radio communication is not an objective of the proposed experiments. Considering
the average time that will take to perform a hop equal as t, which is dependent on
the selected technology. In the case of one-hop device-to-device, the total time for one
communication would be equal to t, on the other hand, for multi-hop mesh with device-
to-cloud communication the time would be nt, being n the number of hops required.

6 Evaluation

The experiment described in the previous section demonstrates that, despite the foresee-
able increase of the latency in the communication, replacing cables with wireless commu-
nication is possible if it is orchestrated by service composition. Latency is below the time
requirements explained in section 4, since latency is reduced when the communication is
directly between nodes.

6.1 Measuring method

The test has been performed at the same network conditions for both pathways, avoid-
ing differences in the measurements due to the border router performance. Due to the
different time bases of each device, the measures have to be taken by another external
device to obtain the measures at the same time base. The samples have been taken auto-
matically by another Mulle node. The test starts when the Mulle generates the signal to
trigger the communication in M1 (sensor). This is considered the start timestamp. The
stop timestamp is registered when the response is received and the corresponding port
in M2 (actuator) is set. Both timestamps are logged in a text file, and the difference of
times is considered the latency in the corresponding path. In the case that a packet is
lost and the timeout is exceeded, the loss is registered, and the test is restarted.

6.2 Results

Latency

The tests have been carried out such that there were 250 iterations per path type. The
results have been averaged (Table 1). Pathway B (device-to-device communication) has a
better performance in comparison to pathway A (communication via the gateway). The
reduction of the latency is, in these experiments, approximately 86%.
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The ICMPv6 Echo between the two nodes gives, as a result, 75 ms on average.
Therefore, when the CoAP transmission is used, the latency time is close to the time
response in the communication. This result shows that the overhead introduced by CoAP
is very small.

For pathway A, the average latency is 287 ms. This time corresponds to the communi-
cation delay between the node and the border router, the communication with the Java
client application, processing of the data, and finally, the communication back down-
stream from the second node.

Table 1: Averaged test results [ms]

Pathway A B
Mean 287 39

Dispersion (280-302) (36-45)
Std. Deviation 3.3 1.5

In addition, both approaches have a setup time to which all nodes are set. This
time corresponds to the administration time, and it is different in each configuration. In
the case of pathway B, this setup is completed dynamically in run-time. The nodes ask
for orchestration to the system and receive the endpoint and details that are needed to
stabilize the direct communication with other devices. In the experiment, the average
latency, including the setup time, is 1006 ms in pathway B. This result implies an ad-
ministrative cost that has to be taken into account. The time is on the same order as
the latency times in pathway A, with the difference being that approach B only spends
this time once in the configuration, not in each communication between nodes. On the
other hand, WSNs have setup times corresponding to the configuration of the network,
and most of the cases hardcoded. For this reason, we do not provide any measure of this
time.

Losses

As explained in the previous section, a loss is considered when the actuator does not
answer in a determined amount of time after starting the communication. If a package
has been lost at some point of the communication, the counter of losses is increased,
and the test starts again. To test the number of communication failures, more samples
have been taken to obtain an accuracy result; the statistical sample is formed by 2,500
iterations of the test.

The results of the experiment show that in less than 0.5% of the cases, the commu-
nication between the sensor and the actuator using the proposed solution is lost. This
result may be affected by the size of the network or an increment in the number of nodes,
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Figure 7: Histogram of the latency in pathway A (device-to-cloud)

Figure 8: Histogram of the latency in pathway B (device-to-device)

and consequently, an increase in the density of packets in the network can be translated
into an increase of the loss number. The reduced number of nodes in the example is
insufficient to study this characteristic of the network. For this reason, packet losses are
not part of the deeper analysis in this paper and will be considered in future work.
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Analysis

As shown in Fig. 9, there are substantial gains that can be obtained by using a device-to-
device approach instead of a device-to-cloud-to-device approach. The number of required
transmitted packets can be greatly reduced, especially in dense and deep mesh networks.
By the Arrowhead approach of deploying services even on resource-constrained devices,
service compositions can be performed at run-time.

The implemented network in the experiment is the smallest network that can be used
for the realization of the test. This fact implies that in larger networks, the latency in the
pathway will increase due to the number of nodes and consequently the number of neces-
sary hops. However, the latency in pathway B remains similar; only the administration
time (setup) will be increased. Hence, the scalability is improved using device-to-device
communication (case B).

Figure 9: Comparison of the latency scenarios A and B

7 Conclusion

This paper presents a quantitative comparison between the IoT service-oriented networks
and the traditional wireless sensor networks. The proposed device-to-device communica-
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tion reduces the latency in comparison to the more centralized methods of the wireless
sensor network implementations, in which the communication between sensors and ac-
tuators is performed via multi-hops to the gateway. Moreover, a mapping of service
composition in device-to-device invocation using the Arrowhead Orchestration is intro-
duced.

With the use of the Arrowhead Framework, the orchestration of a wide spectrum of
devices, including small resource-constrained devices, is possible. The service composition
of the services in conjunction with the device-to-device communication facilitates the
scalability of the sensor and actuator networks, reducing the latency and the number of
needed packets.

To test the concept, a set of experiments have been presented, in which three Mulle
nodes, using CoAP on top of 6LoWPAN and RIOT as the operating system, created a
sensor network in two different scenarios. The first scenario is the most common central-
ized WSN topology, and the second is the proposed device-to-device service composition
orchestration. In both scenarios, the latency has been measured as well as the packet
loss, thus demonstrating that the reduction in latency is substantial. In the performed
experiments, the gain of latency reduction has been approximately 86%. More work is
needed to address large mesh networks. However, preliminary theories suggest that the
scalability in large networks will increase with the use of this new approach.

The aim of this paper is to show that the IoT service-oriented device-to-device ap-
proach in conjunction with the Arrowhead Orchestration system can be used in wireless
sensor and actuator networks, even on resource-constrained devices. The proposed ap-
proach addresses the latency requirements of systems with fast-medium response times.

This paper has presented results that show that service composition which is normally
used on powerful computers and servers can be used on wireless resource-constrained IoT
devices. Furthermore, by avoiding device-to-cloud communication, and instead using
device-to-device communication, latency is reduced.

8 Future work

The work presented in this paper gives a foundation for SOA-based distributed func-
tionality by allowing loosely coupled services on resource-constrained devices to be in-
terconnected at runtime. To further improve the possibilities for interoperability and
low-latency service compositons, it would be beneficial to investigate how service inter-
face descriptions could be machine readable in order to allow seamless device-to-device
selection. Furthermore, it would be interesting to investigate how Arrowhead-compliant
systems can be exploited in large-scale fog computing applications.

Others parameters, such as the energy cost, must be analyzed and compared in the
different approaches and included in future experiments.

Another important aspect would be to integrate information about the service com-
positions with a duty-cycle based MAC protocol, such as ContikiMAC or 6TiSCH. Some
performance issues have been detected with the Contiki border-router implementation.
This topic requires further investigation and improvement.
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Lastly, security mechanisms are needed for allowing the formation of distributed ser-
vice compositions. The Arrowhead Framework AAA solutions must therefore be fully
integrated in order to allow authentication, access control, and accounting.
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System of Systems integration via a structured

naming convention

Cristina Paniagua, Jens Eliasson, Csaba Hegedus and Jerker Delsing

Abstract

During the last decade, technology changes and digitization have introduced numerous
improvements and challenges in multiple areas of the industry, automation, and design
of new architecture. However, the definitions of new naming conventions and identifiers
that can be adapted to the new paradigm have not yet been considered.

This paper analyzes aspects and characteristics that have to be included in the design
of a naming convention consistent with the current Industry 4.0 requirements. As a result,
this paper proposes a new naming convention for the Arrowhead Framework following
the requisites and characteristics defined in the system of systems (SoS) integration.

The proposed Arrowhead naming convention represents a renovated vision of the
identification of services, systems, devices, and networks. A powerful tool in the quest of
interoperability, security, service discovery, topology, and dynamic orchestration, as well
as, a structured manner of defining meaningfully identifiers as help for developers

1 Introduction

Human intelligence is conditioned for language; people use different words and nouns
to refer to the reality around them and understand each other. In a similar manner,
developers have been defining identifiers for the different elements of their designs and
programs in order to help other developers and themselves understand their programs
and improve the code quality [8]. In 2006, Lawrie et al. [16] described the importance
of the use of meaningful identifiers and naming conventions since studies of the way in
which people name things has shown that the probability of having two people apply the
same name to an object is between 7% and 18%, depending on the object [4]. However,
if we look at current research lines for naming conventions and identifiers, it can be
noted that these topics have been set aside and not given the required importance in the
development of new architectures and frameworks.

In the last several years, new paradigms, such as Industry4.0 [17], have been facing
various challenges, such as interoperability, service orientation, modularity, security, and
other aspects. All design aspects, including the often underestimated naming convention
used to describe the services, systems, and devices must be addressed to facilitate these
paradigms.

A naming convention can be defined as the set of general rules applied to create
text scripts that define identifiers for services, objects or resources. Unlike semantic
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descriptors, such as ontologies, data models and metamodels, a naming convention does
not share the understanding of a domain [18]. Naming conventions focus on the unique
identification of entities, on providing maximum information without overloading the
identifiers, and making them handy for developers and collaborations between systems.

Service-oriented architecture (SOA) forms part of this new technological approach,
where services are built, used and combined to create new features and solutions. During
last several decades, multiple design guidelines and patterns have been published in this
area. These patterns are proven solutions to common design problems in a consistent
format, such as the patterns presented by Thomas Erl in his books [12]. Nevertheless, no
efforts to the best of our knowledge directly concerns the naming convention. Therefore,
the responsibility falls onto the developers to choose identifiers that fulfill the naming
requirements. This situation raise several open questions, including: What are the todays
requirements in the area? What aspects and characteristics should be considered in the
design of identifiers? How may the naming convention fulfill requirement and overcome
challenges for Industry 4.0?

The identification of the devices, systems, and services seems to be a trivial task
without importance. However, the importance of a suitable and well-structured naming
convention lies in the benefits that it carries, such as improvement of interoperability,
service discovery, system administration, and device mapping among other things. In
[6] Google Cloud remarks the importance of the naming convention to maintain the
consistency across APIs and over time, and provides its own convention. In addition
over the Internet can be found tutorials and definitions for naming of resources and
objects [19] [20], however, none of these practices are standardized.

Delsing [9] describes the key requirements for enabling the implementation of next-
generation automation systems, such as real-time performance, security, IoT interoper-
ability, and engineering simplicity in order to reduce design and run-time changes. He also
presents the Arrowhead Framework, which is designed to fulfill these requirements and
help in the transition into the new technological approach. Hence, the naming convention
becomes part of the framework's definition in conjunction with its formal documentation.

This paper analyzes aspects and characteristics that have to be included in the design
of a consistent naming convention with the current Industry 4.0 requirements. As a result,
this paper proposes a new naming convention for the Arrowhead Framework following
this framework's defined requisites and characteristics.

This naming convention represents another step in the identification of services, inter-
faces, systems, and devices, proving that is a powerful tool in the quest for interoperabil-
ity, security, service discovery, service topology, and dynamic orchestration in addition
to a structured manner of defining meaningfully identifiers as an aid for developers.

Thus the main objective of the proposed naming convention is the generation of an
entity topology that facilitates the connection between the elements within the network
and enabling of the SoS integration.

This paper is divided into seven sections. Section 2 presents the background. Sec-
tion 3 describes the naming-related problems in detail together with proposed naming
convention characteristics. Section 4 presents the naming convention proposal for the
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Arrowhead Framework, Section 5 discusses the proposal, and finally Section 6 presents
the conclusions. Section 7 provides suggestions for future work.

2 Background

This section presents a brief overview of the Arrowhead Framework. Entities defined in
the framework, systems, and documentation are described in order to provide a better
understanding of the basis of the proposal presented in this paper.

2.1 Arrowhead Framework

The Arrowhead Framework is an SOA technology-based framework that fosters inter-
operability between the internet of things (IoT) devices at the service level and utilizes
the concept of the local cloud to provide the required automation capabilities such as
security, scalability, real-time control, and engineering simplicity [10]

Therefore, one of the key concepts in the Arrowhead Framework is the local cloud.
Within this context, a local cloud is defined as a self-contained network with three manda-
tory deployed cores and at least one deployed application system [10]. In order to under-
stand this definition, several concepts must be defined [21]:

• Service. A service: in the context of Arrowhead, it is what is used to exchange
information between providing and consuming systems.

• System. A system is a software artifact that provides or consumes services. There
are two types of systems: (1) core systems, which are part of the framework and
provide functionalities to the local cloud, such as orchestration, authorization, and
registration and (2) application systems, developed by the users of the local cloud
and specific for each application.

• Device. Finally, the device concept is referenced to a piece of equipment, machine,
or hardware with computational and memory capabilities that host one or more
systems.

The local cloud core systems are divided into mandatory and optional. The three
mandatory systems are the orchestration and authorization systems and the service reg-
istry. Optional core systems include Translator, EventHandler, Gatekeeper, Gateway,
and DataManager [22].

2.2 Arrowhead Documentation

The Arrowhead Framework defines a properly structured documentation that allows
documentation of SOA artifacts within a common format [10]. The main aim of the
document structure is to provide abstract and implementation views of SoS, systems,
and services.
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Figure 1: Arrowhead documentation structure

Systems of Systems level documentation SoS level documentation is divided into
two documents: (1) SoS description (SoSD), which shows an abstract view of an SoS
and (2) SoS design description (SoSDD), which describes the implementation and its
deployment views.

System level documentation. System level documentation is formed by two types
of documents: (1) System description (SysD), which shows the systems as a black box,
documenting the functionality without describing its internal implementation and (2)
system design description (SysDD), which shows internal details, extending the black
box description.

Service level documentation Service level documentation consists of four docu-
ments: (1) the service description (SD); (2) the interface design description (IDD); (3)
the communication profile (CP); and (4) the semantic profile (SP).

3 Problem definition

Identifiers have an important role in network functionality. In order to allow service
discovery, system administration, and device mapping or reduce engineering efforts, well-
structured identifiers should be defined. However, unity is not the only characteristic
required to design a profitable naming convention. Anquetil and Lethbridge hypothe-
sized: “A naming convention is reliable if there is an equivalence between the name of
the software artifacts and the concepts they implement” [2].

The identification of devices, systems, and services have been addressed using different
approaches in the industry. Open Connectivity Foundation (OCF) in their specifications
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[14] point out particular attention to the unambiguity in identifiers and uniform resource
identifiers (URIs), allowing differentiation of the name due to the context. However,
clear guides are not given; hence, developers have the freedom to write their own unique
identifier without any requirements. This approach is very common in the industry and
other commercial solutions, such as Thread [15] or Alljoyn [13].

On the other hand, OMA LwM2M [1] specifies a strong identifier definition for objects
and resources by establishing all types of resources with a specific numeric code. However,
the use of such a rigid numeric code makes its use tedious and complex to the developers.

The compromise between a rigid definition and complete freedom is the key to achiev-
ing a useful naming convention. The first step in its definition is determining the features
and requirements that make it useful in an SOA heterogeneous environment. In addition,
next-generation automation system specifications and industry 4.0 requirements have to
be taken into account in the naming convention design.

Identifier guidelines and characteristics are not part of the current investigations,
raising the necessity of establishing parameters and specifications that help in the design
process of services and systems.

3.1 Characteristics and factors of a useful identifier

In order to define a handy convention for identifying services, systems, and devices, this
paper presents an original recompilation of relevant characteristic and aspects that a
valuable naming convention should include based on us own experience.

Figure 2: Naming convention characteristics
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Descriptive Suitable identification should allow for understanding the relationship be-
tween the different elements in the network. The relationship between the elements has
to be clearly indicated in each identifier, whose services are executed within systems, and
whose systems are allocated within a device. Each identifier acts as a link between the
pairs system-service and device-system, among others, thus establishing a clear definition
of elements and connections within System of Systems.

Meaningful The naming convention should help the developers and engineers to debug
and design SoS in a more effective and productive manner. The current option for most
of the commercial solutions is to permit to choose the identifier freely, having as a single
constriction the uniqueness and unambiguity of names. This approach does not give a
complete meaning to the identifiers and leads to the necessity to look for the information
in other registers and sources, thus adding more engineering effort and time and also
compromising the scalability.

Versatile Due to the variety of commercial IoT platforms, which support different
communication protocols, semantic profiles, and standards, a manifest requirement is
the identifiers'adaptability. The naming convention must be versatile across different
protocol and standards without being determinate for only one of them.

Unambiguous Identifiers unambiguity is an important issue that falls to the naming
convention. The definition of the identifiers in their own namespace should be unique in
order to avoid functionality problems. In that context, there should not be two different
services with the same identifier in the same system. In addition, two different systems
must not have the same name within the same device.

Useful for discovery and interoperability In order to discover services and allow
dynamic orchestration and rebinding, services must have identifiers that help facilitate
process and discovery and create a good frame for the interoperability between systems.

Topology informative In the case of devices, the identifiers should allow the exchange
of topological information that is useful for service management quality. In addition,
devices with more than one network interface should be defined [11].

Structured The identifiers have to be in agreement with the documentation of the
elements without any contradiction. Furthermore, both documentation and identifiers
have to be a reflection of the implementation. In addition, identifiers should have script-
ability, each part of the name should be in the same format to allow for a simple regular
expression to transform everything into for example objects automatically.
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4 Proposal

This paper proposes a naming convention for the Arrowhead Framework. The objective
of this naming convention was to provide guidelines for element identification within the
local cloud at the same time that next-generation automation systems specifications and
industry 4.0 requirements are being fulfilled.

The naming convention provides a trusted chain of connections, describing who is
hosting what information and enabling security policy implementation. In addition, it
enables look-up of SoS implementations, helping to create an SoS implementation map
in addition to a representation of the network's topology.

The naming convention covers services to local clouds. The hierarchy shown in the
Fig.3 starts with the local cloud, which can contain many devices. Each device is capable
of containing one or more systems that likewise, can contain one or more services. The
naming convention must outline this hierarchy and the connections between entities,
allowing a faithful representation of the local cloud structure. Therefore, identifiers will be
used to connect the hosted service/system/device with the hosting system/device/local-
cloud.

Figure 3: Cloud of clouds (CoC) hierarchy

The design of the identifiers has been implemented by making use of existing standards
as far as possible, specifically following the DNS and DNS-SD standards.

According to [21], the Service Registry system provides service registry functionality
based on the DNS and the DNS- SD. Through the use of the DNS-SD engine, services
can be published [5], not published, or looked up. Consequently, identifier structures
used in the Arrowhead naming convention follow the same idea as identifiers in DNS-SD
and RFC-6335 recommendations [7].

Hence, identifier definition and design has to be compliant with specifications and
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constraints that were added due to the use of the DNS and include limitations with
respect to the number of characters that can be used or the limitations in entry length.

The naming convention has a direct relation to the service documentation of the
Arrowhead Framework. The identifiers and the documentation structure must reflect
the implementation and define the relationship among the entities within the local cloud.

Figure 4: Relation to documentation structure

There are relationships between the documentation and the naming convention in
each level (SoS, systems, and service). Service naming is linked to the interface design
description (IDD) document at the service level, and system and device naming are both
linked to the SysDD document that is within the system documentation level. Finally,
the local cloud naming is linked to the SoSDD document at the SoS level as shown in
figure 4.

The service documentation presents great importance at the time of designing and
implementing the arrowhead systems, in order to generate an easy-to follow naming
convention for the four documents that constitute that level:

• SP represents the semantic Profile: Semantic-ontology.

• CP represents the communication Profile: protocol-securityLevel-encoding.

• IDD represents the interface Name: commProfile-semProfile.
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• SD represents the service name

In the following sections, this naming is explained in detail for the structure and fields
selected to each component name (service, system, device, and local cloud) in addition
to the relationship among them.

4.1 Service Name

The service name follows the DNS-SD RFC's. In the RFC 6763 and 6335, the service
names'structures are stipulated, which includes at the beginning of each label the char-
acter ” ”. And the fields servicename. service-type. protocol. transport. domain

In addition, the service name must connect the service to its producing system; thus,
the system name is included in the system as a field in the service identifier. The structure
is shown below:

servicename. sysname. protocol. transport. domain : port

An a example of use is shown and explained each field is explained in detail in Table
1.

tempService1. tempSys− 1. http. tcp. arrowhead.eu : 8000

Table 1: Service name fields

Field Type Description

tempService1 servicename Service name
tempSys-1 sysname Name of the hosting system
http protocol Protocol used by the service
tcp transport Transport layer used by the service
arrowhead.eu:
8000

domain:port Domain and port of the service

The inclusion of the protocol in the service name implies that services supporting
several protocols should be registered for each protocol supported.

Once that the general structure is defined following the DNS-SD convention rules, the
service name field should be determined with specific information in order to generate
a complete identifier. In order to generate similar and useful service names, there are
guidelines to follow for the developers.
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The service name should be the same as the SD document title in order to create
a link with the document structure that is easy to follow; in addition, it can include a
simplified version of the IDD name. The more information that is present in the name,
the easier it is to use for other systems; however, the character limit in the DNS entry
and the complexity of the final identifier is an aspect that has to be analyzed and taken
into account at the time of name defining.

4.2 System Name

System naming follows the same principles as service naming. The proposal is based on
the DNS-SD RFCs and has the following structure:

systemname. devicename. protocol. transport. domain

In the case of systems, they must be related to the devices that host them. Therefore,
the second field in the identifier should be the device name.

An example of use is shown as follows and explained in each field in detail in Table 2.

tempSys− 1. Audon− Thermometer − 01. http. tcp. arrowhead.eu

Table 2: System name fields

Field Type Description

tempSys-1 systemname
System name form by the system definition
and a instance number

Audon-
Thermometer-
01

devicename Name of the hosting device

http protocol Protocol used by the system
tcp transport Transport layer used by the system
arrowhead.eu domain Domain of the system

Similar to the service name, once the system naming convention's general structure
is established, the system name field should be defined. The guidelines recommend
generating the system name with the general system denominator (system type) and an
instance number.
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4.3 Device Name

Device identifiers are an exception in the proposal naming convention because they do not
strictly follow the DNS-SD RFCs. Device naming conventions follow a similar structure
but differ in some of the fields from the standard. The structure that is proposed in this
paper is shown below:

devicename. localcloudname. interface. mac− protocol. macaddress

The first field alludes to the local cloud that is hosting the device, and the second field
is the device name following the same manner in which service and system identifiers are
structured. The difference between the RFC standard and device naming lies in the last
three fields, which refers to the network interface, including the selected MAC protocol
and its MAC address; thus, the identifier connects the device to its network interface via
these parameters. Device with multiple interfaces, therefore, have to be registered for
each network interface. An example of use is shown as follows and explained in each field
in detail in the Table 3.

Audon− Thermometer − 01. CompanyAB − cloud223. 802− 15− 4.

CDMA. 88 : e9 : fe : 79 : a7 : f9

Table 3: Device name fields

Field Type Description

Audon-
Thermometer-
01

devicename
Device name form by the manufacturer, type
of device and a instance number

CompanyAB-
cloud223

localcloudname
Name of the hosting local cloud (integra-
tor+name)

802-15-4 interface Interface used
CDMA mac-protocol Mac protocol used
88:e9:fe:79:a7:f9 macaddress Mac address of the device

In the same way as the others identifiers, once the general structure of the device
naming convention is established the device name field has to be defined. The guideline
recommends generating the device name with the manufacturer name and the device
type with the instance number.
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4.4 Local cloud

Local cloud naming plays an important role in the cloud of cloud scenario. The identifier
for a local cloud must connect to its Gatekeeper system, which is the system in charge
of the connection with other local clouds, and with the InterCLoudNegotations service.

As with the service and system naming, the device naming follows the DNS-SD RFCs,
including fields, such as protocol, transport layer, and domain. In this case, these param-
eters allude to the Gatekeeper configuration. In addition, the Gatekeeper system name
is the first field in the named structure that completes the link with that system.

The Gatekeeper system is a key piece in the naming convention, and the Gatekeeper
GlobalServiceDiscovery service is registered within the service registry within the local
cloud; at the same time, the GateKeeper is used as a core identifier of the local cloud. As
a result, the Gatekeeper acts a bond between the internal local cloud and other external
local clouds.

gatekeeper − system− name. InterCloudNegotiations. protocol.

transport. InterCloudNegotiations : port

Local clouds are able to connect with other local clouds over the world, that make
the global uniqueness of the names an important task. To solve this issue, the name of
the Integrator is added to the naming convention. An Integrator is a person or company
in charge of operating the local cloud. The integrator name must be part of the local
cloud identifiers. In this manner, each local cloud can be differentiated according to the
integrator. Integrators have the responsibility of providing a globally unique local cloud
name for the local clouds they are managing. An a example of such use is show below
and explained each field in detail in Table 4.

GateKeeper CompanyAB cloud223. InterCloudNego. http. tcp. arrowhead.eu : 7000

4.5 Application example

The following example, Fig.5, provides an overview of different identifier application.
The chosen scenario represents a smart thermometer that has a temperature system,
which provides a service to read the temperature within the local cloud. The fields act as
links between entities and create a connection within the local cloud and topology. The
example fields are the same as previously explained in the tables. In order to summarize
the use different identifiers in the same application and their integration, the connection
fields are highlighted with colors.
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Table 4: Local cloud name fields

Field Type Description

GateKeeper
GateKeeper
name

Name of the Local cloud’s Gatekeeper system

CompanyAB integrator
Person or company that operates the local
cloud

cloud223 cloudName Local cloud name given by the integrator
Intercloud
Negotiations

InterCloud
Negotiations

InterCloud Negotiations Gatekeeper service
name

http protocol Protocol used by the Gatekeeper service

tcp transport
Transport layer used by the Gatekeeper ser-
vice

arrowhead.eu:
8000

domain:port Domain and port of the Gatekeeper service

Figure 5: Naming convention general example

5 Discussion

In the following section, the main aspects and issues regarding the proposed naming
convention are discussed.
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5.1 Trusted chain of connections between entities

One of the principal purposes of the naming convention is to connect the entities that
form the SoS scenario. In the event that the naming convention is structured, the first
field in each identifier corresponds with its host entity.

The beginning of this chain start with the service registry system, which register the
services that are running in the local cloud. These services include the name of the system
that is hosting them. Similarly, the system includes the device name, and likewise, the
device the local cloud name.

The local cloud name include the name of its Gatekeeper system, which has the
important role to be visible to other local clouds and be the link in the inter-cloud
negotiations and the global service discovery. These services are also register in the
Service Registry, closing the loop of connections.

ServiceRegistry → Services

Service→ System

System→ Device

Device→ Localcloud

Localcloud→ GateKeeper.InterCloudNegotations

GateKeeper.GlobalServiceDiscovery → ServiceRegistry

Therefore, the Gatekeeper becomes the core identifier for an Arrowhead Framework
local cloud, being the link between the Local cloud internally via the Service Registry and
externally via the global discovery. From the point of view of the Arrowhead Framework
this decision has some implications. First of all, if the main identi- fier of a local cloud is
the GateKeeper, the GateKeeper system has to be the mandatory core system, instead of
an optional one. In addition, the GateKeeper name must to be globally unique in order
not to generate inconsistencies during inter-cloud communications. The responsibility of
this uniqueness relapse into the integrator of the local cloud.

The connection of these entities and the closure of the loop generate a closed trusted
chain. This logic chain between the entities allows their mapping, thus generating a path
through the different layers that is easy to use and useful for the orchestration of the
services, topology mapping of the hardware in relation with the software, and security
reinforcement.

Network → Hardware→ Software→ Services

The trustworthiness of each entity is guaranteed by the one before it, enabling cloud
of clouds integration.
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5.2 Implementation

In order to be able to create the connections between entities, the complete identifiers
must be established at the time of deployment, once that the entity is linked to the one
that is hosting it. As an exception, service naming will be defined at design time since
services always link to the system that is providing them at the time of development.

Therefore, during the OnBoarding procedure [3], dynamic generation of the identifiers
will take place, and their posterior registration at the DNS server. The system identifier
will be complete with the information about the device name, and the device identifier
will be complete with the information about the local cloud. This process allows the
re-utilization of systems in multiple devices and local clouds, connecting them to the
current SoS scenario. The implementation during the deploy time implies the increment
of the functionalities of the OnBoarding system that will be in charge of the creation of
them.

5.3 Meta-data

Service meta-data is maintained strict relation with the naming convention. In order to
provide meaningful identifiers parameters, such as the protocol, the transport layer, and
the domain, are presented in the fields. However, there are other parameters important
to achieve interoperability and security that are not present due to the size limitation in
the entries and the aim to do the naming convention user-friendly. These aspects, such as
the encoding, semantics, and security level, among others must be part of the meta-data
and be stored.

The description and use of these meta-data are out of the limits of this paper. How-
ever, some solutions are available, for example, the DNS text entry is possible to use
for this purpose and then saving the meta-data in the service registry. Another solution
would be to use description languages. The management of the meta-data are part of
future publications.

6 Conclusion

The description of the services, systems, and devices in the new digital environment
introduce some questions about the principles that should be applied in order to achieve
a naming convention that reaches the expectations and requisites of the Industry 4.0
challenges.

This paper answers some of these questions and provides a classification of character-
istics and factors that define a useful identifier. In consequence, a well-defined naming
convention should be descriptive, meaningful, versatile, unambiguous, structured, use-
ful for the discovery of entities, and security reinforced with informative topology, thus
proving that a well-defined naming convention is a powerful tool in the quest of interop-
erability, security, service discovery, and dynamic orchestration.
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Following these principles, the authors of this paper wanted to present a proposal
naming convention for the Arrowhead framework. The naming convention is defined for
each type of Arrowhead entity, including services, systems, devices, and local clouds. For
each type compulsory fields and guidelines for the identifiers have been formulated.

The new naming convention provides a strong connection between entities construct-
ing a trusted chain. That chain can be used for mapping the relationship of the entities
and topologies in addition to helping with orchestration and security. The formulation
of the convention is based on the DNS-SD RFC's and other additional guidelines for the
definition of the identifiers. Future studies will be focused on the refining, the use of the
convention, and the storage and use of meta-data.

7 Future work

The future work focus on the implementation of a refines version of the naming convention
and its validation in real industrial use cases. That type of use involves an extensive
investigation of the meta-data of the service and data manipulation at run-time.

Conclusions and test results will lead in new an extended version of the name conver-
sion. New features will adapt even better to the Industry 4.0 requirements. These need
to be defined and included in future solutions. The results will be integrated into the
future implementations of the Arrowhead Framework.
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Industrial Frameworks for Internet of Things: A

Survey

Cristina Paniagua and Jerker Delsing

Abstract

With the rapid growth of the Internet of Things (IoT) paradigm, numerous frame-
works and platforms have been developed. This paper presents a survey of industrial
frameworks designed for developing IoT applications. The survey covers industrial IoT
frameworks, which are considered a set of principles and protocols that enhance IoT
application in industrial scenarios. The different frameworks are presented and ana-
lyzed using automation and digitization key requirements such as real-time and runtime
features, architectural approach, entry barriers, industrial support, interoperability and
security. The aim of this paper is to present the trends in the current design of industrial
IoT frameworks and the most recent developments.

1 Introduction

The Internet of Things (IoT) paradigm is rapidly growing with the new development,
design, and integration of technology. As a result, several IoT frameworks have been
developed to fulfill some of the new requirements and needs. Frameworks provide a
high-level abstraction, including management, security, interoperability, flexibility and
interconnection of services, systems and devices.

Looking at the different application domains, the industrial application of IoT plays an
important role. The requirements and specifications in industrial environments are more
restrictive than in consumer applications and are usually more focused on communication
protocols and technologies, security requirements, QoS and device interoperability. The
frameworks presented in this survey are all considered as key enabling technologies for
the development of IoT applications, especially in industrial environments.

The IoT paradigm has been researched and analyzed from numerous points of view,
and as a result, a plethora of scientific papers and surveys can be found in the literature.
Broad topics include architectures, protocols, technologies and applications [43] [1] [41],
challenges and opportunities [44], security [12] [9],and cloud and edge computing [11].
More specific domains include smart homes [45] and 5G communications [30], among
others.

Moreover, only a few surveys can be found in reference to IoT frameworks. Derhamy
et al. [16] in 2015 presented a complete survey about commercial frameworks and plat-
forms for IoT, providing a detailed comparison in terms of utilized approaches, supported
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protocols, usage in industry and hardware requirements. Ammar et al. [4] in 2018, pre-
sented an update survey regarding the most popular cloud platforms for IoT, providing
a comparative analysis based on security features.

The objectives of this survey are:

• To provide a picture of the current state of the art of IoT frameworks. The frame-
work features and group alliances are continuously evolving and expanding, and
consequently, published surveys rapidly become obsolete. The information pro-
vided in this paper is updated and accurate at the time of writing and uses original
specifications and documents from the included groups and projects.

• To provide a high-level comparison of the most prominent frameworks in the in-
dustrial and automation domain that are supported by important research groups
and company alliances.

• To illustrate a comparison and analysis of IoT frameworks in terms of fulfilling
industrial IoT requirements, such as interoperability, security, adaptability and
standardization as well as community and industrial support.

This paper presents a survey of highly regarded industrial frameworks and commercial
platforms that are popularly used for IoT applications. This paper provides a detailed
summary of the functionalities, domains and technological features of the cutting-edge
frameworks and a brief overview of the cloud-based platforms launched by major IoT
shareholders. The analysis criteria include automation and digitization key requirements,
such as real-time and runtime features, architectural approach, entry barriers, industrial
support, standardization, interoperability and security.

2 Frameworks

In the following section, emerging frameworks for industrial IoT (IIoT) are presented.
The frameworks are presented in alphabetical order and were not ranked in any way.

2.1 Arrowhead

The Arrowhead framework [5] began as party of the European project Arrowhead (Artemis)
and continued its development during the European project Productive 4.0. It will con-
tinue with the recently granted European project Arrowhead Tools. The Arrowhead
framework is a framework based on a service-oriented architecture (SOA) [13]. Its aim
is to provide automation capabilities, such scalability, security, real-time control and
engineering simplicity while also enabling IIoT and device interoperability at a service
level. It supports SOA-based design principles, such as standardized service contracts,
late binding, loose coupling, service abstraction and autonomy.

The Arrowhead Framework is composed of local clouds, devices, systems and services.
A local cloud [15] is a key concept to designate the communication and computation en-
vironment capable to provide the core services for the development of automation tasks
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in a protected manner. A local cloud communicates with other compliant local clouds
through the Gatekeeper. The minimal local cloud contains three mandatory core sys-
tems (Service Registry, Authorization, and Orchestration) and at least one application
system. The core systems provide automation requirements: application service reg-
istration, service discovery, authorization, orchestration. There are more core systems
that extend and provide more functionalities, including Gatekeeper, DataManager, QoS,
EventHandler and Configuration, among others.

Figure 1: Example of a simple arrowhead local cloud

In order to facilitate the implementation of Arrowhead compliant systems, a docu-
mentation structure [10] and design patterns are defined. The documentation is divided
into three levels: System of systems (SoSD, SoSDD), System (SysD, SysDD) and Sevice
level ( SD, IDD, SP, CP).

The main goal of the Arrowhead Framework is to achieve interoperability between
heterogeneous systems using existing protocols, standards and handle legacy systems.
Application systems implement the details, while Arrowhead provides a framework for
governing and interconnecting services.
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2.2 AUTOSAR

AUTOSAR [6] is a layered software framework for intelligent mobility, supported by
AUTomotive Open System ARchitecture (AUTOSAR), a worldwide partnership of au-
tomotive, electronics and software industrial companies. AUTOSAR provides standards
for Electronic Control Units (ECU), consequently, this framework specifications differed
from the more high-level oriented frameworks. The application scope of AUTOSAR is
the automotive ECUs, with strong hardware interaction, connected to vehicle networks
(CAN, LIN, Ethernet), and running in resource-constrained devices (microcontrollers)
with real-time features.

AUTOSAR provides two different types of platforms, the classic and the adaptive.
The classic platform architecture is formed by three layers: Application which is hard-
ware independent, the runtime environment (RTE) that is the interface for applications
and finally the basic software (BSW) which is divided in services, electronic control unit
abstraction and microcontroller abstraction. The adaptive application is in charge of pro-
viding AUTOSAR Runtime for Adaptive Applications (ARA), and SOA-based RESTful
applications (HTTP/JSON).

2.3 Basys

Basic System Industry 4.0 [8], commonly called Basys 4.0, is a research project whose
aim is the development of a basic system for production facilities. The first results of
the project produced the Basys 4.0 specification, which later evolved in the open source
platform called Eclipse BaSyx [19] and is the result of this collaborative project launched
by the German Federal Ministry of Education and Research (BMBF) in 2016 with the
Eclipse Foundation. A key challenge of Industry 4.0 is to address the efficient variability
of production processes.

Eclipse BaSyx has been developed as a reference technology platform for the next
generation automation, enabling participation in the fourth industrial revolution to all
types of industries, research institutes and academia. It was created in order to address
issues such as changeable production to enable individualized products, the exploitation
of big data and the collaboration between heterogeneous devices and systems.

BaSyx components are divided into four layers [20]:

• Field level. Automation devices, sensors and actuators form the field level; a specific
Basys conforming interface is not required.

• Device level. Automation devices with a Basys 4.0 compliant interface are part of
the device level, including bridging Basys 4.0 compliant devices to the field devices
without an interface.

• Middleware level. The BaSyx middleware includes the virtual automation bus
(VAB), Registry and Discovery services, protocol gateways and Asset Administra-
tion Shell. The VAB implements end-to-end communication for Industry 4.0. VAB
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Figure 2: BaSys 4.0 functional block diagram

includes five primitives to map physical networks and VAB gateways to achieve
internetwork communication.

• Plant level. This consists of high-level components to manage and optimize pro-
duction.

BaSys architecture therefore consists of the virtual automation bus and six closely
coupled component types. The interfaces are predefined and depend on the component
type.

2.4 FIWARE

FIWARE [24] is an open-source platform that defines a universal set of standards for
context management in order to support the development of smart solutions in multiple
scenarios, such as smart cities, industry or smart energy grids. It is designed and managed
by the FIWARE community.

The main distinctive feature of FIWARE is the management of contextual informa-
tion. The gathering and management of contextual information as well as the processing
of that information and its communication to external actors is the key propose of FI-
WARE. The FIWARE context broker is the core component in charge of this task, en-
abling systems to perform updates and access the context state. Interactions between the
additional platform components and the Context Broker is made by the open standard
FIWARE NGSI RESTful API [23]. One remarkable feature of FIWARE is its flexibility.
It is possible to use FIWARE components with other third party components to design
a hybrid platform. The only requisite is the use of the core system FIWARE Context
Broker.

The FIWARE NGSI (Next Generation Service Interface) API proposes three elements:
(1) a data model for context information based on the notion of context entities, (2) a
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Figure 3: The FIWARE principal components are the Interface with IoT third party sys-
tems, the Context broker, the Context Data/API management block and the processing,
analysis, and visualization block. FIWARE also provides deployments tools.

context data interface and (3) a context availability interface that defines how to collect
context information. At a technical level, FIWARE draws on the Advanced Communi-
cation Middleware GE, providing efficient, flexible, scalable and secure communication.

2.5 IDS

Industrial Data Space (IDS) [26] is a reference architecture model sponsored by the OPC
Foundation and the Industrial Data Space Association that targets all type of enterprises.
Its aim is to automate and network production and logistics by promoting system-wide
interoperability. The OPC UA system adapter integrates into the ISD framework and
enables services based on secure and certified data exchange. The central pillar of the
IDS is data sovereignty. The Reference Architecture Model is based on three major
core concepts (security, certification and governance) that are implemented across a five-
layer structure (system, information, process, functional and business). IDS proposes
the IDS Communication Protocol (IDSCP), which is established via WebSocket Secure
(WSS). The protocol is in charge of the establishment of a confidential and authenticated
exchange of data.

The IDS is an architectural model; as a consequence, it does not establish protocols
and standards to use at the application or transport layer. IDS provides a model that
may be implemented using other frameworks. For example, in [2], Alonso et at. present
an IDS implementation using FIWARE.

2.6 OCF and IoTivity

The Open Connectivity Foundation (OCF) [39] is dedicated to supporting secure interop-
erability for industries, business and consumers by providing a standard communication
platform, a bridging specification, an open source implementation and a certification pro-
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gram. Their aim is to enable device communication regardless of their characteristics,
such as operating system, service provider, transport technology or domain.

Figure 4: The principal functional blocks are the Networking layer ( interchange func-
tionalities), Framework (core functionalities), and the Vertical domain profile (specific
functionalities depending on the market segment)

The OCF proposes a framework with a homonymous name, OCF [38], which is based
on the Resource Oriented REST architectural style. The goal of the OCF framework
is the integration of devices into networks in order to address interoperability issues.
In order to achieve interoperability between OCF-compliant products and current IoT
devices and legacy systems, the framework provides specifications, code and a certification
program. One of the main characteristics is the definition of several resources that provide
functionality to the framework. The principal functional blocks are shown in Fig. 4.

IoTivity [31] is an open-source software framework sponsored by OCF. IoTivity en-
ables seamless device-to-device connectivity to address emerging IoT requisites. This
framework was initially developed by the Open Interconnect Consortium targeting IoT
in smart homes. The last versions are already targeting broader IoT scenarios.

There are two available implementations, IoTivity and IoTivity Lite. The key func-
tional blocks that form the framework are the Base layer, the Service layer and the Cloud
Interface. The IoTvitiy framework has security features (DTLS/TLS), IPv4 and IPv6
support, server/client and publish/subscriber architectural styles support, and its imple-
mentation is based on CoAP and extended to HTTP. AllJoyn framework merged with
OCF in 2016, providing a OCF Resource to AllJoyn Interface Mapping specification.
AllJoyn framework merged with OCF in 2016, providing an OCF Resource to AllJoyn
Interface Mapping specification.
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Figure 5: IoTivity functional block diagram

2.7 OMA SpecWorks-LWM2M

OMA SpecWorks [36] is a novel type of Standards Development Organization (SDO) that
joins together the Open Mobile Alliance (OMA) and the IPSO Alliance. Their mission is
to develop technical documents, such as specifications, smart objects, and white papers
to enable interoperability across networks and IoTs.

Lightweight M2M (LwM2M) is a device management standard developed by OMA
that targets machine-to-machine (M2M) communications and sensor networks. With
LwM2M, OMA SpecWorks seeks to provide a common standard for managing low-power
devices to support IoTs in a variety of networks. It is important to distinguish LwM2M
from its predecessor the OMA framework, which has different modules and features.

LwM2M is designed to follow modern REST architectural design, and it is built on
CoAP following a bidirectional client/server style. LwM2M utilizes IETF standards to
enhance security (DTLS and OCORE end-to-end). LwM2M defines an extensible data
model. Its specification registers a set of objects and resources whereby clients contain
objects that define resources. These objects can be instantiated by either a remoter server
or the client itself. Once instantiated, the object can be used via the defined interfaces.

3 Cloud IoT Platforms

Unlike the frameworks that are in the early stages of development, cloud IoT platforms
have been growing during the last decade and have consolidated in the market during the
last years. The most popular IoT platforms benefit from cloud computing. IoT platforms
based on the public-cloud approach are widely available in the market. This article is
focused on industrial frameworks; however, in this section a brief overview of popular
Cloud IoT platforms of the most reputable vendors is presented.

1) AWS IoT [3]: AWS (Amazon Web Services) is a cloud platform that aims at an
easy and secure connection of smart devices to the AWS cloud. AWS IoT facilitates
the use of other Amazon services. AWS IoT consist of three sets of components: device
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Figure 6: LwM2M framework stack

software (Amazon FreeRTOS and AWS IoT Greengrass), control services (AWS IoT
core, device management, device defender, things graph) and data services (AWS IoT
Analytics, SiteWise, Events).

2) Azure IoT suit [32]: Azure is the IoT platform of Microsoft that is formed by a
set of services that enables interaction with IoT devices, as well as, the processing of
data via some operations, and finally their visualization. Azure supports a broad variety
of devices, operating systems and programming languages. The data is transmitted to
the Azure cloud via a predefined cloud gateway, and this information is processed and
analyzed by Azure cloud services.

3) Google Cloud IoT [25]: Google released its IoT platform which provides collection,
process, analysis and visualization of IoT data in real-time. The main component, the
Cloud IoT Core, allows distributed devices to securely connect and manage data. It is
constituted by two main components: the device manager and the protocol bridge.

4) ThingWorx [40]: ThingWorx is a platform designed for industrial IoT. Its aim
is to deliver tools and technologies to develop and deploy applications and augmented
reality experiences. ThingWorx is widely used due to the inclusion of specific function-
ality for industrial scenarios, including scalability, connectivity and security. In Thing-
Worx, the connection between the edge devices and ThingWorkx servers is provided over
WebSockets-based Edge MicroServer (WS EMS) using the ThingWorx communication
protocol.

These are only some examples of IoT platforms. Other renowned platforms include
Bosch IoT Suite, IBM Watson Internet of Things, Cisco IoT Cloud Connect, Oracle Inter-
net of Things, Salesforce IoT, HomeKit from Apple, Kura from Eclipse and SmartThings
from Samsung.



158 Paper F

4 Discussion

An introduction and high-level overview of the key features of the most regarded frame-
works for IIoT have been described. In the following section, the frameworks are discussed
using some of the most relevant IIoT requirements as evaluation criteria. The requisites
include functional principles, entry barriers, interoperability and security. This compar-
ison is based on available online specifications, not on actual framework testing. IDS is
considered to be an architectural model and is excluded for the technical analysis.

4.1 Functional principles and features

Real-time features

Real-time specifications concern the capability of the middleware to support and manage
applications with real-time constraints. Real-time ability is an important aspect in many
IoT applications, especially in industry and health care scenarios [42].

Industrial IoT frameworks should provide real-time services to ensure response times
and overlying applications. If the operations are not performed logically and finished in
a bounded time frame, the operation may be useless. Despite this, most of the frame-
works presented do not have real-time features. This is not the case of the Arrowhead
framework, which provides real-time control features, the QoSManager core system is in
charge of verifying the feasibility of the request and ensuring real-time constraints [14].
AUTOSAR also provides real-time features, to work and analyze timing constraints.

Although they use REST architectural styles that provide fast response times, frame-
works such as FIWARE, IoTivity, LwM2M and OCF do not have support for real-time
behavior, since they do not provide inherent functionally to predict response times.
BaSyx [18] considers that real-time is no longer essential at the process level, and in-
stead, PLCs are in charge of the real-time production steps.

Nevertheless, within the IoTivity project, it is possible to find other complemen-
tary projects that accomplish a specific objective, including the IoTivity-Constrained
framework [27], which is a new lightweight implementation of the OCF standards. The
main difference associated with the IoTivity project is its design targeted to resource-
constrained devices which run real-time operating systems. The IoTivity-Constrained
framework currently runs on Linux, Zephyr, RIOT OS, Contiki, MyNewt and Tizen.

Runtime features

Runtime features refer to aspects and operations that are performed in or from a running
system. Run-time features open a variety of possibilities such as the dynamic orchestra-
tion, IoT device management and monitoring, runtime verification and modification,
among others. These functionalities are highly valued in industrial environments.

The Arrowhead framework has runtime functionalities, and the orchestration system
is capable of computing new orchestration patterns in runtime and providing dynamic
orchestration and authorization [14]. The EventHandler system and the DataManager
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system also permit verification and monitoring during runtime. In addition, there are
core systems that are under development such as the Translator, WorkflowManager and
WorkflowExecutor that provide runtime features to increase the interoperability and
dynamic automation, respectively.

AUTOSAR [7] has a Runtime Environment layer (RTE) which is one of its key com-
ponents. The RTE is in charge of the communication between software components and
their scheduling. In addition, it dynamically links services and clients and includes a
Event Manager and other services to trace errors in runtime. In a similar manner, the
eclipse BaSyx project [17] incorporates from other versions of Basys a runtime environ-
ment based on the virtual function bus. The runtime and service layer can run hardware
independent code, providing a set of services to manage the functional components. The
1.0 release is planned for 2019.

FIWARE presents some runtime features in its specifications [21]. These features
include runtime monitoring attributes of the object store, possibility to add a security
runtime component to dynamically verify compliance with policies, runtime service se-
lection and late binding based on some specification of constraints. LwM2M does not
present runtime features, unlike the predecessor OMA framework, which proposed in
2014 a web runtime API (WRAPI) [35]. OCF does not allow generic interoperability at
runtime either.

Centralized/distributed approach

Many frameworks take a centralized approach, where the middleware provides all of the
functionalities. AUTOSAR, Basys, FIWARE, IoTivity, LwM2M, and OCF fall in this
category.

The Arrowhead framework proposes a new distributed approach, where the different
functionalities and core services are distributed into the different core systems [15] instead
of having a unique middleware that reduces the scalability. Moreover, not only are the
functionalities distributed, in comparison with other frameworks where the middleware is
running in the cloud, Arrowhead uses different local clouds that modularize and distribute
the applications and is capable of communicating in a secure manner with each other.

4.2 Entry barriers

We considered as entry barriers all the aspects that prevent a framework from entering
the market and being competitive. Barriers to entry can include the need for licenses,
industry support, accessibility, the lack of information and specifications, and bad ac-
cessibility of the code and resources. Other barriers such as the corporate image, lack
of trust in the community and other aspects which are difficult to analyze will not be
included in this survey.

Open-source frameworks are important for developers that look for flexibility at the
time of choosing libraries, vendor platforms and interoperability. Many of the cloud
platforms are proprietary; however, open-source technologies are gaining importance in
these frameworks. Arrowhead, Eclipse BaSyx, FIWARE and IoTivity are all open source,
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and LwM2M has an open-source version of the framework. The frameworks or protocols
that are not open source has less information available and usually do not show their
technical specification. For example, thread specifications are only available for member
companies.

In order to be competitive, frameworks need to provide easy accessibility to their
resources and specifications. In Table I, an analysis of the level of accessibility to speci-
fications, code and tutorial and examples is presented.

Table 1: Accessibility

Specification Code Tutorials Examples
Arrowhead Easy Easy Medium Easy
AUTOSAR Easy Difficult Medium Medium
AUTOSAR Difficult – – Medium
FIWARE Easy Easy Easy Easy
IoTivity Easy Easy Medium Difficult
LwM2M Medium Easy Medium –

OCF Easy – Difficult Difficult

Industry support

A factor that can be decisive for the success rate of any framework is the support from
industrial and research partners. The prestige of supporting partners as well as their
number influence the chances of becoming a reference framework as well as their dissem-
ination and utilization in the industry. Commonly, the frameworks are supported by big
consortia and projects.

Table 2: Frameworks organizations supporters

Framework Consortium Members
Arrowhead Arrowhead 88
AUTOSAR AUTOSAR 116

Basys Basys 4.0 15
FIWARE FIWARE Foundation 52

IDS OPC fundation, IDS Association 610, 89
IoTivity Open Connectivity Foundation 113
LwM2M OMA SpecWorks 48

OCF Open Connectivity Foundation 113
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4.3 Interoperability

One of the most difficult challenges of IoT paradigms is the interoperability between the
devices. The collaboration of heterogeneous systems with very different characteristics,
protocols and standards is a major issue to be solved. In order to compare the interop-
erability of the frameworks, the enabling technologies used by each framework need to
be compared and contrasted.

Table 3: Message patterns

Request-reply Publish-subscriber
Arrowhead X X
AUTOSAR X X

Basys X
FIWARE X X
IoTivity X X
LwM2M X

OCF X

In Table 3, the frameworks in this survey are categorized by message pattern. The
request-reply pattern is the most used in the IoT field, which is based on services and
resource architectures. These are commonly implemented by servers and clients. Con-
sequently, all of the analyzed frameworks are based on this architectural pattern. Only
FIWARE, IoTivity and Arrowhead support publish-subscribe message patterns as well.

The comparison at the transport layer (Table 4) shows that all of the frameworks are
based on TCP and provide more security features by using DTLS/TLS. However, this is
not always the case. For example, Basys does not support DTLS/TLS and is exclusively
based on TCP. In addition, some of the frameworks such as Arrowhead, AUTOSAR,
FIWARE, OCF, and LwM2M are based on UDP.

Table 4: Transport protocols

TCP UDP DTLS/TLS
Arrowhead X X X
AUTOSAR X X X

Basys X
FIWARE X X X
IoTivity X X X
LwM2M X X X

OCF X X X
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One common interoperability mismatch is the difference in the application layer,
where several communication protocols can be used. Table 5 shows the frameworks and
their popular protocols. LwM2M is only focused on low-power devices, and the only
protocol that supports is CoAP. The rest of the frameworks support HTTP as the main
communication protocol. Basys supports OPCUA in their component modules (lower
layers) and a specific protocol called Basys native based on TCP. The only framework
that supports the four protocols (HTTP, CoAP, MQTT and OPC-UA) is, at the time of
writing, the Arrowhead framework.

Table 5: Communication protocols

HTTP CoAP MQTT OPC-UA Other
Arrowhead X X X X
AUTOSAR X

Basys X X Basys native
FIWARE X RTPS
IoTivity X X
LwM2M X

OCF X X

Finally, frameworks to succeed require interoperability between 3rd party systems
and legacy systems. The Arrowhead framework disposes of three levels of adaptability
(Native implementation, software adapter and external gateway adapter) in order to
make possible the interoperability between other systems. Basys provides a similar three
adaptability levels of configuration. AUTOSAR provides an adaptive platform with this
purpose. FIWARE presents the possibility to use the main block Context Broker with
3rd systems. However, the flexibility and adaptability in other frameworks (e.g., IoTivity,
LwM2M and OCF) are limited to the use of their own standards.

4.4 Security

Security, privacy and trustworthiness remain important challenges in the IoT field. All
the different frameworks have security features and components capable to manage the
security of their services and resources.

In the case of Arrowhead, the core system AAA implements Authentication, Autho-
rization and Accounting. It is possible to choose between two levels of security, with or
without DTLS/TLS: (1) use of the X.509 certificates and (2) use of tokens for accounting.
In addition, the access control can be made by authorization rules or Next Generation
Access Control policies [29]. AUTOSAR bases its security on the AUTOSAR Crypto Ser-
vice Manager (CSM) and the Secure Onboard Communication (SecOC) modules. SecOC
is in charge of the resource-efficient authentication and makes use of the cryptography
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services which CSM provides.
FIWARE specifications present [22] the Identity Management Enabler (IdM), which

provides authentication, basic authorization and security assertions as a service. This
core security GE uses open protocols such as OAuth [34] and OASIS SAML v2.0. [33].
The IdM manages the authorization in collaboration with the PEP proxy GE and the
Authorization PDP GE.

The IoTivity stack includes a Secure Resource Manager (SRM) [28], which is formed
by three functional blocks and a Database. The Resource Manager (RM) that manages
the security virtual resources (e.g., access control list, credential, provisioning status).
The Policy Engine (PE) filters resource requests in order to grant or deny based on the
policy, and the Persistent Storage Interface provides storage API. The SRM is configured
via an OIC resource with specific properties.

LWM2M requires that all communications be authenticated, encrypted and integrity
protected. For this purpose, the LwM2M 1.1 specification supports an application layer
security protocol called OSCORE. OSCORE (Object Security for Constrained RESTful
Environments) protects message exchanges and provides support for proxy operations
and end-to-end security.

In the OCF security specifications [37], the OCF security enforcement points are
established, including The Secure Resource Manager (SRM) and the session Protection
in the connectivity Abstraction layer (Usually DTLS), which are configured via OIC
resources. The access control relies on predefined policies that are stored by a local
access control list (ACL) or an Access Management service (AMS) in the form of an
Access Control Entry (ACE). The access control can be Subject-based (SBAC) or Role-
based (RBAC).
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5 Conclusion

Over the last decade, technology has evolved very rapidly. In addition, functionalities
and characteristics of frameworks are also developing quickly as well as the protocols and
standards from which they are developed. Even the alliances and groups are changing
over the years, grouping platforms under the same name and specifications.

This survey has presented a number of available frameworks for IIoT applications.
The studied frameworks have their own approach to solving challenges; nevertheless, they
all seek to aid interoperability in heterogeneous environments.

A comparative analysis of the frameworks was presented based on industrial require-
ments. The analysis criteria included real-time and runtime features, architectural ap-
proach, entry barriers, industrial support, standardization, interoperability and security.
The analysis highlights the general effort to solve problems such as security and in-
teroperability on the part of the big consortia and research projects that support the
development of the presented frameworks. However, there is a clear lack of automation
requirements in some of the frameworks, and much work is needed to consolidate the
different standards and frameworks.
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