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The growth of mobile devices, along with their traffic demands, is expected to 
saturate the current mobile networks soon. To cope with such demand increase, 
fifth generation (5G) network architectures will need to provide multi-gigabit 
capacity at the access level, through the deployment of a massive amount of 
ultra-dense small cells (SCs). To connect the access and core networks, a robust 
and high capacity backhaul is required. To that end, mmWave links that operate 
at e.g. 60 GHz, can be used to interconnect the SCs, forming multi-hop wireless 
mesh topologies.

In this thesis, we study the application of the Software-defined Networking 
(SDN) paradigm for the management of a SC wireless backhaul. Firstly, we 
provide an SDN-based architecture to manage SC backhaul networks, which 
includes an out-of-band control channel and where we consider aspects such 
as energy efficiency, resiliency and flexible backhaul operation. Secondly, 
we show the benefits of the wireless backhaul configuration using the SDN 
controller, which can be used to improve the wireless resource allocation and 
provide network resiliency. Finally, we investigate how a SC mesh backhaul can 
be optimally reconfigured between different topologies, while minimizing the 
network disruption during the reconfiguration.
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Abstract
Current technological advances have caused an exponential growth of the
number of mobile Internet-connected devices, along with their respective traf-
fic demands. To cope with this increase of traffic demands, fifth generation
(5G) network architectures will need to provide multi-gigabit capacity at the
access base stations (BSs), through the deployment of ultra-dense small cells
(SCs) operating with millimeter-wave (mmWave) frequencies, e.g. 60 GHz.
To connect the BSs to the core network, a robust and high capacity back-
haul infrastructure is required. As it is unfeasible to connect all the SCs
through optical fiber links, a solution for the future 5G backhaul relies on
the usage of mmWave frequencies to interconnect the SCs, forming multi-
hop wireless mesh topologies. In this thesis, we explore the application of
the Software-defined Networking (SDN) paradigm for the management of a
SC wireless backhaul. With SDN, the data and control planes are separated
and the network management is done by a centralized controller entity that
has a global network view. To that end, we provide multiple contributions.
Firstly, we provide an SDN-based architecture to manage SC backhaul net-
works, which include an out-of-band Long Term Evolution (LTE) control
channel and where we consider aspects such as energy efficiency, resiliency
and flexible backhaul operation. Secondly, we demonstrate the benefit of the
wireless backhaul configuration using the SDN controller, which can be used
to improve the wireless resource allocation and provide resiliencymechanisms
in the network. Finally, we investigate how a SC mesh backhaul can be opti-
mally reconfigured between different topologies, focusing on minimizing the
network disruption during the reconfiguration.

Keywords: SDN,wireless backhaul, heterogeneous networks, mmWave, 5G,
resiliency.
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1 Introduction
Over the last years, our society has been witnessing an exponential increase
of mobile Internet-connected devices, from personal smartphones and wear-
ables, to Internet of things (IoT) smart city devices and self-driven automo-
biles. Paired with the number of devices, the existing network traffic demands
are also facing an unprecedented growth, due to the appearance of newmobile
services, such as augmented reality, or to the quality improvement of existing
ones, e.g. ultra-definition video and television streaming. Currently deployed
mobile communication standard infrastructures, i.e. Long Term Evolution
Advanced (LTE-A) will soon be resource-saturated, motivating the creation
and deployment of the next generationmobile communication standard, com-
monly known as fifth generation (5G). 5G is designed to provide multi-gigabit
Internet speeds, alongside with low latency connectivity, which are necessary
to the future communication services [1].

To that end, it is crucial to improve the available bandwidth provided to
the connected network devices, through improvements on the currently used
technology. Developments on 5G wireless radio access have been focusing on
three main aspects, targeted at fulfilling that objective:

Increased spectrum efficiency is focused on the application of techniques
targeted at improving the wireless radio resource usage. Commonmeth-
ods to increase the spectrum efficiency include massive multiple-input
multiple-output (M-MIMO) [2], a better interference management (e.g.
by coordinating multiple base stations - Coordinated multi-point pro-
cessing - CoMP [3]), or by improving coding and modulation schemes
in wireless communications [4].

Network densification aims to increase the number of network cells, form-
ing ultra-dense networks (UDNs). With UDNs, radio coverage is in-
creased by the deployment of short-distanced access sites, which range
from fewmeters in indoor environments, to less than 100 mwithin out-
door developments [5], reducing the distance between the User Equip-
ment (UE) and the base stations (BS).

Spectrum extension consists on utilizing additional frequency bands for com-
munication. Specifically, higher frequency bands, which are widely
available above 3 GHz. For example, millimeter-wave (mmWave) band
frequencies were introduced as a new solution for wireless radio ac-
cess [6], which are located between 30 and 300 GHz. The high frequen-
cies allow a higher channel bandwidth, e.g. 1 GHz [7], providing the
necessary multi-gigabit throughput. However, due to their high path
loss, they often require to use directed beams and are range-limited [8].

As we address the 5G capacity requirements between the UEs and the ac-
cess network, the backhaul might become the network bottleneck, as all the
UE traffic needs to pass through it. Within the context of mobile networks,
the backhaul represents the network segment that connects the BSs to the
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core network. As of today, this is typically done through fiber-cabled links
that are directly connected to the eNBs or point-to-point wireless links (e.g
micro-wave or mmWave [9]) with fixed antennas. Yet, with the deployment
of UDNs, connecting all the small cells through fiber will not be economi-
cally and logistically feasible, due to the costs and obstacles foreseen from the
installation of all the new underground fiber cable connections. This opens
an opportunity for a wireless backhaul as a potential solution.

Similarly as in the network access, mmWave bands can be used to form a
wireless backhaul, as they can provide the requiredmulti-gigabit capacity. Due
to the short inter-site distances formed with UDNs and due to the physical
range limitations of mmWave frequency communication, a mmWave back-
haul might be formed through multi-hop topologies of interconnected nodes.
As it will not always be possible to reach the backhaul nodes directly con-
nected to the core network, it is required to formmulti-hop paths between the
BSs, that will forward the network traffic through multiple mmWave links.

Designing, implementing, managing and operating such flexible backhaul
network faces new challenges that need to be considered, in order to provide
high capacity on demand to served users. The following subsections address
some of the most important aspects that these future networks will have to
consider, which are well aligned with the topic of this thesis.

1.1 Future backhaul network architectures
The introduction of small cells in the access and backhaul networks enables
the co-existence of devices that operate within different frequency bands, cov-
erage range and available capacity. Existing LTE-A eNodeBs, which use sub
3 GHz frequencies, will jointly be deployed with mmWave small cells, form-
ing heterogeneous networks (HetNets). UEs will be able to benefit from this
multiple connection availability by simultaneously connecting to the different
cell types, i.e. macro and small cells. Recent 5G standardization motivates the
separation of the control and data planes, enabling the design of new network
architectures adapted to this separation. For example, within a split-plane
HetNet, the small cells can accommodate localized high capacity on the data
plane, while the macro cells provide long-range control plane availability and
failover data plane coverage [10].

From a networkmanagement perspective, this resource heterogeneity will
also facilitate the development of Software-defined Networking (SDN) based
backhaul networks. SDN is a novel computer networking paradigmwhere the
control plane is split from the data plane, and a logically centralized entity
with a global network view is responsible for the control plane - the SDN
controller (Figure 1). The SDN paradigm is typically used in wired networks,
e.g. data centers, where the existing links are static. Therefore, due to its
configuration dynamics, the introduction of SDN to the wireless backhaul
brings new architectural challenges, as not only the forwarding needs to be
configured, but also the respective wireless configurations. The placement of
the configuration components can then be done following different strategies:
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Figure 1: Software-defined Networking architecture

• The forwarding rule management is done by the SDN controller. The
wireless network configuration tasks (e.g. channel assignment) are dis-
tributed through the wireless nodes [11].

• The wireless backhaul management is orchestrated by a different con-
troller that interacts with the SDN controller, which is solely responsi-
ble for the forwarding rule configuration of the backhaul nodes [12].

• Both forwarding and backhaul configuration management tasks are per-
formed by the SDN controller [13].

In this thesis, we mainly focus in the last presented alternative. The cen-
tralized management and global network view become attractive enablers to
efficient network configuration capabilities. Through the SDN controller,
the backhaul configuration can be flexible and adaptive, considering different
target optimization policies, such as energy efficiency, capacity optimization,
network resiliency, quality of service (QoS), or access control.

1.2 Sustainability and energy efficiency
As it was previously mentioned, the deployment of small cells in a wireless
backhaul usingmmWave-band links can significantly increase the overall num-
ber of backhaul infrastructure devices. While an individual small cell operates
with low power requirements, using hundreds of thousands of these devices
for the backhaul operation dramatically increases the backhaul’s energy con-
sumption [14].

To reduce the environmental footprint and operational network infras-
tructure costs, the power consumption of each small cell can be reduced by de-
veloping more efficient energy states, e.g. by reducing the operational power
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consumption or by introducing more low power idle/sleep modes, allowing
the small cells to be turned off when they are not being used [15].

By adaptively powering on/off small cells, a network operator can provide
localized coverage according to the traffic requirements, reducing the power
consumption from the backhaul. Yet, this brings additional challenges, as it is
required to determine when which nodes need to be turned on or off, while
being able to maintain a network state that can fulfill the existing traffic and
QoS requirements [14]. This computation can be complex, as it can impact
the user association to the small cells, the required backhaul routing configu-
ration, and resource allocation profiles, e.g. necessary transmission power per
link. Additionally, other practical aspects need to be considered, such as how
to control the power states of the small cells, often requiring an out-of-band
always on connectivity, required to perform the wake-on-power operations.

1.3 Resilient backhaul networks
MmWave links can be temporarily affected by connectivity failures, which can
be caused by a mix of factors. These include weather-related events, such as
beam misalignment caused by strong winds that can move the infrastructure
where the small cell is installed (e.g. traffic or illumination poles) [16], or link
blockage by temporary obstacles. If we consider the latter case, it may have a
short duration (averaging between 0.4 and 1.0 s in dense urban environments,
for example [17]), but it can disrupt the connectivity of several users, if the
affected link is forwarding the respective traffic.

In an SDN-based environment, long duration link failures can be reac-
tively repaired by the SDN controller, which can compute new routing paths
to avoid using the broken links. To repair a broken network, the controller
may need to compute alternative backhaul paths for the existing flows, which
may require turning on inactive nodes. New backhaul links may need to be
configured, and only after that, the traffic can be re-routed to the newly com-
puted topology configuration. With that, such reconfiguration procedure can
take a significant amount of time to be executed, according to the used al-
gorithm (that can also be outsourced to another computational entity) and
configuration primitives’ overhead. Consequently, reacting to brief failures in
the network might not always be feasible to be done by the controller.

Alternatively, it may be required to have quick resilient protection mech-
anisms that react to short-term network failures, redirecting existing traffic
through operational links, avoiding the disabled ones. Although these quick
temporary reconfiguration operations might not consider the overall state of
the network, they can still provide resiliency upon failures. With that, it be-
comes crucial to be able to monitor the aliveness state of the existing links,
in order to detect failures as fast as possible. At the same time, the network
should be able to be entirely reconfigured, if these failures turn to be long-
lasting.

This brings the need of a hybrid approach, where a network can be glob-
ally configured upon permanent failures, but also can provide local resiliency
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mechanisms that can quickly react to temporary failures, without the need of
a centralized intervention.

1.4 Flexible and adaptive backhaul network operation
The capacity and resource demands of a backhaul network can dramatically
vary over time, depending on the existing network traffic at the access level.
For example, traffic at a city’s business area peaks during daytime, and signif-
icantly drops during the night [18].

As it was previouslymentioned, ammWave-basedwireless backhaul can be
formed by a high amount of inter-connected small cells, which can be turned
on/off for reducing operational costs. At the same time, capacity should be
able to be provided on demand, for example, at sport facilities or music festi-
vals.

These dynamic requirements create the need of a flexible backhaul, which
can adapt to the different needs and to the enforced management policies. By
having the network management tasks performed by an SDN controller, this
process can be achieved through aMonitor-Analyze-Plan-Execute over Knowl-
edge (MAPE-K) feedback loop [19], as depicted in Figure 2:

Monitor involves the capture of relevant data from the network, either pas-
sively or actively. For example, the SDN controller can extract port
usage counters or link quality metrics;

Analyze uses themonitored data to determine if anymodifications are needed
in the network. Using the monitor example from above, the SDN con-
troller can use the monitored port usage counters to infer that a segment
of the network is congested and needs to be reconfigured;

Plan creates the list of changes and procedures that are required to modify the
network. When considering a wireless backhaul, this task can turn to
be vastly complex, depending on which reconfiguration policies need to
be enforced, e.g. an energy efficient topology configuration. Therefore,
the SDN controller can outsource the planning task to a computational
specific entity, which returns new optimized network configuration so-
lutions;

Execute enforces the required changes in the network, based on the planned
actions. In a wireless backhaul, the SDN controller typically uses the
adopted communication protocols to send configuration commands (e.g.
install forwarding rules or modify the wireless configuration). More-
over, the configuration execution order might also be taken in consid-
eration, in order to achieve an error-free reconfiguration;

Knowledge contains the data collected from all the feedback loop functions,
which can be accessed for future decision-making routines. For exam-
ple, it can contain a history of collected metrics, the previous diag-
nosed symptoms, or the solutions that were generated from the previous
knowledge and respective enforced actions.



8

Analyze

Monitor Execute

Plan

Knowledge

Automation Manager

Managed Element

Figure 2: MAPE-K Control Loop (adapted from [19])

Each of the described functions can be tuned, in order to dynamically
adapt the configurability of the feedback loop. The metrics’ collection in-
terval should be adjusted, as well as the thresholds to trigger network events
(e.g. poor link quality), and more importantly, how the backhaul should be
reconfigured. Additionally, different control loops can coexist at different op-
erational levels and time scales. For example, a topology discovery control
loop can run simultaneously with a link-failure protection control loop. As
the operation of both loops is related, it is then important that they interact
and coordinately operate. In conclusion, independently of the used manage-
ment strategy, the dynamics of both network demands and wireless backhaul
configuration need to be taken into consideration, as enablers of future 5G
backhaul networks.
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2 Research objectives
The primary objective of this thesis is to investigate the integration of Software-
defined Networking for the management of future 5G small cell wireless back-
haul networks. To that end, we focus in the following tasks:

A. Improve the configurability of wireless backhaul networks. Com-
pared to wired networks, wireless networks are more complex to man-
age, as they require additional parameterization primitives. Further-
more, SDN is a paradigm typically used in wired environments, e.g.
data centers, while its integration with wireless networks is rather lim-
ited. Therefore, we want to integrate the SDN paradigm in wireless
mesh backhaul networks, by using a centralized controller entity to
handle the forwarding rule management and wireless link configuration
tasks. We intend to develop and deploy the proposed SDN architecture
in wireless testbeds, to experiment and verify our concept in real envi-
ronments, exploring how the wireless backhaul configurability can be
improved with SDN.

B. Provide resilient connectivity in wireless backhaul networks. Wire-
less links can be subject of temporary failures, which can impact the
whole backhaul network. More specifically, mmWave-band links are
more sensitive to blockage and disruptions, due to obstacles or natural
factors (e.g. attenuation by rain or misalignment by wind), due to its
path loss properties. Therefore, in a wireless mesh backhaul, it is crucial
that the network is able to quickly recover from these failures, without
causing major service interruptions. We want to use and benchmark
SDN-based resiliency mechanisms in the wireless backhaul, in order to
understand how these can help dealing with the mentioned problems.

C. Achieve optimal backhaul reconfiguration. Due to the dynamic na-
ture of the requirements of the access layer of a mobile network, the
backhaul should be able to adapt, in order to optimize its operation to
different goals (e.g. energy efficiency or capacity maximization). By
having a dense wireless mesh backhaul managed by an SDN controller,
the backhaul network can be reconfigured, for example, by adaptively
turning on/off nodes, or by re-routing the existing traffic. With this in
mind, we explore how the backhaul can be optimally reconfigured be-
tween different states, focusing on minimizing the disruption between
these transitions.
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3 Research methods and directions
In this section, we firstly distinguish the different types of research methods
that are typically used in computer science and discuss how they were adopted
in this thesis. Moreover, we proceed to describe the two main research di-
rections that were then followed, and how they relate to the research objec-
tives and appended papers (Figure 3). The first direction addressed how the
Software-defined Wireless Networks (SDWN) paradigm can be used to con-
figure the wireless backhaul, while the second was focused on how small cell
wireless backhaul networks can be efficiently reconfigured. We describe how
the different research methods were applied, for each of these directions.

3.1 Research methods
When categorizing scientific research methods, they can mainly be distin-
guished as quantitative or qualitative. Quantitative methods are practiced by
analyzing numerical, mathematical or statistical data that can be measured or
computed by conducting experiments. On the other hand, qualitative meth-
ods can be applied by conducting studies and surveys. As a result, they can be
subjective, as they are dependent on the authors’ interpretation of the results
and presentation of conclusions [20].

Within computer science, research methods can also be categorized as ex-
perimental or theoretical. While experimental methods are driven by per-
formingmeasurements on hardware or software, theoreticalmethods aremostly
composed bymathematical formulations and algorithms, that are usually tested
through simulations. Often these two are related, as experimental methods
can be used to validate previously proposed theoretical hypothesis [21].

Thework of this thesis is based on quantitative, theoretical and experimen-
tal methods. To that end, we adopted the scientific approach, which can be
briefly described as a repetitive process of performing observations, forming
hypothesis, testing them through experiments, then analyzing the obtained
results.

The following subsections detail how the embraced methods were applied
to the research work in this thesis.

3.2 Software-defined wireless networks configurability
In this section, we ask the question: Is it possible to manage a mesh backhaul in
a flexible and beneficial way using an SDN-based architecture? We answer it af-
firmatively with our SOCRA architecture, which is presented in Paper I, and
was formulated based on existing related state-of-the-art work. The SOCRA
architecture features an SDN controller, which internally uses a MAPE/K
control loop. The controller was prototyped using the OpenDaylight SDN
controller [22], which was initially tested in the Common Open Research
Emulator (CORE) [23] using emulated topologies, before it was deployed in
testbed environments.



11

Directions

SC Backhaul

Recon guration

SDWN

Con gurability

Objectives

A

B

C

Papers

I

II

III

IV

Figure 3: Relationship between research directions, objectives, and papers.

We then built a testbedwithmultiple nodes, each containing IEEE 802.11ac
wireless cards, which were commercially available by that time. This testbed
was used to deploy the different SDN-based architecture components, i.e.
SDN controller and OpenFlow software switches, which were used to con-
duct a practical experimental evaluation on the reconfiguration of the different
wireless links, presented in Paper II. We compared our approach with the us-
age of a distributed protocol and showed that it is beneficial to use a centralized
SDN-based implementation to combine the wireless configuration and flow
routing tasks in this type of network (Objective A).

Finally, we applied the same SDN concepts in a mmWave-band testbed,
using IEEE 802.11ad network interfaces in the testbed nodes, as seen in Pa-
per III. With this testbed, we evaluated and benchmarked different aspects of
resiliency mechanisms within this type of wireless networks (Objective B).

3.3 Reconfiguration of small cell backhaul networks
Based on the testbed development experiences, new ideas for exploring the
capabilities of the reconfiguration of mmWave mesh backhaul networks were
brought up. The most important one was focused on the orchestration of the
network reconfiguration, specially when considering large network environ-
ments (e.g. a city infrastructure).

Throughout the work of thesis, I got more familiar with existing work
focused on the calculation of optimal backhaul network configurations, based
on different optimization policies, e.g. minimize energy consumption [24]
or having an efficient cell deployment [25]. Most of the existing work in
academia within this topic neglects the transition from a previous network
configuration state (snapshot) to a new one.

Therefore, we ask the question: How can a wireless mesh backhaul net-
work optimally transition from two different network configurations?. We ex-
plore that hypothesis in Paper IV, by developing a mathematical framework
that computes the optimal sequence of necessary intermediate configurations,
which are needed to change between two wireless backhaul configuration
states (Objective C). This framework was created by formulating a mixed in-
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teger linear problem (MILP), and had as primary goal the minimization of the
overall network disruption time, which was measured by the total network
packet loss. Our evaluation was focused in an scenario where the mmWave
interfaces can be mechanically aligned.
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4 Research challenges and contributions
Throughout this thesis, we explore three different research aspects related to
future wireless backhaul networks. In this section, we identify their respective
challenges and our contributions, which aim to tackle those hurdles.

The first research topic is centered around the usage of SDN to manage a
wireless backhaul. By performing the network management tasks with a cen-
tralized architecture, it is possible to have a global network view and configure
its nodes, taking into consideration the overall network state. Therefore, we
investigate how wireless backhaul networks can benefit from this paradigm,
focusing on the required practical aspects that are necessary for its deploy-
ment, by using different testbed environments.

Secondly, our research looks into how the mmWave-based mesh backhaul
can be designed to be resilient and resistant to temporary failures. MmWave
bands operate in high frequency bands that are susceptible to temporary dis-
ruptions, caused by e.g. obstacle blockage or environmental changes. There-
fore, it is fundamental that these brief failures do not cause disturbances to the
users’ connectivity to the core network. To that end, we look into how we de-
sign and configure the wireless backhaul, towards a more robust and resilient
operation.

The third and final research area involves the reconfiguration of wireless
mesh backhaul networks. As the network state and traffic demands can change
over time, reconfiguring the wireless backhaul can improve the network op-
eration, when considering aspects such as user satisfaction, resource usage and
energy efficiency, for example. However, in order to avoid a degradation of
the network operation, it is necessary to ensure existing user traffic is not dis-
rupted by this reconfiguration. Our research within this topic is then focused
on how to transition a wireless mesh backhaul, between two different config-
uration states, with the minimum packet loss.

4.1 Software-defined wireless backhaul networks
SDN decouples the control plane from the data plane, logically centralizing
the control plane. While traditionally SDN is mostly applied in data centers,
the same paradigm can be used in a wireless backhaul, benefiting from the
adoption of split control/data plane HetNet architectures.

4.1.1 Research challenges

SDN is a paradigm originally designed for the management of forwarding ta-
bles in wired networks, which creates new challenges when applying it to
wireless multi-hop environments. Traditionally, multi-hop routing protocols
in wireless networks operate in a distributed way, e.g. Optimized Link State
Routing Protocol (OLSR) [26] or Better Approach To Mobile Ad-hoc Net-
working (BATMAN) [27]. However, it is shown that using SDN-based rout-
ing can reduce the disruption time whenever there are network configuration
changes [28].
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Figure 4: SDN-based HetNet architectures

In addition, wireless networks require additional configurations (e.g. link
management, channel assignment or beam alignment). The orchestration of
these configurations can be done distributively by the network nodes [11],
with the cost of increasing the required software stack and risking suboptimal
configurations, due to the network’s complexity. Following the centralized
principles of SDN, a controller can be responsible for this task, which can
be the same one used for the forwarding rule management (Figure 4a), or be
located in different entities that operate jointly with the SDN controller [12]
(Figure 4b). A multiple controller architecture can complicate the network
orchestration, as the controllers need to communicate and jointly make deci-
sions, e.g. a change in the wireless network configuration can trigger a routing
reconfiguration, or vice-versa. An uncoordinated distributed control man-
agement can then lead to convergence issues, as the different controllers can
continuously trigger further reconfigurations that can be detrimental to the
network operation.

Integrating wireless configuration management features in the SDN con-
troller may simplify the overall network architecture, but it increases the con-
troller’s complexity. Traditionally, the SDN controller solely configures the
network devices’ forwarding tables with the OpenFlow protocol, although re-
cent OpenFlow versions introduced configuration primitives for optical links
[29]. However, the wireless configuration management is still not supported
by default in OpenFlow. To that end, the controller can use different pro-
tocols that support these features, such as the Simple network management
protocol (SNMP) [30] or Network configuration (NETCONF) [31]. To use
different protocols, the SDN controller needs to have the necessary plug-ins,
as well as the knowledge of all the configuration parameters of each device
(e.g. the management information base (MIB), in SNMP). At the same time,
each network node needs to have the respective local agents that support the
same protocol.
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As an alternative to using multiple protocols, OpenFlow can be extended
with new configuration primitives. This can be achieved by modifying the
original protocol stack in the SDNcontroller and in themanaged nodes. How-
ever, for the latter devices, this might not always be possible, due to propri-
etary firmware and software. Nonetheless, by using a single protocol for all
the required network configurations, the network architecture is simplified, as
less components need to be included. The Coordination framework for Open
APs (COAP) framework [13] introduces wireless resource configuration and
coordination primitives by extending the original OpenFlow specification.
Yet, it is specifically designed to operate with WiFi access points in residen-
tial environments, making it unsuitable for managing wireless mesh backhaul
networks.

Existing work with SDWN testbeds has been done with commonly used
Wi-Fi variants, such as IEEE 802.11g, 802.11n or 802.11ac [13, 28, 32]. Stan-
dardization with mmWave band communication has been introduced with
IEEE 802.11ad. However, work within these frequencies has not been ex-
tensively explored, due to the lack of availability of network equipment that
complies with this protocol. In fact, most of the state-of-the-art on mmWave
communication is applied to the evaluation of its physical properties [33, 34],
to the mathematical modeling and optimization of wireless resources [35–37],
to the simulation of end-to-end network communication [38–40] or is based
on network emulation environments [41, 42]. State-of-the-art research with
IEEE 802.11ad commercial off the shelf (COTS) equipment investigates dense
networks formed by multiple devices, but only focusing on the performance
of the UE connectivity with access points [43, 44]. With that, we identify
research opportunities on the usage of SDN for the management of mmWave
wireless backhaul networks. More specifically, the application of this research
topic in testbed environments is extremely relevant, as it complements the
existing modeling and theoretical work in this area.

4.1.2 Research contributions

We introduce different contributions related to the usage of SDN in a wireless
backhaul:
Architecture for SDN-basedWireless BackhaulNetwork. Wepresent an ar-
chitecture for the management of a wireless backhaul based on SDN, featured
in Paper I. This architecture uses an LTE control channel, which is decoupled
from the data plane. The data plane can be forwarded through the wireless
(e.g. mmWave) small cells, or through the LTE macro cells. We describe the
most important considerations for this architecture which include, for exam-
ple, an energy efficient backhaul operation, or the ability to provide resilient
forwarding within the small cells. Finally, we present an SDN controller im-
plementation design and describe its internal modules. This contribution is
then used as a reference, throughout the remaining contributions of this thesis
(in Paper II and Paper III, respectively).
SDN controller prototype and OpenFlow extensions. We extended the



16

original OpenFlow protocol specification to include new message types, that
enable the configuration of the wireless nodes. Based on those extensions, and
in the architecture presented in Paper I, we prototyped a wireless backhaul
SDN controller. This controller was used in Paper II and Paper III, allowing
the configuration of the used wireless network forwarding rules and wireless-
related configurations (e.g. channel assignment). Additionally, we extended
the Open vSwitch [45] software switch with the developed OpenFlow exten-
sions, allowing a mesh node to process wireless configuration commands sent
by the controller.
SDN-managed mmWave mesh testbed. To integrate the usage of mmWave-
based connectivity in a wireless backhaul, we built a testbed formed by small
cell nodes, each equippedwith IEEE 802.11ad interfaces, which operate within
60 GHz. This testbed can be configured by an SDN controller that can man-
age the forwarding rules on each mesh node and configure their respective
wireless interfaces. Featured in Paper III and, as a baseline for a reconfig-
urable future 5G backhaul, this testbed introduces state-of-the-art mmWave
links, coupled with the network programmability concepts of SDN.

4.2 Resiliency in mmWave backhaul networks
AmmWave backhaul can be formed by a high number of interconnected small
cells, which are prone to temporary network failures. By providing resiliency
mechanisms, a network can survive connectivity failures, by using alterna-
tive configurations, which avoid using problematic links/nodes. The deploy-
ment of fast-failover (FF) solutions in the wireless mesh backhaul can then
contribute to its recovery, upon temporary failures. Yet, the exploration of
resiliency mechanisms in mmWave mesh testbeds appears to be limited.

4.2.1 Research challenges

When adopting a split control/data plane architecture as in SDN, resiliency
becomes a challenge, as it needs to be provided to both planes [46].

Failures on the control plane links isolate the devices from the controller,
making it impossible to modify its data plane configuration or provide net-
work state information. The proposed SOCRA architecture features a out-of-
band SDN control plane based on an LTE connection. Therefore, we assume
that the LTE network infrastructure can provide the necessary resiliency pro-
tection for the control plane connectivity (e.g. multiple eNBs available per
network node), andwe do not focus on the resiliencywithin the control plane.

On the other hand, resiliency should also be provided within the data
plane, and this aspect can be configured by the control plane with SDN. Con-
sidering a mmWave wireless backhaul, failures within the data plane can be
temporary (e.g. obstacle blockage). It becomes crucial that a) these failures
are quickly detected, and b) the existing traffic is re-routed through alternative
paths. With an SDN-based architecture, the controller needs to be informed
about link failures and, only after, it reconfigures the network. This task can
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be time-consuming, depending on the reconfiguration algorithm complexity
and control plane latency. Yet, as data plane failures in mmWave links can last
for a short period of time, when the SDN controller computes a new solution,
the failure might already be over. Consequently, the network should be able
to be locally configured with resiliency protection mechanisms.

Considering mmWave wireless communications, the IEEE 802.11ad stan-
dard provides a relay functionality that allows the configuration of a relay
access point between two stations [47]. This relay can be used to redirect
frames, whenever the primary link is disrupted. However, the standard does
not define how the relay nodes are selected. Finding the proper relay node for
a given link in a dense small cell network is difficult, due to the high number
of links and relay candidates. The integration with an SDN-based architec-
ture would allow an SDN controller to centrally compute the set of relays for
mmWave links, configuring the nodes accordingly. Still, the relay functional-
ity can only be applied to an individual link between a source and destination
IEEE 802.11ad transceiver. If the destination station is unreachable from the
relay and source station, it is not possible, through the IEEE 802.11ad relay
functionality, to recover from such failure. Nonetheless, this relaying feature
is currently only implemented on software-based network simulators [48].

In addition, existing IEEE 802.11ad equipment has limited capabilities,
caused by the early stage development of the standard, or by proprietary
drivers and firmware. Besides the lack of configurable features (e.g. only be-
ing able to use two of the four configurable channels), accessing data from the
lower protocol stack layers is very limited. Such data can include management
frames and physical-layer data [49], which could provide information about
link quality, an important network performance metric, when detecting and
preventing link failures. Until such limitations are surpassed, it is necessary
to introduce resiliency through higher layer network protocols.

Using OpenFlow extensions, OpenState [50] creates a stateful data plane,
allowing flows to have multiple forwarding states. This enables the specifi-
cation of resilient flow forwarding, by creating tag-identified states, one per
forwarding option (detours). Upon the detection of a link failure, a node can
modify the tag on the respective packets and forward them back through the
original path, until they reach a node where rerouting is possible through a
detour [51]. Inspired by OpenState, SPIDER [52] uses a P4 programmable
data plane architecture to detect network failures through active packet prob-
ing, redirecting active traffic through detour paths. While this is an effective
resiliency mechanism, it is a complex task to calculate the necessary detours
to provide large scale network resiliency.

SlickFlow [53] provides resiliency through source routing, which is im-
plemented by encoding primary and secondary path information on packet
headers. Upon a failure in a primary path link, a packet can then be re-routed
through its secondary paths. However, this requires data plane programming
modifications, as the enhanced packet header processing features are not sup-
ported by OpenFlow.

The OpenFlow protocol provides resiliency with FF group tables. These
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allow the specification of multiple forwarding actions, sending packets to the
first port that is considered active. Monitoring the aliveness of the switch
ports, e.g. wireless interfaces, is implementation-specific to each OpenFlow
switch, although a commonly used protocol is the Bidirectional Forwarding
Detection (BFD) protocol. BFD actively monitors the port status by peri-
odically sending probe packets. If 3 packets are not received back, the port is
considered down. Compared to the IEEE 802.11ad relay feature, which detects
failures in the link layer, BFD is based on network layer connectivity. While
this increases the failure detection overhead, combining it with OpenFlow
group tables allows having different interfaces using different communication
standards (e.g. IEEE 802.11ad, IEEE 802.11ac, Ethernet), as possible output
destinations. The same functionality is limited with IEEE 802.11ad relaying,
as it solely can be configured on a single wireless link. In conclusion, the cur-
rent state-of-the-art of FF and BFD based resiliency in SDN is limited in either
using BFD exclusively in cabled networks [54, 55], or by using wireless net-
works in emulated environments [41, 42], without taking in consideration the
different loads of background network traffic in its performance evaluation.

4.2.2 Research contributions

Fast-failover resiliencywith SDWN.As an enabler of resiliencywithin SDWN,
we mainly used two approaches:

• The usage of BFD to monitor the link state of wireless links;

• The configuration of OpenFlow fast-failover group tables to provide
multiple forwarding options upon link failures.

These approaches were integrated and evaluated in different testbed environ-
ments. In Paper II, we used a testbed formed by IEEE 802.11ac wireless links
to implement the above described methods, whereas in Paper III, we used a
IEEE 802.11ad based wireless mesh network. With both testbeds, we demon-
strate how the network can be repaired within milliseconds after the occur-
rence of failures, when a backup forwarding path can be provided. Moreover,
Paper III is the first contribution, up to the current date, which features the
application of OpenFlow-based resiliency mechanisms in mmWave small cell
testbed environments. Our evaluation studies the trade-off between short link
failure detection times and background network traffic, showing how BFD
probing intervals lower than 10 ms can have a disruptive effect, specially when
the existing traffic is greater than 1 Gbps. In addition, we show that a proac-
tive SDN-based network reconfiguration can be performed with a minimal (≈
6 ms) disruption on active flows.

4.3 Reconfiguration of wireless mesh backhaul networks
Due to the dynamic requirements of a mobile network, the wireless mesh
backhaul should be reconfigurable according to traffic demand changes, or to
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cope with topology modifications caused by link or node failures. For exam-
ple, from a routing perspective, the traffic can be steered differently to fulfill
the different user demands over time. However, this reconfiguration can be
extended to other wireless backhaul specific aspects. For that, we then con-
sider different problems that focus on the reconfiguration and optimization
of the backhaul operation, and how these can be applied in a wireless mesh
backhaul network.

4.3.1 Research challenges

To avoid being the network bottleneck, a wireless mesh backhaul needs to
support the UE demands at the access level. However, since these can dras-
tically vary, either a network operates with a static configuration that always
provides the necessary capacity and network performance requirements, or
adapts its configuration according to its needs. This last option has been ac-
tively studied, since a wireless mesh backhaul topology can be dynamically
reconfigured, as it is formed by a dense large number of interconnected small
cells. Existing work focuses on finding optimal solutions to the wireless back-
haul operation, by minimizing its resource utilization. For example, the back-
haul should have the minimum number of small cells on, while being able to
provide the required capacity, in order to reduce its operational costs and be
energy efficient [18].

When considering a mmWave mesh backhaul, the existing wireless links
are typically short-distanced and created by directional beams, due to the mm-
Wave physical properties. Therefore, a correct beam alignment needs to be
considered in the backhaul reconfiguration. Yet, existing backhaul reconfig-
uration frameworks compute network topology configurations without con-
sidering this alignment process in the proposed system models [18, 56, 57].

The beam steering of mmWave backhaul transceivers can be done through
distinct techniques, which range from digital beamforming to reflective array
and different antenna designs [58]. To provide a 360 degree beam coverage, of-
ten one interface is sectorized into multiple small coverage transceivers. When
this is not possible, the dynamic beam steering can be done with rotating me-
chanical platforms that redirect the used antennas. As the mechanical align-
ment of each of these platforms is not immediate, the respective movement
delays need to be considered when reconfiguring the network.

As the wireless backhaul is reconfigured, existing flows also need to be
migrated from one network configuration to another. To avoid disruption for
ongoing traffic, such flow migration has to be orchestrated together with the
network reconfiguration, in order to avoid temporal service level agreement
(SLA) violations. Related work considers this flow migration problem with
SDN, but is limited to static wired networks [59].

In conclusion, when transitioning between two backhaul configuration
states, we identify the need of reconfiguration strategies that take in consider-
ation a) the wireless backhaul beam alignment and b) the rerouting of existing
backhaul traffic.
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4.3.2 Research contributions

Wireless backhaul reconfiguration framework. In Paper IV, we propose a
framework that calculates the optimal configuration operations, necessary to
transition between two wireless backhaul network topology snapshots. More
specifically, our system model features a wireless backhaul formed by direc-
tional network interfaces that need to be aligned to establish a link. These
interfaces are aligned through the rotation of mechanical interfaces, whereas
the most significant reconfiguration delay is caused by their movement. Our
model computes the optimal sequence of antenna re-alignment, link estab-
lishment, and flow re-routing operations, by minimizing the total packet loss
experienced over the total reconfiguration duration. The model is formulated
as a MILP and forms temporary backup links that protect the global reconfig-
uration operation from excessive packet loss. Our evaluation shows that the
increase of the allowed reconfiguration time, as well as the number of network
interfaces in the mesh nodes, contribute to a significant decrease of the overall
packet loss.
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5 Summary of appended papers
This section presents an overview of the appended papers, along with short
reflections about each paper.

5.1 Paper I - A SDN Controller Architecture for Small Cell
Wireless Backhaul using a LTE Control Channel

Ricardo Santos and Andreas Kassler. In IEEE 17th International Symposium
on A World of Wireless, Mobile and Multimedia Networks (IEEE WoWMoM
2016), Coimbra, Portugal, June 2016. Best PhDForumContributionAward.

5.1.1 Summary

This paper describes an SDN-based architecture to manage wireless backhaul
networks composed by small cell nodes. As a motivation and baseline to con-
struct this architecture, we initially outlined different aspects to consider in
this type of network architecture. We focused this discussion on the need
for out-of-band control channel connectivity (e.g. through LTE), energy-
aware network configuration capabilities, configurable optimization policies,
resiliency within the forwarding plane of the small cell nodes, and flexible
path calculation strategies.

Based on the addressed topics, we described the proposed architecture,
which was composed by an SDN controller application based on OpenDay-
light (ODL), responsible for the direct configuration of a managed hetero-
geneous network infrastructure. We described the different SDN Controller
core parts, including a path calculator module, the different wireless-related
configuration components, and the basic connectivity front-ends, used for the
communication with the managed network devices and the network manage-
ment applications.

Moreover, we added a Backhaul Orchestrator (BO) entity that interacts
with the multiple SDN controllers. The BO is responsible for polling net-
work/user/device usage data from the SDN controllers and requesting new
configurations from an Optimizer Module (OM). The OM uses the polled
data as input to calculate optimal network configurations, given the different
policies defined by the network operator, e.g. energy-efficiency or optimal ag-
gregated capacity. These solutions can be computed online through the usage
of fast-heuristics, which are then enforced on-site by the SDN controller(s).

5.1.2 Considerations

This was the first publication since I commenced to work on the Software-
defined Wireless Networks research topic. Although it is a short paper, the
developed architecture played a key role in the rest of this thesis work, as most
of the implemented SDN controller features used in the following papers were
based on this one.
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When designing this architecture, one of the big discussion topics was
where the wireless configuration primitives would be placed. The two main
options were placing these functionalities on a separated wireless controller,
or include them in the SDN controller. On the first one, the SDN controller
behavior would be simplified, as it would be abstracted from the low level de-
tails of the required configuration commands. However, this would require
the management of a new entity in our architecture, raising its deployment
complexity. Adding the wireless configuration features on the SDN controller
would either involve adding a new configuration protocol to the controller and
respective network nodes, or modify the existing OpenFlow protocol imple-
mentation to support the new features. We opted for modifying OpenFlow,
despite the consequent development complexity, as this would not require the
creation and deployment of a new software stack.

As for the choice of the used SDN controller, we picked ODL due to its
usage popularity among both industry and academia, resulting in a huge sup-
porting community. In addition, my previous experience with ODL would
ease the development process, rather than learning how to use a new SDN
controller from scratch.

We presented this paper in a poster section of a PhD forum, which was
awarded as the Best PhD Forum Contribution at the respective conference.

5.2 Paper II - Small Cell Wireless Backhaul Reconfiguration
using Software-Defined Networking

Ricardo Santos and Andreas Kassler. In IEEE Conference on Wireless Com-
munications and Networking (IEEEWCNC 2017), San Francisco, USA, March
2017.

5.2.1 Summary

In this paper, we show that a centralized reconfiguration of a wireless mesh
network using SDNcan bemore effective compared to distributed approaches.
Our reconfiguration was focused on the channel assignment and wireless net-
work selection configurations. To achieve that, we used a multi-node wireless
mesh testbed which was managed by an SDN controller using an LTE out-
of-band control channel. We extended the OpenFlow protocol to manage the
mesh nodes’ wireless network, and implemented a prototype SDN controller,
allowing the exchange of control messages that would allow the specification
of the ad-hoc cell parameters to use.

We set up a scenario where the mesh nodes would need to change the used
channel on their ad-hoc networks, and then compared the usage of the Better
Approach To Mobile Ad-hoc Networking (BATMAN) distributed routing
protocol against an SDN-based reconfiguration. For the latter, the evalua-
tion was performed with and without the specification of the used BSSID
in the configuration messages. The obtained results showed that when us-
ing the SDN controller, the immediate installation of new forwarding rules
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allowed shorter traffic interruption times than when using BATMAN. More-
over, when the controller specified the used BSSID in the configured links,
the packet transmission interruption time significantly decreased to less than
100 ms, in comparison to when no BSSID information is provided, where the
interruption lasts nearly 3 s.

In addition, it was demonstrated how an effective channel reallocation can
be triggered by an SDN controller, in a scenario where existing links would
have their available bandwidth saturated due to an ineffective channel alloca-
tion. We observed that, when the SDN controller triggered a channel reas-
signment, the existing flows could reach the required throughput values. Fi-
nally, we explored resiliency mechanisms within OpenFlow-managed links,
showing how the Bidirectional Forwarding Detection protocol can be used to
rapidly detect link failures and how OpenFlow group tables can be used to
provide reactive failover path protection.

5.2.2 Considerations

The majority of the initial work of this paper focused on the development
of the used SDN controller prototype, based on the architecture proposed in
Paper I. The developed software was initially tested in a network emulator
environment, to easily fix problems caused by runtime errors (for example,
when booting up the controller).

The experiments were initially conducted in a 4 node testbed, equipped
with multiple IEEE 802.11ac network interfaces, deployed at Karlstad Uni-
versity. During this phase, we faced unexpected behaviors when configuring
the wireless networks in ad-hoc mode (e.g. inconsistent association times).
With a thorough investigation in our testbed, we were able to link these issues
with existing bugs in the used firmware, by adding new debugging functions
in the existing driver code. This brought us to an active collaboration with
the lead developer of the firmware, in order to solve the existing problems.
Consequently, a new version of the firmware was then released, contained the
related bug fixes.

To be able to use the LTE out-of-band control channel and perform the
experiments that produced the final results, we deployed the same type of net-
work configuration at the w-iLab.t testbed 1, located at Ghent University, in
Ghent, Belgium. This testbed has wireless nodes with similar network inter-
face characteristics to the ones in our testbed in Karlstad, but with additional
LTE connectivity support on each node. To learn how to remotely perform
experiments in this testbed, I previously attended the Fed4FIRE-GENI Re-
search Experiment Summit (FGRE 2016)2.

1https://doc.ilabt.imec.be/ilabt-documentation/wilabfacility.html
2https://old.fed4fire.eu/fgre-2016-ghent-belgium-on-july-11-15-2016/
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5.3 Paper III - Turning the Knobs on OpenFlow-Based Re-
siliency in mmWave Small Cell Meshed Networks

Ricardo Santos, Hiroaki Ogawa, Gia Khanh Tran, Kei Sakaguchi and An-
dreas Kassler. In IEEE Globecom Workshops (GC Wkshps 2017), Singapore,
December 2017.

5.3.1 Summary

In this paper, we assessed resiliency in an SDN-based small cell mesh network,
based on mmWave transceiver hardware prototypes. We show how rapidly
this type of network can recover from link failures, through a fast-failover
based solution, when different failure monitoring intervals and traffic loads
are used. Moreover, we show that a proactive network reconfiguration by the
SDN controller can be performed with minimal operational disruption, in
comparison to a reactive failure detection approach.

To that end, we integrated SDN functionalities in a mmWavemesh testbed
with four nodes, where each node had two IEEE 802.11ad transceivers. The
testbed topology featured two link disjoint paths between a sender and re-
ceiver node. To set the fast-failover based resiliency in the testbed, we config-
ured BFD in the sender node, with both paths as possible failover solutions.
Our evaluation investigated the behavior of ongoing traffic when tuning the
BFD packet monitoring intervals, as well when varying the existing band-
width requirements of the mmWave link traffic. Our main findings revealed
that using a BFD probing interval of 5 ms or less would often be problematic,
specially with high traffic loads, e.g. 1 Gbps or more, as when using low BFD
intervals, the monitored links would be falsely set as down. This behavior was
caused by the packet processing delays on the mesh nodes, which would make
the BFD timers expire.

Furthermore, we performed experiments with different network reconfig-
uration mechanisms, in a scenario when the primary network interface from
the sender node would be temporarily deactivated. We compared the usage
of fast-failover with BFD (when a reconfiguration would be triggered upon
the detection of the failure), as well as an SDN controller-triggered reconfig-
uration, in a scenario where the controller would have prior knowledge of a
future network failure, modifying the existing forwarding rules to not use the
affected path. The obtained results confirmed the precision of the BFD fail-
ure detection, as the flow interruption times would be approximately 3 times
the configured BFD interval. The lowest interruption times were registered
when the reconfiguration was proactively triggered by the SDN controller,
averaging 6 ms with the different used traffic loads, due to the short loss of
connectivity during the update of the forwarding rules.

5.3.2 Considerations

This paper was based on the work that I did as a fellow of the JSPS Summer
Program 2017 at Tokyo Institute of Technology. The deployment of the mm-
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Wave mesh backhaul testbed had a slow start, due to the overhead required
to get familiar with the hardware/software capabilities of the used testbed
components. We firstly attempted to explore the relay features of the IEEE
802.11ad protocol, which we found to be not supported in the existing hard-
ware. Therefore, we only used BFD and OpenFlow fast-failover as resiliency
mechanisms. Despite the initial challenges on the configuration of the testbed
equipment, the previous testbed deployment knowledge and previously devel-
oped SDN controller application boosted the implementation and evaluation
phases.

This type of work hadmore practical aspects related to the mmWave phys-
ical properties, e.g. we conducted preliminary tests to verify the effects on the
loss of line-of-sight, caused by obstacle blockage. These tests were personally
very exciting, as they gave me valuable insights on mmWave-band networks,
a field that until then I only had worked within theoretical boundaries.

5.4 Paper IV - Optimal Steerable mmWave Mesh Backhaul
Reconfiguration

Ricardo Santos, Hakim Ghazzai and Andreas Kassler. In IEEE Global Com-
munications Conference (IEEE Globecom 2018), Abu Dhabi, UAE, December
2018.

5.4.1 Summary

This paper presents a framework that orchestrates the reconfiguration of a
wireless mesh backhaul where the mesh nodes have steerable mmWave inter-
faces. Our framework calculates the optimal intermediate steps necessary to
transition between two configuration snapshots, while minimizing the packet
loss among existing flows. This reconfiguration is made by changing the align-
ment of the mmWave antennas and setting up forwarding paths on the created
links.

One of the key benefits of future mmWave mesh backhaul infrastructures
is their reconfiguration capabilities. According to different optimization poli-
cies, the backhaul topology can be dynamically configured to fulfill the tar-
geted goals, e.g. energy efficient operation. Specifically in networks contain-
ing directional wireless antennas, efficient beamforming and alignment mech-
anisms play an important role on the reconfiguration. An alternative to per-
form the beam alignment operations is based on the usage of mechanical plat-
forms, which are responsible for the rotation of the transceivers’ antennas over
their different axis. However, this type of alignment can be a cumbersome
task, due to the induced mechanical rotation delay. Handling these delays
when configuring a large backhaul network becomes difficult, as the forward-
ing rule operations need to be synchronized with the end of the alignment
and configuration of the network interfaces, without disrupting the existing
network traffic.
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To solve this reconfiguration optimization problem, we designed our frame-
work through a Mixed Integer Linear Problem (MILP). The MILP calculates
the optimal sequence of configuration events between the initial and final con-
figurations. Our analytical evaluation showed that increasing the overall avail-
able configuration time allows the framework to configure additional backup
protection paths. Consequently, the increased availability of backup paths
during the transition between the two configuration snapshots decreased the
packet loss. Moreover, additional path protection alternatives can be provided
when increasing the number of network interfaces on each node, with the cost
of raising the reconfiguration’s complexity.

5.4.2 Considerations

A large sum of this work was motivated while I worked as a visiting researcher
at the Fraunhofer HHI research institute, in Berlin. Over there, I continued
the work of the previous paper, by developing SDN controller modules and
link reconfiguration primitives for the backhaul nodes, that could manage
the antenna alignment of the different mmWave interfaces, through the usage
of mechanical platforms. This brought discussions about existing modeling
work that would calculate optimal configurations of mmWave mesh back-
haul networks with different optimization policies, but would not address
the changes between the old and the new network configurations, and the re-
spective impact on ongoing users and network traffic. We then saw a valuable
research direction to pursue, that lead to the work of this paper.

In addition, while developing the used mathematical framework, we con-
sidered different research opportunities that I will investigate as future work,
which will be detailed in the following chapter of this thesis.
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6 Conclusions and future work
The growth of the number of Internet-connected devices, along with the rapid
increase of traffic demands, has motivated the telecommunications industry
and academia to develop future mobile communications standards. As the
result of the continuing evolution of 4G, the design goals for the next gen-
eration standard, known as 5G, feature a massive increase on the available
access bandwidth, while providing low latency communications. Part of the
proposed solutions for 5G networks relies on the deployment of wireless back-
haul infrastructures formed by small cells that communicate within mmWave
bands, which can support several Gbps of throughput.

Due to the range limitation of mmWave bands, these small cells need to
be deployed within close vicinity, contributing to the densification of the de-
ployed infrastructures. This densification leads to the increase of the number
of managed infrastructure network devices, which becomes a more complex
task to handle through distributed protocols.

As a centralized management solution, SDN allows the separation of the
control plane from the data plane, allowing a centralized controller entity to
perform the network management with a global network view. The usage
of the original SDN-based protocols and architectures is mostly focused in
wired networks, although it is also possible to extend this paradigm to wireless
networks and, consequently to the management of a wireless backhaul.

In this thesis, we introduced several contributions regarding the design
and implementation of SDN-based solutions for the management of wireless
mesh backhaul networks, focusing on their testbed deployment. Initially, we
presented an architecture that addressed important considerations for the de-
sign of an SDN controller to manage this type of network, along with some
of their infrastructure requirements, e.g. support for an out-of-band control
channel.

We then showed the benefits of a wireless network reconfiguration trig-
gered by an SDN controller. For that, we used a testbed with a ad-hoc net-
work composed by IEEE 802.11ac interfaces. With that testbed, we demon-
strated that the connectivity interruption time after modifying a small cell
configuration is minimized when the SDN controller reconfigures the net-
work forwarding plane (when comparing to existing distributed routing pro-
tocols). Moreover, we showed that an SDN controller can reduce the through-
put degradation of existing links caused by interference, by using its global
network view to perform an effective channel allocation.

We explored the usage of SDN-based resilient configuration mechanisms,
by using BFD in different wireless mesh network testbeds using IEEE 802.11ac
and IEEE 802.11ad wireless interfaces. Within the testbed with IEEE 802.11ad
links, we benchmarked howBFDperformed over differentmonitoring config-
uration intervals and network traffic loads. Our results showed that with high
bandwidth requirements, its behavior becomes unstable, often falsely flagging
network interfaces as down.

In the last contribution of this thesis, we presented a framework which
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computes an optimal network reconfiguration of mmWave mesh networks,
that require themechanical alignment of the antennas from the used interfaces.
As the topology of mmWave mesh backhaul networks can be adaptively mod-
ified according to the enforced network configuration policies, it is crucial that
the new topology can be configured without disrupting existing flows. Our
framework calculates the interface alignment and link establishment steps be-
tween two configuration snapshots. We evaluated the proposed framework
with different topologies and the obtained results showed that when increas-
ing the available configuration time, the network can form additional backup
links and create backup paths. The backup paths can then be used to offload
existing traffic, while the interfaces from the primary ones are being aligned.

As future work, we will validate and evaluate the developed reconfigu-
ration framework in a testbed environment containing mmWave interfaces
with mechanical rotating platforms. The main goal of this evaluation will
focus on the reconfiguration of a mmWave mesh testbed topology, based on
solutions generated by the optimization framework, given different initial and
final configuration states. Furthermore, as the proposed framework in Paper
IV is based on the optimization of a NP-hard problem, we will work on de-
veloping fast heuristics as an enabler for online optimization.

Finally, we will consider additional aspects of the reconfiguration of mm-
Wave mesh backhaul networks, in order to enhance the existing optimization
framework. These can include different configuration primitives, such as the
dynamic modification of the node power states, or an effective calculation of
backup paths.
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