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ABSTRACT

Total cost of ownership is a great factor to consider when deciding to deploy cloud
computing. The cost to own a data centre or run a data centre outweighs the thought
of IT manager or owner of the business organisation.

The research work is concerned with specifying the factors that sum the TCO for
medium scale service providers with respect to technology and security. A valid
analysis was made with respect to the cloud service providers expenses and how to
reduce the cost of ownership.

In this research work, a review of related articles was used from a wide source, reading
through the abstract and overview of the articles to find its relevance to the subject. A
further interview was conducted with two medium scale cloud service providers and
one cloud user.

In this study, an average calculation of the TCO was made and we implemented a
proposed cost reduction method. We made a proposal on which and how to decide as
to which cloud services users should deploy in terms of cost and security.

We conclude that many articles have focused their TCO calculation on the building
without making emphasis on the security. The security accumulates huge amount
under hidden cost and this research work identified the hidden cost, made an average
calculation and proffer a method of reducing the TCO.

Keywords: Total Cost of Ownership, Security, Pricing, Data Centers.
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1 INTRODUCTION

Cloud computing shares characteristics with some other forms of computing which are shown in
figure 1.1. Utility computing is the packaging of computing resources such as computation,
storage and services as a metered service [1]. This means that the equipment is basically rented
and not owned. Utility computing exhibits some characteristics of grid computing. Grid computing
refers to the technology in which computational power of different domains that are loosely
coupled is combined to portray a common goal. Grid computing at its turn has characteristics of
both clusters computing and supercomputing. Cluster computing refers to the technology in which
computer clusters are created. The computers in these clusters are loosely coupled and work
together as a single system to perform some computational operations. Supercomputing refers to
the usage of super computers. Super computers are computers that are at the frontline of current
processing capacity. Those computers are used for the highly calculation-intensive tasks.

loud Computing

b r L r

Figure 1.1: Cloud Computing Resources

Cloud computing today refers to a collection of services delivered via the internet and customised
specifically for business’s size, industry or current needs. Solutions can range from single SaaS
application for multiple users to a team of technology experts that complement an internal IT team
or a fully outsourced virtual IT department that can take full responsibility for day-to-day
management.

Cloud computing has been trending in the past decades. Individual(s) and organisation(s) are
coming to the resolution to deploy or start using cloud computing for their personal use and as well
for the benefits of their organisation(s). In this 21 century, more than 50% of people using a
smartphone are using cloud computing technology of which some have information about it while
some have little or no information about cloud computing.

International Data Corporation (IDC) in its press release dated 21 January 2016 states, worldwide
spending on Cloud Computing will increase to 19.4% compound annual growth rate which is more
than the overall IT spending growth from $70 billion in the year 2015 to more than $141 billion in
the year 2019. [2]

In the same vein, Cloud Networking plays an important role in Cloud services and portrays a great
shift on how IT services are being provided to users. In an instance where a company or
organisation owns IT departments, they acquire and deploy network applications like management
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software and network infrastructures. These applications often require the purchase of additional
hardware like servers, switches, routers which lead to more capital expenditure (traditional cost
factors). More also, IT personals are being overstretched when trying to deploy and maintain these
infrastructures.

Cloud Networking introduces a new way to deploy, operate and manage the network with ease and
requires little or no capital investment, unlike traditional system. It makes highly complex
problems simple which enables the organization to deploy locations in minutes and operate
distributed networks with services delivered via a Cloud infrastructure.

1.1 AIM AND OBJECTIVES

Intending Cloud users and current users have the issue analysing the cost when it comes to cloud
computing and the process of developing cloud network. Security problem and the economic issues
in cloud services tend to be paramount and at the same time a big issue for clients and providers.
For the clients in the sense that they need to know and understand what they are paying for and
how they can get a discounted price so they don’t spend much. Users should be able to understand
which QoS will be provided by the provider and the equipment or technology providers are using
to offer them services.

The aim and objectives of this research work are to specify the factors that sum Total Cost of
Ownership (TCO) in Cloud Services which covers these areas: security and technology. This
entails that strong research needs to be made on the factors (structured and classified) that make
cloud service possible with respects to the cost in terms of these factors.

In the same vein, it will solve the problem users or organisation has when deploying cloud services.
Most enterprises when deciding as to which type of cloud services to deploy, pricing plays a huge
role in making such decisions. In the research work, we will see facts with regards to which
platform (public or private) to choose in terms of cost and why you need it.

At the end of this research work, it will solve the economic issue we have in cloud services of
which we will have a detailed breakdown of the factors that sums the Total Cost of Ownership that
will comprise the technology and security. Intending users and current users of Cloud services will
have a better understanding of what they are paying for or will be paying for as these factors that
make up cloud services will be classified and structured.

1.2 RESEARCH QUESTIONS

During this research work, issues will be addressed and intending users of Cloud technology will
have a good understanding of what they will be going into and also to guide current users how to
reduce the cost of the services they are using. These questions are:
1) What are the factors that specify the Total Cost of Ownership for medium scale Cloud
Services Providers?
2) How does security influence the Total Cost of Ownership in medium scale Cloud Service
Providers?



3) What are the factors that specify the Security in Total Cost of Ownership in medium

scale Cloud Service Providers?
4) How to reduce the Total Cost of ownership with respect to security for a medium scale

service provider?

1.3 RESEARCH DELIMITATION

There are numerous cloud service providers but we chose to limit our analysis to only two Cloud
Service Providers based on accessibility and one user of cloud service as well. In the same vein,
cloud computing is wide but we will narrow our research to introduction to cloud computing, cloud
networking, pricing model, data centres and cost factors of cloud services.



2 THEORETICAL BASELINE

For us to discuss this research work which is the Total Cost of Ownership (TCO) in cloud services,

we need to discuss briefly on the subject matter which is cloud computing and all the attributes
that make the service possible. In this section, is a brief discussion on cloud computing, cloud
networking, pricing models in cloud computing and data centres which will usher us into the
classification and structuring of the factors that specifies the Total Cost of Ownership for medium
size Cloud Service providers with our emphasis in technology and security.

2.1 CLOUD COMPUTING

The name cloud computing refers to the images of cloud that are representing networks and the
internet in most drawings. Basically, Cloud Computing makes data and applications available on
the Internet. By doing this, data and application can be accessed from everywhere. Cloud
computing is not a recent technology or new device: it is a new way of using existing technology
and devices.

2.1.1 CLOUD COMPUTING DEFINITION

Cloud Computing: “A standardised IT capability (service, software or infrastructure) delivered
via internet technologies in a pay-per-use, self-service way”. With cloud computing, it becomes
easier to access data with several devices (Figure 2.1). Especially for mobile devices, this can be
beneficial since the only thing that is needed, is an Internet connection. [3]

Figure 2.1: Cloud Computing definition



2.1.2 CLOUD COMPUTING ARCHITECTURE

Today virtually most individuals have no idea or perception of cloud computing. Plainly,
it means having a server or quite a several servers that are run remotely using an application
on a powerful system. It is also the ability to have a virtual server with a software on it that
enables an administrator to control it remotely in order to meet the demand of users and
providers. It can be a means of saving and providing security to a large amount of data that
is accessible only by authorised means or application and users. Cloud computing is
supported by platforms that include the Operating Systems, Servers, Databases, Scripts
and some programming technology with the ability to scale automatically in response to
changing workloads. It also can use a handful of Web services to integrate photos, maps,
and GPS information to create a mash-up in customer Web browsers.

The technologies that made up the architecture of cloud which comprises of the
deployment model, delivery model and essential characteristic are represented logically
below [4]:

Broad Network Rapid Measured On-Demand
Access Elasticity Service Service

Resource Pooling

Essential
Characteristics

Delivery
Model

Deployment
Model

Infrastructure-as-a-Service Platform-as-a-Service Software-as-a-Service

Figure 2.2: Cloud Computing diagram

There are many things to consider in cloud computing which one should consider when
moving from a standard enterprise application deployment model to one based on cloud
computing. There are public and private clouds that offer complementary benefits, on that
point, there are four basic service models to consider, and also is the value of open APIs
Versus proprietary ones.

2.1.3 CLOUD COMPUTING DEPLOYMENT MODEL

Public clouds are run by third force, and application from different customers are likely to
be mixed together on the cloud’s servers, storage systems, and networks. Public clouds are
most often hosted away from customer’s premises, and they provide a way to reduce



customer risk and cost by providing a flexible, and even temporary extension to enterprise
infrastructure. [5]

Private clouds are built for the exclusive use of one client, providing the utmost control
over data, security, and quality of service. The company owns the infrastructure and has
control over how applications are deployed on it. Private clouds may be deployed in an
enterprise data centre or at a colocation facility. A private cloud can be built and managed
by company’s own IT department or cloud provider. In this “hosted private” model, a
company can install, configure and operate the infrastructure to support a private cloud
within a company’s enterprise data centre. This model gives the company a prominent
level of control over the use of cloud resources while bringing in the expertise needed to
establish and operate the environment. [5]

Hybrid clouds combine both public and private clouds models. They can help provide on-
demand, externally provisioned scale. The ability to augment a private cloud with the
resources of a cloud and can be used to maintain service levels in the face of rapid
workload fluctuations. This is most often seen with the use of storage clouds to support
web applications. A hybrid cloud also can be used to handle planned workload spikes. [6]

A community cloud is a multi-tenant infrastructure that is shared among several
organisations from a specific group with common computing concerns. Such concerns
might be related to regulatory compliance such as audit requirements, or may be related to
performance requirements, such as hosting applications that require a quick response time,
for example the goal of a community cloud is to have the participating organization realize
the benefits of a public cloud - such as multi-tenancy and a pay-as-you-go billing structure
— but with the added level of privacy, security and policy compliance usually associated
with a private cloud. The community cloud can be either on-premises or off-premises and
can be governed by the participating organisations or by a third-party managed service
provider. [7]

2.1.4 CLOUD COMPUTING LAYERS

Cloud computing can describe services provided at any point depending on its traditional
layers from hardware to applications. Cloud service providers tend to offer services that
can be grouped into three categories: software as a service, platform as a service and
infrastructure as a service.

Software as a Service (SaaS): This features a complete application offered as a service on
demand. A single instance of the software runs on the cloud and services multiple end
users of client’s organisation. The service model involves the cloud provider installing and
maintaining software in the cloud and users running the software from the cloud clients
over the Internet or Intranet. The users’ client machines require no installation of any
application-specific software — cloud applications run on the server (in the cloud). SaaS is
scalable, and system administration may load the applications on several servers. Software
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as service has four common approaches i.e. single instance, multi-instance, multi-tenancy
and flex tenancy. [8]

Platform as a Service (PaaS): Platform as a Service encapsulates a layer of software and
provides it as a service that can be used to build higher-level services. It’s a service which
provides users with application platform and databases as a service. There are at least two
perspectives on PaaS depending on the perspective of the producer or consumer of the
services which is someone producing and someone using. [9]

Infrastructure as a Service (laaS): Infrastructure as a service delivers basic storage and
compute capabilities as standard services over the network. Servers, storage systems,
switches, routers and other systems are pooled and made available to handle workloads
that range from application components to high-performance computing application. [10]

2.2 CLOUD NETWORKING

Cloud Networking is best understood in strong administration domain scenario where we
have the existence of data centres and network converse with each other via an interface
to provide required services. Cloud networking service is adaptive, scalable, reliable and
autonomous of which it operates flawlessly to the users. These aforementioned properties
require an architecture that warrants CNS: [10]

e an efficient means of specifying a service through high-level objectives or goals,

e arapid deployment and management of cloud service,

e an autonomous optimisation and management of underlying resources to provide

and maintain required QoS.

The concept of cloud networking architecture was built with regards to two ideology which
are the integration of virtual network across the data centres and the network infrastructure
as well as the deployment of the compute and storage across the network equipment. The
definition of cloud networking portrays the distinction between the Cloud Networking and
Traditional Computer Networks which happens to be Network Virtualization. The use of
cloud networking saves cost for both the providers and users as a client only have to pay
what they use but on the contrary, they have to pay for some services whether they use it
or not.

2.2.1 CLOUD NETWORKING ARCHITECTURE

The essence of cloud networking Architecture to provide or give room for an efficient
composition and network resources within a Cloud environment. In other to achieve the
above statement, there were several proposed architectures that were made for cloud
networking. These could be Intra-data centre or Inter-data centre networking which is
commonly and widely called Cloud Data Center Networking. These can also be based on
mobile cloud networking or edge computing model. [10]
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In Figure 2.3, you can see a unified architecture for cloud networking that consists of three
major parts which are: cloud data centre networking, mobile cloud networking and edge
computing. Their description is as follows:

—
/£ Cloud data
# renter networking . SDN

|
|
|
|
~ Core |
I = I —
2| | network ”’Eﬂ'“‘“& | e =
c - .
x : .;_E-.-f _-'-;:L | |
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M e e o o g e
-] | | Detworking
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I
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|
_______ — % ___
Mnblleusm'a

Figure 2.3: Cloud Networking Architecture [10]

e Cloud Data Center Networking: A data centre is a commemoration of networked
computer servers and other devices that are capable of providing a remote storage,
processing and distributing of data irrespective of the size. Like we mentioned earlier,
cloud data centre is sub-divided into two categories which are inter and intra-data centre
networking. Intra-data centre data networking refers to the connection between servers and
storage resources within a data centre via a networking system. It included the switches,
Top-of-Rack switches, core switches and non-broking switch. While on the other hand,
Inter-data centre networking refers to the data centres connected via a Wide Area Network
(WAN). The entities that sum up Inter-data centre are data centre gateway, IP/MPLS
network, Resources pool, and Federated cloud networking.

e Mobile Cloud Networking: This is a system that integrates the cloud computing and
network function virtualization technologies through a mobile network. MCN is capable
of provisioning services that involve mobile network, decentralised computing and storage
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as one on-demand unified service. MCN provided a wide range of services namely: typical
cloud computing atomic services (computing, storage and networking), support services
(monitoring as a service), virtual network infrastructure services, new virtualized
applications and services, and End-to-End services.

e Edge Computing: Edge computing is a system that pushes the frontier of computing
applications, data and services away from the central nodes. It covers a wide range of
technologies including cloudlet, remote/micro/community clouds, nano data centres,
volunteer computing system, local cloud/fog computing, client-assisted cloud system,
sensing networks. One of its importance is that it reduces the data traffic, cost, latency and
improves the quality of services considering the cloud resources and services are not far
from each other.

e Software Define Network: SDN is defined as a network architecture that manages
the forwarding state of data plane remotely using a controlled plane decouple from the
former. In other words, it decouples the control plane from the network devices to become
an external entity also known as SDN controller. The features of SDN makes networks
more programmable, can easily be portioned and virtualizable. In real practice, SDN has
been used to address quite a good range of issues in a network environment. For an
example, it was used to address the security and resources allocation within an enterprise,
flow control, virtual data centre embedding and resources utilisation maximisation in cloud
networking, mobility management and load balancing in wireless access networks,
wavelength path control and QoS-aware unified control in optimal networks and network
management. In general, SDN in cloud networking makes network devices become simple
forwarding elements which are cheap and easy deploy.

2.2.2 CLOUD NETWORKING CHALLENGES

Numerous study has been carried with regards to cloud computing and its characteristics
but networking challenges in cloud computing are lagging behind. Cloud data centres are
built by interconnecting numerous cloud computing elements. Interconnection is
performed at two levels i.e. among computing elements in the same data centres and
among data centres like we mentioned earlier. Cloud computing poses several challenges
due to the complexity of the interconnection networks, a large number of users, users
mobility, and a large variety of application services. The following are various challenges
of the cloud network: [3]

e (Cloud network modelling and analysis.

e Transport layer issues of cloud networks.

e Layer 2 and 3 networks fabrics of cloud networks.

e Scalable and fault-tolerant data centre network architecture.

e Congestion free and loop-free routing.

e Secure connection technologies for cloud access.

e Network virtualization technology for cloud networks.



The key challenges include cost effective data center scalability, secured cloud access,
variable demand, dynamic network resource allocation, workload and IP mobility etc.
These challenges can be addressed by developing multipath TCP protocol with large fan-
in and fan-out capability, novel interconnection networks with scale-out property, novel
connection technologies for securing cloud access, protocols for supporting live migration
of VM, as well as using emerging technologies such as network virtualization and novel
network addressing schemes to tackle service and VM migration.

2.3 CLOUD NETWORKING ECONOMIC AND PRICING
THEORY

Economic and pricing approaches have been applied thus far to address many issues
regarding cloud networking. These economic and pricing approaches are used for
resources management in cloud networking. The classification is based on how prices are
set which are: market-based pricing, game theoretic and auction based pricing, and
network utility maximisation based pricing. [10]

2.3.1 MARKET-BASED PRICING

These are an economic and financial concept that has been applied to cloud networking. It
is subdivided into cost-based pricing, differential pricing, profit maximisation pricing and
Ramsey pricing.

e Cost-based Pricing: This is a common pricing technique that is used to determine
the price of service that is being offered by the provider based on calculating the total cost
as the desired profit. The essence of this is to make sure the price covers the total cost of
the service provider with some little amount of profit and the cost could either be fixed or
variable. In cloud networking, the cost-based pricing has been used by cloud providers for
evaluating the service cost in a geo-diverse data centre networks. It has also been applied
to the savings in terms of cost when Software Defined Network and Network Function
Virtualization in the cloud is enabled.

e Differential Pricing: The above model of pricing neglects the requirement or
preference of the cloud users or customers. In order to maximise the profit of providers,
differential pricing comes to play. Using differential pricing, the cloud provider can bill
users based on the resources they used and their willingness to pay. By setting higher prices
for some set of users, differential pricing transfers the user surplus to the provider. The
user surplus is the cost difference between the total money which the user is willing to pay
and the money they paid. This type of pricing guarantees a high revenue for the provider
but it will not be ethical if a particular user pays more the other. In cloud networking, this
type of pricing has been applied to bandwidth allocation among groups of users with
different elasticities on cloud resources. In the current market, differential pricing is used
to set prices for use based on their requirement.

¢ Profit maximisation: This is a process that is used to determine the output quantity
and the corresponding price which yield the highest profit for a provider. Assume that a
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cloud provider needs to determine the number of cloud resource (i.e., the computing and
network bandwidth) units, denoted by Q and the corresponding price P for their cloud

users. The profit of the cloud provider is 7 = R(P, Q) - C(Q), where R( *,*) is the total

revenue and C(*) is the total cost. The total cost may involve a fixed cost and a variable
cost. The revenue is the amount of money that the cloud provider receives from selling O
resource units to its users. The optimal quantity of cloud resource units, i.e., O%*, is
determined such that the profit is maximised, i.e., O* = max z. Profit maximisation was
adopted in cloud networking in order to allocate computing and network resources to users
or to assign resource request from users to cloud providers.

e Ramsey Pricing: In this type of pricing, different prices are being set for the same
commodity to different markets with regards to their demand elasticity of the commodity.
Ramsey pricing is a bit similar to differential pricing but Ramsey aims to maximise the
social welfare of user’s subject to a predefined threshold on the providers’ profit. The cloud
provider determines different prices (p:,; p-) in the two markets. In the independent market
setting, the demands of the resource corresponding to two prices are (q:(p1); q:(p:)). The
marginal cost of offering one cloud resource unit in both markets is ¢, and the cloud
provider has a fixed cost. The objective of the cloud provider is to determine (p:; p:) to
maximise social welfare subject to the constraint that the profit of the cloud provider is not
less than a threshold. Ramsey pricing is being applied to cloud networking so it could
regulate traffic flows of users among data centres.

2.3.2 GAME THEORY AND AUCTION BASED PRICING

This involves the study of multiparticipant decision-making problems in which a choice
of a participant can affect a fellow participant. This participant in cloud networking could
be cloud providers, cloud tenants, service providers and users. Further, the game theoretic
models and auction mechanism has been widely used to determine the resource prices in
cloud networking. [10]

e Non-cooperative game: Here, each player maximises only its own payoff neither
being concerned about the payoff of the other players nor the social welfare of the network.
In this game, the players are selfish and they do not form a coalition to make an agreement
with each other. This theory has been widely used for the resources management like
modelling the bandwidth pricing among peers in the cloud-assisted P2P streaming system
or among other brokers in cloudlet systems. It was adopted so as to maximise profit for
cloud providers.

e Stackelberg game: Unlike the non-cooperative game where the players can
announce their pricing strategies simultaneously, Stackelberg game players decided its
own strategic choice after observing the strategies of other players. In cloud networking,
this game was introduced to allocating the cloud providers bandwidth to the virtual
network and reducing access of users to servers in the cloud. This was to maximise the
revenue of the cloud provider while maximising server’s client’s utilities or to maximise
or rather maximise the revenue of the cloud provider while guaranteeing QoS for its users.
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e Bargaining game: Here, two or more players must reach an agreement regarding
how to distribute a monetary amount. Bargaining game played a role in cloud computing
when allocating requests of users in data centres and sharing of cloud resources among
service providers. It has been used to negotiate the pricing among the cloud resource
brokers and also in allocating the virtual resource instances for independent tasks.

e Auction: An auction is an economic mechanism, the goals of which allocated
commodities gets a price through a process of bidding. Auction consist of diverse types
which are: conventional auction, Vickery and Vickery-Clarke-Groves auctions, forward
reverse and double auction, combinatory auctions, and sharply value. In summary, these
different types of the auction have been used for resource management in cloud
networking. Most especially, Vickery auction has been used frequently more than the
others because of the privacy and truthfulness guarantee.

e Posted - price mechanism: This type of mechanism is used in online procurement
markets like digital markets in which sellers arrive in sequential order and they specify the
price of each seller when they arrive. The seller leaves the buyer with an option of the take-
it-or-leave-it offer price. In the context of cloud networking, the posted price mechanism
has been used when resource sellers arrive in sequential order to offer their storage
services. Some commercial clouds like Amazon EC2 use the mechanism to post a certain
price.

2.3.3 NETWORK UTILITY MAXIMIZATION BASED PRICING

These are a dual based distribution algorithm for the resource allocation. NUM is
essentially the problem of maximising the total utility of users in a network, given the
capacity constraint of the network. In the context of cloud networking, when a user utilises
resources from a cloud provider, they incur a total cost to the cloud provider. [10]

24 DATA CENTERS

Data Centers (DC) is a pool or resources and facilities that accommodate different network
components which involve the data storage systems and servers. Data centres also
comprise of the backup power supplies, redundant network connections lines, a policy-
based security system for running the enterprise core application as a well physical control.

[11]

Data centres could be a physical or virtual infrastructure which enables business or
enterprises to put their networking system and company’s information solve their needs.
There are some core components and technologies that make up DC networking and they
include:

e Network equipment.

e Network cabling.

e Network addressing scheme.

e Network security.
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e Internet connectivity.

Data centres is a choice but rather a facility that runs your cloud services and it happens to
be an integral part of cloud computing and modern organisation. It is known to be a carved
area that host critical data, applications and servers, as well as customer’s information. The
presence of Internet and Internet based technologies in DC makes it vulnerable to security
attacks which can destroy the whole organisation network and data. With the rise in the
level of attack through the use of the Internet, proper security measures need to be put in
place to ensure a reliable service.

24.1 CHARACTERISTICS OF DATA CENTERS.

The idea of building a DC is often seen as a simple task without knowing the tricks behind
it in order to run it efficiently. This invariably means, DC is beyond the four walls of a
building. DC have quite several fascinating features in which every organisation wishing
to take a step in having a DC should put into consideration during their design. Here are
the some of the characteristics of a DC: [11]

e Manageability: This is a core attribute of a data centre that should be settled in the
first place. A DC must have a good management system for all its elements from the
equipment to workforce.

e Availability: Accessibility of DC is paramount and it has to be functional every day
in order for users to have uninterrupted access when needed. The unavailability of
information can resort to loss of information and that could cost a lot to the user or
organisation.

e Fault Tolerance: This is a property that avails a DC to continue operating in a
scenario of failure of its components.

e Security: This should be a standard, policy and procedures to prevent unauthorised
access to the information.

e Scalability: This is a planned, monitored, predictable nature for the growth of data
centre infrastructures. Business growth is almost in a continual progress that always
requires deploying more servers, applications and databases as well as other key
components.

e Performance: This is a means that enables the measurement of the state of all the
elements within a DC for proper service delivery. Performance management is to make
sure that all the elements of the data centre provide optimal functionality at the required
level.

e Capacity: This is the ability of DC to increase or provide additional capacity without
any interrupting the availability of information or rather with minimal disruption.

e Monitoring: This is a continuous process of gathering information on various
elements and services running in the DC.

e Reporting: This is an organised generation of information with regard to
performance, capacity and other utilisation information gathered together at some point.
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2.42 DATA CENTER SECURITY

Data Center Security is a framework of practices that ensures the total safety of a DC from
all forms of attacks and threats. Due to the physical attributes of DC, it becomes
increasingly open which makes it ideal for the illegal intrusion to occur. The aim of DC
security is to ensure that it is less accessible to hackers and physical intruders. There are
two main types DC security and they are physical security and network security.

Having a good and well secured DC is paramount to every organisation due to the different
devices in it. Losing an information and application can affect the performance and the
ability for an organisation to conduct its business. Security is now an issue in global
computing, security becomes necessary because it is inherently insecure. When your data
leaves a point X to point Y on the internet for an example, it goes through several network
nodes making is possible for hackers to alter the integrity and confidentiality of the
information. Attacks could either be internal or external to the organisation. Often, attacks
are initiated by internal trusted personals which happen to be more dangerous because of
the enough information the attacker has about the organisation.

2.43 DATA CENTER SECURITY ARCHITECTURE

The sole aim of security architecture is to provide a conceptual design for the security of
the DC elements and prepare security mechanism like security policies and procedures that
will link the components of the security infrastructure into the single cohesive unit. This
helps the organisation to protect and manage its critical information and assets easily. [11]

Most organisations do not follow a documented policies or security management
standards, rather they write their own to meet up with their standard. Enterprise security
architecture usually ensures the confidentiality, integrity and availability of their
information and is also aligned with their personal objectives and business framework.

The element of DC security help to determine the enterprise security issues and isolate
attacks while the security architectures enable all the elements to provide protection of
information assets. Failure to incur curate single elements for the security of the
infrastructure creates a big vulnerability which results in loss of information. There are
two main elements when designing a data centre security and they are security policy and
basic DC security technologies.

Security Policy: It is a formal governing rule by which people are given access to
organisation’s technology and information asset. The creation of the architecture begins
with the defining of policy that everyone must adhere to and support and it must be
enforced through all levels of the management. Before the policy is being made, it is
important to have a good understanding of the DC environment. It is achieved by analysing
the various security attacks, risks, vulnerability and their countermeasure. [11]
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Basic DC Security Technologies: Information that is being stored in DC must be
protected from any security attacks as well as associated risk that could easily alter the
confidentiality and integrity of the information. There are different countermeasures being
used for security challenges in order to achieve a high level of protection for data in DC.
Some of the technologies are: [11]

e Firewall: Firewall is a device or configured software that permits, deny or proxy all
traffic between different networks with different security levels typically between an
internal and external network. Firewall acts as a guard in the network which works in
collaboration with networking equipment like routers, gateway, server and an
authentication server for providing better protection. A firewall basically protects sensitive
data in the internal network from outside threats and also within the network itself from
the users. [11]

e Network Intrusion Detection and Prevention System: IDS/IPS are deployed at the
DC in order to provide a high level of protection and it happens to be the next level of
protection after the firewall. IDS have the ability to detect bad traffic on either signature
or protocol anomaly detection while IPS goes beyond just detecting, but also drops and
block the unwanted connection.

e Virtual Local Area Networks (VLANS): This refers to the ability for switches and
routers to allow virtual LAN segments within the network to be combined into an
independent user group to appear as a single LAN. VLANSs offers some benefits such as
bandwidth, flexibility, scalability, performance and security. If one VLAN is attacked by
a hacker, it can easily be isolated from other networks which make other switches and
routers less likely to be compromised. In addition, traffic between different VLANs can
be controlled to the predefined Access Control List (ACL) at the firewall.

e Virtual Private Network and IPSec: This is a private network that makes public
network maintain confidentiality using tunnelling protocol and security measures. It is
more expensive than dedicated private lines as it offers a secure way for a different
organisation to provide users access to the company network and for remote work to
communicate with each other across the Internet. With the use of VPN, there is a high
possibility to have some protected path for sharing of data both within and outside
organisation premises. Most companies are now using VPNs for both extranets and wide
area intranets. Tunnelling is the transmission of data through a network in such a way that
routing nodes in the public network are unaware that the transmission is part of a private
network. It is generally done by encapsulating the private network data and protocol
information within the public network protocol data such that the tunnelled data will be
unavailable to anyone examining the transmitted data frames. Secure VPNs use
cryptographic tunnelling protocols to provide the following functionalities: confidentiality
(blocking snooping and packet sniffing), origin authentication (blocking identify spoofing)
and message integrity (blocking message modification). In addition, Secure
Layer/Transport Layer security can be used to enhance the security in the DC.

e Load Balancers: This is a device that acts as an inverse proxy and distributes
network or application traffic across a number of servers. In cloud computing, it distributes
the workloads and computing resources in a cloud environment most especially when you
have a DDoS attack. [12], [13]
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e SSL Offloading: It relieves a Web Server with processing burden of during
encryption and decryption in traffic that is sent via SSL and it is implemented on every
web browser. This process is offloaded to a separate device to in order to perform SSL
acceleration or SSL termination. [14]

In Figure 2.4, is a data centre architecture that involves areas that require security
protection.
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Figure 2.4: Data Center Security Architecture [15]

2.44 SECURITY ATTACKS AND THREATS TO DATA CENTER

Today with the high rate of personal, organisation, and government are migrating to cloud
services rather than a traditional system of storage. A lot of devices, applications and
services are ideal targets to create security threats and attacks in the DC either in individual
or organisation level that can lead to loss of information. [16]

Without a proper security measure, both at the physical and network level, many
organisations can lose their vital information. There are several unique way attackers use

to gain control of vital information.

Here in the table below is the list of possible attacks on Data Centers after undergoing a
security auditing based on the from ISO 27001 rule.
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Category of Attack Attack Name Description

Physical Attack Door attack This is a type of attack where
intruders gain access through the
door which could be current
employee or ex-employee

Window attack This is an attack that comes through
the window which could be from
current or ex-employee.

Tempest Attack Power Supply This is an attack that occurs when the
power supply wires or control unit is
out of control.

Electromagnetic This is an attack that occurs when the

field attack electromagnetic field is leaking out
of the control zone without a good
protective measure.

Acoustic Attack Phone lines/ | This is a type of attack that occurs

telephone cable | when the phone lines and cables are
attack. out of control zone without proper

encryption and vibroacoustic noise
generator.

Network Attack

Data modification

This is an instance where an attack
modifies the data in the packet
without the sender or receiver’s
consent.

Eavesdropping This is a type of attack where the
attacker listens/sniff/monitor the
network without the user knowing
any activity is happening.

IP Addressing This is a type of attack which attacker

Spoofing forges the IP address of an

organisation and allows them to
modify, reroute and delete your data.

Password Based
Attack

This is a type of attack where the
attacker finds a valid user account
and has the same right to the real user
and make repetitive attempts to gain
access
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Denial of Service
Attack (DoS)

This is a type of attack where the
attacker floods the network with
traffic until a shutdown occurs as a
result of overload

SQL Injection

This is a type of attack where a
hacker or attacker executes a
malicious SQL statement or payloads
into a web application database
server to control the server.

Acoustic-Optical Attack | Acoustic Laser
Attack

This is an attack formed by
irradiation with a laser beam
vibrating in the acoustic field
produced in a conversation area that
has a thin reflective surface like glass
windows or mirror.

Table 2.1: Security attacks on Data Center
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3 RELATED WORK

3.1 SIMILAR RESEARCH WORK

There has been numerous written paper with regards to the Total Cost of Ownership (TCO)
in Cloud Services. All most all the papers gave a comprehensive overview of TCO and
factors that sum the TCO of Cloud Services. Nevertheless, Security as a major factor that
sums the TCO of Cloud Services has not been analysed comprehensively. The highlight
of the literature reviews of related worked could attest to the fact security as mentioned
earlier is being neglected and knowing it could be a huge factor in determining the TCO.

On April 24, 2015. ECAR a working group in which EDUCAUSE members align their
thoughts to offer solutions to current problems released a paper titled TCO for Cloud
Services. In their result, they split the TCO into two subgroups which are the quantitative
and qualitative factor. The Quantitative factors are factors that can easily be associated
with a monetary cost irrespective of the spending’s which could be either in new outlays
or sunk cost in IT budget in a department while on the other hand, qualitative is associated
with agility and loss of productivity dues to system downtime of which it cannot be
translated into a specific amount but they are of huge importance during decision-making
process. In the interest of keeping their framework easy, they limited their framework to
provide: [17]

e A guide data collection and analysis to enable the user to move to effective decision
making within the shortest time frame.

e Concise comparison of quantifiable factors that can be reasonably estimated that
could help the budget.

e A list that describes the qualitative elements that can be equally important in
understanding the TCO.

Neil Rasmussen in his paper titled Determining Total Cost of Ownership for Data Centers
and Network Room Infrastructure predicted and measure the TCO for the physical
infrastructure for network rooms and data centres for business processes. He described the
physical infrastructure (equipment that provides power, cooling and physical protection of
IT equipment) but not the IT equipment itself. In his findings, he gave a breakdown of
TCO cost components for a typical rack component which includes, system monitoring,
project management, power equipment, space, racks, service, electricity engineering &
installation, cooling equipment. Furthermore, he gave a scenario for reducing the TCO of
data centres if adhered to some requirement. [ 18]

HP Laboratories Palo Alto released a paper titled Cost Model for Planning, Development
and Operation of a Data Center. The report was centred to introducing the cost model for
building and operating a data centre. Each of the factors was examined in detail and a
formula was given for the calculation. The report capture these areas: [8§]

e the cost of space,
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e recurring cost of power,

e recurring cost of power required by the cooling resources,
e maintenance and amortisation of the power delivery,

e utilisation of critical space.

Nabil Bitar, Steven Gringeri, and Tiejun J. Xia, Verizon Laboratories in their paper titled
Technologies and Protocols for Data Center and Cloud Networking addressed the needs
of large-scale multi-tenant data centers and clouds which include scalability in
computing/storage/bandwidth, scalability in network services, efficiency in resource
utilization, agility in services and cost efficiency. This paper reviews the various
switching, routing and optical transport technologies and their ability to address the
networking needs. It focuses on both the intra and inter-DC networking architectures and
technologies, and an overview of the DC architecture was provided. [19]

Ines Ayadi and Noemie Simoni Gladys Diaz in their article titled NaaS: QoS-aware Cloud
Networking services presented a modelling of QoS-aware and propose a class of service
(CoS) classification to deal with the flow cloud application requirement in Cloud
Networking services. From research, it has shown that QoS over a network impacts
significantly the application performance. They noted in their articles two factors that fall
behind the QoS adoption in NaaS and that is the absence of suitable modelling of network
services and the lack of fine-grained services differentiation to associate the appropriate
class of services to different cloud applications. In this article, they addressed this two
factors. [20]

Nguyen Cong Luong, Ping Wang, Dusit Niyato, Wen Yonggang Zhu Han, in their article
titled “Resource Management in Cloud Networking Using Economic Analysis and Pricing
Models: A Survey” presented a comprehensive literature review on applications of
economic and pricing models for resources management in cloud networking. It was a
survey that addressed resource allocation, bandwidth reservation, request allocation and
workload allocation so as to achieve the sustainable profit advantage, cost reduction and
flexibility. The paper further reviews applications of the economics and pricing models to
develop adaptive algorithms and protocols for resource management in cloud networking.
[10]

Taj Eldin Suliman M. Ali and Hany H. Ammar in their article titled Price Models for
Cloud Computing Service highlighted the pricing models and the Service Level
Agreement (SLA) which aims at maximising the profit for the providers and a plan to
reduce the cost for the consumers (users). They presented both advantages and
disadvantages of the pricing models as well as gave some points that determine the price
of cloud services which are: the annual costs, the period, QoS, the level of resources and
maintenance fees. Furthermore, they pointed that consumer can assess the providers
depending on the pricing scheme, services customizability, leasing period, and service
QoS. [21]
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M. Walterbusch, B. Martens and F. Teuteberg in their article Evaluating cloud computing
services from a total cost of ownership perspective gave a comprehensive approach to
TCO in cloud services. They applied the multi-method approach which comprises of
systematic literature review, analysis of real cloud services, expert interview and a case
study in other to draft a formal mathematical model for calculating the TCO. Their research
yields a breakdown of cost types and their descriptions and the pricing scheme for some
public cloud service providers. Furthermore, they gave a basic mathematical modelling of
cost types with general formulas to the TCO of cloud services. [22]

A. Greenberg, J. Hamilton, D. Maltz and P. Patel in their article titled The cost of a cloud
demystify the structure of some public cloud data centres and identified areas of
opportunity for R&D impact in data centre networks and systems. They came up with a
question what sums the cost of cloud services. They gave a four factor that sums the cost
of cloud services which are servers, infrastructure, power draw and network. Furthermore,
they gave a mechanism that will reduce the cost of the four mentioned factors and the
increase the data centres performance. [9]

M. Al-Roomi, S. Al-Ebrahim, S. Buqgrais and I. Ahmad, in their article "Cloud Computing
Pricing Models: A Survey” focused their research on comparing different pricing model’s
techniques and pinpoint the advantages and disadvantages of using these models. The
comparison was based on the fairness, pricing approach and utilisation period. In their
research, they noted there are some pricing models that is theoretical and yet to be
implemented though they are very promising. They noted that most of these models were
more to the favour of the service provider. They also highlighted the same factors which
correspond to that influence pricing in cloud computing. Furthermore, they noted that the
customer(user) will evaluate a prospective service provider based on three main
parameters: pricing approach, QoS and utilisation period. [23]

Yoa Chen and Radu Sion wrote on two important aspects of cloud computing which was
cost and security. They tried to relate the cost benefits and how much of security in the
cloud. They made calculation with respect to CPU cycle in various environment and
showed the cost lies between picocents. They found out that securing outsourced data is
more costly than associated savings. [24]

Jungwoo Ryoo, Syed Rizvi, William Aiken, and John Kissell made a research on
challenges and emerging approaches to cloud security auditing. They highlighted the
common cloud security auditing standard with their domains. [25]

3.1 SUMMARY OF RELATED WORK

Even though the literature review papers classified and gave a description of TCO in cloud
services with respect to technology and the pricing models, there are shortcomings in their
work and we propose to address this issues in this research work. Security plays a huge
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role in determining the total cost of ownership, a huge amount of money and resources are
being used to maintain a maximum security. Most research works highlights the TCO that
covers the availability and integrity of the data but not the confidentiality. Thus,
considering the security factors plays a key role in determining the TCO for cloud services
and in the cause of this thesis we will address the issue by structuring the factors that sums
the total cost of ownership, sub grouping them into two categories which are technology
and security, and we will see how much cloud service providers are spending on this
categories that will be specified in the later part of this thesis.
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4 TECHNOLOGICAL AND METHODOLOGICAL
SELECTION

Like we already highlighted the subject topic and research question, it is as well important
to align the designs and methods with the problem statement and research questions. This
method helps in to identify and find adequate answers to our stated questions.

In the cause of my empirical study, we realize that when calculating the TCO of cloud
service, security factor is being exempted and in actual sense it does plays a significant
role in determining the cost of ownership. This thought lead us to bring out the
aforementioned research questions in other to get things in clear view of the foregoing
course work. The steps include an empirical research on
literature/blogs/journals/article/thesis/etc., interviews with two medium scale cloud
service providers, and one cloud users. The number of companies to interview and the
users were limited due to availability of resources.

41 METHOD SELECTION

In the first stage of our analysis was the empirical analysis of literature reviews and books.
We went through intense research work by reading journals and articles related to the topic
in question. We gather a comprehensive overview of the Total Cost of ownership in cloud
services as presented by individuals and organisations. This involves understanding the
factors that sum the total cost of ownership which was in different forms but were carrying
the same meaning and were in the same direction.

The next step we took was to meet with company X to discuss this research questions with
them. Company X is one of the fastest growing cloud service provider in Sweden and they
are being categorized as medium scale service providers. They offer private, public and
hybrid cloud services to customers with many data centres around the world. We used
them because of our easy accessibility to them.

These research questions was derived after a deep thought of the research topic which
gives us a pleasure to discuss this questions with the expatriate of this company We
discussed with them the research “what are the factors that sums the TCO?”. According
to their expenses and how they run their company. They said that what consumes the TCO
with regards to technology is the hardware, network (considering they need multiple ISPs
in other to mitigate the DDoS attack and network failure) and the data centres facilities.

The next question was, “how does security influence the TCO for cloud service?”. They
acknowledged the fact that security is a great factor that sums the TCO. Nevertheless, it
has never been discussed or analysed in any literature review or report and to them as a
company, they allocate a huge amount of money to maintain the high-security standard for
their clients and the organisation, therefore, yes it influence the cost of ownership. We

23



further asked them “What factors sums the TCO in security?” They highlighted four areas:
physical, network security (considering the fact every information that is on the internet is
vulnerable to attack), certifications from security and some governing bodies, the salary
they pay to staffs and training of staffs. They believed that every employee is vulnerable
to lick out important information of the company which can lead to loss of resources or
cause damage beyond control and as such annual training of staffs, employee vetting, and
good payment for their service in needed to counter such lope hole.

Furthermore, we asked “how do you reduce the TCO?”. They answered by saying, the
only we can reduce the cost is by deploying automation tools that will reduce the number
of workforce in the technical department (IT management staffs) they have and reduce the
amount of training. They gave us their annual expenditure within the space of every three
years and the calculation will be seen in the later chapter.

They picked more interest on the security part of the TCO as many customers tend to know
what accumulates the services they are paying for without knowing some hidden cost.
Usually, the Security could also be seen as a hidden cost that cannot be seen in the
calculation of TCO. Often, the calculations that have been done were in terms of a number
of racks, servers etc.

The next was a meeting with a representative of Company Y within the shores of Sweden
due to our accessibility. We started with the question, what are the factors that sum the
TCO of cloud services? He said if you run your services out of a public neutral datacenter,
then you are bound to have another infrastructure cost like power consumption, ISP access,
connectivity, hardware investment in the network, compute and storage. Above all that,
you will have the cost of operations and management of this resources depending on the
number of people you want to hire to run the services. He stated that a high grade of
automation in all kind of operations, management, billing etc. is a must if you should run
cloud computing.

With regards to this question, “how does security influence the TCO and what are the
factors that sums the security of TCO?”, he said, security is one of the major task and
targets that often drives cost for any cloud provider. It can be anything from physical
security issues at the DC plant (surveillance, guards etc.), DDoS protection, firewalls,
disaster recovery are things that need to be taken into consideration when calculating the
TCO. He further said some of these investments/running cost of these activities are often
shared by many customers while some are standard basic features from any provider, and
it is hard to analyses it in detail. Above that — you are working with customers that have
a demand for specific regulations like ISO, PCI DSS etc. This could be a costly project to
run and keep up to date.

In addition to that, he states that specialist skill & education, infrastructures (cooling, fire
prevention, flood protection, UPS system, surveillance, etc.), software, ISP with capacity
to handle DDoS attacks, regulation bodies (PCI DSS, ISO etc.) and firewalls system to
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keep and provide the level that customers demand are the major factors that sum the
security as a factor in TCO.

To wrap up the interview with Company Y, this question was asked, how can you reduce
the cost of ownership? They said the only way to reduce the cost of ownership is by
reducing the number of IT personnel that oversee the DC and replace them with
automation tools like puppet, anisble etc. They gave us the breakdown of their expenditure
and the calculation will be seen in the later part of this thesis

The last interview we had was with a cloud user with a vast knowledge in information
technology. He has been using cloud services for some couple of years. In our discussion
with him, what are the factors that sum the cost you pay for your cloud services? He points
out three factors that sum the TCO and they are hardware, software and people (staft). To
his understanding, these are the main factors that sum the amount his providers are
charging him. With this response, we further asked him what about security as a factor?
He said, yes, security is a major factor that influences the TCO of cloud services and he
lamented that anything that goes on the internet it becomes vulnerable to attack and it
needs to be protected by all possible means.

As we wrap up our conversation with him, we asked him what are the factors that gained
your trust with your services provider? He said compliance and accreditation by
recognised bodies and their service level agreement (SLA).

From the meeting and discussion with this two cloud service providers, we were able to
see their annual expenditure. These prices are not fixed and they are bound to change with
respect to the size of the data centres, workload, customers and services the cloud services
providers offer. The cost as will be stated in the next chapter is an average cost for a general
DC on medium scale without some more additional services considering that if the CSP is
handling health sectors for an example, they need a special accreditation like HDA or
HIPAA which can incur additional cost.

4.2 ANALYSIS

Having undergone empirical literature reviews and interviews of which two were cloud
service providers and one is cloud user we went further to elaborate more on the
information and factors that sum the TCO with respect to technology and security. We
divided them into two sections, under the category of technology, we have three sub-
groups: facility equipment/power, hardware, and network. For the security, we have 4 sub-
groups: physical security, network security, compliance certification and accreditation,
and labour/training.
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This classification and analysis make it easy to find and pin point the average cost of Total
cost of ownership and it will be a clear statement or workbook for users to understand what
they are paying to cloud services provider.
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5 RESULT AND ANALYSIS

In this research work, a method used for determining the TCO for medium scale providers
will be centred in two main categories which are the technology and security. The
technology aspect of TCO can be summarised with three factors i.e. facility/power,
hardware, and network. While the security involves the four factors i.e. physical security,
network security, compliance certification and accreditation and Staff training/labour.

5.1 DEFINITION

The total cost of ownership (TCO) is an estimation that involves the expense associated
with labour, purchasing, deploying, using and retiring a product or piece of equipment.
TCO quantifies the cost of the purchase across an entire life cycle.

5.2 FACTORS FOR TOTAL COST OF OWNERSHIP

Measuring and assuming the total cost of ownership for cloud networking services is
needed for return-on-investment analysis and other business decision in an organisation.
In addition to the stated reason for TCO, understanding the cost factors of TCO can as well
provide an organisation with an insight for reducing and controlling the costs. [17]

However, it is really hard to give figures as one is determining the TCO due to the
fluctuation of prices and depending on the size of an organisation needs from cloud
services. A method of summing of various capital and operating expenses will provide an
organisation with an insight into total cash outlay.

Most attempt to determine the TCO end up expressing per data centre, per square foot of
data centre or the kilowatt of the data centre. These metrics are not useful considering the
work performed by this data centres and it is unhelpful to determine the information
technology staffing in the aspect of project ROI. They don’t in any way help in determining
the TCO associated with workforce or labour in a data centres. [18]

5.2.1 TECHNOLOGY

In other to specify the TCO with respect to the technology, we simplify it by subgrouping
it into three categories. It is being classified in Table 5.1.
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Facilities equipment/Power | Hardware/Software Network

e PDU e Servers e Internet

e Racks e Compute node e Switches

e Evaporative Cooler e Network node e Routers

e Chiller Plant e Storage e Border Routers
e Building e Logging e (Cables

e UPS e Monitoring e Modems etc.

¢ Diesel Generator e Desktops

e Automatic Transfer switch | e License software
e Energy etc. management etc.

Table 5.1: Cost factors for Technology

Facility: Facility cost is the combination of the total cost of building and maintenance of
data centres, and other tools/equipment like power distribution unit (PDU), racks, cooler,
chiller plant, etc. This cost will vary depending on the size of the data centre or the service
an organisation needs. Here is the definition of the key equipment’s found in these
categories:

e Racks: Rack is a physical steel which can be an electronic framework that is used
to house servers, networking devices, cables and equipment in the data centres.

e Evaporative cooler: Is a large fan that draws warm air radiating from the devices via
water-moistened pads.

e Chiller plant: Is a cooling system used in DC to remove the heat from one element
and deposit it in another element. Chillers are mostly used to cool the water that is used in
their heating.

e Power distribution unit: This is a device that is fitted with multiples output designed
to distributed power to devices in the data centres that depend on power to function.

e Power: This encompasses the cost of power usage in the data centres which varies.
Most often, DC have more than one source of power which could be from different power
distribution plant and diesel generators.

e UPS: Uninterruptible power supply is an electrical battery that provides emergency
power when the main input power fails.

e Diesel generators: Is a diesel engine that works with an electric generator to generate
electricity or power.

e Automatic transfer switch: It is an electrical switch that switches a load between
two different power sources.

e Energy: This is the electric power that is needed to run all the equipment and facility
in the DC.

Hardware/Software: This is a collective hardware component that makes up the core
computing equipment which involves the servers, desktop and software licensing of the
operating system.
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e Servers: A server a device that is designed to process requests and deliver data to
another computer over a local network or through the Internet. It consists of the compute
node, network storage, logging and monitoring.

e Desktop: This is a computer device that provides an interface to control other
devices like services and switches.

e License software management: This is a tool that is used to control where and
how software products can be run and managed.

Network: This encompasses the cost of intra and inter- data centre networking. This
includes the internet connection, switches, routers, cables to manage them.

e Switches: Is a high speed device that receives incoming data packets and
redirects them to a configured destination via a local area network.

e Routers: A router is a device that forwards data packets in a network.

e Border Routers: Is a type of router that is situated on the border of one or more
Open Shortest Path First (OSPF) areas. It is used to create a connection between
backbone networks and OSPF areas.

e Cables: This is special types of wires that are used to connect internet and
networking devices.

e Modems: This is a device that connects a broadband network to a computer or
routers.

e Internet: Is a global networking communication that contains much information
and links other computers to exchange information.

5.2.2 SECURITY

In determining the total cost of ownership in cloud services or networking services,
security plays a vital role and it is one of the main factors that’s sums the TCO.
Nevertheless, it has been overlooked by many researchers as they tend to focus only on
the technology, power and building.

The amount of money and resources that are used to provide security in DC is quite huge
and it shouldn’t be neglected. We tried to categories the factors that sum the security cost
which are: physical security, network security, certification compliance and accreditation,
and labour/staff training.
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Physical Security Network Security Compliance Training/Workforce
Certification and
Accreditation
e Standard e Protection o IT e Labour
doors/windows e Firewalls Governance e Training
e Monitors/Sensors ¢ IDS/IPS Institute e Physical
e Logical access e Secure Routers | ©IT Security
¢ Electromagnetic and switches Infrastructure Training
field generator  VPN/IPSec Library e Security
e Fire prevention e Antivirus e EU Code of Incident
o CCTV e Access Control Conduct for Response
e Flooding e Third-Party DC e ISO Training
measures Pentest e Trusted Site
e Vibro-acoustic e Security Incident Infrastructure
noise generator Event e FedRAMP
Management e Uptime
¢ DDOS Institute
Mitigation e NIST 800 —
¢ Encryption 53
e Software e OHSAS
licensing 18001
e Disaster * ISO
Recovery 14001/2015
e Threat ¢ [SO 22301
Intelligence * [SO 27001
platform ¢ [SO
e Authentication 9001:2008
e Patch ¢ GDPR (New
Management EU code)
e PCIDSS

Table 5.2: Security factors for TCO

Physical Security: This aspect of security entails the protection of the data centres against
some physical attack, fire outbreak, monitoring of the environment and understanding the
activities happening with the environs. It has been on record and statistics shows that most
of the attacks are from the insiders. Here are the definitions of the terms under these
categories:

e Standard doors/windows: This involves having a composite door with strong lock
and window metallic guard to provide good protection to the physical access to the data
centres.
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e Monitors/sensors: This is an alarm that needs to be around the windows and doors
that will notify the security officers when there is an opening in this two access points.

e Logical access: This involves having a prove of identity that will authorise an
individual to gain access into the DC.

e FElectromagnetic field generator: This is a device that will generate noise to counter
a tempest attack.

e Fire prevention: This is standby fire extinguishers that are can be used to quench a
fire outbreak as well as smoke sensors.

e CCTV: This is surveillance camera that covers all the environs of DC which can
easily detect the movement of an unwanted person at the location.

¢ Flooding measures: This is a protection from water flooding the DC. It has some
outlet on the floors that can easily channel the water out of the DC without the water
touching the devices.

e Vibro-acoustic generator: This is a device that will generate noise to counter an
acoustic attack.

Network Security: Considering the fact DC is served by the network, DC become
vulnerable to attack and threats related to the Internet, it is important that security experts
need to plan an adequate countermeasure mechanism into this network area that runs in a
DC.

e Protection: This involves installing IDS/IPS, firewalls, antivirus programs,
VPN/IPSec, access control, and any other thing that prevent the DC from being
compromised.

e Third-party Pentest: This is a scenario where the organisation needs to hire an
external security expert to perform a penetration testing in other to see if there are
vulnerabilities in the network of DC.

e Security Incident Event Management (SIEM): This is a system that gathers
extensive logs from the network devices and systems and gives alert that can notify the
security team.

e DDoS Mitigation: This is a scenario where the organisation contract with DDoS
scrubbing providers to mitigate DDoS attacks.

e Encryption: This is the encryption of data both at rest and in motion with a unique
key.

e Software licensing: This is the yearly renewal of software that is used to protect the
network security.

e Disaster Recovery: This is to maintain the availability of the data and recovery of
data following a natural or human-induced disaster.

e Threat Intelligence platform: Is a technology discipline that helps the organisation
to aggregate and analyse threat data from various sources that can support defensive
actions.

o Authentication: This is a strong authentication system that involves the two-factor
authentication for users and admin and other strong authentication of the system.
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e Patch Management: This is a software aim at overcoming the vulnerabilities that
create security weakness or corrupt system data as well as basic system unavailability. It
also scans vulnerabilities, detects security patches and mitigates risk.

Compliance Certification and Accreditation: Often, the level of security in data centres
is measured by the number of accreditation and compliance certification the DC has.
Security certification which comes after undergoing some audit cost a huge amount of
money. Aside from the security auditing, there are other accreditations that are needed
before establishing or setting up a DC.

e IT Governance Institute: This was established in the year 1998 because of
increasing criticality in information technology to enterprises success. It aims at to ensure
that IT supports business goals, maximise business investment in IT and how to manage
the IT risk and opportunity. [26]

e IT Infrastructure Library: This is a framework of best practices for delivery IT
services developed by the British government. It was aimed at solving the standard issues
that were increasing cost and allowing errors to perpetuate. [27]

e Trusted Site Infrastructure: Is a recognised standard and assessment conditions.
The inspection procedures make it possible to assess the availability of an existing DC
infrastructure or to access the drafted designs during planning phase which aim at
providing good physical security to the data centre. [28]

e EU Code of Conduct of DC: This was created because of the high rate of energy
consumption in DC. It aims at informing and stimulating the DC operators and owners to
reduce the energy consumption without any prejudice. [29]

e Federal Risk and Authorization Program: FedRAMP is a management program
that provides a standard for assessing and monitoring of cloud products and services. It is
mandated for any data centres handling government information and its other aim is to
reduce the time and cost for individual agencies when assessing the cost of provider’s
security. [30]

e UPTime Institute: This is a standard and certification that helps the DC to achieve
their mission which is performance, reliability and efficiency while mitigating risk. [31]

e NIST 800-53: This is the standard that agencies need to be compliant with NIST
security standard. It aims at controlling the management and operations to protect the
confidentiality, integrity and availability of the system and information. [32]

e OHSAS 18001: This is a standard that certifies the occupational health and safety
management system. [33]

e [SO 14001/2015: This is standard that maps out a framework that a company or
organisation can follow to set up an effective environmental management system. [34]

e [SO 22301: This is a certification that ensures that the organisation is equipped to
survive when the unforeseen circumstance happens like incident or disaster. [35]

e ISO/IEC 27001: This is a certification that will demonstrate if an organisation can
be trusted with information because it has sufficient controls in place to protect the
information.

e ISO 9001: This is a standard that outlines the requirements an organisation
maintains its quality system. [36]
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e Payment Card Industry Data Security Standard: PCI DSS is a standard that outlines
the requirement for payment gateways and data security and to make sure all the
companies that have to accept online payment have a secure environment. [37]

e (General Data Protection regulation: GDPR is a regulation that extends individual’s
data right, it also requires that organisation ensure clear policies and procedures to protect
personal data, and implement suitable technical and organisational measures.

Training/Workforce: This comprises of the salary of IT security specialists and physical
security guards. Alongside, the amount of money that is spent on training the staffs to
maintain maximum security, both physical and network security.

5.3 COST OF CLOUD SERVICES

It is a huge problem to itemise the cost of each of the factors that sum the total cost of
ownership with regards to the technology and security. After my discussion and meeting
with two medium scale cloud service providers, we got to understand the range of their
yearly expenses within the space 3 years for the medium scale service provider. The range
of annual cost for this two companies was from FOUR MILLION SEVEN HUNDRED
THOUSAND EUROS TO SIX MILLION SIX HUNDRED THOUSAND (€4 700 000 -
€6 600 000) approximately. The €6 600 000 the maximum they spent from the first years
and €4 700 000 for the third year in an approximate values

Table 5.3 contains an annual expenditure within the space of three years of Company X.
The form of calculation and reduction of price in percentage was given by the expatriate
within the company. According to the company representative, their expenses ranges from
€4 700 000 - €6 100 00 within the space of three years and we made our calculation with
an initial cost of €6 000 00 as a round up figure given by the company. According to the
interview, we have 20% reduction in price for the 2™ year and 30% reduction for the 3™
year for hardware. Compliance certification and accreditation has an average of 50%
reduction in price for the 2" and 3™ year, same applies to the network and physical
security. Figure 5.1 is a graphical representation of Table 5.3 in pie chart form with respect
to factors and percentage for Company X. The calculation was sum to €15 630 000.

Factors %o 2" Year | 3rd Year

Hardware 10 600000 480000 420000
Facility equipment 5 300000 180000 150000
Network 5 300000 150000 150000
Physical Security 5 300000 150000 150000
Network Security 10 600000 600000 600000
Compliance Certification and
Accreditation 20 1200000 600000 600000
Labor and Training 45 2700000 2700000 2700000
100 6000000 4860000 4770000
Total 15 630 000
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Table 5.3: Total Cost of Ownership for Medium Scale Cloud Service for Company X

= Hardware
= Facility equipment
A
Network
Physical Security

= Network Security

= Compliance Certification
and Acredition

= Labor and Training

Figure 5.1: Cost allocation in percentage for Company X.

Furthermore, same interview was conducted with Company Y. We were given their
expenses within the space of every three years with the percentage allocation by the
company’s expatriate using the initial values of €6 500 000. According to their expatriate,
they have 50% reduction in cost for hardware, network, physical security, and compliance
certification and accreditation. Whereas for facility equipment, we have 40% reduction in
second year and 50% reduction in the 3™ year. Table 5.4 connote the annual expenses of
the space of three years and Figure 5.2 shows a pie chart representation of their expenses
with regards to factors and percentage. The calculation gave a sum total of €17 061 000

Factors % 1st Year 2nd Year | 3rd Year
Hardware 10 650000 455000 455000
Facility equipment 5 325000 195000 162500
Network 7 455000 227500 227000
Physical Security 5 325000 162500 162500
Network Security 8 520000 520000 520000
Compliance Certification 15
and Accreditation 975000 487500 487500
Labor and Training 50 3250000 3250000 3250000

100 6500000 5297500 5264500
Total 17 061 000

Table

Table 5.4: TCO for Medium Scale Cloud Service for Company Y.
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= Hardware
‘ = Facility equipment
Network

Physical Security

P = Network Security

= Compliance Certification and
Acredition

® Labor and Training

Figure 5.2: Cost allocation in percentage for Company Y.

5.4 COST REDUCTION IN CLOUD SERVICES

After calculation from Table 5.3 and 5.4, we need to think about how best we can reduce
the total cost of ownership. Looking deep into this factor, we can’t reduce any factor aside
from the Labor/Training. With the rise in technology, we have automation tools like
Ansibel, Puppet, Chef etc. that can be used to automatically make installation, upgrade,
maintenance actions, scripting etc. virtually which will require less workforce and training
of staffs in the data centre. According to Company X and Y alongside a report written on
puppet blog [38], automation tools can reduce the cost labour and training from 30 — 60%
from the 2" and 3™ year. Table 5.5 the cost reduction of 40% in the 2" year and 60% in
the 3™ year under labor and training for Company X.

Factors % 1st Year 2nd Year | 3rd Year
Hardware 10 600000 480000 420000
Facility equipment 5 300000 180000 150000
Network 5 300000 150000 150000
Physical Security 5 300000 150000 150000
Network Security 10 600000 600000 600000
Compliance Certification 20

and Accreditation 1200000 600000 600000
Labor and Training 45 2700000 1620000 1080000

100 6000000 3780000 3150000
Total 12930 000

Table 5.5: TCO for Company X after Cost reduction
Table 5.6 shows the cost reduction for Company Y. As stated earlier, the same percentage

deduction coincided with Company X in some categories.
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Hardware 650000 455000 455000
Facility equipment 5 325000 195000 162500
Network 7 455000 227500 227000
Physical Security 5 325000 162500 162500
Network Security 8 520000 520000 520000
Compliance Certification 15
and Accreditation 975000 487500 487500
Labor and Training 50 3250000 1950000 1300000
100 6500000 3997500 3314500
Total 13 812 000

Table 5.6 TCO for Company Y after Cost reduction

5.5 ANALYSIS

The calculation of security in the DC is quite beyond the protection of the physical
parameters and the network from hackers. The workforce within the DC or cloud service
environment plays a huge role in providing security in the DC. Their role can counter the
highest form of security giving within the categories of physical and network.

In Table 5.3, it showed the TCO of cloud services for medium scale services provider with
for Company X. It indicates that 20% of annual expenses goes to the technology
(hardware, network and facility equipment) amounts to three million and seventy-two
thousand euros (€3 072 000) while the rest 80% to security (physical security, network
security, compliance certification and accreditation, and labour/training) amount to twelve
million, five hundred and four thousand euros (€ 12 504 000). The sum of both security
and technology is fifteen million, six hundred and thirty thousand euros (€ 15 630 000).

On the other hand, the calculation was made for Company which sums to seventeen million
and sixty-two thousand euros (€ 17 062 000). Unlike Company X, there are slight
differences with regards to their expenses on the 2" and 3™ year. Alongside, 22% of the
total cost goes to technology (hardware, network and facility equipment) which is three
million seven hundred and fifty-three thousand six hundred and forty euros (€3 753 640)
whereas 78% goes to security (physical security, network security, compliance
certification and accreditation, and labour/training) and it amounts to thirteen million,
three hundred and eight thousand, three hundred and sixty (€3 753 640).

The 50% (Labor and Training) out of the 80% under security covers the salary of both
security personnel’s and other staffs together with various trainings.
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After reducing the cost of labour/training with 40% and 60% respectively for the 2" and
3" for Company X and Y. For Company X, we had 17.5% reduction which sums two
million, seven hundred thousand euro (€ 2 700 000) whereas for Company Y we had 19%
reduction in cost which sums to three million two hundred and fifty thousand euros (€ 3
250 000). This calculation portrays the total cost of ownership for a private cloud and the
cost of ownership for public cloud often falls between the range of 20% - 30% of the cost
of private cloud. [39]

Furthermore, we made a cost comparison between an organisation with and without
standard IT management and personal. The reason why this comparison is brought up into
this research work is because, most times when potential customers or users of cloud
services, they tend to opt for private cloud when they see the breakdown of cost of
ownership. The basic difference between this two organisation is the cost of physical
security, compliance certification and accreditation, and labour/training cost can be waived
considering the fact that all these factors must be in place and it is part of the company
operational expenditure and should not be included in capital expenditure.

Table 5.7, we can see the total cost of ownership for an organisation with standard IT
management for company X.

Y% 1st Year 2nd Year | 3rd Year

Hardware 10 600000 480000 420000
Facility equipment 5 300000 180000 150000
Network 5 300000 150000 150000
Physical Security 5 0 0 0
Network Security 10 600000 600000 600000
Compliance Certification 20

and Accreditation 0 0 0
Labor and Training 45 0 0 0

100 1800000 1410000 1320000
Total 4530000

Table 5.7: Cost of CNS with IT management and personals for Company X.

The calculation for the TCO for organization with standard I'T management was also done
for Company Y and it is represented in Table 5.8.

h-

Hardware 650000 455000 455000
Facility equipment 5 325000 195000 162500
Network 7 455000 227500 227000
Physical Security 5 0 0 0
Network Security 8 520000 520000 520000
Compliance Certification and 15

Accreditation 0 0 0
Labor and Training 50 0 0 0
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| 100 1950000 1397500 1364500 |
| Total 4 712 000 |
Table 5.8: Cost of CNS with IT management and personals for Company Y
In other to compare the total cost of ownership between an organisation with standard IT

management and an organisation without IT management. We had to compare the two
results of Company X and Y with regards to Table 5.5, 5.6, 5.7, 5.8.

M 1st Year M 2nd Year 3rd Year

7000000

6000000

5000000

4000000

3000000

2000000

1000000

With IT Without IT With IT Without IT
Management  Management Management = Management
Company X Company Y

Figure 5.3 TCO comparison with and without IT Management

Notwithstanding, even at the rate of comparing the cost of ownership with and without IT
personnel. The cost having a private cloud on the basis of IT personnel is 5-10% more
expensive than public cloud aside from the extensive workload that will be on these staffs
which can reduce their efficiency and individual performance.

The reason why we made a calculation within the space of 3 years plan is due to
depreciation in machines. High utilisation of DC equipment within the space of three years
reduces the performance. As such, it is mandated to recycle the equipment, and the
technologies in the DC to avoid additional cost maintenance within the fourth, fifth and
subsequent years. The rest of the factors that sums the TCO are recurrent expenses and
they don’t end. For an example, training of staffs never ends and staffs need to be up to
date with regards to maintenance and security of the DC. Same applies to compliance
certification and accreditation, it is mandated that yearly renewal of certification be made
in other to keep the license active.

38



6 CONCLUSION AND FUTURE WORK
6.1 CONCLUSION

In this research work specifying the TCO of cloud network services for the medium scale
cloud service provider, we’ve got an overview of cloud computing, cloud networking,
pricing models in cloud networking services and data centres with its possible security
attacks of which ISO 27001 affirms to the result.

We went further to structure the factors that sum the total cost of ownership with respect
to technology and security. A lot of research work has been down in calculating the TCO
but it has been centred on the technology, equipment, power and space with respect to the
number of racks while the security which accumulates a huge sum of money is being
neglected. This research work identified technology and the equipment that support this
hardware and software, identified the factors that sum the security in total cost of
ownership.

After identifying and structuring the factors in both categories, we got cost values from
two different medium scale cloud service providers. We had the calculations and saw how
much cloud service provider spend within the space of three years. Three years becomes
significant because the life cycle of the hardware to maintain a reliable performance.
Furthermore, we calculated the cost of ownership in accordance with the valid expenses
from the CSP’s expatriate, we reduced the cost and succeed with reducing the TCO within
the space of 3 years with 17.5% for Company X and 19% for Company Y of the total cost
of ownership.

Having an existing IT management and personal plays a huge role in deciding on which
cloud platform to deploy but can cause an overload for the staffs and reduce their
performance. The reason is that, having an existing IT management and personnel can
reduce the total cost of ownership tremendously with about 65% because most of the
expenses are already in the operational expenditure of the organisation and it need not to
re-occur in the capital expenditure. With this regard, we can say that opting for a private
cloud will be meeting the requirement of reducing the cost of ownership in terms of cost
and security though it has some additional cost and resources though it is not advisable
due to its effect on the staffs and 5-10% costlier than public cloud. In the same vein, it is
important to note that going for a private cloud without a standard IT management and
personal can incur huge expenses to you which could go beyond your annual turnover of
your business and can affect the flow of the business

Thus, it is advised and we recommend that every organisation intending to deploy cloud
service with cost as a mojor determinant should consider a public cloud using CSP that
have undergone security auditing and are up to date so they can provide a good service at
low cost.
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This research paper is a guide for intending cloud users in decision making when they want
to deploy cloud computing services as it gives them all necessary information and factors
to consider when deploying it. It is also a recommendation for medium scale service
providers to use as a guide when performing a consultancy service for intending customers.

6.2 FUTURE WORK.

In view of this research work, we have specified the cost of factors for cloud services, have
proposed a method of reducing the cost of ownership and compared the cost with an
organisation that has already IT management and personal together with an organisation
without such function. We concluded and proposed a future work in line with this research.
Here are the proposed future works:

e A deeper analysis to identify the cost of these factors and how to reduce them.

e Some compliance standard like General Data Protection Regulation (GDRP) or
EUROSOX can be analysed to see how it can enhance security and reduce the cost
of ownership.

e Comparison between cost factors in the rural and city edge data centers and how
to critically reduce the cost of ownership.
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