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Abstract

The present thesis presents an informed by ethnography research that seeks to explore
the privacy concerns and security risks that individuals perceive with regards to the
electronic system of handling digital prescriptions. The research takes place in Athens,
Greece and the participants are professionals who use daily the e-prescription platform
and citizens whose data is being gathered and accessed. The paradiagm within which
the research is unfolded is the interpretive one and a methodology of flexible design is
followed. Thematic analysis of concepts produced by the data gathered is followed in
order to offer an understanding of the concerns that the participants perceive. The
methods that were used were interviews with professionals, focus groups with groups
of citizens, individual interviews with citizens, observations and thinking aloud in
pharmacies. The aim of the thesis is to illuminate those concerns with the aspiration
that it be used as a basis for further research on the important issue of privacy of
sensitive, medical data and suggest ways that could help ameliorate the identified
concerns.
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1. Introduction

Greece, a small country in Southern Europe, with a population of 10.96 million (World
Bank, 2014) has been facing substantial economic issues for the past years which led
the country to enter the mechanism “STIRIKSIS” of Troika in 2010, according to the
IMF (2010). This Triad of constitutions is comprised by the European Commission
(EC), the European Central Bank (ECB) and the International Monetary Fund (IMF).
One of the conditions of the first Memorandum of Economic and Financial Policies
signed with Greece was that the country would be required to digitalize the medical
prescriptions as a way to render the country able to better control the budget and
financial policies and state of affairs (Vassilakopoulou & Marmaras, 2013, p. 5).

The reason behind this particular condition was that for many years, the organisation
of the national health system of Greece was rather chaotic and by digitalising the
prescription system the country was expected to observe substantial economic benefits
(timetvchannel, 2012). There were multiple social security funds and individuals
belonging to each of them had to go to specific doctors who were affiliated with it. To
give a deeper understanding of this, it is hereby commented that up until a few years
ago when the changes begun to be implemented, there were 35 different social security
funds in Greece which according to official statistics, covered up to 97% of the Greek
population (Notara, Koupidis, Vaga & Grammatikopoulos, 2010). It goes without
saying that the medical prescriptions were written manually and many problems
occurred due to this. In October of 2010 electronic prescription (or e-prescription) was
introduced to the Greek population, in the beginning only to a small social security fund
as explained by the chief consultant of the developing company in national television
(timetvchannel, 2012). After a period of testing and further changes in the national
health care system (Vassilakopoulou & Marmaras, 2013, p. 6) e-prescription was given
its current form. The main mechanics of the platform is that doctors are given
credentials to have access to the platform and then by using these credentials to log in
to the system they can prescribe medicine to their patients. Additionally, pharmacists
are also assigned credentials and granted access to the platform, so that when patients
visit their pharmacy they can give them the medicine they need.

As a general definition, e-prescribing is the fully digitalised process of writing,
transmitting and fulfilling a medical prescription and when fully implemented it brings
substantial benefits to a health care system (Corley, 2003). However, in Greece the e-
in the e-prescription comes from a computer generated and then printed out paper
prescription, which has substantial benefits none the less (Schade, Sullivan, de
Lusignan, & Madeley, 2006, p. 6).

However, the system is not without problems. A very common issue is that the webpage
often goes offline, especially during the first and last days of each month when the
patients rush to the clinics and private practices of doctors to refresh their prescriptions.
During these periods of time the system cannot be of service to the medical staff and
the patients cannot be further helped. Additionally, the privacy of the patients may be
compromised as the security of the data stored in the databases might be at risk from
cyber-attacks that may aim at obtaining information about patients, with malicious
intentions.



The main concern in this research is to examine how the involved individuals perceive
the potential risks their privacy and personal information face while using the e-
prescription system. By focusing on the various stakeholders I will shed light on these
issues that may have been overlooked by different groups of people (i.e. doctors,
pharmacists and the general public that relates to the online system). As the national
health care on-line system is an issue that is relevant to a great number of Greeks, I
believe that a study that looks into its perceived security risks and other factors would
be of interest. Even though the technicalities of actual security risks and gaps in the e-
Health platform are not within the scope of this study, suggestions on how the concerns
of the people involved should be taken into consideration will be made nevertheless.

1.1 Motivation and Purpose

Even though technological advancements in healthcare have facilitated the providing
of care and are more likely to advance even further the science itself, however, with the
same evolution, potential privacy and security risks can be more frequent too (Appari
and Johnson 2010, p.297).

In Peter Vlemmix’s documentary ‘“Panopticon”, the director, through interviews,
describes how the hack of a Dutch company that offered security certificates could
potentially lead to a major leak of medical data of psychological diagnoses (Vlemmix,
2013). According to him, leaking of such data poses a very real risk when medical data
are stored in databases, regardless of the level of encryption that they may have
(Vlemmix 2013).

Taking into consideration the abovementioned points, | aim with this research to
examine the perception of privacy and security issues in the Greek e-prescription
system, both by the healthcare providers and the healthcare consumers. In the event of
a clinical information leak, the privacy of citizens would be heavily violated. As a
further complication, this may have a negative impact on the citizens’ trust in the
officials.

Additionally, I will examine how or whether the different stakeholders (medical staff
such as doctors and pharmacists and patients alike) understand these risks and how they
work around them.

To be more precise, the actual research is focused on understanding how concerned the
involved parties are, with regards to privacy of medical data and other sensitive
information, as well as security of medical data.

The information gathered from this study will not only be used as a way of mapping
the potential risks involved, but I will also be looking at patterns and suggestions on
how the concerns of the stakeholders should be taken into consideration while in the
design process of the e-Health platform but after it as well.

Thus, the research question is divided in two parts and is formulated as follows:



e Which are the privacy and security concerns that healthcare providers (i.e.
doctors and pharmacists) and healthcare consumers (i.e. citizens) perceive, that
are related to the use of the on-line e-prescription system?

and
e How can those concerns be addressed in order to assuage the situation?

1.2 Relevance

By looking for answers to these questions I intend to shed light to these complicated
issues of privacy and security that may affect the lives of many citizens of Greece. The
results might prove useful for individuals in raising the general awareness in privacy
and security issues that affect a great number of people. If an issue is not talked about,
then it might pass unobserved. However, if the general awareness is raised and
individuals speak up about it, then as more attention is drawn to it, the more likely it is
to be fixed.

Furthermore, as per my intention, | look at how patients and individuals perceive these
privacy and security risks. Thus, the results might prove useful for officials,
psychologists or social scientists who might be interested in examining how the
population perceives the aforementioned important issues of privacy and security,
along with their views on privacy and its protection, from a sociological perspective.

Lastly, even though no developers took part in the actual research | believe that they
could benefit from the findings | present later in this paper. To be more precise,
developers in the field of e-Health security could find the findings illuminating as the
concerns and risks are presented in clusters and thus will offer a relevant ease of
reference for anyone interested.

1.3 Scope and Limitations

This research aims at exploring and understanding how citizens of Greece perceive
issues that highly affect them, i.e. in this case, protecting their privacy and what may
endanger the privacy of their sensitive medical information and security concerns
relevant to the software and infrastructure that handles them, stores them and uses them.
In order to achieve this aim, individuals from three different citizen categories have
participated in my study.

One of the limitations of the research is that no developers of the e-prescription.gr
platform have participated. Even though it was initially my intention to also include
this category of involved individuals, however | was not able to contact them. | consider
this a limitation as their professional opinions would answer and clarify potential
questions and illuminate on precious information about the mechanics of the platform
to better understand the way that it functions. A second limitation is that most
participants of my research were individuals from my greater social circle. Many
reasons led me to this decision. To start with, |1 had to consider what options were
available to me with regards to the particularities of a thesis: the big distances that
divide different parts of Athens paired with the limited time frame of the research itself



would render it impossible for me to expand the research in various areas of the capital.
The result of the aforementioned conditions led me to choose:

e to focus on one area for the individual interviews (i.e. the municipality of

Amarousion, individuals where included via invitations left at the Library) and

e easy access to the participants for the rest of the methods used.

More importantly, as not all municipalities are considered the same wealthy and
keeping in mind that | aimed to include individuals from various socioeconomic
standing, the easiest way to accomplish that was by including citizens from various
areas of Athens. In turn, the only way I could accomplish that in a timely manner was
by choosing individuals | was already familiar with to participate in my research.

As the subject of the thesis is relevant and informed from Greece’s reality it was
conducted in Greece and more particularly, in Athens. Citizens in other cities or remote
areas may experience the process of working with the platform or the process of being
dependent on the platform differently or even have different or additional concerns.
Some of the professionals that participated have mentioned the situation in other parts
of Greece, but all the information and data that | gathered first hand was about the
situation in Athens.

Lastly, as all participants are Greeks, the methods used and the information gathered
was in Greek. Consequently, everything had to be translated in English which may
have slightly altered the tone that the participants conveyed their thoughts to me.

1.4 Disposition
The following chapters of the thesis are presented below:

Chapter 2: Literature Review
Chapter two presents previous research and literature review that are relevant to the
subject of e-Health.

Chapter 3: The Greek medical system
An explanation of the Greek medical system is given in chapter three, with the goal of
acquainting the reader with the Greek reality in the health sector.

Chapter 4: Paradigm, Methodology and Methods

Chapter five explains and presents the paradigm within which the research takes place
and the methodology and methods that were chosen and used for this thesis. General
information about the research setting as a whole, as well as information on participants
can be found here. Additionally, the validity and reliability of the research along with
ethical considerations are presented in this chapter.

Chapter 5: Data Gathering
This chapter presents the process of gathering the data of the research. The description
of the settings for each method used can be found here.

Chapter 6: Analysis

Here is where the empirical findings are presented, based on the concepts generated of
the material that was gathered.
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Chapter 7: Discussion

The findings of the previous part are discussed in this section. Additionally, ethical
issues are also mentioned and discussed as well as personal reflections.

Chapter 8: Conclusion

This chapter contains the conclusion of the research conducted along with suggestions
for possible further research.

References
All literature used in this thesis can be found here.

Appendices

In this section of the thesis consent forms, interview guides, invitations, software used
and other content can be found.
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2. Literature Review

This chapter aims at presenting international scientific articles that can contribute to
this research. Their main points are discussed and then similarities and differences are
drawn, with regards to the Greek reality. Additionally, they will again be used in the
Discussion part of the thesis, as guides, in order to discuss the empirical findings that |
locate ad mention.

Information Systems research includes also research with a focus on security issues.
For example, Bulgurcu, Cavusoglu and Benbasat (2010) argue how risks that are related
to information security in corporate settings are increasingly demanding more attention.

Issues have also been examined in IS/IT systems and services in healthcare. For
example, Agbele, Nyongesa and Adesina (2010) describe the situation in a developing
country and discuss the technology components of a successful and trusted application
of e-Health. Various definitions are provided by them, which aims at familiarizing the
readers with the terminology and also making certain that researchers have the same
theoretical base, when it comes to terms like e-Health, EHR (Electronic Healthcare
Records) and so on. They mention the EHR standards that should define all the
interactions that are observed under the umbrella of e-Health and are included in the
patients’ personal health records. Even though their case is an African country, those
standards are meant to be international and thus can be applicable to Greece too.

As trust in these records is of utmost importance, the authors go on to list what they
regard are factors that make e-Health systems more trustworthy, by referencing various
researchers. Additionally, they explain why special training and professionalism is
required when handling sensitive personal medical information and, of course, this can,
and should, be applied to the Greek reality as well. If there is a breach in the security
the patient is under serious risk of getting discriminated by third parties, such as
potential employers or insurance issuing agencies. Proper legislation that would impose
heavy penalties for such discriminations in the event of a security breach could function
as a safety measure for individuals who might fall victims of leaked information.

Finally, Agbele, Nyongesa and Adesina (2010) make reference to the challenges of
implementing EHR in developing or poor countries. Greece, being in the current state
of economic recession, faces some of the same challenges that are mentioned. In
particular, lack of investments in the health sector of the state and shortage of workforce
due to relocation to higher salary paying countries are aspects of the Greek reality in
these past years of economic crisis.

Anderson (2007) discusses the benefits and barriers medical practitioners see in the
general and widespread implementation of Information Systems in health care in the
USA. In addition to that, he makes an account of the contemporary status of said
information systems.

Even though the situation in Greece is different compared to the USA there might still
be lessons to be learnt. In the US, the most recognizable barriers, according to Anderson
(2007), appear to be lack of public or government funding, complex and un-unified
systems that do not allow for exchange of clinical data, privacy and legal barriers. He
also argues of an open-source and low cost EMR (Electronic Medical Records)
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software, as developed by the American Academy of Family Physicians in the US
according to the author (2007, p.482), which may prove beneficial for EU states as well.
Quite so, if we look at the European Union level, a centralized system for e-
prescriptions could solve various issues of compatibility within the EU as citizens of
EU member states can travel freely within the Union and seek medical treatment
wherever they are, if need arises. (European Commission, n.d.). In Greece’s particular
reality, relevant issues can be observed. Even though there is a public centralized
system for prescribing medicine electronically, not all medical data can be found in one
platform nor are they accessible from different ones. Consequently, the barriers
mentioned in Anderson’s work (2007) could provide useful insight to both the EU and
Greece’s e-Health systems.

Similarly, Nataraj (2011) describes the way that e-prescription works in the USA and
talks about the risks that the system may have. He argues that privacy and security risks
may develop in various areas such as the health care provider’s IT environment or the
traffic director. As mentioned in his work, in recent years there has been an increase in
e-prescriptions in the USA and additionally to this there is a push from the US
government for these numbers to grow still.

Even though in Greece the situation is different from North America, but still
similarities and comparisons can be observed and drawn. As Nataraj (2011) suggests,
there are three main risks of paper prescriptions, among many others:

“(..) 1) provider errors in handwriting interpretation by
pharmacists, 2) risk of fraud duplicating paper prescriptions and 3)
the inability to keep track of a patient’s medication list.” (p. 15)

Before the creation of e-prescription.gr, all three risks identified above applied to the
Greek situation. Now however, with the e-prescription web page, we may find that just
the second one applies.

The liabilities that Nataraj (2011) mentions in the digitalized process of generating
prescriptions however, do apply to Greece in their whole. In particular, an individual’s
privacy would be violated if details of their medical situation were to leak thus resulting
in their reputation or even life being gravely affected. Another possible risk may appear
in the hardware security, hardware that is used to generate the prescription (such as
desktop or laptop computers, tablets or other portable devices) if their firewall or
protective software is not up-to-date and properly monitored. A direct implication that
might arise from this kind of negligence is the hacking of any of the involved parties’
hardware. Last but not least, the human factor must always be taken into serious
consideration. As the author mentions, “most breaches to technology systems occur by
internal organisational employees” (Nataraj, 2011, p.17). As a result, it would be safe
to argue that by investing in organisational training the chances of security breaches
would be expected to decline.

As far as the e-prescribing process itself is concerned, Porterfield, Engelbert and
Coustasse (2014) examine the effect that its implementation has had in the USA. The
researchers study the positive effect that e-prescribing medication has brought in the
health sector, by reducing errors in writing and filling prescriptions and costs in the
health sector. Of course, the researchers also identify potential barriers in using e-
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prescription platforms, such as issues regarding the patients privacy, the high costs of
maintenance, inadequate support from administrators of the platforms and others.

Kierkegaard (2013) also examines the barriers e-Health care systems in the European
Union countries-states face that hold them back from adopting them in a larger scale.
In theory, the e-prescription program allows European Union citizens to seek health
care wherever they are but practical issues like different laws about protection of
sensitive information and privacy make it difficult to be implemented in all states.
Even though the EU pushes for more data exchange in e-Health within its borders, there
are certain barriers that make the extended implementation within the EU improbable
(at least in the current state of things) as Kierkegaard (2013) explains. Apart from the
legislation and privacy concerns that were mentioned before, he suggests that the
existing software and infrastructures would make difficult a broader implementation.
Additionally, the high cost of maintenance would prove pivotal to its acceptance by the
member states. He furthermore argues that there are various degrees of e-Health
applications within the EU country-states, and a unified infrastructure would require
uniformity in the software and the same legislation covering the involved parties
(Kierkegaard, 2013). An illuminating example of his claim is the situation of Sweden
and Estonia, who have fully implemented the e-prescribing process, Greece who is still
using mixed digitalised and analogue procedures and Ireland, who in 2013, the year
Kierkegaard’s paper was published, did not have any plans for implementing ICT
projects in the health sector.

Another issue that he states and should be particularly examined regards all the ethical
considerations that arise from implementing such infrastructures in the EU level. It is
vital that doctors’ and pharmacists’ professional or ethical duties are not affected by the
ICT projects introduced (Kierkegaard, 2013).

By following the EU leaders in e-prescriptions’ example, Greece could work towards
better or fully implementing applications for e-Health. Even though the country has
plans to extend the electronic prescriptions infrastructure throughout the whole public
health care system by 2017, it could follow Sweden’s example which has shown a deep
level of implementation, as shown in a study conducted by Astrand (2007 cited in
Kierkegaard, 2013, p.209) which attributed the deep implementation to factors like high
public penetration rate and acceptance of modern technologies, confidence in the secure
handling of personal information by the state and general determination for
implementing such projects in both national and regional levels by officials.

Lastly, a further concern with regards to paper prescriptions, either hand written or
computer generated and then printed out, is the number of medical errors and the rate
of patients’ negligence to fulfil a prescription given to them in paper. According to
Kierkegaard (2013), with transmitting electronically the doctor’s prescription to a
pharmacy, the likelihood of the medicine being picked up by the patient increases
significantly. What is more, it eliminates the vexation cited by patients of having to
manually present the prescription to the pharmacy in order to obtain their medicine.

Kierkegaard (2013) addresses plenty of privacy and ethical challenges such as the
questions of who can access and process the clinical data, who will ensure their safety
in each country-state, questions concerning identity theft and data mining issues. All of
the aforementioned issues are problems that may be mentioned in relation to cross-
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border databases but quite clearly apply all the same to the case of Greece, as well as
any other individual country that utilizes (or is in the process of implementing) ICT
projects for national health care.

Ethical challenges are very closely related to the notion of trust in societies. Van der
Schee et al. (2007) explore in their study the degree of public trust in the health care
system in three western countries in Europe: England and Wales, Germany and the
Netherlands. They explain how there are two kinds of trust: the interpersonal one and
the public one and they are related to each other in a depth of time (Van der Schee et
al, 2007, p.57).
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3. The Greek Medical System

Greece has a rather complicated health care system, so in order to understand the e-
Health process that is researched in this project, it is deemed useful to briefly explain
the health care system itself as well.

Social security in Greece is mainly public but due to the economic turmoil of the
country, some citizens opt for private insurance companies. This project however only
examines the public sector and its largest public health insurance fund (EOPYY). As
however Greece is currently in the process of various reforms in the public sector, as
its obligation to the IMF and EU through the first memorandum issued on May 3rd
2010, the situation described here is but an image of the current affairs.

There are various public health insurance funds that the Greek population belongs to,
depending on their status and employment. The biggest umbrella fund, EOPYY, is
composed of numerous, more than 30, public funds such as IKA, that covers 45% of
Greece’s population (Mossialos, Allin, & Davaki, 2005, p.152), OGA that covers
farmers, OPAD and others. In order for the funds to be able to cover their insured
population’s medical expenses, employees and freelance working citizens are required
to provide the funds from part of their salary or monthly earnings. Each citizen that
belongs to any of the public funds mentioned above, has a special health booklet which
may be renewed every year depending on his or her status (employee, registered
unemployed, child with insurance status through his or her parents, pensioner etc.).

In the event of an illness, the patients are required to call a special 4-digit number in
order to schedule a visit for a medical examination with a doctor at a hospital. The
patient is required to ask for a specific doctor speciality, according to their needs that
they decide for themselves and they do not have to first go through a centralised general
health care provider. It should be mentioned that two types of meetings can be
scheduled according to the patients’ request, daytime (which are free) and afternoon
visits (which cost between €16 and €72, depending on the location of the hospital and
the rank of each doctor, meaning senior, trainee, university professor etc.). Another
option for the patient, is to visit the home doctors that each public fund has (for example
the IKA offices in each municipality house various specialities of doctors that the
patients can visit for free) but usually the waiting times for these visits last longer than
the patients are willing to wait and thus many of patients opt for the third option, which
is private practices of panel doctors. Each doctor in his or her private practice can, by
law, examine only 200 patients per month for free and, consequently, after this number
is reached, patients are required to pay for their visit. In case the patient does not require
a medical examination but merely a prescription for medication or a prescription for
medical tests at a lab or clinic (and not a medical examination from the doctor), there
are more options of doctors who have access to the e-prescription.gr system but require
a fee for their services. Finally, and although it is outside from the scope of this thesis,
it should be mentioned that there is another category of doctors with private practices
who are not affiliated with the health insurance scheme, have no access to the e-
prescription.gr system of public health and the fees for their services vary significantly.

All the insured citizens have an identifying number, called AMKA, which is required
when scheduling a doctor’s visit.
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4. Paradigm, Methodology and Methods

The focus of my research is to examine potential security risks and privacy issues
involved in the Greek e-prescription platform. As | am seeking to understand this
complex issue of security concerns from the viewpoint of various different groups of
involved citizens, | will be working within the interpretive paradigm and following a
flexible design (as described by Robson and McCartan, 2016). Flexible design, even
though informed by ethnography (i.e. using ethnographic methods such as observations
and focus groups), the latter is not used in its pure form (Winter, 2013) but rather it
offers different methods than ethnography itself. To be more exact, the ethnography
type that is informing my flexible design is the Quick and Dirty one. According to
Hughes et al. short ethnographic studies are conducted, of course having a duration that
is relevant to the scope of the project, in order to gain adequate information about a
setting, while always keeping in mind that a deep understanding of it is close to
impossible to be attained (1994, pp.424-435).

4.1 Paradigm

The interpretive paradigm aims at looking at how people assign meaning to the world
around them and how they perceive the various phenomena they meet in their lives
(Orlikowski and Baroudi, 1991). This pattern of thinking does not predetermine
variables and patterns and thus is ideal for the approach that | take in this project. The
planed strategy for my project was to examine how aware the parties involved are,
concerning the possible risks they may face if the security of the e-Health system is not
up to date with the current highest standards. According to Walsham (1993, pp. 4-5),
the interpretive approach within the field of Information Systems is "aimed at producing
an understanding of the context of the information system, and the process whereby the
information system influences and is influenced by the context". Even though many
studies highlight what the potential risks are concerning security of medical information
in IS (e.g. Goldman & Hudson, 2000; Mantas, Lymberopoulos, & Komninos, 2012) |
will focus on the human actors and how they perceive those risks and security concerns.
As | will not look at predefined risks, but rather I will try to explore how the actors
understand those issues, it can be argued that, as Kaplan and Maxwell (2005) also
mention, the focus will be on the way that individuals make sense as things hitherto
unfold, taking into consideration their full complexity.

4.2 Methodology

As far as ethnography is concerned, its underlying purpose is for the researcher to gain
understanding by observing, interviewing or participating in focus groups, among
others, with certain groups of people that are connected to the phenomena (Cook &
Crang, 1995, p. 4). As a more general perspective of ethnography, according to Myers
(n.d.), it can be defined as the procedure where the researchers “immerse themselves in
the lives of the people they study and seek to place the phenomena studied in their social
and cultural context”. Even though historically ethnography was conceptually related
to anthropology, today it is not only used to study small communities (Blomberg and
Karasti, 2012). In the case of examining an Information System, ethnographic methods
can be employed to allow the researchers to gain from-the-inside knowledge and, more
importantly, understanding of the Systems, or, to be more precise, aspects that have to
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do with the human, social and organizational factor of the System (Harvey & Myers,
19953, p.22).

For instance, in the case of my research, | examined the stakeholders and actors that are
affiliated to the e-prescription process by applying the methodology of ethnography in
two pharmacies. Participant observation was performed there in order to gain an
understanding of the way that printed paper prescriptions are handled and stored and
thus see the security level of the process. However, as the scope of this thesis was to
examine the issue of security from various view points and, furthermore, taking into
consideration that ethnography can be applied while studying a specific group of people
and their understanding of their particular everyday practices (Blomberg et al., 1993
cited in Blomberg and Karasti, 2012, p.88), it is clear that an ethnographic study, as
defined above, could not be applied in my case. Consequently, instead of a full scale
ethnography, some ethnographic techniques were used combined with various other
methods as in accordance with a more flexible design for research (Robson and
McCartan, 2011).

4.3 Participants

The participants are healthcare providers, i.e. doctors and pharmacists, and healthcare
consumers, i.e. citizens. All the categories of the individuals involved are people that |
believe to be relevant to the greater medical community: doctors that prescribe
medication and have access to the system of e-prescription.gr, pharmacists who fill
these prescriptions and patients who are dependent on this electronic system to get the
medicine they need.

The doctors that are interviewed work in the public sector health care (public hospital
of Syros island and public hospital of Nikea). They are individuals in my social circle
and they agreed to take part in my research. As far as the pharmacist is concerned, he
is based in the city of Athens and Lamia and is also part of my social network who
agreed to be interviewed. These interviews were conducted via Skype and phone calls
and were recorded as per the interviewees’ consent.

The pharmacies where the observations took place are located in suburban Athens, one
in the municipality of Amarousion, where | currently reside, and the other in the
municipality of Peristeri where | used to live. Both of the pharmacies are work
environments that both the professionals and myself are acquainted with each other and
thus it was possible for me to conduct my research.

All the interviews and focus groups with the citizens took place in the municipal library
of Amarousion. The focus groups consisted of individuals from my personal social
environment and the individual interviews took place after the interested individuals
responded to the invitations | had left in the municipal library.

The participants of my research can be found aggregated in the following table:
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Table 1: Participants

Participants Number of Participants Methods they
participated in
Doctors 2 Interviews
Pharmacist 1 Interview
Pharmacists 4 (in two pharmacies) Observations + Thinking
aloud
Citizens 2 Interviews
Citizens 6 (in two groups of three) Focus groups
4.4 Data Collection

The methods that were used are semi structured interviews, focus groups, observation
and thinking aloud. As the research is a qualitative one, these typical methods will help
me understand how the stakeholders view the research questions | have set my mind
and research to answering.

4.4.1 Semi-Structured Interviews

The semi structured interviews are selected as a way to gain the advantages of both
types of interviews, i.e. both structured and unstructured. Even though structured
interviews are usually employed when looking for quantitative and statistical responses
(Badker, Kensing, and Simonsen, 2009, p.228) however, a few same questions were
planned to be asked to all participants. These questions aimed at getting a feeling of
what each interviewee’s background was with the hopes of better understanding their
opinions. The idea behind unstructured interviews, according to Badker, Kensing and
Simonsen (2009, p. 228) is to get feedback to “ [...] broad questions that do not
necessarily require specific answers, but answers that may be elaborated upon and lead
to a dialogue”.

The course of action | followed was to first interview two doctors and a pharmacist in
three different interviews in order to get a first basis of the situation (see Appendix 1
for interview guides). The reason behind this choice was to gather sufficient facts from
the professionals and then, based on their concerns and input on security, | would
advance to the focus groups and interviews with citizens. Ideally, | would have wanted
to also interview an employee from the company that created the e-prescription web
platform (IDIKA S.A.) and listen to the programmer’s or designer’s point of view about
the process of creating the e-prescription.gr site as well. As the platform was designed,
created and forced to be implemented in a very short period of time for the whole
country (no pilot program in a restricted geographic place was to be implemented first),
it is understandable that the results were, unfortunately but inevitably, not the best that
could have been. However, such interview was unable to take place.

Lastly, it should be mentioned that all interviewees were given prior to the interview an
informed consent form (see Appendix 2) to sign informing them that all their views will
be treated with confidentiality and that they will be used only for the purposes of this
particular research, among other things.
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Professionals

The first interaction | had with the participants of my project were the interviews with
the two doctors and the pharmacist. It should be mentioned that the doctors I
interviewed both have different specialities: one is a urologist and the other is a
neurosurgeon. As all three interviewees gave their permission, the interviews were
recorded. All three medical staff were given the informed consent form prior to the
interviews in order to familiarize themselves with the research questions, their rights
and the general scope of the research. However, in addition to this, the participants were
all given a short summary of the topic and its purpose before the interview itself begun.

The first doctor interview was performed via phone call and lasted for an hour and 20
minutes. This was the result of an urgent reschedule as the initially arranged meeting
was to be done in person with the neurosurgeon in order for him to show me the e-
prescription.gr site. However, there was an emergency at the hospital where he works
and thus the interview had to be rescheduled for a later time and, consequently, a change
in medium was also required. The call was recorded by using an android application
called “Call Recorder — ACR” and the file it generated was transcribed using the
computer program Microsoft Word 2007 (see Appendix 4 for a layout of the software
used).

The doc file was later printed out in order for the codification process to be facilitated.
More about the coding process will be mentioned later on in this report. Additional to
recording the call, taking into consideration that this was the first interview | conducted,
notes were also taken and based on them, more questions than initially planned, were
asked to the doctor. After this first interview was completed, the interview guide was
altered and adjusted accordingly in order to include the newer, unplanned questions that
came up to the following interview that was to take place (see Appendix 1 for the
updated interview guide).

The second interview | conducted was with the second doctor, the urologist. As this
doctor is employed in an island hospital, the scheduled interview was to take place over
a Skype video call, the audio of which was recorded by using the “iFree Skype
Recorder” API for Skype.

By conducting a video call, a more direct communication was able to take place thus
allowing for a more relaxed experience for the interviewee and an abundance of visual
data for myself. The duration of this interview was over 50 minutes with a short break
of around 5 minutes that the interviewee requested in order to contact a patient of his.
This second interview was also transcribed with MS Word 2007 and later on printed
out for the next step in the data analysis process.

The last interview with a medical professional was with a pharmacist that was
conducted with means of telephone call. As | had in mind that this would be my first
contact with a pharmacist within the context of my thesis, I, once again, kept notes of
the changes in the questions | had prepared in advance to ask (see Appendix 1). Some
of the clarifications and particular information | was not initially aware of and was
provided to me from the pharmacist, were discussed at the pharmacies | visited for the
observations. The free android application Call Recorder — ACR was used for the
recording of this phone interview as well whose duration was approximately 45
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minutes. After the end of the interview, it was transcribed by using MS Word 2007 and
printed out like the previous two interviews in order to facilitate the research process.

Citizens

As far as citizen interviews are concerned, the course of action I followed was to include
people who have taken part in the electronic prescription process, in other words to
have experience visiting doctors and be given prescriptions that they had to fill at a
pharmacy. This was preferred in order for them to have an idea of their own about
possible security concerns that could affect their personal medical data. The idea behind
this was to ask them about their experiences with the system and talk about the security
concerns that they have. Two citizens were interviewed, with a semi structured style of
interviewing and they were given a consent form to sign prior to the interview, stating
that all their answers will be treated with respect to their person and only for the
purposes of this research (see Appendix 2).

My initial plan was to conduct mainly focus groups with citizens/patients who had a
rather regular contact with the e-prescription.gr platform and present them with some
of the concerns regarding security that were indicated to me by the trained medical staff.
However, | deemed it useful to involve more citizens into the research process, since
the medical data and their safety were regarding the citizens themselves. Consequently,
| additionally interviewed citizens individually and asked about their views on the
security of their personal medical data, without first presenting them with the
professionals’ ideas, in order for them to express their own original thoughts.

For this reason, | contacted the local public library and asked the librarians there if it
was possible to leave at the front desk a few invitations for the research. Ten invitations
were left there and two individuals contacted me to schedule an interview date (see
Appendix 6 for a sample of the invitation)

Those two citizens were individually interviewed, but since they did not wish it, no
recordings of their interviews were acquired. Prior to the interviews, the day before, the
informed consent form was emailed to them so as to inform them about the basics of
my research and the reason | requested their participation. Physical, printed copies were
presented to them both at the day of the interview that they could keep either for future
reference or in case they needed to contact me later on. Both interviews were conducted
in the yard of the Amarousion Public Library and they were short in duration, ranging
between 15 and 20 minutes. For these interviews only handwritten notes were kept
which were later used to generate codes for the analysis part of the thesis.

4.4.2 Focus Groups

Focus groups are defined by Robson and McCartan (2011, p. 300) as a discussion that
takes place between a certain number of people and has a specific topic, but the
questions are open-ended and the participants can interact with each other.

Within the medical community, there has been a growing recognition of making the
patient heard which is made possible by utilizing focus groups in order to “[...] identify
barriers and seek to work together to address these” (Barbour, 2005, p. 743). It is
therefore considered to be a method that motivates citizens and gets them interested in
their own personal (electronic) safety by discussing these issues with others.
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To complement the results of individual citizen interviews, two focus groups with
different groups of citizens took place and three people were in each group. These focus
groups were presented with the security issues that doctors and pharmacists brought to
light and then asked about their thoughts, feelings and reactions to these. The
individuals that took place in both interviews, and focus groups were not part of a
specific group of population (i.e. not a particular age, sex or socioeconomic status).
This is so due to the fact that cyber security is a matter that is of interest to all and
because I will be looking into individuals’ opinions as a category in themselves.

Two focus groups were arranged for this project and three citizens participated in each
of them. All six individuals are in my social network and their age varies from 29 to 68
years. Both of the groups were presented with some of the medical professionals’ views
(i.e. doctors and pharmacists). Based on the concerns that they raised, | asked the
participants of the focus groups to engage in discussion related to those risks and
express their own thoughts on those.

The first focus group consisted of two females and a male with ages varying from 32
to 63 years old and its duration was about an hour and a half. Initially, the subject of
the research was explained to them briefly and then they were all given the informed
consent form (see Appendix 2) in print, in order to sign and keep for possible future
reference. During the process of the focus group, as per the participants’ request, no
recordings were made but only notes were kept instead.

The process for the second focus group was similar, the participants, two males and one
female of varying ages from 29 to 68, were briefed in about the research topic and then
were given a printed informed consent form to read, sign and keep. This second group
lasted for about 50 minutes and only notes were kept, as per their request of not
recording the process.

4.4.3 Observations

As it is described in literature, observation is one of the main methods of ethnography
and takes place in order to better understand the creation of reality through the meaning
that is assigned to human actions, or in other words “[...] in qualitative techniques,
meaning in context is the most important framework being sought” (Harvey & Myers,
1995b, p. 5). As an additional form of data source of my data collection process,
observations were carried out in two pharmacies. The reasoning behind this option is
to gain an “insider” understanding of what exactly happens from the moment that an
individual with a prescription to fill arrives at the pharmacy until the moment the paper
prescription is stored.

The course of action | followed with the pharmacists | visited was similar to previous
mentioned courses of action. Both the clients and the pharmacists were presented with
a consent form about strict confidentiality, especially so as patients’ medical conditions
might be discussed in the process. From my experience, | noticed that each of the
pharmacies used different methods to tend to their customers’ needs. However, the end
result was the same in both cases: the customer would present their printed prescription,
the pharmacist would log in the system and give them their required medicine, and after
the customer left they would deal with the paperwork.
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4.4.4 Thinking Aloud

As a way to gain more and deeper understanding, thinking aloud was also used in the
observation sessions with the pharmacist. According to Hertzum, Borlund and
Krisofferensen (2015, p. 2), there are two kinds of thinking aloud processes: one is more
relaxed and the participant is asked to also share his or her thoughts about the process
and the second one is more descriptive in the sense that the participant mentions all of
his or her actions to the researcher as he or she does them. In my research, | used the
relaxed thinking aloud method in order to get more meaningful insight about possible
actions that might not be actually performed or the pharmacists’ opinion about the
standardised processes that they have to follow.

For the method of observation, | chose to work with two pharmacies in two different
areas of suburban Athens. In total, 6 days of observations took place in both of the
pharmacies. The first day of the observation process was spent at a pharmacy in
Amarousion, a northern suburb of Athens, followed by three days spent at a pharmacy
in Peristeri, a western suburb. Finally, two more days were spent in the Amarousion
pharmacy.

Amarousion is the area where | reside and am familiar with the pharmacist working at
this particular pharmacy as it is located in my neighbourhood. Due to the personal
familiarity, | was permitted to make my observations in this location. As the pharmacist
working there showed extensive interest in the research, the time spent there exceeded
three hours each of the three days | spent with them.

The pharmacist in Peristeri is an old family acquaintance and | was allowed to spend
with her two hours each of the three days | spent there, so as to observe the process of
filling a prescription.

During my stay at their workplaces | asked the pharmacists to explain the organising
and sorting system that they used, as well as the Application Programming Interface
(API) they were using to fulfil the prescriptions. Due to various reasons mentioned in
length in the analysis section of the report, pharmacies opt to use not the e-
prescription.gr interface but other, commercial applications that are connected to e-
prescription.gr and offer faster and more customizable interfaces. From the
explanations and feedback given | was able to understand the details and the issues that
they themselves were facing concerning the e-prescription.gr site.

Both pharmacists | worked with were given the informed consent form and were also
briefed about the topic | was researching. In both of the observation sites no recordings
were made due to the sensitive information that might be caught on tape. However,
descriptive notes of the setting and the comments made during the thinking aloud
process were kept in order to facilitate the analysis process of my project. As far as
patient/customer observations are concerned, the exact process followed for their
information took place as follows: the pharmacists would ask their customers if they
had a few moments to spare in order for me to inform them about my research. If they
were busy, in a hurry to fulfil their prescriptions or just did not want to take place in the
research for any other reason, no notes were kept. To those however who accepted, |
gave the informed consent form, which they kept for potential future reference or to get
in contact with me, and explained the reason why | was there. It should be mentioned
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that even though patient information was of no interest to my research, due to its
personal and sensitive nature, the patients/customers who visited the pharmacy had to
be informed as well about the ongoing research in accordance with the ethics of the
field.

4.5 Data Analysis

In order to work with the gathered data, and move to the analysis | made clusters of
relevant information so as to discern patterns. These patterns will make the analysis
part easier for the reader to follow. My course of action was to collect the data from all
the methods that | used and then move to its analysis.

Lichtman’s three Cs (Codes, Categories, and Concepts) model (Lichtman 2013, p.251)
is used for the process. The underlying idea is to gather all the research data and first
summarize the responses and field notes into codes and then compose bigger categories
that include various codes. The final step of the process is to generate concepts that
function as umbrella terms, that are more general and on which the discussion is based.
The process is depicted in Figure 1 below. By following this model, | generated 179
codes which were grouped into 21 categories. These categories were further clustered
into 4 concepts which will act as a guide for the presentation of the findings. The said
concepts are: understanding the situation, health system mechanics, e-Health platform
and ethical issues. In Appendix 3 there is an example of how codes where combined
into categories and how certain categories produced general concepts.

:>
Data from focus groups :>
Categories :
Data from Observations ) [——_—>
Data from thinking [
aloud

Figure 1: Three Cs analysis (Lichtman 2013, p.252)

4.6 Validity and Reliability

The notion of rigour and how to establish it in qualitative research has been troubling
researchers in the social science field for a long time and yet they are no closer on
determining a set group of criteria or even deciding on whether or not it is appropriate
to have such criteria at all (Sandelowski & Barroso, 2002, p. 2). This claim is supported
by recent papers as well, which undoubtedly only fortifies the above opinion. To be
more precise, Noble and Smith (2015, p.34) argue that there is no extended consensus
on what constitutes a trustworthy qualitative research, since criteria upon which rigour
can be judged have not been decided. However, in order to enable this thesis to be
judged for its trustworthiness a set of criteria that are endorsed by various qualitative
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researchers is adopted (Guba, 1981 sited in Shenton, 2004, p.64), i.e. credibility,
transferability, dependability and conformability.

One of the ways to ensure credibility, which has to do with how much the research
corresponds to reality, is by triangulation as explained by Shenton (2004, p. 65), or in
other words the use of various methods, more commonly: observations, focus groups
and individual interviews. As my research focuses on how citizens and professionals
perceive the privacy and security risks they may be in, it can be argued that the reality
that is presented is more or less subjective. Nevertheless, | have tried to cross check at
least the procedural information that was given by the participants. Additionally,
whenever | was allowed by the participants, | made certain to record the session in order
to be able to return to it later during the translation process, not only to make certain
that the diction is maintained during the translation to English but also to be able to
refer to it for checking points mentioned.

As far as transferability is concerned, in case the results of this study were to be used
in different contexts and situations certain aspects of the research must be taken into
consideration first and thus is crucial that they be mentioned in the research (Shenton,
2004, p. 70):

1. How many organizations are taking place in the research;

2. Potential limitations of participants with regards to the information that they
provide;

3. What methods were used,
4. How many and how long were the sessions
5. The span of time that the gathering of the data took place.

These aspects are mentioned in the thesis with the hope that in case another similar
research takes place, for example in another part of Greece, certain homogeneity can
be maintained. More information about the above aspects is presented in the next
chapter, “Data Gathering”.

Dependability in a qualitative research refers to the extent where the research can be
repeated by other researchers at a later time and the results are expected to be repeated
the same (Shenton, 2004, p. 71).

As this work is a qualitative research, and not quantitative, the results could not be
repeated in the way that they are presented here in their entirety. As mentioned in the
limitations of the research, different individuals in different or remote areas of Greece
may be experiencing differently life in connection to the e-prescription.gr platform. In
this case, their comments and concerns could differ from the ones that were mentioned
to me, in this particular research setting and with these particular participants.
Dependability could be observed from the professionals’ perspective, at least to the
extent that they discuss the technical aspects of the platform. However, it should be
kept in mind that since people’s opinions are the main focus of the thesis they could not
be repeated as they are presented here, from a different group of participants. That said,
the interview guides that are included in the Appendices could provide the same basis
for discussions to future researchers. Additionally, by documenting thoroughly the
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processes that the research follows, is a way to ensure dependability, at least to some
extent, in the context o a qualitative research (Shenton, 2004, p.71).

Lastly, confirmability refers to how detached the researcher is when interpreting the
findings and information provided by the participants. As this particular research is an
interpretive one informed by ethnography, by definition the researcher’s background
cannot be completely eradicated from the equation. It is therefore understood that the
analysis of the material gathered is, to some degree, influenced by my personality and
personal views. However, by utilizing the above mentioned criteria, any bias is
limited and contained.

4.7 Ethical Considerations

As mentioned above, the sensitive nature of this research requires delicate care of the
information that will be shared by the participants. Besides, according to Smith,

“The understanding of ethics is not just a study in theoretical
knowledge, but includes an understanding of the applicability of
ethics to real world situations ”(Smith, 1995, p. 3)

In particular, as far as interviews and group interviews are concerned, since the
participants will be presented with an informed consent form to sign - along with the
researcher- a basic level of security will be offered to them. According to Codex, which
is a Swedish website that offers researchers information on regulations and laws on
conducting ethical research, the information that should be included in an informed
consent form is the general plan of the research, the aim and methods that will be used,
who will conduct the research, potential consequences or risks and the facts that
participation is not obligatory and can be rescinded at any time (Codex, 2016). Of
course, since during the interviews notes or recordings were kept (according to each
participant’s willingness to speak on tape) additional care was taken so as not to lose
the material produced. What is more, all the data gathered will be stored in a secure
way (i.e. encrypted and saved in a password protected file). Apart from ensuring
confidentiality, certain other steps must also be followed while interviewing
individuals. As Gray (2009) mentions in his work, the interviewee should never feel
stressed or pushed to give answers he or she does not feel comfortable giving and also,
they should be informed in advance that they can terminate the interview for whatever
reason that may apply to them. The important aspect of this particular point is that the
interviewee, in other words, must never feel obligated to answer questions that are part
of a scientific research.

Additional to the above, there are supplementary ethical considerations to be taken into
account while performing the focus groups. To be more precise, as interactions of
participants with the researcher will take place as well as interactions between the
participants themselves, special care needs to be taken so as no disclosure of sensitive,
personal information is to be shared with them (Carey & Smith, 1994, p. 124). The
researcher should mention clearly in the beginning of the session that this exact problem
may arise and thus everyone involved should be careful of the information they share
at their own choice (Smith, 1995, p. 6).
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Furthermore, as the observation in the pharmacy is concerned and the thinking aloud
process, ethics are perhaps of the utmost importance. Additional to the consent form
that will be signed both by me and the pharmacist, great care should be exercised so as
not to write down any sensitive information about patient’s medical condition.
Furthermore, it is also vital that the clients of the pharmacy that choose it to fulfil their
prescription, should also be informed of the researcher’s objectives and an “off the
record” mode should be followed in the event that the patient or client does not agree
to the observation.

Finally, the selection of the participants needs to also be addressed here. The citizens
who took part in the focus groups and the medical professionals | interviewed are all
personal acquaintances. This choice must be justified and communicated accordingly
So as to address the potential issue of bias.

As mentioned above, Athens has a plethora of municipalities and not all are the same
wealthy. As it is my firm belief that privacy and security of medical data is of
importance to all citizens, despite their social and economic standing, | wanted to
include a variety of participants despite differences in age or status. These points,
along with the limited resources | had available led me to opt for acquaintances. As a
way to avoid bias, | grouped together in focus groups people who did not know each
other. By doing so, | attempted to bring together a diverse crowd of citizens that could
make an unbiased conversation on important matters.
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5. Empirical Findings

After having completed the research process and having been presented different points
of view from all the involved individuals, | have managed to reach certain conclusions.
Even though the e-health platform is one entity, | observed that each category of the
participants saw issues and offered comments from a different perspective. However,
even though they all have numerous backgrounds they also had certain similar concerns
to express. The analysis of those points of view allowed me to answer my research
questions: explore the concerns and present ideas that could assuage them.

By thematically analyzing the findings of the interviews, observations and focus
groups, | managed to compose four concepts which include the concerns that were
mentioned to me. The extracted concepts were: Understanding the Situation, Health
System Routines, e-Health Platform, and Ethical Issues. In the following part, 1 will be
presenting those concepts.

5.1 Understanding the Situation

In order to be able to understand the mentality and perception of all of the three involved
parties (i.e. doctors, pharmacists and citizens) regarding their privacy in the e-Health
department, it is vital to previously examine how they perceive the current set of
circumstances in the Health system. One of the categories that led to this concept was
individuals’ comments and opinions on how the situation was before the e-prescription
system was implemented. Moreover, thoughts and beliefs on the current health system
were expressed and certain comparisons to another country’s e-Health system (i.e.
United Kingdom) were underlined.

Before the centralized e-prescription system was implemented in the Greek Health
system, over prescription was rather common. This is a belief shared both by medical
stuff I interviewed and certain citizens that took part in focus groups. According to
some of the citizens who participated in my research, both doctors and pharmacists
found this reality accommaodating to their own personal agenda and thus were reluctant
to shift into a digital era of prescribing medicine. A citizen that took part in one of the
focus groups had strong feelings about this issue:

“I remember when the idea of the electronic system was first
introduced, doctors were on strike, demanding that the previous
state of things does not change. They didn’t want to learn new
technologies, were reluctant to go online because all their moves
could be traced that way and they didn’t like that of course! It
meant they could no longer have shady deals!”

When the e-prescription system was about to be introduced for general use, the HPA
organized educational seminars for pharmacists. According to one of the pharmacists
that were interviewed it was a more than welcome initiative as the older generation,
like herself, was not that accustomed to new technologies.

With regards to the doctors, however, the HPA’s example was not followed. In

particular, each hospital followed their own course of action regarding educating their
staff on the new platform. For example, one of the doctors that took part in an interview
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claimed that the hospital he was working at, at the time, provided a brief seminar,
“...that even though was not that well organized, at least they made an effort”. The
second doctor, however, experienced nothing of the above. In his case, he would browse
the platform’s capabilities at his spare time since no formal form of education or
training or even a guide leaflet was offered. He said on the matter:

“I taught myself how to navigate and use the system. When [ would
return home from work, I would browse what possibilities the
platform gives us. It was vital for me to know where is what
because you can’t have queues of people outside your office and
struggle to find what you are looking for. For example, you need
to know the code of the diseases you may deal with, or as we say,
the ICD-10 and not look for it each time.”

According to the comments | received, in the first period that the e-prescription
platform was implemented in the public health sector, i.e. early 2010, connectivity
issues were occurring several times during the month. The main problem was observed
during the first and last days of each month when citizens would rush to their doctors
to renew their medical prescriptions. Multiple occasions were mentioned by
interviewees where a great number of citizens were facing discomfort due to the
doctors’ inability to access the e-prescription system. In these cases, there was nothing
that the doctor could do but advise the patient to come at a later time with the hopes
that the platform would be functioning, as an interviewee described. The same problem
was also an issue for the pharmacies. Citizens would ask for their prescription to be
filled at the pharmacy that they would visit but since the e-prescription system was
offline, the customer could not be attended to and was required to return at a later time
and try again.

However, as regular updates (every two to three months) are developed by IDIKA and
as connectivity problems was a well-known issue, it was later addressed, for the most
part. Nowadays the platform hardy ever goes offline, at least for the doctors, and this
particular difficulty is no longer discomforting citizens or medical staff on a recurring
rate.

“It [the platform going offline] used to happen frequently.
Especially during the last days of the month when pensioners
would come to renew their prescriptions, the system would
overflow and crash. It was pretty bad for them but there was
nothing we could do. Now it doesn’t happen anymore, or if it does
it’s very rare.”

The pharmacists are still facing some issues with connectivity, particularly since every
three months the price tag of the available medicines changes and all pharmacies have
to, virtually simultaneously, update the platform. This was mentioned to me by the
pharmacist | interviewed, as well as by both the pharmacies | conducted
observations/thinking aloud at.

One of the doctors I interviewed used to previously work at a hospital in the UK and he

was able to draw some comparisons between the Greek and English e-Health systems.
Some of the differences between the two systems are:
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e NHS: access to online system only from a hospital. The doctor claimed that the
access to the e-Health system is limited in the UK. That means that someone
with the proper credentials can only sign in to the platform while being in the
premises of the hospital. In Greece however, this is not the case. An individual
with valid credentials can use any network to sign in to e-prescription.gr. This,
according to the doctor, can be potentially risky. Citizens that took part in focus
groups seem to agree with this as well:

“I am very worried that the platform is accessible from any
network. What if information is leaked?”,

one participant mentioned with regards to the issue.

e NSH: only paper prescriptions issued from the hospitals. Another difference
between the two countries is that in Greek hospitals paper prescriptions are
printed out from data inserted in the e-prescription.gr platform. Whereas in the
hospitals in the UK only handwritten ones are issued for the patients.

e According to the same doctor, the English e-Health system accommodates
existing patient allergies as well as various other notes in the personal e-Health
records. Unfortunately, this feature does not exist in the Greek platform and no
banner pops up informing the doctor of any known allergies or other important
information about the patient they are examining. The interviewee had an
interesting example to share concerning this issue:

“There are certain medical agents, anticholinergics, that we give
to patients in order to treat problems with the urinary sac which,
however, should not be prescribed in case the patient has
glaucoma. So there was once a patient, whom | asked if he has
glaucoma and he said no, but by looking at his previous
prescriptions in the platform I saw that he had it! If I hadn’t looked
and went ahead and prescribed for him the anticholinergic, he
could have had permanent loss of sight; the platform did not pop
up a banner telling me so, it was completely up to me to guess it
by looking at previous prescriptions.”

He then went on to explain that the e-prescription.gr platform is a very simple
one, as it was designed and implemented in a very short time frame, which, non
the less, was much needed in the Greek e-Health field.

5.2 Health System Routines

As previously mentioned, the Greek e-Health platform produces paper prescriptions; it
is in other words, a mix of digital and analogue process. The concept analysed here
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provides an overview of what happens with the printed prescription as well as the way
that the medical staff operates within this system.

As mentioned by the pharmacists | worked with, they are obliged by law to store and
number the paper prescriptions and at the end of each month deliver them to the HPA’s
offices for checking. All three of the pharmacists | spoke with mentioned that this was
a rather serious inconvenience to them as they had to sacrifice working hours to
transport heavy packs of paper to the union. One pharmacist in particular mentioned:

“We 're obliged to get the paper prescription to the union form the
1% to the 5™ of every month. We have to carry a huge pile of papers
and spent many hours there until we are finished and get back to
the pharmacy.”

A special category of paper prescriptions is strong antibiotics and painkillers. For these
types a specific procedure is followed, where apart from the typical paper prescription,
an additional formal document, stamped by the Ministry of Health is required in order
for the prescription to be valid and able to be filled. These formal documents mention
the patient’s name, condition which justifies the need for strong medicine, as well as
the exact dosage of the medicine. A doctor explained:

“When it is required to prescribe a patient with strong antibiotics,
such as third generation cephalosporins or strong painkillers,
such as opioids, we handwrite a special accompanying document,
which has been stamped by the Ministry of Health, that the patient
has to give to the pharmacy along with the normal paper
prescription. Without it the prescription cannot be filled”

In contrast to the normal paper prescriptions that are submitted each month at the union,
the special accompanying documents are required by law to be kept both at the
pharmacies and the hospitals that issued them alike, for at least 2 years.

During the thinking aloud process at the pharmacies, | was told that when customers
come with prescriptions, the pharmacist would take the printed paper and after he/she
were done with serving the customer they would normally place it in a drawer and keep
it there until the end of the day, when they would number and file it with the rest of the
month’s prescriptions. What I observed however was, in reality, different and more
chaotic: when multiple customers would come in, paper prescriptions were left on the
counter and were only put away at a later time.

5.3 e-Health Platform

This concept has to do with the technical characteristics of the e-Health platform that
the medical staff who uses it has to be aware of. Additionally, versions of the doctors’
and pharmacists’ software are examined. Lastly, after having gained a general
understanding of how the platform works for both of the parties, potential compromises
and strong points are reviewed.

As | was informed by the interviewees, when either pharmacists or doctors first create
their account in the e-prescription.gr platform, they are given a username and a
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temporary password, which they then have to change. Also, the password is required
by the system to be changed every month. This can cause various issues for the medical
staff that will be later examined.

A thing that was made clear to me during the observation process at the pharmacies,
and was also mentioned to me by the professionals, was that doctors and pharmacies
may operate in the same platform but they use different parts of it. Pharmacists, choose
to work mainly through API’s that communicate with e-prescription.gr but offer a
bigger customization and are relatively faster to browse. Those interfaces require a
different set of username and password, which also has to regularly be updated. Even
though the API of their choice is more useful to them, not all functions of e-
prescription.gr are covered by it. This results in them having to sometimes sign-in in
their e-prescription.gr account. As an example, one of the pharmacists | worked with
said:

“The system allows a 24-hour gap that the status of the
prescription can be edited. For example, let’s say that a client
purchases two boxes of a medicine and they later return one of the
boxes for whatever reason, maybe they had one at home from a
previous occasion. The cancellation of the filling of the
prescription can only be done through e-prescription.gr and not
from the API that each pharmacy uses.”

As any electronic platform, e-prescription.gr has certain identified drawbacks. In
particular, as mentioned by all of the participants in this research, human error seems
to be the most cited one. Having to constantly change passwords, the involved
stakeholders try to find easy ways to achieve accessing the system without a great effort.
As it was stated to me by one doctor, passwords tend to be simplistic, like “...the
doctor’s name and the month we are in”. A pharmacist from the pharmacies I did the
observations claimed that “it’s hard to remember all the different passwords, so some
of us write them on post-it notes and stick them on the monitor”.

Another known drawback of this system is its inability to project important comments
that the doctors have noted with regards to a patient. There is a field for comments but
it is not searchable, thus if a doctor wants to access a comment, they have to manually
look for it and open it. This may lead to an error in the prescription and pose a threat to
the patient, as seen before, with the example of the patient with glaucoma. Furthermore,
an identified security gap is that the doctor has no way of knowing that it is too soon to
prescribe medicine for a specific patient, as no pop up window exists informing them
so. To highlight this issue, a doctor commented:

“There was this time when a senior citizen came to the office and
asked me to prescribe his usual monthly medicine but | was sure |
remembered him coming last week as well asking for it. So |
accessed his History and, alas! I was right.”

The above however comes in contrast to an experience shared by a citizen who took
part in a focus group, who claimed:

“I was at the cardiologist a few days earlier than I should have
gone and the month for which I had medicine prescribed to me
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was not over yet. The system did not allow the doctor to prescribe
the medicine to me, he told me that it kept blocking me.”

Multiple citizens, both from the focus groups and individual interviews expressed their
concerns about the platform itself. They had a feeling of mistrust both in the system
itself and the government who, they feel, hastily commissioned the programming and
implementation of e-prescription.gr:

“They [the government] must have known that the platform was
not very good. It was created so fast! How could they not have

2

designed pop-up windows? It’s a serious lack, I believe.”,

An interviewee mentioned. Another one from a focus group commented that even
though the system was much needed in Greece, he does not think that it is up to date in
comparison to the technologies that are available today. Lastly, another interviewed
citizen commented on the matter:

“I don't feel very confident that my [medical] records are being
very well guarded. You don’t have to be paranoid to think about
these things: they do happen for real”.

While there is a box to be ticked in e-prescription.gr stating that the patient has given
their permission for the doctor to view their medical history, there is no written consent
given. This may result in disputing that consent was ever given to the doctor. This may
work in both ways, as doctors can tick that box at will, without informing the patient at
all, as seen in the above quote.

Moreover, availability of information and medical stats is not always guaranteed. A
pharmacist that was interviewed mentioned that they are facing a very serious issue:
not all medical EPR systems are compatible with each other. Even though this is not
strictly relevant to e-prescription.gr, it does however, significantly influence it: if a
patient is admitted to a hospital for a procedure, it does not appear in their personal
health card in e-prescription.gr. As it can easily be understood, this may pose significant
danger and risks to the patients in case of, for example, dementia. The pharmacist |
interviewed commented:

“There was talk that one centralized EPR would be introduced to
all public hospitals, for a very simple reason: The way things are
now, if a patient was admitted to, let’s say Onasio Hospital and
then left and got admitted to Red Cross Hospital, doctors there
would have no clue, or would have to ask the patient him/herself
what was done to him/her at the first Hospital or what medication
he/she was given. But the patient maybe did not know exactly, or
maybe did not remember.”

In the case of a system failure, pharmacists mentioned that communication with the
platform’s administrators was problematic. They had no formal notification that the
software was facing connectivity issues and were left wondering if it was a local
problem or not. The mentioned solution was that pharmacists were communicating with
each other and asking if everyone was unable to connect.
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Lastly, as observed in the pharmacies, even though, it is required by law that
pharmacists must ask for some sort of identification, such as an ID card, when filling a
prescription. However, this is not always what happens in reality. It is usual for the
pharmacies to have large queues of customers to serve and time is of the essence.
Consequently, as the professionals explained to me, they tend to not ask for an ID card.
A potential privacy risk is that a prescription can be filled by a third person without the
doctor or patient being able to do anything about it. Of course the fact that pharmacies
do not ask for IDs is well known to citizens as well. People who took part in the focus
groups expressed their mistrust in the users of the platform:

“Those people don’t ask to see an ID. They have access to all my
personal and medical information. How am | supposed to trust
them?”,

one citizen mentioned. One suggestion of an interviewed individual was that the state
should implement more thorough inspections on pharmacies in order to make sure that
proper identification is being asked for upon a prescription filling.

Additionally, another precaution that is sacrificed in order to save time is the required
customer’s signature on the printed copy of the prescription that the pharmacy keeps.
It is obligatory for the customer to sign, however for reasons regarding customer’s
convenience it is usually omitted. A pharmacist explained on these issues:

“In theory, a prescription can only be filled by the person for
whom it was issued. If for some medical or other reason that
person cannot be there in person, then the representative needs a
signed permit which is stamped by the police or by some other
state service. This hardly ever happens, though. [...] if there is a
S-person queue there’s no way the pharmacist will wait for the
document [that needs to be signed by the customer] to be printed.
They just give the medicine to the customers in order to offer a fast
service and then, when they are gone, they just print the
documents and sign them themselves.”

At a further inquiry regarding the possibility that a wrong doing may happen, the
pharmacist explained that especially in the cases of heavy antibiotics or pain killers the
pharmacist technically has to also sign the patient’s health booklet. He claimed that this
rarely happens too, as most people do not carry with them their health booklets.
However, the pharmacist can deny service if the customer fails to present said booklet,
especially “[...] if for some reason they find the transaction shady”, he concluded.

Besides the above mentioned disadvantages, the platform does offer various safety
measures for safeguarding the patients’ sensitive medical information. To start with,
the frequent change of password, regardless of how it ends up being treated by the
professionals, is one of these. Additional to this is the required CAPCHA code every
time a sign-in in the system happens.

“There is a safety valve, the known text, CAPTCHA, that asks you
to confirm you are not a robot and then asks you to write a small
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text. They use this so as machines or programs do not try to access
the system.”

Another point that was mentioned to me was that a paper prescription is more than just
a simple printed document, as multiple information is on it. In effect, identifying data
about patient and doctor exists on the prescription, along with the doctor’s signature
and stamp. In case a doctor loses their stamp, they have to inform EOPYY and
immediately the system is informed. This results in pharmacists seeing a pop up
window that informs them of potential fraud. A unique barcode also exists on the
document, that is scanned by the pharmacist who fills the prescription. This barcode
can only be used once for filling the prescription and is then locked making the same
prescription unable to be scanned again.

It is a firm belief of a doctor interviewed that having both a digital and a printed
prescription is not a retrograde thing but rather ensures the safety of the prescription
process.

“The citizen’s social security number, the doctor’s and the
hospital’s stamps are things that guarantee that a paper
prescription is genuine. By having a paper prescription, the
chances that a prescription can be falsified are slimmed down. A
very important advantage to have.”

Complementary to the paper prescriptions, the doctors are required to also write a
detailed diagnosis and proposed treatment in the patient’s health record. This is,
however, a questionable requirement as some doctors claim that medical confidentiality
can more easily be broken.

“When e-prescription.gr was first introduced we stopped writing
the diagnosis and proposed treatment on the patients’ health
booklet, and very rightly so. With a recent law however, we are
made to write on the booklets again which facilitates potential
breach of medical confidentiality as whoever gains access to the
booklet will be able to see every medical information of the
citizen.”

During a recent update a new safety measure was introduced: expired medicine can no
longer be scanned at a pharmacy, thus minimizing the risk of a patient getting a wrong
item. This information was shared by a pharmacist during the thinking aloud method.
Another important addition is that the moderators of the software, i.e. the developers of
IDIKA, can monitor in real life the filling of the prescriptions. According to the same
pharmacist this can be beneficial:

“As of the last update, IDIKA can see in real time the
prescriptions that are being filled. It’s a good thing, it can protect
both us and the customers from potential fraud.”

The innovation that e-prescription.gr has offered is that it facilitates the writing of the

prescription. The doctors save considerable amounts of time as they can copy and paste
regular or repeating prescriptions of patients. Additionally, life is made easier for the
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pharmacists as well, as doctors’ bad hand writing is overrun. A doctor shared the
following experience:

“It may sound cliché, but for me it was a reality: I just have very
bad handwriting! | remember when | was in Folegandros!, the
pharmacist of the island would call me and ask me what | had
Written in that’s or that’s patient prescription. I did not have a
clue! If I was seeing 20 patients a day, how could | remember what
I had written for each one of them?! It was very bad. We don’t
have those kinds of problems anymore.”

The platform offers more controlled prescribing as doctors can only prescribe certain
amounts of medicine from specific companies, as professional interviewees explained.
Lastly, it also protects patients, in case they forget what medicines they take or in case
that an error is spotted on the prescription the doctor has given them: the pharmacist
can access the patient’s history and get any information they need. A pharmacist
commented:

“Sometimes, regular customers will come and ask for their usual medication but upon
checking the printed prescription and the patient’s history we may see something
irregular. For example, the doctor may have prescribed Carvedilol 12,5MG but he/she
may have meant to write 25MG, as usually. Then we can ask the customer, did your
doctor change your usual dosage?”

5.4 Ethical Issues

It is undisputed that the digital era of prescribing medicine has brought dramatic
changes to the olden ways. However, ethical considerations should always influence
decision making. In the case of e-Health where sensitive personal data is concerned, all
of the three involved parties have mentioned doubts about the way that the e-Health
platform was implemented.

One doctor in particular, believes that it is a serious omission of the State that citizens
have not been officially informed about the fact that their personal data is being
gathered and used. For instance, an example given by the doctor for what a patient can
do is when the citizen does not wish to be a part of this database, they should be able to
file a formal document to their insurance sector that excludes them of the database and
of the data gathering process. One further omission is that patients are not informed
about repercussions or penalties that may arise from breach of terms. This point was
made by a doctor during communication that took part after the interview was
concluded.

Even though having our own national health statistics can be beneficial, not enough
attention has been paid with regards to patients’ privacy, as mentioned by multiple
interviewed professionals.

! Folegandros is a small Greek island. All doctors are required to spend a certain amount of time at a
remote part of Greece as part of their training.
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“We now have huge statistical information databases, that we did
not have in the past. There is no care, though, for patients’
personal medical data”

one doctor said. This point was mentioned to citizens who took part in the
focus groups and concerns were raised by some of them:

“Who has access to these stats, I wonder. I'm OK only if the
Ministry for Health does. | suppose the people who run the
platform too”,

a citizen commented on the matter. A pharmacist however did confirm that indeed,
only those two parties can access and review the statistics produced by the e-
prescription.gr platform.
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6. Discussion

Privacy and ethics are some notions in which | am very interested in personally, and
this interest is what prompted me to get involved in this particular research. As Ess
(2014, pp.51-52) mentions the person we all are is increasingly the information we
choose to share online. In the case of the e-Health records kept by the e-prescription.gr
platform, sensitive information is being shared and stored without the explicit consent
of citizens. This fact is what prompted me to explore and identify what the caretakers
and caregivers see as potential threats to their privacy.

By using interviews, focus groups, observations and thinking aloud methods | wanted
to explore the thoughts of the involved categories of people (i.e. doctors, pharmacists
and citizens) on the privacy aspect of the current state of e-Health records and practices
kept. Their concerns about the security of said records was the main focus of my
research and their views are discussed in this section along with back to back
comparison with previous literature mentioned in the thesis.

6.1 Identifying the Concerns

The first and foremost aim of my research was to pinpoint what are the privacy and
security concerns that health care providers, doctors and pharmacists in this case, and
health care consumers perceive with regards to the use of e-prescription.gr. In order to
be able to discuss the concerns that emerged from the methods that | used, they are
categorized in four themes and discussed with regards to these aspects. These themes
are the technological aspect of e-prescription.gr, the functional one, ethical issues tied
with its use and concerns about the platform that are connected to the general sector of
Health in Greece and the way that it is managed.

6.1.1 Concerns on the Technological Aspect

As seen above, in the Literature Review section, according to Nataraj (2011), security
issues may arise in any IT environment that the healthcare professionals (either doctors
or pharmacists) use, or the traffic director itself. That could include any device used to
access the e-Health platform and of course, the network used. As explained by the
professionals who took part in the research however, in Greece this issue has not been
taken into consideration and with the right credentials, anyone can have access to e-
prescription.gr from any place they may be.

The risks of accessing the platform from a not very safe network, outside of a protected
environment (i.e. hospital or private practice) can induce unwanted breach in security.
Such an event could consequently cause irreparable troubles to citizens’ privacy. One
doctor went as far as to suggest that the fact that access can be gained from virtually
any place, could be exploited by medical professionals with questionable ethics and
professionalism. An obvious comparison can be made to the UK’s NHS. In the UK
doctors can access their online system only from licensed networks, such as hospitals
and private practices. Greece, and especially IDIKA who is in charge of the e-
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prescription.gr platform could look to such examples in order to make adjustments to
the platform that can ensure a higher level of security.

To discuss further the connectivity related issues, it is worth to mention at this point the
occasional unavailability of the platform. As multiple professionals mentioned, there
are times when the e-prescription.gr platform is offline which results in them having to
tell the citizens/patients (when talking about doctors) or the citizens/customers (when
talking about pharmacists) that they cannot be served thus having to leave and return at
a later time when the platform is online again. As it can be understood, this
unavailability causes various troubles for all of the involved individuals. The health
care providers are not able to do their job and the citizens do not get the treatment they
require. In other words, the availability of the platform is severed. To make matters
worse, as explained by pharmacists, it can be difficult to communicate in a timely
manner with the administrators of the platform in the event that it goes offline.

The International Organization for Standardization (ISO) and the International
Electrotechnical Commission (IEC) have introduced and revised the Code of Practice
for Information Security Control, known as ISO/IEC 27002:2013 (Lois, 2016, p.29),
which defines Information Security as the practices that ensure confidentiality, integrity
and availability of information (von Solms & van Niekerk, 2013, p.98).

Confidentiality Integrity

Information
Security

Availability

Figure 2: The CIA triad (Yeboah-Boateng, 2013, p.35)

The CIA triad is a generally accepted standard in the field of Information Security and
thus, when one of the components is no longer a variable, security issues may arise
(Gomes & Lapdo, 2008, p.768).

As seen in the analysis and explained by the pharmacist | interviewed, each hospital
uses its own EPR system. Even though this by itself does not affect or produce any
security concerns for the citizens (it was not mentioned by any citizen who took part in
either the focus groups or the individual interviews), it may pose a risk indeed, at least
in the eyes of the pharmacist who mentioned it. To be more exact, if a patient visits a
hospital for a medical reason and then checks out, there is no way for another hospital
that the same patient may visit in the future to know exactly the treatment that he or she
received in the first hospital. Consequently, information is not being available to the
individual/professional who needs it. In other words, one of the three main areas of
Information Security is not covered.
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Kierkegaard (2013) talks about barriers that hold back a unified platform from being
implemented in a greater scale, through the whole of EU. Apart from this bigger picture
however, most of the barriers can also be mentioned with regards to a unified EPR
system for the Greek hospitals and private practices of doctors who are working with
the public sector. Some of the barriers mentioned by the researcher are:

1. Existing software and hardware would make it expensive to migrate to a unified
platform.

2. Maintenance costs would be high.

3. Varying degrees of e-Health implementation throughout the EU currently,
would complicate adopting a unified infrastructure in the future.

A comparison can be made regarding the above-mentioned numbers one, two and four
points to the Greek reality. The third barrier is not applicable to the Greek reality as the
whole of the country has moved past the pilot period of implementing the e-
prescription.gr platform in certain areas and has moved on to use it in its whole.
Regarding the first one, it can safely be assumed that it would apply to the country’s
circumstance. As there are various EPR platforms in each hospital, a unified
implementation would make it prohibitive to implement. This issue is amplified by the
economic state not only of Greece in general but also of the economics of public
hospitals who are facing economic turbulences and distress. Specifically, in 2015,
amidst the economic crisis, health spending amounted to 8,2% of GPD (or 2245 USD
per capita) in comparison to 11,1% of GPD in Sweden (or 5228 USD per capita) or
9,8% of GPD in the UK (or 4003 USD per capita) (OECD 2015). For reference, health
spending in the year of 2009, a year before the documented start of the crisis was 9,8%
of GPD (or 2991 USD per capita) (OECD 2009). This comparison highlights and, to
some extent, explains why it is more difficult for Greece who has substantially less
funding for the Health sector than countries like Sweden or the UK, to sufficiently fund
the creation or update of a better functioning e-prescription platform.
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Figure 3: Data from OECD, 2015

With regards to the second point, maintenance costs would not be higher with a unified
system, by contrast to having multiple systems to maintain. The Greek e-Government
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Center for Social Security (IDIKA) would have one software to handle and thus it
would prove to be both cost effective and less time consuming to train employees.

6.1.2 Concerns on the Functional Aspect

One of the concerns of the professionals involved in the research was that e-
prescription.gr was hastily designed and implemented. Additionally, citizens
mentioned that the platform does not appear to offer the functionalities that 1S
nowadays can offer. These views are supported by the official dates that highlight the
reality: e-prescription was a term in the Memorandum signed on May 3™ of 2010 and
the platform launched on January 24" of 2011 (Vassilakopoulou & Marmaras, 2013,

p.6).

To begin with, as professionals explained, there are no built-in decision support
mechanisms that could alert the prescribing doctors for multiple medicine
inconsistencies or allergies of the patients. As expressed, while the doctors prescribe
medication there are no popup windows that could warn them about, for instance, know
allergies of the patient that render them incapable of taking a certain medicine. This is
a functionality that could have been incorporated in the platform, as it is done in the
UK for example, according to one interviewee.

Today, shortcomings like the above are fairly easy to deal with. According to some
researchers, most platforms for e-prescribing medication in the USA include a system
that alerts doctors when inconsistencies are present with regards to medication and
allergies of the patients (Porterfield, Engelbert & Coustasse, 2014). However, they do
mention also that, on the other hand, having too many such alerts could cause alert
fatigue: a phenomenon where doctors tend to ignore alerts altogether if they are
overwhelmingly many.

Some other functional shortcomings mentioned by the doctors, were that there is no
way for the doctor who is about to prescribe medicine through e-prescription to know
that it is too soon for the same patient to be given medicine for the same condition. In
cases of chronic disease, patients are given enough medication to last for three to six
months and they cannot be given medication sooner than that. However, as doctors
mentioned, there is no pop up banner that informs doctors that it is not yet time for the
patient to be given medication. This leads to extra manual work added to the workload
of a doctor, who has to check the date of the previous prescriptions given to the patient.
Many doctors find this to be a functional flaw of the platform, besides being
inconvenient, that could lead to serious consequences.

It is worthwhile to mention here however, that a citizen who took part in focus groups
narrated that she was once denied by her doctor medication with the excuse that the
platform did not allow him to prescribe medication for her condition as the three months
from her previous visit to the doctor had not yet expired. This is a curious case, but it
could be explained by the fact that doctors can access the history of each patients’
prescriptions and visits to the doctor. However, ethical issues may arise from this,
which are discussed next.
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6.1.3 Ethical Concerns

As an interviewed doctor explained, when a doctor is to access a patient’s history they
are required to tick a box that says they have the patient’s permission to do so. They are
required to ask the patient first before ticking the box but, in reality, they rarely do so.
The fact that the patient does not explicitly give consent to their medical history being
accessed could raise serious ethical concerns as to where the doctor’s job ends and
where the obligation to ensure safety of the general population starts and it could be the
topic of another research altogether. However, it could provide an adequate explanation
of why some citizens believe that e-prescription.gr can prevent doctors from prescribing
medication before is due time, as it was mentioned to me in a focus group.

To take the above mentioned point a step further, a more general ethical consideration
is that citizens have not been informed that their medical data is being accessed and
used in order to extract statistical information. Professionals that took part in my
research mentioned that it is a considerable step forward to have our own medical
statistic and not have to rely solely on foreign studies about the Greek reality, but in
the hasted way that the platform was designed and implemented, not enough attention
was given to protecting patient privacy while mining data from the e-prescription.gr
platform for statistical purposes.

The question of who will have access to the medical data in a unified EU e-Health
system and who will safeguard them in each country-member has been in scope in
Kierkegaard’s research (Kierkegaard, 2013). Ethical questions such as who will have
access to the data in each country, who will be able to process them and for what
purposes and, perhaps, most importantly who will be keeping them safe are important
to research and answer before any attempt to a unified platform will be proposed.
However, it is an important point to consider for each country-state individually as well.
As | was informed by a participant doctor, these questions were not given much
thought, consideration or planning in Greece’s case. Citizens have not been explicitly
informed by the state about what kinds of data is being gathered, who can access their
data or have not been given the choice to opt out of the database or of any parts of it.
Additionally, citizens of Greece have no access to their medical data so far.

This lack of proper studies in handling medical data in an ethical way is quite well
documented in an interview of the ex-managing director of IDIKA in national
television. In the interview he admitted that raw data is being gathered but unfortunately
there is not enough filtering or anonymization processes before the data is processed
(timetvchannel, 2012). On a positive note, however, professionals confirmed that only
the National Agency of Health Services, the Hellenic Pharmaceutical Association and
the administrators of IDIKA have access to the raw data and the whole of the statistical
information. As such, the citizens’ concerns on who can have access to the processing
of their personal medical information can be reassured.

6.1.4 General Concerns
Pharmacists are required by law to ask for official identification before proceeding to

fill a printed prescription presented to them by a client. However, as explained by
pharmacists in my observation sessions, they rarely do so. Particularly in rush hours

42



and days when a nearby hospital is open in overtime, pharmacists have large numbers
of prescription to fill, thus making it impractical to ask for an ID card from every
customer that asks to be served. Citizens that participated in focus groups expressed
their concerns about this and in certain cases outright mistrust.

The fact that another requirement is not enforced strains the citizens’ trust even further:
when filling the prescription, the customer who receives the medication is required to
sign it. However, in order to maintain reasonable serving time for their customers,
pharmacists, as explained to me in the thinking aloud process, tend to omit this step and
provide the medicine to their customers.

As van der Schee et al. (2007) explain, public trust is the way that an individual or
group of people view an organization or a sector. It is influenced by the citizens of a
country and in turn, it influences the way that citizens feel towards this particular
organization or sector. Trust is a notion that is also in focus in Agbele, Nyongesa and
Adesina’s study (2010). The researchers claim that medical personnel are required to
show the utmost professionalism and special care when dealing with personal medical
data due to their very sensitive nature. Therefore, it is understood that in order to keep
the citizens satisfied and have them trust in the health care sector, an equilibrium must
be maintained between keeping their privacy safe and serve them in a timely fashion.

6.2 Recommendations

One of the aims of this research was to find ways that could potentially ameliorate the
reality of the involved parties. Below, | chose two of the problematic areas explored
before and present suggestions that could help assuage them.

6.2.1 Channel of Communication

From my empirical findings, it was clear to me that one of the issues that healthcare
providers faced was the insufficient communication, both between them and with the
developers of the platform. From the lack of communication multiple issues arise:

“The system may go offline but IDIKA needs time to officially announce
it. This leads to us not knowing if it’s an issue on our part, I mean that our
internet connection has a problem, or a system error. We end up calling
neighboring pharmacies to ask “Hey, is IDIKA working over there?!”
and stuff like that.”

mentioned a pharmacist in the thinking aloud process. Taking into additional
consideration the lack of satisfying information on how the system works, as expressed
by other pharmacists in the thinking aloud process and doctors that were interviewed,
and the mistrust with regards to the effectiveness of the system that some of the citizens
who participated in focus groups showed, | understand that communication is an issue
that may affect all the involved parties.

My suggestion would be to create an official channel of communication between the
relevant public sector along with IDIKA developers on one hand, and healthcare

43



providers and consumers alike on the other. For example, a forum could be created
where individuals could post questions on technicalities, mention that the system has
gone offline on real-time, require assistance on a particular aspect of the platform, or
even post how-to videos for the less technologically literate professionals. It would be
beneficial, in order to protect the sensitive medical information or privacy of the
stakeholders, for each user of this system to have specific rights within the medium
according to their role. For example, limited access on what different stakeholder
groups can read and what sub-forums they can post on.

6.2.2 Local System
Availability seems to be another important issue. As a doctor | interviewed, said:

“If the system is down, my hands are tied. Even if it’s a prescription I need
to write for something simple, I can’t do anything if the platform is

offline.”

Comments like the above lead me to conclude that the medical professionals are unable
to perform even the most basic of tasks if there is a malfunction at the platform. A
possible solution to this issue would be for IDIKA to create a secondary, local platform
that could provide the healthcare providers with basic tools in order to accommodate
the patients and the customers. Then, when the error is resolved and the platform goes
back online, all the actions they did on the secondary system can be imported on e-
prescription.gr. By creating a secondary IS that could be locally installed on the
professionals’ computers, the most basic of the issues could be resolved.

Of course, the above are but two suggestions that would have to be very carefully
researched, as there is a plethora of ethical, technical and other issues to be addressed.

6.3 Reflections

My research has been informed by ethnography with the aim of understanding the point
of view of the participants, be they citizens who are affected by the e-prescription.gr
platform or professionals who use the system daily. As | was working within the
interpretive paradigm, my personal views and background have undoubtedly affected,
to some extent, the way | conducted the research. A different researcher might have
approached the individuals that participated in another way than I did, different methods
might have been chosen to be used and other conclusions might have been drawn from
the findings.

For myself, as | am personally interested in privacy and security, as well as ethics of
the people who are in power or hold authority as professionals over others, | had an
emotional preoccupation with the subject. This thesis gave me the opportunity to
examine in depth how individuals perceive issues of privacy and security and what
problems professionals encounter in their daily use of the platform.
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7. Conclusion

The risk of personal and sensitive information leaking is a constant thought for
individuals of the 21% century. In the era of technological and personalized innovations,
people often choose to store their information for easy access thus making privacy
concerns a constant. A particular area of concern for privacy matters is, for me
personally at least, the e-Health sector. As mentioned in this thesis, medical records can
be a category of the most sensitive personal data and could affect the lives of people
that have their privacy breached.
It has been my aim, through conducting this work, to answer the research question |
posed: i.e.
e Which are the privacy and security concerns that healthcare providers (i.e.
doctors and pharmacists) and healthcare consumers (i.e. citizens) perceive, that
are related to the use of the on-line e-prescription system?

and
e How can those concerns be addressed in order to assuage the situation?

For the research, | chose to work within a flexible design that is informed by
ethnography and involve as many different categories of individuals as possible.
Doctors, pharmacists and of course citizens took part in the methods that | employed
and even though, ideally, developers of the platform should have been also involved,
however the results that | gathered were able to illuminate the question posed for this
thesis. Some individuals, i.e. those who took part in the focus groups, were presented
with professionals’ concerns that had not previously thought of themselves and they
became more aware of the potential risks that are apparent. Through the methods used,
the concerns of the participants were depicted with regards to various areas such as the
technological aspect of the e-prescription.gr platform, the functional one, ethical issues
tied with its use and concerns about the platform in connection to the general sector of
Health.

Additionally, two ideas were discussed, that could address the concerns of the
healthcare providers and healthcare consumers alike. By creating a close-knit network
of the stakeholders and a secondary, local system, all the involved parties could a) be
reassured that there is a medium where they can all communicate if need arises and b)
that the process of prescribing and buying medicine can be undisturbed even if the
online system in temporarily unavailable.

7.1 Contribution

First of all, this research aims to raise awareness on important issues that are relevant
to all Greek citizens. Healthcare providers and healthcare consumers alike, can all be
affected by a potential breach of privacy or an event that would pose a security risk of
medical data. The fact that people discuss openly about their thoughts can only prove
beneficial for the advancement of the society as a whole.

The empirical findings are presented in clusters, which can be of service for future
research attempts of various scientific fields. An attempt has been made in this work to
showecase the concerns of the stakeholders as a way of mapping their thoughts on the
issues of personal privacy.
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Furthermore, it was my intention to facilitate the effective and as direct as possible
communication and sufficient information access. Based on the thoughts and ideas that
were mentioned to me by the participants of the research, | propose the creation of a
network channel that all the involved stakeholders can have. Of course, they would
each have specific access rights and measures should be taken in order to guarantee that
ethics and privacy will not be violated.

Finally, my second suggestion of having a local program that would function as a
temporary system while the online platform is offline, could solve any problems of
adequate accessibility issues there may be. Once again, particular care should be
shown in the designing process of said system and ideally, the users should be
consulted and included.

7.2 Future Research

Even though security risks are indicated through the research process, the scope of this
research does not suggest solutions for a safer system, as such an event would require
deeper technical knowledge not feasible to obtain for this project. That said however,
they can certainly be used as a basis for further research or participatory approaches in
order to come up with ways to ameliorate said concerns and assuage the involved
parties that their fears and requests are taken into consideration. Moreover, the findings
can be the first basis for developers to work on any of the concepts described and offer
solutions.

It would be also interesting, to see a research of the same topic and draw comparisons
with this one. Not only nationwide but also in other European or other countries,
research about the concerns of citizens and professionals could be studied. This could
function as the start of a bigger study for wider implementation of an e-Health platform
throughout the Union. What is more, another possible further research that would be
interesting to see is differences in concerns depending on which category individuals
belong to (i.e. a certain age group, sex, socioeconomic status etc.).

Apart from the usability of the research in the field of Informatics, it could also be used
to initiate further research in other fields that may be intertwined or relevant, as for
instance psychology.

As a matter of fact, they can be the start of a new research that would deal with the
psychology of citizens with regard to privacy and security and how it affects them.
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Appendix 1

Interview Guide: Doctor

e How long have you been working as a doctor?

e Could you describe the process of obtaining credentials for the e-
prescription.gr?

e How did you learn how to operate the system?

e Which patient data is registered in the system? (ex. Can doctors see potential
allergies patients may have to certain medicine ingredients? Are potential
illnesses mentioned in the patients’ page in the system?)

e Do all doctors have the same access to the same data?

e In the case that a patient does not wish all of their data to be available to all
doctors, are you aware if they can opt out?

e Through e-prescription.gr doctors can print paper prescriptions for the patient
to fill at a pharmacy. Could you tell me any advantages and risks a paper
prescription may have?

e Do you suppose there are any risks in using the system? For example, are the
passwords safe? How often are they changed?

e Do you know how paper prescriptions can be protected against fraud? For
example how can paper prescriptions be ruled as genuine? Do you suppose
digitalizing the whole process would prove benefitial?

e Do you know what happens if a patient loses the paper prescription before it is
filled?

e What would you advise a third person does if they find a prescription?

e Did you ever face any difficulties while using the system? For example, does

the system ever go off line?

Is there something you would like to add?
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Interview Guide: Pharmacist

e How long have you been working as a pharmacist?

e Asa pharmacist, do you have access to e-prescription.gr? And if so, could you
describe the process of acquiring your credentials?

e Do you know if you have the ssame access to the system as the doctors?

e Through e-prescription.gr doctors can print paper prescriptions for the patient
to fill at a pharmacy. Could you tell me any advantages and risks a paper
prescription may have?

e Do you suppose there are any risks in using the system? For example, are the
passwords safe? How often are they changed?

e Do you know how paper prescriptions can be protected against fraud? For
example how can paper prescriptions be ruled as genuine? Do you suppose
digitalizing the whole process would prove benefitial?

e In order for a patient to fill a prescription, are they required to pressent
identification or just the paper prescription?

e In case a patient loses the prescription and it has not been yet filled, can a
doctor rewright the prescription? What happens if, in the meantime, the initial
prescription has been used by a third person?

e What would you advise a third person does if they find a prescription?

e As far as you know, has there ever been an event of identity theft, i.e.
somebody filling a prescription that is not theirs?

e Are you familiar with the percentage of unfilled paper prescriptions? Do you
think that these numbers would decrease if the prescriptions were sent
digitally to pharmacies or to the cloud?

e Are you aware of any mistakes in paper prescriptions that patients bring to the
pharmacies?

e Can pharmacists check for errors, wrong or immproper medicine in the
prescriptions and notify the patients?

e Did you ever face any difficulties while using the system? For example, does

the system ever go off line?

Is there something you would like to add?
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Interview Guide: Individual Interview of Citizen

e Has there ever been a need for you to use e-prescription.gr?
e Are you aware of who can access the platform?
e |s there something that worries you with regards to its use?

e s there anything that you would like to change in e-prescriptions?

Is there something you would like to add?
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Appendix 2

Informed Consent Form (in English)

i. Research title

“E-prescriptions: security concerns and risks in the Greek e-Health care system”
ii. Researcher

Maria Papakonstantinou, Master Program in Information Systems, Linnaeus
University, Sweden.

iii. Purpose of the research

The aim of the research is to examine the awareness of any security issues found
in the system and the environment of electronic prescriptions in Greece and any
risks that may arise from its use.

iv. The research process

The interviews that will be conducted for this project will gather information
concerning how all the different stakeholders perceive the risks that may arise by
using the e-Health system, as well as the way that they perform their tasks despite
those risks. Interviews will be conducted with doctors, pharmacists and citizens.
Additionally, observations will take place in pharmacies in order to witness the
process of fulfilling a printed paper prescription and the way that those papers
and consequently kept and stored until they are handed in to the competent body.
v. Benefits of the research and benefits for the participants

Initially, I aim at gaining a deep understanding of how the stakeholders
(individuals who use the system in their everyday practices as well as patients
who are dependent on it) perceive the risks that may be found in the use of the
system. Through this research project I seek to document those risks and sensitize
the responsible parties of the system about the risks that the stakeholders face.
Additionally, I seek to raise awareness about the complicated issues of security
and engage the patients’ attention to these concerns as they are most affected by
potential security breaches in the system that would jeopardise their personal
medical records.

vi. Risk and discomfort

The research does not asks for or presents any information that may pose risks or
cause discomfort to the participants. Their names or other personal information
provided during the course of the research will not be revealed in order to secure
anonymity and confidentiality. Any recorded sessions will not be made public.
vii. Participants’ rights

Taking part in this research is voluntary and all the participants have the right to
withdraw from the process at any time and for any reason without having the
obligation to state the reason for their withdrawal. Additionally, the analysis of the
data that is relevant for them will be given to them in the event that they request
it.

viii. Access to the data gathered

The data, information and evidence that the participants provide will be only used
and be accessed by the researcher, her supervisor and the examiner of the thesis
and they will not be disclosed to third parties. Once the thesis is concluded the
data, information and evidence stored will be deleted.

ix. Questions about the research
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In case that the participant requires any additional information or has any
questions about the research or the research process, they can ask for
clarifications either in person, during the process of the research or by sending an
email to: mp222sz@student.Inu.se.
x. Consent
[ hereby state that [ understand and agree with the aforementioned  YES

NO

[ understand that it is my right to deny the use of any of the information I have
provided during the process of the interviews

YES NO
I consent to the recording of my interview YES
NO

Date:
Media of Interview/ place:

Name of participant Signature of participant

Researcher’s name Researcher’s signature
Maria Papakonstantinou
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Informed Consent Form (in Greek)

Poppa CUYKATAOEGTC YLX GURLETOXT] 6TV £pPEVVA

i.TitAog épevvag

«HAextpovikny ouvtayoypagnon: (NTHUATA ao@aAeiag Kal ploka 0To EAANVIKO
OLOTN X NAEKTPOVIKNG LYELOG»

ii. Epguvntpla

[Mamakwvotavtivov Mapia, Master Program in Information Systems, Linnaeus
University, Sweden.

iii. 0 oxoTIOG TNG £pevvag

0 okomog ™G épevvag elval va Slepsuvioel Ta {NTNUATA ACQAAEING TOU
OUOTNHATOG Kol TEPLBAAAOVTOG TNG MAEKTPOVIKIG OUVTAYOYPAPNONG TNG
EAAGSag e ToV TPOTIO IOV avTIAXUBAVOVTOL Ol EUTIAEKOUEVOL KL T OTIOLX ploKA
Yl T TPOCWTILKA KAL LATPLIKA SESOUEVA TIPOKVUTITOUV LLE TN XPT)OT) TOV.

iv. [leprypa@n TG epeuvNTIKIC SLadikaoiag

Yta mAalaola TG oUYKEKPLUEVNG épeuvag Ba SieaxBovv ouvevteLEelg e TIg
omoleg B avtAnBovv TANpoOE@OPIEG OXETIKA HE TO TWG Ol EUTAEKOUEVOL
avtlapfavovtal tTa ploka MOV UTAPXOUV WHE TN XPNON TOU TNAEKTPOVIKOU
OLOTNHATOG VYElG KABWG KAL 0 TPOTOG IOV EVOWUATWVOLV TNV UTAPEN TOUG
OTav XPNOLUOTIOOVV TO oVUoTnua. XZuvevteLiels Ba Sle€axBolv pe ylaTpovg,
@apUOKOTIOOVG kKal aobevels. Emmpoofétws, Oa yivel mapakoAlovOnon oe
@appakeio ™G Sladikaclag e TNV oTola EKTEAOVVTAL 0L GUVTAYEG KAL TOU TPOTIOV
UE TOV OTlolo amobnkevovTal PETETELTA UEXPL va TtapadoBovv oTov appodio
@opéa.

V. Ta 0@£€AT TG £PEVVAC KAL TA OPEAT YLX TOUG GUUUETEXOVTEG

Apxika emSlwkw va Katavonow o€ Babog To TWS avtlapBdavovtal ot
EUTAEKONEVOL (XPNOTEG TOLU OULUOTNUATOG Kal aoBevelg) Ta ploka TOU
EUTIEPLEXOVTAL OTN XPNOT TOU CUOTHUATOG. MEGw TNG £PELVAG ATIOCKOTIW VA
KataypdPw ta ploka Kot va eEaLeONToTonow TOU§ VTTELOVVOUGS TOU GUGTIULATOS
e-prescription.gr OYETIKA HE TOUG KWWEUVOUG TIOU  QAVTIPHETWTI{OUV Ol
eumAekopevol. Emiong, embupw va emoTtiow TNV TPOcoY Twv acBevwv ota
OUYKEKPLUEVA (NTUATA KABWG TA SIKA TOUG TIPOSWTIKA/LATPIKA SeSopéva Kat
Ao PAAELG TOUG elvat To KUpLO (TOVEVO.

vi. Kivéuvor kot Svo@opia

H épeuva Sev mapovoialel otolyela Tov UTOPEL VA TTPOKAAEGOUV KIVEUVOUG 1)
Suo@opia 6TOVG CUUUETEXOVTEG. OVOUATA 1) AAAEG TIPOCWTILKES TIAN)POPOPIES TOVG
dev Ba amokaAv@Bolv yia va SC@UALOTEL 1] EUTIOTEVTIKOTNTA KOL 1)
SlotikotnTa. OLNYOYpaAPNUEVEG GUVEVTEVEELS Sev Ba Snpoactev@Bovv.

Vii. AIKQULOLATA GURPETEXOVTOC

H ovppetoxn omnv épesuva yivetar €Bgdovtikd kat 6ool Aapfdavouv péPOG
Statnpolv To SIKAWHA VX VUTTAVOY®WPNooUV ova TAoA OTYMN] Kol YLo
0ToLOVONTOTE A0Y0 XWPIG v Tov Katovopdoovv. EmmpocOeta, n avdAvon twv
deSopévwv ov Toug aopolv Ba elvat ot §LaBeo1] Toug OGOV TO {NTHoOLV.
viii. [IpdoBaon ota Sedopéva

Ta dedopéva, oL TANpo@opPieg KAl Ta GTOLELA TTOV Bt SWOOVV Ol CUUUETEXOVTES
Ba xpnowomomBolv kat Ba Ba eival povo otn SLabeon ™G EPEVVNTPLAG, TOU
eMPBAETOVTA KAONYNTI) KL TOV €EETACTN TNG SIMAWUATIKNG Epyaciag kat Sev Ba
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KowvoTmom0ovv o€ Tpita mpoowTa. Me To TéPAG TNG epyaciag Ta otolxela avtd B
Staypa@ovv.

ix. Ep@T0EL§ OXETIKA HE TNV £pEVVA

Y& TMEPIMTWOTN TOV Ol CUUUETEXOVTEG emBULPOVV oToladnTmoTte Stevkpivuon 1
TEPAUTEPW TANPO@OpPlar umopovv va TN B€oouvv elte KAt TN SLAPKELX TWV
OUVAVTIOEWV KOl OUVEVTELEEWY, E(TE amooTéAovtag mail otnv nAekTpoviky
StevBuvon ¢ epevvnTpLag: Mp222sz@student.lnu.se.

X. uykatadeon

ANA®OV® OTL KATAVOW KOL CULPWV® UE TO TIAPATIAV® NAI OXI

Katavow 0T umopw va amayopevow T S1LOGLOTIONN 0T KoL XP1)0T) OTIOLOVON|TIOTE

oToElwV £xw Swoel NAI
OXI

ZUHE®WVW VA YIVELXOYPAPTON TNG CUVEVTEVENG NAI OXI

Huepopnvia:

Méoo ovvévteving/ ToToG:

‘Ovoua CUPUETEXOVTOG YTmoypapn

OUUUETEXOVTOG

‘Ovopa epguvnTn YToypan epeuvnt

[Tamakwvotavtivouv Mapia

58


mailto:mp222sz@student.lnu.se

Appendix 3

Example of Creating Codes, Categories and Concepts

over prescription

unavailability

Historical
information
Educating
professionals
Wasted medicine
Filling prescriptions
General
stats and
_ information
Statistical
information on
medicine
Limited system
access
Comparison
Paper prescriptions to other
countries’
health
system

Alert banner

Understanding
the situation
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Appendix 4

Programs Used for Interviews

ACR

Enabled

Recycle Bin

(7] Recording issue?
o Settings

NLL Apps
1 Rate me

< Tell a friend

m@nllapps.com

Image 1: ACR menu. From this page the application can be enabled or disabled
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R
= ACR SN > |

Buy ACR, Get access to premium features

ALL INCOMING
16 Sep 2016
00:00:24
. 83.4 kB
A 19:43
00:00:12
. L Foytes
A 19:41
0 0B

Image 2: Example of how the calls are saved on the application. The phone number, duration, time of
call and file size are saved as well
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IFree

(bﬂam SupportUs T [ | x
@ G Illlllllllllllﬂlllll - x
NN M @ }
| Ready for recording ...
; Iimage 3: The application connects on the user’s Skype account and starts recording when a call is
started
@ [Rize Sty Rasander supportUs T [ x|
| 0 @ IIIIIIIIIIIIIIIIIIII - x
NN | l @ ‘
- - Recording in progress ...

Image 4: Example of recording. The duration and volume of the call are visible on the interface. There
is the option of pausing or stopping the recording

(o] GreelSkypelRecerdey Support Us ﬂ-u x|

J@ 0 N IIHIIHEIHEIHHH- O 2@

Ready for recording ...

History x|

¥ Total 1 records 1new

(L Today

Q - PM01:58:08  00:00:32

o0V A il

Image 5: After a recording is stopped it is saved in the application’s interface for later use.
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Appendix 5

Examples of e-prescription.gr Generated Printed Paper Prescriptions

Prescription for Medical Examinations

~

=+ NMAPANEMNTIKO

ip/via ExBoong : 11/05/2016
EAAHNIKH AHMOKPATIA g
YNOYPEIO EPFAZIAL & KOINONIKHE AZOAAEHE ‘ ‘Il “l ‘ ‘ | I Il””ll I‘l Hulvia A ; © 09/06/2016
Ap1Bj¢ 1605116750718
IKA-ETAM. 1605116750718 000
15pupa Kolvwvikioy Acpahioewv
A nformation
MONAAA ZupBeBAnpévo iatpeio

Reason for exavingti ITIOAOTIA Zidnporeviki} avaipia, pn kaBopigpévr - Qupeoeidinda, pn kaBopiopévn - Apiyig uTiEpXoAnoTepoAaipia

AIAFNQZIH D50.9 /E06.9 Qupeosiditida, pn kaBopiopévn / E78.0 Apiyri umepyoAnaTtepoAaipia /
MAPAMOMIMH 1A ESETAZEIZ

Egeraoeig Biohoyik@v YAikav 2 (BionaBoAoyiag & Mupnvikng Iatpikig) (AvoooAoyikeg, OppovoAoyikEg)

A/A | Kwd. e-dapi Nepiypapri Noo. | Agia pov. EONE A;ISQ; Zuvolo
o
1 130000270 | Mooorikr pétpnon CRP 7‘1 10,00 € 1,50 € 8,50 €
2 110000133 | ®eppiriv opol 1 9,51 € 143 € 8,08 €
3 160000016 | Oupoeidorpdmog oppdvn (TSH) 1 B 1238 € 1,86 € 10,52 €

Z0voAa : 3 | cost of each [ 479€

Tupe of aedical
yp exavaination

ner{orased S
covergd

o
security

reauired to
P2y

MNa ekréAeon Twy egerdoewv oe Kparnkoug ®opeig n Zuppetoxri tou Aogahopévou eival 0%

and

firém
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Prescription for Medicine, After It Has Been Filled at a Pharmacy

Y

M

EPFAZIAL & KOINONIKHZ AZOAAIZHE

LK.A-ET.AM.

15pupa Kovwvikiv AGQaAicewy

Doctor's
information

ZupBeBAnuéve latpeio

1EH E78.0 Apiyric utrepxoAnotepolaipia / D50.9 /

Medicine preseribed and
dosage

T

il

FERO-FOLIC-500 CON.R.TAB 326(105)MG+350MC/TAB BT x 20 (BLISTER)

(Mpuur: 0)
A OF1A : 1 AIZKIA EAEMX ANOA x 1 @opd TV npépa x 30 nuépeg

O MAPAAHMTHZ
Where the recipient
of the veedicine is
to sign
(YMOrPA®H)

r

1605236640778 100

Diagnosis

Unique barcode O

H

Mnvég

Illl“ i

23/05/16
06/06/16

1605236640778 100

EQ

Patient's

wforamation

LYMNAHPQNETAI ANIO TON ®APMAKOTOIO

NAHPQTEO MOZO0 ANO TAMEIO

Tuy. |Mooémra Tipn (€] TOvoho | Awogopd | Supperoxn (€)
(repdyia) | MovaBog | AtroZ Adg. (€ | (6 [Adghou| Taptiou

25%| 2 1,68 3,53 3,36 000 084 2,52

0% 10% 25%

0,00 0,00 3,36
IYNOAO 3,36 € cost of the medicine
IYMMETOXH AZGAAIEMENOY 0,84 €
AIAGOPA MNAHPQTEA ANO AZO/NO 0,58 €
AIAGOPA MAHPOTEA ANO TAMEIO 042€
NAHPQTEO NOX0 AMO AZ®/NO e 1,42 3um that patient

paYS
1,94 Y

Sum that soctul

semrb’:ud pays
TR AR R (AT AN
SBLIE su0 -5.':“?;7?61}‘ 0
402 -, i N s
(OISO T
2BOOEE8151517 2800658101017
Coupon found on each pack of medicing goes here
inside these boxes
26/05/2016

nforamation of the

pharvaneist
/ =)

Signature and stamp of
pharmacist that {ills the
prescription
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Appendix 6

Invitation Left at the Public Library of Amarousion, for Citizen
Interviews

IIpockinon o€ £épsvva

Ilepi Tivog mpokeLTON ¢

210 TACIGL0 SIMAMUATIKNG epyaciog, 6og KaOA® va Adfete uEpog
o€ 6V{NTNOMN GYETIKA LE TNV TPOGTAGI TNG OIMTIKOTNTAG, OAAG
KOl TNV ACQAAELN TOV TPOCSHOTIKOV LU TPIKMV dEOOUEVOV.

H dwowkaoia :

H dwdwacio wov Ba arxorovdnbei, mepthapfdvel cuykekpluéveg
EPOTNGES Kol ovlnmon en’ oavtov, Kabng kot oavdivon
CUUTANPOUOTIKOV OepdTmV OV EVOEYOUEVOS VO TPOKLYOLV
GTNV TopEiaL.

Evowoépeote;

EdQv evdlapépecte vo. GUUUETEYETE, TOPOKOAD EMIKOIVMOVNOTE
noli pov péypt ko 13 Maiov 2016.

2ToLEln EMKOIVOVIAC,

Maoapia [Toraxkwvotaviivov

email mp222sz@student.lnu.se
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Appendix 7

Declaration Form

K Linneeus University

Sweden

Declaration — Submission of the Thesis

This form should be included in the thesis. Before you sign please see
http://refero.Inu.se/english/what-is-plagiarism/ where you found information about
plagiarism and check aso the Harvard System of referencing
http:/libweb.anglia.ac.uk/referencing/harvard.htm

Name

Maria p(qxu\tc NStantinow

Course Course Code

Degree Project Master Leved HIES0E

Did you write the thesis aone or in cooperation with someone? Tick one of the

boxes
M | am the sole author of the thesis.
D The thesis is co-authored with other students, and together we are
resposible for the entire project.
D The project report is co-authored with other students, and | am
responsible for part of it. The parts | am responsible for are
specified in the project report.

| declare that in my/our thesis, |

1: did not re-use my previous work without referring to it

2: did not use others work without referring to their work (e.g. course literature,
scientific publications, other types of articles, web sites or lecture material)

3: use the references and quotes in a proper way

4: included all references and resources in a reference list

| am aware that not citing and using references in a correct way may be considered
as plagarianism

Signature Date

M — 22/5 1+

1(1)
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Linnacus University

Sweden

Faculty of Technology

SE-391 82 Kalmar | SE-351 95 Vaxjo
Phone +46 (0)772-28 80 00
technology@Inu.se
Lnu.se/fakulteten-for-teknik
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