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Abstract

As the software industry grows larger by the minute, the need for automated solutions
within bug report management is on the rise. Although some research has been conducted
in the area of bug handling, new, faster or more precise approaches are yet to be devel-
oped. A bug report typically contains a free text observations field where the issue can
be described by a human. Research regarding processing of this type of field is extensive,
however, bug reports are often accompanied with system log files which have been given
less attention so far. In the 4G LTE telecommunications network, the available system log
files are many and several are likely to aid the routing of bug reports. In this thesis, one
system log file was chosen to be evaluated; the alarm log. The alarm logs are time series
count data containing alarms raised by the system. The alarm log data have been pre-
processed with data mining techniques. The Apriori algorithm has been used to mine for
specific alarms and alarming objects which indicates that the bug report should be solved
by a particular developer group. We extend the Apriori algorithm to a temporal setting by
using a customised time dependent confidence measure. To further mine for interesting
sequences of events in the logs, the sequence mining approach SPADE has been used. The
extracted class-associated sequences from both pre-processing approaches are transformed
into binary features possible to use as predictors in any prediction model.

The results have been evaluated by predicting the correct developer group with two
different methods; logistic regression and DO-probit. Logistic regression was regularised
with the elastic net penalty to avoid computational issues as well as handling the sparse
covariate set. DO-probit was used with a horseshoe prior; it is well suited for the sparse
covariate regression problem as it is customised to obtain signals in sparse, noisy data. The
results indicate that a data mining approach for processing alarm logs is promising.

The results show that the rules obtained with the Apriori mining process are suitable
for mining the alarm logs as most binary representations of the rules used as covariates in
logistic regression are kept in the equations for the expected classes with strongly positive
coefficients. Although, the overall improvement in accuracy from using the alarms logs in
addition to the learned topics from free text fields is modest, the alarm logs are concluded
to be a good complement to the free text information as some Apriori covariates appears
to be better suited to predict some classes than some topics.
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Introduction

1.1 Motivation

The procedure of localising faults and bugs in software or programs is, despite rather thor-
ough research in the area, very tedious. It is time consuming and expensive to debug manu-
ally and the importance of finding effective automatic techniques for fault detection is grand
for large corporations with extensive code bases [20].

Parnin and Orso [18] discuss the benefits of automatic debugging tools. The conclusions
are based on a study where a set of developers were given two tasks to perform, with and
without an automated debugging tool. An interesting finding is that with manual debugging,
developers tend to treat the symptoms or work around the problem rather than finding the
core code error. An example is given as a bug introduced in the popular puzzle game Tetris;
the configuration of the square shaped piece was given an invalid number of possible orien-
tations. Debugging manually, several developers modified the rotation calculation instead of
localising the actual bug, merely patching the code to get around the bug. None of the test
objects using the debugging tool tried to correct the error in this manner. The article reasons
about the trust issues of an automated tool; programmers lack faith in tools not supplying
measures of uncertainty or when the process is too difficult to understand.

Open source bug report collections are often used for evaluating methods. Anvik, Hiew
and Murphy [2] use machine learning and the repositories for Eclipse and Firefox to predict
on developer level, i.e. where the target variable is a group of developers. They search for
indicators of which types of reports that are usually assigned and solved by which developer
with a two-phase solution. A supervised algorithm, Support Vector Machines, predicts the
developer and a human determines whether a report is meaningful or not. With this method,
they achieved 50% accuracy for the Eclipse data (49 classes) and 64% for the Firefox data (118
classes).

Attempting to calibrate for the uncertainty of the classifier, Kim et al. [14] propose a two-
phase model with a multiple option ranked output on file level. If the prediction is estimated
to be certain enough, the automated tool will be used, otherwise the bug report will be sent
for manual inspection. The classifier was evaluated on the Firefox (118 classes) and Core (39
classes) repositories. The first step of the algorithm filtered out about 50% of the reports due
to lack of confidence and the second phase (Naive Bayes) managed to correctly classify in
average 70% of the more certain reports.



1.2. Aim

Jonsson et al. [13] introduce a Bayesian approach to the problem at the developer level,
i.e. where the target variable is a software component. The project addresses two issues
mentioned by Parnin and Orso [18]; the reliability of the tool from the developer’s point of
view and the issue of understandability of the results. The authors present a supervised topic
model, DOLDA which is a combination of the Diagonal Orthant Probit Model and the La-
tent Dirichlet Allocation model with a Bayesian Horseshoe regularisation prior. As Kim et al.
[14], Jonsson et al. [13] also experiment with a two-phase approach to filter out the reports
combined with too much uncertainty in their prediction, which are instead sent for man-
ual inspection. The DOLDA model is evaluated on the Firefox and Eclipse open source bug
repositories, as well as a corpus of bug reports with 26 classes from the telecommunication
company Ericsson. The model outperforms alternative models in the literature and in addi-
tion offers quantification of prediction uncertainty as well as interpretable predictions using
topics relateable to humans. The authors find a Bayesian approach to be suitable to handle
the quantification of the uncertainty and they argue that they have found a preferable way
to display the results to improve understandability. The model also offers both unstructured
text and structured variables as input.

1.2 Aim

There is still a lot to wish for in the models proposed for localising bugs in systems; a lot of the
issues concern unreliability of the automated tools. While the textual bug reports are indeed
important for automated systems, there is typically a wealth of additional data sources to
enhance the results. System log files are yet unexplored for this purpose despite considered
useful when manually localising bugs in systems and are often easy to interpret by humans.
To extract important features from unstructured alarms is a challenge for automated bug
localisation systems. This thesis aims to construct and select essential features from alarm log
files to find an improved classifier for automatic fault detection on the developer level. More
distinctively, the objective is the following:

o Are alarm log files useful for automated bug report routing?

e Is association analysis an effective approach for constructing features from system log
files?

The questions will be evaluated on bug reports from Ericsson’s repository. The thesis
will use Ericsson 4G LTE bug reports only, as the problem becomes too wide when including
developer groups for older generations of telecommunications systems as well. 4G is chosen
since earlier generations of technology will be phased out sooner.



Data

The dataset is a collection of alarm log files connected to bug reports from the telecommu-
nications company Ericsson’s 4G LTE network. Symptoms of bugs are detected internally
by simulation in test environments or by customers, if the bug happened to pass all inter-
nal tests. In order to resolve these issues, bug reports are submitted and used to track what
caused the issue. A bug report typically contains an observation field where the problem
can be described in free text and similar details. Each report also contains information about
which instance (Modification Handling Office or MHO) finally handled the error/bug, which
will be used as the response variable. To aid the process of localising the bug, each report is
issued with various (separate) log files. The log files are retrieved from the nodes in the radio
access network and provide details about alarms, updates, crashes, restarts etcetera.

This thesis will focus on the alarm log files specifically. When a problem emerges in the
radio base station which is not automatically solvable by the system, an alarm is raised. The
time points of all alarms and when they ceased are stored in an event log for traceability.
Alarms cease when the cause of the alarm is fixed. For each bug report, the alarm data is
a several years long irregular time series giving the time points of all alarms raised by the
system according to the structure given in Table 2.1.

Entry Date Time  Managed Object Specific alarm
1 2013-01-01  00:00:01 Security Password File Fault
2 2013-01-01 00:00:10 RiLink Link Failure

1319 2016-12-12 15:42:09 EUtranCellTDD  Service unavailable
Table 2.1: Structure of one alarm log.

The logs are connected to individual base stations and they are rarely cleared, therefore, the
log files are likely to cover and describe older problems in addition to the problem described
by the bug report. There are 5891 bug reports at hand, and a summary of the variables in the
alarm data expected to be of importance can be found in Table 2.2,


tab:struct
tab:2

Response variable Explanatory variables Data type

MHO Date YYYY-MM-DD
Time HH:MM:SS
Managed Object Nominal, 121 levels
Specific alarm Nominal, 259 levels

Table 2.2: Description of alarm data.

The Managed Object (MO) is the origin of the alarm (software component). There are 121
distinct MOs. The MOs cannot be used directly for prediction since the alarm is unlikely
to be the root cause, merely a symptom. The specific alarm is the label of the raised alarm.
There are 259 different alarm labels in the data. MHO is the instance (e.g. developer group)
which finally managed the bug report in question and it has 14 levels, distributed according
to Figure 2.1

Distribution of classes

Nobs
1400 —
* (1)BBI
e (2)CPI
1200 | e (3)CPP
- (4) GWMR
* (5)HW
1000 (6) 0SS
(7)PD BB
o (8)PD CAT
800 * (9) PD Radio
* (10)PD TC - COE
500 4 * (11)PD TC - SAM
e (12)RCS-DEV
(13) System
400 (14) Tools
200 ’_‘
0 - T - T T
1 2 3 4 5 6

7 8 9 10 11 12 13 14

Class

Figure 2.1: Distribution of the response variable (MHO).

The distribution is somewhat uneven; PD BB, PD CAT and PD TC - SAM are represented
about twice the remainder of the classes while CPI and OSS constitutes a rather limited part
of the dataset.

The free text field has been processed in previous studies with Latent Dirichlet Allo-
cation. The results are available and will constitute a baseline for the evaluation of the results
in this thesis to determine whether the alarm logs can, in addition to the free text field, add
to the precision.


fig:classes

Method

This chapter aims to describe the methods to be used in the thesis and how they will be
applied to this problem.

3.1 Feature construction

Free text field processing

Since the topic means obtained by Jonsson et al. [[13] will be used, the methodology behind
Latent Dirichlet Allocation will be explained in this section.

Latent Dirichlet Allocation

The method for localising faults in software systems used by Jonsson et al. [13], Diagonal
Othant Latent Dirichlet Allocation (DOLDA), was proposed by Magnusson et al. [15] and is
a supervised topic model for high-dimensional classification. The DOLDA model combines
the topic model, Latent Dirichlet Allocation (LDA), proposed by [4] for unsupervised learning
on unstructured text in bug reports with the supervised Diagonal Orthant probit (DO probit)
model described by [12].

LDA is an unsupervised probabilistic model for text classification. The method relies on
the Dirichlet distribution. The probability density function of the Dirichlet distribution given
K > 2 categories is of the form

K
f(xl,...,xk;al,...,uck) = B(la)Hx;Xj_l (31)
i=1
where «
[Tizi I(ai)
B ==t 7 (3.2)
W= H(SE w)

and «q, ..., g are concentration parameters which control the probabilities of the distribution;
for large values of a the resulting distribution concentrates around a single point as the vari-
ance decreases. For a < 1, the Dirichlet distribution resembles the shape of a tub. For a =1,
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the distribution is uniform over the unit simplex, x1 + x, + - - - + x; = 1. The Dirichlet distri-
bution can be seen as a multivariate generalisation of the Beta distribution [3].

Furthermore, LDA assigns individual words to a discrete set of topics, therefore, LDA also
relies on the Multinomial distribution [4]. Its probability mass function is

. — n! X1 Xk
f(xlw-kar”,}?l,---/Pk)—mﬁl Py (3.3)

where 7 is the number of trials, K is the number of possible outcomes and py, is the probability
of outcome k. The Multinomial distribution is a generalisation of the Binomial distribution
[3]. The Multinomial distribution can be expressed as

k

. 21x1+1 i
flxy, .o, xn,pr, .., px) = 0+ 1) 11_[;9 (3.4)

The resemblance to the Dirichlet distribution is evident, and the Dirichlet distribution is in
fact a conjugate prior to the Multinomial distribution - Multinomial data with a Dirichlet
distributed prior will give a Dirichlet distributed posterior.

In LDA, each document in a corpus can be considered as represented by a mixture of under-
lying topics, where a specific distribution over the vocabulary represents and distinguishes
topics. Thus, the goal with the learning is to obtain the topic specific word distributions,
topic assignments/indicators for all words in all documents and finally, document specific
topic proportions. Given a fixed vocabulary of size V, D documents in a corpus, N words in
document 4 and in total K topics, the process of generating a corpus from a topic model is

1. Simulate N ~ Poisson(A)
2. For each topick =1,...,K:
a) Simulate a distribution over words ¢ ~ Diry(7y)
3. For each documentd =1,...,D:
4. Simulate topic proportions 64|« ~ Dirg(«)

a) Fori=1,..., N
i. Simulate a topic assignment z; 4|0, ~ Multinomial(6;)
ii. Draw a word w; 4|z; 4, §z,, ~ Multinomial (¢, ;)

where Dir(-) is the Dirichlet distribution and ¢ is the vector of word probabilities for each
topic. The unknowns of the model and therefore the parameters we need to infer are the topic
proportions for the documents (61.p), the topic assignments for the words (z1.p) and the word
distributions for all topics (¢1.x).

Since 0 and ¢ are unknowns, Dirichlet priors for all ¢; and all §; are introduced to obtain the
joint posterior distribution for the hidden and observed variables:

K D N
p(01:0, z1:0, pr:xlwrp)oc | [ p(¢:) [ [ p(6a) < [ [ p(zanlba) p(wanldrk, Zd,n)) 3.5)
i=1 =1 n=1

z1.p, 01.p and ¢1.x can then be obtained by Gibbs sampling [8]. Partially Collapsed Gibbs sam-
pling, proposed in [16], will be used in this thesis to sample from the posterior distribution
of 01.p, $1.x and z1.p. As explained in [16], partially collapsing makes it possible to do paral-
lel sampling and to efficiently exploit document sparsity. The procedure uses the conjugacy
property between the Dirichlet prior of .p and the multinomial distribution of z1.p to col-
lapse (integrate out) 61.p [8]. The Gibbs sampling updates of the remaining parameters, z1.p

6
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and ¢;.x, can be parallelized since the topic indicators z1.p in the different documents are
independent given ¢ and ¢;.x are independent given the topic indicators. The following
distribution is used for updating the topic indicators for a given document, and the topic
indicator for different documents can be sampled independently in parallel:

4 (d d;
p(zi = i), @ w) = gy (1) 4 a) (3.6)
where « is the prior hyperparameter for 6 and n(?) are the topic counts for each document
and topic. Furthermore, the appropriate distribution for updating each topic in parallel is

gilz1p ~ Dir (n(™ + p) (3.7)

where f is a prior hyperparameter for ¢ and #(®) are topic indicator counts [16].

Since the topic means of a document 4 is in fact a vector of probabilities for each topic in
document d, LDA is a multi-assigning labeler; each document is summarised as a probability
distribution over the K topics. This property makes the topic model useful for construction
of features for supervised classification models.

Log data processing

As previously mentioned, the alarm logs are extensive and are likely to contain many alarms
not related to the issue which lead to the filing of the report. Thus, some pre-processing of
the data is needed, aiming to find a way to filter out common alarms present in most logs as
well as outdated alarms.

Apriori algorithm

Some alarms are very common and can be found in most logs. These alarms are rarely
grounds for a trouble report and often refer to external issues or mishandling. These alarms
are concluded to be of insignificant value. Due to this noise, a way to mine for important rela-
tions in the logs is needed. In this thesis, association analysis will be used. More distinctively,
the Apriori algorithm.

The Apriori algorithm is presented by Agrawal and Srikant [1] and is typically used to ob-
tain item association rules in high dimensional data. Each observation is called a transaction,
and an ifern in this context is for instance the state of a nominal variable contained in one or
more transactions. The algorithm generates supersets of items, or candidates, and search the
database for supporting evidence of the relationship. The size k of an itemset is the number
of items in the set. Cy is all candidates for itemsets of size k, the support for an itemset is the
count of occurrences of the itemset in the database. Ly is the set of all candidates in C; with
support larger than a pre-specified threshold. For example, L; contains all single items which
occurs at least minsup times in the database. The procedure for finding frequent itemsets or

patterns in a database D is defined in [Algorithm 1

Algorithm 1 Apriori Algorithm

1: procedure GENERATE L

2 Ly_1 = {large k — 1-itemsets};

3 fork;Lp_1 # & do

4 Cy = candidates(Ly_1);

5: for all transactions t € D do

6: Ct = subset(Cy, t);

7 for all candidates c € C; do
8 c.count + +;

9 Ly = {c € Cy|c.count > minsup}
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As long as frequent patterns of size k — 1 were found in the previous iteration or until the
maximum length of a pattern is reached, candidates are generated for large frequent itemsets
of size k. For every database entry t, we identify all candidates for k-large itemsets (the subset
denoted by Cy) present in entry t and define this candidate subset as C;. For each candidate in
Ct, we add one to its support count (this as we have found evidence of the pattern in entry f).
Finally, Ly is defined as all candidates in C; occurring at least minsup times. candidates(Ly, )
is defined as a function of two steps. In the first step, a self join is performed on Li_1 to get all
possible combinations of k items and thereby all potential candidates for k large patterns (Cy).
In the second step, C is pruned to only contain itemsets of k for which all subsets of k — 1
items are frequent, i.e, are present in Ly_1. The general procedure of generating candidates is
thereby defined by where rows 2 — 4 is the first step explained and 5 — 8 is the
second step.

Algorithm 2 Candidate generation

1: procedure GENERATE Cj

2: select p.itemy, p.itemy, ..., p.itemy_q, q.itemy_q

3 fromL;_iasp, Ly_qasq

4 where p.item| = q.itemy, ..., p.itemy_, = q.itemy_,, p.itemy_q < q.itemy_q;
5: for all itemsets c € C; do

6 for all (k — 1)-subsets s of ¢ do

7 ifs ¢ L;_q then

8 delete ¢ from Cy;

The subset function given in [Algorithm T|traverses a hash-tree to find what entries ¢ contain
which itemsets c. The items in the transactions as well as the items in the candidate sets are
stored lexically to achieve efficiency. Since an entry f needs to contain all items in the itemset
c and since the itemset c is sorted lexically, the algorithm can match the items index by index;
if the items of index i do not match, we know that entry ¢ does not contain all items in ¢ and
we can proceed to the next ¢ in C;.

By default, Apriori mines for rules which can include any item in the database. However,
using the Apriori algorithm to find frequent patterns connected to a specific MHO in the
alarm logs, the only interesting rules will be rules containing the class variable MHO. Thus,
only rules connected to specific MHOs will be regarded in this thesis.

In association analysis, three measures of importance are commonly used. The previously
mentioned support, the confidence and the lift of a rule. The confidence is defined as

sup(XuY)

Conf(X=Y)= “oup(xX) (3.8)
where X is the right hand side of the rule, Y is the left hand side of the rule and sup is the sup-
port. As we restrict the rules to only imply MHOs, the left hand side can be any itemset and
the right hand side will always be an MHO. The formula can be interpreted as the number of
times the items in X has been seen in a bug report routed to MHO Y divided by the number
of times the items in X has been seen overall, regardless of MHO routing. Furthermore, the
lift measure is defined as

sup(X oY)

LifX =) = sup(X) x sup(Y)

(3.9)

The lift measure is an independence notion; if Lift(X = Y) = 1, X and Y are found together
in a transaction the same number of times X and Y are found independently. This evidence
would therefore imply that X and Y are in fact independent.
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A modified confidence measure for time dependent rule mining

The traditional measurements of importance of rules in Apriori do not consider time and
merely consider all events in a log to be of equal relevance. As time elapsed between log
events are likely to be of importance, a modified confidence measure which considers the
time aspect will hereby be proposed.

As each log file often cover several years of alarms, it is desirable to cut the logs to some
specified window. Figure 3.1 gives a description of the relevance by time.

Submission of
Issues start bug report

1

1

1

Alarm log timeline 1
I ] l

T

1

1

1

1

(Likely) Redundant data (Likely) Interesting data

Figure 3.1: Timeline describing importance of log data

A window of 3-6 months is considered to be of use. Therefore, primarily, alarms risen 6
months or more since the trouble report was issued will be disregarded.

Furthermore, Apriori assumes all alarms in the evaluated patterns (the left hand side of the
rules) to be of equal importance. Alarms risen a long time before the issue of the bug report
(even within the chosen time span) are not as likely to help the prediction. Therefore, a time
dependent weight term is added to the confidence measure given in the previous subsection.
The importance dependence by time is considered, by area experts, to be approximated by

wy=1-F(t), tel0,183] (3.10)

where F(t) is the cumulative distribution function (CDF) of the Beta(a, b) distribution and ¢
is the number of days between an alarm and the issue of a bug report. This gives continuous
weights, w; € [1,0]. The plot in Figure 3.2 describes an example given Beta(8, 3).

Weight by time elapse from alarm to issue of report

1-F(t) B B N
w=1 w=0.0639 w=0

1.0

0.4

0.2

00

0 50 100 150 Day (t)

Figure 3.2: Weights for time elapse.

A specific alarm can occur multiple times in the same log. The Apriori algorithm is, how-
ever, a binary algorithm. The frequencies of specific alarms will therefore not be regarded,
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3.1. Feature construction

merely the boolean of the presence in a specific log. Furthermore, the latest alarms are re-
garded as the most important, therefore, only the last occurring alarm of a specific alarm will
be considered. Given that A;; is a vector of all weights for a specific alarm j in log 7,

wjj = max(Ajj), Ajj = weights of alarm j in log i (3.11)

wj; is then the weight of a specific alarm j in a specific log i. The connection between alarms
are also likely to depend on time elapsed between them. Therefore, a time difference weight
is introduced to reduce the evidence provided by alarms raised within a wide interval in
time:

Yir = 1 — (max(w;,) — min(w;,)), w;j = weights of alarms in pattern rinlogi  (3.12)

For alarms in pattern r in log i within a narrow timespan, 7; — 1. If the timespan of the
alarms is wide, ¥;, — 0. An example of different y;, for some pattern time spans can be seen
in Figure 3.3,

Weight by time span within pattern
'}’ir ] » » L)
10

08

06

0.4

02

00

0 50 100 150 Time elapse ()

Figure 3.3: Examples of weights by time span within a pattern r.

The v, weight is then multiplied to the weight of the latest alarm in the pattern:

Bire = Yir - max(wir) (3.13)

Birc is then the final evidence of pattern r in log i with MHO c. If ;, — 0, B;;c — 0 regardless
of the value of max(w;;). If max(w;,) — 0, Bic — 0 regardless of the value of 7;,. Therefore,
Bire = 1 if and only if all alarms in pattern r in log i were raised at the same day as the
bug report was issued. ), Bjy is then used as a weighted count of pattern r which has been
mapped to MHO c:
Zi ,Birc
Cre S5 B (3.14)
where > > Birc is the summed weights for pattern r in all logs for all c. C;. aims to replace the
classic confidence measure in association analysis, where 7, is the number of logs containing
the pattern:
If ZZ Birc — 1y, Cye — Standard confidence (3.15)
c i

The MOs will be handled in the same manner as the alarms. For any raised alarm, both
the specific alarm and the component alarming (the MO) will be considered as features in the
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association analysis. The same weight will be assigned to the alarm and to the MO, and they
will be handled independently in the analysis. As a first step, the data will not be considered
sequential. Indicator variables for each alarm and each MO will be created before making
use of association analysis to mine for important relations in data. Important connections
between features and MHOs can then be used as features in a supervised classifier.

SPADE

While traditional association analysis only discover itemsets without concern to the order of
events, temporal data mining enables pattern discovery. Therefore, to attempt to account for
sequences of events in the alarm logs and not only time elapse between events, SPADE (Se-
quential PAttern Discovery using Equivalence classes), proposed by Zaki [21], will be used.

If we denote a set of m distinct iterns as Z and a temporal event as an unordered occurrence
of a subset of these events, a sequence is a chain of events. A sequence with events «; is defined
as S = (a1 — ap--- — a,). Furthermore, the database D is a collection of transactions with
unique input-sequence IDs sid and events eid. Denote X (X € S) in the sequence lattice as
an atom and £(X) as an id-list giving the input-sequence ID and the event ID pairs (sid, eid)
for all occurrences of the atom. In the generation of frequent sequences F is
explained.

Algorithm 3 SPADE
1: procedure GENERATE Fj
2 for all atoms A; € S do
3: Ti=d
4 for all atoms A]- € S, withj>ido
6 L(R) = L(A;) (N L(A))
7 if 0(R) = min_sup then
8 T; = Ti U{RY; Fir) = Fir) U{R}

Any sequence S can be found as a temporal join of an atom and the lattice, giving all oc-
currences of the lattice after the atom. The id-list can then be updated, and X grows with
each step of the algorithm. The sequences found to be frequent are taken to the next level for
evaluating more extensive sequences. The process is repeated until there are no frequent se-
quences left to evaluate. The main difference from the previous approach, Apriori, is thus the
respect taken to the event ID. The approach also supports arbitrary time gaps between event,
and does not only mine for frequent consecutive sequences. As SPADE allows non-temporal
relationships within atoms as well as temporal relationships, equality joins can also be per-
formed to evaluate several items in the same event. The equality join is therefore performed
to find all occurrences of, for instance, two items with the same sequence ID and event ID.

The Apriori and SPADE algorithms will be run with the R-packages arules and
arulesSequences [9] by Hahsler et al., respectively.

3.2 Predictive modeling

This section will introduce the methods used for evaluating the predictive performance of the
data mining algorithms.

Multinomial logistic regression

Logistic regression is a probabilistic classifier with a linear boundary. To obtain the response
in terms of probability, a softmax transformation is performed. For a categorical response
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variable G with K > 2 levels, the softmax transformed probability of the class variable G = I
given a feature vector x for the multinomial case is modeled as

oy - ep(a)
Pr(G =1lx) = SE oxp(ag)’ (3.16)

where ! =1,...,K and g; are activations according to
a; = Bo; + Bl x. (3.17)

The class-conditional parameters {B;, f;} can be obtained by maximum likelihood estima-
tion. The multinomial log-likelihood function is the following:

N
[({Bos, Bi}Y) = %2108 Pg;(xi) (3.18)

i=1

where g; € {1,2,...,K} is the ith response and pq,(x;) = Pr(G = gi|x;) the probability of
the response g; given the value of observation 7 and the parameters {8, B; }{( There is, how-
ever, no closed-form solution for obtaining the maximum likelihood estimate for multinomial
logistic regression due to nonlinearity in the softmax function [6].

Elastic net regularisation

When the dimension of the feature vector is high, especially for p » N or for highly correlated
predictors, regularisation is useful to avoid overfitting. Furthermore, the parameters for class
I needs to be constrained, since any values for {8, B;}X will give identical probabilities as
{Bo,; — co, B — c}X. When regularising, a penalty factor is added to the maximum likelihood
function when maximising. LASSO, proposed by Tibshirani [19], and Ridge, proposed by
Hoerl and Kennard [11]], are commonly used regularisation methods. The LASSO penalty is
an addition to the loss function on the form

p
h=-A) 18 (319)
j=1

and performs variable selection. The LASSO penalty does, however, have some shortcom-
ings. For p > N, LASSO selects at most N variables. Furthermore, if a group of variables are
highly correlated, LASSO selects one variable with little regard to the choice of which of the
variables to choose. Finally, for the N > p scenario, Ridge usually performs better in terms of
prediction. The Ridge penalty is:

P
Lh=-A) B3 (3.20)
j=1

Ridge keeps all parameters, merely shrinks the coefficients to reduce redundancy. Thus,
Ridge fails to produce a compressed model in terms of using as few variables as possible
[22]. Elastic net, proposed by Zou and Hastie [22], offers a combination of LASSO and Ridge
as the elastic net can perform both adjustable variable selection and coefficient shrinking with
a parameter &« which can be used as a bridge between LASSO and Ridge. Friedman et al. [6]
adapt the elastic net to multinomial regression. The aim is then to solve the following:

N K
max % Z log pg;(x;) — A 2 Py (B)) (3.21)
i=1 =1
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3.2. Predictive modeling

where 0 < & < 1 and P, is the elastic net penalty factor combining /; and I,:
1
Pa(B) = (1= a)31IBIIE, +allBlly (3.22)

= Z l (1—a)B7 + a[B)] (3.23)

Note how the value of « determines the weights of the LASSO and Ridge penalties. Fora — 0,
the penalty approaches the Ridge penalty and for « — 1, it approaches the LASSO procedure.
As the solution of this penalised maximum likelihood procedure cannot be obtained directly,
Taylor expansion is used to approximate a quadratic function with a unique minimum. If we
denote Y with the N x K indicator matrix with elements y; = I(g; = ), the (unpenalised)
log-likelihood is

K K
1({Bos, Bi}T) Z > vir(Boy +x] Bi) —log ( > eﬁo’ﬁx?ﬁ’) ] (3.24)

=1 =1

As the multinomial case is non-trivial, the simplest way to optimise the log-likelihood is to
let the coefficients vary for one class at a time with a procedure called partial Newton steps.
This procedure and the Taylor expansion form a partial quadratic approximation of the log-
likelihood for I as

loi({Bo, Bi}) = NZw,z zit — Bor — % B1)* + C({Bo, Br}) (3.25)

where C({Bo, B1}) is the remainder term of the Taylor expansion. The approximation is ini-
tialised with a value of the penalty factor A. For a class [, the partial quadratic approximation
for I is updated using the current estimated parameters By, and ;. The co-ordinate descent
algorithm is then applied to solve

max lo1({Bo1, Bi}) — APu(Br) (3.26)

with respect to B; and f;. The procedure can then be performed with different values of the
shrinking factor A to obtain the most beneficial value of A.

For the logistic regression with elastic net penalty, the R-package glmnet [6] by Friedman
et al. will be used.

Multinomial Diagonal Orthant Probit

In comparison to Bayesian multinomial logistic regression, Bayesian probit regression models
offer more trivial distributions for the latent variables when performing Gibbs sampling. This
approach can, however, be inefficient with the standard MCMC approach for multinomial
probit due to highly dependent latent variables and parameters. To address the inefficiency,
Johndrow et al. [12] propose the Multinomial Diagonal Orthant Probit model (DO-probit)
which relies on conditional independence of the latent variables to enhance performance.
Furthermore, the approach does not require a reference category for the parameter estima-
tion.

Let 1.k be independent binary variable representations of y, an unordered categorical

response variable with K levels. Fory = I, 7 = 1 and 9 = 0 for k # [. Location-scale
distributed latent variables z; can represent each binary variable, such that
2~ f(m,0) (3.27)

13



3.3. Evaluation

and z; > 0 < 7; = 1, where y; is the location parameter and ¢ is the common scale for all z.
The z’s are restricted to the set

K
L= J{zeR 2 >0,z <0,k =1} (3.28)
j=1

to ensure all 7 = 0 for k # . Specifically, when the location-scale function f is the univari-
ate normal pdf, the result is a DO-probit model. The joint probability density of the latent
variables is a multivariate normal distribution with K independent levels (unit covariance
matrix) and location parameters restricted to one positive sign and the rest negative. Thus,
the marginal distributions of any two latent variables are restricted to be diagonally apposed,
yielding appropriateness to the name Diagonal Orthant. The probability of class [ in a DO-
probit model is

(1= F(xiB1)) - [ Tioer F(—2xiPBr)
K (1= F(xiBs)) - [Tws F(—xiBx)

where F(-) is the standard normal CDF [12].

(3.29)

P”(yi = Z|xi/ ﬁ[l:K]) =

The horseshoe estimator

As the feature vectors used in the thesis are likely to be sparse, it is suitable to use a regulari-
sation method adapted for finding signals in noisy feature vectors. For the DO-probit model,
the horseshoe prior, proposed by Carvalho et al. [5] will be used for shrinkage of the model
coefficients. Given a sparse feature vector f and a p-dimensional vector y|f ~ N (B, 1), the
horseshoe prior relies on the Gaussian and the positive reals half-Cauchy distribution accord-
ing to the following:

BilAi ~ N'(0, TA%) (3.30)

where A; is the global shrinkage term following

Ai~CH(0,1) (3.31)
and 7 is the local shrinkage term distributed as

T~ C"(0,1). (3.32)

The posterior mean under the model can be shown to be

1
E(Bily) = fo (1 —x)yip(xkily)dx; = {1 - E(’G‘W)}yz‘ (3.33)
where ,

E(x;ly) can be seen as the degree of shrinkage. The name "horseshoe" origins from the
horseshoe-alike shape of the Beta(1/2,1/2) distributed prior for «; induced by the half-
Cauchy prior on A;. If x; — 0, the feature is an important signal and the shrinkage is small. If
x; — 1, the shrinkage is large as the feature is considered non-interesting noise [5].

The DO-probit with the horseshoe prior will be fitted using the Java implementation by
Jonsson et al. [15].

3.3 Evaluation

The following section will describe the intended evaluation methods.

14



3.3. Evaluation

Multinomial model with Dirichlet prior

To evaluate the impact of the class distribution, a bayesian multinomial model will be used
to predict test observations using relative frequencies.
Let y; be counts of observations in class k, then

y=(y1,-..,yx) ~ Multinomial (n;6,,...,0k) (3.35)
where 0 is a Dirichlet distributed prior on the probability of belonging to class k:
6 = (64,...,0k) ~ Dirichlet(ay, ..., axg). (3.36)

As mentioned previously, the Dirichlet distribution is conjugate to the Multinomial distribu-
tion, therefore, the posterior of 0 is

6|y ~ Dirichlet(a1 4+ y1, ..., &k + YK)- (3.37)

The posterior mean
&+
K 7
Dk=1 %k + Yk
which is also the predictive mean for a new test observation [7].

E(6]y) = (3.38)

Cross validation

To maximise the information obtained from one dataset, K-fold cross validation can be used.
The procedure divides the dataset into K roughly equally sized pieces, where K — 1 of the
data folds are used at a time to train the model and the last fold is used for validation of the
obtained model [3]. The procedure is then repeated for all K folds and the K performance
measures are averaged to achieve a cross validated model. For x € {1,...,K}, the cross-
validated prediction error is

N
CV(f) = 5 DI My S0 (x) (3.39)

i=1

where f¥(x) is the fitted model without the k:th fold and M (y, f(x)) is the misclassification
rate. When there is some tuning parameter/parameters to be fitted with the model, as for
instance one or more penalty factors, the prediction error becomes

N
CV(f,A) = % D M(y;, f70 (x5, 1)), (3.40)
i=1

CV(f,A) is then the estimate of the error curve which is minimised A, the optimal value of
A [10]. Cross validation will be used for obtaining the most beneficial values of the shrink-
age parameter A in the multinomial logistic regression models. As an alternative evaluation
measure, the logit (logistic regression) models (with optimised « and A), the deviance will be
used, which is defined as

D(y, f(x)) = —2[ log (p(yIf0)) — log (p(y17:)) (341)

where 1)y are the fitted values of the model and §j; are the fitted values of the saturated model;
a model in which one coefficient for every observation is fitted.
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Accuracy, sensitivity and specificity

Some classic measures of performance for classification methods are accuracy, sensitivity and
specificity. Given a confusion matrix for K = 2 (see Table 3.1),

| Prediction outcome
Actual value | True positive = False negative
False positive = True negative
Table 3.1: Confusion matrix example for the binary classification problem.

the accuracy is the percentage of correctly classified observations and can be obtained as

True positive + True negative
True positive + True negative + False positive + False negative

Accuracy = (3.42)

For the multinomial case, the accuracy will be found as the sum of the diagonal elements

divided by the sum of all elements. The sensitivity is the percentage of correctly classified
positive cases and is therefore found as

True positive

3.43
True positive + False negative (3.43)

Sensitivity =

The multinomial case will yield one sensitivity estimate per class. For class [, the true positive
rate is the number correctly classified as class [. The false negative is the number of cases
where an object of class [ is falsely classified as any other class. Finally, the specificity is the
percentage of correctly classified negative cases:

True negative
True negative + False positive

Specificity = (3.44)
The specificity will also be found by class, where the true negative rate is the number of
observations not belonging to class I not classified as / and the false positive rate is the number
of non-I observations classified as I by the algorithm [10].

Validation comments

The rule mining will be performed on 70% of the data. To properly evaluate the results of the
rule mining, the logistic regression and the DO-probit model should be applied to the same
70% raining set and cross-validated. The validated models should then be used to obtain
out-of-sample predictions of the remaining 30%. However, the implementation of DO-probit
is limited to evaluating the model with cross-validation. The evaluation of the two models
will therefore be conducted in different manners; logistic regression will be evaluated using
merely one training and test set (70/30) to minimise the bias of the rule mining results and
the DO-probit model [12] will be evaluated by 10-fold cross-validation. The elastic net pa-
rameter, a, will not be cross-validated due to insufficient data. The parameter will be chosen
by obtaining the optimal deviance from a grid of a. The parameters of the Beta distribution
used when accounting for time elapse will be chosen by area experts rather than optimised
by deviance due to computational limitations.
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n Results

The results will be presented step-wise. The first section will give the results of the rule
mining algorithms, the second section will motivate the choice of a in the logistic regression
models and give the optimal A’s, the third section will give the predictive performance of the
rules obtained in the mining step and finally, the fourth section will examine how introducing
the alarm data as covariates in the models impacts the topic coefficients.

4.1 Feature construction

As mentioned in the method section, the Apriori algorithm and the SPADE algorithm were
run on 70% of the data, leaving 30% for pure evaluation. As the managed object (MO) as well
as the specific alarm was believed to be of interest, the Apriori algorithm was primarily run
with the MOs and the alarms as separate items. However, since the SPADE algorithm does
not allow multiple events at one time point, the MOs and alarms for a specific time point
needed to be combined into one item (recall the structure of data in Iable 2.1). To properly
evaluate the need for separating MOs from alarms, both item options were tested with the
Apriori algorithm and evaluated with logistic regression and DO-probit. As the accuracy
and deviance do not differ substantially between the two approaches, the combined MO and
alarm option was used for better comparability between Apriori and SPADE. The results of
the comparison will be presented in the following section.

Apriori rules

In the first subsection, the choice of itemset structure for further analysis will be motivated
and in the second subsection the results of the chosen approach will be presented.

Choice of itemset structure

The choice of itemset construction was evaluated with the results of a logistic regression
model and a DO-probit model using the resulting rules as covariates. The result of the lo-
gistic regression predictions are compared in terms of misclassification rate in [Figure 4.1, The
version 1 items are items of the form {MO, Alarm} (MO and Alarm compressed into one
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item) and version 2 items are items of the form {MO}, {Alarm} (MO and Alarm considered
as two independent items).

Misclassification rate Misclassification rate by o

* Apriori version 1
0.795 * Apriori version 2

0.790

0.785

Figure 4.1: Comparison of accuracy for the Apriori item construction options.

The first option appears to be beneficial since the misclassification rate is lower for most
values of «. Note, however, the scale of the y-axis; the difference is not extensive. The mis-
classification error for the optimal a’s are approximately 0.781 and 0.786, thus, the difference
is merely about 0.005. The DO-probit evaluation yields 21.2% and 21.4% accuracy respec-
tively, a difference of 0.2 percentage points. The stability of the log-posterior for the first four
folds in the 10-fold cross-validated DO-probit evaluation using the first itemset composition
is presented in Figure 4.2 and Figure 4.3/ shows the results for the second composition.

Log-posterior, Apriori version 1, fold=1 Log-posterior, Apriori version 1, fold=2
3.6 36
5 357 5 35
2 34 z 34—
g 33 g 33
& 32 & 32
S 31 8 31—
3.0 3.0
T T T T T T T T T T T T
0 1000 2000 3000 4000 5000 0 1000 2000 3000 4000 5000
lteration lteration
Log-posterior, Apriori version 1, fold=3 Log-posterior, Apriori version 1, fold=4
3.6 36
5§ 357 8 357
2 34 £ 34
2 3.3 2 33
32 & 32
9 314 8 31
3.0 3.0
T T T T T T T T T T T T
0 1000 2000 3000 4000 5000 0 1000 2000 3000 4000 5000
lteration lteration

Figure 4.2: The DO-probit log-posterior for the first four folds using Apriori covariates, version 1.
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Log-posterior, Apriori version 2, fold=1 Log-posterior, Apriori version 2, fold=2
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Figure 4.3: The DO-probit log-posterior for the first four folds using Apriori covariates, version 2.

The remaining folds show similar patterns, therefore, they are not displayed. The log-
posteriors appear similar for the two approaches; both models stabilise quickly and appear to
have obtained the posterior distribution. The first alternative is concluded to be the best op-
tion since this is the composition used for the SPADE sequences and therefore further analysis
is performed for this set.

Resulting rules

The threshold for confidence was set high since a lower confidence level yielded an extensive
number of rules and the maximum length of a pattern was set to four items for the same
reason. The support level was, to obtain the most interesting rules, set as high as possible
without restricting the search space too much. A higher minimum support resulted in a
lower confidence level.

Setting the minimum confidence to be 100% and the minimum support count to 6 yielded
169 rules implying various MHOs. Restricting the time elapse with the customised confi-
dence measure (Equation 3.14) with a minimum of 0.8 limited the result to 115 rules. The
right hand side distribution of the rules can be found in Table 4.1.

Nr. Class Rule count
7 PDBB 71

8 PDCAT 37
12 RCS-DEV 7
Total 115

Table 4.1: Class distribution of confident rules, Apriori

As can be seen, most rules describe one developer group in particular (PD BB), and only 3 out
of 14 groups are represented. Therefore, the number of rules aiming to describe a specific class
was limited to #rules/#unique classes in the rule set. The rules with the highest lift values by
class were chosen. The right hand side distribution is given in Table 4.2!
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Nr. Class Rule count
7 PDBB 38

8 PDCAT 37
12 RCS-DEV 7
Total 82

Table 4.2: Class distribution of final rules, Apriori

The final set of rules used as covariates in the logistic and DO-probit models therefore con-
sisted of 82 rules.

SPADE sequences

As SPADE does not rely on a customised threshold for time elapse, the minimum confidence
was set to 0.8 directly, and the minimum support to 6 occurrences with a maximum sequence
length of four events. Running the algorithm on these terms generated 235 sequences sug-
gesting specific classes. The represented classes are presented in Table 4.3

Nr. Class Rule count
8 PDCAT 189

4 GWMR 27

7 PDBB 12
11 PDTC-SAM 4
12 RCS-DEV 2
9 PD Radio 1
Total 235

Table 4.3: Class distribution of confident sequences, SPADE

The number of sequences by represented class was limited in the same manner as the Apriori
rules, yielding the final represented class distribution according to Table 4.4!

Nr. Class Rule count
8 PDCAT 39

4 GWMR 27

7 PDBB 12
11 PDTC-SAM 4
12 RCS-DEV 2
9 PD Radio 1
Total 85

Table 4.4: Class distribution of final sequences, SPADE

Thus, the number of sequences passed as covariates to the predictive modeling was 85.

The Apriori rules and the SPADE sequences were transformed into binary variable represen-
tations and fitted in logistic regression models and DO-probit models with and without topics
as covariates to obtain the impact on the model predictions and coefficients when adding the
alarm data. The topic covariates is the result of pre-processing the free text information with
LDA performed by Jonsson et al. [13]. The authors tested 40 and 100 topics, however, as 100
topics did not perform substantially better than 40 and it is desired to compress the models,
40 topics have been used in this thesis.
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4.2 Choice of x and A

This section will motivate the choice of & in the logistic regression models and give the opti-
mal regularisation parameter A for each model. The misclassification rate on a grid of « can
be found in Figure 4.4.

Misclassification rate Misclassification rate by o

0.80

_______ . | | = Apriori

Apriori & topics
¢ SPADE
* SPADE & topics

Fiqure 4.4: Misclassification by « for all models.

It can be seen that the logistic regression models with only Apriori rules or only SPADE se-
quences yield higher misclassification rate than the models using both rules or sequences and
topics. Furthermore, for the models using both rules or sequences and topics, the misclassi-
fication rate is high for « — 0 and decreases when & — 1. The optimal a’s were therefore
concluded to be & = 1 (a LASSO model) for the covariate sets containing both Apriori rules
and topics and SPADE sequences and topics. For the Apriori and SPADE sets, the misclas-
sification is also higher for « — 0, however, appears to stabilise rather than continuously
decrease when « — 1. The optimal « for the Apriori set was found as « = 0.67 and for the
SPADE set the optimal « was found as & = 0.41.

For the stated a’s, the optimal penalty parameters A were, using cross-validation, found
as A = 2.50e° for the Apriori set, A = 1.87¢~> for the Apriori rules combined with the topics,
A = 2.63¢~* for the SPADE sequences and, finally, A = 2.71e for the SPADE sequences and
topics combined.

4.3 Predictive performance

In this section, the specificity and sensitivity for each model will be presented. Note the
difference in evaluation sets; the logistic regression models were tested on the 30% hold-out
data not mined by Apriori nor SPADE, while the DO-probit models predicted the entire data
set as all observations are predicted in the cross-validation. The test sets for the two models
are, therefore, not directly comparable as the bias may differ. However, both measures are
estimating the generalisation (out-of-sample predictive) performance of the two models.
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Sensitivity

The sensitivity by class for all models can be found in Table 4.5!

. . Apriori SPADE
Nr. Class Model Apriori & topics SPADE & topics

A Logit 0.00 0.0566 0.0 0.0566

DO-probit  0.00 0.0160 0.0 0.0160
> CPI Logit 0.00 0.00 0.00 0.00
DO-probit  0.00 0.00 0.00 0.00

A Logit 0.00 0.291 0.00 0.266
DO-probit  0.00 0.259 0.00 0.239

Logit 0.00 0.410 0.00 0.361

4 GWMR DO-probit  0.00 0.378 0.00 0.359
5w Logit 0.00 0.00 0.00 0.00
DO-probit  0.00 0.00 0.00 0.00
6 0SS Logit 0.00 0.00 0.00 0.00
DO-probit  0.00 0.00 0.00 0.00

S — Logit 0.0357  0.620 0.00974  0.643
DO-probit 0.0555  0.622 0.00 0.631

Logit 0.0856  0.732 0.981 0.740

8 PDCAT DO-probit  0.181 0.776 0.987 0.784
: Logit 0.00 0.294 0.00 0.279

9 PDRadio  p obit 0.00 0271  0.00 0.266

Logit 0.00 0.0552 0.0 0.0621

10 PDTC-COE b3 robit 0.00 0.0373  0.00 0.0393
Logit 0.988 0.413 0.0274 0413

L PDTC-SAM b5 robit  0.887 0.444 00171 0418
Logit 0.0556  0.389 00111 0378

12 RCS-DEV DO-probit 0.0495  0.360 0.0353  0.385
13 Svstem Logit 0.00 0.00 0.00 0.00
yste DO-probit  0.00 0.00 0.00 0.00
Logit 0.00 0.00 0.00 0.00
14 Tools DO-probit  0.00 0.00 0.00 0.00

Table 4.5: Sensitivity by class and covariate set.

It can be seen that the sensitivity is typically low for many classes and covariate sets. BBI
has a sensitivity below 10% for all models. Examining the confusion matrices (see Appendix
A), the models with only Apriori rules and only SPADE sequences fail to correctly classify
any BBI observations. It can further be found in the confusion matrices that the classes CPI,
OSS, System and Tools are not represented in the fitted values for any covariate set or model.
There are a few predictions to HW, however, they are never correctly classified. The highest
sensitivities are obtained for PD TC - SAM (0.988 for logistic regression and 0.887 for DO-
probit) with the Apriori rules. Again examining the confusion matrices, this is due to the fact
that both models predict almost all observations to class PD TC - SAM (some observations
are predicted to PD BB, PD CAT and RCS-DEV), therefore, few observations of this group are
misclassified. In distinction to the models using only Apriori rules as covariates, the models
using only SPADE sequences obtain high sensitivity for PD CAT. This as most observations
are classified as PD CAT. The sensitivities for the combined sets, Apriori & topics and SPADE
& topics, are similar. They are non-zero for the same classes and are in general about equally
high. The combined sets yield higher sensitivity for most classes represented in the fitted
values.
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4.3. Predictive performance

Specificity
The specificity by class for all models is presented in Table 4.6!

. . Apriori SPADE

Nr. Class Model Apriori & topics SPADE & topics
. Togit 1.00 0998 1.0 0.998
DO-probit  1.00 0999  1.00 1.00
R Logit 1.00 1.00 1.00 1.00
DO-probit  1.00 1.00 1.00 1.00
. Logit 1.00 0958 099 0953
DO-probit  1.00 0959 099 0960
Logit 1.00 0972 1.00 0.975
4 GWMR DO-probit  1.00 0976 1.0 0.976
— Togit 1.00 099  1.00 0.999
DO-probit  1.00 1.00 1.00 1.00
Logit 1.00 1.00 1.00 1.00
6 0S5 DO-probit  1.00 1.00 1.00 1.00
Logit 0997 0851 0992  0.838
7 PDEBB DO-probit 0998 0861 0999 0852
Logit 0989 0756 00263  0.744
8 PDCAT DO-probit 0905 0793 0504 0784
. Logit 1.00 0970 1.0 0.972
9 PDRadio  py obit 1.00 0973 1.0 0.977
Logit 1.00 0988 1.0 0.985
10 PDTC-COE boorobit 1.00 0995  1.00 0.995
Logit 0.0466 0859 0992 0876
1 PDTC-SAM b5 orobit 0538 0.875 0995 0.8
Logit 0998 0968 099 0971
12 RESDEV. pGolorobit 0999 0980 099 0981
P Logit 1.00 1.00 1.00 1.00
yste DO-probit  1.00 1.00 1.00 1.00
Logit 1.00 1.00 1.00 1.00
14 Tools DO-probit  1.00 1.00 1.00 1.00

Table 4.6: Specificity by class and covariate set.

The specificity is close to 1 for most classes. CPI, OSS, System and Tools have a specificity of
1.00 for all models and all covariate sets. This since they are not represented in the fitted val-
ues and therefore they are never classified as false positives. Logistic regression with SPADE
covariates yields the lowest specificity, 0.0263, for PD CAT. DO-probit yields a substantially
higher specificity for SPADE, yet rather low in comparison to most other models and covari-
ate sets. The Apriori set shows similar behavior but for class PD TC - SAM, where logistic
regression obtains a specificity of 0.0466 while the DO-probit obtains a value of 0.538 for the
class. For the Apriori rules, the specificity is high for all classes except for PD TC - SAM. For
Apriori & topics, the numbers are slightly lower and the lowest sensitivity is obtained for
PD BB. The SPADE sequences give a high specificity for all classes except PD CAT, and the
SPADE & topics set also yield the (marginally) lowest specificity for PD CAT.

Summary

The probabilities of each class were obtained in each fold of the DO-probit models to exam-
ine how the class distribution may impact the predictions. Since no prior information was at
hand, an uninformative prior was used: &1 = --- = ag = 1, and the training data for each
fold was used as y. The test sets were predicted to be one of three classes; PD BB (7), PD CAT
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4.4. Coefficient evaluation

(8) or PD TC - SAM (11). Since the observations contained in each fold of the DO-probit varied
for each covariate set, the class distributions for each training set were not equal. Therefore,
the accuracy of the prediction varies for the different covariate sets. The accuracy is provided
in Table 4.7| with an overview of all models. The summarised results when using only the
topics as covariates are also presented to show difference in performance when adding any
rule set. The misclassification rate on a grid of «, the confusion matrices, the log-posterior
and the coefficients for the models using only the topics can be found in Appendix C| The
deviance refers to the deviance of the logistic model for each feature set. Note that the multi-
nomial Dirichlet model predicts all observations in the test set as the most frequent class in
the training set (combined with the prior).

Covariates o Dev. Acc. logistic Acc. DO-probit Acc. multinom. Dir
Topics 1.0 12784 42.3% 42.9% 15.6%
Apriori 0.67 17602 21.0% 21.6% 15.2%
SPADE 0.41 18006 20.8% 20.6% 17.8%
Apriori & topics 1.0 12491 42.4% 43.2% 13.9%
SPADE & topics 1.0 12627 42.4% 42.9% 15.3%

Table 4.7: Overview of the models.

The accuracy of the multinomial Dirichlet for the 70/30 training and test data used in the lo-
gistic regression models is 20.5%. All covariate sets achieve a higher accuracy than predicting
using merely the distribution of the classes (the multinomial Dirichlet).

In regards to the models using any covariates, it is evident that the logistic regression
models are optimised for & = 1 (LASSO penalty) when the topics are included. The deviance
is minimised for the covariate set with topics and Apriori rules, which also gives the high-
est accuracy. Note, however, that the deviance is merely comparable for models where one
model contains a subset of the covariates in the second model. Therefore, the most interesting
relations are the deviances for topics, Apriori & topics and SPADE & topics. The deviance is
lower for the Apriori & topics set than for the SPADE & topics set, even though more SPADE
sequences were introduced. In general, the DO-probit achieves a higher accuracy than the
logistic regression models. Recall, however, that the approaches are not directly comparable
since the validation has been conducted in different manners. Furthermore, the differences
are not extensive neither between models nor feature sets.

The MCMC chains for the log-posteriors can be found in Appendix B. For the Apriori
rules and the SPADE sequences, the chains appear rather stable, however, are more varying
in magnitude for the Apriori & topics and SPADE & topics sets.

4.4 Coefficient evaluation

Since the aim of this thesis is to determine whether the alarm log data can contribute to the
predictions, it is interesting to examine the coefficients of each model to find whether the
introduced rules or sequences were included in the models as expected (i.e. used in the
equations of the expected classes). This section will therefore present the coefficients for each
set of covariates and each model as well as a closer look at the model coefficients of the most
promising pre-processing method. Both the logistic regression models and the DO-probit
models were fitted with an intercept, which is included in the plots as the first coefficient.
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4.4. Coefficient evaluation

Apriori rules

The class specific coefficients of the logistic regression model using Apriori rules as covariates
is found in Figure 4.5.

Coefficients by class in logistic regression model
Value Covariates: Apriori rules

AA‘ A A L, Ao

* (1)BBI

2)CPI

3) CPP

4) GWMR

5)HW

6) 0SS

7)PD BB

8) PD CAT

9) PD Radio
10)PDTC - COE
11)PD TC - SAM
12) RCS-DEV
13) System

14) Tools

44 9
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Coefficient

Figure 4.5: Beta coefficients of logistic regression model with Apriori rules as covariates.

The triangles are the coefficients which are expected to be positive and the circles are the coef-
ficients expected to be small or negative (the intercepts are all represented by circles). A (class
specific) coefficient is expected to be positive if the corresponding variable was introduced to
predict to the class the coefficient is connected to. The largest coefficients are indeed in the
shape of triangles. None of the non-zero coefficients are positive if not expected (no triangles
fall below zero). It is evident, furthermore, that all coefficients expected to be zero are in fact
set to zero or close to zero. PD BB and PD CAT along with RCS-DEV have the largest absolute
values. OSS has an unusually low intercept, however, all other coefficients are zero or close
to zero.
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4.4. Coefficient evaluation

The coefficients plot for the Apriori rules and the DO-probit is found in Figure 4.6.

Value

10

-10

Coefficients by class in DO-probit model

Covariates: Apriori rules

9) PD Radio
10)PDTC - COE
11)PD TC - SAM
12)RCS-DEV
13) System

14) Tools

1357 9% 12 15 18 21 24 27 30 33 35 39 42 45 43 51 54 57 60 83 85 69 72 V5 V8 31

Coefficient

Figure 4.6: Beta coefficients of DO-probit model with Apriori rules as covariates.

The absolute values of the coefficients are greater for the DO-probit model and no coefficients
are equal to zero since the horseshoe shrinkage does not exclude variables completely. Thus,
elastic net with the set « appears to shrink the coefficients in a greater extent. As well as
with the logistic regression, most strongly positive coefficients are triangle shaped. There are,
however, some unexpected coefficients greater than zero. It appears PD BB, PD CAT, RCS-
DEV and PD TC - SAM are the classes for which the coefficients are the most deviating from
zero. The 38:th coefficient has a large negative impact on PD CAT.

26


fig:pcaDO

4.4. Coefficient evaluation

Figure 4.7|displays the coefficients of the logistic regression model when combining the Apri-
ori rules and the topics; the latter 40 coefficients regard the topics.

Coefficients by class in logistic regression model
Value Covariates: Topics and Apriori rules

1) BBI

2) CPI

3) CPP

4) GWMR

5)HW

6) 0SS

7)PD BB

8) PD CAT

9) PD Radio
10)PDTC - COE
11)PDTC - SAM
12) RCS-DEV
13) System

14) Tools

30

20

10

10

147 111519 23 27 31 35 39 43 47 51 55 59 63 67 71 75 79 83 &7 91 95 99 104 110 116 122

Coefficient

Fiqure 4.7: Beta coefficients of logistic regression model with Apriori rules and topics as covariates.

The dashed line represents the breaking point between rules and topics. The plot resembles
the coefficient plot for the logistic model with only Apriori rules as covariates, as most rule
coefficients are set to be zero or close to zero, except for rule coefficients for PD BB, PD CAT
and RCS-DEV. These classes are expected as all or most points are triangles. There appear to
be no rule coefficients below 0. Most classes seem to have larger absolute values of the topic
coefficients than the Apriori rule representations.
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4.4. Coefficient evaluation

Figure 4.8 gives the corresponding coefficients for the DO-probit.

Coefficients by class in DO-probit model

Value Covariates: Topics and Apriori rules

10 -
A |

9) PD Radio
10)PDTC - COE
11)PD TC - SAM
12)RCS-DEV
13) System

10 - @ 14) Tools

! Q
T T T e e e e T T T e e T e e e I T e e e e e e T T T e e I I e eI e e T T T T T I T

1 47 111519 23 27 31 35 39 43 47 51 55 59 63 67 71 75 79 83 & 91 95 99 104 110 116 122

Coefficient

Figure 4.8: Beta coefficients of DO-probit model with Apriori rules and topics as covariates.

The DO-probit absolute values of the Apriori rule coefficients are again larger than for the
logistic regression. DO-probit appears to have better grasped information from the rule set,
as more coefficients are further from zero than for the logistic regression. Many strongly
positive rule coefficients are expected, as they are represented by triangles. PD BB, PD CAT
and in some sense RCS-DEV are still well represented among the larger rule coefficients.
GWMR, however, has more distinctively negative coefficients than positive and PD TC - SAM
has rather small absolute values of the coefficients. Besides for the previously seen distinct
coefficient values for GWMR, the 113:th coefficient (a topic coefficient) for Tools is strongly
negative.
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4.4. Coefficient evaluation

SPADE sequences

The coefficients of the logistic regression model using only SPADE sequences as covariates
are presented in Figure 4.9.

Value

Coefficients by class in logistic regression model
Covariates: SPADE sequences

(o]

* (1)BBI

2)CPI

3) CPP

4) GWMR

5)HW

6) 0SS

7)PD BB

8) PD CAT

9) PD Radio
10)PDTC - COE
11)PD TC - SAM
12) RCS-DEV
13) System

14) Tools

13579 1215 168 21 24 27 30 33 36 39 42 45 48 51 54 57 60 63 66 69 72 75 78 81 B84

Coefficient

Figure 4.9: Beta coefficients of logistic regression model with SPADE sequences as covariates.

The SPADE sequences do not in general appear to have impact on the expected classes, as
most triangles are centered around 0. As for the Apriori rules, OSS has somewhat an extreme
intercept in the logistic model, however, the other coefficients are close to or equal to zero.
Tools does not seem to be easily predicted with the SPADE sequences since all Tools coeffi-
cients are lined up around zero. The magnitude of the coefficients are overall smaller than for
the Apriori rules, which in general spanned between —4 and 4.
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4.4. Coefficient evaluation

The specific coefficients for the DO-probit are found in [Figure 4.10.

Value
5

-10

15

Coefficients by class in DO-probit model

Covanates: SPADE sequences

9) PD Radio
10)PDTC - COE
11)PD TC - SAM
12)RCS-DEV
13) System

14) Tools

13579 12 15 18 21 24 27 30 33 35 39 42 45 48 51 54 57 60 63 85 69 72 75 78 81 B84

Coefficient

Figure 4.10: Beta coefficients of DO-probit model with SPADE sequences as covariates.

DO-probit shows triangles slightly further from zero than the logistic regression for the same
covariate set. The absolute values of the coefficients are mostly within a five length dis-
tance from zero, however, some coefficients are substantially lower than most; CPI is pro-
vided strong negative coefficients for coefficients 70 and 72 which were introduced to predict
GWMR. OSS again has one low coefficient, however, for this model it regards the 35:th rule,
originally introduced for predicting to PD CAT (not displayed here).
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4.4. Coefficient evaluation

The coefficients of the logistic regression for the covariate set constituting of both SPADE
sequences and topics are given in Figure 4.11.

Coefficients by class in logistic regression model

Value Covariates: Topics and SPADE sequences
30

1) BBI

2) CPI

3) CPP

4) GWMR

5)HW

6) 0SS

7)PD BB

8) PD CAT

9) PD Radio
10)PDTC - COE
11)PDTC - SAM
12) RCS-DEV
13) System

14) Tools

10

-10

147 11 16 21 26 31 36 41 46 51 56 61 66 71 76 &1 8 9 96 101 107 113 119 125

Coefficient

Figure 4.11: Beta coefficients of logistic regression model with SPADE sequences and topics as covari-
ates.

The SPADE sequences do not seem to be complementing the topics as expected since most
triangles are close or equal to zero. PD BB, PD CAT, PD TC - SAM and RCS-DEV appear to
be the classes most using the SPADE sequences when predicting, and one of the RCS-DEV
has the largest positive coefficient of the expected rules. In difference to the Apriori rules,
some rule coefficients are negative. Some triangles also fall below 0. The topic coefficients
have higher absolute values than the sequences, and GWMR and PD BB have rather large
coefficient values for the same topic covariate.
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4.4. Coefficient evaluation

Finally, the coefficients of the DO-probit for the same covariate set are given in Figure 4.12.

Coefficients by class in DO-probit model

Value Covariates: Topics and SPADE sequences

10

9) PD Radio
10)PDTC - COE
11)PD TC - SAM
12)RCS-DEV
13) System

14) Tools

10
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Coefficient

Fiqure 4.12: Beta coefficients of DO-probit model with SPADE sequences and topics as covariates.

The sequence variables have a smaller magnitude than the topics, however, not in the same
extent as the coefficients of the logistic regression. Some triangles are slightly positive, how-
ever, most are equal to or close to zero. The absolute values of the coefficients for topics
and sequences are not as different for DO-probit using this covariate set as for the topics and
Apriori rule set. Tools appears to make more use of the sequences with this prediction model
than with logistic regression since the coefficients are further from zero. The coefficients for
the sequences are in general more evenly distributed among classes for DO-probit and this
feature set. GWMR makes use of the same topics as in previous models.

Topic coefficient impact when introducing Apriori rules

As several Apriori rule coefficients proved to be of large magnitude despite adding the topic
variables, it is interesting to investigate how the topic coefficients are affected when adding
the rule set as predictors. In difference to the logistic model, the DO-probit model showed
interesting negative dependencies as well as positive for the covariate set with Apriori rules
and topics and, furthermore, when covariates are correlated in logistic regression, LASSO ar-
bitrary chooses what variable to include and what to exclude. Therefore, the topic coefficients
of the DO-probit models with and without the Apriori rules were investigated. In Figure 4.13,
Figure 4.14 and Figure 4.15 the absolute values of the topic coefficients when the rule set is
included in the model is plotted against the absolute values of the topic coefficients when no
rules are added to the set. Note that the scales of the axes are not equal for all plots.
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4.4. Coefficient evaluation

WIth Aprior

With Aprior

WIth Aprior

With Aprion

25

15

05 10 15 20 25 30

an

Class: BBI

T T
6 8

@
(4
l@le o
T T T
o 2 4
‘Without Apriori

Class: GWMR

Without Apriori

With Apriori

With Apriori

15

10

Class: CPI

Without Apriori

Class: HW

L)

e
=

Without Apriori

With Aprior

With Aprior

0z 04 06 08

an

Class: CPP

Without Apriori

Class: 055

@
Heo ©

O o
&
1688 00° )
T T T
0.0 0.2

T T
0.4 06 0.8

Without Apriori

Figure 4.13: Difference in topics coefficients in DO-probit model, classes 1-6.
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Figure 4.14: Difference in topics coefficients in DO-probit model, classes 7-12.
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Figure 4.15: Difference in topics coefficients in DO-probit model, classes 13-14.

The horizontal axes are the topic coefficients when no rules are included in the model and
the vertical axes are the topic coefficients when Apriori rules are included in addition to the
topics. If adding the Apriori rules influences the coefficients of the topics, one would expect
the absolute values of the topic coefficients to decrease when the rules are introduced. BBI,
CPI, HW, PD TC - COE, System and Tools show some coefficients which decrease and some
increase while PD CAT, PD TC - SAM and RCS-DEV show evidence of this type of behavior.
For PD - CAT, PD TC - SAM and RCS-DEV, some topic coefficients decreased.
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Discussion

This chapter discusses the results and the chosen methods.

5.1 Results

Choice of itemset structure for Apriori

The two options of item construction ({Alarm, MO} and {Alarm}, {MO}) were evaluated us-
ing the accuracy (over a grid of « for the logistic model). The differences in accuracy proved
to be small; merely a difference of 0.4 percentage points was found for the optimal a’s. The
corresponding numbers for the DO-probit was 0.2 percentage points. To evaluate the pos-
terior obtained by DO-probit for the two versions, the MCMC mixing was evaluated. The
posterior chains appeared stable for both versions. Since the two different item set versions
give similar performance, it seems the better approach is to use the first itemset in order to
improve comparability of the rule mining algorithms.

Apriori

Many rules were found when mining the alarm logs. Therefore, the confidence threshold
could be set as high as 100% for the initial run. As many as 169 100% confident rules were
found by the traditional Apriori approach (without correcting for time elapse). 54 rules were
discarded by the customised confidence of 80% due to too wide a time window within the
patterns. The class distribution of the final rules were displeasing, as only three out of the 14
classes were represented by some rule in the set. This indeed caused problems when predict-
ing using only the Apriori rules as no variables for 11 of the target classes were introduced.
However, when investigating the coefficients of the logistic and the DO-probit model using
the rules only, the coefficients were typically strongly positive for the expected classes and
smaller or negative for other classes. This implies that many of the obtained rules can in-
deed be interesting when predicting the developer groups. However, the logistic regression
models typically used the introduced variables for more classes than expected (the coefficient
absolute values were generally higher). This may be explained by the parameter settings. «
was chosen as 0.67, which is not especially close to LASSO, which would discard more non-
interesting variables rather than just shrink them. As there is no local shrinkage parameter
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5.1. Results

available for elastic net, this may however have resulted in discarding all variables not inter-
esting to every class.

Some coefficients were large in magnitude for more than one class, which may also be of
interest as a set of alarms found in the alarm log may be of significant value when determining
what developer groups are unlikely to solve the bug. This would yield negative coefficients,
which could be seen for the DO-probit.

When using both topics and rules as predictors in the models, the results were still
thrilling. The logistic regression model shrunk most rule coefficients to be close or equal to
zero for the previously believed classes yet kept the coefficients large for the classes expected
to be large. For the logistic regression, no rule coefficients were found as negative which may
indicate that the method missed some negative correlation. The topic coefficients were, how-
ever, spread around zero. The DO-probit model gave more evenly distributed coefficients
for the rules and the topics set; some rule coefficients were about as distinct as the topic co-
efficients. PD CAT (8) especially had rather strongly positive coefficients for the expected
rules.

Not surprisingly, the logistic regression failed to predict to more than some different
classes. PD BB (7), PD CAT (8) and RCS-DEV (12) were all represented in the rules set, how-
ever, non-expectedly, PD TC - SAM (11) was one of the most recurring labels despite not
being represented by any rules in the input. This may be explained by the class distribution
in the entire dataset visualised in Figure 2.1, PD TC - SAM (11) is one of the majority classes
and is well-represented in all test sets.

Compared to the 40 topics used as a baseline, adding the Apriori rules did not show
notable improvement of the accuracy for the logistic regression, as the accuracy merely in-
creased with 0.1 percentage points and DO-probit increased the accuracy with 0.3 percentage
points. The deviance of the logistic model with the topics and Apriori rules as covariates
resulted in the lowest deviance. The topic set gave a deviance of 12784 and the combined set
gave 12491. The accuracy of DO-probit and the reduced deviance of the logistic regression
may indicate that the Apriori rules were helpful for prediction. To further investigate this, the
topic coefficients with the Apriori rules included in the DO-probit model were plotted against
the topic coefficients without the rules included in the model. The coefficients of some classes
showed no dependence between adding and not adding the rules (the coefficients remained
the same) however, for several classes the absolute values of the topic coefficients decreased
when adding the rules. This implies some rules are preferable for predicting some classes.
The predictions of BBI (1), CPI (2), HW (5), PD CAT (8), PD Radio (9), PD TC - SAM (11)
and RCS-DEV (12) appear to be aided by some rules, and in some sense OSS (6) although the
absolutes were rather small for this class. The method should be further investigated with a
more extensive dataset.

SPADE

Running SPADE with the same terms as Apriori resulted in a higher number of sequences;
235 versus 115. One can also see that SPADE found sequences connected to more distinct
classes (6) than Apriori (3). Both SPADE and Apriori found patterns for PD BB (7), PD CAT
(8) and RCS-DEYV (12). SPADE also obtained sequences for GWMR (4), PD TC-SAM (11) and
PD Radio (9). The logistic model using only SPADE sequences as covariates predicted to the
classes CPP (3), PD BB (7), PD CAT (8), PD TC - SAM (11) and RCS-DEV (12). No predictions
were made to GWMR (4) and PD Radio (9), which were both represented by sequences in the
input set. This can again be explained by the class distributions in the entire data set; GWMR
(4) is one of the minority classes whereas CPP (3) is the fourth largest class, increasing the
probability of the prediction. Furthermore, PD Radio (9) was merely represented by one
sequence in the input, not likely to compensate for the class having less than half of the
observations of the three majority classes. The logistic coefficients for the SPADE sequences
were typically smaller in magnitude than the Apriori coefficients, which is reasonable since

36


fig:classes

5.2. Method

« was set closer to zero (¢ = 0.41) and for « = 0 the elastic net regularisation becomes Ridge
regularisation. Unfortunately, the estimated coefficients for the SPADE sequences did, in
general, not indicate the expected effect on the classes in neither the logistic regression nor
the DO-probit; the coefficients were close to zero for most coefficients expected to be large. In
the logistic regression, the coefficients were quite large for sequences in classes where we did
not expect the sequence to be active. The DO-probit showed similar results, however, some
(not previously expected) specific coefficients were found strongly negative. Naturally, both
models showed similar coefficient behavior when adding the topics to the predictor set.

5.2 Method

Data mining as a pre-processing method for event log data

The CDF (the distribution of the weight measure) as well as the parameters used in our pro-
posed confidence measure were chosen by experts in the alarm log area. Better performance
can probably be obtained by learning these parameters from data, however, due to compu-
tational cost and insufficient data, this has not been attempted here. The Apriori algorithm
with the customised measure is (in theory) of less interest than SPADE as SPADE takes the or-
der of events into account, therefore, the customised measure is not likely to be worth further
investigation if not attempting to adjust it for obtaining the order of events. Another benefit
with SPADE compared to Apriori is the reduced number of required database scans. Apriori
requires multiple scans, while SPADE merely requires a maximum of three scans. The largest
drawback with SPADE is the need to handle all logs simultaneously in the main memory,
which results in a slow mining process [17]. In this thesis, pre-built R-packages were used
for Apriori, SPADE and logistic regression. The Apriori algorithm appears to function well,
however, the SPADE-implementation proved to have unexpected limitations. SPADE (and
the implemented package) was chosen in this thesis due to the possibility of accounting for
both the order of events and time elapse between events. The package does not, however,
appear to support time elapse given in seconds over several years. This resulted in the need
to replace the true time variable with an indexed time-variable of the events rather than the
true time elapses, losing the ability to set the algorithm to mine for sequences in a specific
time span. Furthermore, as the maximum length of the patterns (for Apriori) and sequences
(for SPADE) were set to 4, connections between longer patterns or sequences and a target
class may have been overlooked.

Predictions

Multinomial logistic regression with the elastic net penalty is a suitable method for processing
extensive covariate vectors with multiple level classes, as one is offered a trade-off between
the Ridge penalty and the LASSO penalty [22]. Multinomial probit models are, however,
better suited for bayesian classification. The targets of either logit or probit models can be
modeled with latent variables to enable Gibbs sampling, however, while the latent distribu-
tions of the probit models are straightforward, the distributions of the multinomial logistic
models are more complex. The Diagonal Orthant probit models furthermore sidesteps the
posterior dependence between latent variables and parameters [12]. The horseshoe shrink-
age is also well suitable for sparse covariate matrices as the horseshoe prior can shrink noise
variables aggressively while allowing the coefficients of signal variables to remain large [5].
The usage of both global penalty terms and local penalty terms is indeed suitable for this
thesis; the obtained rules and sequences regarded specific classes and are therefore mainly
local predictors associated with a specific class. The local shrinkage proved to be beneficial
for the rules, as DO-probit managed to find which Apriori rules were interesting for finding
both positive and negative dependencies between patterns and classes while logistic regres-
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5.2. Method

sion failed to filter out local noise without removing or excessively regularising the covariates
interesting for obtaining negative dependence.

Evaluation

The results lack some level of comparability. Foremost, due to implementation limitations,
the DO-probit and the logistic regression were evaluated using different methods. Therefore,
the fact that DO-probit often returned a slightly higher accuracy may be an artifact of the
evaluation. The logistic regression was tested on an out-of-sample set which was not passed
to the Apriori or SPADE algorithms, however, DO-probit was evaluated with cross-validation
on the entire data set. Both evaluation methods are appropriate validation methods, however,
the DO-probit models were partially trained on the data passed to the data mining algorithms
which may bias the results. Furthermore, the elastic net penalty parameter « in the logistic
regression was not cross-validated due to insufficient data and the rule mining procedures
(Apriori and SPADE) were not cross-validated due to computational cost. Thus, the evalua-
tion is not entirely satisfactory. As a customised confidence measure was used, it would also
be interesting to evaluate the differences in performance of the Apriori algorithm with and
without this filtering.

A multinomial model with an uninformative Dirichlet prior was fitted to evaluate the
predictive performance using only the relative frequencies. The results showed that the test
sets were predicted to be one of three classes; PD BB (7), PD CAT (8) or PD TC - SAM (11).
These classes were also the most represented classes in the fitted values of the models using
any covariate set. This underlines the issues with the distribution of the data. It may, therefore
be of interest to attempt under- or oversampling to avoid issues with the imbalanced data.
Another solution to the problem would be to further aggregate the classes, however, this was
not performed in this thesis as the classes were likely to become too wide.
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n Conclusion

Are alarm log files useful for automated bug report routing?

The alarm data appears to be useful for predicting some classes, however, all developer
groups are not likely to be directly connected to events in the alarm log which may have
resulted in the low number of developer groups represented in the rule sets. The combi-
nation of the information available connected to a bug report (observations field, customer
information, logs, etcetera) may well be better to use rather than each piece of information
separately, especially as it cannot be expected that specific bugs solvable by one developer
group show symptoms in the alarm logs. The same problem is a fact for the observations
field as well, as all models attempted in this thesis failed to make any predictions, correctly
or incorrectly, to the classes CPI, OSS, System and Tools, and some Apriori rules replaced
the topics in the comparison. The failed predictions can, again, be partially explained by the
insufficient class distribution of the data, as they are all small classes. It is, however, desired
to replace topics with alarms as alarms are easier to interpret. The conclusion of this question
is that the alarm data is indeed useful for making more confident predictions of some classes.

Is association analysis an effective approach for constructing features from
system log files?

For the logistic regression, the rules achieved by Apriori did in general yield a large posi-
tive coefficient in the equations of the expected classes. Some rules were used as predictors
for several classes, which can be of interest as a set of alarms found in the alarm log may
be of significant value when determining what developer groups are unlikely to solve the
bug. The SPADE sequences did not to the same extent contribute to the predictions of the
expected classes. The limitations in the package implementation may, however, be a factor.
SPADE may, therefore, have missed potentially interesting patterns and should be rerun with
a different code base. The differences in accuracy for the two mining approaches appear
insignificant. Furthermore, as most observations were predicted to one specific class, the
accuracy is close to non-interesting. The SPADE sequences and topics set yielded a higher
deviance than the Apriori rules and the topics set. Apriori with the customised confidence
measure proved more rewarding than SPADE, as the coefficients of the Apriori rules behaved
more as expected in comparison to the SPADE coefficients.
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Table A.1: Confusion matrix for Apriori rules, logistic regression

True class

1 12 13 14

10

47 54 123 26 10 12

113 ' 217

5 56 22 13 1

13

97

86

9 909 976 358 427 984 243

47 476 186 121

175

0 0 0 0 0 0

0
Table A.2: Confusion matrix for Apriori rules, DO-probit
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Table A.8: Confusion matrix for SPADE sequences and topics, DO-probit
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The first four folds for each model are presented.

as they show similar behavior.
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Figure B.1: The DO-probit log-posterior for the first four folds using Apriori rules and topics.
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Figure B.3: The DO-probit log-posterior for the first four folds using SPADE sequences and topics.
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Figure C.1: Misclassification rate for different values of a for observations field topics.
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Table C.1: Confusion matrix for topics, logistic regression
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The resulting confusion matrix when the topics were modeled with a DO-probit is found in

Table C.2/.
True class
1 2 3 4 5 6 7 8 9 10 11 12 13 14
“1/ 4 0 0 ©0 1 0 0 ©0 0 0 3 0 0 0
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Table C.2: Confusion matrix for topics, DO-probit
Coefficients by class in logistic regression model
Value Covariates: Topics
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Figure C.2: Beta coefficients of logistic regression model with observations field topics as covariates.
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Figure C.3: Beta coefficients of DO-probit model with observations field topics as covariates.
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Figure C.4: The DO-probit log-posterior for the first four folds using the topics as covariates.
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