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SAMMANFATTNING 

Det finns ett starkt intresse inom IT-branschen för 

röstinteraktion, delvis tack vare de teknologiska framstegen 

inom området, och användandet av stora mängder data vilket 

i vissa fall gör röstigenkänning likställd med människor. 

Målet med denna rapport är att utforska förhållandet mellan 

röstinteraktion och personlig integritet. Två prototyper för 

röstinteraktion av banktjänster skapades, de hade olika 

återkoppling, korrekthet och behov av fysisk interaktion. 

Tolv deltagare instruerades att utföra uppgifter såsom att 

kontrollera kontobalansen och överföra pengar med hjälp av 

prototyperna. De svarade sedan på frågor om deras relation 

till personlig integritet i sammanhanget av deras tidigare 

upplevelser med röstinteraktion och de två prototyper de 

provat. Resultatet visar att vad som upplevs som privat, och 

behovet av personlig integritet, varierade mycket mellan 

deltagarna. I slutändan föreslås en respekterande och 

stärkande design av röstinteraktion i vilken användaren kan 

skräddarsy hur applikationen ger återkoppling genom att 

lägga till kontextuell känslighet t.ex. genom GPS för att veta 

om du är hemma, eller en kamera för att veta om du tittar på 

enheten. 

ABSTRACT 

There is a strong mainstream interest in the tech world for 

voice interaction, in parts thanks to the technological 

advancements in the field and the use of big data which in 

some cases make speech recognition on par with humans. 

The aim of this paper is to explore the relationship between 

voice interaction and privacy. Two prototypes on voice 

interaction of bank services were created, they had 

differences in feedback, correctness and need of physical 

interaction. Twelve participants were instructed to perform 

tasks like checking balance and transferring money with the 

prototypes. Then they were asked about their relation to 

privacy in the context of their previous experiences with 

voice interaction and the two prototypes they used. The 

results show that what was perceived as private and the need 

for privacy varied a lot between the participants. In the end a 

respectful and empowering design to voice interaction is 

proposed in which the user could customize how the 

application provides feedback by adding contextual 

sensitivity e.g. using GPS to know if you are home, or a 

camera to know if you are looking at the device. 

INTRODUCTION 
Today we are seeing a strong mainstream interest in the tech 

world for voice interaction with products like Siri (Apple), 

Google Now (Alphabet), Cortana (Microsoft) and Viv (Viv 

Labs) offering voice interaction and dialogue with virtual 

assistants to reply to text-messages, make calls, check the 

weather and more. Amazon Echo and Google Home 

(Alphabet) are two devices without screens solely relying on 

voice interaction, residing inside the home. There are other 

places where voice interaction could potentially be used. 

Two studies [11] [5] looked at ATM machines utilizing voice 

interaction for a touch-less interaction intended to be used in 

a public space. Voice interaction can also enable technology 

for those who might otherwise have problems using it, like 

elderly people [1] [16] or visually impaired [4] [12]. At the 

same time, it can offer convenience for when you are unable 

to use your hands, e.g. while driving or holding a baby. As 

the context and uses for voice interaction varies, we need to 

make sure we understand these contexts and experiences of 

using voice interaction in them. Understanding this is 

important to design useful voice-based applications.  

Voice interaction can make it possible for people in the same 

physical space to share and take part in an interaction. This 

can also make it harder to be private and choose for ourselves 

what personal information we share. We might go to great 

lengths to protect our privacy. For instance, in a study about 

teenagers’ communication practices [13], it was found that 

teenagers preferred talking on the phone from a privacy 

perspective. This since text-messages could be read by others 

and shared. One of the participants would sometimes choose 

to talk on the phone, in the closet, if it was a private subject 

she did not want her parents to overhear.  

The aim of this paper is exploring the relationship between 

voice interaction and privacy through the case of using bank 

services with voice. Similar to voice controlled ATM 

machines [11] [5], this is a compelling case to study people’s 

experiences and needs for privacy due to the often-private 

nature of financial information. To explore this relationship 

is important since understanding people’s reactions and 

expectations might help us design and build voice interaction 

that offer greater accessibility, convenience and usability. It 

can lead to a voice-based application that treat people 

respectfully, one that sees people’s need to decide for 

themselves what information they share with others around 

them. 



In this paper, I report on a study with twelve participants who 

shared their experiences with voice interaction and bank 

services. They tried using two different prototypes on voice 

interaction for checking balance and transferring money. The 

prototypes differed on feedback, correctness and need of 

physical interaction, for example, one spoke back while the 

other showed information on a screen. The differences gave 

the participants something to relate to when reflecting on 

privacy for voice interaction. The goal of this paper is to 

answer the following research question: 

What are people’s reactions to, and expectations of, privacy 

in voice interaction when conducting bank transactions? 

BACKGROUND 

Before exploring privacy in voice interaction, we need to 

understand what privacy is and how it can be interpreted. 

Then we look at how voice interaction is used today. It is 

interesting to see both where it is used, and how the increased 

accuracy is affecting its usage. Lastly, we will look at how 

environment and design both affect privacy in voice 

interaction. 

Privacy 

The author of the book Privacy and Freedom, Alan Westin, 

wrote “Privacy is the claim of individuals, groups, or 

institutions to determine for themselves when, how, and to 

what extent information about them is communicated to 

others.” [17].  

This quote is also found in a book about privacy on the web 

[3] written by Markus Bylund. In it Bylund tries to give a 

nuanced look at different definitions and views of privacy. 

He then goes on to look at it from a web-based perspective 

and lastly go through a few methods and tools to use when 

developing with privacy in mind. He talks about how we 

mainly use four categories of methods to create and maintain 

a private sphere: bodily mechanics, physical structures, 

social norms and routines, and laws and regulations. Bodily 

mechanics can be whispering when telling a secret, asking 

for privacy or non-verbally communicating with eye-contact 

or facial expressions. Physical structures like doors or drapes 

can divide a room and create privacy, but also clothes; a 

bathing suit might be suitable on a beach, but not in the office 

where it reveals too much. Social norms and routines can be 

attributes we assign to a room, e.g. the toilet – but also 

frameworks for what information we might share with 

family, friends or co-workers. The laws and regulations are 

in some sense formalized norms that is commonly agreed on, 

e.g. not reading mail addressed to someone else without their 

permission. Bylund also brings up how power-relations can 

increase the desire of privacy, e.g. parent-child, state-citizen 

and employer-employee. 

                                                           
1 http://www.amazon.com/oc/echo/ 

2 https://madeby.google.com/home/ 

Voice Interaction 

Where Do We Use Voice Interaction? 

Voice interaction can be found in a lot of different places. A 

study [14] done in 2016 with 500 mainstream consumers 

from the United States looked at people’s use of smartphone 

based voice assistants and found that 39% used them in the 

home, 51% in the car, 1.3% at work and 6% in public. 

The home, which was where most people were using their 

smartphone based voice assistants, is also where we find 

Amazon Echo1 and Google Home2. Both are Internet-

connected speakers with microphones able to pick up voice 

commands from people in a room, activated by the words 

“Alexa” in the case of the Amazon Echo, or “Ok, Google” 

for Google Home. They can play music, provide 

information, news, sports scores, weather, calendar and 

integrate with certain home automation system to control the 

lights, temperature and door-locks. 

There is also research done on the home that looks at voice 

interaction for accessibility. The Sweet-Home Project [16] 

looked at voice interaction to aid the elderly and frail 

population. The system could turn lights on or off, open or 

close blinds, read the temperature and make phone calls. 

They created a system that could benefit the disabled and 

elderly population with difficulties seeing or moving, that 

want security reassurance inside their home. A similar 

project was CIRDO [1] that used video to detect falls or 

situations of distress, but also speech recognition to detect if 

someone was calling for help. When recognized it would 

request assistance for the elderly, and place a phone call to a 

relative to be with them till the assistance arrived. 

Voice interaction is also used outside the home. To aid 

navigation for visually impaired an application using TTS 

(Text-to-Speech) was developed that would guide blind 

people to their destination [4]. A voting system called Prime 

III [6] was created to allow people with disabilities to cast 

their vote without the assistance of others. With the use of a 

touch screen and a voice user interface it would allow all 

voters regardless of ability to cast their votes, in a private and 

secure environment. 

The Accuracy of Speech Recognition is Improving 

While products like Siri, Google Now and Cortana do not 

solely rely on voice interaction (as some information is 

displayed on a screen), products like Amazon Echo, Google 

Home, AirPods3 and Xperia Ear4 do. AirPods and Xperia Ear 

are wireless earphones connected to a smartphone. They 

require a tap to activate the microphone, but the rest of the 

interaction is performed via voice. The AirPods uses Siri, 

while Xperia Ear rely on an app to handle the voice 

interaction. 

3 http://www.apple.com/airpods/ 

4 https://www.sonymobile.com/global-en/products/smart-

products/xperia-ear/ 

https://madeby.google.com/home/
http://www.amazon.com/oc/echo/
http://www.apple.com/airpods/
https://www.sonymobile.com/global-en/products/smart-products/xperia-ear/
https://www.sonymobile.com/global-en/products/smart-products/xperia-ear/


There might be a reason we are seeing more products like 

these being released with voice user interfaces, and more 

people using them. A study [5] from 2003 investigating the 

use of voice interaction in ATM machines concluded that 

speech recognition had not reached the required maturity as 

the participants performed tasks faster manually than with 

voice, and the error rate for the speech recognition left some 

abandoning the tasks altogether. However, in 2016 research 

from Microsoft speech & dialogue group reported a word-

error rate of only 5.9% [18], clearly demonstrating that the 

maturity of the technology has advanced. Interestingly, this 

error rate was the same as for the human transcribers asked 

to transcribe the same recording with a two-pass checking, 

in which they first transcribe the recording and then listen 

again and check the transcription for errors. 

In an interview with New Scientist from 2015 [15], Tim 

Tuttle, the CEO of Expect Labs claimed the advances in 

voice recognition to be thanks to “machine learning and the 

vast piles of data available to train it” and stated that “There 

have been more improvements in speech recognition over the 

past three years than there have been over the past 30 years 

combined”. These advances have made more efficient ways 

of training DNNs (Deep Neural Networks) [10], which 

enables more precise training of speech recognition for large 

vocabularies, on the big data sets provided by our increasing 

usage of voice interaction. Another benefit is that “DNNs 

work well for noisy speech.” [7] so that for devices like 

Amazon Echo that resides in the home, or the AirPods that 

are worn outside – the use of DNNs makes them more 

accurate.  

Privacy in Voice Interaction 

The Role of Environment 

The previously mentioned voting system Prime III [6] was 

intended to be used in a private and secure environment to 

protect the privacy of the voter. Meanwhile Amazon Echo 

and Google Home are intended to be used inside a home, 

perhaps with family or friends around offering little in terms 

of privacy. Which political party you cast your vote on could 

be highly personal, while asking about the weather is less so.  

In the lack of privacy, people may create their own. An 

example of this comes from a study on how teenage girls use 

technology to communicate with each other [13]. Most of the 

girls could send text-messages to each other through a 

mobile phone, but they did not have enough credits to call. 

Instead they would use the landline phones inside the house. 

The girls also found text-messages unsuitable for their 

conversations as someone else might read the texts. One of 

the girls told the researchers that while talking on the phone 

she would hide in her closet if there was a particularly private 

subject that she did not want her mother to overhear. 

A more recent paper [2] reports on a study of video chats and 

privacy among teenagers found that there was a great desire 

among the teenagers for privacy when doing video chats. 

Especially if the chats included gossiping, flirting or sexual 

activities. They would try and hide these chats from their 

parents, making sure not to be overheard or overseen, 

because they were afraid of being caught or punished. At the 

same time, there was a concern from the parents about their 

children doing things that may lead to lasting consequences 

e.g. posing naked only to have the video recorded and spread 

online. The teenagers’ wish for privacy stood in direct 

conflict with their parents’ wish to protect their children.  

In Terms of Design 

An online survey [9], with 76 participants included in the 

final analysis, looked at privacy concerns for voice activated 

personal assistants like Siri or Google Now. It was found that 

the likelihood of using the personal assistant and the 

smartphone keyboard to enter private versus nonprivate 

information was a function of location (private or public 

space). The participants were cautious when disclosing 

private information, and the social context of public 

locations only amplified this. To optimize usage of personal 

assistants a few design guidelines are proposed, including: 

entering personal information on a one-time basis for later 

retrieval; the personal information not being seen or heard by 

people around when interacting; generic commands like 

“take me home” being used, not needing to disclose details 

and the feedback also reflecting this (not disclosing your 

address, instead saying “taking you home”); and lastly 

privacy layers to protect users’ private information, e.g. 

switching over to a public mode when smartphone GPS 

tracks itself away from home. 

Even though we want to design with privacy in mind, 

people’s perception may vary, as seen in an article looking at 

self-service user interfaces by constructing an ATM machine 

operated by voice [11]. The decision was made to give it a 

concave shape as to wrap the design around the user and give 

a sense of private space. Instead the concave shape amplified 

the sound, and a light that turned on when the user was 

identified was perceived as a stage light. This is a clear 

example that not only the environment, but also the design, 

affects privacy in voice interaction. 

METHOD 

In order to get a better understanding of experiences and 

needs for privacy when using voice interaction, a study 

focused on bank transactions was setup using voice 

interaction in a lab setting (see Figure 1). In the study, twelve 

participants (P1-P12) were interviewed about previous 

experiences with voice interaction and bank services, asked 

to perform a series of bank tasks using two different voice 

based prototypes and then asked to reflect on it. The focus 

was primarily on privacy and the environment voice 

interaction would be used in. 



 

 

Figure 1. The setup for the study. The interviewer sat across 

the table with a laptop computer in front of them. To the right 

a smartphone mounted on a tripod to record the interview. 

From the computer’s speakers came the sound for the first 

prototype. Once the participant was done with the tasks 

(printed on the paper laying on the table), the lid of the laptop 

was closed and stayed so for the remainder of the interview.  

The participants were aged between 21 and 63, five men and 

seven women. All had previous experiences from voice-

based interfaces such as Siri (P1, P3-P4, P6-10, P12), S 

Voice (P5, P11), SJ telephone booking (P2, P6, P9), 

telephone customer support (reads options, navigate with 

numpad) (P5-7, P9-12), company directory switch (speak 

name of person you are seeking) (P3, P9), Telia customer 

support (speak your errand, get connected) (P10), in-car call 

system (P8), SL real-time information (speak station or line, 

know if on-time) (P6), Amazon Echo (P6), Skatteverket (P6), 

Cortana (P12) and OK Google (P2).  

The study was video-recorded and divided into two parts. 

The first focused on more general questions about previous 

experience and how the participants used bank services 

today. In the second part, they first used one of the prototypes 

to perform a set of tasks (see Tasks). After they had solved 

these tasks they were asked to reflect on privacy, efficiency 

and clarity using the prototype, as well as what thoughts and 

feelings it provoked in general, and in regards to privacy, 

efficiency and clarity. This was then repeated with a different 

set of tasks (see Tasks) on a second slightly different 

prototype in terms of how well it understood the user, 

whether it talked back, how it handled errors, whether it 

required physical interaction and how transparent it was (see 

Main Differences).  

Tasks 

In the first prototype the participants were tasked with: 

1. “Ask for the balance on account one” 

2. “Ask for the balance on account two” 

3. “Transfer 100 Swedish krona to account one” 

4. “Transfer 100 Swedish krona to account one” 

5. “Transfer 100 Swedish krona to account one from 

account two” 

For the second prototype the participants were told to 

“transfer any amount to any account three times, or till you 

get a feeling of how it works”. 

Pilot Study 

Before the second prototype was built, there were three pilot-

interviews held. The questions were meant to give insight to 

people’s experiences with voice interaction and bank 

services, while the prototype would act as an artefact to 

capture people’s reactions, and reveal their expectations.  

The questions that had been formulated proved adequate in 

giving an understanding of their experiences, some were 

removed that did not add anything, and some added to go 

deeper into things the participants had a lot to say about. It 

seemed interesting to know what the best and worst things 

about voice interaction were, and where the participants 

could see themselves using the prototypes, so questions 

about this was added. On the other hand, questions about 

touch-screens aimed to give the participants another form of 

interaction to relate to, proved superfluous as they had no 

problem talking about their experience with voice interaction 

from before the interviews and the prototype they had tried. 

Because of this, questions about touch-screens were 

removed.  

The single prototype however showed its limitations as an 

artefact, not because it failed to show how voice controlled 

bank transactions might work, but because the participants 

were unable to look beyond what they had just experienced. 

Their general experience with voice interaction was limited, 

and when discussing their reactions and expectations it only 

revolved around how this single prototype operated. From 

this came the decision to create a second prototype that 

would be different from the first in several aspects to better 

showcase the range of possibilities available and create a 

wider discussion of the participants’ reactions and 

expectations. 

Prototypes 

In the first prototype the participants were told that the 

prototype could hear them anywhere in the room, and that 

they only needed to speak out for it to hear them. They would 

complete the tasks by speaking out into the room, the 

response would then be heard from the computer’s speakers. 

There was only a verbal exchange between the participant 

and the computer. The first prototype used a Wizard of Oz 

Method, which means that the participants were not made 

aware that the interviewer was controlling the voice 

interaction. From the interviewer’s perspective, there were a 

series of buttons on the screen. The buttons represented 

different sentences, that when pressed would make the 

computer read that sentence. The voice used in this first 

prototype was the built-in speech synthesizer Alva (Swedish) 



found in Mac OS (10.12.1). The sentences (translated from 

Swedish) used were the following: 

1. “What can I help you with?” 

2. “What do you want to do?” 

3. “From what account did you want to transfer?” 

4. “Transferred 100 Swedish krona from account X. 

Account Y’s balance is now n Swedish krona.” 

(Where n = 100, 200, 300 and (X, Y) = {(One, Two), 

(Two, One)}) 

5. “Account X has a balance of n Swedish krona.” 

(Where n = 0, 100, 200, 300 and X = {One, Two}) 

6. “The balance on account X is too low to transfer 

100 Swedish krona. The balance is 0 Swedish 

krona.” (Where X = {One, Two}) 

7. “Can you repeat that?” 

8. “That function is unfortunately not available yet.” 

The second prototype was an app running on an iPhone 6S 

(see Figure 2). It used the built-in voice recognition API in 

Swift for iOS. This prototype would not read back anything, 

instead showing information on the screen. It also required 

the user to start and stop the voice recognition manually. 

 

Figure 2. Before and after successfully performing a 

transaction. The transcribed text is gray, below that a 

summary of the transaction (“Amount”, “From” and “To”), a 

status message (“Transfer complete!”), status of the two 

accounts and their balance and at the bottom a button to start 

the interaction (“Begin Listening”). 

Main Differences 

These are the main differences between the prototypes 

designed to focus the interview on different ways of voice 

interaction. 

• The first prototype always understands (Wizard of 

Oz), while the second sometimes misunderstands 

• The first prototype talks back, the second shows 

everything on a screen 

• If information is missing (from which account to 

transfer) the first prototype asks for it, the second 

gives a general error message 

• The second prototype requires the user to press a 

button to start and stop the interaction, the first 

knows when the user starts and is done speaking 

• The second prototype shows the transcribed text, 

the first does not 

RESULT 

The study went well and all participants managed to solve 

their tasks using both the prototypes. One observation made 

was that the participants focused intently on the voice 

interaction when the first prototype was speaking back to 

them. A few expressed the unnatural voice as hard to 

understand and requiring even more focus – yet none of the 

participants failed to understand, or required the prototype to 

repeat itself. 

The result is presented in three main parts. The first talks 

about the role environment and social context played in how 

the participants perceived privacy. The second part looks at 

traces of how technology could be used to control privacy. 

The third looks at some reflections on the relationship 

between security and privacy that arose during the 

interviews. 

The Role of Environment and Social Context in Privacy 

When it came to the environment voice interaction was used 

in, feelings among the participants seemed to differ. The 

thought of using it while in public, in a crowd, left some (P6, 

P11-12) feeling uneasy. To others (P3, P8) the same thought 

provided comfort, as a large crowd could provide anonymity 

and would not make them stand out while using voice 

interaction. One summarized it as: 

- “It’s tough to take notes during meetings for example, so it 

has to be somewhat noisy environments for one to feel 

somewhat anonymous.” (P3) 

More important than the physical location was the social 

context in relation to privacy for voice interaction. All but 

one (P1-4, P6-12) felt that using voice interaction in any 

environment was not suitable, it depended on the social 

context. Everyone agreed that the home was a place where it 

was okay to use voice interaction from a privacy standpoint.  

This also aligned with privacy and social relations. All but 

one (P1-9, P11-12) felt that it was alright for family to know 

about their finances – therefore it was alright from a privacy 

standpoint to use voice controlled bank services in your 

home. Although they might avoid using it when having 

friends or strangers over. As one participant put it:  

- “Do I choose to have this in a room and communicate 

openly in the room, then I do it at occasions when I believe 

[it is okay] for the people in the room to hear it.” (P10).  

One participant (P9) did wish to be able to hide some 

information, if they were buying a gift for their partner as an 

example. 



So, while no one felt that the home was unsuitable, other 

places like on the bus, in a meeting or at the office did feel 

unsuitable. As one participant replied when asked if there 

were any places in which they would avoid voice interaction: 

- “Certain things you might not be able to say out loud on 

the subway […] there may not be the right place to say it.” 

(P1) 

The participant is pointing out how the nature of what is 

being said, affects in what environments they would say it. 

The social context is also important, as another participant 

put it when asked the same question of places they would 

avoid using voice interaction:    

- “In public spaces where I disturb [others]. I would never 

get the idea to sit at a library speaking with my phone, for 

example.” (P4)  

Controlling Privacy Through Technology  

There were traces of how technology could be used to control 

privacy. It could be the user taking matters in to their own 

hands by plugging in a headset. It could be the prototype 

giving complete control over the interaction to the user. Or it 

could be about doing things fast to capitalize on private 

moments. These three are presented in the following 

sections. 

Using Technology to Empower the User 

The user may choose to use technology to empower 

themselves, choosing what they are comfortable with. The 

second prototype that only displayed text and did not speak 

back was considered to have higher privacy (P1-6, P8-9, 

P11-12), however, two participants (P8, P12) pointed out 

that with a headset plugged in the first prototype that only 

used verbal communication was just as good. The idea to use 

a headset with the prototype was an example of how the 

participant could use technology to control privacy.  

Another example of this is one person (P11) who saw that 

the transaction being spoken out loud could in particular 

situations provide transparency instead of privacy. For 

instance, P11 mentioned that when settling a debt with 

someone, it could be beneficial for the voice interaction to be 

heard by both parties so that the receiver could hear and feel 

confident that you are performing and completing the 

transaction. This indicates that sometimes users may want 

the application to have a different behavior, in this case a 

lower privacy setting, to use it for a specific purpose.  

Giving Strict Control, Losing Benefits of Voice Interaction 

Giving the user complete control over the voice interaction 

could be an option, but how it would work is not immediately 

clear. When asked what the single best thing about voice 

interaction is, most (P1-6, P8-9, P11-12) said that it was that 

voice interaction allowed them to use the phone without 

holding it or using their fingers. One (P9) stated that they felt 

it was hard to type on a smartphone, but using voice made it 

so they felt included and not discriminated by their inability 

to efficiently use the keyboard on the phone. 

It may not come as a surprise that some (P1, P3, P5-10) did 

not like having to press a button for the second prototype to 

start and stop the listening. In particular, they did not like to 

press the button to end it, which they thought would be 

automatic since they often sat waiting for it to stop before 

realizing they had to press the button again. They felt that 

having to press a button and look at the screen to perform 

bank tasks took away from the benefits speech brought. As 

one participant put it:  

- “Clicking [when speaking] is not that big of a difference 

from pressing three additional times and doing it with your 

finger.” (P5)  

The button might otherwise have provided a tool to control 

their privacy, start and stop the interaction at will. And there 

was one participant (P11) who reflected on how a button 

gave more control, explaining that:  

- “In some way it was comfortable to have a start listening 

and stop listening button. Because if you’re somewhere with 

sounds around you, you can cancel it, you are (in some way) 

in control.” (P11)  

They could see the control the button brought, but they then 

went on to add:  

“You have the phone in front of you. You see everything, you 

press [the button], so you still need to use at least one hand. 

So, it [the prototype] loses its value, why you would want 

voice control.” (P11)  

Even though a button added control over privacy and the 

interaction, the value of voice interaction is lost if you cannot 

use it without holding your phone, pressing a button and 

looking at the screen. 

The Need for Correctness 

To make sure something is done correctly could both be 

about user experience, but also about privacy. Perhaps doing 

something before someone enters the room; a private space 

may only be that for a short period of time. When asked what 

the worst thing about voice interaction was, most participants 

(P1-3, P5-7, P11) would say that it was its inability to 

understand them correctly at times. This might have been the 

reason some (P8, P11) expressed a need to have a form of 

confirmation. Either before performing the transaction:  

“Personally, I’d rather have it summarize before it did it [the 

transaction].” (P11)  

…or at least after to ensure what they wanted to do was done 

correctly:  

“Somewhere you want a confirmation that you’ve said it 

correctly and done it correctly.” (P8)  

Another way to make sure things are correct, would be to 

eliminate confusion, and one participant (P6) purposed a 

shorter reply, with information more densely packed into the 

sentence to make it more clear and efficient.  



Security and Privacy 

While there were no direct questions about security aspects, 

two participants (P8, P10) reflected on how security would 

work in voice interaction. They wondered whether a future 

product using voice interaction with bank services would be 

able to identify you by your voice or not, and whether that 

would be secure enough. What would happen if you were 

sick? Would you have to speak a password, and then what if 

someone heard you say it? Could anyone access your bank 

information in your home? Adding to this one of them (P10) 

asked: 

- “Can you program so that she [the prototype] only listens 

to my voice? Because what if someone enters the room, 

talking like this [as if giving commands to transfer money, 

check balance, etc.]? “(P10)  

…and with this highlighting the problem of what would 

happen if someone entered the room during the voice 

interaction. 

In the study the participants only had to manage two accounts 

and perform transfers between these two accounts that were 

considered ‘their own’. This made one of them reflect about 

the need to enter the security code again when managing 

more accounts: 

- “If one transfers between one’s own accounts, at least for 

my [bank app or website], in my experience, then I don’t 

have to enter the security code again […] Are you 

transferring to another account, you need to enter a security 

code.” (P8)  

Here P8 was talking about how transferring between your 

own accounts might require less security than transferring to 

an account that is not your own, both other people’s accounts 

and bill payments, as theft and fraud would require the 

money to leave your belonging. 

When P8 was asked how they would like it to work, they 

wanted it to “identify my voice”, but also seeing problems 

like “you can sound very similar [to others]” and “you can 

be croaky”. In the end, they still thought such a system would 

be better than having to enter a security code verbally. The 

same question was asked to the other participant (P10) who 

started reflecting on security, who said:  

- “in limited settings, it would work with identification of the 

voice” (P10) 

…while not being suitable for settings where others could 

gain access to it as “one can be recorded in several ways and 

voice-clips can be cut together.” (P10) 

DISCUSSION 

The recent advancements in speech technology, the strong 

mainstream tech interest in products using voice interaction 

and old services beginning to use voice interfaces beckons 

the question, what do people want and need from voice 

interaction in terms of privacy? By creating two prototypes 

for voice interaction with bank services, the private nature of 

financial transactions would help the participants reflect on 

privacy in voice interaction. 

This discussion will look at four different aspects of privacy 

in voice interaction related to this study, and discuss why 

privacy is needed. The four aspects are environment and 

social context, security, correctness and independence. Then 

a suggestion will be presented on how one might design for 

privacy in voice interaction based on these aspects. 

Environment and Social Context 

When it came to the role environment played for privacy in 

voice interaction, the answers differed. A public place could 

be non-private, but also offer anonymity. More important 

was the social context, and the home was to everyone a place 

that could fulfill their privacy wants and needs. The home 

being a preferred place for voice interaction in this study also 

aligns with the use of smartphone personal assistants in the 

US [14] and the introduction of devices like Google Home 

and Amazon Echo, two devices that offer personal assistant 

features in a home setting. In the home, you might find a 

family and all but one of the participants were alright with 

sharing financial information with their family, pointing to a 

potential social norm [3] that sharing financial information 

with our family is accepted, perhaps because we feel we can 

trust them with that information.  

Security 

Two participants mentioned security and wanted to discuss 

this aspect since they were concerned about others 

impersonating them or using the voice controlled bank 

services without their permission. Since the setting for the 

interviews was using voice interaction in the home, and 

people tend to feel more secure in their homes, the other 

participants might not have felt any concerns about security. 

In the example with the ATM machine [11], it was said to 

use iris-identification, but then that envisioned in a much 

more public space where you typically find ATM machines. 

Although the interview questions in this study chose to not 

focus on security, it turned out to be an important aspect 

linked to privacy. Because when others are able to gain 

access to your personal financial information, you lose your 

ability to determine when, how or to what extent it is 

accessed, and you lose your privacy. 

Correctness 

A private space can quickly become public, and a public 

space private; like someone entering your room, or an empty 

street corner. To this extent time and correctness can play a 

part in privacy. Most of the participants in this study agreed 

that the worst thing about voice interaction is its inability to 

understand them correctly at times and some wanted 

confirmations to ensure them the voice interaction was 

working as intended. There have been improvements in 

speech recognition, and in some areas, we are reaching parity 

with humans. So, while this need for correctness may be 

more about user experience as a whole, privacy is a part of 

that user experience. If the user fails to complete the voice 

interaction correctly, or fast enough, a window of 



opportunity with privacy might be lost. They might be lost in 

a voice interaction, forced to share private information they 

did not want to share. And that loss of control is a loss of 

privacy. 

Independence 

The ability to use voice interaction without having to hold or 

look at a phone was agreed upon by most participants to be 

the best thing about voice interaction. The fact that you can 

use voice interaction without your hands or keen eyesight 

makes it accessible for many. One participant said that using 

voice dictation allowed them to not feel discriminated for 

their difficulties typing on the smartphone keyboard. There 

were also several examples of research looking at voice 

interaction for elderly and frail [16] [1], blind [4] and 

disabled [6]. These did not only aim to aid, but also empower 

the user. By giving back control to those who otherwise 

needed assistance, they were offering independence. This 

independence would enable blind to navigate without 

needing a person to guide them or disabled to vote without 

someone assisting them. This gave them a chance to privacy, 

to choose for themselves what private information they 

shared and with whom. 

Empowering the User 

The wants and needs of privacy varied for the participants of 

this study, as well as for the teenagers using a landline [13] 

and video chats [2]. This may not be so strange, after all what 

we choose to share and not share about ourselves might 

determine how people perceive us. So, just as we choose a 

physical structure like our clothes [3], privacy may need to 

be tailored for every user. In the interviews participants 

mentioned using a headset with the first prototype. This 

would make it so only they heard what was being said, 

instead of it speaking aloud, making the voice interaction 

more private. Another one mentioned how the openness and 

transparency could be useful when settling a debt. A third 

example was when a teenager would hide in a closet for a 

private conversation on the phone [13]. This could be seen 

as people empowering themselves, choosing how they use 

technology to give them the privacy they want and need in 

that context. 

From the online survey [9] came a design suggestion, having 

your device change to a ‘public mode’ when leaving your 

home, a form of contextual sensitivity. But even with the 

intent to offer privacy, this design suggestion might not 

work. There are examples of designs aimed to offer privacy, 

but not really working as intended. For example, the ATM 

with a concave shape that amplified the sound instead of 

creating a sense of private space [11], or the button in the 

second prototype of this study that aimed to give complete 

control of the voice interaction to the user but instead 

hindering the interaction itself.  

Still the idea of contextual sensitivity aligns with what 

participants of this study expressed in terms of environment 

and social context. For example, having speech turned on 

only when connected to the home network, and default to a 

silent or text-based mode in public places would make it so 

that it adopted to the environment and social context the user 

was in.  

However, this assumes that the home is a safe place and that 

the transactions are not something necessary to hide to the 

spouse or children. An example could be buying presents as 

mentioned in the interview, but also more serious social 

issues like drinking, gambling and debt. Even if we assume 

there are no social issues, the home may not always offer the 

expected privacy. There might be strangers over, friends of 

other family members with which you do not wish to share 

private financial information and then the contextual 

sensitivity to ‘home’ is not enough. 

To empower the user to tailor the contextual sensitivity to 

their individual wants and needs of privacy could result in a 

better design. Perhaps using the accelerometer or front-

facing camera of a smartphone to know if the user is holding 

the device or looking at it, and then the smartphone could 

choose to change the feedback and show the information on 

the screen instead of saying it aloud.  This could enable the 

user to use voice interaction, and in the case of someone 

entering the room (the privacy of a space changing) choose 

to adapt the interaction to the new circumstances. All of this 

would supposedly be very personal, as the interviews 

demonstrated. 

Method 

Although the interviews conducted in this study went well 

and the prototypes served their purpose as artefacts to focus 

the discussion on issues concerning voice interaction, the 

sole focus on privacy only came after the results were 

analyzed. This is not a bad thing, but if the focus had been 

on privacy to begin with the method could have included 

more questions around the topic, the prototypes could have 

had more differences that concerned privacy and the 

questions about efficiency and clarity could have been less 

prominent. Even if efficiency and clarity would have been 

less prominent, they still gave some insight to what the 

participants thought of the prototypes in general. What was 

said about efficiency and clarity ended up pointing to the 

prototypes being useable, and their reflection on privacy not 

necessarily clouded by the prototypes’ usability.  

The fact that the first prototype was done using a computer, 

with the screen hidden to the user, and the second on a phone 

with the screen visible and providing feedback and a button 

to trigger voice input, gave rise to some confusion. Though 

the participants were asked to imagine themselves using the 

prototypes in a room/home setting – it was not clearly 

conveyed that the second prototype did not necessarily have 

to be an application on a phone, but could be on any device. 

This was clarified after the first four interviews, but should 

have been better explained from the start. Because of this the 

reflections for the second prototype might have been seen as 

having voice interaction with a smartphone inside the home, 

and the first prototype as talking with a computer in the 

home. The setting was still the same, but what possibilities 



they envisioned might have been affected by the device they 

envisioned it on.  

In the prototypes the balance and account names were made 

up, but how would the participants reflect on security and 

privacy if the numbers and names were their own? And what 

role did the small room setting of the interviews play on the 

participants’ reflections? One might have chosen to do the 

interviews more contextual, inside a home with people 

around or out in the street. Had this been done in this study 

there might have been further concerns and observations 

around privacy in voice interaction. 

Future Research 

In the discussion, we talked about empowering the user by 

giving them the choice to control their privacy. Building a 

prototype with some of these possibilities and evaluating 

them could provide some useful insight on how to handle 

privacy concerns in voice interaction. Another aspect 

brought up in relation to privacy was security. This study did 

not choose to focus on it, but it is still important for the future 

of voice interaction for services that have higher security 

requirements.  

CONCLUSION 

When it comes to people’s reactions to, and expectations of, 

privacy in voice interaction they all seem to vary. All but one 

participant expressed concern about in which environments 

it was suitable to use voice interaction. The way the voice 

interaction worked also affected privacy, as the first 

prototype that spoke back was perceived less private than the 

second that only displayed information on the screen. The 

results suggest that empowering the users by giving them an 

increased degree of control over the voice interaction, and 

letting them tailor it to different contexts and situations, 

could potentially alleviate a lot of these concerns and lead to 

better user experiences of voice interaction. This could for 

instance be made by recognizing when the user is in a home 

setting or whether they are looking at the device or not. 
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