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Abstract

Software Defined Networking (SDN) is a method of abstracting the network to ease
administration by centralizing it. Doing this removes intelligence from the devices and this
might open up local security vulnerabilities. One attack type is a Man in the middle attack, this
requires the attacker to have access to the data flow that they want to attack. One type of this is
to trick other network devices like hosts into believing the attacker is the one they are supposed
to communicate with. Software defined networks might make this type of attack more
dangerous since the network administration is centralized. In this thesis we summaries attacks
against SDN and propose a method to detect Man in the middle attacks in the SDN network. |
used Mininet virtualization to create an SDN to perform an experiment to answer this. The
experiment performed is an ARP-poisoning attack on SDN to find out the effect on network
latency that the attack causes, this will help to develop an detection method for ARP-poisoning
attacks.
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1. Introduction

Software Defined Networking (SDN) is an approach to network management that centrally
controls the network, and thus can configure and administer network devices, e.g., switches and
routers [1]. This opens more ways to easily control the network and makes it more flexible by
using a central control device for the network known as an SDN controller. This makes it easier
to configure the network since the network administrators do not need to change the
configuration of all devices in the network when the configuration needs to be changed since
the SDN controller customizes network devices’ policies in a dynamic manner [2]. This means
most of the administrative configuration only needs to be changed on the SDN controller.

However, centralized control of the network might introduce several problems, for example, it
introduces a single point of failure, [2] if the controller does not work, the network fails.
Moreover, if the controller is compromised in an SDN, it is likely that the entire network will
be compromised along with it [3]. For example, if an attacker manages to place itself between
the communication of the controller and the other devices, it will be able to analyze the network
traffic. The attacker can even trick network devices in the SDN network to believe that the
attacker is the SDN controller, and thus, it can modify network configuration. This type of
attack is called the Man in the Middle (MITM) attack [4, 5], and it is what will be the focus of
this thesis. The aim of the thesis is to analyze SDN regarding a Man in the middle attack. | will
identify in the literature methods to detect and protect against MITM, and thus to improve
network security. A MITM is a type of attack where the attacker routes the traffic to itself
instead of sending it to the true receiver. A common method to perform MITM attack against a
SDN controller [3] is called an ARP-poisoning attack. In this type of attack, the attacker sends
ARP (Address Resolution Protocol) packets into the network with the attacker MAC-address
being the owner of IP addresses that the attacker wants to reroute traffic from. This thesis will
focus on ARP-poisoning attacks.

This thesis is done as a literature survey on papers in SDN and MITM attacks and as an
experiment to understand the relation of network latency during an ARP-poisoning attack. By
doing this we hope to give foundation for security solutions for ARP-poisoning attack and to
increase understanding of MITM attacks in SDN.
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2. Background

This section will describe Software Defined Networks and Man in the Middle attacks and the
tools and programs, Ettercap and Mininet that are used in the experimental part of the thesis.

2.1. Software Defined Network

Software Defined Network (SDN) is a new networking paradigm that enables the configuration
and management of networks centrally [1]. This makes the network easier to manage and more
flexible since adding or changing network configuration only requires configuration in the
controller. This is done by using software to centralize the network management and separating
the control plane and data plane in the network. This central controller is called the SDN
controller. To be able to administer the traffic within the network the controller creates tables
of actions for the network traffic, these are called flow tables. This setup of the flow tables can
take time depending on the size of the network and its complexity.

An SDN can be seen as separated into three planes [1][2]. The Application plane is where the
applications are run, these applicatitions are programs that communicate or gather resurces from
the controller and the network, example an application to monitor general network capacity.
The Control plane where the controller is, and the Data plane where the data traffic is.
Communications between the planes are called either northbound or southbound and are seen
fromthe controller, i.e. traffic betweenthe application plane and the control plane is northbound
and traffic between the control plane and data plane is southbound. The SDN architecture is
depicted in Figure 1.

SON Application SDN Application | Application Plane

@N orthbound Interfance

SO Confroller
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Figure 1: Overview of the planes in SDN.
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By using a central controller for the network, the control plane is abstracted away from the rest
of the network, creating an easier way to administer it [1]. Since the network administrators
only need to tell the controller about the configuration for the network. This especially helps
networks with a large number of devices in it. Which is increasing since the number of network
capable devices are increasing with Internet of Things [6][7]. And with this increase there is a
need for better methods for administrating and managing different types of network capable
devices, as well as devices that may be in the network temporarily or changing locations inside
the network often.

Since the security configuration can be centralized it is easier to monitor and detect malicious
network traffic, but it also means that the controller can be a single point of failure for the
security. But using SDN also adds to network traffic overhead in the form of the SDN control
protocol that is used to manage the network devices. One example of an SDN protocol is
OpenFlow that is described in the following section.

2.1.1. OpenFlow

OpenFlow [8] is an open-source protocol for administering SDN networks traffic in the
network. It is the protocol that is used for communication between the devices so that it is
possible for the devices to use SDN. OpenFlow is used to control the flow of the network traffic
and does not require a specific type of network or hardware to work, more than that the devices
used support and is able to run OpenFlow [1]. In the network OpenFlow runs on top of the
Transmission Control Protocol (TCP) and the traffic uses Transport Layer Security (TLS).

2.1.2. OpenDaylight

OpenDayLight (ODL) is an open source SDN controller platform developed and supported by
the OpenDaylight Project [9]. ODL is designed to allow flexibility when implementing a
network with ODL, allowing the user to build a network controller that suits their needs. ODL
does this by having a modular design. This modularity allows the use of other services, such as
specific vendor solutions like Cisco solutions for ODL integration. and the possibility of
creating and incorporating one's own services so that it better suits what the user of the SDN
network needs.

2.2. Man in The Middle Attack

For networking, a Man in the middle (MITM) attack is when an attacker places themselves
between a sender and receiver and impersonates the other, the sender thinks the attacker is the
receiver and the receiver think the attacker is the sender [4][5]. By doing this the attacker can
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read traffic or even change what is sent. This, however, requires the attacker to already be
between the devices that they want to attack, or redirect the traffic through themself. If thisis a
local network that means the attacker is already inside the network before the attack starts, if
this is true its quite hard to defend against. Especially for unencrypted traffic since the attacker
can read most information in plain text, even if the traffic is encrypted it still means the attacker
was inside the network, even if they are unable to read the traffic, with access to the network
they can still perform other actions for example, increase the network load or analyze the
network infrastructure.

2.2.1. ARP-poisoning

One way to perform an MITM attack is by ARP-poisoning.[3] This method uses the Address
Resolution Protocol (ARP) that is used in networks to know what MAC address a IP address
have. This protocol works by having the device that wants to know a mac-address for a certain
IP address send a broadcast into the network asking what device has that IP address and then
the device that has that IP address answers with their MAC address. ARP-poisoning is done by
constantly sending out false ARP reply packets to the devices an attacker wishes to attack, this
means that when the ARP broadcast is sent there is already a reply for it. The information in
the ARP-reply is that the attacker’s MAC address belongs to the other device, and this will
redirect the traffic to the attacker. In this example host 1 will believe the mac-address of the
attacker belongs to host2 and the reverse for host 2. This means that all traffic between these
hosts will go to the attacker. The attacker can then choose if they want to listen to it, sending
the traffic to their real destination.

For SDN MITM attacks can be a problematic if the attacker manages to make the clients believe
the attacker is the SDN controller and thus enabling the attacker to be able to change the
network.

2.2.2. Ettercap

Ettercap is a program that is used for performing MITM attacks [10]. It is supported and
developed by the Ettercap Project. It is a program suite that contains several different types of
tools to facilitate MITM attacks to be able perform different types of attacks, for example
network sniffing tools and tools for ARP-poisoning attacks.

2.3. Minnet

Mininet is an open-source network emulator for SDN [11]. It supports OpenFlow as a SDN
protocol and does not need any special hardware to be run, it can run on a single device and
simulate different SDN networks on it. The emulated Mininet networks behave similarly to
how a real SDN network would behave so that it is possible to run tests with it and get a feel
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how it will work in a real environment. Because of this Mininet is good to use for teaching and
testing purposes. Mininet can be installed on regular commercial off-the-shelf computers.

Mininet has several different network configurations and designs pre-configurated, these can
easily be changed if needed using the Python programming language [12]. Therefore, Mininet
can be used to emulate a wide variety of computer networks. Mininet also supports several
different SDN controllers, for example, OpenDayL.ight, Ryu and Floodlight [13].
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3. Related Work

There have been several papers in the area of SDN, for example Al Hayajneh et al. [14] on
using SDN to increase security in 10T networks, the paper is about implementing SDN for 10T
device networks. This paper's goal is to make it possible to change the security of the network
without modification of the 10T devices in the network. For security, the main goal is to protect
the 10T devices that uses HTTP from a man-in-the-middle attack, this since 10T devices are
especially vulnerable against that type of MITM attack. They implemented their experiment
with a Raspberry PI, Kodi media center and with the OpenFlow protocol. The researchers
conclude that their implementation was evaluated as more resilient to attacks.

There are papers on how to use SDN to make a network for specific device networks, for
instance SD-WISE [6], is a paper to introduce a SDN network that is designed for wireless
sensors. This paper proposes a network that has features to abstract network node resources so
that it is more flexible and as such able to work better in a wireless sensor network. This makes
it easier to handle adding and removing nodes, and handling of nodes changing locations.

There are also general-purpose studies, for example a study by Arahunashi et al. [15] on various
SDN controllers done withan emulated environment in Mininet. Inthis the researchers perform
an analysis of several SDN controllers’ effect on the network in terms of average delay and
throughput. The researchers test the different controllers for several different network
topologies, for example linear and mesh topologies.

There are also several works about security against MITM with SDN. For instance, the paper
Detection MITM Attack in Multi-SDN Controller [16] in which the authors present several
different attacks on SDNs different layers and interfaces and created two MITM attack
scenarios to test against different controllers. The focus in this paper is the Open daylight
controller. This was simulated with Mininet. Their simulations indicated vulnerabilities and
they give several recommendations and solutions for security against MITM attacks.

Another 10T security paper is A survey on emerging SDN and NFV security mechanisms for
0T systems [7], it is a survey on security mechanisms with Network Function Virtualization
(NFV)and SDN for 10T systems. In this they also do a general study on security threats against
0T systems and one of the goals withthis was to give options and directions for future research
on SDN and NFV.

There are also papers on MITM attacks on SDN for instance “New context-based node
acceptance CBNA framework for MitM detection in SDN Architecture” [17] the researchers
have goals to mitigate threats on SDN networks like MITM. They do this by studying attacks
scenarios to reduce the vulnerabilities during authentication, they also propose an algorithm to
detect malicious SDN devices.

10
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There is a paper on ARP MITM attacks in SDN by A. M. AbdelSalamet al. [18]. In their paper
they propose a solution to ARP-spoofing attacks in SDN, they also touch on the difference
betweentraditional networks and SDN. Their solution is to use SDN to monitor ARP to mitigate
the attacks. The researchers concluded that their proposed solution works to reliably mitigate
different ARP attacks. Their paper uses packet monitoring in order to detect and mitigate the
attacks. In my thesis we aim to detect ARP-poisoning attacks by detecting latency changes
caused by the attack

11
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4. Problem Formulation

This thesis will examine the security in SDN in regard to MITM attacks and a method to detect
those attacks. The flaws I will focus on are those that were revealed in previous works about
SDN. I will focus on finding a method of detecting MITM attacks in SDN. This to increase the
knowledgeregarding MITM attacks in SDN, so the security for the networks will increase. This
thesis will not look at ways to reduce the flaws that are outside SDN, for example using
encryption.

The reason | choose to focus on this is that security is important in most networks and the
security of SDN will increase if there are security measures that can be used. Especially if those
measures do not require other programs or solutions.

The questions | have formulated to answer this are the following:
« What vulnerabilities against MITM attacks does SDN have?

» What is a possible method to detect MITM attacks in SDN?

12
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5. Method

This thesis is done as a literature survey and an experiment [19, ss 85-99.]. The information |
gather is from other studies and papers and different technical manuals, thus it is done as a
literature survey, but I will also need to check the information from them by testing them so
this needs to be done as an experiment.

The main part of the project will be done as a literature survey of other related works to
formulate what tests | need to do and how the tests will be done. After that | will familiarize
myself with the equipment and software that | will need to use in the tests to understand how
they work and how to perform the tests | want to do.

The experiments will be done in a simulation of SDN with Mininet since it will be easier than
doing it in a real network environment and with Mininet | do not need the devices themselves
since it is possible to simulate them on a computer. This will make it so I will not be able to get
real data values, but Mininet's simulation will work for the small experiments planned.

The experiment that will be done is an analysis of latency in the SDN network during an ARP-
poisoning MITM attack, this will discover if there are any differences during an attack from
during normal traffic in terms of network latency. The difference in latency could then be used
to develop methods to detect this type of ARP-poisoning MITM attacks.

The beginning of the thesis started with finding several related papers about SDN and MITM
attacks so to better understand the subjects, and to form the experiment. The next step was
finding tools that could be used for the experiments. The tool for SDN emulation that was
chosen for this was Mininet due to prevalent instructions and that it was widely used in SDN
papers. For the tool that would be used for the MITM attack Ettercap was chosen due to being
able to perform the wanted MITM attack, ARP-poisoning.

13
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6. Ethical and Societal Considerations

This project will not handle information from or about people, so there is no ethical problem in
that regard. There should also be nothing that is secret or needed to be confidential in the
project, but if it is used it will be removed before completion. Any other ethical or societal
considerations will be considered and kept in mind during this project.

Any finding that | find will add to knowledge, and if | find methods to better protect SDN
networks then that will be generally good. Since | cannot speculate on what the networks
protects and why it is attacked with MITM, the general idea is that better methods to protect
and security one’s own networks is good. A point that might be seen as a negative from this is
that it gives attackers more information about vulnerabilities, but this information already exists
if attackers want to use them.

14
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7. Literature Survey
In this section we summarize methodsused in MITM attacks against SDN and countermeasures

to mitigate and prevent such attacks. We perform a literature survey and summarize the results.

The literature survey is done in order to gather information about SDN and MITM attacks from
different papers. To find the papers that Google Scholar was used, a search engine for academic
papers. To find the papers, we used “SDN” and “Man the middle attack.” as search terms to
find suitable papers. After that we read the title and went through the abstract quickly to check
if the papers had relevance to this thesis.

In the paper “New context-based node acceptance CBNA framework for MitM detection in
SDN Architecture” [17] the researchers describe Man in the middle attacks as “The MitM attack
is a scenario where a hacker listens to the communication between two legitimate users and
forges the exchanges in a way that allows him to pass as one of the legitimate parties”.

There are several different ways to look at types of MITM attacks one perspective is to divide
into 4 types [20]:

1. Spoofing based attacks are an attack where the attacker interjects themself between two
hosts to control the traffic between them. This is done via a spoofing attack.

2. SSL/TLS MITM is an attack done by placing themself between two hosts that are using
SSL or TLS. One example where SSL is used is that it is often used between a web
browser and the HTTP server. This requires the attacker touse SSL/TLS to link themself
with the hosts.

3. BGP MITM is an IP hijacking attack where the attacker redirects the traffic through
their network so that they have access to it.

4. False Base station MITM the attacker forces the victim to connect to a base station and
from it manipulate their traffic.

These methods are just one way to differentiate between MITM attacks, it is also possible to do
more strict groupings, for example ARP spoofing attacks are a form of spoofing attack.

Most of the MITM attacks can be protected against by increasing the use of identification and
authentication so that the administrator knows what devices there are in the network and that
only allowed devices are in the network. This protection, however, can be circumvented if the
attacker manages to authenticate themself. For example, SSL and TLS are used for secure
authentication, but there are MITM attacks that target that step. One other method is to analyze
the network to create a standard for normal traffic in the network and what devices in the
network are communicating, this can then be connected with alerts when the traffic no longer
is standard. This, however, cannot be done in most network solutions, but knowing what traffic
is used in the network is usually good for administrators.

16
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In Table 1 is the categorization of MITM attack types that this thesis is using, together with
some protections for that type of attack. One security improvement that is true for all types of
attacks is to increase knowledge and the risk of them, no security implementation will work if
the users do not know or ignore security risks [4].

Type of MITM attack

Protection Improvements

Description

Spoofing

Protection against this is to
have authentication of hosts,
to know that the host is who
they say they are

Targeting the identification
by falsifying what device you
are, for example Ip address

SSL/TLS

Handle secure keys securely.
Validate certificates. Do not
accept  certificates  from
unknown sources

Targets the authentication
step, by compromising the
security certificate or getting
a valid keychain.

BGP

Setting up detection of this
type of attack, checking if
other peers are hijacking
your own Ip and knowing
what Ip's your peers are
using,

Targets the external routing
by compromising the BGP
and falsely claiming to have
certain Ip-addresses.

False Base station

Protection can be improved
be better authentication and
validation. Not using one-

Targets traffic that needs to
go through a base station and
falsifies being that base
station.

way authentication  for
example

Table 1: Table over different types of MITM attacks.

The type of MITM attack that is done in the experiment part of the thesis is an ARP-poisoning
attack, this type of attack is also called an ARP spoofing attack [18]. A reason it can be
categorized as a spoofing attack is that ARP is used for the identification of MAC addresses
that an IP address has. As such it is a form of false identification and falls under the spoofing
type of MITM attacks. ARP attacks can also be even more separated into request-based attacks
and reply-based attacks [18]. A request-based ARP attack is done by the attacker sending
several spoofed ARP requests into the network in order to flood the victim's address mapping,
this means the victim will not be able to properly communicate in the network. An ARP reply
attack is when the attacker spoofs an IP address by sending the victim unsolicited ARP-reply

17
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messages in order to make the victim believe the attacker's MAC address belongs to that IP
address, it is the ARP-poisoning attack that this thesis is focusing on in regard of ARP-
poisoning.

The usage of SDN can improve some vulnerabilities by introducing a centralization of the
network administration. This allows the administrator to easily apply security solutions to the
entire network. But introducing SDN also introduces a single point of failure and vulnerabilities
that are more dangerous to a network using SDN [16][17].

18
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8. Experiment setup

The goal of the experiment is to find out if there is a noticeable difference in network latency
during normal network operation and during an ARP-poisoning MITM attack. The presence of
a noticeable delay in latency between regular network usage and that experienced during an
ARP-poisoning attack may be used for identifying and detecting such an attack. The experiment
is performed in a network environment created using SDN simulation software (Mininet). The
latency in the experiment is measured as the time elapsed between the transmitting of an ICMP
ping packet and the reception of the answer. The ping is measured by having host 1 ping host
2 20 times and taking the average time from those. The ping command that is used is the inbuilt
ping command from the operating system. This latency reading is donein two different network
states, during low traffic, and during high traffic. We define a low-traffic network state as a
state when the hosts are idle and only necessary control network packets are transmitted. The
high-traffic network state adds additional traffic caused by transmitting a large file (Ubuntu
ISO file, ~3GB) between host 1 and host 2. The transmission is done using the SCP program.

The experiment’s goal is to analyze the network latency during ARP-poisoning attack and that
by doing this it might be possible to develop a detection solution for this type of MITM attack.

8.1.1. Detection of ARP MITM attack in SDN

The implementation is done onan Ubuntu Linux environment, | created a virtual machine on a
computer with 2 GB memory and 10 GB storage that runs Ubuntu 20.04, and it is created with
Oracle Virtual Box. The network speed for the simulation is limited to 100Mb/s bandwidth.

There is a ready Mininet Virtual Machine downloaded from Mininet's website [11] and then
Mininet is installed, I also need to install a program for the MITM attacks which is Ettercap,
this was installed using a basic Linux package installer APT to download and install it. This
installation takes most of the project's time due to several minor problems with both Mininet,
Ettercap and the Linux operating system. One major problem | had was that Mininet was
installed without an SDN controller, so it was possible to start but no traffic worked in the
simulation. This was eventually resolved by reinstalling the operating system and then
downloading the files from Mininet's GitHub, instead of installing Mininet via the APT
command. The installation was then done by executing the installation file that was in the files
that downloaded. One other need before starting was to have a terminal-prompt that would
allow X11-forwarding, the ability to open new terminal windows from inside a session, this is
needed to be able to SSH to the different devices in the simulation while running Mininet. X11-
forwarding is also needed to run Ettercap in graphical mode on the attacker, since a new shell
is needed to start it.

19
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For the experiments, | used Mininet to create a simulated wired network with 2 hosts spread
over 2 switches, the switches are connected to each other and an OpenFlow controller, see
figure 2. And each switch is connected to one host, and switch 1 is also connected to the
attacker.

Controller
Switch Switch2
Huost1 Aftacker Host2

Figure 2: Layout of network.

These devices in the network were created and connected with the network using Mininet. After
creating the network, | ran a ping fromall devices in the network using Mininet's inbuild pingall
command, it runs a ping from all devices in the network and is a simple way to check
connectivity. This was done both to see that the network worked and in order to generate some
traffic so that the controller could generate flow tables for SDN.

Afterthat | needed to enable IP-Forwarding on the attacker, so that Ettercap would be able to
redirect the traffic towards the destination. After this | started Ettercap on the attacker to start
the MITM attack. The attack setup was to use an ARP-poisoning attack. The attack was done
by selecting the twonormal hosts as targets forthe attack and sending out ARP messages telling
the network that the attacker was the other device. By doing this all traffic from host 1 or host
2 towards the other will be sent through the attacker and then to their destination, instead of
directly to its destination. The goal is to examine how the network behaves during the attack.
This is examined with ping from host 1 to host 2 and taking the average latency from 20 ping
attempts. The goal is that by examining the latency during low traffic, high traffic and during
the ARP-poisoning attack there will be enough differences to use latency as a detection method
for that type of MITM attack.

For experiment during high network traffic the trafficwas done by transferring a large file from
host 1 to host 2. The file used was a large file (3 GB). The experiment performed during high
trafficis to find if the ARP-poisoning attack is detectable during periods of high network traffic,
and a large file was used in order to have a longer period of traffic for the experiment. The time
it took to transfer the file was 5.1 minutes, this time is the average from five repetition of the

20
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experiment.

The SCP program was used to copy the file between the hosts. The program was used in host 1
and set to copy the file to /dev/null on host 2, this requires the user on host 1 to be allowed to
access host 2 and that SSH is allowed since SCP uses the SSH protocol. The target of the
transfer does not need to be /dev/null but the experiment had limited storage, and the path
/dev/null on Linux is a path that removes anything sent to it instead of saving it, so it was easier
to send it tothat path than toremove thetransferred file aftereach experiment. Each experiment
took ~1 minute to perform.

21
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9. Results

In this section is the gathered results of the experiment. The type of attack | did was having the
attacker trick the devices into believing the attacker was the destination with ARP-poisoning.
This was done to either stop the traffic or to act like a switch and send the traffic to their
destination but listening to the traffic.

The attacker was able to interject themselves between the two hosts and get them to send traffic
to the attacker instead of each other. But for the switch and controller it did not work due to the
traffic between them not using IP-addresses, the switch and the controller communicated with
MAC addresses without using ARP.

For MITM attacks with the attacker redirecting the traffic through itself and just listening there
was an added latency to the traffic, see table 2. This was found out from the latency on Ping
packet latency between the hosts during low and high traffic and during the MITM attack. The
high traffic was simulated by setting up a large file transfer from host 1 to host 2.

Average Average latency for | Average latency | Average latency
latency for | Ping package during | during high | for MITM attack
Ping MITM-attack traffic during high traffic
package: (ARP-poisoning).

Latancy in| 0.2ms 12.7 ms 0.3 ms 13.4 ms

milisecond

(ms):

Table 2: Table over latency in the test network.

The traffic latency shown in table 2 is the average latency taken from 20 ping packages and
rounded down to 1 decimal. This was chosen so that the tests would not take too much time to
do, and the result be easier readable. The experiment itself was repeated 10 times to make sure
that the test results were correct.

22



Eskil Christensson Man in the middle attacks on
Software Defined Networks

10. Discussion

From the results gained the ARP-poisoning attacks are noticeable in the network by
significantly increasing the network latency during the attack. This increase in network latency
went from 0.2 ms to 12.7 ms during normal traffic and from 0.3 ms to 13.4 ms in the scenario
of high traffic. This finding could be used to design a detector to continuously observe the
latency in the network and if the latency increases enough, this detector can trigger some
security measures, for example alerting a network administrator.

However, stopping MITM attacks from starting is hard, and even with high authentication and
other security it is still possible to be attacked. And most security will increase the difficulty
for users in the network, for example, requiring authentication for network use might take up
time for the users. There are methods to automate authentication, for example keycards or tie
the authentication to the machine itself, but these also open risks, the keycard or machine can
be stolen.

From the results we can see that the MITM attack that was done in the experiment, ARP-
poisoning, severely increased the network latency. Our hypothesis for the increasing latency is
that much of the increase in latency is due to the attacker needing route the traffic between the
hosts it is attacking, if the attacker wants to let traffic continues like in the experiment. While
Ip forwarding enables the attacker to be able to act as a router it does not actually have the
hardware, so the traffic will not be routed as effectively as a real router. In the experiment
during normal traffic the packets between host 1 and host 2 need to pass between the switch to
reach each other. During the MITM attack the hosts traffic now also pass through the attacker
which adds a few more steps.

One limitation the experiment had was that it was done in a limited network environment, a
simple topology with just a few devices, another is that the experiment was only done in a
simulated wired network. These limitations reduce the conclusions able to be drawn from the
experiment. One difference between wired and wireless networks that | believe would affect
this experiment is that the medium used handles traffic differently. The air is far more difficult
to limit access to than a wired network.

This thesis answer for the question of detecting MITM attacks was to detect the changes in
network latency caused by an ARP-poisoning attack, there are however other methods that can
be used in order to detect MITM attacks. One method is to use traffic monitoring to detect
malicious traffic [18].

It might be possible to reduce the latency difference from between the network during ARP-
poisoning attack and standard traffic by changing the settings in Ettercap or using other
programs, but that was outside of the scope of the project and there was not enough time to
explore that idea.
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11. Conclusion

The goal of the thesis was to give an answer to what vulnerabilities against MITM attacks SDN
have, and what a possible method to detect MITM attacks in SDN is. The first question
regarding vulnerabilities was answered in the form of the literature survey where | identified
related works and provided a summary of the types of MITM attacks as well as protection
mechanics against these attacks. As for different typesof MITM attack, there are different ways
to categories the types of attacks, | used the categorization in table 1.

The second research question, what is a possible method to detect MITM attacks in SDN? This
is answered by performing an experiment that shows significant increase in network latency in
SDN networks during an ARP-poisoning attack. This finding can be used to create a detection
system that is able to observe the network latency and notify the network administrator when
the system detects an increase in latency.

One limitation with this thesis experiment is that there were no security solutions in the network
used, and as such the results might be different if tried in a network that have some security
solutions in place. Another limitation is that this attack was only tried with the wired topology
in figure 2, the layout of the network might change the results as well. But this thesis has given
answers to the questions it set out to answer.
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12. Future Work

There are questions that can be answered with future works in the area of SDN and MITM
attacks. Those work could focus on MITM attackswhere the infected device is part of the SDN.
Other areas to focus on could be how this works with an SDN controller that is outside the local
network, and with an SDN that contains several controllers.

One topic for future research that can be interesting is a survey for how different types of MITM
attacks works in SDN, since this paper focused on an ARP-poisoning attack on a simple wired
network topology, a topic for another thesis might be the difference in latency due to MITM
attacks in wired and wireless SDN.

Another topic for a future study is to focus on a deeper analysis of network change during an
ARP-poisoning attack, there are most likely more efficient methodsto perform these types of
attacks on a network so there is a need for a deeper dive in this area.
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