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BACKGROUND

Internet security is frequently discussed, but if you ask someo-

ne what they mean by it, you may get many different and some-

times contradictory answers. Security has become an overloa-

ded term used by many in various differing ways.  While I am

not a protocol security expert, the first and still most common

reference in my work in the Internet industry had to do with the

security of the network itself and was specifically related to

security aspects of protocols. A longstanding practice among

those writing protocols as candidates for standards status in the

Internet Engineering Task Force (IETF) is to require a security

considerations section in every specification. This technical

requirement is still my first assumption on hearing the word

security used in Internet context. It is not, however, the primary

association among others involved in the issues of Internet

governance.

As the Internet grew, the instance of threats against the stabili-

ty of the network began to grow and the need for concerted

effort to combat these threats to the stability of the network

itself prompted the introduction of Computer Emergence

Response Teams (CERTs) and Computer Security Incident

Response Teams (CSIRTs). 

Meanwhile, as interest in the Internet as a means of doing busi-

ness grew, the next concerns for security had to do with secu-

ring transactions, so that customers would be able to trust the

Internet enough to do business. The security concerns extended

further into the protection of the customer's data and while this

was not an important concern for businesses themselves, it

became a concern for consumer protection agencies.
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Once governments started to pay attention to the Internet and

began to describe it as a national resource linked with national

security, security concerns started extending to concerns about

cyber-crime and the assumption of cyber-terrorism. As with any

technology, its potential for weaponization eventually became

apparent as well as the political advantage to be gained by accu-

sing others of using the Internet in acts of cyber-aggression.

However valid the initial claims of cyber-terrorism and cyber-

warfare were, these topics are now regarded as issues of Internet

security.

At the same time that businesses and governments began to get

involved in making policy regarding Internet security, citizens

and users began to express concerns for the privacy of their data

and their civil rights of freedom from surveillance.

Finally some have extended the notion of Internet security to

protecting children from viewing inappropriate material and

have included the need to protect children from child pornogra-

phy and people, especially women, from the use of the Internet

for exploitation and modern slavery.

These and perhaps other meanings are all included in the words

“Internet security”. This paper will look briefly at Internet secu-

rity in various senses and at the relationship between these dis-

parate meanings. The paper will also explore the question of

whether the overloading of the term “Internet security” has rea-

ched the point were one can no longer discuss the issue intelli-

gibly without first defining the context of the discussion.

SECURITY IN THE SENSE OF PROTOCOL SECURITY

For the development of protocols, the Internet Engineering Task

Force (IETF) requires that every protocol specification include

a security considerations section that discusses the security

risks that might be incurred by use of the protocol and discus-

ses ways to remedy those risks.

“Most people speak of security as if it were a single monolithic

property of a protocol or system. However, upon reflection one

realizes that this is clearly not true. Rather, security is a series

of related but somewhat independent properties. Not all of these

properties are required for every application. We can loosely
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divide security goals into those related to protecting communi-

cations [...] and those relating to protecting systems [...] . Since

communications are carried out by systems and access to

systems is through communications channels, these goals

obviously interlock, but they can also be independently provi-

ded.”1

The guideline goes on to break down the requirement for pro-

tecting communications to include:

• Confidentiality: “means that your data is kept secret from

unintended listeners”2

• Data integrity: “make sure that the data we receive is the same

data that the sender has sent”3

• Peer authentication: “we know that one of the endpoints in the

communication is the one we intended”4

• Non-repudiation: this is the ability for someone who received

authenticated data with data integrity to prove that fact to a

third party.

The RFC goes on to depict a model that demonstrates both the

threats and possible solutions. While it is clear that in many

cases the tools provided by protocol designers are necessary in

order to provide the types of Internet security discussed in this

paper, they are by no means sufficient for dealing with the

wider scope of Internet security concerns.

SECURITY IN THE SENSE OF PROTECTING 

THE NETWORK

System security is concerned with protecting the machines

themselves and the network infrastructure. In most cases this

involves preventing unauthorized usage and preventing others

from interfering with authorized usage, for example the oft-

cited distributed denial of service attacks (DDOS) where a net-

work of unsuspecting machines is used without authorization to

prevent authorized usage of some other target resource.

1 Guidelines for Writing RFC Text on Security Guidelines; RFC 3552, Jul
2003, page 3

2 ibid page 4
3 ibid
4 ibid
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In terms of operational security the realization is that no matter

what protocol writers and system implementers do to protect

their protocols and systems, the miscreant hackers5 would find

a way around the protection. In this fight, various groups for-

med to provide immediate defense after attacks were reported.

The efficiency of the CERT and CSIRTs in this 'arms race' has

been impressive; with every new virus or DDOS attack, it is

often a matter of hours before a protection has been developed,

although deploying them to the Internet users themselves can

take longer. Again while it is clear that this is necessary in pro-

viding Internet security, it is not sufficient, even in combination

with the protocol level, for solving the issues contained in the

broader definition of Internet security.

SECURITY IN THE SENSE OF MAKING IT SAFE 

TO DO BUSINESS

The business community has been very concerned about the

trust users of the Internet can have in their online transactions.

If due to the prevalence of phishing6 attacks bank customers

lose money and cannot trust their bank's web site, it costs the

bank money. If a customer cannot trust that their confidential

financial information, e.g. their credit card numbers or their

financial value, is safe and will not be misused, they will not

give businesses the information that the latter collect in order to

fine-tune their product offerings and maximize their profits. It

is important to realize that these days the profits many busines-

ses generate from the information they collect from their custo-

mers can be as great as the profits they make from their pro-

ducts. If people, other than those businesses, gain illegitimate

access to this information, the illusion of safety the customers

feel in freely giving their private information to companies is

lost, and with it the immense profits these business get from

buying and selling information about their customers.

5 It is important to realize that not all hackers are bad. Originally hackers
were just brilliant people who could sit down and write a system from a
tabla rasa. Unfortunately some of these bright people are also miscreants.

6 The fraudulent process of collecting private information by pretending to
be someone that the customer would usually trust, like their bank.
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In this case security is served by procedures and toolkits, such

as those put out by the Organisation for Economic Co-operati-

on and Development (OECD) for helping business assess their

risk and then design and manage security systems. Businesses

also rely on law enforcement agencies, both public and private,

and on the policies of groups such as the Internet Corporation

for Assigned Names and Numbers (ICANN) to give them the

means they feel they need to fight potential crime. In ICANN,

the battle against phishing and other security threats is the

ostensible reason that businesses insist on the requirements for

full public access to all registrant data such as phone numbers

and addresses, despite the fact that this access causes security

problems for the individual registrants. In the judgment of busi-

nesses this is justified because the threat to the market, e.g. the

well being of the banking or recording industry, is greater and

more important then the privacy threat to individuals. This is the

tip of a conundrum caused by mixing many different require-

ments for security; society ends up with a tussle7 between those

who want to protect their markets and profits and those who

want to protect their privacy. Arguably both are security priori-

ties but a question is pending as to which predominates in a just

society. Businesses rely on the technical and operational securi-

ty solutions described above. They also rely on governments

and other policymaking bodies to enable them to gain the infor-

mation they need and to give public and private law enforce-

ment the tools they need in order to provide the level of securi-

ty they feel is required.

SECURITY IN THE SENSE OF A STATE’S 

SOVEREIGN INTERESTS

While governments showed very little interest in the Internet

when it was first created, as it grew they decided that it was an

7 Tussle was introduced in the Internet context by Clark, Sollins,
Wroclawski and Braden in a 2002 paper titled “Tussle in Cyberspace:
Defining Tomorrow's Internet”. their basic premise is “... one important
reality that surrounds the Internet today: different stakeholders that are
part of the Internet have interests that may be adverse to each other, and
these parties vie to favor their particular interests.”
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issue of national interest. As such, it quickly became a matter 

of sovereignty and thus a concern for the national security 

apparata.

It started out with fighting cyber-crime at the behest of busi-

ness interests. With the worldwide concern, whether fully

justified or not, about the Internet being used for cyber-terro-

rism, the national security interests in some countries have

been able to rationalize almost any action in the name of secu-

rity. The final straw in the creation of a national priority for

major security control of the Internet has come with the fear

and uncertainty bred by the juxtaposition of children’s inte-

rests and the fact of pornography on the Internet. Among

many national leaders, the issues of terrorism and pornogra-

phy, especially in relation to children, provide sufficient rea-

son to warrant the suspension of all rights and liberties on the

Internet.

Governments have taken the security threat to the Internet 

one step further than with the weaponization of the Internet,

and accusations of acts of cyber-war, or at least accusations 

of the potential and intention for acts of cyber-war. Cyber-

war can be defined as any use of the Internet to disrupt anot-

her country’s activities, be it the economic, cultural, govern-

mental or military process. War and it cousin terrorism, are 

of course the biggest security threats to all people. And 

when one speaks of cyber-war, one is talking about the

governments that sit in august intergovernmental bodies such

as the United Nations and not of the 'rogues' who dispute 

the legitimacy of these governments – their actions are called

cyber-terrorism.

In many cases the technological tools provided by protocol

implementers and the operational tools provided by CERTs

and CSIRTs might be enough to protect vital national Internet

resources from attack. However, government often considered

it necessary to stop potential threats and this often involves the

process of determining what a person might be thinking or

who they might be talking to. This has led to the development

of other Internet security tools that frequently threaten the

security of citizens and other users.



203

SECURITY IN THE SENSE OF THE UNIVERSAL

DECLARATION OF HUMAN RIGHTS

Human rights are defined in the Universal Declaration of

Human Rights8 (UDHR), the International Covenant on Civil

and Political Rights9, and the International Covenant on

Economic, Social and Cultural Rights10. Taken collectively,

these agreements, as well as other international conventions,

can be understood to define the civil, political, economic, cul-

tural and social rights of all the world's people, regardless of

nationality, status, identity or other factors. Anything that threa-

tens these rights can be defined as an appropriate issue for

Internet security as it threatens the security of every one of the

world's people.

In the context of the Internet, the primary right involves Article

19 of the UDHR which was affirmed in paragraph 4 of the

WSIS Declaration of Principles11 issued in Geneva in 2003:

“We reaffirm, as an essential foundation of the Information

Society, and as outlined in Article 19 of the Universal

Declaration of Human Rights, that everyone has the right to

freedom of opinion and expression; that this right includes free-

dom to hold opinions without interference and to seek, receive

and impart information and ideas through any media and

regardless of frontiers. Communication is a fundamental social

process, a basic human need and the foundation of all social

organization. It is central to the Information Society. Everyone,

everywhere should have the opportunity to participate and no

one should be excluded from the benefits the Information

Society offers.”

Of course that is offset by paragraph 5 of the same principles:

“We further reaffirm our commitment to the provisions of

Article 29 of the Universal Declaration of Human Rights, that

everyone has duties to the community in which alone the free

and full development of their personality is possible, and that,

in the exercise of their rights and freedoms, everyone shall be

08 http://www.un.org/Overview/rights.html
09 http://www.unhchr.ch/html/menu3/b/a_ccpr.htm
10 http://www.unhchr.ch/html/menu3/b/a_cescr.htm
11 http://www.itu.int/wsis/docs/geneva/official/dop.html
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subject only to such limitations as are determined by law solely

for the purpose of securing due recognition and respect for the

rights and freedoms of others and of meeting the just require-

ments of morality, public order and the general welfare in a

democratic society. These rights and freedoms may in no case

be exercised contrary to the purposes and principles of the

United Nations. In this way, we shall promote an Information

Society where human dignity is respected.”

The juxtaposition of these paragraphs, as well as their referents

in the UDHR, articles 19 and 29, are two components in one of

the major tussles in the security issue. In the quest for national

security on the Internet, governments have engaged in many

practices that threaten the security of individuals on the inter-

net, for example surveillance, monitoring communications,

censorship of writing, imprisonment and torture when self-cen-

sorship due to fear of repression was not sufficient. It can be

argued that government pursuit of security is frequently in

direct contravention to individual security.

While many of the tools provided by protocol technologists, e.g.

encryption for confidentiality, might work to protect users,

governments have often used their power of legislation to make

the use of such tools illegal. In addition, industry has often com-

plied with government requests, sometime with due process and

sometimes without or with only a semblance of due process, to

circumvent individuals’ privacy and right of free expression. It

is rather clear that governments’ self-proclaimed needs for secu-

rity are often the cause of the threat to the fundamental securi-

ty rights of individuals. This particular tussle shows no signs of

a quick resolution and is a key policy problem for Internet

governance.

DISCUSSION

As this discussion of the definitions hints, there is a major tussle

inherent in the definition of “Internet security” once we move

beyond the simple technical discussion of confidentiality, authen-

tication and non-repudiation. It does not take long, when discus-

sing business requirements for security, before the security of

users’ privacy becomes part of the tussle. Likewise a nation's
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security policies can quickly impinge on the rights of citizens to

privacy and freedoms of expression. Even issues such as the crea-

tion of domain names are rapidly becoming involved in a tussle

when it becomes a matter of protecting the 'moral security' of

children or of a sensitive religious population.

This amalgam of definitions can be seen in the program12 for

the Rio de Janeiro meeting of the Internet Governance Forum

(IGF). Specifically, the IGF attempts to blend the many mea-

nings of security and thus includes the following under the title

of “security”:

• Security threats to countries, companies, and individuals as

users of the Internet and to the Internet itself

• • The definition of security threats, international security

cooperation, including such issues as cybercrime, cyber-ter-

rorism and cyber-warfare.

• • The relationship between national implementation and inter-

national cooperation. 

• • Cooperation across national boundaries, taking into account

different legal policies on privacy, combating crime and

security.

• • The role of all stakeholders in the implementation of securi-

ty measures, including security in relation to behaviour and

uses.

• • Security of internet resources.

• Authentication and identification

• • Authentication and identification and their role in fostering

trust online and their relation to the protection of privacy.

• Challenges to privacy in a security environment.

• • Respecting freedom of expression.

• • Privacy and identity.

• • Privacy and development.

• Security issues related to the protection of children.

• • Protecting children from abuse and exploitation in the online

environment.

12 Draft Programme Outline for the Second Meeting of the Internet
Governance Forum (IGF) http://www.intgovforum.org/Rio_Meeting/
DraftProgramme.24.09.2007.rtf
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As a neutral ground, the IGF is a suitable venue for debating

this issue, and the diplomatic language used to describe the pro-

blem is good in that it includes many facets of the tussle. While

it is difficult to predict anything greater than understanding and

a continuation of the precarious balance between the various

Internet security requirements, there is hope that the various

sides will be able to participate as equals in discussions of such

a critical Internet issue.


