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Abstract

The focus of this Thesis has been to evaluate different monitoring systems and processes
that are used by the Network Operations Center at TDC Sverige AB. The problem
formulation involves (i) how the monitoring systems are used, (ii) how these work
together, (iii) what processes are involved and (iv) how the systems and processes can be
improved to benefit the Network Operations Center.

Processes involved in TDC’s work follows the Information Technology Infrastructure
Library. To be able to answer the problem formulation, the current documentation is
browsed and together with meetings with key figures within the company; such as
managers, project managers, technicians and system administrators; information is
gathered to give a comprehensive view of the current state of the monitoring systems, and
the whole process leading to handover to the Network Operations Center.

TDC Network as a Service is a concept that includes different networking solutions in
which LAN and WLAN as a Service offers standardized networking solutions for LAN and
WLAN. The Network Management System is described, which includes HP Network Node
Manager i, Network Performance Servers and incident ticket systems. The process of how
incident tickets can be created, both manually and automatically, is described as well as
the whole process of how new customers are added to the monitoring and how customers
are registered in the different Service Asset and Configuration Management applications.
It is discussed how new nodes are added to the monitoring, and which systems are
involved in this process, including Network Node Manager i, VisionApp, NetMRI and
incident ticket systems. The regular monitoring process of the Network Operations Center
is presented in this Thesis. It is suggested that the improvements include involving the
Network Operations Center at an earlier stage during the selling and implementation
process, and devised a better transition to the Service Operation phase. TDC would benefit
from fewer Service Asset and Configuration Management applications and incident ticket
systems and there should be better routines regarding documentation.

Key words - Network Operations Center, NOC, Network Management System, NMS.
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Operating System

Quality of Service

Remote Desktop Protocol
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Wireless Access Point
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1 Introduction

TDC Sverige AB, with its headquarters in Sollentuna, delivers IT and communication
solutions in Sweden. With facilities in the whole country, from Luled to Malmo, they
contribute to the development of Swedish companies, agencies and organizations. Service
Operation is an important function within TDC, where the Network Operations Center
(NOC) is responsible for monitoring connections and services, incident handling and
support. The monitoring is focused on both internal and external equipment, and
connections. The NOC is staffed 24/7/365, and therefore it handles all central
communication for the company outside of office hours. The NOC also acts as a Single
Point Of Contact (SPOC) for large incidents, and handles planned works and backups. The
NOC has a lot of contact with customers, and are therefore dependent on documentation
from other parts of the company. There are two competence areas within the NOC: (i)
being responsible for monitoring network units and services; such as firewalls and virtual
environments, and (ii) being responsible for Wide Area Network (WAN)! connections. A
vital part of network monitoring is the Network Management System (NMS), which is
comprised of systems needed for monitoring. These systems are developed, implemented,
tested and managed by the NMS team.

The process of service monitoring by TDC lacks a comprehensive documentation and
process flow. This has resulted in employing various techniques for monitoring services,
while it also varies for the same service. It has been noticed that there are problems with
monitored nodes because of misconfiguration or incomplete registrations in the systems
supporting the NMS. There is also a suspicion that the implementation process is not as
modern as it could be and that there are elements that possibly could be automated.

1.1 Problem formulation

The current situation at TDC’s NOC has led to a need for the implementation process to be
well documented and improved. This includes the systems used for monitoring, how these
exchange information and the process which begins with adding a new customer and ends
when the NOC implements monitoring on customer nodes. This Thesis work evaluates
current documentation and information regarding the systems involved in the monitoring
as well as the processes occurring before monitoring is implemented.

The problems will be investigated with focus of TDC Network as a Service, LAN (Local
Area Network)? and WLAN (Wireless LAN)3 as a Service and the Network Management
System. TDC Network as a Service is a concept that is used to deliver network services to
customers. LAN and WLAN as a Service are both a part of the Network as a Service
concept, and are used to establish a standardized infrastructure for wired and wireless
communications for customers. The Network Management System consists of monitoring
and incident ticket systems.

1 A WAN is a network connecting Local Area Networks and is owned by a service provider [1].
2 A LAN is a network that covers a small geographical area and connects users and end devices [2].
3 A WLAN is a wireless network with the similar properties as LAN [3].
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The summarized main problems tackled in this Thesis are:

o Identify systems that are used for monitoring.

e Study the relationship between different systems, and the use of each system.

e Study the process of adding new customers, new nodes, and the systems involved.

e Suggest improvements that can be done regarding systems, processes and the
NOC.

1.2 Ethics

All information that is included and published in this Thesis have been approved by the
company. Information regarding the company’s customers have been removed from the
Thesis. Some of the systems that are used by the company are not mentioned by name in
the Thesis per the company’s request. The systems in this category are named using a
general name that describes its function.

2 Background

When managing computer networks, incident handling is critical to be able to restore
service operation back to normal as quickly as possible [4]. There are two aspects
concerning incident management, one with focus on preventing incidents and one with
focus on resolving them. By monitoring the network’s health and usage, it is possible to
plan future development and detect weaknesses or failing units, before leading to
network failure [1].

2.1 State of practice

Information Technology Infrastructure Library (ITIL) is a framework of “best practices”
for implementing IT services into an organization [5]. This framework was created in the
United Kingdom in the late 1980’s and is one of the most popular models for
implementing IT Service Management (ITSM) [6]. ITIL includes ways of delivering
services as efficiently and effectively as possible, and it has been found to give good results
[5]. Negative effects that ITIL prevents are loss of productivity and customer’s confidence
in the company [4]. ITIL can be referred to and used as a guidance and is built upon five
main lifecycles: (i) Service Strategy, (ii) Service Design, (iii) Service Transition, (iv)
Service Operation, and (v) Continual Service Improvements [7].

The Service Strategy phase involves steps on how a service provider can meet an
organization’s decisions about an affair, involving different perspectives, plans and
patterns [7]. The Service Design phase includes best practices on how to design a service,
including methods, processes and strategies that are needed to make it easy to implement
the supported solutions. In the Service Transition phase, a service provider can make sure
that new, modified or closed services meet every expectation that are documented in the
Service Strategy and Service Design phases. Service Operation coordinates and carries
how activities and processes are used to deliver and handle a service at specified levels
for both business users and customers. It also includes how techniques should be used to
deliver and support these kinds of services. Continual Service Improvements identifies
and implements improvements of the services that support the affair process. In this
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Thesis, the Service Operation phase will be explained further since it is the most relevant
phase, including the steps where the NOC is operating.

The Service Operations phase includes (i) Incident Management, (ii) Problem
Management, (iii) Event Management, (iv) Request Management, and (v) Access
Management processes [7]. The purpose of the Service Operation phase is to maintain the
organization’s satisfaction and confidence for IT services through delivery and support of
agreed services. It also aims to reduce the impact of disruptions of services and makes
sure that access to relevant IT services are only given to those that are qualified. The
processes that the NOC is involved in can be found in the Incident Management, Problem
Management, and Event Management processes.

The Incident Management process is responsible for the whole cycle of incidents. The aim
of this process is to restore functionality back to normal as quickly as possible while not
impacting on the business and ensure that quality is maintained [4]. Managing of incidents
are done in two sub phases: the Pre-incident and Post-incident phase. The Pre-incident
phase focuses on preventing and protecting techniques in such a way that incidents are
eliminated in the future. In the Post-incident phase, processes include methods for
resolving incidents within the Service Level Agreement (SLA)*. The process of discovering
and reporting incidents is performed by monitoring tools that are triggered e.g. by
technicians, reported by users or service providers [7]. Reported incidents are assigned
to a specific technician that is responsible of either solving the problem or escalating the
problem into a different support group [9]. All through the process of solving the incident,
the incident ticket should be updated with information of the current state and what has
been done.

The Problem Management process involves steps on how to handle problems from when
they are discovered and evaluated until they are solved. The goal of the Problem
Management process is to minimize the negative effects that a problem may cause [7], and
if this process is efficient enough, problems can be identified and prevented before they
occur [6].

The purpose of Event Management is to make sure that all systems are monitored, and
different types of events are found and noticed by either a tool or a user [6]. In the Event
Management process, suitable actions for events are made to make sure that all relevant
information are sent to the relevant functions [7]. Event Management gives an
opportunity to compare the actual behavior with the SLA.

2.2 Simple Network Management Protocol

The Simple Network Management Protocol (SNMP) defines exchanging management
information between nodes [10], and it can be referred to as a standard for network
monitoring and network management [11]. SNMP consists of two components; (i)
managers and (ii) agents [12]. The manager is a server that handles messages received
from the agent, a software running on network devices for SNMP communication with the

4“SLA is a legal bond between the service provider and client.” [8].
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manager. There are two different kinds of SNMP messages, polls and traps. A poll is a
query sent by the manager to gather information, while the agent uses a trap to notify the
manager that an incident has occurred. Polling is mostly used to send information
periodically, where the length of the interval is determined by the importance of the
information polled and how much bandwidth that can be spared. The manager can be
configured to perform an action, e.g. some sort of notification, based on the response from
the agent. With the existence of a configured polling policy for checking the interface, if
the interface service degrades it may take the administrator several minutes before
getting notified, depending on the interval. With SNMP traps configured on the agent, the
agent sends a notification to the manager. While traps have the advantage of an instant
reaction, there is no acknowledgement from the manager that the message has been
received, and it might therefore be applicable to have both polling and traps configured.

2.3 Network Management System

The NMS is used to monitor a network, to make sure that it is operating correctly [13].
With the use of SNMP, the NMS collects and processes large amounts of data to provide
an overview of the entire network [14]. This enables the NMS to identify irregular events,
such as increased traffic or device unavailability. With the large collection of data that the
NMS collects and stores, it can easily present this in the form of graphical plots and
summary reports [15]. The NMS can also make management decisions if needed and
perform appropriate operations on objects it is monitoring [14].

2.3.1 HP Network Node Manager i

TDC uses HP Network Node Manager i (NNMi) as a Service Operation tool which can
detect incidents, recognize outages, and helps improving network availability and
performance [16]. The NNMi also has the ability to integrate with other infrastructure
management tools and can gather information from a large amount of different devices,
such as peripheral devices (e.g. temperature sensors), network devices and security
devices (hardware and operational systems). It can also gather information from
applications and services [17]. NNMi can automatically discover devices and their
configuration, and from that information draw a network topology with the help of
different discovery protocols.

Global network management is a feature within NNMi that enables numerous NNMi
servers to work together [18]. One server acts as a global manager while the others are
regional managers. The regional managers own the objects that are subject to monitoring
and maintains the responsibility for management of the nodes. The administrator of the
regional manager decides which nodes that should be replicated to the global manager.
This setup makes it possible to get an overview while keeping a secure management. Both
regional and global managers perform calculations from the available data, where the
conclusions can differ as the global manager have information from more sources.
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2.3.2 Network Performance Server

The Network Performance Server (NPS) provides a platform, where performance,
statistics, Quality of Service (QoS)>, and other related statistics can be presented as a
report [19]. The NPS, like NNMi, uses SNMP to collect different performance metrics from
the network. When the NPS is installed on the network, it works together with the NNMi
server and collects data periodically from the NNMi, which avoids overhead on units and
devices on the network. The NPS can be installed on the same server as the NNMi tool or
on a separate dedicated server [20].

2.3.3 Incident Ticket System

An incident ticket system is an application used to log, track and document support
requests, problems and other matters within a company [21]. It enables a team of people
to keep track of incident tickets in an efficient manner and assign tickets to a specific
technician. One of the benefits of using an incident ticket system is that actions done to
the tickets are registered automatically and it helps technicians and the company to keep
track of what has been done.

2.3.4 NetMRI

Infoblox NetMRI is an automation application used for detection of network changes,
configuration of network devices, security policies, and compliance management [22].
The application uses standards and best practices to automatically perform an analysis of
network changes, which is used to generate incident tickets, show graphical summaries,
and rate how the changes affect the network.

2.3.5 VisionApp

VisionApp is a tool used for administrative access to remote units [23]. With the use of
Remote Desktop Protocol (RDP)¢, Secure Shell (SSH)?7, Telnet® Hypertext Transfer
Protocol (HTTP)? and HTTP Secure (HTTPS)10 it allows connections to Windows, Citrix,
Linux/Unix, Mac, and network units.

2.3.6 Easy Call

Easy Call is an add-on product that is used with a management system [26]. Input comes
from many systems and event sources, including logging and SNMP traps. Notifications
that are sent can be in the form of text messages or email.

5 QoS is a mechanism used to prioritize users or data flows to guarantee a certain level of performance [2].
6 RDP provides a connection to windows computers that enables remote display and input capabilities [24].
7 SSH "is a protocol for secure remote login and other secure network services over an insecure network."
[25].

8 Telnet is a protocol used to establish an insecure connection for managing remote devices [25].

9 HTTP is used to exchange text, images, sound, video, and other multimedia files on the Internet [1].

10 HTTPS is used for secure communication on the Internet [2].
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2.3.7 Hewlett Packard Enterprise ArcSight Data Platform

Hewlett Packard Enterprise (HPE) ArcSight Data Platform (ADP) is a platform that
monitors, searches, and analyzes data across a network [20]. The ADP collects data from
sources of data generation, including logs, sensors, security devices, and other cloud
services. To ensure validity of collected data, logs are encrypted and compressed that
keeps them safe from interception, alteration, and deletion. This regards both stored and
incoming data. The ADP is integrated with the NNMi, which adds logging information to
the NNMi server.

2.4 Service Asset and Configuration Management

Service Asset and Configuration Management (SACM) is part of the Service Transition
phase in ITIL and are used to manage assets [7]. The SACM process makes sure that assets
that are delivered for a specific service are correct and that reliable information regarding
these are available when needed. Information that are documented here can include how
an asset have been configured and how it is connected to other assets. The SACM process
also makes sure that every asset is identified and that different versions and changes are
documented.

2.5 Virtual Routing and Forwarding

A Virtual Routing and Forwarding (VRF) instance works like a logical router and makes it
possible for a device to have multiple instances of separated routing tables [27]. Every
VRF instance has its own IP routing table, forwarding table, interfaces and routing
protocols. The advantage of VRF is that network paths can be segmented without the need
of multiple devices, which results in a functional solution with maintained security.

3 Methodology

The systems and work processes involved in monitoring TDC’s internal and external
systems and services are very complex and in need of a review. To accomplish this,
available documentation at the company will be browsed and studied in order to get a
general view of the current monitoring process and review routines. Information related
to the NMS and supporting systems will be collected by organizing meetings with
administrators to better understand the current practical system management. Meetings
with technicians working with LAN and WLAN as a Service gives more technical
information about these services and how they connect TDC’s network with customers.
Managers and project managers within NaaS, LAN and WLAN as a Service, networking
and internal projects will give answers to questions about processes and how projects are
transferred to the NOC for monitoring. To get an idea of the everyday work at the NOC
and identify problem areas there will be meetings with NOC technicians and NOC floor
managers. All information gathered from these different sources will be put together and
evaluated to give a comprehensive view of the current situation and to come to
conclusions on possible improvements.
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4 Results

In this section, an overall description of the concepts and services that are part of the
problem formulation are explained. Furthermore the monitoring environment is
presented, including how new customers and nodes are added to it. Finally, the
improvement suggestions are presented.

4.1 Network as a Service

TDC Network as a Service (NaaS) is a concept used to deliver modular and scalable
networking solutions. NaaS$ includes solutions that support Voice over IP (VoIP), data and
video. This concept includes network infrastructure, security, and optimization
algorithms.

The NaaS concept has three main packages, (i) TDC LAN, (ii) TDC WLAN, and (iii) TDC
WAN. These packages have some basic services that are part of the NaaS concept and
these can be customized to the customers’ needs. TDC LAN and WLAN are both services
that creates a network infrastructure and allow clients to connect to the wired or wireless
network. TDC WAN includes services such as IP VPN (Virtual Private Network) and a
connection to the Internet.

4.1.1 LAN and WLAN as a Service

With LAN and WLAN as a Service, TDC takes the responsibility for technical and
administrative delivery based on customers’ needs. This is done with centralized services
that is comprised of e.g. Domain Name System (DNS)!!, Dynamic Host Configuration
Protocol (DHCP)!?, logging, and WLAN Controller (WLC)13. LAN and WLAN as a Service
consists of a group of basic services with the possibility to add additional services adapted
to the customer. The purpose is to offer a service that can be somewhat considered as a
standard solution. This means that the set of hardware devices that a customer can choose
from, the set of services that are included, and the possible additional services that are
offered, are predetermined. For instance, if a customer selects another hardware device,
the service will no longer be considered as LAN or WLAN as a Service, and will instead be
included in the NaaS concept. With TDC LAN and WLAN as a Service, all relevant data
about the customers’ environment, including technical, administrative, and logistics, must
be known and entrusted to TDC.

LAN as a Service can connect different types of clients within and between buildings at
one site. The service is designed for data, voice and video, and is adaptable to the number
of users, type of applications, and functions with different needs. The basic service of LAN
as a Service consists of two parts, access and core. Access is used to connect different types
of clients and core is used to connect access units, as well as with WAN and data centers.

11 DNS "maps IP addresses to the names assigned to network devices.” [1].
12 DHCP is a protocol which automatically assigns an IP address to a host [2].
13 A WLAN controller enables centralized configuration of Wireless Access Points [3].
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As an additional service, the customer can choose to extend the monitoring service to
active surveillance, which means that incident tickets will be automatically created.

WLAN as a Service is designed in the same way as LAN as a Service but with focus on
wireless connections between different types of clients. The customer must have LAN as
a Service to be able to get WLAN as a Service because there has to be a switch managed
by TDC to connect the Wireless Access Points (WAPs) to. The customer can choose
between a number of different WAPs depending on their needs.

A LAN as a Service customer has at least one switch which is owned and managed by TDC.
A VRF specific to that customer is created and connected to TDC’s management VRF
through hub and spokel4, and through this the customer’s LAN is connected to the
centralized services. Since TDC LAN as a Service is somewhat standardized, there are
predefined configuration files that are deployed with very little customization.

After installing the switch on the customer site, an automated process pushes out the
configuration that is linked to the MAC address of the switch. If the customer also wants
WLAN as a Service, WAPs are added to the site and connected to the switch on a WAP
configured port. The WAP gets an IP address through the connection with the centralized
services and can by this establish a connection with the WLC. The only traffic traversing
the management VRF is management traffic destined to the centralized services. The
customer’s data, voice, and video traffic traverse a different customer specific VRF, so that
the management and customer traffic never intersect. Figure 4-1 gives an example of how
this can be portrayed logically.

E
E Q DNS DHCP WwLC Logging

Firewall

Customer Centralized services
WAN

Customer }
Management /

Router Switch ) Switch
Firewall

]

Figure 4-1 LAN and WLAN as a Service topology

412 WAN

TDC WAN is a part of the NaaS concept that enables TDC to build an infrastructure for
some of the features, including IP VPN and Internet access. IP VPN can be used by
customers to connect to offices at geographically different locations. There are a number

14 With hub and spoke, every site is connected to a central site [2].
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of VPN types to choose from. The WAN service also gives the opportunity to add cloud
services of different kinds to an already existing network environment. Because different
sites can be connected, the customer can use an already existing IP structure. Add-on
features to the WAN service include multi-VPN and centralized firewalls. For every
service that the customer has, different levels of SLAs and quality, including performance,
jitter and packet loss, can be chosen. Since TDC WAN and the different types of remote
access types are not the focus of this Thesis, they will not be treated in detail any further.

4.2 The NMS environment

The NMS environment consists of six NNMis with different responsibilities, see Figure 4-
2. Five of these have the role of regional managers and replicate their data up to the global
manager, NNMi-0. NNMi-A is responsible for network units and services included in LAN
and WLAN as a Service, while NNMi-B manages WAN connections. The remaining NNMis
are customer specific. The global manager is redundant in the form of a standby server.
Redundancy of the global manager is important because all incident tickets are created
and generated from here. The regional managers are secured by being backed up
regularly.

ITS-A ITS-B

Wt

NNMi-0

NNMi-0_standby
Global Manager y

Global Manager

ITS-A ITS-B HPE ADP

Easy Call \\‘7
Q
=
NNMi-A NNMi-B NNMI-C NNMi-D NNMi-E
Regional Manager Regional Manager Regional Manager Regional Manager Regional Manager
NPS-A NPS-B NPS-C NPS-D

Figure 4-2 NNMi topology
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Every regional manager is connected to a server dedicated to NPS, which is used to collect
and store data regarding telephony, Multiprotocol Label Switching (MPLS)>, QoS, and
other performance metrics. Data that have been collected are presented in detailed
reports with graphs that are sent to technicians and customer representatives.

TDC is using a couple of different incident ticket systems, depending on what type of
equipment that is monitored. The monitoring that the NOC is responsible for is done with
the help of two incident ticket systems, ITS-A and ITS-B, that are linked to NNMi-0. The
reason behind the two systems lies in the history of TDC, where connections and network
units earlier have been monitored by two different teams. These systems have been
specialized over time and even if the teams now work together as one unit, the monitoring
is still separated because of this adaption to what is monitored.

Incident tickets are created either automatically or manually. Automatically generated
incident tickets are sent when an event occurs that triggers an action. This event can be
noticed by the NNMi, either by a SNMP poll or a SNMP trap. The action runs a script that
is located on the NNMi, which sends a request to a Web API. With a connection to one of
the SACM applications, it can connect the incident ticket to the customer with correct
customer-ID, site-ID, etc.

ITS-B has the functionality to send notifications via text messages to customers. This is
not possible for ITS-A, and a few customers are therefore sent notifications via Easy Call
due to historical agreements. The HPE ADP generates traps that are sent to the NNMi.
These traps can e.g. be generated by logs and might include information about security
breaches.

4.3 Adding new customers

TDC works according to the ITIL model all through the company. New customers and new
business deals are parts of the Service Design phase. During this phase a solution is
developed and proposed to the customer. When there are special aspects to take into
consideration, this is done at meetings where different areas of competence, including the
NOC, can review the proposal and give their opinions. When TDC and the customer have
come to an agreement, the deal is documented and registered in the SACM applications.
At the end of this phase the business deal gets assigned to a project manager and the
Service Transition phase begins. The data that is needed to be able to deliver the service
is gathered and IP plans are made. The equipment is configured and entries in the SACM
applications are completed with more information, including documentation needed for
Service Operation. Before Service Transition ends and Service Operation takes over, the
delivery is tested towards the customer who needs to give its acceptance. With the
customer’s approval the project is now ended and the service is now in the Service
Operation phase.

15 MPLS is a multiprotocol WAN technology that uses path labels instead of IP addresses for routing [1].

10



Malardalen University Bachelor Thesis

4.3.1 Registration of customers

TDC uses two applications for registration of customers within the SACM process; (i)
SACM-A and (ii) SACM-B. All customers are supposed to be registered in SACM-B, while
SACM-A are used as a complement for network units and such, like LAN and WLAN as a
Service. The SACM applications contain all relevant information regarding customers,
such as contact information, affair specific information, what have been delivered and
upcoming orders that have been recorded, as well as device specific information and other
technical details. Figure 4-3 shows a graphical representation of how the systems work
together.

Inventory
system

A 4

HP NNMi EasyCall

New customer, .
. / Statistic tool
New site

HPE ADP

—

The purpose of the inventory system is to save backup and configuration files. This system
can also be used as a collector, which means that it can “get a real picture” of reality. The
information that is collected can be MAC addresses and what ports that are used on a
specific device. When this information is “found”, the inventory system can compare the
collected information with the information that can be found in SACM-B. There is no
connection between the inventory system and the SACM-A for the time being.

Figure 4-3 System flowchart

TDC Service Online (TSO) is a customer portal, in which customers can view information
and statistics about devices on their different sites, invoices, delivery statuses regarding
orders and accept new ones. The customer is also able to view errors and monitor the
tasks that are planned for the future. Due to the lack of connection between TSO and
SACM-A and ITS-A, LAN and WLAN as a Service customers are unable to view all
information and invoices that other customers can view. Delivery statuses and future
affairs can still be viewed in TSO by these customers.
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To be able to collect statistics and present this in a report for the customer in TSO, a
statistics tool is used. The collected statistics are at different levels so the customer can be
presented a basic or an extended report.

4.3.2 Adding new nodes

When new nodes are added in the different NNMis, it is performed in different ways based
on the SACM application and which incident ticket system that is to be used. Nodes that
are to be monitored to keep track of WAN connections are automatically populated into
the NNMi-B. When there are changes with these nodes, or a node is removed, these
changes will automatically be distributed to the NNMi.

When it comes to nodes that are required to be monitored by NNMi-A, these have to be
inserted manually because there is no connection to either of the SACM applications.
When new nodes are to be added to NNMi-A, a service order is created in ITS-A. This
service order contains a lot of different information about the customer and the nodes in
question, in addition to a description of what the service order is comprised of. Attached
to the service order there should be documents that enables the nodes to be imported into
three different applications, NetMRI, VisionApp and NNMi. NetMRI is used for automatic
backup of configurations and keeping track of network changes. VisionApp is used for
remote access to nodes and enables traceability of who has been connected, when and
from where. The third application is NNMi and this file should include customer name,
SNMP community (password), DNS lookup and IP address. The information is used by
NNMi to send a SNMP poll to the node to gather the information needed for monitoring.
This procedure makes it very important that the node is correctly configured with all
SNMP parameters before the service order is sent to the NOC. When the initial SNMP
request is answered, the node is ready to be monitored using periodic polling and SNMP
traps.

4.3.3 Working at the NOC

The NOC is a central function within the Service Operation at TDC. It is responsible for
monitoring of networking units, connections and systems internally within the company
and externally for customers. All kinds of incidents are handled by the NOC, from
registration of the incident to being in contact with the affected customer. The NOC
handles all alarms in the infrastructure, for both internal and external services and
systems, and has a responsibility of calling in teams of technicians if the fault cannot be
solved by the NOC. Since the NOC acts as a SPOC, it spreads malfunction information both
internally and towards customers.
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4.4 Improvements

In this section, improvement suggestions are presented in different areas, depending on
if it belongs to the work process, systems or services, monitoring or documentation.

4.4.1 The selling process

TDC is a dynamic company when it comes to selling products or services. There are some
standard solutions, but the customer might have requests outside these standards and the
sales department usually tries to meet these requests. This is not a bad idea per se, but it
is important that there is a communication process with the head of the NOC so that the
company does not sell a solution that the NOC cannot deliver in terms of monitoring.

When a deal is made, there should be a transition meeting to transit the deal from sales to
Service Transition. The NOC should also be invited to this meeting to give them a heads
up on the upcoming monitoring and an estimate on when the monitoring might begin. By
doing this the NOC team has time to prepare and plan ahead.

4.4.2 Transitions to Service Operation

When the deal is about to transit from Service Transition to Service Operation, there
should be defined conditions to be met before Service Operation, the NOC included, can
be expected to accept the transition. These conditions can be comprised of e.g. fully
configured nodes and clear documentation. By doing this there will most definitely be
fewer incidents and thereby also fewer incident meetings, and this will lead to a better
experience for the customer and saved time for TDC’s employees.

The routines of monitoring should be specific and clear to the NOC and it is important that
there is documentation to use when a new customer is to be monitored. There should be
specified routines regarding how to act for different customers, e.g. what type of SLAs a
customer has, who to contact and if an emergency technician should be called to look at
the problem they are facing. This could be done with a checklist, with clear steps on what
is included in the NOC'’s work for this specific customer and which parts they should be
involved in. Every technician working at the NOC should easily be able to update
themselves on how to act when an alarm arrives.

Before the NOC starts to monitor a unit there should be tests to determine whether or not
the unit is correctly configured. Even if SNMP is responding as it should, there could still
be problems with SNMP traps which can be hard to notice. SNMP traps should therefore
be triggered before monitoring is put into operation.

4.4.3 Changes during the Service Operation phase

When the monitoring is in place changes may occur with the equipment, such as migration
of sites or IP address changes. It is very important that the NOC is notified about these
changes in order to keep monitoring without disturbance. When the NOC is notified it
should also be clear what has been done and what the NOC has to do to change monitoring
settings accordingly.
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4.4.4 NNMi

The NNMis has been installed during different times and with different purposes. This can
cause problems if there is a lack of documentation, and the person with competence
within a system is leaving the company. It would simplify development, troubleshooting
and the installation of new NNMis if there was a standardized and documented procedure
of the installment process.

4.4.5 Monitoring systems and services

Currently, the NOC has not full responsibility in monitoring servers. Since the NOC is
always staffed (24/7/365), it should be a natural step for TDC to let the NOC to take over
all the monitoring.

Today, there are a lot of different systems that are being used for the monitoring. It would
probably be easier for the NOC if there were fewer systems to tend to when working. This
also makes it easier for new technicians to familiarize themselves with the NOC
environment.

There are manual processes required when new nodes are imported to NNMi-A. This is
due to that there is no connection between SACM-A and the NNMis. Manual processes can,
besides being time consuming, lead to mistakes when information is added to the system.
There have been occurrences when customers or nodes have been incorrectly inserted in
SACM-A, which leads to that when an incident occur, the incident ticket will not show
enough information. This will make it hard for the NOC technician to know how to react
to the incident. This could be resolved either by a connection between the two SACM
applications which automatically transfers information, or develop one SACM application
that can be used for all customers and services.

4.4.6 Documentation

It is clear that there is a documentation process within TDC, but it is questionable if the
documentation is enough. It is important that there are clear routines on how to produce
documentation and that these routines are known by everyone at the company. There
may be current routines but they may not be known or are not used to the extent they
should be. When time is lacking, serving customers and making new deals are prioritized
and there is a big risk that some documentation never gets written. TDC’s management
should not only point out that there needs to be documentation but also how the
documentation should be written and to what audience. The management should also
make sure that there are resources in terms of time to document and attend to the
documentation, and that the employees follow the established routines. It is also
important that it is clear where the documentation should be placed depending on its
content and that everyone knows where to find specific documentation.

The NOC uses a wiki page, which is used as a knowledge database for technicians and
other relevant personnel. This database contains some routines and customers which
often have special solutions. There are several different wikis used by different parts and
groups of the company. One of the strengths with the wiki is that it is easy to find
information that is needed in the everyday work of the NOC, but it needs to be tended to
and updated. Since the NOC is staffed around the clock every day, the wiki is used as a pin
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board to help spread information to every technician so the handover to other technicians
can work as smoothly as possible. It is supposedly difficult to write in, which could be an
explanation to why it is not updated as it should be. The solution to this could be a
template, so this is not something that is stopping people from updating the wiki on
important things that are happening.

5 Discussion

It was hard to get familiarized with the NMS as there are many different systems, and the
process of monitoring is a complex task. It would be easier for the employees if there were
fewer systems but it is important that the systems can perform efficiently. There are also
systems developed by the company in past years, where there are little documentation on
their design and implementation, which in turn makes the monitoring process more
complicated.

An important part of our work has been browsing the current available documentation.
This step was a time consuming part of the Thesis, as it required understanding the
documentation structure to be able to find relevant information. When routine
documents were found, it was hard to know whether they were still relevant since they
were sometimes outdated, and an updated document was missing. It is plausible that all
the above can be a problem for TDC’s employees as well, particularly for new employees.

Lack of documentation earlier in TDC’s customer process is one of the main factors that is
complicating the NOC’s work. It should be in everybody’s interest to document, even if it
takes time. We believe that TDC and the customers would gain from proper
documentation because this will lead to better service, happier customers and a good
reputation, which may lead to more business deals and bigger profits.

We believe that the use of ITIL is a good start for TDC to have a clear process but it is
important that the different steps are followed. It is one thing to say that “we are following
this process” and another to actually do it. Every employee in such positions should know
what to do and how, and do accordingly. When we started this Thesis, we thought that
our main focus would be how the NOC is working but we realized that some of the biggest
problems could be solved if processes were more thoroughly followed before Service
Operation. It became clear to us that the NOC employees were struggling with issues due
to unfinished configurations, lack of documentation and information in supporting
systems.
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6 Conclusion

This Thesis have evaluated monitoring systems used by the NOC, and studied the
processes within TDC NaaS, and LAN and WLAN as a Service that lead towards Service
Operation. TDC uses ITIL as a framework for the company processes, where the phase
Service Operation has been the most important phase for this Thesis, as it is incorporated
within the NOC operation. TDC uses a couple of different NMS where HP NNMi is the
central system responsible for the actual monitoring, and to which the incident ticket
systems are connected. When customers and nodes are added to the monitoring, this is
done differently depending on which type of equipment it is. It can be concluded that there
is a need for an automated process regarding adding LAN and WLAN as a Service nodes
to the NNMi. We propose that this can be solved with the development of one SACM
application and one incident ticket system which can work together, and with a
connection to the NNMis.

We found that the process that precedes the implementation of monitoring needs to be
well defined, well-known, and enforced. The NOC needs to be invited to be a part of this
process much earlier on to minimize the risk of selling services which cannot be
monitored. This is also of paramount importance when changes occur to nodes that are
under monitoring process.

The documentation process is connected to both preceding processes and the everyday
work at the NOC. Without proper documentation and information about agreements,
what should be done when incidents occur and who to contact, the work process for the
NOC gets more difficult than it needs to be. The wiki that the NOC uses needs to be kept
up to date and this might be easier with a template.
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