EXAMENSARBETE INOM ELEKTROTEKNIK,
GRUNDNIVÅ, 15 HP
STOCKHOLM, SVERIGE 2016

Governing of access point for
stations in an 802.11 network with
a repeater to achieve higher
throughput
Styrning av åtkomstpunkt för
stationer i ett 802.11 nätverk med
en repeater för att erhålla högre
genomströmning
Designing and implementing an algorithm on
Inteno's OpenWRT based access points
FREDRIK STJERNE
NOEL IRSTAD

KTH
SKOLAN FÖR TEKNIK OCH HÄLSA

Governing of access point for stations
in an 802.11 network with a repeater to
achieve higher throughput
Styrning av åtkomstpunkt för stationer
i ett 802.11 nätverk med en repeater
för att erhålla högre genomströmning
Designing and implementing an algorithm on Inteno's
OpenWRT based access points
Fredrik Stjerne
Noel Irstad

Examensarbete inom
Elektroteknik,
Grundnivå, 15 hp
Handledare på KTH: Ibrahim Orhan
Examinator: Thomas Lindh
TRITA-STH 2016:43
KTH
Skolan för Teknik och Hälsa
136 40 Handen, Sverige

Sammanfattning
Vid användning av en trådlös repeater i ett nätverk skapas en överlappningszon mellan repeatern och
den primära anslutningspunkten som har uppkopplingen mot internet. Den möjliga datagenomströmningshastigheten för uppkopplingar via repeatern halveras eftersom repeatern inte kan sända
och ta emot samtidigt på samma kanal. För detta examensarbete fanns inte möjligheten att använda
fler kanaler.
För att lösa problemet med överlappningszonen utvecklades en algoritm som körs i form av ett bashskript på två openWRT-baserade anslutningspunkter där den ena agerar som repeater och den andra
är en gateway med internetuppkoppling. Skriptet använder värdet på signalstyrka (RSSI) för att avgöra om en trådlös enhet befinner sig i överlappningszonen genom att kontrollera uppmätt värde mot
ett tröskelvärde där gatewayen fortfarande ger högre datagenomströmningshastighet än repeatern.
Trådlösa enheter i överlappningszonen blockeras på repeatern och kopplar då upp till gatewayen
istället. Utanför överlappningszonen kopplas enheter upp till den anslutningspunkt som har starkast
signalstyrka. Datagenomströmningen till gatewayen mättes på flera platser med olika signalstyrkor
till både gatewayen och repeatern.
Trådlösa enheter i överlappningszonen som var uppkopplade till repeatern innan skriptet kördes fick
en högre datagenomströmningshastighet efter att skriptet kört och styrt om anslutningen direkt till
gatewayen istället.
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Abstract
When using a wireless repeater in a network, an overlap zone between the repeater and the
primary access point that holds the internet connection is created. The theoretical throughput
for connections through the repeater is reduced by half since the repeater can’t send and
receive data at the same time when using only one channel which was the case in this thesis.
To solve the problem with the overlap zone, an algorithm that runs in the form of a bash
script on two openWRT-based access points where one acts as a repeater and the other one
is a gateway with an internet connection was developed. The script uses the signal strength
value (RSSI) to decide whether a wireless device is located within the overlap zone by comparing the measured value against a set threshold where the gateway still delivers higher
throughput than the repeater. Wireless devices in the overlap zone are blocked on the repeater
and will then connect to the gateway instead. Wireless devices that are located outside the
overlap zone will connect to the access point that yields the strongest signal strength. The
throughput to the gateway was measured at several locations with different signal strengths
to both the gateway and the repeater.
Wireless devices within the overlap zone that were connected to the repeater before the script
was run gained a higher throughput after the script was run and made it connect directly to
the gateway instead.
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Abbreviations and Definitions
Ad-hoc - A wireless isolated network, with hosts that communicate freely with each other
AP - Access Point, this could be either a gateway or a repeater for wireless connections
ARP table - Address Resolution Protocol table
BSS - Basic Service Set
CPE – Customer Premises Equipment
ESS - Extended Service Set
Gateway – A network point which leads to another network e.g. Internet
ICMP - Internet Control Message Protocol
MAC – Media Access Control Address
Mobile station - A station in constant motion
Portable station – A station that can be moved but only use the network while stationary
RSSI - Received Signal Strength Indicator
RTT – Round-trip time
SNR – Signal-to-Noise Ratio
SSH – Secure Shell, is a protocol for secure remote logins.
SSID - Service Set Identifier
STA – Station, any device that connects to an access point.
(W)NIC - (Wireless) Network Interface Controller
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1 Introduction
1.1

Problem definition

The range of a wireless network can be extended by using one or several repeaters. These can be connected to a primary access point by either Ethernet cable or with wireless Ethernet.
A problem that arises when using a wireless connection between the access points is that bandwidth
is reduced by more than half since wireless 802.11 is half duplex [1] for devices on the same channel.
The result of this is that devices that connect via such a repeater will have lower throughput than if
they were connected directly to the gateway despite the fact that they have a stronger signal to the
repeater. Figure 1.1 shows how wireless devices would connect in a network with two access points,
this kind of network will have an overlap zone (B in Figure 1.1) between the access points. STA 3,
which is located in the overlap zone, would connect to the repeater since it has the strongest signal
[2]. The repeater would then have to forward all traffic to and from STA 3. Even though STA3 would
have a stronger connection to the repeater, it would be within range of the gateway and have a higher
throughput despite the weaker connection.

Figure 1.1: Graphic representation of wireless traffic flow and connections as they were unmanaged. The circles do
not represent actual coverage since this is affected by walls and interference from other sources.
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1.2

Goals and objectives

The assignment for this thesis was given by Inteno Broadband Technology AB. The specified task was
to develop an algorithm that manages the selection of access point and to write a protocol that blocks
or unblocks wireless devices according to that algorithm. The algorithm should ensure that devices in
the overlap zone always connects to the gateway like shown in Figure 1.2.

Figure 1.2: Graphic representation of wireless traffic flow and connections as requested by Inteno. The circles do not represent actual coverage since this is affected by walls and interference from other sources.

1.2.1 Goals
The goals for this thesis were to deliver an algorithm and a working script that governs AP for stations
(STAs) in the network according to Table 1.1. The script shall achieve higher throughput for STAs
located in the overlap zone by connecting directly to the gateway instead of the repeater.
Table 1.1: A description of how the script should behave with and without external control

Zone
A
B

Gateway
Connect
Connect

Repeater
Block
Block

C

Block

Connect

Behaviour without AP restrictions
Devices would connect to the gateway
Devices could connect to either AP since they are both within
range depending on the signal strength at the time of establishment of connection.
Devices would connect to the repeater

To reach the goals, the following questions will be answered in this report:
 How can devices in a wireless network be forced to connect to a determined AP under certain
conditions?
 Which network performance metric should be used to select correct AP?
 How can the gateway and repeater communicate with each other?
 How should benchmarking of the network be performed to prove whether a proposed solution yields a better network performance?
1.2.2 Objectives
The goals were broken down into a number of smaller objectives:
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1.3

Set up a working network with one primary AP and one connected wireless repeater.
Design and develop a working prototype script that connects STAs to the intended AP.
Deliver a completed paper with results in time for presentations June 7 2016.

Scope

The scope of this thesis was to develop an algorithm for access point decision and write a script that
uses this algorithm to run on Inteno's hardware. The algorithm was designed to meet the request from
Inteno (see Appendix A). To validate the necessity for this addition to a wireless repeater network, an
evaluation of the change in network performance was needed.
Since this work was performed on Inteno's own hardware and the software that runs on it, possible
solutions were constrained to only use applications available and compatible with Intenos APs. No
solutions implemented on external STAs like laptops, tablets or cell phones were considered since
these types of devices are not supplied by Inteno.
The network that was set up for this thesis work consisted of one gateway which served as the primary
AP and one wireless repeater. The supplied gateway was a 2.4 GHz band device only so only this band
could be used.
Due to the time constraint for this thesis work, issues regarding network security, stability of the
scripts or delivering a fully implementable software solution was not possible.
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2 Background and theories
This chapter covers the operative system running on the APs and what they can do, as well as what
aspects are of interest to benchmark in a wireless network. Available and adequate tools are introduced and assessed. A deeper exploration was done on 802.11 and a brief summary of past research
done relating to the subject matter. Also mentioned was the present day usage of repeaters with the
benefits and challenges involved.

2.1

Background

The assignment for this thesis was to improve wireless throughput in a network involving a repeater
for Inteno AB. This was to be achieved by making wireless devices (STAs) connecting to the primary
AP when within reach of this AP.
One of the benefits of directing wireless network traffic is that the data only has to be transmitted
once, thus occupying the wireless channel for a shorter amount of time. This increases the performance for all traffic using the same channel.
In a network using a primary access point (e.g. gateway) with an internet connection and a repeater
to extend the wireless range of the network, the throughput is more than halved for devices connected
through the repeater. The reason for this is that the access points have to share bandwidth and can
not communicate at the same time since wireless communication is only half duplex on the same
channel. In a system like this there will also be an overlap between the primary access point and the
repeater where both access points will be in reach for a device in this zone. Since the gateway will have
a faster internet connection this should be the preferred access point since it won’t have to relay data
between a STA and the networks primary access point.
The benefits of prioritising connections directly to the gateway is that it reduces the occupied time on
the wireless media since it won’t have to be retransmitted by a repeater. With today’s increasing number of wireless devices used in homes the need to reduce unnecessary traffic load in order to minimize
interference grows greater [3].

2.2

Current situation

Repeaters today are used to extend the coverage of a wireless network. The repeater connects to another AP through a wireless connection and repeat the signal to and from that AP. Because the repeater handles all communication wirelessly, it only needs a cable from a power source, making it
more convenient than other options. One option with similar, but different effect, is to use two or
more APs which are connected by wire to the gateway. The advantage is gained bandwidth because
wired APs only need to use the wireless bandwidth to communicate with STAs. A wireless repeater
needs to communicate with both STAs and the gateway wirelessly but a wireless repeater can be
placed with much greater flexibility.
A competing technology is Wireless Distribution System (WDS). It is a protocol to setup a repeating
system and interconnect multiple APs. It is not defined in the 802.11 standard. Due to it being nonstandard, APs from different vendors are often incompatible with each other and WDS will not work.
The throughput is also halved and not all WDS APs support adequate encryption methods to maintain
a secure connection. It is required to use the same channel, same encryption method and the same
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encryption keys for all the APs in WDS [4]. It is not required to use the same service set identifier
(SSID). One advantage the system has is its preservation of MAC addresses between the APs.
Another possibility is using one antenna on one frequency to communicate between the APs and using
another antenna with a different frequency to communicate with STAs. This solution sidesteps the
problem with halved bandwidth when sending and receiving on the same hardware. When the repeater is resending the signal, because the incoming signals and the outgoing are on different frequencies, they do not collide because antenna is always ready to receive and do not miss incoming
frames during broadcast. Today its more common with APs using multiple antennas and the ability
to use different bands (2.4GHz and 5GHz).

2.3

Inteno hardware

This thesis work was performed at Inteno in Stockholm focusing on development for their Internet
gateways DG301 and CG300 which are supplied to Internet Service Providers (ISP) and their customers for home network solutions. These gateways operate on Inteno's own firmware Iopsys, which is
based on OpenWRT.
The DG301 [5] is a single band 2.4 GHz gateway with multiple WAN options and a 4 port switch, this
unit will be used as the primary access point (AP) with direct internet connection. The primary AP
will handle all DHCP functions.
The CG300 [6] is a dual band 2.4 and 5 GHz gateway with a single WAN port and one LAN port, this
unit will be used as a repeater. The repeater function is set up by bridging a wireless interface on the
2.4 GHz band with connection to the primary AP to the units switch and allowing other wireless units
connected to the repeaters 2.4 GHz band interface. The repeater has its DHCP server turned off and
was setup with the same SSID and WEP key as the primary AP.

2.4

Prior work

Prior work within this field has been done to improve network performance since otherwise unmanaged STAs will connect to the AP with the highest SNR [2]. The reason for using some form of access
point selection is that the AP with the strongest signal or highest signal-to-noise ratio (SNR) isn’t
always the fastest path. Factors that slow down an AP can be the number of STAs that are being served
by the AP, or other networks that operates on the same channel.
In the paper “A new access point selection policy for multirate IEEE 802.11 WLANs” [2], the authors
bases access point decision on load balance. If an AP already services several other STAs, adding another will slow down the performance for all STAs connected to that AP. Furthermore, an STA with a
slow connection caused by a low SNR for example will slow down the throughput even more since it
will occupy the AP for a longer amount of time. In this report the authors suggest a decentralised
solution where the STAs makes the AP selection based on where it will get the highest throughput.
Another approach is described in “A case for enhancing dual radio repeater performance through
striping aggregation and channel sharing” [7]. The research behind that report utilizes a technique
called Multifacet which works on multi radio APs by splitting up traffic over multiple interfaces between the primary AP and the repeater. If the repeater-STA link has a higher capacity than the repeater-primary AP, some of the excess capacity can be shared to improve the overall performance.
This technique does however not apply any selection of access point, it enhances the throughput in
the network by directing traffic more effectively.
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Several papers have looked at handoff and how it effect the performance, especially focusing on latency. The authors of “Fast Handoff Scheme for VoIP over WLANs” [8] were able to reduce latency
by 30 ms and avoid necessary handoff with their algorithm which used selective scanning and caching. The paper “MAC Layer Handoff Algorithm for IEEE 802.11 Wireless Networks” [9] describes the
handoff procedure and discusses a way of reducing handoff latency with “smart probing”. With their
own handoff algorithm, the paper “Using Smart Triggers for Improved User Performance in 802.11
Wireless Networks” [10] managed to reduce 50% of average handoff time.
A group of researchers have proposed a WLAN roaming algorithm for mobile STAs. The paper “Wifi
access point roaming challenges and potential solutions” [11] identified problems with disconnects
when RSSI diminish which leads to corrupted or broken data streams and increased energy drainage
on the mobile STA when it tries to reinitiate connection.

2.5

IEEE 802.11

One of many wireless standards is the IEEE 802.11 which is a collection of specifications defined by
the Institute of Electrical and Electronics Engineers (IEEE). The first draft was released 1997.
2.5.1 802.11
IEEE 802.11 is the standard of wireless connectivity between different STAs in a local area with one
MAC and different physical layers [12]. It is commonly referred to as “wireless Ethernet”, WLAN or
Wi-Fi and is growing in usage every day. Instead of using cables (like IEEE 802.3 Ethernet) WLAN
transmit signals throughout the air to receive and send data. It uses radio waves with the frequency
of 2,4 GHz but in later versions (802.11n and newer) it can also use the 5 GHz spectrum to operate
on. Every STA has a network interface card (NIC) with an address which it includes in the frame. The
media access control address (MAC address) makes it possible to know where the frame is coming
from and where it is heading.
When STA 1 wants to communicate with STA 2 it bundles the address to the payload. The receiving
STA will accept the packet/frame while other STAs who receive the data but have another address will
discard the data [13]. In a comparison with 802.3 Ethernet: the gain is mobility but performance in
latency and throughput will suffer. An electromagnetic signals strength decreases much more than
wired signals considering the antenna is omnidirectional and the signal disperses in the whole area.
There is also interference on the wireless medium, with other devices transmitting in the same frequency range. It can even receive interference from itself, through multipath propagation, which happens when the signal bounce on obstacles in the local area [13].
2.5.2
Physical layer
802.11 is half duplex for communications on the same channel, using different modulation techniques
(depending on version) to transmit signals over the air. In the first version (IEEE 802.11-1997) it used
direct-sequence spread spectrum (DHSS) and frequency-hopping spread spectrum (FHSS) while
more contemporary versions such as 802.11g uses orthogonal frequency-division multiplexing
(OFDM) with 802.11n and 802.11ac using multiple input, multiple output-orthogonal frequency division multiplexing (MIMO-OFDM).
The most used versions (802.11b/g/n/ac) uses the 2.400-2.500 GHz and the 5.725-5.850 GHz band.
Many other appliances also use the 2.4 GHz band such as cordless phones and microwaves which can
create interference. This can cause packet loss and lower throughput. In an area with many wireless
networks, every connected STA and AP which are sending and receiving can cause packet collisions.
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They are thereby making every network, including their own, slower. An important measurement is
Signal-to-Noise ratio (SNR). It shows the relations between the power of the signal and the power of
the noise. SNR (see equation 1) is the result of average signal power divided with average noise power.
The reason SNR is widely used in troubleshooting and monitoring wireless networks is because measuring only signal power neglect the effects of noise.

𝑆𝑁𝑅 =

𝐴𝑣𝑒𝑟𝑎𝑔𝑒 𝑠𝑖𝑔𝑛𝑎𝑙 𝑝𝑜𝑤𝑒𝑟
𝐴𝑣𝑒𝑟𝑎𝑔𝑒 𝑛𝑜𝑖𝑠𝑒 𝑝𝑜𝑤𝑒𝑟

(1)

2.5.3 Architecture
IEEE 802.11 could be set up either in ad-hoc mode or infrastructure mode. In ad-hoc, all the STAs
communicate directly with each other and cannot send data to other basic service sets (BSS)s. In infrastructure mode all the STAs connect to an Access Point and let the AP control the network. Both of
these are BSS and minimum requirement for a 802.11 network. Connecting two or more BSSs with
the same SSID together creates an ESS (Extended Service Set). In the ESS, STAs in one BSS can communicate with other STAs in another BSS through the AP. This Distribution System (DS) is extendable and more BSSs can be added to the ESS [12].
Wireless LAN Radio Measurements (802.11k) is the standard to measure and gather information
about the wireless network. It was incorporated into the standard IEEE 802.11 in 2012 [12]. It has the
ability to send beacons, obtain link measurement, retrieve channel load and get STA statistics etc.
With this information STAs and APs can make more intelligent choices how and when communication occur. This does not only increase achievable throughput, it also improves stability and help network engineers troubleshoot in case of malfunction. Another feature added was the received channel
power indicator (RCPI) which shows the total channel power received. The advantage over RSSI is its
ability to measure the radio signal's energy over the whole frame, and not only the preamble.
This arsenal of request/report measurements help both STAs and APs to make more intelligent decisions. For example the beacon request/report gives a list of all the beacons on a specific channel from
one STA to another. Link measurement request/report indicates the instantaneous quality of the link
between two STAs. These reports can help mobile STA in need of low latency applications such as
VoIP or live streaming and also cut down handoff duration from one BSS to another.
Fast BSS Transition (802.11r) is the standard to quickly change to another BSS [12]. It was one of
many amendments in the 2012 version of IEEE 802.11. It was developed to speed up the handoff
process to make it more seamless for the STA, especially mobile STAs. The Fast BSS Transition decrease the time taken to change BSS by redefining the security key negation order.
IEEE 802.11F (Inter-Access Point Protocol) is an optional addition for 802.11 which describes how
wireless access points communicate with other wireless access points from different vendors. This
recommendation was withdrawn February 3, 2006 and is no longer a current recommendation [14].
2.5.4 The frame
The basic transfer unit in a layer 2 network is called frame. The frame consists of a MAC header,
payload and frame check sequence (FCS). The MAC header contains information about the frame
itself, source and destination address etc. The payload contains the data from layers above. At the end
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of the frame there is a FCS which control the integrity of the frame. If it finds an error, it will discard
the frame.
There are three different types of frames: Management, Control and Data. Management frames are
used to administer the means of communications. Authentication, authorization and association are
all different subtypes under management. For example an AP can send a deauthentication frame to a
STA to terminate the connection between the devices. Control frames are used to aid the exchange of
data frames in the wireless network. Acknowledgement frames, request-to-send frames and clear-tosend frames are control frames. Data frames are simple frames with data [12].
2.5.5 Collision avoidance
When signals share medium they collide. To avoid collisions, 802.11 use distributed coordination
function (DCF) which apply CSMA/CA (Carrier sense multiple access with collision avoidance). It can
use request-to-send (RTS) and clear-to-send (CTS) frames to alert when they want and can transmit.
As seen in Figure 2.1 the STA or AP first need to listen if the channel is idle to send a frame. If it is
idle, it will wait for a period of time called distributed interframe space (DIFS). When the DIFS timer
is done, it will send out a request-to-send frame. The STA/AP receiving the RTS start a timer called
short interframe space (SIFS). After the timer is done, it will send out CTS. Now every STA and AP
knows which device has the right to send and refrain themselves from transmitting, avoiding collisions. When the device which sent the RTS receive the CTS, it will wait for the SIFS timer to count
down and immediately begin to transmit data. The recipient of the data will wait an amount of time
equal to SIFS and then send an Acknowledgement, declaring the session is done and everything went
well [13].

Figure 2.1: Illustration of communication between two stations[13]

2.5.6 Data rates
Data rates in 802.11 are governed by a number of factors like signal strength, signal to noise ratio
(SNR), frequency bandwidth and packet loss [15]. APs and STAs negotiates conditions and must agree
on parameters in the Modulating Coding Scheme (MCS) to define the MCS number. These parameters
are used to decide the highest possible goodput (throughput of packets without errors or packet loss).
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Transmissions are also sensitive to fluctuations in signal strength and SNR which directly affects the
actual throughput [16].
2.5.7 SSID
Service Set Identifier (SSID) is up to 32 characters long unique identifier for a wireless network. It is
used to tell the difference between separate ESS/IBSS. SSID is generally broadcasted so STAs can see
nearby and connectable networks. It is possible to hide the SSID meaning it would not send out the
SSID in their beacons. Often the hidden option is enabled for a false sense of security [17] or not
polluting STAs list of available wireless networks. Repeaters can have their own SSID or share the
SSID of the AP it is repeating.
2.5.8 Received Signal Strength Indicator
Received Signal Strength Indicator, in short RSSI, is the measured strength of the received radio signal. It is used to assess the link quality between the receiver and the transmitter [18]. RSSI is fickle,
making it a troubling variable to use because it can vary a lot. Interference from nearby devices or
other electronic appliances can create spikes and dips. For example, at one point the RSSI could be
very good and at time point plus one it can be very poor. To combat the unpredictable nature of RSSI
it is good to calculate an average from several data points.
Vendors often have their own system to present RSSI making it hard to compare values from different
devices. Inteno's customer premises equipment (CPE) are represented in dBm ranging from -10 to –
100, where higher is better.
2.5.9 Radiotap headers and Prism headers
Radiotap headers are additional information added to the frames by the wireless adapter and can be
viewed with a wireless analysis tool. It is not in the standard 802.11 protocol, but is widely accepted
and used because, it contains important information about the frame. Being not standardized, different vendors choose how they add the radiotap headers, creating variances between brands. With some
NICs they will be presented clearly, in others, special adjustments are required to see them and in
some they are completely absent [19]. Berkeley Software Distribution (BSD) operative system mainly
support radiotap headers while GNU/Linux generally support AVS and Prism headers.
Prism headers fill the same function as radiotap headers but have more support in GNU/Linux. It is
almost filled with 144 octets of information about RSSI, signal quality and rate etc. [20]. The advantage radiotap has over prism and AVS headers is, for example, the ability to report frame check
sequence due to prism's hard cap at 144 bytes.
2.5.10 Handoff
A handoff occurs when a STA's connectivity and state is transmitted from one AP to another. When a
STA detect that the link between it and the AP is deteriorating it will attempt to find a new AP with a
better link. The handoff process consists of four stages:
1.
2.
3.
4.

Triggering
Discovery
AP selection
Commitment
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The STA will scan all channels for information about available APs and with that information try to
connect to the best available AP. While this process is ongoing the STA's data traffic will come to a
halt. As a result, if the user is accessing time-sensitive data streams such as VoIP or live-stream video,
a slow handoff process will falter the experience, or even terminate the connection. If the delay is 50
ms or more applications with delay restraint will stop the current action [8].
A handoff is triggered when:
1.
2.
3.

A vendor specific number of frames are unacknowledged
The wireless network interface controller (WNIC) lose an amount of beacon frames consequently
The beacon frame quality is degraded beyond a specific threshold value.

When a handoff occur the performance is already poor and the handoff itself increase jitter and latency spikes in the process. The average delay a handoff create is 860 ms [10].

2.6

Benchmark performance

To assess how the network perform before and after the implementation, a certain set of benchmarks
need to be established. What is interesting to measure and what is not. Common characteristics to
examine are:
1.
2.
3.
4.

Bandwidth
Throughput
Latency
Jitter

Bandwidth is the amount of bits per second that a link can transfer. It is the theoretical limit and may
be impossible to reach in real life application. Throughput is the actual measurement of the amount
of bits per second that a link can transfer. There are many factors which limit a link or network creating a difference between the two. Link medium quality, interference, ill-considered chosen protocol
or archaic NICs are all aspects that may cause the distinction. Latency is the amount of time taken for
a frame to arrive at the destination from the source. It is made up of four parts: propagation time,
transmission time, queuing time and processing time [13]. Jitter is the difference in delay, latency
variation. It is important with low difference in delay on network links with time-sensitive applications such as VoIP.
2.6.1 Iperf
Iperf is a tool used to measure bandwidth and the quality of the network link between a server and a
client. It has an array of options making it able to test with different protocols, different window sizes
and buffers. Alternatives to iperf exist (such as ntop) but iperf is already present in Iopsys.
What iperf can measure is:
1. Bandwidth
2. Packet loss
Bandwidth is measured with a TCP test. Packet loss can be measured with an UDP test done by iperf
[21].
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2.6.2 Ping
Ping is a network tool to check the availability and the time it takes to get a response from the host.
Ping is used to send internet control message protocol (ICMP) ECHO_REQUEST to network hosts
[22]. When the host receives the request it will send back a ICMP ECHO_RESPOND to the sender.
Information about connectivity and the Round-Trip Time (RTT) is now established by the sender.
The ping command has as well a collection of available options, making it a useful tool to troubleshoot
and analyse a network. [23].
Ping can measure:
1. Host reachability
2. Network congestion
3. Travel length (hop count)
Another useful benefit of ping is the aftereffect of an updated ARP table. The ARP table can contain
old information which will be updated if a datagram is sent to the host.

2.7

OpenWRT/Iopsys

OpenWRT is an Open Source GNU/Linux Operating System for embedded devices [24]. It is a community driven project which started in 2004 which aims to be a complete and flexible OS for routers
[25]. The OS is free and throughout the years it supports more and more devices (mainly routers but
also smartphones and laptops etc.).
Due to the limitations on embedded systems OpenWRT is a lean operating system, meaning it only
contains bare minimal components to function well for the user, but without any bloat.
Developing for OpenWRT demands a cross-compiler. In most cases embedded systems use a different
CPU architecture. Personal computers use x86 while most routers use the MIPS architecture and
therefore they need a compiler suitable just for that framework. The toolchain includes a compiler,
binary utilities (e.g. assembler and linker) and a C library. Because OpenWRT is GNU/Linux based,
it can run a wide array of programming languages other than C/C++, for example python, pearl and
even Java.

2.8

Iopsys

Iopsys is Inteno’s fork of OpenWRT. Therefore they maintain and improve their own repository, detached from the main OpenWRT repository. With Iopsys they can tailor the software to their own
hardware, focusing on changes and improvements they see fit. Their aim is to provide CPE’s with
extra added value through flexible and customizable OS to meet the customers need. Inteno wants to
open up the CPE to external developers of applications, much like Apple have done with App Store
and Google with Google Play [26]. The app market was in 2015 worth 25 billion dollars making it a
very alluring market to enter or create [27].
2.8.1 BRCM 43xx wireless
Inteno's dg301b uses Broadcom BCM435f 802.11b/g/n wireless chip [28]. It has the capacity to connect with APs and STAs on 802.11b/g/n networks. It is used all over the world and there are multiple
drivers supporting it. Unfortunately, it has the reputation of being poorly supported in the OpenSource community, due to proprietary blobs. In Iopsys, the wl driver is used which utilize a whole
array of tools to work with wireless networks. It is a non-free vendor driver and it is not included in
mainline GNU/Linux kernels.
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2.8.2 Monitor Mode
Monitor mode is one of seven different modes a 802.11 wireless card can operate in. In this mode it
captures all traffic received from the wireless network without being associated with an AP. It is used
to monitor specific channels and does not care about the integrity of the datagram. Another mode is
promiscuous mode which is similar, but different. Promiscuous mode can only capture datagram
from within the network it is associated to. It also processes it by removing the 802.11 header.
The Broadcom chipset brcm43xx supports monitor mode. This mode is essential to see other datagrams from unassociated STAs and read their status.
2.8.3 The wl command
Routers with Broadcom drivers use the wl command to setup and show wireless utilities and configurations. It is proprietary and does not have cfg80211-support [29]. This led to a fragmented area in
the GNU/Linux world, and depending on the chipset, commands are issued differently and while
some functions work with one vendor does not imply the command will work with a different vendor.
The wl command can measure RSSI from associated clients, list associated clients, scan the area for
other APs, check current noise level, configure roaming trigger levels and much more [30].
2.8.4 The tcpdump command
Tcpdump is a tool to observe network traffic and dump the content of the packets either to a file or to
stdout [31]. It is widely used and helps the user understand the network traffic. It can capture packets
on different interfaces and use filters to sort which one to capture and present. It can sort different
criteria such as source address, protocol, port and destination [32]. For the AP to know how strong
the signal is for STAs connected to the repeater, it needs to capture packets not intended for the AP.
If the repeater would send the RSSI of the STA to the AP, it would send the signal the repeater receives
from the STA. The AP therefore needs to capture a packet directly from the STA to know the strength
of the received signal. Tcpdump is capable of doing a lot more, creating a challenge to collect the small
amount of needed data. Fortunately, filters can trim down the captured data to a minimum.
In order to capture only the desired datagrams a filter is needed to reject the unwanted packets. If no
filter is present, in an area with a high density of APs, it takes just under 1 second to capture 1000
packets. In Figure 2.2 is a timed tcpdump command to show the amount of packets in the near vicinity. To make output parsable for a program in an embedded system, less data to inspect is always
better.

Figure 2.2: Timed tcpdump command which stops after 1000 packets. It pipes the information to /dev/null which discard the data.
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The filter would need to:
1. Only catch packets with RSSI
2. Only catch packets from STAs
3. Only catch a necessary amount
To fulfil the first requirement, it should only capture packets with RSSI embedded. Because RSSI is
added by the receiving AP's NIC into the added radiotap header [19], every packet is eligible. To comply with the third requirement, the filter must scrap a majority of incoming packets. For the second
requirement, the filter must dismiss packets with a different source address then the specified STA.
To comply to the third requirement a limit can be set to not apprehend too many packets. A filter that
address these demands is:
tcpdump -i prism0 ether src 11:22:33:44:55:66 -s0 -e -XX -c 1 -w FILE
Figure 2.3: An example tcpdump command capturing packets on the prism0 interface

This filter will only catch one packet coming from a specific STA's WNIC. It will save the complete
packet, with additional information such as Ethernet header and prism header in a chosen file. When
the command is done, other scripts can run to process the gathered data.

2.9

Access point connection decisions

The task has been set to make devices in the overlap zone between the gateway and the repeater always
connect to the gateway. To do this, the project must determine a criteria to establish if a device is
within range or not and how to measure this. This determination could be done by measuring signal
strength, response time, data throughput, or distance measuring among others.
The method for determining which access point a STA connect to should be as lean as possible, meaning it should consume as little system resources as possible. Still, it should not impose limits on the
task it is set to solve.
Other values that could be of importance depending on application are quality of service (QoS),
throughput/goodput or response time/ping time (lag).
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3 Methods and achievements
Equipment was provided from Inteno and the majority of the work was carried out in their office in
Stockholm.
Literature studies were aimed at finding reports solving similar problems and benchmarking of wireless networking. A principle idea as a foundation for the algorithm and script was formed and further
explored into three possible methods. An algorithm was developed and a prototype bash script was
written for both the gateway and the repeater. The hypothesis was that this prototype script would
icrease the throughput for STAs in the overlap zone. Two different tests were made to compare the
wireless network performance before and after the script was implemented.
This chapter covers a performance test of the script and how the script operates. Another test was
done to see where the optimal placement of a repeater should be and what value a reasonable threshold for the script should hold. Different methods and parameters were discussed and the lab environment described.

3.1

Testbed layout

The tests were set up and performed in Inteno's office, which houses a varying number of around 120
other wireless networks, with approximately 50 on the same channel.
The gateway was connected with a cable to the wall socket providing internet access. One AP was
paired with the gateway by Wi-Fi Protected Setup (WPS) and set up as a repeater. The repeater is
connected wirelessly to the gateway through an interface that is separate from the interface that accommodates traffic to and from connected stations. It was then placed at different places depending
on the test. The devices which were used were the APs declared in chapter 2.3 and the STAs were:
1.
2.
3.
4.
5.
6.

Laptop, OS X 10.6.8
Smartphone, IOS 7.1
Laptop, Ubuntu 15.4
Laptop, Windows 10
Smartphone, Android 6.01
Tablet, IOS 9

Different types of STAs were used to see how they react on the instructions sent out by the program.
In close proximity to the test area was the office lunch room with microwaves. When they run, it can
cause serious interference on the 2.4 GHz networks. Before the tests were started, a short check was
made to make sure the microwaves were shut off. Inteno's own lab was also very close by and ran
continuously throughout the whole project, including the period of testing.

3.2

Parameters and choice of metrics

The nature of this assignment was to make STAs within reach of the gateway connect to this AP. The
limit of the gateways reach would be a point where the repeater, in this case, would be able to serve
the STA with a faster connection. This is not an absolute limit, the gateway could still reach STAs
further out but with a lower throughput that would slow down connections of all other STAs since the
STA with lower throughput would occupy the used channel for a longer amount of time.
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By controlling the selection of AP, the desired improvement is higher throughput. This selection could
be based on a measuring of throughput when a STA connects to the network but this would involve
running some sort of benchmarking software on the STA which every user on the network would have
to install. This was not within the scope of this thesis and it would be impractical for several reasons.
Running benchmarking software puts extra stress on the network since it involves data being transmitted between the AP and the STA. It also takes up time since it would have to establish connections
between all APs and the STA and run the test during every connection. This could be done when the
STA first makes a connection to the network but it would be impractical for determining if the STA
should change AP because it has moved to another location.
By using RSSI as the metric for determining AP selection, all tests could be performed without disconnecting the STA from its established connection. By using tcpdump [20] or airodump an AP can
retrieve an RSSI value to an unassociated STA as described in 2.8.4. This allows for a continuous
control over whether a STA would be better served by another AP and therefore should be moved to
that AP.
The RSSI and SNR values are greatly responsible for the achieved throughput due to their effect on
data rates as were described in 2.5.6. It is therefore reasonable to assume that by using this metric it
would be possible to determine the best AP in a small home network since the RSSI value has the
most impact on throughput when it drops too low.
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3.3

Approaches

With the parameters and testbed layout determined, methods to satisfy the objectives set in 1.2.2 were
explored. In Figure 3.1, a principal idea of the information and actions needed to solve the task is
established. Information such as: IP, MAC and RSSI to both APs are relevant to be able to make a
correct decision. With that information, a script can compare RSSI values and depending on whether
the STA is within range of the gateway or not, it can choose to block on either the repeater or the
gateway. To achieve this, the gateway and repeater must have a way to communicate with each other.
One such way could be to use secure shell (SSH) to the other AP and run commands or send data for
comparison by a script.

Figure 3.1: shows a principle idea of how to solve the task of choosing access point, it does not hold all the answers but can
serve as a framework for developing a final solution.

Other operations use the same parameters. For example, many Wi-Fi positioning systems are aimed
at providing a means for various handheld devices such as mobile phones to know it is location indoors like in a mall where GPS signal might not be strong enough [33].
The gateway will need a threshold that gives a signal that is strong enough to be received by the STA
and stands out above the noise floor/background noise.
An optimal solution would be to achieve a nearly seamless handover between access points whenever
conditions state that one is to be preferred above the other. To achieve this, a method for retrieving
for RSSIs to both the gateway and the repeater without having to make a connection first is needed.
This is often possible for STAs who can see signal strength to various access points while still connected to a network but not the other way around, for routers to see signal strength to all STAs within
reach.
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A wireless STA can be blocked by running a deauthentication command on the access point where it
should be blocked, telling it to block the MAC address of the device that should not be connected.
The hardware address can be used to determine if a STA is connected through the repeater, it shows
the MAC address of the last interface a packet passed before reaching the gateway and can be found
in the ARP table. The ARP table does not show the MAC address of the device where the packet originated from but it shows the IP address of the source. The IP address can then be used to find the
STAs MAC address in the DHCP leases table; unlike the ARP table the DHCP leases table does not
show which STAs that are currently connected since a DHCP lease is set to last for 12 hours at a time
by default on most systems.
The RSSI values can be measured by calling for the RSSI for a particular MAC address while it is
connected to the access point that sends the request. To acquire RSSI from unassociated STAs, software like aircrack-ng or tcpdump can be used.
Blocking on the repeater can be done through SSH connecting to the repeater and running the deauthentication command, no other software is needed for this.
Three different solutions have been considered to handle this approach, they all have strengths and
weaknesses.
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3.3.1 Possible solution 1 - “Connect and disconnect method”
Figure 3.2 demonstrates a proposed method of collecting the RSSI values by getting the RSSI for the
access point that a STA is first connected to. The STA would then be disconnected and blocked in
order to get RSSI on the other access point if it is within reach. This will be done the first time a device
connects to the wireless network or when the signal gets too weak to the access point it is connected
to.

Figure 3.2: Flow scheme of a possible solution using SSH and connecting and disconnecting STAs in the network

The method, as shown in Figure 3.2, start with the gateway collecting the IP address and the hardware
(HW) address from the ARP table and the IP and the MAC address from the DHCP server. It will then
check if the HW and MAC address are identical which means the STA is connected to the gateway. If
the STA is connected to the gateway, it will check the RSSI and either let it stay connected if it is over
the chosen threshold, or send a deauthenticating frame and check the RSSI with the same method
with the repeater. If the STA has a better RSSI to the repeater, it will stay connected but if it is lower,
the repeater will send a deauthenticating frame and the STA will be connected to the gateway. If the
HW and MAC address are not identical, the STA is connected to the repeater. The repeater will check
the RSSI, force a disassociating with a deauthentication frame. The gateway will check its RSSI and
stay connected to the gateway if it is above the threshold or connect to the repeater if it is not.
Pros:



This method will only manage STAs connected to the network and not neighbouring devices.
New connections will promptly be connected to the intended access point.
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Cons:



It takes some extra time for the initial connection since the device will be disconnected and
reconnected once or twice before getting a designated access point.
Stations will get disconnected if moved away from an access point. The signal strength
drops and the system tries to find a better connection.

3.3.2 Possible solution 2 - “the Aircrack method”
The aircrack suite is a software package that has been developed for sniffing and cracking wireless
networks. It contains a program called airodump-ng that can be used for sniffing MAC addresses and
corresponding RSSI values to both other access points and wireless STAs within reach of the device it
is run on. This could be used for acquiring an RSSI value to an unassociated STA if the MAC address
is known, this eliminates the need to disconnect and reconnect in the method described in 3.3.1. This
method would use MAC addresses from the list of associated STAs to the repeater and compare the
RSSI to the gateway against a set threshold value and the RSSI value to the repeater. As shown in
Figure 3.3, it checks the RSSI of the other AP with airodump-ng and compare it with its own RSSI.
The gateway checks if its own RSSI is above the threshold and if its RSSI is higher than the repeater's
RSSI. If it is true it will connect to the gateway and it is not true, the STA will connect to the repeater.

Figure 3.3: Generic method for using air capture software to acquire RSSI to unassociated STAs
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Pros:


Cons:



This would eliminate the need for disconnecting and reconnecting that occurs in the “SSHmethod”.
STA will only be reconnected if the other access point is a better choice.

Aircrack was tested on an Atheros chip based router that was not supplied by Inteno; this
application was not possible to install on Inteno's hardware.
Aircrack-ng is widely associated with illegal cracking and other blackhat activities which
could create suspicions.

3.3.3
Possible solution 3 - "the tcpdump method"
With the ability to intercept and capture packets from nearby STAs and APs tcpdump shares a lot of
similarities with aircrack-ng. Tcpdump is truer to the Unix philosophy [34] and is not burdened with
a suspicious reputation in the same matter as aircrack-ng. Together with other UNIX tools it can
evolve to a powerful and flexible system, with each part working towards something bigger. Combined
with cat, sed, printf and echo a packet can be captured, processed and present the RSSI. With the
RSSI in plaintext and decimal form, it can then be sent to the next phase of the program.
An example of a script that captures one packet, prints it to a file, prints one row (with the RSSI in
hexadecimal form) to another file, removes unwanted integers, symbols, characters and whitespaces,
saves the hexadecimal RSSI in a variable, convert it to decimal form and in the end present the data
as shown in Figure 3.4.
tcpdump -i prism0 ether src 40:A6:D9:16:88:D2 -s0 -e -XX -c 1 -w
packet;
tcpdump -r packet -XX -e >> packet; cat packet | grep 0x0040 > RSSI;
sed -e 's/0x0040: 0000 0004 //' -e 's/ 0000 5041 0000 0004
..........PA....//' -e 's/ //g' -e 's/[[:blank:]]//g' -e 's/^...... //'
-i RSSI; hex=`cat RSSI`; dec=`printf "%d\n" 0x${hex}`;
echo "$((dec-255))"
Figure 3.4: Script example for capturing a packet with tcpdump and print it to a file.

This method would work in the same way as the “Aircrack method”, following the flow scheme in
Figure 3.3.
Pros:



The APs can gather information about the STAs swift and unnoticed
STAs will be able to be connected 100%

Cons:



Tcpdump may slow down the APs
Every STA needs to be informed, beforehand, about packet monitoring

22 | METHODS AND ACHIEVEMENTS

3.4

Algorithm

Of the three described approaches in chapter 3.3, the tcpdump-method was considered to be the best
choice since it would not cause disruptions for the connections to measure RSSI. An algorithm was
designed based on this method and presented in Figure 3.5.
1: List associated STAs on gateway and repeater
2: Get RSSI for all STAs connections to their AP
3: tcpdump to get RSSI for unassociated STAs on the gateway (e.g. STAs
connected to repeater)
4: Set a RSSI threshold for the gateway
5: For all STAs Do
6: IF gateway RSSI > threshold or gateway RSSI > repeater RSSI
Block on repeater
Unblock on gateway
7: ELSEIF gateway RSSI < repeater RSSI
Unblock on repeater
Block on gateway
8: Done
Figure 3.5: Algorithm for selecting AP

3.5

Optimal repeater placement test

The repeater’s purpose is to extend the coverage as much as possible, but without degrading the link
with the gateway excessively. The connection needs to be as good as possible but at the same time be
as far away to cover a bigger area. To find where the repeater should be placed, in relation to the
gateway, tests were executed to measure throughput, packet loss and RTT.
The repeater was moved to three different locations where it showed five stable RSSI values in a row
at: -30, -50 and –70 dBm. For the bandwidth test, the gateway was then setup as an iperf server
accepting a TCP connection from an iperf STA. The repeater was then placed at three different places
and ran iperf as a STA connecting to the gateway for 100 seconds. Every second the tool transfers as
much data as possible and then print the information on how much it transferred (in MBytes) and the
bandwidth (in Mbps). After completion it prints out the total amount of transferred data and average
bandwidth. For the packet loss test iperf was again used, but utilizing the UDP protocol instead. On
the STA it ran for 100 seconds and had a rate-limited throughput on 10 Mbps. Another tool used was
Ping to look at the RTT. The total amount of pings sent were 100. The iperf bandwidth results are the
average from 100 measurements.
Table 3.1: Measured results from threshold test.

Tool:
RSSI

iperf
Bandwidth

−30
−50
−70
dBm

14.9
14.2
0.119
Mbps

iperf
Packet loss
(percentage)
0
0.0027
42
%

iperf
Packet loss
(total)
0/77091
2/73457
482/1159
quantity

Ping
RTT

Ping
Packet loss

2.34/51.87/1159.88
2.93/66.25/797.32
3.10/70.61/1015.07
min/avg/max ms

0/100
0/100
8/100
quantity
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As seen in Table 3.1, the bandwidth only drop 0.7 Mbps between –30 dBm and –50 dBm. There is a
staggering drop of 14.081 Mbps between –50 and –70 dBm. The packet loss test show a small difference (0 of 100 versus 2 of 100) in total amount of lost datagrams between –30 and –50 dBm. At -70
dBm 42% of all datagrams sent was lost. The total amount of sent packets were only 1159, almost 65
times less than the other tests.
Table 3.1 shows, utilizing Ping, RTT (min/avg/max in ms) and packet loss. The average time goes
from 51.87 ms at –30 dBm to 66.25 ms at –50 dBm. Finally at –70 dBm the average time was 70.61
ms. Only at –70 dBm packets were lost, with 8 of 100 packets not arriving correctly.

24 | METHODS AND ACHIEVEMENTS

3.6

The Script

The script was written in bash into separate small scripts to achieve modularity. Both the gateway and
the repeater execute the script.
3.6.1

The design

Figure 3.6: A hierarchic representation of the architecture

The architecture is hierarchically designed, as shown in Figure 3.6, to see every STA's MAC as a file
with the MAC address as the name and the RSSI as the content of the file. It will then move the file to
a different folder to be processed, depending on its origin and content. Both APs have a folder structure where different files are moved to be processed either by itself or the other AP. As shown in table
3.3 the three folders serve as a layer to help understand the events of the scripts. Depending on the
folder the file will be processed differently.
Table 3.2: Three folders which represent three states that a STA can be in.

Folder:

eval

block

noblock

Process:

Will evaluate the MAC and
place it in block or noblock
depending on criteria

Will block the MACs in
this folder

Will delete the MACs from
both block and noblock if
the MAC exist in both, otherwise it will only delete in
noblock

The script is made up of three important parts: listandsend.sh, runeval.sh (or runeval_r.sh on the
repeater) and blocker.sh. As shown in Table 3.3, each AP has three central scripts each.
Table 3.3: The central parts of the script on the gateway and the repeater.

Gateway
Listandsend.sh
Runeval.sh
Blocker.sh

Repeater
Listandsend.sh
Runeval_r.sh
Blocker.sh
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3.6.2 Flowchart
In Figure 3.7, the workflow demonstrates how the script functions. The repeater sends the information (MAC and RSSI) of every STA connected to the gateway's eval folder. The gateway executes
runeval.sh which checks the RSSI the repeater receives and the RSSI itself receives. It does so through
catching one packet from that STA with tcpdump. With these two values it can compare the variables
and place the file either in block or noblock folder. If the RSSI to the gateway is higher than the RSSI
to the repeater, or if the RSSI to the gateway is higher than the chosen threshold it is placed in the
gateway's noblock folder. If the gateway's RSSI is higher than the repeater's RSSI it will be moved to
the gateway's block folder. If it is moved to the gateway's noblock folder it will also be copied to the
repeater's block folder, to ensure it does not switch to the inferior AP.

Figure 3.7: Workflow for managing blocking and unblocking on the gateway
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3.6.3 The functions
With modular code the different parts of the script are completely detached. The parts consist of
listandsend.sh, runeval.sh, runeval_r.sh and blocker.sh. Each function manages one part of the script.
3.6.3.1 Listandsend.sh
As shown in Figure 3.8, the script listandsend.sh takes all the entries from the wireless network's
association list and captures one packet from that address with tcpdump. It then creates a file with
the name of the MAC and writes the RSSI to the file. The RSSI is taken from the captured packet. This
file is then transferred with scp command to the other units eval folder where it sits and waits to be
evaluated. The last part of the script cleans up some temporary files.
#Pseudo code for listandsend.sh
create a clean list of all associated STAs
for(every row in that list)
do
create a file named as the MAC from the list
measure the RSSI and write it to the file
copy it to the other AP's eval folder
Done
Figure 3.8: The pseudo code for listandsend.sh

3.6.3.2 runeval.sh
The runeval.sh script is used to examine the files in the eval folder, as shown in Figure 3.3. It goes
through each one and compares the other units RSSI (which can be located in the file) with its own
RSSI. Depending on which AP it is running on, it goes through different if-statements to move the file
either to the block folder or the noblock folder.
#Pseudo code for gateway runeval.sh
if(file in eval)
for(every file in eval)
check the RSSI in the file #meaning the repeater's RSSI
catch a packet from that MAC with tcpdump
if (the value is scrummy)
do it again
if(“gateway RSSI < threshold” or “gateway RSSI > repeater's RSSI”)
copy it to repeater's block folder
move it to the gateway's noblock folder
else
move it to the block folder
remove extra files created in the process
Figure 3.9: The pseudo code for runeval.sh

3.6.3.3 runeval_r.sh
The only difference is that runeval_r.sh does not compare with its own RSSI, but only checks if the
Gateway's RSSI is over or under the threshold and moves the files accordingly. As shown in Figure
3.4 in row five it only checks the RSSI against the threshold.
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#Pseudo code for repeater runeval_r.sh
if(file in eval)
for(every file in eval)
check the RSSI in the file #meaning the gateway's RSSI
if(the RSSI is lesser than the threshold)
move file to the repeater's noblock folder
else
move file to the block folder
remove extra files created in the process
Figure 3.10: The pseudo code for runeval_r.sh

3.6.3.4 blocker.sh
As shown in Figure 3.5, the blocker.sh function is responsible for blocking and deauthenticating the
MACs in the block folder. It also removes the MAC if the same file occurs in the noblock folder. It
resets the MAC blocklist and then re-adds all the files to the list because it is not possible to remove a
single MAC address from the blocklist.
#Pseudo code for blocker.sh
Reset the blocklist
for(every file in the folder noblock)
do
remove file in the folders block and noblock
done
for(every file in the folder block)
do
add file to the blocklist
send file a deauthentication message
done
Figure 3.11: The pseudo code for blocker.sh

3.6.4 The order
To run all the parts together and continuously a script named test.sh was made to call each part. Even
though they can run in disorder, it will then act upon older information and make decisions based on
data that may be outdated. For best effect test.sh was executing (from first to last):
1. Gateway – listandsend.sh
2. Repeater – listandsend.sh
3. Gateway – runeval.sh
4. Repeater– runeval_r.sh
5. Repeater – blocker.sh
6. Gateway – blocker.sh

3.7

Performance test

Testing and benchmarking was performed in Inteno's facilities which houses a number of wireless
networks that could cause interference. The noise floor was measured to -90 dBm. A schematic picture
of the office building layout (Figure 3.12) was drawn and over layered with the network as a point of
reference for testing relevant locations. The threshold for the wireless network coverage was set
to -60dBm and is represented by the coloured circles. The RSSI of the connection between the
gateway and the repeater was measured to between -54 dBm and -58 dBm
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3.7.1 Functionality
The functionality of the script was tested by setting up a wireless connection from a laptop at locations
STA2 and STA3 which are both in the overlap zone, they could both possibly connect to the repeater
if that signal is stronger (which it would always be for STA3). When running the scripts they were
both blocked by the repeater and connected to the gateway, to the user the switch of access point
seemed almost instantaneous.
A second functionality test was performed by moving a laptop connected to the gateway to the location
STA4 and ran the scripts. The gateway did then block the laptop at STA4 and it was unblocked and
connected to the repeater.

Figure 3.12: Office building layout and wireless network coverage. This does not represent the actual coverage, walls
and other obstacles has a dampening effect on the signal propagation.

3.7.2 Benchmarking
Throughput benchmarking was performed with the application Iperf. The repeater was set up as
server and a laptop was used as STA for measuring throughput, ping time and packet loss. The results in Table 3.4 are the average of 100 measurements on each location as shown in Figure 3.12.
Table 3.4: Results from benchmarking sorted by AP

Gateway

Repeater

RSSI

Throughput

Packet loss

RSSI

Throughput

STA1

-21

11.4

0

−53

3.13

Packet
loss
81

STA2

-42

5.57

0.02

−47

3.6

76

STA3

-54

6.08

0.5

−38

3.59

72

STA4

-65

0.943

72

-54

2.98

62

dBm

Mbps

%

dBm

Mbps

%

Table 3.5 shows the results of a round-trip time and total packet loss test performed with the tool
Ping, a total of 100 pings were sent from each STA location as shown in Figure 3.12
Table 3.5: The results from 100 pings at each location to the gateway
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Gateway

Repeater

RSSI

RTT

Packet loss

RSSI

RTT

STA1

−21

93.33

4

−53

95.72

Packet
loss
12

STA2

−42

57.14

9

−47

363.89

10

STA3

−54

55.8

3

−38

118.58

1

STA4

−65

72.04

20

−54

119.67

2

dBm

average (ms)

%

dBm

average (ms)

%

The benchmarking tests were done by forcing the STA to connect to either AP, regardless of how it
would connect had it been free to connect to the AP where it got the strongest connection. This can
illustrate how the STA could have gotten its connection at any location within range of the network
and then moved to one of the four locations described in Figure 3.12. For example, STA1 was forced
to connect to the repeater and then the script was started and STA1 got blocked on the repeater and
connected directly to the gateway instead. Table 3.6 presents the results from Table 3.4 in a manner
that points out the improvements from running the script.
Table 3.6: Results presented as before and after running the script

Before running script

After running script

AP

Throughput

Packet loss

AP

Throughput

STA1

Repeater

3.13

81

Gateway

11.4

Packet
loss
0

STA2

Repeater

3.6

76

Gateway

5.57

0.02

STA3

Repeater

3.59

72

Gateway

6.08

0.5

STA4

Gateway

0.943

72

Repeater

2.98

62

Mbps

%

Mbps

%
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Figure 3.13 shows the improvement in throughput as a graph.

12

Throughput (Mbps)

10
Before script

After script

8
6
4
2
0
STA1

STA2

Figure 3.13: Difference in throughput for each STAs’ location.

STA3

STA4
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4 Analysis and discussion
4.1

Performance improvements

4.1.1 Throughput
The script that was written for this thesis makes better use of a wireless network's available resources.
In a network with many wireless STAs this can be an improvement if a slow connection is moved to a
more suitable AP since that STA slows down wireless performance for all other users by setting a low
data rate and taking up more time for transmissions. To show the largest possible improvement, Table
3.6 and Figure 3.13 shows the difference in throughput for STA1 to STA4 if they initially had connected
to an AP that had the strongest signal at the time and then moved to their locations shown in Figure
3.12.
The example above does not show the performance improvement if the STAs would connect from
their locations shown in Figure 3.12. Given that the STAs would connect to the AP with the strongest
signal, STA1 and STA2 would connect to the gateway and STA3 and STA4 would connect to the repeater. The script would find that STA3 is within range of the gateway and change the AP for STA3 by
blocking it on the repeater, which also happened in the tests of functionality. Table 3.4 shows that the
throughput increases from 3.59Mbps to 6.08Mbps.
4.1.2 Packet loss
Another performance benchmark is packet loss. A link with high packet loss won't only be unstable,
it will also be slower, as explained in chapter 2.5.6 about data rates. The test was performed with a
portable STA which measured from four different points inside the wireless coverage area of both
APs.
The results from the performance test, shown in Table 3.4, disclose a difference by 71.5% (0.5% versus
72%) for STA3 if the implementation is running. STA3 (see Figure 3.10) is located in the overlap zone
with a measured RSSI to the gateway –54 dBm and –38 dBm to the repeater. In a set up without the
implementation, STA3 would connect to the repeater. With the script running, it would force STA3 to
connect to the gateway instead, decreasing the packet loss 144 times. This result is only applicable for
this specific test layout due to high density of APs operating on the same channel. If the test is reproduced in a more controlled setting, the results would be more credible.
The results for STA1 and STA2 show very low packet loss when connected to the gateway (0% and
0.02%) and very high packet loss when connected to the repeater (76% and 81%). This high loss could
be due to self-interference, identical signals from both the repeater and the STA, causing collisions.
Further research is needed to make certain assessment of the high packet loss. For STA1, STA2 and
STA4 there is no difference in performance with the script implemented due to identical choice of
which AP to establish a connection.
If the different STAs in Figure 3.10 are seen as the same STA but at different positions for a mobile
STA the performance gain is even bigger. For example, if a mobile STA establish a connection at STA4
with the repeater and then moves to STA1 it would without the implementation not switch AP because
the connection is still –53 dBm. With the script running, it would force a switch to the gateway, decreasing the packet loss from 81% to 0%.
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4.1.3 Latency
As shown in Table 3.5, the round-trip time is increased for STA2 (6,37 times), STA3 (2.13 times) and
STA4 (1.66 times) when they associate to the repeater instead of the gateway. The longer time can be
explained due to a longer path, where the ping need to travel first to the repeater, and then to the
gateway. With double the amount of processing delay, queuing time, transmission time and propagation time an increase in RTT by at least two is expected.
The average RTT for STA1 are 93.33 ms associated to the gateway and 95.72 associated to the repeater.
These results are very similar and cannot be explained with the previously stated statement.

4.2

Algorithm implementation

The algorithm in Figure 3.5 worked as expected and accomplishes what it is supposed to with only
three arguments.
4.2.1 If gateway RSSI > threshold
In the script, this argument gets the RSSI values from the gateway's “wl RSSI” and “tcpdump” commands. STAs that are connected to the repeater will be measured for an RSSI value to the gateway by
the tcpdump command which uses MAC addresses from STAs connected to the repeater. This way,
all STAs that are connected to either AP will have a RSSI value for a connection to the gateway. These
values are then checked against the threshold value and if they are above the threshold they will be
connected to the gateway. If not, they will stay connected to the gateway or change connection to the
repeater if this AP has a higher RSSI.
4.2.2 If gateway RSSI > repeater RSSI
To make sure that STAs with a RSSI below the threshold but still have a higher RSSI than the repeater
don’t get blocked from the entire network these will be unblocked on the gateway and blocked on the
repeater.
4.2.3 If gateway RSSI < repeater RSSI
If the STA has a RSSI below the threshold and a higher RSSI to the repeater than to the gateway it
will be unblocked (to make sure it is not on the block list) on the repeater and blocked on the gateway.
This ensures that the extended range that the repeater offer will be utilized.

4.3

Sustainable development

4.3.1 Economy
The economic benefit of using wireless repeaters is that they don’t require any new cable installations.
This could also be an aesthetic question if the equipment is to be installed in a historically protected
environment such as an old castle where drilling holes in the walls are not allowed or hidden wiring
would be very expensive. On the other hand, does a wireless repeater only extend the network by half
its range since it has to be within reach of an AP that connects to the internet or the rest of the network.
There is also the question of reduced throughput that has to be considered, in an increasingly dense
environment of multiple wireless LANs this a factor that has to be taken into account.
4.3.2 Environmental impact
The work to develop software that extends the functionality of already manufactured hardware is an
environmentally sound idea. Customers that already own the hardware can get more functionality
and better performance without having to purchase new equipment which puts less stress on the environment.
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5 Conclusions
The work and results of this thesis is only the first step for further development and implementation
of a protocol that governs connections in 802.11 networks that use repeaters to expand their range.
The performed tests showed the functionality of the algorithm in the scripts and that STAs could effortlessly change AP in order to get a higher throughput. The results from the benchmarking tests also
showed that STAs could get significantly higher throughput by changing AP after being connected to
a repeater but still being in range of the gateway or if they moved to a location where they would be
better served by another AP. The authors of this report conclude that the goals and objectives for this
task were fulfilled.
Further development should incorporate load balancing to this technique, up-scaling of the number
of repeaters used, and test of a continuous use where the script sequence is run at least once a minute.
The algorithm would also benefit being rewritten as a C program that can be implemented in the
Iopsys firmware.
For the tests performed for this report, the threshold of the gateway's range was set to -60dBm. These
tests were performed in a very dense environment of wireless networks, in a residential area this could
probably be set lower but that would need testing in a more controlled environment.
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