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Abstract. There has been a motivated desire from different power system operators 

to have more systems embedded in computing and networking due to the great 
advantages of adding new capabilities that wasn't before possible. These advantages 
increased the power system’s up-time, performance and reduced its maintenance but 
opened a world of possible cyber-attacks. In January 2016, the Ukrainian electricity 
infrastructure suffered the first power outage caused by destructive malware that left 
hundreds and thousands of end-users without electricity during the Christmas 
holidays. 
Malicious malware are starting to cover cyber-physical systems that connect the 
physical technical equipment with the networked computational resources. One of 
these resources, which are currently being further developed, involves futuristic 
procedures for the electrical billing process. This means that data corruption could 
lead to both economical and physical consequences, leading to a decrease of the 
public's trust on metering equipments, the overall smart grid concept and the 
electricity market actors. 
The Nordic and Swedish electricity market is under transition to the Supplier Centric 
Model (SCM), a new market model, which facilitates the billing and payment towards 
the end-users and the interactions between electrical suppliers and Distribution 
System Operators (DSO). This model uses a centralized data service hub for 
information exchange that is owned and operated by the Swedish Transmission 
System Operator (TSO). 
Vattenfall IT has thus jointly with the department of Electric Power and Energy 
systems (EPE) at KTH launched this master thesis that focuses on the risks and 
consequences caused by cyber-attacks in the SCM. An adversary may cause unwanted 
actions by business process hacking or knowledge-based hacking by analyzing the 
business processes maps within the SCM 
One of the aims of the thesis was to identify the business process vulnerabilities and 
events of the DSO's and supplier’s business processes in the SCM if the system was 
under attack and when the power system operator was unaware that the presented 
data was corrupted. The outcome of the thesis will help improve the business process 
resilience against cyber-attacks thus leading to an increased trust in the SCM from the 
general public. Different related attack-scenarios (AS) were investigated to provide a 
generic solution for improvements to all relevant business service actors. The risks 
and consequences were found, analyzed and used for developing suggestive 
improvements for the Billing Business Process (BBP). 

Keywords. Data service hub, Process resilience, Supplier Centric Model, Business 

Process hacking, Cyber-Security and Nordic Electricity Retail Market 



 

Sammanfattning. Det har funnits ett motiverat önskemål från olika 

elkraftsoperatörer att flera system inbäddas i datoranvändningen och nätverken på 
grund av de många fördelar och nya förmågor som inte var möjliga förut. Dessa 
förmågor ökade elkraftsystemens tillgänglighet, prestanda och minskade dess 
underhåll men öppnade en värld av möjliga cyber-attacker. Den Ukrainska elektriska 
infrastrukturen upplevde det första strömavbrottet orsakad av destruktiva 
skadeprogram som lämnade tusentals användare strömlösa under julen 2015. 

Skadeprogrammen har börjat täcka cyber-fysiska system som kopplar det fysiska 
tekniska utrustningen med de nätverskopplade beräkningsresurserna. En av dessa 
resurser, som för närvarande är under utveckling, involverar framtida procedurer åt 
faktureringsprocessen för elektricitet. Detta betyder att data korruption kan leda till 
både ekonomiska och fysiska konsekvenser vilket leder till en förminskning av det 
allmänna förtroendet på mätningsutrustningen, det generella smarta elnätskonceptet 
och på elmarknadsaktörerna. 

Den nordiska och svenska elmarknaden är under övergång till Elleverantörs Centriska 
Modellen (SCM), en ny marknadsmodell som underlättar fakturering och betalningen 
gentemot användarna och växelverkan mellan elleverantörerna och elnätsföretagen 
(DSO). Denna modell använder en centraliserad tjänstehubb för informationsutbytet 
som ägs och drivs av den svenska systemansvariga myndigheten (TSO). 

Vattenfall IT har således tillsammans med avdelningen Energi och Elkraft (EPE) på 
KTH lanserat detta examensarbete som fokuserar på riskerna och konsekvenserna 
orsakade av cyber-attacker i SCM. Motståndaren kan orsaka oönskade handlingar via 
hackning av affärsprocesserna eller kunskapsbaserat hackning genom att analysera 
affärsprocesskartorna inom SCM. 

Ett mål av examensarbetet var att identifiera affärsprocessernas sårbarheter och 
händelser av en DSO och elleverantörs affärsprocesser i SCM om systemen var under 
anfall och elkraftsoperatören är ovetande att det presenterade data är korrumperat. 
Examensarbetets resultat kommer hjälpa att förbättra affärsprocessernas spänstighet 
mot cyber-attacker vilket kommer leda till ett ökat förtroende på SCM från 
allmänheten. Olika relaterade cyber-attack scenarion undersöktes för att förse en 
generisk lösning för förbättringar åt alla relevanta verksamhetsaktörer. Riskerna och 
konsekvenserna var funna, analyserade och användes för att utveckla 
förbättringsförslagen åt faktureringsprocessen (BBP). 

 

Nyckelord. Tjänstehubb, Process spänstighet, Elleverantörs Centriska Modellen, 

Process hackning, Cyber-Säkerhet och Nordiska elmarknaden  
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A - INTRODUCTION 

1 Background 

Both the Nordic electricity power systems infrastructure and electricity market are undergoing many 
changes to improve its efficiency. Following the financial difficulties during 2009, the European 
Union (EU) developed a political strategy in 2010 to strengthen the European economy that included 
the 2020 climate and energy packet in which the power system is playing an important role both 
economically and environmentally [1]. The EU emphasizes on increased market liberalization to 
increase fair competition between different actors in the electricity retail market [1]. One approach is 
the implementation of smart meters to increase data quality and quantity in the electricity market that 
facilitates the establishment of international and new domestic players in the market [1], [2]. The 
Nordic countries were one of the first countries in the world that deregulated their electricity retail 
market and started forming a common Nordic retail market to increase the collaboration and further 
investigate the possibility of a borderless free Nordic electricity retail market with the intention of 
elevating the efforts to an EU level in the future [2]. 

The futuristic electricity retail market would also need to manage the control issues that renewable 
energy sources inflict by increasing the information exchange. Smart grids do provide a solution for 
integrating the energy sector with information and communications technology (ICT) and to handle 
the infrastructure complexity [3], three case studies were conducted by the Smart Grids Task Force 
EG3 during 2012 following the implementation of Denmark’s national data service hub for 
information exchange in the Danish energy retail market [1], [4]. The national data hubs will also 
provide fast real-time data exchange which the market needs for integrating renewable energy sources 
which is part of the smart grid concept. 

A model for each case was developed based on the architectural guidelines for smart grids by the 
M/490 mandate named Smart Grids Architectural Model (SGAM) [1], [5]. The implantation of smart 
grids does however not only facilitate the introduction of electricity generation from renewable energy 
source into the market but also facilitates the possibilities of cyber-attacks due to increase of access 
points the adversary can exploit [6], [7], [8], [9]. 

This study examines what the consequences and risks have on three business processes that DSOs 
and suppliers suffer during a cyber-attack [10]. The smart grid concept is already under massive 
critique from the general public due to the integrity and privacy violations issues caused by smart 
meters [11] and could potentially lead to a decrease of public’s trust on the equipment if the data gets 
leaked or manipulated. The study will be taken place on the Supplier Centric Model (SCM) developed 
for Sweden, which aims to facilitate the billing and payment of customers and the interactions 
between the supplier and DSO. This model uses a centralized data hub for information exchange that 
will soon be implemented in Sweden, Norway and Finland following the implemented Danish model 
[12], [13]. 

The stakeholder of this thesis sees this as an opportunity to also investigate the business process 
vulnerabilities the DSOs and suppliers have in their business processes assuming that the adversary 
has successfully gained unauthorized access and how cyber-attacks affects business processes for 
billing, supplier switching and moving agreements and arrangements. The core of the work will thus 
reside within the business infrastructure of the DSOs and suppliers where the investigation on the 
organization’s vulnerabilities has taken place. 

The purpose of this study is to evaluate the risks and consequences DSOs and suppliers suffers 
during cyber-attacks that affect important business processes without being detected in the futuristic 
Swedish SCM. 
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2 Research Questions 

In order to fulfill the main purpose of the study, the following research questions needs to be 
answered: 

 How will the three business processes in the SCM be implemented in Sweden using available 
recommendations and guidelines? 

 How can an adversary gain unauthorized access and cause damages affecting large number 
of end-users? 

 Which are the business process vulnerabilities that an adversary can exploit through 
knowledge-based hacking? 

 Which are the relevant plausible attack scenarios (AS) in the business processes? 

 How severe will the business processes get affected by these attacks? 

This thesis will in addition provide a generic answer for DSOs and suppliers to increase their process 
resilience by analyzing identified risks and consequences. Answering these research questions will give 
an advantage against cyber-attack in the SCM that is still under development. 

2.1 Thesis Objectives 

The thesis objectives and goals are listed as follows: 

 Comparative study of the different SCM market designs. 

 Develop a meta-model for modeling usages. 

 Identifying vulnerable business processes steps. 

 Develop AS an adversary can exploit in the SCM that affects the business processes. 

 Conduct a risk analysis on the business processes. 

 Provide generic solutions to improve the business process resilience. 

 Identify the consequences and develop suggestive improvements to mitigate the 
vulnerabilities. 

3 Delimitations 

The main delimitation of this project is the uncertainty of the SCM since it’s under development. 
Lack of available public information has also been an obstacle during this thesis. One could further 
investigate the business processes in Denmark but due information disclosure, the Danish TSO, 

Energinet.dk, was unwilling to share any information.  

The decision was taken to only focus on the business processes in Sweden mainly due to the already 
existing given recommendation by independent consultancy firms and only use available 
recommendation references up to and including February of 2016 due to time-limitations [14], [15], 
[16], [17], [18], [19], [20], [21], [22]. 

This report will primarily analyze the risks and consequences from the DSO’s and supplier’s 
perspective which means that only the business process that immediately affects these actors are 
investigated. The electricity trading aspects will not be included in this thesis since no formal 
recommendations has been carried out yet. 

The study is carried out to provide a generic solution which means that a formal technical power 
system model is not needed but will rather use the electrical supply chain from the SGAM framework. 
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4 Study Contributions 

The study is carried out to mainly improve process resilience which is relevant in the future Swedish 
electricity retail market thus it is important to delineate both the academic and industrial contributions 
from this thesis. The clearest contribution that covers both the academic and industrial parts are the 
AS developed using different kinds of cyber-attacks and the business process maps for the targeted 
services. 

4.1 Academic Contributions 

A meta-model was developed and designed for modeling the business processes, implemented within 
SGAM and using specific data types. This meta-model can be further built upon for future work. The 
strength of a meta-model is that it can be implemented in any programming tool once developed and 
used for analyzing and assessing different models. 

4.2 Industrial Contributions 

On an industrial level, the suggestions for improving business process resilience against cyber-attacks 
can be seen as vital for the future of smart grids and the usage of smart meters. The contributions 
given by this thesis will give both DSOs and suppliers a clear advantage against cyber-attacks in the 
SCM. The meta-model will also be open for further add-on features once more data is available which 
will help the stakeholder to conduct future research within the field. 

5 Thesis Outline and Method 

The outline of the thesis follows a structure to answer the research questions in order to achieve the 
objectives. The thesis will have 5 sections; Introduction, Background Study, Electricity Market Study, 
Modeling and Risks and Consequences.  

After the main introduction, the report starts with the background study where the author presents 
the relevant material and related work that involves the SCM and how the modeling was conducted. 
An attack model and meta-model was defined in this section which will be used in the electricity 
market study and modeling sections.  

The electricity market study was presented for understanding the relevant market actors and their 
relationships in order to portray the targeted business processes in today’s market. The attack model 
was applied in this section to derive the business process vulnerabilities to develop the AS for the 
current market model. These AS and the attack model were used to find the business process 
vulnerabilities of the SCM in the modeling section. 

The modeling section explains how the business processes were modeled in the SCM, where the 
processes were derived from the publically released recommendations and supplemented with the 
current market model’s processes from the electricity market study. This section explains also the 
developed process vulnerabilities of the business processes in the SCM which will be used to develop 
the final AS in the risks and consequences section.  

The risk and consequence section starts with presenting the identified relevant AS of the SCM using 
the derived process vulnerabilities from the modeling section in order to identify the risks and 
consequences. The attack patterns are visualized in order to understand which business process steps 
are affected, which data type is manipulated or altered and how they will affect the nearby business 
process steps. A risk analysis was conducted on the final AS in order to conduct a consequence 
evaluation. The section ends with presenting the suggestive improvements for the business processes 
in the SCM after analyzing the identified risks and evaluated consequences of the final AS before 
reaching the final conclusions regarding this master thesis project. 
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B – BACKGROUND STUDY 

6 Literature Review and Related Works Regarding the Supplier 
Centric Model (SCM) 

The Nordic Energy Regulators (NordREG) began promoting the idea of a borderless free Nordic 
electricity market in 2010 that would harmonize the electricity suppliers and DSOs communication 
with each other and facilitate the information exchange with the end-users or customers [14], [23]. 
Different models were developed that represented centralized and decentralized database location for 
information storage in the information exchange between the market actors [1], [4]. The goal was that 
all Nordic countries would use the same or very similar model to smoothen cross-border business 
processes to enable fair competition between the suppliers and facilitate the establishment of foreign 
players in the market by letting the national data hubs communicate with each other [14]. 

The main obstacle was the communication format differences between the suppliers and DSOs that 
affected business processes such as supplier switching and billing [13]. Business processes are defined 
as processes in the electricity retail market e.g. meter data transmission and acquisition, billing, 
supplier switching, moving etc [24], [25]. Even if the models concerning the database placement were 
different, the idea of having a harmonized Nordic electricity market was very appealing to strengthen 
the Nordic collaboration further but raised the consequences of a cyber intrusion from a domestic to 
an international level [1]. Cyber-Physical systems are categorized as ICT-systems controlling the effect 
in the real physical world leading to attacks causing undesired physical effects including the business 
processes which are discussed in [10], [26], [27]. 

Sweden's information exchange today is based on point-to-point data communication transfers 
between the market players, a decentralized all-to-all model [1], [28]. All DSOs can thus directly 
communicate with all the relevant suppliers which are done by the different service providers and 
agents [28]. The technology itself uses Electronic Data Interchange (EDI) message for information 
exchange which is maintained by the Nordic Ediel group [28]. The Swedish TSO, Svenska kraftnät 
(SvK), is responsible for the regulation framework set forth by Swedish law while the DSO are 
responsible for metering, customer and consumption data and its local storage [15]. NordREG's 
recommendations concerning the Swedish SCM were inspired by Denmark's implementation of their 
centralized data hub for information exchange between all market players and the general disruption 
of the three cases [1], [4]. 

The author whishes to highlight the two different Billing Business Process (BBP) models for the 
Swedish SCM [16] where the conclusions conducted socioeconomic comparisons between a 
wholesale and delegate market model, defined as the sub-contractor and power-of-attorney models in 
[6] that used a centralized service hub. (Business Process Modeling) BPM was used to conduct the 
cost and benefit analysis of the infrastructures and reached the conclusion to follow the sub-
contractor model [6] but lacked any business process vulnerability analysis linked with cyber-security 
assessments which was the issue during the literature review. 

It was however explicitly pointed out in [29] and [30] that in order to establish full-covering 
improvements concerning an organization’s cyber-security, one should start focusing on how the 
information is used during the business conduction. By protecting the critical business process steps, 
after identifying the vulnerabilities, one could better protect the end-to-end process flow. Many of the 
assumed vulnerabilities were identified during hand-offs which occurred when the responsibility 
shifted from one actor to the other [31]. The vulnerabilities highlighted that the boundary of 
responsibility isn’t necessarily transparent sometimes and that the shifted data that is passed on isn’t 
always standardized. 

An interesting master thesis project [32] that discussed the Swedish SCM was studied. The thesis was 
addressing the issue regarding financial security between the suppliers and DSO which was designed 
to mainly protect the DSOs. Both [17] and [32] were discussing the topic of having financial licenses 
for the suppliers which proved them to have financial security in case of any missing payments from 
the end-users. This was interesting for the author since this also meant that the suppliers couldn’t 
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postpone any payments to the DSOs if they were missing a payment from an end-user. It became 
clear after reviewing [17] and [32] that in order to fully investigate the vulnerabilities, the business 
process maps needed to be established that included the necessary data needed to conduct a risk 
assessment for consequence evaluation. 

In order to accurately find business process vulnerabilities, the author needed to identify 
vulnerabilities in current market model, highlight how an attacker my gain access to the physical 
system and how an attack may cause damage on a large number of end-users in order to investigate 
and evaluate them using tools within enterprise architecture (EA). By analyzing the related works 
found in [1], [2], [4], [12], [13], [16], [23], [28], [32] the author was able to extract relevant information 
regarding the Swedish SCM in order to properly model the targeted business processes. 

6.1 Development of the Swedish SCM 

The Swedish SCM is under development and will probably launch at the same time as the Norwegian 
SCM [22]. Both the Swedish and Norwegian SCM are inspired by the Danish implementation but will 
most certainly follow their own regulations and guidelines during the finalization. The author tried in 
the beginning of the project to get in contact with the Danish TSO and the contact person for the 
project for an interview or comments without success. SvK, Vattenfall, NordREG and 
Energimarknadsinspektionen (Ei) did however release deliverables explaining that the SCM in Sweden 
will most likely be a hybrid between the Danish technical layout and Sweden’s own requirements, 
meaning that in order to fully investigate the vulnerabilities one should also take into account the 
technical and business decisions, that lead to the SCM that is being developed today [1], [4], [14], [15]. 

The Danish SCM uses its Ediel communication system [37] which means that the Swedish SCM will 
very likely use its own Ediel communication system and will therefore be presented in chapter 6.2. 

6.2 The Ediel Communication System 

The Electronic Data Interchange (EDI) system is used as the communication system between the 
market actors that uses the Simple Mail Transfer Protocol (SMTP) within the AMI [33], denoted as 
the Ediel communication system within the electricity market. SvK has jointly with the Nordic TSOs 
developed the common Ediel system using EDI standards such as the different formats for the 
current electricity market. The messages are classified by using different formats such as PRODAT, 
UTILTS and APERAK. Messages containing customer information that uses the PRODAT format 
needs to be encrypted when the Internet is used [33]. The Ediel system enables communication via 
the Internet and E-mails which has today become a common praxis and used within the Danish SCM 
[37], see figure 1 for an example. 

An Ediel portal contains the registered users with Ediel-addresses, -usernames, -passwords and -IDs 
along with contact information that the business processes uses [33]. 

6.3 PRODAT 

The Ediel messages using the PRODAT format is used for information containing the data structure 
of an exit-point such as delivery take-over and initiations, agreements periods, maintenance and data 
metering exchange [33]. 

6.4 UTILTS 

All metering data is reported using the UTILTS format. All market actors use this format to execute 
their services using timestamps to store historical data [33]. 
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6.5 APRERAK 

APERAK messages are used as an acknowledgement between the market actors that approves the 
message’s content from the receiver [33]. They are heavily used if there is a lack of other control 
messages and use two levels, where one contains the message field and the other contains details such 
as transaction-IDs and facility-IDs [33]. 

 

Figure 1 – Ediel message example from [33] 
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6.6 Advance Metering Infrastructure (AMI) 

Advance metering infrastructure (AMI) is the network communication infrastructure that supports 
the deployment of smart meters for different end-users that aims for improving its efficiency [34], 
[35]. The collected quantities of periodical measurements are collected and sent to the meter data 
management system (MDMS) to support different business functions such as [34]; 

 Periodic energy consumption monitoring 

 Voltage and power values  

 Energy price distribution information 

 Billing data 

 

All of these measurements needs to be collected in real-time for providing optimal dynamical 
solutions and are vital for achieving different smart grid goals that includes the deployments of clean 
energy sources, efficient energy management with demand response, customer participation and the 
overall grid modernization [34]. 

A part of the AMI system is the automated meter reading (AMR) systems which are usually wireless 
communication links and enables remote connections for accessing customer readings. This 
infrastructure uses common technology such as IP addresses and TCP transmissions which have been 
proven to be compromised in today’s ordinary computer networks [26], [30]. The AMI system uses 
AMR measurements and collects them in the smart meter data concentrator (SMDC) or collector and 
feeds it into the AMI head-end (AMI-HE) platform, see figure 2. The arrow’s direction shows the 
information flow. 

 

 

Figure 2 – Simplified overview of the AMI system used for electrical systems 

 

An interesting part of the AMI system is it’s connectivity to the Internet from the HAN and AMI-HE 
systems that in the end encapsulates the entire AMI infrastructure [35]. The smart meters are 
considered being part of the Home Area Network (HAN) of an end-user that connects various smart 
home appliances. The data is further sent to the SMDC which is considered being part of the 
Neighboring Area Network (NAN) that connects several thousand NANs. The data is collected by 
the AMI-HE which is the AMI’s meter management system and part of the meter data exchange used 
for Ediel messages through Wide Area Networks (WAN) in Sweden [33], [34], [35]. 

6.7 Technical Vulnerabilities Connected With the Business Processes 

Once an intrusion is fully achieved, the adversary can easily access metering data in the SMDC and 
inflict the wanted damage. Another point of entry can also be through the wireless communication 
links of a HAN and another via USB entry points connected to the AMI-HE [7]. Regardless of which 
way an attacker chooses, the consequences of an attack can have huge technical and economical 
consequences once the business processes are affected.  
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The Stuxnet case included a malicious computer worm and Trojan horses under the name “Olympic 
Games” that was used to sabotage Iran’s nuclear centrifuges with the goal to completely stop or delay 
Iran’s nuclear progress. It was discovered in 2010 and it is believed to be an American-Israeli jointly 
built cyber attack that consisted of 3 stages [8]. The stages were the main infection, data recordings 
and sabotage [8]. The worm was able to compromise computers via either lack of security measures 
or USB-drive connectivity. After gaining access, the worm was able to update itself via the Internet 
and continue to spread using digital certificates, bypassing firewalls in order to reach the targeted 
Programmable Logic Controllers (PLC). The worm later changed different operating modes and 
started recording the received data, so called combined data integrity and false data injection attack. 
What made the attack unique was its ability to change the control signal, changing different set-points 
and at the same time feeding previously satisfactory recordings to the Human Machine Interfaces 
(HMI), leaving the organization completely unaware of the current situation [8]. This lead to the 
centrifuges tearing themselves out which resulted in both equipment losses and financial losses, after 

replacing the centrifuges. 

The Ukrainian case included malicious malware named “Black energy” that completely shut down 
parts of the Ukrainian power grid during Christmas of 2015 [36]. The initial investigation has shown 
that this was the first real evidence of a black-out caused by cyber-attacks. The malware started 
disconnecting electrical substations in the Ivano-Frankivsk region of Ukraine that hit three DSOs. 
What made this case unique compared to the Stuxnet case was that the malware actually destroyed the 
computer’s hard drives leaving almost no trace and even today, Ukraine has no evidence considering 
whom actually was behind the attack [36]. 

These two cases clearly demonstrate that gaining access to a power system’s AMI or SCADA system 
is fully possible due to their Internet connectivity. The success-factors of these cases was complete 
stealth and sabotage, where the Stuxnet case show that an attacker can remain undetected for a long 
duration of time and sabotaging while the other case show that an attack on the power infrastructure 
is fully possible and that the attacker can even erase the traces. 

An adversary can gain access via the AMI system’s connectivity towards the Internet. The AMI 
system is today dependent on the Internet since it enables authorized remote connections to perform 
various tasks. This increases the attack surface that could target the SMDC and affect thousands of 
end-users at the same time. The data in the SCM will still be transmitted through the Ediel system 
that is using the AMI communication like it is implemented in Denmark [37]. 

6.8 Attack Model 

The model, shown in figure 3, demonstrates a five step initiative from the attacker to perform cyber- 
attacks on the organization [38]. The attacker gains access from the outsider either via updates, 
patches, database links or back-up systems. This access phase is thus done through traditional hacking 
and once inside, the attacker can move freely since there is sometimes none or little security. The 
second phase is more of a static discovery of the system, figuring out how the process works, is built, 
controlled, wired and operating. This phase can also be called the reconnaissance phase where the 
adversary is simply playing around to construct an own layout of the business processes [38]. 

The dynamic behavior of the organization is further investigated in the control phase. The attacker 
has here gained an understanding how the business processes are related to each other and has the 
goal of remaining undetected without raising alarms or get caught by the detection systems [38].  

The business process vulnerabilities are exploited in the damage phase in order to trigger the 
associated risks. The attacker will target processes that use information concerning multiple end-users 
in order to inflict as much financial and reputational damages as possible. 

It's the adversary's goal to remain unnamed and hidden in order to perform multiple attacks because it 
takes time to execute a well-planned attack and the costs of an attack can quickly exceed the wanted 
damage costs [38]. It is therefore important for the adversary in the cover-up phase to erase any 
attack-traces in order to reach the wanted consequence-level on the attacked organization. 
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Figure 3 – Depiction of the attack model derived from [38] 

6.9 Historical Decisions and Alternative Approaches 

The European Smart Grids Task Force export group 3 (EG3) that investigates the legal requirements 
for the deployment of smart grids tried to develop one reference architecture for smart grids under 
the M/490 mandate but ended up developing three distinct models with alternative data handling 
options [1]. The three models do have one thing in common, which is their intention of facilitating 
and maintaining facilitated contact between the participating market actors. EG3 wanted to display 
three cases that also displayed a way to the main objective which was safety and security in the 
information exchange management, operation and data connection points of a smart grid [1]. EG3 
wanted also to increase free competition and harmonization in the electricity retail market by 
introducing an independent national regulatory authority that worked together with the nation’s TSO 
for promoting the smart meters and investigating the development of general legal frameworks. This 
meant that for assuring the success of this implementation, the final decisions needed to originate 
from the top legal entities which also speeded up the process [1]. The models are presented to the 
reader in order to better understand how the business processes in the SCM will change depending on 
the chosen model. 

The first model has the DSO as a market facilitator and one data hub which is either centralized or 
decentralized depending on the standardizations. The data is feed into the hub by the DSOs that 
contain customer data, generation, consumption and technical information which can be collected by 
all parties through a web-portal. The second model has a third party as a market facilitator using an 
independent centralized data hub. This model is the nearest to the Danish SCM. The third model uses 
certified enterprises as data access managers (DAM) that allow certain actors to gain access and use 
the data [1]. Comparing the economical requirements between them, the first and third model will 
increase the number of communication networks between the DSOs or DAMs while the second 
model will use existing communication networks that the centralized data hub uses. Building 
additional networks will thus increase the costs and EG3 emphasizes that the second model will even 
reduce the number of networks by decreasing the number of access points leading to a less complex 
model compared to the other models [1]. 

See figures 4, 5 and 6 for high level overviews of these three models. The figures were taken from 
EG3’s report [1] and are meant to enlighten the reader that even though these models were developed 
to suit a nation’s requirements, they are further developed, changed and integrated with each other 
depending on the nation. For instance, the stakeholders of the Swedish SCM will very likely not want 
to make many changes on the technical infrastructure since the Swedish SCM will very likely use its 
existing AMI system for the current electricity market. 
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6.10 DSO Facilitator Model 

 

Figure 4 – High level overview of the DSO facilitator model where the DSOs own and operates the 
data hub, figure courtesy from [1] 

 

This model, shown in figure 4, requires numerous changes on the technical infrastructure and new 
additional features into the regulation and supervision which will very likely increase the cost. It does 
however aggregate the data and store it for effective usage which triggers different verification 
applications that wasn’t before possible [1]. This model does also improve the DSO’s neutrality 
towards the supplier as long as it’s regulated, otherwise this market model will open up bias 
tendencies which are undesired in the SCM [1]. 

Looking into the business processes, many of the services that are centralized at the suppliers are 
replaced by the DSO. One could also debate the naming of this model to “The DSO centric model” 
with the exception of having the possibility to house the data service hub. In the case of the moving 
business process (MBP), the end-users contact first the DSO to initiate the process and the new 
supplier to initiate a switch. The new supplier will contact the DSO to perform the actual switch after 
passing the checks [1]. This will lead to an increase of network supervision from the DSOs and if the 
service hub would be centralized at the DSOs, tensions can rise during the billing process since the 
billing data would be located at the DSOs even though the data should be available for all suppliers in 
the market. 

Having more cross-organizational border business processes between the market actors will increase 
the attack surface of the processes since data quantity and quality requirements have increased. This 
implementation would lead to huge costs for the DSOs and almost no guarantee to the suppliers, of a 
harmonized electricity market. 
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6.11 Third Party Facilitator Model 

 

Figure 5 – High level overview of the third party facilitator model where a third party own and 

operates the data hub, figure courtesy from [1] 

 

This model is the closest to the SCM in terms of design and builds on the same central principle, a 
centralized hub that receives information and allows access to the authorized party. The third party 
actor should be regulated and overseen by governmental entity and house the hub, see figure 5. The 
suppliers are mainly responsible for the business processes concerning, billing, moving and supplier 
switching. Having one hub compared to multiple will decrease data redundancy and unnecessary 
services which might lead to cost reductions but puts high requirements on the entity that houses the 
service hub [1]. 

There is no doubt that the benefits of this model surpass the DSO facilitator model in Sweden and 
this model shows economic growth, scalability, interoperability and effectiveness. Challenging 
processes such as supplier switching will experience shorter lead-times or delays and more 
competition since the end-users will be able to compare electrical prices easier [1]. The end-user shall 
in first hand contact the supplier which in turn contacts the DSOs during a switch but does however 
show in this model that the DSOs has the right to send their bill separately if the supplier fails to live 
up to their expectations. Solution platforms such as the service provider’s web-portal are discussed to 
serve as the main communication link between the end-users and suppliers, which will support the 
billing-, moving- and Supplier Switching Business Process (SSBP) after adapting it to the country’s 
legal requirements [1]. 

The hand-off requirements between the market’s actors are predefined which will substantially reduce 
the chances of human errors or cyber intrusions effects. The third party entity will serve as an 
unbiased actor that houses and operates the hub thus leading to smoother business processes and 
increased harmonization in the electricity market. 
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6.12 Data Access Point Model 

 

Figure 6 – High level overview of the DAM model that uses the existing infrastructure rather than a 
data hub, figure courtesy from [1] 

 

This model was designed to implement features and applications which may be needed in order to 
reach the smart grid concept where smart appliances and electrical vehicles are integrated into the 
market. This model does support these solutions since the DAMs will enable remote management 
functionalities [1]. This means that certification requirements are needed instead of having a regulated 
actor with a hub and transparent relationship agreements between the market actors.  

It is very likely that this model could get integrated together with the DSO facilitator or the Third 
party facilitator model, depending on the market structure of the country and see it as one model. The 
Swedish SCM will also take into account the DSO’s involvement in data gathering from the metering 
equipment which is mainly carried out in the other models and not strongly required in this model. 
This means that the SCM that is currently under development in Sweden and Norway will combine 
different parts of these three models, namely the verifications and DSO neutrality, incentive for 
combined billing and remote management functionalities. When it comes to the model’s cyber-
security, EG3 strongly recommends that each country should deploy their respective protective 

measure against intrusions that are applicable for smart grids [1], [3]. 

Fortunately, the business processes in the combined model for the Swedish SCM, will experience less 
changes compared to the other mentioned models because this model builds upon existing 
infrastructure and introduces improved solutions from the stakeholders. Other models might though 
be interesting for countries with a different market topology compared to Sweden and therefore, the 
AS could be differently depending on the nation’s setup. 

In conclusion, the Swedish SCM will very likely use most of the features involving the Third party 
facilitator model, the data metering management explained in the DSO facilitator model and the 
remote management functionalities from the data access point model. 

EA was used to model and organize the business processes and will thus be presented in chapter 7 to 
explain why this approach was used and the way of thinking during the modeling. The true strength 
of a model resides within its meta-model which can be seen as the generic modeling framework and is 
presented after giving an introduction to EA. 
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7 Enterprise Architecture (EA) 

EA is an architectural approach to graphically visualize a model over an enterprise’s infrastructure 
[24]. Various systems exists today within an enterprise that supports the business processes and 
modeling these systems has today become a necessity to predict their behavior within its 
environment.. Different modeling frameworks have been laid out to design the different parts of the 
infrastructure such as ArchiMate that uses three layers; technology, application and business for 
assigning and clarification [39]. One can model an enterprise by using these three layers where the 
technology layer supports the application layer which in turn supports the business layer, see figure 7. 

Modeling the organization’s EA with its information systems starts by designing an as-is scenario to 
develop the to-be scenario keeping in mind the goals such as flexibility, adoptability, security and 
maintainability. There are many architecture styles that are characterized by the enterprise itself but 
most of them have the same layout, namely that they are not independent islands of systems but are 
in one way or another connected. These connections can however become overwhelming, not to 
mention in the electrical power industry. The SGAM framework presents a solution to the problem 
due to the rise of smart grids and their security requirements [5], [39]. 

EA should be used as a tool for modeling different parts of the infrastructure and in this thesis the 
main focus resided in the business layer which is defined as the top layer of the organization. The 
business layer involved business processes and services that are affiliated to a business role of the 
organization. EA modeling is an illustrative approach that uses a common language to reach an 
efficient solution to any problem that concerns for instance delays, availability and security. This 
thesis will focus on using BPM together with the ArchiMate and SGAM frameworks which are 
presented in chapters 7.1 – 7.3 in order to develop an efficient meta-model. 

7.1 ArchiMate 

In order to design the business processes flows by a modeling-based approach, guidelines needs to be 
defined to build an accurate framework that captures the interesting aspects of the electricity market, 
e.g. the meta-model. Every model in different scientific areas follows a meta-model e.g. the atomic 
model that needed to filter in the modeling property choices into the models. Figure 7 below displays 
the ArchiMate meta-model with the three layers distinctively marked along with different line 
notations and box colors for separating for instance active and passive elements. 

 

Figure 7 -The ArchiMate meta-model, figure courtesy from [39] 
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The ArchiMate meta-model was designed for models that capture outcomes such as costs, 
interoperability, service availability, application usage, data accuracy and application modifiability. This 
means that it is an accepted standard open for changes to adapt it to different projects [24]. 

After investigating the business layer of the ArchiMate meta-model, the author could draw the 
conclusion that having the business processes and their affiliated data object would suffice in order to 
capture the business process vulnerabilities. This approach would include the data types, polices, 
contracts and agreements used between the different market actors when the responsibility shifts in 
the business process chain. 

7.2 Smart Grid Architectural Modeling (SGAM) 

A request from the stakeholder was to use the SGAM framework for better understanding the 
electrical value chain and use it as inspiration for the business process modeling. It's important to 
understand the intentions behind this framework; it was developed to increase the security of smart 
grids for increasing the public's trust in this concept. The security level did not grow as fast as the 
increased automation and inter-connectivity levels of a smart grid which is a common trend among 
new technology [24]. This framework was developed to facilitate smart grid designs by an 
architectural path and mapping different layer of the infrastructure using graphical representation, 
especially highlighting the interoperability between the layers and improving the cyber-security [26]. 

Developed under the European commission's mandate M/490 for standardization, to be used as 
reference architectures to analyze different implemented scenarios for ensuring common 
understanding between different stakeholders involved in the projects, SGAM uses different 
architectural levels built out of zones and domains [5]. The SGAM layers portray different levels in 
the infrastructure of a smart grid and the interconnected process, all the way from the component to 
the business layer. The domains represent the electrical energy conversion and supply chain zones 
that list the responsibilities of the different actors following the International Electrotechnical 
Commission (IEC) standards. 

The five domains are generation, transmission, distribution, distributed energy resources (DER) and 
customer premises. The six zones are process, field, station, operation, enterprise and market. The 
zones serves as an interpretation of the power system management interactions both inside and 
outside a domain, see figure 8. 

 

Figure 8 – Overview of the SGAM framework, figure courtesy from [5] 
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Domains 

The domains are physically related and arranged according to the electrical distribution chain. 

 Generation 

Represent the electrical energy input connected to the transmission system such as various power 
plants and other non-associated generation units such as DERs [5]. 

 Transmission 

Represents the responsible electrical power transmission infrastructure that connects the generation 
and distribution domains [5]. 

 Distribution 

Represents the responsible electrical power distribution infrastructure that connects the transmission 
domain with the DER and customer premises domains [5]. This domain operates parts within the 
lower-voltages of the power system compared to the transmission domain. 

 DER 

Represents energy resources connected to the distribution system that is generating and consuming in 
the range of 3 - 10 kW. These resources are directly controller by the system operator, data aggregator 
or BRP [5]. 

 Customer Premises 

Represents the end-users or customers and local energy producers such as chemical power plants, 
airports, shopping malls and electrical vehicles [5]. 

The difference between DER and customer premises rests in the business goals or modeling 
objectives. DER are directly contributing to the power grid while customer premises sees the grid as 
an energy source that contributes to the home power managements process for daily activity [5]. 

 

The domains transmission, distribution and customer premises are the only interesting domains in 
this thesis. Due to the fact that the Swedish TSO that resides within the transmission domain will 
house the centralized service hub that is part of the business processes The DSO’s and supplier’s 
organizational parts that interacts with the metering equipment and the end-users resides within the 
distribution domain. 

 

Zones 

The zones in SGAM are arranged in hierarchical levels of the power system management 
infrastructure according to IEC standards taking into consideration functional division and 
aggregation [5]. Defined functions are assigned to a particular zone such as real-time functions into 
field and station zones. Area-covering functions for multiple substations are usually assigned within 
the operation zone to monitor the metering data [5]. 

 Process 

Represents the physical energy transformations with the direct involvement of the technical system 
such as loads, sensors, transformers and power lines [5]. 

 Field 

Includes power system protection of for instance IEDs and RTUs that are operating in the field 
installations [5]. 

 Station 

Represents the zone where the data is aggregated from the field zone area [5]. 

 Operation 

Represents the control processes for each respective domain and their different managements systems 
[5]. 
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 Enterprise 

Includes the commercial and enterprise management’s processes such as billing and asset 
management. This zone is thus in charge of the operational processes that are not part of the control 
and monitoring processes [5]. 

 Market 

Represents the market operations of the domains or value chain such as energy trading both with 
foreign and domestic market actors [5]. 

 

The actor's activity can be mapped and represented in all zones, including in the SCM. It is though 
assumed the data aggregated from the station level and the operation zone is used by the service hub, 
thus already been included in the system loop. The enterprise zone of both the supplier and DSO will 
be the target for this thesis. The market zone is not affiliated with the intended modeling scope of the 
billing-, moving- and supplier switching processes. 

 

Layers 

This framework consists of five layers for understanding the interoperability between the different 
layers. The layer presents business processes and goals, function, information exchange, 
telecommunication protocols and technical physical components [5]. 

 Component 

Represents the physical components participating in the smart grid such as routers, computers, 
communication connections and other power system equipment [5]. 

 Communication 

Describes the protocols and mechanisms of the component layer such as TCP/IP and UDP [5]. 

 Information 

Describes the information exchange being used that contains information objects and basic canonical 
data models of the power flow. 

 Function 

Describes the functions and services in the information layer and their relationships such alarm 
supervision and network data management. They are derived from information layer's functionality, 
independently from the different actors [5]. 

 Business 

Represents the business view from the functionality in the function layer and maps the business 
capabilities and processes such as billing and the associated responsibilities. 

 

Since the business layer portrays the different roles, responsibilities and models over the used policies 
and regulations, it is sufficient in this thesis to reside only within this layer. Business services, 
processes and objects are mapped respectively to the function layer; which is predefined in the SCM’s 
recommendations. The SGAM model will thus come down to a reduced framework that will be used 
for the duration of this thesis, see figure 9 
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Figure 9 – Reduced SGAM relevant for the thesis 

7.3 Business Process Modeling (BPM) 

BPM involves people and IT technology for decision making and enabling innovative solutions and 
redesigning processes, to become more efficient. It was designed to identify critical process-steps and 
bottlenecks in a process-flow or value chain to for instance increase real-time capabilities. The 
improvements should also have in mind cross-functional properties to apply lean or six sigma 
solutions with a graphical representation of the work flow that leads to a "smarter" process [25]. 

A common standard for business process modeling is its notation or business process modeling 
notation (BPMN) for visual depictions of the business process to avoid confusions. Its foundations 
rests in the swim-lanes and pools where multiple swim-lanes can reside within one pool and the 
number of participants or actors determine the number of lanes. The pool is usually the business itself 
or a business service where the key elements of the process are events, activity, gateways and different 
line notations [25], [40]. 

The author’s intention with this thesis is to also separate passive elements and active business 
processes by having a distinct shape and color differences. The line notations being used are inspired 

from both BPM and ArchiMate's notations [39], [40]. 

7.4 Risk Management Process (RMP) 

The Risk Management Process (RMP) is used for managing the decision making better, leading to 
effective resource allocation, organizational efficiencies, mitigation and potential risk responses [41] 
The RMP of this thesis will focus on the suppliers and DSOs, denoted as organizations, for the 
strategic risk focus where the risks are considered as the potential value-losses and consequences as 
the outcome’s effects. Vulnerability involves the business process not being able to help achieve the 
business goals thus it is important to first frame the threats, evaluate the risks, respond and monitor 
the risks [41]. The risks are defined as a function of the threat source, vulnerability, the likelihood, 
consequence and impact [41], [42] and can be translated into a table, see table 1. 
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Table 1 – Risk assessment table of the RMP 

Risk of certain Business Process 

Threat Source Vulnerability Likelihood Consequence  Impact 

     

     

 

Table 1 helps the organization for analyzing the risks and forms a mitigation-basis in order to achieve 
the business goals and promote cyber-security awareness in the organization [41]. Risk assessment of 
the business layer is a high level documentation for understanding the consequences and should not 
be confused with the risk evaluation on lower levels involving control systems and functions. During 
the risk framing, the organization should include the goals, different regulations, contractual 
agreements, financial limitations, trust relationships, data type usage and the governance structure to 
identify a risk [41]. 

 

This thesis was inspired by the risk management procedure developed by Vattenfall IT that doesn’t 
include project risks but rather IT and business risks of business processes [42], see figure 10. 

 

Figure 10 – IT risk management process by Vattenfall IT, figure courtesy from [42] 

 

As depicted in figure 10, the RMP starts with discovering the events that can occur and that has 
negative impacts and identifies the risks using different AS. The AS and risks are discussed in the 
modeling section for the current electricity market and for the developed Swedish SCM. These AS 
describes also the impact that follows, thus one should define its potential towards the stakeholders. 
The risk could also be dropped and monitored if they are considered irrelevant for the task. If not, the 
risk is categorized according to likelihoods and determines the appropriate risk response. After 
prioritizing the risks, one should assign the responsibility, which in this case is the stakeholder, which 
takes the necessary actions to deactivate them [42]. 

 

Threat Source 

Threats sources introduces undesirable events that has an impact which are identified during the risk’s 
framing. A threat can for instance be a business process that is not fully capable to perform its task 
due to data issues, leading to wrong decision making [42]. 
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Vulnerability 

Business process vulnerabilities are caused by the attack vector or attack approach of an adversary 
that exploits the threat causing an impact on the organization. The vulnerabilities are associated with 
the business process’ susceptibility such as their dependencies and business requirements [41]. 

 

Likelihood 

The vulnerability’s likelihoods are usually determined by conducting quantitative risk assessments on 
the exploited threat. The assessment, in this thesis, was however carried out by investigating the 
motivation behind the threat and its capability for determining the business process vulnerability’s 
nature [41]. The levels of likelihood are described as low, medium and high [43]. A low level signifies 
lack of motivation or capabilities along with existing resilient business process with a process-chain 
that prevents the vulnerability from being exercised. A medium level signifies an existing motivation 
or capability but where the process-chain is resilient enough to prevent the vulnerability from being 
exercised. A high level signifies high motivation or capabilities along with lack of resilience in the 
process chain that prevents the vulnerability from being exercised. 

 

Consequence 

Consequences explain the impact’s nature and what the threats has caused due to the business process 
vulnerabilities [41], [42], [43]. Each business process has different values for the organization, 
meaning that the threats will have different impact levels. Thus threats associated with the BBP or 
financial settlements will automatically have a larger consequence. It was therefore important to 
investigate the contracts and agreements that exist in the present electricity market. 

 

Impact 

Impacts are determined by studying how the consequence affects financially the organization and the 
loss of public confidence on the organization [41], [43]. The levels of impacts are described as low, 
medium and high [43]. A low impacts signifies and impact risk that results in some or almost none 
financial losses or loss of public confidence. A medium level signifies an impact risk that results in 
financial losses or loss of public confidence. A high level signifies both financial losses and loss of 
public confidence. 

Once the vulnerability’s likelihood and consequence’s impact have been determined, they are inserted 
into the risk classification matrix to determined the risk tolerances, see table 2 [42]. 

 

Table 2 – Risk Classification Matrix for determining the risks and consequences  

Likelihood (High) 3 Monitored  Unacceptable and 
requires 
improvements 

Unacceptable and 
requires 
improvements 

(Medium) 2 Acceptable Monitored  Unacceptable and 
requires 
improvements 

(Low) 1 Acceptable Acceptable Monitored  

 (Low) 1 (Medium) 2 (High) 3 

 Impact 

Some levels are accepted more than others which need to be monitored or supervised in order to 
determine if any course of action is needed. Other levels are unaccepted and requires general 
improvements in order to successfully reach the business goals in a satisfactorily manner. The goal 
with the risk classification matrix is to minimize the number of risks that requires improvements in 
order to have safer and efficient business processes. 
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7.5 Related Works Regarding the Business Processes and Meta-Model 
development with RMP 

The focus of the thesis was to asses and evaluates the risks and consequences in the business 
processes of the organization in the SCM after identifying the business process vulnerabilities in case 
of cyber-attacks that affect multiple end-users. Different requirements and constraints were set by the 
attack model of an attacker, thus the next step was to identify vulnerable business steps in the 
process-chain.  

The three business processes were modeled according to the recommendations given by SvK, Sweco, 
Ei, NordREG, VaasaETT and Gaia [14], [15], [16], [17], [18], [19], [20], [21], [22]. Representatives 
from both SvK and Ei were contacted regarding the SCM for guidance but was directed to the public 
project deliveries thus the decision was made together with the stakeholder that all data collected up 
to and including February 2016 was going to be used to model the three business processes. The 
representative did also inform that further information was going to be released after the summer of 
2016 which did not suit the time-frame of this thesis. 

After the business process models were developed from the public project deliveries from the listed 
actors, AS were developed which portrayed possible business process vulnerabilities and 
consequences. Therefore, after identifying the possible vulnerabilities, the risk classification matrix 
was used to classify and rank the risks in order to start suggesting improvements. Using ArchiMate, 
BPM and SGAM, the following meta-model was developed that suited the needs, see figure 11. 

 

The meta-model provides the possibility to link the associated data container to the business process 
step which was crucial during the hand-offs between the different market actors. 

 

 

Figure 11 – Developed meta-model using ArchiMate and BPM that will be used to model the 
business processes in the SCM 
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Key Elements 

Process initiators are represented by a circle where its termination was represented by oval shapes. 
The process terminator represents the finish of a process-chain fraction that could potentially be in 
the middle of a process. Business process steps are active business processes in a non-hard edged 
rectangle and gateways, which represents the control of information, acts like a switch or flow control 
and has a diamond shape. These processes have a blue color that distinctively shows an active 
element [24], [25], [40]. 

Passive processes are portrayed as green hard-edged rectangles that describe the data types and can be 
used to highlight certain data types during an attack. It can for instance be contractual terms 
violations or IDs being mixed. 

 

Relationship between the meta-model and the RMP 

Once the modeling is completed, the data containers will consist of data types that one specific 
business process is using. Affected data types are market with a distinctive red color in the SCM’s AS 
which in turn will affect other data types affiliated with the initially affected data type. The electricity 
market study will explain the relationships between the different types e.g. contractual terms with the 
metering point ID and vice versa. 

The affiliated data types will continue to have a red color until it is verified by a market actor, see 
figure 12. This will display how many business process steps are affected by the cyber-attack which 
will determine the attack’s severity. 

 

 

Figure 12 – An example of a business process suffering a cyber-attack affecting the metering point 
ID 

 

In this example the metering point ID is being corrupted or altered when the DSO is gathering the 
customer’s information from the data hub. The DSO sends the information to the customer who in 
turn either verified or rejects the information and in this example; the DSO receives the right 
metering point ID from the customer and updates the data in the data hub. 

If this example was an attack scenario, table 1 should be used to determine the threat source, 
vulnerability, likelihood, consequence and impact. The likelihood and impact levels are further used to 
apply table 2 in order to evaluate the consequences in the classification matrix. 
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C – ELECTRICTY MARKET STUDY 

8 Swedish Electricity Market  

This section will be used for explaining the actors in the Swedish electricity retail market for 
explaining their roles and responsibilities. In order for the market to function, the actors need to 
know their counter-parts and what their requirements are so that their associated actors can continue 
their work without interruptions [33]. Standardized protocols between the actors need to be defined 
to avoid delays, confusions and which types of contracts are established between them. 
Understanding their relationships and dependencies is of vital importance for maintaining a 
functioning electricity market, see figure 13. 

Chapter 9 will explain the business processes in the current electricity market for also completing the 
missing information in the business processes of the SCM from the recommendations and to 
indentify process vulnerabilities and AS which can be applied in the business processes of the SCM to 
develop the final AS. 

 

 

Figure 13- The relationships between the market actors [9] 

8.1 End-User or Customer 

An end-user is defined as any actor that is consuming electricity from an exit point regardless if it’s an 
industry, trading company or household [33]. The end-users have contract agreements with the DSO 
regarding the network and with the electricity supplier regarding the electricity price [33]. The DSO 
receives therefore payment for power transmission and the supplier for the delivered quantity. 
According to Swedish law, the end-users are entitled to choose freely among the available suppliers; 
otherwise the end-user will be assigned to an arbitrary one that is affiliated with the DSO [33]. 
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8.2 Electricity Power Producer 

An electrical power producer generates power and feeds it into the electrical grid. A producer is 
usually defined as the owner of a power plant that sells the electricity to the electrical supplier and has 
usually no contact with the end-users [33]. 

8.3 Distribution System Operator (DSO) 

A DSO maintains its electrical grid and is responsible for the electrical power delivered from the 
power plants to the end-users [33]. This is carried out through various transmission systems that they 
own and operate after obtaining a license from the Swedish energy market inspection agency (Ei) [33]. 
The DSOs possess all original information and data since they also own, operate and maintain the 

metering equipment in the distribution grid [33]. 

8.4 Electricity Supplier 

An electrical supplier buys electricity from a power producer through for instance the Nord Pool 
power exchange and sells it to either an end-user or another supplier [33]. This actor has different 
roles and can also be a DSO, trader or balance responsible player (BRP) but it is important to 
distinguish the differences; an end-user has an electricity price contract with the supplier while with a 
DSO, the network contract [33]. The supplier can sell electricity in the form of actual consumption 
from meter readings or firm power that is decided beforehand and that is not influenced by the real 
consumption [33]. This thesis will mainly focus on actual consumption from meter readings which is 
also strongly encouraged in the SCM. 

As mentioned earlier, suppliers can sell power on the free market and compete against other 
suppliers. End-users are free to choose which supplier to have a contract with and the prices are 
agreed between both parties. The suppliers are however responsible to report their prices to Ei so 
they can be used in their electrical price comparison tool “Elpriskollen” that can be accessed freely 
online [33]. This type of tool is strongly emphasized in the SCM so that end-users can compare 
different electricity prices and will most certainly grow in the near future [4]. 

8.5  Balance Responsible Party (BRP) 

According to Swedish law, there must exists one BRP for each exit point so that SvK can conduct 
balance settlements between the BRP entities, there must also exist one balance responsible for each 
entry point [33]. The responsibility can either be taken by the suppliers or be outsourced but the actor 
must have a balance responsibility contract with SvK [33]. 

The balance responsible balances the imbalances and conducts trading on the market and SvK 
arranges any settlements caused by the imbalances with the balance responsible [33]. Foreign trading 
is only conducted with firm power deals and demands balance responsibilities for this type of 
business both foreign and domestically, which should be dealt between the TSOs considering firm 
power and actual consumption contracts [33]. 

8.6 Regulatory Agencies 

These particular agencies have the responsibility to oversee the electricity market actors to identify any 
violations of the Swedish electricity law. These agencies are SvK, Elsäkerhetverket, the governmental 
inspection agency and Ei [33]. In figure 14, the Swedish TSO, SvK, will have a balance agreement 
with the BRPs and an overall system responsibility. 
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8.7 Transmission System Operator (TSO) 

SvK is the Swedish TSO and it’s a public agency that manages the transmission grid and connects 
large production power plants, the sub-transmission grid and foreign connections [33]. Their 
responsibility does also encapsulate the short-term balance of maintaining the power frequency of 50 
Hz and having reserve power on stand-by in case of emergencies [33]. 

SvK plans, leads and co-ordinates the power system’s resources to supply the public during crisis and 
war-time and have a central part in collaboration regarding Swedish dam security to increase its 
reliability [33]. They issue balance responsibility licenses and certifies them for their banking account 
transfers that will be used to compensate financially any imbalances [33]. 

The balance service is comprised of the balance settlement and control [33]. In the balance 
settlements, the costs for the balance responsible imbalances are calculated and distributed. Its 
purpose is therefore to calculate the BRP’s consumption and production, compare it and bill the right 
party in case of any imbalances which is stated in the balance agreement [33]. In order to properly 
issue these calculations in Sweden, the exit and entry points need to be associated to the right party 
and tagging the metering equipment to the right owner to have a reliable structure layout of the areas 
[33]. 

8.8 Energy Market Inspection Agency (Ei) 

Ei is the Swedish energy market agency that analyzes the power development according to Swedish 
law and regulations. Ei is also actively supervising the DSOs and involved as a stakeholder in the 
SCM project and will most certainly have the final touches in the framework [4], [33]. 

8.9 Governmental Authority Energy Agency 

This agency is a public authority that has the objective to create terms for a sustainable effective 
power usage and a cost-efficient Swedish power supply system and are involved creating the network- 
and electricity price contractual frameworks [33]. Ever since 2003, this agency has emphasized the 
importance of using renewable energy sources by issuing power certificates to any actor that fulfills 
the requirements [24]. 

8.10 Nord Pool Power Exchange 

The electricity market prices on the electricity retail market are set at Nord Pool, the electricity power 
exchange in Oslo that is also the Nordic electricity market’s hub for free trading. It is owned by the 
Nordic TSOs, Statnett SF, SvK, Fingrid Oy and Energinet.dk and the Baltic TSOs, Elering, Litgrid 
and Augustsprieguma Tikls [33]. The physical market includes goods with spot- and base-prices which 
are offered in the power exchange. 

9 Business Processes in the current Electricity Market 

The targeted business processes in the current electricity market model were modeled in this chapter 
using simplified BPM [25], to have an overview over the process-flow and better understanding of the 
business processes. The following models were also not modeled according to the developed meta-
model since the meta-model was designed for smart grid architectures or the SCM. The aim of this 
chapter was to explain the models in order to complete the targeted business processes in the SCM 
due to missing information from the guidelines and recommendations. Chapters 9.1 – 9.3 will identify 
the business process vulnerabilities by developing the AS in the current market model which will be 
used to have a basis for developing the final AS on the business processes in the SCM. 
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The current market model supports both the supplier's and DSO's involvement regarding the 
electricity connection and quality. End-user usually contacts the DSOs directly since it is widely 
known that the suppliers have little or no influence regarding the electricity's up-time [44]. Electrical 
suppliers and DSOs are however very much involved in the current business processes for billing, 
supplier switching and moving. Studying the current business process vulnerabilities and past cyber-
attacks and -intrusions will aid to develop the AS in the SCM since no historical data is available. 

In chapter 8, the current market model was explained with portraying the intermediate roles and 
responsibilities while this chapter is intended to explain the targeted business processes within. The 
contracts between the end-user, suppliers and DSOs are prepared by Svensk Energi following the 
agreements from Konsumentverket [33]; NÄT 2012 K (rev) for end-users in low-voltage areas, NÄT 
2012 N (rev) for industries and business and NÄT 2012 H (rev) in high-voltage areas [33]. The 
contractual arrangements between end-users and DSOs don’t need to be in writing but notification 
letters are sent from the DSOs in case of an oral contract [44]. The time-frame for notice of 
cancellation is two weeks for a customer and three months for a DSO [44], [45]. 

Figure 14 and 15 displays the relevant contractual information needed in order start the business 
processes. The boxes at the end of the process charts signify the start of another business process. 
The network contract corresponds to the DSO’s network fees and the electrical price contract 
corresponds to the electrical supplier’s claims. 

 

 

Figure 14 – The current network contractual procedure [33], see appendix A 

 

The following information must be in stated in the grid or network contract [33]: 

 DSO’s name, address, telephone number and website 

 DSO’s commitments towards the customer 

 Starting date 

 Whereabouts of DSO’s prices and terms 

 Billing and payment terms 

 Cancellation terms 

 Compensation terms if the DSO fails it commitments 

 Contractual terms with the metering point-ID 
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Figure 15 – The current electrical price contractual procedure [33], see appendix B 

 

The following information must be in stated in the electric price contract [33]: 

 Supplier’s name, address, telephone number and website 

 Supplier’s commitments towards the customer 

 Starting date and when a supplier switch can be done 

 Whereabouts of supplier’s prices and terms 

 Billing and payment terms 

 Contractual terms and the metering point-ID  

 Conditions for contract extension of the agreement period 

 Cancellation terms 

 How compensation will be calculated in case of early cancellations 

 Compensation terms if the supplier fails its commitments 

 Energy tax category 

 Price inclusive certification fees 

 Value-added taxes 

 Agreement-ID 

 Supplier-ID towards DSOs 

 Area-ID 

 Cooling-off period of 14 days 

 

The communication is transmitted through Ediel messages in the UTILTS, PRODAT and APREAK 
formats between the organizations and via the Internet with the customers. Almost everything today, 
can be accessed via the Internet and mobile device applications which facilitates the electrical 
supplier’s work. 
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9.1 Moving Business Process (MBP) 

The first step after for an end-user moving-in to a new residential area is to contact the local DSO 
before contacting the electrical supplier and terminate the current contract established with the old 
DSO from the moving-out area, see figure 16. A supplier switch in combination with a moving-in 
action can be done any day of the month which means that technically the end-user could be in debt 
for two residential areas having the same or two different suppliers [17]. It is therefore important that 
the PRODAT messages include a transaction ID that separates these two cases. It is also important if 
an end-user is moving-out, to notify their local DSO in order for them to issue the proper 
transactions with the new supplier. 

 

 

Figure 16 – The current moving procedure, see appendix C [33] 

 

The customer gets either directed to the affiliated supplier of the DSO or chooses one that is 
operating in the area and the notification from the DSO to supplier should be issued within three 
working-days and have an affiliated supplier ready to be used according to Swedish law [33], [44]. If 
the end-user is moves-in without notifying any party and starts consuming electricity, the DSO will 
automatically pick the affiliated supplier and charge the end-user according to its default contract 
prices and inform the resident connected to the metering point as soon as possible [33]. 

This means that there is no formal regulation procedure today for the scenario when the customer 
moves-in and doesn’t sign an electrical supply contract. The customer will only get informed about 
the prices that have been set, since the DSOs will have knowledge of who moved-out from that 
facility. 

 

The information that needs to be stated in the MBP is [17]: 

 Facility/plant address 

 End-user name and address 

 Metering point-ID and settings 

 Number and types of registers 

 Measurement value time-frames 

 Reporting-frequency 

 Estimated annual consumption 

 BRP-ID 
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9.2 Supplier Switching Business Process (SSBP) 

According to Swedish law, a supplier switch should be carried out for free for the customers [33]. 
There is no centralized data hub for metering point-IDs and the switching procedure is only possible 
on the first working-day of the month [19]. The customer starts with verifying that the new supplier 
has jurisdiction in the area. The new contract can either be oral or written depending on the 
preferences and a written confirmation is later sent to the customer. The customer then provides the 
new supplier with information including the metering point-ID and area-ID. The new supplier will 
start its procedure with informing the DSO and to check the customer’s contract status with the DSO 
[19]. 

The DSO then informs both the current and new supplier about the switching which starts on the 
first working-day of a month. PRODAT messages are used within the Ediel system for 
communication and an Ediel contract are then made between the TSO and the respective DSO [19].  

Since the DSOs are responsible for the metering equipment, they are obligated to obtain actual meter 
readings within five days they receive the notification or the latest five working-days after the 
switching has been performed. Roll-backs or cancellations can be used during the switch but needs be 
done within the 5th working day after receiving the notification [19].  

The notifications from the DSO should be sent within three working-days to the new supplier and 
within three working-days before the switch to the old supplier [19]. 

 

 

Figure 17 – The current supplier switching procedure, see appendix D [19], [33] 

 

Two sub-processes were identified, where one is between the customer and the new supplier and the 
other between both the suppliers and DSO, see figure 17 [19]. The first process is mainly the 
contract-making process which will be applied after the old supplier terminates its contract with the 
customer and the second procedure involves both the suppliers and DSO that is about the actual 
switching process [19]. 

It is also important to point out that only the individual entity that has signed the network contract 
with the DSO is able to create a new supply contract [33]. 

The information that needs to be stated in the supplier switching process is [33]: 

 Supplier notification (Ediel-ID) 

 DSO confirmation (Ediel-ID) 

 Notification to the customer 

 Facility/plant/metering point-ID 

 Area-ID 

 Customer identity information and address 

 Switching cause 

 Supply start date 

 BRP- ID (Ediel-ID) 

 Measurement method 
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9.3 Billing Business Process (BBP) 

If the end-user fails to contact a supplier, the DSO assigned to the area will produce one combined 
bill that includes the electricity supply costs from the affiliated supplier [33], [44]. The end-user has 
however the choice to choose an optional supplier operating in the area and receive separate invoices. 
Combined billing with a non-affiliated supplier does usually require a lot of side-work which is usually 
expensive and manually performed due to the different network fees [44]. Separate bills have however 
become an obstacle for supplier switching since the end-users considers this scenario as confusing 
and rather use the local DSO’s affiliated supplier to receive one combined bill which benefits the 
DSOs, see figures 18 and 19 [44]. 

 

 Current network BBP 

 

 

Figure 18 – The current network billing procedure, see appendix E [33] 

 

The DSOs are obligated to follow specific regulations set forth by the Swedish government that 
specifies the fees and what the end-users can be charged because of the natural monopoly they are 
operating in. The largest earnings come from variable fess for network transmissions and the exit-
points power access is determined by the main fuse size [33]. The network fee or tariff are consisted 
of transmission and power fees, subscription and authority fees that are set according to the signed 
grid contract terms.  

The following information needs to be stated in the grid bill [33], [45]: 

 Meter readings by the end of each month 

 Energy consumption during the measurement period 

 Estimated yearly consumption 

 Consumption per month in kWh for the last thirteen months in shown the bill or website 

 

The subscription fee is a firm fee, which depends on the main fuse’s size, subscripted power or if the 
plant belongs to the low- or high-voltage connection. The authority fee is determined by the Swedish 
government to be used during natural disasters, accidents or black-outs and is usually encapsulated 
with the subscription fee [33].  

The invoice should be compiled from actual measured consumption rather than the estimated 
consumption. The estimation can maximum be carried out in eight months and is performed using 
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historical consumption data and if the data is unavailable, then an average measurement value is 
calculated based on the previous bills. After eight months, the customer has the right to demand 15 % 
reduction on the next invoice-amount if the organization fails to issue any financial settlements [33]. 
Unpaid bills are paid during the next opportunity with interest [17]. There is no limited time-frame for 
this procedure since the DSO has claims on the receivables for more than twelve months but not 
higher than 36 months if the DSO’s invoice system was the underlying reason [33]. Bills using faulty 
measurement values should be regulated by the DSO without delay during the agreement period and 
if the amount is small, the compensation can be drawn from the next bill [33].  

Plants or facilities connected to the high voltage grid needs to pay an additional power fee for the 
reactive- and active power consumption. Electrical energy is transmitted as active and reactive power 
where reactive power is created in the facilities that use electrical magnets inside their motors and 
fluorescent lamps. Active power is used accomplish usable work while the reactive power contributes 
to unnecessary currents transmitted in the power lines that increases the network losses. Facilities 
using a main fuse bigger than 63A are considered to be part of the high voltage grid thus making it 
eligible to get billed for reactive power [33]. 

 

 Current electricity price BBP 

 

 

Figure 19 – The current electrical price billing procedure, see appendix F [33] 

 

The electricity price invoice is consisted of the electricity price, energy taxes, and electricity certificate 
fees. When the customer signs the contract with a supplier, the electricity price can be chosen along 
with type of energy sources, firm prices and environment “green” certification additions. The prices 
will most likely be determined on the habitant area status. Areas with lack of power production will 
have an increase in electricity prices due to power deficit which means that the northern parts of 
Sweden, where large parts of water generation is situate, will experience lower prices than the 
southern parts of Sweden [33]. 



 

 

Dept. of Industrial Information and Control Systems 

KTH, Royal Institute of Technology, Stockholm, Sweden 

-34- 

 

In May 2003, an electricity certificate for every produced MW was introduced in Sweden to stimulate 
production from renewable energy sources. The certificate has since January 2007 been embedded in 
the final settlement for the electricity price [33]. 

PRODAT messages are used to manage customer information where the responsibility lies at the 
sender [46]. It uses ZIP codes to determine the end-users tax rate which also determines the final 
electricity invoice [33]. Since Ediel messages uses usernames and passwords for authentication, the 
passwords needs be changed on a regular basis. There is no formal requirement for how often these 
needs to be changed which has caused problems in the past since the usernames and passwords are 
stored together [46]. The electrical price billing procedure uses the same time-frame as the network 
billing procedure from the DSOs but does have an additional process which is between the supplier 
and DSOs to determine the debit ring of profile settled network losses [33]. 

During the compilation of the calculation basis, hourly measurement or monthly based measurements 
are used depending on the signed contract. The transition period from monthly to hourly based 
measurement values is three months which is the same time-frame for the invoice procedure [33]. 
This means that a faulty change of measurement method can result in the customer receiving an 
invoice that isn’t using the signed contract terms and portraying the wrong amount. The roll-back will 
take an additional three months and activate the compensation agreements where final settlements 
has to take into account the wrong invoice amount, network fees, energy taxes and certificates which 
will harm the supplier’s general reputation [33]. 

10 Attack Scenarios (AS) in the Current Electricity Market Model 

Different AS were developed based on the descriptions and explanations given in chapter 9. It is 
believed that the attackers’ gains access through remote connection establishments using different 
search engines for control systems connected to the Internet such as Shodan.io. This connection 
could also be established after an employee either knowingly or not uploads malicious malware into 

the HMIs. 

Three types of cyber-attacks were used in this chapter that can affect the business processes in 
different ways; Disclosure attacks that is used to observe the data, False-data injection attacks that are 
used to alter or change the data and Denial-of-Service (DoS) attacks that are used to disable the 
connection to prevent the data from arriving [8], [47]. 

It is therefore assumes that the attacker has gained knowledge of the following areas during the 
Discover phase in the attack model without getting caught; 

 AMI infrastructure and topology 

 Safety and security tolerances and requirements 

 Conducts attacks that doesn’t violate the N-1 criterion 

 Crucial business process steps 

 

The current business process procedures were explained together with the contract procedure 
requirements and regulations existing today in the Swedish electricity retail market. The different AS 
were developed using historical incidents and comments from Ei and other stakeholders. The 
business process vulnerabilities and whereabouts are highlighted with a distinctive yellow circle 
around the affected process. This evaluation is needed in order to accurately identify business process 
vulnerabilities in the SCM. See appendices A-F for detailed portrayal of the current business 
processes. 
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10.1 Current MBP Vulnerabilities and AS 

 

Figure 20 – Faulty move-in notification sent 

 

Figure 20 shows the attack scenario affecting the moving-in process which is caused by data integrity 
attacks. This attack scenario can most likely get performed unnoticed if the suppliers does not get 
alerted which will cause substantial numerous roll-backs since a moving-in function is usually carried 
out at the same time as a moving-out action. The vulnerability is within the information stream with 
the end-users. The end-user does not receive any notification if the move has been successful until all 
the verifications have been cleared. 

In April of 2014, Sjöbo Elnät AB [48] incorrectly sent out PRODAT messages after their previous 
IT-supplier mistakenly activated move-in/out functions due to an update. The functions used one-
year old data that still used valid usernames and passwords to specific DSOs and supplier that the 
customer has moved to another location. This resulted in a lot of confusion since the end-users 
received final invoices from their current supplier and DSO and welcome notifications from the 
operating DSO in the moved-in area. 

 

 

Figure 21 – Wrong measurement used by the new supplier during a moving-in procedure 

 

This attack scenario shown in figure 21 will have a direct impact on the contractual terms since this 
attack is violating the measurement method during the MBP. The business process vulnerability lies 
with the supplier’s business process that does not check the validated measurements which are 
collected from the SMDC in the AMI network. This attack scenario could potentially affect the entire 
SMDC database if there were no preventive measures. The vulnerabilities does however also lies with 
DSO as well since they are responsible for the metering equipment but could however be corrected 
by the supplier by checking with the DSO before finalizing the process. 
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Figure 22 – Wrong measurements used by the old supplier during a moving-out procedure 

 

Figure 22 shows the attack scenario affecting the moving-out procedure where the wrong 
measurements have been used. This attack scenario will also affect the old supplier’s calculation of the 
final invoice that could very easily get corrected due to the contractual terms which ends with correct 
financial settlement for the supplier and customer. The vulnerabilities of the old supplier lie within the 
lack of checks with the DSO regarding the metering data validation and with the end-user. 

10.2 Current SSBP Vulnerabilities and AS 

 

Figure 23 – Faulty switch committed without customer consent 

 

Figure 23 shows the attack scenario that causes faulty supplier switches and could eventually lead to a 
faulty cancellation of the electrical price invoice which has occurred before in Sweden [48]. This 
attack scenario will thus be the initial step in a chain of vulnerabilities that starts with by-passing the 
consent from the customer by performing data integrity attacks on the SMDC. The vulnerability lies 
with the new supplier’s lack of communication between the old supplier and DSOs. 

A noticeable vulnerability can be linked with the incident that happened to Sjöbo Elnät AB where 
unauthorized supplier switches occurred [48]. If the process starts the function, at the old supplier, 
which has all relevant customer data that a switch has taken place, the customer will only receive the 
notification where the new supplier either accepts or rejects the application from the customer. This 
error can be manageable but requires several manual actions taken by both the suppliers [19], [33], 
[44]. The biggest reason is due to the manual verification of power-of-attorney that should have been 
issued in the beginning in order for the new supplier to start the switching process. 

If an attack would successfully change different values by constantly manipulating two metering point 
IDs and two facility/end-user IDs, the organization would have difficulty knowing if that switch was 
authorized or not since it assumed that the power-of-attorney check in the beginning of the moving 
or supplier switching process was approved. 
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Figure 24 – Wrong profile used that finalized the switch 

 

This attack scenario is linked with the attack scenario in the DSO’s network invoice which will in turn 
affect the new and old supplier’s calculations to determine the final invoice. Figure 24 shows this type 
of attack scenario which could eventually lead to financial impacts felt by the suppliers even though 
they were caused by data integrity attacks on the DSOs. This attack scenario does exploit the DSO’s 
vulnerability of not checking the contractual terms accurately before carrying out the finalization of 
the switching business process. 

10.3 Current BBP Vulnerabilities and AS 

 Current network BBP vulnerabilities and AS 

 

Figure 25 – Wrong consumption profile is used to determine the network bill 

 

Figure 25 shows the attack scenario on the network bill when the wrong agreed contract term is used 
to determine the final invoice. As explained in chapter 9 where the contract’s developments are 
presented, violating these terms can result in financial losses for the DSOs. The SMDC of the AMI 
network gathers the data before it is sent to the billing administration. If the data would gone missing, 
profile estimation would start in order to start the calculation process which means that if an attack 
would corrupt the data using data integrity attacks, an entire area could get affected e.g. ZIP code 
address or an entire town that uses the same SMDC. The vulnerability lies therefore within 
organization itself which affects the entire final invoice if the wrong consumption profile is used. If 
certain decision data regarding the final invoice goes missing, the organization would simply copy the 
values from the previous invoice. 
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Figure 26 – Wrong or faulty measurement is used to determine the network bill 

 

Figure 26 shows the attack scenario on the network bill that will mostly affect facilities and plants that 
are directed connected to the HV grid and using the contract that includes active and reactive power 
fees. Data integrity attacks could trigger this scenario but will most likely hit one facility rather than 
entire areas since these measurements are only used on one specific contract. The contractual status is 
determined before taking in these measurements and if they are missing, estimation are used based on 
previous data. This attack scenario was however not further analyzed due to the limited impact it had. 
The vulnerability lies within the organization’s common praxis today of using the estimated values if 
some are missing and issue a final settlement instead of using real-time data as much as possible. 

 

 

Figure 27 – Corrupted firm fees affecting the final network bill 

 

If the firm fees would get corrupted, then they would affect the resulting final invoice regardless 
which contract is used and which measurement method is used. Thus this attack will affect any 
process chain but will have a small financial impact on the DSOs. This attack could however be used 
as a combination with the attack scenario affecting the metering measurements that could affect vast 
areas of customers. This attack scenario is there considered as a complement to the attack scenario 
shown in figures 25 and/or 26. The vulnerabilities lie therefore within its capability of checking the 
contractual agreements before finalizing the invoice. 
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 Current electricity price billing process vulnerabilities and AS 

 

Figure 28 – Corrupted customer data during the invoicing procedure 

 

Figure 28 shows the attack scenario affecting the supplier’s billing process that corrupts the data to 
determine the contract which in turn will results in using estimated values and will turn affect the 
electrical price, energy taxes and certification fees. This attack could target the SMDC and equipment 
which could in turn hit an entire ZIP code area or town that uses the equipment. The consequences 
will thus be contract violation with a financial impact felt by the suppliers. The business process 
vulnerabilities lie therefore within its capability of verifying the contractual agreements before 
finalizing the invoice. 

 

 

Figure 29 – Faulty or wrong cancellation message that terminated the price contract and sends a final 
invoice 

 

This attack scenario can be the result from a scenario affecting the supplier switching and moving-out 
business process which ends with a faulty contract cancellation. This attack scenario could start with 
the implication that the power-of-attorney properly signed but has however happened without 
customer consent in Sweden that resulted in a number of roll-backs which were issued manually by 
the affected supplier. As explained in the Sjöbo case [48], this attack scenario can hit an entire client 
database with severe consequences on the supplier and can be carried out due to the business process 



 

 

Dept. of Industrial Information and Control Systems 

KTH, Royal Institute of Technology, Stockholm, Sweden 

-40- 

 

vulnerabilities within its capability of checking the contractual agreements before finalizing the 
invoice. 

 

 

Figure 30 – Wrong profile used to determine the final price bill 

 

This attack scenario shown in figure 30 is similar to the attack affecting the network bill from the 
DSO’s side. This attack scenario does however affect the electrical price invoice where the wrong 
measurement method is used and will in turn affect the certification fee, energy taxes and prices since 
they are mainly determined on the contractual terms which in this case are wrongly calculated. This 
attack scenario follows most likely though the same methodology that targets the network bill and 
could hypothetically affect a large client database. 

11 Discussion and Conclusions regarding the AS and Business 
Process Vulnerabilities in the Current Electricity Market Model 

Risks associated with the moving process that were identified due to business process vulnerabilities 
on the process chain were related with the lack of regulation regarding the connection between the 
supplier switching and MBP. The checks between the organization and end-user are very limited and 
even non-existent except for at the process-end. This means that a potential cyber-attack affecting 
metering point ID’s affiliation with the end-user ID could get mixed resulting in a MBP starting 
without consent which is a violation against the contractual terms. 

Faulty supplier switches are common problems according to the contact from Ei and emphasized that 
the much of the existing business process vulnerabilities will get targeted during the development of 
the SCM. The vulnerabilities that were however found involved the lack of communication between 
the suppliers and the lack of checks with the end-users in the case of a switch. A successful cyber-
attack could thus hypothetically lead to faulty switches carried out during a long time if the numbers 
of switches are kept at a reasonable level that doesn’t raise concerns. 
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After that the author spoke with Ei, it became clear that it wasn’t the number of customer failing to 
pay their electrical bill that was the problem but rather the number of times a faulty supplier switch 
and moving-in arrangement that were issued by the new supplier using either a “claimed” switch 
through the telephone or low-quality power-of-attorneys. Faulty switches and moving procedures 
have happen before in Sweden where the power-of-attorney obligations got by-passed [33], [44], [48]. 

Other business process vulnerability associated with the MBP and SSBP were caused when an end-
user starts consuming electricity without signing a network contract. The author did get in contact 
with both Vattenfall and Fortum that had two different procedures. The contact person from 
Vattenfall told the author that after the customer receives the notification, the power would get cut 
off after five working days which Ei discussed being not desirable and one of the reasons behind the 
SCM initiative [33]. According to Vattenfall, in order for the customer to get re-connected to the grid 
again, they would have to pay a fix sum of 1600 SEK [49]. Fortum does however, follows a praxis 
that involves continuing sending notifications to the address and in the end bill the landlord which in 
turn will know that its customer has failed to sign an electrical agreement. If cutting the power was 
not possible and no landlord available, both Vattenfall and Fortum will send out a representative to 
the address. 

Due to fact that the number of different factors that affects the final invoice is included in the BBP, 
this process found to be containing vulnerabilities affecting the gateway that decides a certain process 
path based on the available information. An active end-user has the right to get financial settled in the 
case of an error since it’s a violation against the contractual terms. A cyber-attack could successfully 
alter the process path leading faulty invoices that in the end will damage the organization’s reputation 
and financially. 

In conclusion, the biggest possible vulnerabilities identified in these processes that can affect an entire 
area or client database is the lack of communication between the DSOs, suppliers and end-users along 
the process and the data needed to form the final invoice to the end-user. The fact that there are so 
many parameters affecting the bill, leaves the author questioning whether or not it has already 
happened towards oneself but haven’t realized it. The electricity market study showed that it is the 
organization’s responsibility to create accurate invoices and to inform the end-user if something went 
wrong. 

 

In the modeling section, which is after this chapter, the business processes in the SCM are defined. 
They are defined by using the available recommendation and the business processes in the current 
electricity market model. The attack model is further applied on these processes along with using the 
explained business process vulnerabilities defined in this chapter, see figures 20 – 30. This will not 
only indentify the business process vulnerabilities in the SCM but also provide the information 
whether or not the vulnerabilities still exist which will tell if the SCM is making the business processes 
more resilient than before. 
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D - MODELING 

12 The Supplier Centric Model 

The goal with the SCM was to facilitate national arrangements concerning the financial and risk 
management in the Nordic countries, improve technical and process functionality and become more 
customer friendly in regards of billing, debt and tax collection [13], [14]. A recommendation of having 
combined billing for the end-customer was laid out that encompassed electricity supply and grid 
service costs [14]. This recommendation affects the distribution of costs and risks between the 
suppliers and DSOs. The supplier would invoice the total claim including network charges to the end-
users or customers which in turn will only be in debt to the supplier [14]. The DSO will then have a 

claim against the supplier which in turns forwards payment to the DSO on a monthly basis. 

A sub-contractor model was thus formed in which the end-user enters into an agreement with the 
supplier administrating both electricity supply and power grid usage [10]. The supplier will thus in 
turn enter into a separate contract with the DSO for grid use [19]. A national centralized data hub will 
be implemented in which SvK will be responsible for developing and operating. The DSOs are in 
charge of smart metering collection which is inserted into the hub from which the supplier can fetch 
the data. 

Third party players such as Energy Savings Companies (ESCO) can access customer data through a 
power-of-attorney issued by the customer. Datainspektionen will supervise the data gathered in the 
data hub to prevent customer integrity violation [11], [14]. 

Figure 31 displays an overview over the SCM. The issue is however that this model is still being under 
development and that the responsibilities have not yet been fully decided [32] but this thesis will 
follow the recommendations and the responsibilities in the current electricity market model shown in 
figure 13. 

 

 

Figure 31 – Simplified overview over the supplier centric model [14] 
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12.1 Information Exchange 

By mapping the responsibilities of the DSOs and suppliers in the SCM following the 
recommendations, one was able to map the business process flows operating through the data hub in 
the Swedish SCM. The data hub is the main source of information for the suppliers and is therefore 
vital that the data can be used safely. Chapter 6.1 explained that the Swedish SCM will have one 
service data hub which SvK will own and operate. Chapter 6.6 explained that the AMI system will be 
used in the Swedish SCM where the SMDC are used for data acquisition. Chapter 6.12 explained that 
the Swedish SCM will use the data metering management from the DSOs which are feeding the data 
into the hub. The suppliers will be able to gather the data and use it in order to perform their needed 
business services. 

12.2 Business Processes within the SCM 

Looking into figure 32, the business processes that are immediately affected by the metering 
equipment are New Metering Points, Update Basic Data and Hourly Settled Values that affects the 
Customer Data, Moving notifications, Invoice amount and Supplier Switching notifications. This will 
in turn influence the contractual agreement between the customers and suppliers such as billing, 
switching and moving or re-allocation. Green boxes are considered being data artifacts with the 
responsible market actor and data hub encapsulating the artifact. The arrow’s direction shows the 
information flow. 

It is not the intended purpose in this thesis to investigate deeper a DSO's and supplier’s role in the 
SCM. Previous work has already been executed from a consultancy [13], [14] and Master thesis level 
[32] thus the focus will lie on the business process vulnerabilities concerning these three business 
processes. The AS will be targeting the billing, electricity price, network charges, supplier switching 
and moving process. 

 

 

Figure 32 – Information exchange and business processes in the SCM, see appendix G [13], [14] 

 

The author was notified from SvK and Ei that nothing will be released before the summer of 2016 
thus it was decided that no information after February 2016 was going to be considered regarding 
these processes. 



 

 

Dept. of Industrial Information and Control Systems 

KTH, Royal Institute of Technology, Stockholm, Sweden 

-44- 

 

Business process information and data were directly gathered from SvK, Gaia, VasaaETT, Tieto, Ei 
and other relevant stakeholders regarding the SCM with a centralized service hub in Sweden [13], [14], 
[15], [16], [17], [18], [19], [20], [21], [22]. The modeling will follow the meta-model developed for this 
thesis which was explained the background study. Most parts of these processes are still not yet been 
fully decided thus these processes can eventually deviate from the end results but the general concept 
has been captured by these mappings. 

 

The objectives with these concepts or recommendations are to enable [14]: 

 Customer friendliness 

 Well-functioning markets 

 Competition 

 Efficiency 

 Alignments with EU regulations and development  

 DSO and supplier neutrality 

 

Since the entire modeling was created based on recommendations that lacked certain vital business 
process steps that existed in the current market model, the author added additional business process 
steps which are listed below; 

 

 MBP 

Additional notifying messages from the supplier to the DSO were established in order to trigger the 
DSOs next action step. These steps are needed in order to proceed in the process chain. These steps 
were therefore not added to increase the process resilience but rather as completing the obtained 

information and these steps were after the DSO; 

 Either rejects or confirms the supply starts or termination of supply and before the DSO 
informs the supplier in the old metering point about the customer’s moving-out. 

 Updates the master data so the DSOs in the two metering point locations are informed 
about the moving-in/out and before meter readings starts sending. 

 

 SSBP 

An additional process step was added which comes from the old supplier, notifying the DSO the 
termination of contract in order for the DSO to start sending meter readings. 

 

 BBP 

The notifications between the supplier and DSO have been added in order to create the process flow 
needed to end the billing process. The recommendations state that after the DSO sends the metering 
data, the invoice towards the supplier is sent automatically within 24 - 29 days [20].  
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13 MBP within the SCM 

 

Figure 33 – The MBP in the SCM, see appendix H 

 

The moving process in this model could be considered as two separate processes, moving-in and 
moving-out [18], see figure 33. Let customer A reside within metering point 1 and customer B reside 
within another metering point 2. 

In one scenario, customer A is moving-out from an old metering point (MP1) and moving-in to a 
new metering point (MP2) [18]. In another scenario, customer B is completely moving-out from MP2. 
In both cases, the customer can either use the old or a new electrical supplier and also continue or 
sign a new contractual agreement if the customer chooses the old supplier. The agreement is 
completely terminated if the customer is not moving-in to a new metering point. The DSO can either 
be the old one from MP1 or a new one determined in MP2 [18]. 

13.1 Moving-Out and Moving-In 

The moving process starts with customer A contacting the chosen supplier to report the move-in to 
MP2 and the supplier starting to gather information. The supplier can either be a new one for MP2 or 
the old one from MP1. Either way, the suppliers in the market are connected to the centralized data 
service hub [18]. A new supply contract is established in the first and second case with the alternative 
to continuing the old contract terms from MP1 in the second case. After that the chosen supplier 
finish gathering relevant information about customer A and MP2, the supplier informs the DSO in 
MP2 via the centralized national service hub about customer A's moving-in along with the supply 
starting date in MP2. The DSO in MP1 is also informed regarding customer A's moving-out. The 
time-frame should be at the latest 3 days before the move-in/out [18]. 

The DSOs in MP1 and MP2 must in turn send a response to the notification of customer A’s moving 
procedure regarding conformation/rejection start of supply in MP2 and confirmation/rejection 
termination of supply in MP1 of customer A in MP2. The time-frame should be at the latest one day 
after the notification from the supplier [18]. 

If the responses are successful, the DSO in MP1 informs the supplier in MP1 about the moving and 
starts terminating the contract. A supply termination is sent to the supplier in MP2 and scheduled 
supplier switches of customer B are canceled. The time-frame should be at the latest one day after the 
response notification from the supplier [18]. 
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After the response from the supplier regarding the contracts is sent, the DSO in MP2 updates 
customer A's master data to its supplier in MP2 via the hub [18]. The time-frame should be no later 
than one hour. The DSO in MP1/2 gets informed about the moving-in/out dates from the hub and 
starts sending metering data about the move-in/out date into the hub [18]. 

Once receiving meter reading notifications from the supplier in MP2, the DSO of MP2 sends 
information regarding the supply end date in MP2 to customer B's supplier and to customer A's 
supplier in MP1. This should be issued no later than 9 days after the move-in/out. This is considered 
as the end meter reading from the DSO to supplier [18]. 

The DSO will simultaneously send meter reading and information concerning the supply starting date 
in MP2 to customer A's supplier during the same time-frame [18]. 

13.2 Moving-out 

The difference between this process-flow compared to the previous one is that the customer is not 
intending to move-in to a new metering point. There is already an established contract fixed for the 
new metering point [18]. 

This process starts with customer B informing the supplier about the move-out and termination of 
supply. The supplier will notify the DSO in MP2 about the move-out via the hub at the latest three 
days before the move-out [18]. 

The DSO in MP2 will send a notification via the hub with a response confirming or rejecting the 
termination of supply at the latest one day after receiving the supplier's message. Any supplier 
switches issued by customer B in MP2 will be canceled at the latest one hour after the supplier 
receives a notification about supply termination [18]. 

The DSO will then receive the move-out notification and starts sending end meter readings no later 
than one day after receiving the notification. After receiving a notification from the supplier, the DSO 
sends information regarding the move-out date and supply termination date via the hub no later than 
9 days [18]. 

The supplier in MP2 will acquire these readings from the hub during the same time-frame and 
perform necessary supply termination actions to finish the process and notify the customer [18]. 
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14 SSBP within the SCM 

 

Figure 34 – The SSBP in the SCM, see appendix I 

 

The SCM was designed to facilitate the switching process for the customer by only being approached 
by the supplier and not the DSO at the same time, see figure 34. Four principles were taken into 
account for the development of supplier switching in the Nordic electricity market [20]: 

 Easy, quick, secure and smooth switching process as possible 

 Neutral DSO and centralized service hub towards all market participants involved 

 Accurate meter readings by enabling remote hourly readings of supply start 

 Protect customer's rights to increase the general trust and efficiency of the liberalized 
electricity market 

Three stages were identified in this process with their respective sub-processes to enable the 
recommended principles; Information gathering, switching and functions after switch [20]. Within the 
information gathering stage, the customer and supplier gathers information on a new and the existing 
contract terms. The supplier will then query metering point data to create a new supply notification 
[20]. 

During the switching stage, the new supply notification message is sent to the DSO after they either 
confirm or reject the supplier switch by notifying the supplier. The supplier will notify the customer 
where the customer can either proceed or cancel the switching process. If they choose to proceed, a 
notify message is sent to the old supplier and meter readings messages starts. The final stage of 
functions after the switch consists of cancellation during the cooling-off which in Sweden is 14 days, 
final settlement invoices and roll-back of unintentional switches [20]. 
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The information gathering stage starts with the customer agreeing to enter into an agreement with a 
new supplier after searching and verifying an offer via a neutral price comparison tool [20]. After 
given switching consent, the supplier starts acquiring data and verifying customer information. Since 
it's the customer's responsibility for knowing the current contract terms, relevant information 
regarding the switching process involving expiration date, notice period and fees needs to be easily 
accessible through the current supplier. This information needs to be given upon demand to ensure 
customer friendliness and efficiency within the retail market [20]. 

This information can either be given from the customer or assisted via the new supplier by gathering 
the information from the hub which is provided by the current supplier after receiving the consent 
from the customer. The new supplier is obliged to inform potential risk fees and establish an optimal 
switching date together with the customer [20]. The new supplier will then query metering point data 
given by the DSO via the hub to collect all necessary information after obtaining a power-of-attorney 
from the customer. This is for verification of the customer's metering point. The time-frame should 
be as soon as possible but at the latest 14 days before the switch [20]. 

The switch stage includes all messages exchanges between the participants after the DSO receives a 
new supply notification from the supplier. It starts with the DSO sending a response confirmation or 
rejection message to the new supplier regarding the supplier switch. This message should be sent at 
the latest three days after receiving the notification [20]. 

The new supplier will then have to send a contract confirmation to the customer in which the content 
besides the dates is decided nationally [20]. The customer could either proceed or cancel the switching 
process for any reason, which is initialized by the new supplier sending the notification no later than 4 
working days before the switch [20]. The new supplier has also the opportunity to cancel the switch in 
which a notification message to the customer is carried out [20]. 

If the DSO has received confirmation from the new supplier to proceed, the DSO will notify the old 
supplier at the latest three days before the switch to terminate the old contract. After receiving a 
confirmation of supply termination from the old supplier, the DSO will start sending hourly meter 
readings and relevant information to both the old and new supplier via the hub maximum 10 days 

after the switch [20]. 

The final stage takes place after the switch that includes both successful and unsuccessful switches. 
Cancellations during the cooling off period are included to increase efficiency and customer 
friendliness but no further recommendations have been given. Suppliers do have the possibility to 
carry out the switch during this period but will be taking on all the risks involving customer's costs 
[17]. Roll back an unintentional switch should be carried out and corrected by all involved parties 
manually in order to ensure that the customer will not take any financial harm. Final settlements 
process should be made between the old supplier and customer no later than 6 weeks after the last 
supply day. This process uses the DSO's meter readings regarding the electricity usage done prior to 
the switch [20]. 
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15 BBP within the SCM 

 

Figure 35 – The BBP in the SCM, see appendix J 

 

The billing process emphasizes on a combined bill received by the customer invoiced only by the 
supplier with the electricity usage and network charges from the DSO resulting in the end-user only 
being in debt to the supplier [17], [21], [32], see figure 35. The invoice can specify the separated costs 
derived from supply and grid respectively but no formal decision has taken place. The supplier must 
however forward the DSO's claims on an agreed or monthly basis with the possibility of the supplier 
being excluded from the market due to failed payments [21]. These procedures have not yet been 
determined but will have the end-user in mind in order to avoid confusion and loss of confidence. 
This enable the sub-contractor model to keep the number of participants in touch with the customer 
down to a minimum compared to the power of attorney model [10]. 

The sub-contractor model (Model 1) is more applicable in the SCM where the customer enters into 
an agreement with the supplier which in turn enters into a separate agreement with the DSO [10], [12] 
[21]. The power of attorney model (Model 2) gives the supplier right to act as the customer's 
representative to facilitate the combined billing but opens the possibility for the DSO and remain in 

contact with the customer [10], [12], [21]. 

Model 1 has clear division between the responsibilities and roles between the DSO and supplier that 
promotes market neutrality and reduces the number of IT systems in order to keep payment tracking, 
customer service and back office work [21]. Model 1 does therefore reduce the DSO's costs 
compared to model 2. The supplier buys the network services as a commodity from the DSO and 
takes all the risks involved with the billing and debt collection, something the DSO is not directly 
concerned about since a separate invoice is sent to the supplier. In order to protect the DSO and in 
some extend the supplier, the supplier is required to provide financial security for the DSO 
receivables that could be arranged by having supplier licenses in the market [21]. 

The contract between the DSO and supplier should be regulated in such a way that the supplier has 
sufficient time to receive the DSO's claim, clear service level requirements, data exchange rules, 
payment terms, tax collection rules, agreed quality level and sanctions in case of contract breach. Since 
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two invoice claims are created in model 1, two different billing streams needs to be considered, one 
between the DSO and supplier and between the supplier and customer [21]. 

The process starts with the DSO sending metering data for billing to the hub at the latest 6 - 9 days 
after end of the delivery month which is retrieved from the supplier to produce and send a combined 
invoice to the customer which takes 2 - 3 days to produce. The billing cycle should be decided by the 
supplier in order to have an efficient customer invoice [21]. The problems are that having a to 
frequent cycle has a higher cost in relation to the financial billing service value and a less frequent 
cycle having an increase risk for the supplier since the capital requirements for the license is increased. 
EU regulations dictate billing at least once year with the recommendation of billing the customer 
twice a year free of charge which only increases the supplier's risks [17], [21]. 

The customer will receive the invoice and have 14 days at the latest to pay. If the customer fails to 
hold the dead-line, a reminder is sent to the customer from the supplier with a penalty fee and a time-
frame of 2 - 3 days. After the supplier sends a combined bill to the customer a notification is sent via 
the hub and the DSO produces and sends invoices for their services and taxes via the hub within 24 - 
29 days but the DSO could technically send its invoice without any notification from the supplier. 
The supplier needs to however, regardless if the customers pays or not, pay the DSO which will end 
the billing process [17], [21], [32]. 

A monthly billing cycle is therefore almost inevitable with the dead-line from the DSO to the supplier 
starting after the notification/bill from the supplier has been received by the DSO/customer [21]. 
This cycle will also balance the risks between the suppliers and DSO and simplifying the processes 
between all participants. This could lead towards the suppliers not needing to add a risk fee in the 
invoice or feel an unfair retail market that almost only benefits the DSO [17]. Since no formal 
decision has been made regarding this question, the author has decided to establish a monthly cycle 
during the modeling of the billing process. This will technically lead to the customers paying the 
DSOs receivables, taxes and suppliers claim before the suppliers’ deadline towards the DSOs. 

16 Discussion and Conclusions 

It became obvious for the author during the business process vulnerability assessment that the 
procedure for finding these vulnerabilities in the SCM was very precise. The identified vulnerabilities 
in the MBP and SSBP were very much mitigated and reduced by introducing additional business steps 
either between the organizations or with the end-users [17], [18], [19], [20] [21], this lead to the thesis’ 
credibility and vulnerability identification procedure being very high and precise. 

Chapter 16.1 explains the business process vulnerabilities in the SCM linked with the vulnerabilities in 
the current electricity market in chapter 10. Business processes in the current electricity market model 
from chapter 9 were compared to the developed business processes in the SCM from chapters 13 – 
15 in order highlight the main differences. 

16.1 Business Process Vulnerabilities of the SCM 

After reviewing the available material, one could realize that there weren't the same stakeholders 
involved in establishing these recommendations since the available information about these three 
processes were not at the same level [14], [15], [16], [17], [18], [20], [21]. There was more information 
available regarding the processes involving moving and supplier switching compared to billing. The 
author assumes that this is because the DSOs have more responsibility at these two processes 
compared to the BBP. The suppliers are taking many of the risks in the billing processes with the 
DSO as a sub-contractor with the only interest of receiving payment from the supplier [10]. 

 

 MBP 

The business process vulnerabilities of the moving business within the current electricity market 
model do mainly lie with the lack of communication between the organization and end-users before 
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finalizing the process, see chapter 10.1 and figures 20 – 22. The MBP does ultimate also affect the 
BBP since a moving-out and –in procedure does involve activating the final invoice from the 
suppliers. 

The business process vulnerabilities existing in the MBP of the SCM are far less compared to in the 
existing current market model, see chapter 9.1 and figure 16. The more direct involvement of the 
suppliers and extensive collaboration between organizations are the reasons why the process flow is 
more resilient towards in potential cyber intrusion, see figure 36. 

 

 

Figure 36 – Differences in the MBP 

 

Despite the fact that the MBP being more resilient than before, potential vulnerabilities were still 
present which was caused by lack of information exchange between the organizations and with the 
end-user in the beginning of the process after the consent has been given, see 37. 

 

 

Figure 37 - Notification to DSO to initiate the moving process without proper customer’s consent, 
part of figure 33 in chapter 13 

 

This opens up possibility of potential cyber-attacks where the metering point IDs gets switched and 
that the supplier’s sending the information doesn’t start the process after checking again with the 
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customer’s metering point ID or directly with the customer. This vulnerability, affecting the 
organization’s resilient handling of the metering point IDs, could also hit the termination of supply 
sent by the DSOs causing the wrong customer receiving the supply termination, see figure 38. 

 

 

Figure 38 - Termination of supply sent from the DSO not being cross-referenced with the metering 
point ID, part of figure 33 in chapter 13. 

 

The author has therefore reached the conclusion that if a cyber-attack would occur, the information 
exchange between the suppliers and DSOs would be prioritized since the DSO will only know the 
metering point IDs and their associated network charges which in turn the suppliers use. The supplier 
will also only assume that the power-of-attorney associated with a metering point ID is valid without 
double-checking but the business process is overall more resilient than before against cyber-attack 
affecting a larger number of customers, see figure 36. 

 

 SSBP 

The switching business process does also affect the BBP in the end as the MBP, is mainly caused by 
the lack of checks between the market actors and end-users within the current electricity market 
model, see chapter 10.2 and figures 23 and 24. 

The business process vulnerabilities existing in the SSBP of the SCM are far less compared to in the 
existing current market model, see chapter 9.2 and figure 17. The more direct involvement of the 
suppliers and extensive collaboration between organizations and the end-users specifically are the 
reasons why the process flow is more resilient towards in potential cyber intrusion, see figure 39. 
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Figure 39 - Differences in the SSBP 

 

The consent given by the end-users after receiving further information from the new supplier after 
giving the power-of-attorney decreases substantially cyber-attack vulnerabilities affecting the metering 
point IDs. This can also be seen in the main differences in the MBP shown in figure 36 which means 
that the stakeholders that are involved developing these business processes were also aware of the 
business process vulnerabilities explained in chapter 10. 

Despite the fact that the SSBP being more resilient than before, potential business process 
vulnerabilities were still present which were caused by lack of metering point ID checks during the 
final stages of the switching procedure, see figure 40. These vulnerabilities included the Transaction 
ID issued to keep track of the switch itself and the Ediel contract with the TSO. As explained in 
chapter 9.2, these transaction-IDs are crucial in order to organize the supplier switches. 

The latter one does however only affect one contract with the TSO and will very likely get corrected 
once the TSO gets involved which means that a huge amount of faulty Ediel contracts will not get 
very far. Faulty transaction IDs will also get eventually traced by the organizations and corrected 
without involving the end-user which means that the motivation behind exploiting this vulnerability is 
very low. 

Another parameter is the end-user’s involvement which is non-existence if the transaction-IDs and 
Ediel contracts were corrupted. This means that the end-users will still receive their services and 
products while the organizations are correcting the contracts and IDs. 
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Figure 40 - Faulty transaction ID created and faulty EDIEL contract established, part of figure 34 in 
chapter 14. 

 

 BBP 

The BBP is in the SCM is not very resilient against cyber-attacks and its vulnerabilities consisted 
mainly in attacking the invoice creation procedure and ultimately delaying the process which will 
cause troubles for the supplier, see chapter 10.3 and figures 25 - 30. The differences are shown in 
figure 35, which shows the entire process due to the fact that this entire process will be different from 
the BBP in the current electricity model shown in chapter 9.3. 

The two main invoice-streams between the suppliers and DSOs and between the suppliers and end-
users starts independently, which means that it would be ideal if the suppliers have already received 
the payments from the end-users before being obligated to pay the DSO’s invoice. 

Delaying the BBP is a huge vulnerability for the suppliers since they are taking many of the risks by 
having to pay the DSOs regardless if the end-users pays the combined invoice or not. Not being able 
to invoice an end-user correctly can also lead to the payments being delayed. As explained in chapter 
9, failing to live up to the commitments according to the contractual terms could lead to the financial 
settlements taking multiple days, penalty fess and reduction on the invoices. 

This is the reason why the invoice creation processes needs to be correct and the overall BBP safe, 

efficient and fast. 
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Figure 41 - Mixing the contractual terms leading to the wrong billing information during calculations, 
part of figure 35 in chapter 15 

 

Figure 41 displays the vulnerability of not using the right terms in the contract to establish the final 
invoice. A successful cyber-attack could for instance mix the metering point IDS with their 
corresponding contracts resulting in delaying the payment procedure from the end-users since a new 
invoice would need to get created. The business process vulnerability includes inadequate verifications 
after the invoice gets created and after it’s sent to the end-users. The motivation for such an incentive 
is very high due to the amount of metering point IDs an attack can successfully mix, resulting in a 
huge amount of roll-backs and damaging to their reputation and financial losses. 

Figure 42 displays the vulnerability affecting the invoicing stream between the DSO and its 
corresponding supplier which can result in the wrong supplier receiving the wrong invoice leading to 
further delays for the DSO receiving payment for their services, roll-backs, financial losses and 
reputation damage. 

 

 

Figure 42 - Mixing the supplier IDs that leads to faulty invoice from the DSOs, part of figure 35 in 
chapter 15 

 

The final section, risks and consequences, will use these 6 identified business process vulnerabilities in 
order to develop the AS. The AS are created according to the example in chapter 7.5 in order to use 
the risk assessment table for RMP, table 1, and the risk classification matrix, table 2, from chapter 7.4 
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E – RISKS AND CONSEQUENCES 

17 AS in the SCM 

The way an attacker might target these processes is by manipulating the step that wasn't supposed to 
happen during normal circumstances. What is new in this chapter are the AS using the business 
process vulnerabilities in the SCM defined in chapter 16.1 that were developed by investigating the 
business process vulnerabilities in current electricity model together with the attack model defined in 
chapter 6.8. Looking into the business process models, one can discover which of these processes are 
mostly dependent on the accuracy from the service hub’s data and SMDC. By knowing vital internal 
processes and the business process vulnerabilities, the attacker might be able to conduct a successful 

attack. Affected data are typed in a red color. 

Developing different AS is vital for assessing the risks and consequences by determining the 
likelihoods and impacts if the threats are realized [9]. Finding the risks are in turn necessary to design 
protective and resilient counter-measures by understanding better the attack itself. By taking into 
account the attacker’s motivation and the impact, one could better understand the nature of the attack 
by analyzing the scenario and determine how plausible the attack is [50]. 

17.1 MBP AS 

The MBP has become more resilient than before but has however still some vulnerabilities that can 
easily be exploited through business process "hacking" where the adversary simply knows the 
triggering parameters along the process. The passive elements illustrates the most important types of 
data which in this case are the metering point IDs and customer IDs which ironically is historically 
the data that has been mixed up resulting in customers receiving moving notifications which were not 
intended for them [48]. Figure 43 shows the AS where the moving procedure starts with the moving-
notification from the supplier to the DSO by-passes the vital power-of-attorney step from the 
customer which was the vulnerability identified in figure 37. 

An example derived from MBP AS1 shown in figure 43 could be for instance by defining customer-
ID A being associated with metering point-ID A and customer-ID B be associated with metering 
point-ID B. A large-scale attack could for instance switch the associations so that customer-ID A gets 
associated with metering point-B and customer-ID B associated with metering-point A. The supplier 
will thus interpret this as a moving-in and moving-out process that doesn’t conflict with the metering 
points-ID and assume that the moving is desired and accurate. The DSOs in MP1 and MP2 will 
simply update the data and a switch has been created. 

By observing figure 36, that depicts the differences between the processes in the current electricity 
market and SCM, the end-user will receive a response message from the DSO in MP1 relatively early. 
This implementation will mitigate the risk since the chosen supplier will wait for the end-user’s 
response before carrying out the rest of the process. 
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Figure 43 – MBP AS1: Faulty MBP have been initiated without customer’s consent 

 

Figure 44 shows the second attack scenario for the MBP where a faulty termination of supply has 
been sent causing the wrong end-user receiving the supply termination which was the vulnerability 
identified in figure 38. MBP AS2 shows that the data that is affected after the verifications with the 
end-user has been approved. The process has been initiated correctly for the right end-user but where 
the supply termination has been issued to the wrong end-user. 

The DSO in MP1 will thus assume that the power-of-attorney is verified and start contacting the 
chosen supplier through the hub. This could lead to a number of end-users getting affected since one 
faulty termination of supply will hit two end-users simultaneously leading to two supply terminations 
or just one if the attack was concentrated on connecting one metering point-ID to one termination of 
supply. 

The DSOs in MP1 and MP2 will however compare the metering point-IDs, see figure 33 in chapter 
13, before finalizing the process. This verification will help to mitigate risk and correct the problem, 
leaving the end-user unaware of the mistake. 
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Figure 44 – MBP AS2: Faulty termination of supply have been initiated 

 

In conclusion, the attacker’s motivation to exploit the vulnerability concerning moving procedures 
being carried out without customer’s consent is considered low since it is both challenging and risky 
for the attacker to be successful but keeping in mind that that this attack scenario could be carried out 
for many cases over a period of time if it is successful once. The impact could potentially be mitigated 
if is caught but could also lead to severe impacts affecting the organization’s reputation and eventually 
financial losses which has a high impact. 

MBP AS2 concerning faulty supply terminations could affect large number of end-users leading to a 
direct activation of the final invoice procedure in the BBP. The attacker’s motivation is therefore 
considered higher compared to MBP AS1. The organizations will however not suffer severe 
consequences since the organizations are obligated to verify the metering point IDs before finalizing 
the process. The impact can therefore be considered as low since it also not affecting an additional 
market actor like in the MBP AS1 because one supply termination is associated to one moving 
procedure which can easily get roll-backed without involving the end-users if it is needed. 

17.2 SSBP AS 

Two possible AS manifested during the business process vulnerability assessment that included the 
transaction ID and Ediel contracts which were the vulnerabilities identified in figure 40. Figure 45 
displays the attack scenario when the transaction ID gets targeted, causing the wrong cancellation 
between the organizations since the metering point IDs are connected with the transaction ID during 
a supplier switch. For a customer that is not actively participating during the switch could lead to a 
switch being carried out. This AS is plausible since exploiting this vulnerability could lead to larger 
number of transaction IDs being mixed simultaneously or over a long period of time. However, the 
goals of the adversary’s motivation might not be successful due to the direct involvement of the end-
user during this stage which was the main differences between the current electricity market and SCM 
in this process, shown in figure 39. 
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Figure 45 – SSBP AS1: Faulty transaction ID have been created 

 

Figure 46 displays the AS concerning faulty Ediel contracts being established between the DSO and 
TSO which is carried out during the finalization of the process which was the vulnerability identified 
in figure 40. Since this attack scenario is most likely just going to the delay the process without 
causing much damage to the organization’s reputation or financial damage, the attacker’s motivation 
might be considered low and at the same time having a low impact which is not worth it in the long 
run for the attacker after successfully gaining unauthorized access. 

Let customer-ID A be associated with end-user A and transaction-ID A with transaction A. A 
successful attack would associated these IDs together thus leading to the wrong end-user experience a 
supplier switch without customer consent. Another attack could also affect the Ediel contracts 
associating the DSOs with the TSO by changing the DSO names and/or IDs in the contract. 

In conclusion, the AS affecting the transaction IDs might be considered as desirable for the attacker 
to cause eventual delays if that was the motivation behind the attack but will have limited impact on 
the organization and lead to a limited motivation from the attacker. 

The attack scenario affecting the faulty transaction IDs will however not have a high impact but 
rather the same impact level like the previous AS. The attacker might not even consider this AS since 
the end-user will, despite being delayed, receive their services and not even notice the delay resulting 
in that the attacker’s motivation being small. 
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Figure 46 – SSBP AS2: Faulty Ediel contract have been established between the DSOs and TSO 

17.3 BBP AS 

The BBP is more likely to have higher impacts due to the fact it is connected to the financial process 
of the organization. As mentioned earlier, the BBP is the main target for changes in the SCM which is 
the one of the main objectives for having a harmonized electricity market which was the reason why 
there were some differences in this process, see figure 35. This process is also very sensitive due to 
fact of the timing parameters of the invoice streams in this process and the decisions made to 
determine the invoice which were the vulnerabilities identified in figures 41 and 42. 

Figure 47 displays the business process vulnerability affecting the invoice creation process which is 
determined by the contractual terms since it contains information that was agreed between the 
supplier and end-user and was an identified vulnerability shown in figure 41. The decisions made 
prior the creation are very likely to be the main motivation behind an attacker’s desire to cause large 
impacts on the organization. The main organization that is the most vulnerable in this AS are the 
suppliers since the suppliers are operating under a license that could very easily be withdrawn due to 
missed payments for the DSOs. From the DSO’s perspective, any supplier that is not the affiliated 
one are less prone for indulgence, meaning that DSO would not feel leniency if the non-affiliated 
supplier losses its license. 
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This means that an attacker’s motivation is very high to exploit this vulnerability which in turn causes 
high financial and reputational impacts but this AS could also be considered being challenging and 
risky if the supplier is attentive. 

The deciding factors during the creation of the invoice before production could hypothetically be 
decided using binary numbers where 1 is for active or 0 for inactive. A successful attack could also 
affect for instance the electricity prices and energy taxes resulting in the entire database getting 
affected by the changes. 

This means that the entire BBP could finish using wrong values and metering method which is a strict 
violation against the contractual terms that the end-user can exploit in order to receive settlements 
from the suppliers. The suppliers might also experience a lack of trust from the DSOs and TSO 
which in turn might jeopardize their operating license. 

 

 

Figure 47 – BBP AS1: Wrong contractual terms have been used to determine the end-user’s invoice 

 

Figure 48 display the attack scenario where supplier IDs gets mixed or altered, causing difficulty for 
the DSO to send the invoice for their services for the supplier which was the identified vulnerability 
in figure 42. 

This AS will lead to delaying the DSO’s billing process which might cause financial damages since the 
hub is operating under discretion with encrypted IDs [17] so that the DSO cannot know who the 
supplier is. This uncertainty of tracking the right supplier can eventually be avoided since the current 
market is still emphasizing on using web-services such E-mails for communication between the 
organizations but could get dismissed in the Swedish SCM. The impacts and likelihoods of such an 
attack is therefore considered being medium since there might be some motivation behind the attack’s 
incentive leading to potential financial settlements. 

The BBP could also be exploited by the business process vulnerability caused by lack of 
communication between the organizations and end-users, see figure 35. An attack could for instance 
feed the wrong consumption data and at the same time let the operators see the right consumption 
being displayed such as the Stuxnet case explained in chapter 6.7. 

The DSOs are dependent on receiving the accurate supplier-ID for invoicing which might result in 
this attack affecting multiple IDs. The Internet is however considered being part of the SCM that 
leads to the DSOs and suppliers communication through the telephone and E-mails as a last resort. 
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Figure 48 – BBP AS2: The supplier’s, DSO’s and BRP’s name and ID have been mixed leading to 
faulty invoice information 

18 Risk Analysis and Results 

A risk analysis was conducted on the AS of the three targeted business processes using the explained 
methodology in chapter 7. The business process vulnerability’s likelihood is ranked from low, medium 
to high, see chapter 7.3. The consequences of exploiting the vulnerabilities explain what the impacts 
causes on the organization. The consequence’s impact is ranked from low, medium to high, see 
chapter 7.3. The consequences could for instance include that the organization loses its competitive 
edge, requires higher degree of market intelligence and more products and services. 

The results that table 1 give are inserted into table 2 in order to determine the mater thesis project’s 
risks and consequences. 

18.1 MBP Risks 

The MBB risks were taken from chapter 17.1. The first risk involves the moving procedure starting 
without customer consent that was carried out during data integrity attacks that affected an entire area 
or client database either at the SMDC or AMI-HE, see figure 43. The risk concerns the metering 
point-IDs and customer-IDs. The cyber-attack exploits the business processes’ vulnerability of not 
confirming with the end-user before the initiation. This second risk includes faulty termination of 
supply by mixing the metering point IDs with their related customer ID, in the same equipment that 
ends with faulty supply termination, see figure 44. 

MBP AS1 was given the likelihood 1 because the attacker will be aware of the end-user’s increased 
involvements during this process which will indicate that attack might not be successful. MBP AS2 
was given the likelihood 3 because the this attack scenario could very well be successful if the chosen 
supplier is inattentive and doesn’t contact the DSO in MP1 before carrying on with the process. 
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MBP AS1 was given the impact level 3 due to the financial and reputational damages this AS can 
cause on both the DSOs and suppliers if the attack was successful. Since the supplier can be replaced 
by the end-user, they will be forced to begin improving their relationships with the end-user in order 
save the contract and not lose any more clients based on the incident. MBP AS2 was given the impact 
level 1 since the roll-back can be managed solely by the DSOs and suppliers without involving the 
end-user once this AS have been detected. This will prevent any substantial financial and/or 
reputational damages and preserve their relationship with the end-user. 

In conclusions, MBP AS1 was given the likelihood level 1 and impact level 3 while MBP AS2 was 
given the likelihood level 3 and impact level 1, see table 3. Both the DSOs and suppliers are affected 
by the risks in MBP AS1 and almost entirely the DSOs are affected by the risks in MBP AS2. 

 

Table 3 – Risk assessment table for the MBP 

Risks of the MBP 

Threat Source Vulnerability Likelihood Consequence  Impact 

The moving 
process initiate 
without the 
customer’s 
consent 

Lack of 
confirmation 
communication 
with the end-user 
before initiation 

1 Increased 
reputational 
damages on 
organizations and 
potential roll-backs 
causing financial 
settlements 

3 

Faulty 
termination 
caused by 
metering point 
and customer 

IDs being mixed 

Lack of 
communication 
between the 
organizations 

3 Limited financial 
damages and 
reputational 
damages with 
overall decrease in 
the public’s 
opinions 

1 

18.2 SSBP Risks 

The SSBP risks were taken from chapter 17.2. The supplier switching process was most likely targeted 
to become a more secure process compared to in the current market model. Two business process 
vulnerabilities were identified which involved the transaction ID for the actual switch caused by data 
integrity attacks, see figure 45 and the Ediel contract between the DSOs and TSO caused by data 
integrity attacks, see figure 46. They were however considered to be less likely compared to the risks 
affecting the MBP due to its existing resilience against potential cyber attacks but do nevertheless 
impose possible threats. 

Faulty transaction IDs could very well happen but considered being highly unlikely while faulty Ediel 
contracts are considered being almost impossible due to the regular communication between the 
DSOs and TSO. Faulty transaction IDs can though cause some disruptions on the daily activities but 
are very manageable and the faulty Ediel contracts can in theory be very easy to manage since the roll-
back does not involve any interaction with the customers. 

SSBP AS1 was given the likelihood 2 because the attacker will be able to perform this attack 
successful if the new supplier is inattentive but could get detected by the end-user performing the 
switch since they receive additional information before sending their decision to the new supplier. 
SSBP AS2 was given the likelihood 1 because the attacker will be aware the TSO has now been 
involved along with the new supplier and DSO for the relevant MP which will decrease the 
motivation substantially in order o not get caught. 

SSBP AS1 was given the impact level 1 since the end-users will very likely not experience the 
consequences of the delays in this AS thus both the DSOs and suppliers will keep their reputations 
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intact. SSBP AS2 was given the impact level 1 since the end-users are not involved with the TSO in 
the SCM thus eliminating any financial and/or reputational damages on the DSOs and suppliers. 

In conclusion, the SSBP AS1 was given the likelihood level 2 and impact level 1while SSBP AS2 was 
given the likelihood level 1 and impact level 1, see table 4 The suppliers are mostly affected by the 
risks in SSBP AS1 since they are they are the entity that is contacted by the end-user while none of 
the organizations are affected by the risks in SSBP AS2. 

 

Table 4 – Risk assessment table for the SSBP 

Risks of the SSBP 

Threat Source Vulnerability Likelihood Consequence  Impact 

Faulty 
transaction ID 
created due to 
metering point 
IDs being mixed 

Lack of 
confirmation 
procedures by the 
DSO before 
sending 
information to the 
suppliers 

2 Potential delays in 
the process with 
almost little or 
none impact to the 
organization’s 
reputation and 
causing little or 
none financial 
damages 

1 

Faulty Ediel 
contracts with 
the TSO 
established 

Lack of 
communication 
with the TSO prior 
the switch 

1 Little or none 
potential delays on 
the process with 
almost no financial 
or reputational 
damages 

1 

18.3 BBP Risks 

The BBP risks were taken from chapter 17.3. The first risk involves using the wrong contractual 
terms while determining the end-user’s invoice, see figure 47. The second risk involves the supplier’s 
DSO’s and BRP’s name and IDs getting mixed leading to wrong invoice information, see figure 48. 
Mixing the supplier IDs and contractual terms can be expected in the SCM, due to the financial and 
reputational damages that are involved in these types of attacks. 

BBP AS1 was given the likelihood 3 because the attacker will be able to perform this attack by not 
causing substantial data corruption on one attack but rather smaller changes and targeting entire client 
databases such as the SMDC and AMI-HE. By doing so, the attacker will be able to by-pass the 
detection system resulting in many end-users receiving wrong invoices. BBP AS2 was given the 
likelihood 2 since the attacker will most probably want to delay the invoice-stream between the DSO 
and supplier which will be successful but the presence of the AMI system which enables Internet 
connectivity, the usage of E-mails and the telephone will reduce the attacker’s motivation and the 
chances of completely delaying the process. 

BBP AS1 was given the impact 3 since this AS will cause substantial financial and reputational 
damages. The suppliers will have to financially compensate the end-user and adjust the invoice for the 
next period resulting in further delays while paying the DSOs for their services. BBP AS2 was given 
the impact 2 because the suppliers would have successfully invoiced the end-users and received the 
payments even though the DSO’s invoice would have gotten delayed to the suppliers. This will result 
in reputational damages on the DSO amongst the suppliers and financial damages due to the manual 
work needed to find the right market actors. 

In conclusion, BBP AS1 was given the likelihood level 3 and impact level 3 while BBP AS2 was given 
the likelihood level 2 and impact level 2. The suppliers will get most affected by the risks in BBP AS1 
while the DSOs are affected by the risks in BBP AS2. 
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Table 5 – Risk assessment table for the BBP 

Risks of the BBP 

Threat Source Vulnerability Likelihood Consequence  Impact 

Mixing the 
contractual terms 
leading to  wrong 
invoice 
information 

Lack of 
communication 
between the end-
users and suppliers 
and of internal 
verifications before 
invoicing the end-
user for their 
services 

3 Violation of the 
contractual terms 
resulting in 
financial 
settlements and 
reputational 
damages that could 
also lead to 
supplier switches 

3 

Mixing the 
supplier IDs that 
leads to faulty 
invoice between 
the DSO and 
supplier 

Lack of 
communication 
between the 
organizations 
before sending the 
DSO’s invoice to 
the supplier 

2 Delaying the 
DSO’s billing 
process resulting in 
back-tracking and 
reputational 
damages amongst 
suppliers 

2 

 

Risk classification matrix results 

Table 6 shows the risk classification matrix which was used to determine the risks of cyber-attacks 
affecting the DSO’s and supplier’s three targeted business processes in the SCM. The consequences 
of the AS, which were given by tables 3-5, will be analyzed in chapter 19 after ranking the risks. 

 

Table 6 – Risk Classification Matrix for determining the SCM’s risks 

Likelihood (High) 3 MBP AS2  BBP AS1 

(Medium) 2 SSBP AS1 BBP AS2  

(Low) 1 SSBP AS2  MBP AS1 

 (Low) 1 (Medium) 2 (High) 3 

 Impact 

19 Consequence Analysis 

It became more apparent during the classification that the suppliers are more likely to get targeted 
during these attacks. The suppliers are unfortunately taking many of the risks in the SCM resulting in 
them suffering the largest consequences compared to the DSOs. This could eventually lead to the 
suppliers losing their competitive edge and higher requirements of market intelligence. 

BBP AS1 was identified has having higher risks than the other AS that doesn’t require further 
improvements and could be monitored. This finding is very alerting since one of the main goals of the 
SCM was to facilitate the BBP and make it more secure and efficient. While current work is being 
carried out concerning the credit risks and alternative model [51], the author wishes to draw attention 
to risks and consequences of the business process vulnerabilities in BBP AS1. 

The billing procedure will be very sensitive against potential delays that involved the two invoice-
streams with the supplier. Faulty invoices could eventually lead to an increase desire for supplier 
switches due to the reputational damages which will be extremely facilitated in the SCM compared to 
the current electricity market model and also to an overall decrease in the trust for the smart grid 



 

 

Dept. of Industrial Information and Control Systems 

KTH, Royal Institute of Technology, Stockholm, Sweden 

-66- 

 

concept and its metering equipment. Larger delays could also result in penalty fees for the supplier 
and the contractual term violations could lead to financial settlements and reputational damage [52]. 

One of the biggest consequences a supplier could experience is losing their license or going bankrupt 
due to payment delivery-failures within the time-frame towards the DSOs, which the smaller suppliers 
will be more sensitive to than the affiliated suppliers. This could lead to the consequences that the 
DSOs not being able to collect payments for their services and having problems shutting the end-
users power supply due to missed payments caused by the information stream’s layout. 

Another consequence besides supplier switches and financial settlements are the re-negotiations of 
the current contracts as a result of the attacks tiring the end-user [53]. This contract clause could very 
likely be included in the regulated framework for suppliers and DSO’s service in the SCM for 
maintaining a level of quality while serving the end-users. This consequence could not only damage 
financially the suppliers due to the contractual terms with the end-users but also the DSO since they 
are forced to enter into similar contractual terms with the supplier after the end-user has decided with 
which supplier to sign the contract. The suppliers might then experience an increased number of 
services and products that could potentially not be feasible resulting in additional costs for the 
supplier to simply remain the electricity market. 

Past work [14] is emphasizing on including the end-user to become more active and participating in 
their consumption which should also implicate that the SCM includes the end-user more in the billing 
procedure, in order to avoid the consequences involving the contractual terms violations, financial 
and reputational damages leading to more end-users leaving the old supplier for an alternative one. 

These implementations were established in the MBP and SSBP of the SCM that included additional 
verification steps, see figures 36 and 39 in chapter 16.1, that are between both the DSOs and suppliers 
and between end-users and suppliers. 

These types of solutions, to increase the business processes’ resilience, inspired for types of 
improvements that could be implemented in the BBP. Not only because BBP AS1 indicated that the 
process needed improvements but also because the Swedish SCM is using the concept of a facilitate, 

secure and efficient BBP as a selling point during its development [4] 

19.1 Improvement Suggestions 

A combined bill should specify the different costs from the DSO and supplier, in order for the end-
user to understand the content [12]. Since the supplier is taking many of the risks in the SCM, the 
supplier could possibly add an additional risk fee that could lead to a non-harmonized electricity 
market [21]. Since the power-of-attorney model involves a communication channel between the DSO 
and end-user which goes against the used sub-contractual model, the author has concluded that for 
facilitating the combined billing, the number of counterparts towards the end-user must kept to a 
minimum, which is supported by the sub-contractual model, to avoid customer confusion [12]. This 
means that only the suppliers are allowed to interact with the end-user. 

The supplier is given a certain time-frame in order to collect the debt corresponding to the DSO's 
claims but can also open a potential scenario where the supplier increases their liquidity and earning 
interest on "borrowed" money if sufficient time is given [51]. Not only are the suppliers taking many 
of the risks, but also taking the consequences from the DSOs since their service-level reflects on the 
supplier. The supplier could eventually lose customers because of the DSO or experience an increase 
of end-user service related work-costs or in worse case not being able to properly invoice the 
customer leading to substantial financial compensations. 

The DSOs are also taking risks in the SCM were they are forced to trust the selected supplier to 
deliver in time. In the current market model, the DSOs have a direct contact and business agreement 
with the end-user while in the SCM; the connection is replaced by the supplier. The TSO is in charge 
of delivering and issuing the supplier’s licenses [32] in order for them to enter and compete in the 
market. The stakeholder was however skeptical to this solutions and pointed out the fact that it was 
their right to decline the selected supplier due to intricate behavior [33]. 

Since the monthly billing cycle was best suited for the risk divisions between the suppliers and DSOs, 
the end-user might experience the contract changes, regarding their current billing cycle, to have a 
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negative impact. Suppliers, with a large customer bases, might also experience additional customer 
service costs but with the billing based on actual consumption and facilitated customer-payment 
options in the SCM, the customer-contact regarding the billing procedure might decrease in the long-
run for the suppliers due to the increase of available information. 

It is therefore concluded that even if the billing cycle is increased, customer satisfaction, trust and 
efficiency might increase in this model and eventually leading to reduced delayed payments with a 
more effective cash flow between all actors. Leading towards lower risks for the supplier, compared 
to before the SCM was implemented, if the data is not corrupted. 

This means that in order to mitigate the business process vulnerabilities in the BBP, one need to take 
into account the underlying foundations of the SCM to reach the goals. This means that only the 
supplier is allowed to contact the end-user and at the same time involve the end-user before 
producing the invoice in order to not delay further process but rather give additional time for the end-
user to observe the amount before receiving the final invoice. 

 

 

Figure 49 – BBP improvements to reduce the business process vulnerabilities, part of figure 35, see 
appendix K 

 

Figure 49 displays the proposals for improvements or the suggestive to-be scenario for the BBP, that 
mitigates the business process vulnerability that consists of inadequate communication between the 
end-users and suppliers before invoicing the end-user for their services. This improvement informs 
the end-user before producing the combined invoice thus the supplier is not further delayed by 
adding this process step and is also including the end-user more in the billing process. This 
improvement reduces the chances of successful cyber-attacks affecting the end-users thus reducing 
the likelihood level for BBP AS1 since the attacker might not be successful due to the end-user’s 
involvement in the process. The impact level due to contractual term violations, financial settlements 
and reputational damages are still however at the same level as before because the suppliers are still 
obliged to financially compensate the end-user or adjust the next invoice resulting in delays that 
doesn’t affect the DSOs. 
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Additional business process steps were not added besides the suggestive improvements since the 
improvements needed to be realistically implemented. Adding additionally verification steps that don’t 
live up the SCM’s goals might not have been an optimal solution, therefore, rather than inserting 
speculative business process improvements, the author decided that this improvement is fully 
applicable for BBP. 

In conclusion, BBP AS1 was given the likelihood level 1 and the impact level 3, see table 7. The 
suppliers will still get affected by the risks in this AS which can only be mitigated if the 
recommendations for the Swedish SCM starts investigating how to split more efficiently the 
responsibilities between the suppliers and DSOs in the BBP. 

 

Table 7 – Risk Classification Matrix for determining the SCM after adding the suggested 
improvement 

Likelihood (High) 3 MBP AS2   

(Medium) 2 SSBP AS1 BBP AS2  

(Low) 1 SSBP AS2  MBP AS1 

BBP AS1 

 (Low) 1 (Medium) 2 (High) 3 

 Impact 

20 Conclusions and Future Work 

The thesis used a classification matrix which was inspired by Vattenfall's risk classification matrix [42] 
and other procedures more applicable to this study [41], [43]. After analyzing the risks and 
consequences, it was found that the SSBP and MBP are more resilient against cyber-attacks than the 
BBP. The BBP is probably under review at Ei, SvK, Sweco and NordREG since the incentive behind 
the SCM started during 2013 [1] and probably began with investigating the MBP and SSBP first [14], 
[15], [16], [17], [18], [19] [20], [21]. Looking into this matter from a cyber-security perspective where 
an attacker wants to inflict as much damage as possible, the most likely target will be client databases 
or the SMDC of the AMI-HE system using the formats in the Ediel system [37]. 

Chapter 6 explained how an attacker can obtain unauthorized access and that the Ediel 
communication system will likely be implemented using the AMI network which means that some of 
the business process vulnerabilities in the SCM could inherit some of ones that exists the current 
electricity market model. The AMI system collects the metering data for an entire residential area, 
housing data of several thousands and thousands of customers that will be used during the billing 
procedure. The amount of smart meter roll-outs in Sweden has been substantial; around 99 % of all 
the Swedish meters were replaced to smart meters during 2009 which means that the data 
concentrators within the AMI system are very much active and used and will very likely be used in the 
SCM for data acquisition [54]. Since the attack vectors will consist of different kinds of data 
manipulation that can successfully penetrate the AMI's security features [12], the BBP was very much 
in the danger zone when investigating the risk and consequences of the Swedish SCM. 

The author read various technical and economical reports from the stakeholders and associated 
consultancy firms addressing the issues connected to the BBP, where the identified consequences 
were also highlighted independently to this thesis, namely the timing parameters in the billing process' 
streams and consequences of customer roll-backs and the negative impacts it could have on the smart 
grid concept and smart meters [13], [14], [21], [22]. 

The author became also aware during the end of April of 2016 [16] that introducing a third actor 
between the suppliers and DSOs was under consideration which will change the entire business 
process but could also lead to an increase on the attack surface [30]. This implementation was further 
investigated in this thesis but the author felt the urge to point out the uncertainties in the Swedish 
SCM development. The final results must however mitigate the business process vulnerabilities in the 
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same manner as this thesis presented by conducting a risk analysis on the business processes 
concerning their vulnerabilities. 

The business processes were successfully mapped using the given recommendations and 
supplemented with the processes existing in the current electricity market model and their business 
process vulnerabilities were identified. After developing the various AS, the BBP was found to not 
satisfy the safety, security and efficiency requirements that are mandatory in the futuristic Swedish 
SCM. The consequences were found to be very severe that could harm the suppliers both long- and 
short-term and needs to get reduced in order to have a smooth process. 

The suggestive improvements were demonstrated in this thesis along with the associated results, 
which showed a reduced likelihood level due to reduced motivation of the attacker to exploit the 
business process vulnerabilities. The impact level remained at the previous level since the DSO’s and 
supplier’s responsibilities did not change. The improvements took into consideration the underlying 
reasons for implementing the SCM in the first place and are believed to give any relevant stakeholder 
valuable information to not only reduce the risks and consequences but also to maintain good quality 
in their services. 

Investigating further the developed AS in the finalized Swedish SCM will become an interesting topic 
in the future where real data can be used for simulations and assessments. The author also believes 
that the collaboration between the stakeholders must increase to develop together a proper plan so 
that the end-user’s negative experiences are kept to a minimum level. This is also crucial since the 
business processes involving financial settlements are highly unwanted for the organizations. Any 
stakeholder involved with the Swedish SCM can thus, with this thesis, enter into these discussions and 
perhaps lead the discussions to improve the overall efficiency, safety and security of vital business 
processes in the Swedish SCM. 

21 Discussions 

The involvement of Datainspektionen for supervision of the hub’s data [11] does unfortunately mean 
that Swedish Government are divided regarding the type of data used in the SCM and could 
potentially lead to that the entire SCM getting scrapped or further delayed. The business process 
vulnerabilities must get mitigated in order for the SCM to function smoothly and without major 
disruptions. 

The major benefits of implementing the SCM does however lie in the intentions to take an additional 
step towards a smart grid and integrating renewable energy sources which will lead to a more 
sustainable environment [3]. If the model is successfully implemented in both Sweden and Norway, 
the world's TSOs will see a robust solution and huge leap against smart grids [22]. The Nordic 
countries will thus become potential leaders in reducing carbon emissions and providing a sustainable 
solution in the path towards a "clean" society [4]. 

The first step is however, addressing the issues affiliated to data privacy and security [15], [55], [56]. 
There is no doubt that the SCM will increase the amount of data usage and traffic [3]. Past cyber-
attacks need to be analyzed in detail to develop robust contingency plans which needs to be tested 
before implementing the new model. The AMI system could also potentially be operating in some 
parts of the SCADA infrastructure which means that the AMI system could potentially inherit the 
vulnerabilities associated to the SCADA system. This means that the attack surface could potentially 
increase in the SCM. 

Looking into this from an end-user’s perspective, the issues regarding the data security and usage are 
of vital importance [56]. The idea of having smart electrical appliances connected to the Internet of 
things in order for an optimal performance, is very appealing but has drawbacks regarding what the 
data can be used for. In the hands of the wrong individual, this data can be used to for instance 
determine when the end-user is home and what kinds of devices are connected resulting in perhaps 
burglaries and different kinds of thefts. 

There are of course positive examples for what this data can be used for. A healthcare study consisted 
of elderly patients living in their homes rather than in residential homes, showed that data transmitters 
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that are sending the patient’s status to a data collector are excellent for the staff to determine when 
critical assistance is needed [57]. The data was feed into a control centre and optimized not only the 
staff’s time but also gave the patients a level of security in case something happened. This showed 
that once the data was used for what it was intended; the trade-off between privacy and autonomy 
could very well be worth where the benefits in this case was increased security and the possibility of 
remaining in one’s home. The communication networks are however smaller than the AMI systems 
of a power system but are at least a step towards the right direction by showing the benefits for what 
sensible data can be used for or detailed data to optimise the operations. 

21.1 Ethical Aspects 

There is no doubt that the environmental issues are one of the biggest challenges that are investigated. 
If the industries fails to deploy more frequently renewable energy sources, mankind might have 
serious troubles that our children will be forced to handle or even by us, in a near future. The first 
important step is however to secure the data that is being used in these systems in order to gain the 
public’s trust and avoid any reputational damages. New technologies within cyber-security have 
shown to be able to fill the gap but are however sometimes ignored [58]. 

Many manufactures that develops and deploys a product can leave it operating in the field for decades 
before updating or patching it [58]. The reasons for this are many where the biggest one is simply 
economical reasons. It is not feasible today for a company to change or update any operating devices 
remotely due to the philosophy “Don’t touch it until it breaks”. This could change if the 
governmental entities or the top management regulated and changed the updating frequency and 
other topics related to cyber-security [59]. This will lead to new technologies being implemented 
sooner, resulting in an increase of data security in the systems. If the security increases, the systems 
supporting the smart grid concept or the business processes will receive a larger trust not only from 
the general public but also from the electrical industry. 

The AS explained in this master thesis, were designed so that the attacker would inflict the wanted 
damage by sabotaging the targeted actor’s business processes rather than demanding financial 
compensation for the efforts. The reasons behind these attacks were mainly financial and reputational 
damages where the attacker was winning as long as the actor was losing something. In the modern 
competitive market, the most efficient market actors are not only the most inexpensive one but also 
the ones with the least negative opinions. Meaning that the market actors have always potential 
business to lose if the business processes are maliciously exploited in the sensitive electricity market 
resulting unwanted financial and reputational loses. 

The business process maps built in this master thesis were partly developed from publically accessible 
recommendations [14], [16], [17], [18], [19], [20], [21], [22] which means that they could deviate from 
the final business processes. The business process vulnerabilities found in the AS, were primarily 
affecting the suppliers directly, resulting in larger risk takings compared to the DSOs. The BBP could 
potentially deviate in the final developed business process due to these risks, since the suggestive 
improvements took into consideration the available SCM goals and objectives such as the web-portal 
solution in the third party facilitator model explained in chapter 6.11. 

It will be interesting to see the futuristic solutions regarding the BBP and the scenario where the 
Nordic countries national service hubs are communication with each other, resulting in the possibility 
for foreign market players to compete in a domestic market [17]. Especially for suppliers that are 
today limited to one market. Increasing the competition amongst suppliers in the electricity market 
will also lead to better electricity prices and the Swedish SCM will also enable a combined invoice 
procedure which will lower the obstacle for end-user of choosing the affiliated supplier for just 
receiving one combined electricity invoice. 

The author became also aware about the disagreements between nearly every stakeholder involved in 
the Swedish SCM regarding the business processes layout, contractual arrangements and 
responsibilities which might result in delaying the project [4], [51]. The stakeholders should see this as 
an opportunity for improving various foundations between them because the SCM will not only bring 
the end-users more into the market but also bring the TSO, DSOs and suppliers closer to each other. 
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A successful Swedish SCM will have a harmonized liberal electricity retail market with the potential 
for expanding across international borders, which is desired by everyone involved in the project. 
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information and 
send agreement

Customer signs 
or declines 
agreement

Declined?

Process 
terminated

YES

NO

Agreement signed 
and sends 

notification of new 
supply

Notification message of new supply

 Metering Point ID
 Supply start date
 New Supplier ID
 New balance responsible ID

Transaction ID 
created and sends 

confirmation or 
rejection message

Confirmation/rejection message of 
the supply switch

 Approval/Date of switch
 Rejection/Reason for 

rejection Change of 
Supplier

 Transaction ID

Confirmation/
Rejection message 

message to 
customer

Received 
additional 

information
Decision sent to 

new supplier

Proceed?

NO

Cancellation 
message to DSO

YES
Notify message 
to old supplier

Cancellation message 
during switching process

 Cancellation

Notify messge to old supplier

 Metering point ID
 End Date

Update 
customer 
portfolio

Cancellation 
received

Switching 
Cancelled

Send 
notification to 

DSO

Generates meter 
reading message to 
both new and old 

supplier

Message reading message

 Meter reading or equivalent 
information at the hour of the switch 
in case of automatic reading

 Meter reading the day of switch +/- 5 
days in case of mechanical meter

 EDIEL comtract

New Supplier 
Receives the 

meter reading

Old Supplier 
receives the 

meter reading

Switching done 
and notifies the 

customer 

Old contract is 
terminated and 

sends final 
settlement

Customer notified 
the switching is 

complete from the 
new supplier

Receives bill from the 
previous meter reading 
until the meter reading 

is done in relation to 
the switch

Process 
completed

Data acquisition 
from metering 
equipment and 

inserts it in the hub

Metering data from DSO

 Metering point ID
 Metering point adress
 Network charges and 

consumption data
 Balance responsible ID
 DSO name and ID

Customer data from old supplier

 Customer name and ID
 Date of birth/Organization ID
 Metering Point ID
 Metering method
 Supplier ID
 Supply start/end date

Retrieves 
customer data 
from the hub

Customer hub data

 Customer/Organization name and ID
 Date of birth/Organization nummer
 Metering Point ID
 Metering Method
 Supply name and ID
 DSO name and ID
 Balance responsible name and ID
 Network charge and energy price
 Contract terms
 Consumption data

Queries data 
from the hub

Customer data 
and 

consmumption

Received hub 
data from the 

DSO

Verification from the old supplier

 Notification message to 
the DSO from the old 
supplier

Roll back?

NO

Alert respective 
party

YES

Contract terms 
received; Contract 

confirmation/
rejection and dates

Establishes EDIEL 
contract with the 

TSO

Appendix I: Supplier switching business processes in the supplier centric model



Billing

C
us

to
m

er
D

SO
Su

pp
lie

r
H

U
B

Data acquisition 
from metering 
equipment and 

inserts it in the hub

Metering data from DSO

 Metering point ID
 Metering point adress
 Network charges and 

consumption data
 Balance responsible ID
 DSO name and ID

Customer data from supplier

 Customer name and ID
 Date of birth/Organization ID
 Metering Point ID
 Metering method
 Supplier ID
 Supply start/end date
 Contract terms

Retrieves customer 
data from the hub 

and combines it 

Customer hub data

 Customer/Organization name and ID
 Date of birth/Organization nummer
 Metering Point ID
 Metering Method
 Supply name and ID
 DSO name and ID
 Balance responsible name and ID
 Network charge and energy price
 Contract terms
 Consumption data

Customer data and 
consumption being 

processed

Supplier notification and data

 Customer ID
 Metering point ID
 Metering Point Adress
 Supplier ID

Billing starts

Calculates costs 
for supply 
services 

Receive invioce 
from DSO

Produce and send 
invoice for DSO 

services and taxes

Produce and 
send combined 

invioce

Customer 
receives invoice

Customer 
pays?

Receives 
payment from 

customer

YES

Pays the DSO

DSO receives 
payment

Billing finished

Send reminder/
Collect debt

NO

Receive 
reminder

Pay debt

Receive debt 
payment

Billing done

Send 
notification to 

DSO

Retrieve 
notification from 

supplier and 
customer/supplier 

information 

Waits for DSO 
invoice

DSO invoice

 Network Charges
 Supplier ID

Invioce data gathering

 Supplier ID
 Customer ID
 Metering Point ID
 Network Charges

El. 
certificate 

fee

Current el. 
price

Energy tax

Active/
reactive 

power fee

Connected to 
HV grid?

Subscriptio
n fee

Authority 
fee

YES

Appendix J: Billing business processes in the supplier centric model
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Data acquisition 
from metering 
equipment and 

inserts it in the hub

Metering data from DSO

 Metering point ID
 Metering point adress
 Network charges and 

consumption data
 Balance responsible ID
 DSO name and ID

Customer data from supplier

 Customer name and ID
 Date of birth/Organization ID
 Metering Point ID
 Metering method
 Supplier ID
 Supply start/end date
 Contract terms

Retrieves customer 
data from the hub 

and combines it 

Customer hub data

 Customer/Organization name and ID
 Date of birth/Organization nummer
 Metering Point ID
 Metering Method
 Supply name and ID
 DSO name and ID
 Balance responsible name and ID
 Network charge and energy price
 Contract terms
 Consumption data

Customer data and 
consumption being 

processed

Supplier notification and data

 Customer ID
 Metering point ID
 Metering Point Adress
 Supplier ID

Billing starts

Calculates costs 
for supply 
services 

Receive invioce 
from DSO

Produce and send 
invoice for DSO 

services and taxes

Produce and 
send combined 

invioce

Customer 
receives invoice

Customer 
pays?

Receives 
payment from 

customer

YES

Pays the DSO

DSO receives 
payment

Billing finished

Send reminder/
Collect debt

NO

Receive 
reminder

Pay debt

Receive debt 
payment

Billing done

Send 
notification to 

DSO

Retrieve 
notification from 

supplier and 
customer/supplier 

information 

Waits for DSO 
invoice

DSO invoice

 Network Charges
 Supplier ID

Invioce data gathering

 Supplier ID
 Customer ID
 Metering Point ID
 Network Charges

El. 
certificate 

fee

Current el. 
price

Energy tax

Active/
reactive 

power fee

Connected to 
HV grid?

Subscriptio
n fee

Authority 
fee

YES

Appendix K: Improvement suggestions for the billing business process

Past 
consumption/
invoice check

Invoice/
consumption 
information 

received through 
the web portal
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