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Abstract 

 

The use of electronic devices, connected to the internet, are used daily by most people. When surfing 

the web, users are overwhelmed with different ads and commercials for a variety of different products 

and services.  

This report first gives an overview of the ad system, its flaws and how attackers are able to exploit 

these flaws. The application was made for making it easier for the system administrators to keep track 

of the content contained in the ad links. This report covers the implementation of the content scanner 

and how the database is structured. The system is supposed to retrieve results from a wide range of 

anti-virus systems and other content scanners, in order to ensure the URLs do not contain anything 

harmful as well as saving the results in a database.  

The finished project resulted in a working application for scanning the content on the ad URLs. 
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1 Introduction 

 

In today’s world, most people are connected to the internet. We communicate with each other more 

than ever and we follow the people we know on social media platforms. We use smartphones, 

computers, tablets and similar devices in our everyday life to communicate over the internet. As an 

effect, the online commercial market has increased incredibly during the last decade.  

The enterprise operates a digital marketing platform, which is not free from problems. There are 

people trying to spread malicious and inappropriate content through the enterprises’ servers and the 

consequences could be severe if the attackers should succeed. 

In order to keep track of the content of the ad URLs, the enterprise would like an automatic system 

that checks for malicious and inappropriate content. The content scanner has been developed in order 

for the enterprise to more easily keep track of and control the content published on the ad URLs. The 

system administrator should be able to see if any of the URLs contain any harmful content. This is 

presented with a table through the user interface. There is also a cached version of the content stored 

on the server, which is available for manual inspection. 

 

 

1.1 Dissertation structure 
 

The structure of this dissertation is as follows; Chapter 2 covers the background of the project along 

with the assignment and the tools used. Chapter 3 covers the design of the database, the design of 

Symfony and how the framework works. In Chapter 4 the implementation of the project and the 

execution flow are presented along with the user interface. Chapter 5 describes what has been 

accomplished in this project and it also covers possible future functionality.  Finally, Chapter 6 covers 

my own thoughts and experiences of this project. 
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2 Background 

 

This Chapter first describes the project along with its problems and consequences in Section 2.1, 

Section 2.2 and Section 2.3. The purpose of making the software is found in Section 2.4, along with the 

technological methods that are used in order to complete the assignment. A brief explanation of the 

tools is explained at the end of the Chapter, in Section 2.5. 

 

2.1 Overview 

 

The enterprise operates a digital marketing platform, which receives a rotation link from their 

customers. A rotation link changes the contents of an ad based upon a target audience. The clients are 

able to specify how many views they want and they can also set a target audience. The target audience 

can vary based upon operating system, web browser, GEO-location and platform. The link content may 

also vary based upon these preferences. It is then up to the enterprise to send a certain amount of 

internet traffic that fulfills all the clients’ preferences to this specific link. The client has full control over 

the information flow from the given link. A representation of the enterprises’ internal network can be 

found in Figure 2.1. 
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Figure 2.1: Representation of the enterprises’ internal network. 

 

 

2.2 Problems 

 

When the client has full control over the information that is presented for the consumers, it is not free 

from issues. The clients are able to, at any time, change the content of the given link. It has happened 

that these links have attempted to spread malicious software, or pornographic content. This means 

that the enterprise will be blacklisted from the major search engines such as Google. As of now, the 

enterprise must control the information flow by hand which is very time-consuming. There have been 

cases of clients changing the content after a certain time period in order to try to avoid the manual 

check of content. If the new content breaks the company’s policy, it will leave a negative impact on the 

company. As seen in Figure 2.2, the red lines represent a client who spreads inappropriate content 

through the enterprises system.   

When malicious content is spread, the spreaders often use an exploit kit. Exploit kits are designed to 

efficiently spread malicious software to anyone who visits the website. A widely known exploit kit, 

which introduced new methods in order to hide from scanners, is called Black Hole Exploit kit [1]. The 
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Black Hole only tries to infect the visitor one time, and if the infection attempt is unsuccessful, the 

result is saved in a database. The next time the user visits the website, the exploit kit would redirect 

the visitor to a non-malicious webpage. If the infection attempt was successful, the result would also 

be saved into a database in order to redirect the visitor to a legitimate webpage. The exploit kit logged 

the visitors based upon web browser and IP-address. 

When trying to infect visitors, the system uses pre-defined exploits which the administrator is able to 

manually specify. If the administrator has a so called 0-day exploit, none of the scanners is able to 

identify the malicious activity. A 0-day exploit is an unrevealed vulnerability that could be used to 

compromise a target system. It is called a 0-day or “zero day” exploit because the author has had zero 

days to patch the vulnerability once it has been found and therefore heuristics will have a hard time 

finding the malicious payload. 

If the client decides to publish other inappropriate content, pictures and/or videos are often the 

published material. It would be impossible to build a register of all pictures and videos containing 

inappropriate content. Fortunately, the content is most likely referenced by a clickable link. This 

reference is key to find the necessary information to identify inappropriate content. 

 

 

Figure 2.2: Representation of malicious content spreading 
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2.3 Consequences 

 

There are several different types of malicious payloads that can be sent to a user in order to infect the 

target system. As seen in Table 2.1, Microsoft Windows is no longer in the top of vulnerable Operating 

systems in 2014 [2]. Apples OS X, Apples iOS and the Linux kernel has been in focus as of 2014.  

 

Operating system # of vulnerabilities # of HIGH impact 

vulnerabilities 

# of MEDIUM impact 

vulnerabilities 

# of LOW impact 

vulnerabilities 

Apple Mac OS X 147 64 67 16 

Apple iOS 127 32 72 23 

Linux Kernel 119 24 74 21 

Microsoft 

Windows Server 

2008 

 

38 

 

26 

 

12 

 

0 

Microsoft 

Windows 7 

36 25 11 0 

Microsoft 

Windows Server 

2012 

 

38 

 

24 

 

14 

 

0 

Microsoft 

Windows 8 

36 24 12 0 

Microsoft 

Windows 8.1 

 

36 

24 12 0 

Microsoft 

Windows Vista 

34 23 11 0 

Microsoft 

Windows RT 

30 22 8 0 

Table 2.1: Statistics of vulnerabilities on different operating systems 
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When a system gets infected with malicious code, the impact may vary depending on who is targeted. 

There are several popular commercial viruses targeting end-users as well as Banks and advertisers, 

such as “Gozi” [3], “Silent Banker”, “Zeus” [4], “Spy Eye” and “Carberp”. These are banking Trojans that 

run on Microsoft Windows Operating systems, which implements API Hooks in order to execute a 

“Man in the Browser” [5] attack. API hooking is a technique used by developers in order to alter a 

compiled programs behavior, and there are several different types of hooks.  These API hooks are also 

widely used among Malvertisers. Malvertisers is short for “Malicious advertisers”. They use malicious 

programs to alter the advertisements presented to the user.  

When the user interacts with the web browser, for example “Internet Explorer”, the browser makes an 

API call to the function “InternetConnect” located in WinInet.dll in order to connect to online services 

(See Figure 2.3). 

 

 

 

 

Figure 2.3: User using a web browser 

 

When the “Man in the Browser” attack is executed, the API calls are intercepted and the calls are 

redirected to the malicious code (See Figure 2.4).  

There are several different techniques in API hooking, such as “Inline Hooking”, which the previously 

named Trojan “Zeus” use. When intercepted, the attacker is able to read and modify data that is sent 

and received on the users system, without the user suspecting anything.  
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Figure 2.4: Infected user using a web browser 

 

If Alice would try to connect to “website.com” and her system is affected with this kind of malicious 

software, the attacker would be able to intercept the traffic. The attacker would also be able to alter 

information and data from the original source.  

“Website.com” uses an advertising platform that loads ads from “advertiser.com”. When Alice 

connects to “Website.com” she would expect to see ads from “advertiser.com”, but that would not be 

the case. The malware would replace the ad links from “advertiser.com” and replace them with its own 

ad platform, for example “malvertiser.com”. With this method, the attacker would steal the income 

that would be generated from the infected user. 

 

2.4 Assignment 

 

The given assignment aims to allow the enterprise to keep better track of, and preferably automatically 

block links with inappropriate content. The system should be able to: 

 Inspect the information on the given links. 

 Store the given results in a database. 

 Check if any new content is applied to the link. 

o If that is the case, make an appropriate safety inspection of the given link. 

 Simulate visits by users with the correct operating system, web browser, GEO-location and 

platform. 
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Since the link content is supposed to vary based upon the set preferences, it is crucial that this security 

system is able to simulate a user from all the different options the client is able to specify. When the 

security check is processes a link, the results should be stored in a database in order to keep track of 

which clients contravene the policies, as seen in Figure 2.5. 

 

 

Figure 2.5: Representation of user simulation 

 

 

2.5 Tools 

 

In this Section a brief description of the tools and techniques used in this project is explained.  

In this project, seven different types of tools are used and combined. Some of the tools work together 

and some are stand-alone tools. They also cover different areas in order to get the whole system to 

work. 
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2.5.1 PHP: Hypertext Preprocessor 

 

PHP is a programming language that was initially composed in Perl by Rasmus Lerdorf in 1994. He later 

revamped the project in C. PHPs main task is to work as a filter. The source code is interpreted by the 

so called Zend Engine, and the interpretation results in a content stream which is printed. The 

outcomes are affected by the information that Zend Engine receives when executing, often in the form 

of instructions and text. Communication with database services can also affect the final result. Current 

development of PHP is ran by The PHP Group. [6] 

When a user sends a request to the server, the running Apache service reads the request and matches 

it with the corresponding PHP file. The PHP file is then interpreted by the Zend Engine which executes 

the given code. Zend Engine builds a new file based upon the interpreted PHP code and returns the 

generated file to the user, as seen in Figure 2.6. 

 

Figure 2.6: The PHP engine 
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2.5.2 Model View Controller 

 

Model View Controller is a widely used design pattern that separates the program into three different 

handlers, Model, View and Controller [7]. With this structure, a developer does not need to have 

knowledge of the entire system but can focus on a specific area. The Model component handles all 

data and logic behind the system. The View component handles the user interface, and interaction 

with the user. The Controller component handles the interaction between the View and the Model. 

 

 

2.5.3 Framework 

 

There are several different types of frameworks available online in several different programming 

languages. Some are created for more specific tasks, while other frameworks are trimmed down and 

more flexible. 

The purpose of a framework is to give the developer a general and re-usable programming 

environment, which also could supply libraries, bundles, tools and application programming interfaces.  

In this project, a framework called Symfony2 [8] is used. 

Symfony2 is an open source PHP framework developed by SensioLabs. The framework uses the Model 

View Controller design pattern. Symfony2 is a slim framework, which ships with only basic functions 

and tools. This lets the developer import any required bundles in order to extend the frameworks 

functionality for more specific tasks. This does not only reduce the size of the framework, but it also 

optimizes the runtime of the framework. 

Several large projects are based upon Symfony, such as Drupal, phpBB, laravel, eZ, orocrm and PIWIK 

[8]. 
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2.5.4 Twig 

 

Twig is a templating system for PHP created by Fabien Potencier who is also the creator of the Symfony 

Framework. Twig comes with predefined templating features, such as inheritance, blocks and 

automatic output-escaping. [9] 

The Symfony2 framework gets shipped with the bundle named Twig. Twig is used for creating Views in 

the Model View Controller design pattern. 

Twig makes it very convenient for the developer to present large chunks of data to the user, because of 

Twigs predefined templating features. It is also a breeze for the developer to make a design for a 

webpage with the use of Twig, the created templates can be combined and reused so that the 

developer does not need to write design related code twice. 

 

 

2.5.5 Composer 

 

Composer is a dependency manager for PHP [10]. It installs and auto-loads libraries and other third-

party packages, mainly from their own repository called “Packagist” [11]. 

The Symfony2 framework ships with the Composer extension. It is used for adding, downloading and 

updating bundles to the project. This is done through the terminal, and Composer always asks if it may 

update a specific bundle or not, in order to not break the software. 
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2.5.6 YML 

 

YML or YAML is a data serialization format. It has implemented libraries for many programming 

languages, such as C/C++, Ruby, Python, Java, Perl, C#/.NET, PHP, JavaScript, Haskell and many more. 

YML uses the file extension “.yml” or “.yaml”. [12] 

Symfony2 is able to interpret YML when it is shipped, and no additional bundles are needed. The 

framework uses the YML format for configurations, such as the routing configuration. 

 

 

2.5.7 Atom 

 

All the source code is written in Atom [13] which is a text editor developed by users on GitHub. Atom 

supports several languages and is also configurable for new languages. There are many open source 

packages for Atom, in order to make Atom suit your needs. 

This text editor is very useful when programming, because it is configurable to suit all the developer’s 

needs. Atom highlights the written code, so that it will be easier to read for the developer. Atom can 

also be linked to compilers, for faster development. 

 

 

2.6 Summary 

 

In this Chapter, a presentation of the company and what they do along with a brief explanation of their 

systems are explained.  It also explains which problems that may arise with the company's existing 

systems and how the problems are created. The consequences that the company could face because of 

the problems are presented.  
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This Chapter also gives a description and statistics of security holes in different systems, how the 

security holes are able to ruin for the company, and how the security holes work. An explanation of 

how the developed application is able to help the company detect malicious usage of their systems, 

and a brief explanation of the tools used to build this system and how they work is given. 
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3 Project Design 

 

In this Chapter, the original database and the design of the new database, with an explanation of each 

table is found in Section 3.1. In Section 3.2, the software design and file structure of the Symfony 

framework is explained. Section 3.3 follows with explanations of every class used in the development 

of the content scanner application, and its area of use. 

 

3.1 Database Design 

 

At the beginning of the project, the enterprise contributed with an SQL table. In Figure 3.1, a 

visualization of the original table is shown. The column “ad_name” was used to identify a specific ad, 

while the other eight columns were specifications for the given ad.  The ad table was, however, not 

even in 1st normal form, and therefore had to be reworked and split into several different tables. 

 

 

Figure 3.1: Original database structure 

 

The columns: “Ad_targeting_country“, “Ad_targeting_language“, “Ad_targeting_os“, 

“Ad_targeting_mobile_os“, “Ad_targeting_browser“, “Ad_targeting_weekday“ were able to hold up to 

five values per cell. 
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In order to satisfy the 1st normal form, each cell can only hold up to one value. The result of the 

reworked database can be seen in Figure 3.2. The new database structure was created in the third 

normal form. 

 

Figure 3.2: Reworked database structure 
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3.1.1 Tables 

 

This Section names all tables in the database, along with a brief explanation of each specific table. 

 

Companies 

The table “companies” holds information about each company registered on the enterprises website, 

such as the company name and a status that indicates a trust level, which is used to determine how 

often the company’s ads should be scanned.  

 

Scans 

The table “scans” holds information about the results after a scan of a given URL has been completed. 

Information such as a hashed value of the content as well as a status code of the given results are 

stored.  

 

Ad 

The table “Ad” holds information about all ads given by the registered companies. Information such as 

a URL and the company ID is included. 

 

Ad target country 

The table “ad_target_country” holds information about the targeting country for a specific ad. One 

tuple per country and per ad is used. Combining the two values will create a unique key for each tuple. 
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Ad target os 

The table “ad_target_os” holds information about the targeting operating system for a specific ad. One 

tuple per operating system and per ad is used. Combining the two values will create a unique key for 

each tuple. 

 

Ad target browser 

The table “ad_target_browser” holds information about the targeting web browser for a specific ad. 

One tuple per browser and per ad is used. Combining the two values will create a unique key for each 

tuple. 

 

Ad target mobile os 

The table “ad_target_mobile_os” holds information about the targeting mobile operating system for a 

specific ad. One tuple per mobile operating system and per ad is used. Combining the two values will 

create a unique key for each tuple. 

 

User-agents 

The table “useragents” holds information about the targeting user-agents for a specific ad. [14] 

 

 

3.2 Software 

 

This Section explains the file structure of Symfony as well as how the framework works. 
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Symfony Overview 

Symfony uses a general pattern in order to handle the incoming requests. Depending on what URL is 

called, Symfony will check for the given URL as well as the HTTP method, e.g. GET, POST, PUT, DELETE 

(See Table 3.1 and Figure 3.3). 

 

 

GET Retrieve a resource from the server 

POST Create a resource on the server 

PUT Update a resource on the server 

DELETE Delete a resource from the server 

Table 3.1 [15]: Available HTTP methods 

 

Symphony then matches the given information with the routing configuration in order to call the 

correct function and send a Response object back to the user. The routing configuration can be 

specified in three different formats, YML, XML and PHP. A visualization of the request-response pattern 

can be seen in Figure 3.3. 

 

 

Figure 3.3 [15]: Internals of the Symfony framework 
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As seen in figure 3.3, the underlined parts of the system are the corresponding Sections where the 

developer writes his or her code and routing information for the application. 

When a user tries to access a specific URL, for example “/contact” as seen in Figure 3.3, the request is 

always passed to the front controller. The front controller in Symfony is located within “app.php” and 

“app_dev.php”.  

The front controller loads the Symfony kernel with all required extensions, for example if you would 

need to log specific requests the corresponding extension would be loaded. 

The Kernel matches the requested URI, in this case “/contact” with the routing configuration. If found, 

the matched controller will be loaded. When the controller is loaded, the corresponding function will 

be called, in our case the function “contactAction()”. When the function is run, it creates a Response 

object with all necessary data and sends it to the user.  

The original code structure of Symfony can be divided into four different parts. Each part is located in a 

separate folder within the application folder (See Table 3.2). 

 

app/ Application configuration and entry point. 

src/ The PHP source code for the project. 

vendor/ Third party modules. 

web/ Root directory for the web application. 

Table 3.2: Original folder structure of Symfony 

 

The app/ directory holds the class “AppKernel” which is the entry point of the application. It loads 

configurations for the application as well as all the required bundles. 

Composer (See Chapter 2.5.5) is handling the autoloading of classes, which means that all the classes 

will be available without any imports. The dependencies are stored within the vendor/ directory. This 

directory can be altered and loaded from other sources as well. 

Within the src/ folder, all source code for the bundles are located. The bundles are able to hold several 

different types of classes, such as Controllers, Services, Commands (See Section 3.3), Twig Templates 

and Entities. 
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The vendor/ directory holds all required third-party libraries. All of the libraries within this directory is 

handled strictly by Composer. The vendor/ directory comes with: SwiftMailer, Doctrine ORM, TWIG as 

well as other third-party libraries and bundles preinstalled along with Symfony. 

The web/ directory holds all public files as well as other static files, such as images, JavaScript and 

Cascading Style Sheets. The web/ directory also holds the “app.php” file. 

The “app.php” is called when a user wants to access the application. When initiated, the “app.php” 

calls the “AppKernel” class, and returns a Response object with the result to the user (See Figure 3.3). 

 

 

3.3 Types of Classes 

 

This Section describes all types of used classes in this project, along with a brief explanation of how the 

classes are supposed to work. 

 

Commands 

The command class makes it possible to call the application from the terminal. It implements two 

functions, “configure” and “execute”. 

The configure function prepares optional and/or required arguments as well as other options, in order 

for the execute function to work properly. 

The execute function receives all the prepared arguments from the configure function, and runs the 

specified code. 

 

Controller 

The controller class purpose is to build and return a response object. It runs the logic from the 

functions it contains, such as, receiving database records, set database records, handle form inputs, 

sending emails, setting and destroying sessions and much more in order to build a Response object. 
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The response object is able to return several different formats, such as html, xml, json, images, 

redirects and so on.  

 

Service 

The service class is very similar to the controller class, but makes it possible to provide functionality 

“globally” within the system. This means that the service is callable whenever the container is loaded 

into memory. It usually implements functions to set and get data. A good example would be to handle 

database queries.  

 

 

View 

Twig is used to construct a valid HTML document as the response object. Twig may receive information 

from the controller class, such as, arrays with information, images, links or other necessary data in 

order to be able to build a structured view for the user.  

 

 

3.4 Summary 

 

An explanation of the database given by the company is explained and also how the database was 

reworked. The new structure of the database is explained, and how and why this was done.  

This Chapter also covers how Symfony2 works and its file structure along with the different types of 

classes that are in use. 
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4 Project Implementation 

 

In this Chapter, an explanation of the implemented classes along with tables that explains each 

function within the class, is presented in Sections 4.1, 4.2 and 4.3. In Section 4.4, the execution flow of 

the system is explained along with the API usage. An overview of the user interface is presented in 

Section 4.5, where the application is presented both through the web browser as well as through the 

terminal. 

 

4.1 Controllers 

 

The application implements one controller, which is called the “DefaultController”. This class type can 

be found in Chapter 3.3. 

The “DefaultController” handles the interaction with the user through the web interface. It implements 

two functions (See Table 4.1).  

Name Return Type Arguments Specification 

indexAction Response Object (Twig)  This will render a table 

of all available 

Companies and a 

corresponding status-

code 

getLinksAction Response Object (Twig) “Company ID” This will render all ads 

for a specific Company, 

with a corresponding 

hash-table and status-

code. 

Table 4.1: DefaultController functions 

The class creates the response object for the user. It uses Twig to build the tables of information. 
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4.2 Services 

 

The application has two different services, classes “Database handler” and “Scanning handler”. This 

class type can be found in Chapter 3.3. 

The Database handler handles all database interaction throughout the whole system as well as writing 

cache files. It implements twelve functions excluding the constructor (See Table 4.2). 

 

Name Return Type Arguments Specification 

getAllCompanies Array (See Table 3.4 

row 1) 

 Fetches all the 

available companies 

in the database 

getAdByID Array (See Table 3.4 

row 2) 

“Ad ID” Fetches a specific ad 

with its 

corresponding Ad id. 

compareAdContent String “Ad ID”, “Content” Compares the 

content hash with 

the hash 

corresponding to the 

given Ad id. 

getAllAds Array (See Table 3.4 

row 3) 

 Retrieves all ads in 

the database. Sorted 

by “ad_name”. 

getAdList Array (See Table 3.4 

row 4) 

“Company ID” Retrieves all ads from 

a specific company. 

getCompanyAds Array (See Table 3.4 

row 5) 

“Company ID” Retrieves all ads from 

a specific company, 

along with all 

specifications for the 

ad. 

getAdSpec Array (See Table 3.4 

row 6) 

“Ad ID” Fetches all 

specifications from 

the corresponding 

Ad. May return more 

than one row. 

getUserAgent String “Language”, 

“Browser”, “Mobile”, 

“Operating system” 

Fetches a User-agent 

which includes the 

given specifications.  
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getScans Array (See Table 3.4 

row 7) 

“Company ID” Fetches all 

completed scans 

from a specific 

company. 

newRecord Boolean “Ad ID”, “Content”, 

“Company ID”, 

“Company trust 

level” 

When a new scan is 

made and 

completed, the 

results gets inserted 

into the database. 

Returns true on 

success, and false of 

failure. 

cacheContent Boolean “Content” Writes the given 
content to disk if it 
does not already 
exist, names the file 
to the SHA256 value 
of the content. 
Returns true on 
success, and false of 
failure. 

Table 4.2: DatabaseHandler functions 

 

[0] [1] [2] [3] [4] [5] [6] [8] 

Company 

ID 

Company 

Name 

Company 

Status 

     

Ad ID Ad Trust-

level 

Ad URL Company 

ID 

    

Ad ID Ad Trust-

level 

Ad URL Company 

ID 

Content Nextscan Lastscan  

Ad ID Ad Trust-

level 

      

Ad ID Ad Trust-

level 

Ad 

Content 

Ad Status Nextscan Lastscan   

Ad ID Ad 

Language 

Ad 

Weekday 

Ad URL Ad 

Browser 

Ad GEO-

location 

Ad 

Mobile 

Ad 

Operatingsystem 

Content Status Nextscan Lastscan     

Table 4.3: Return types of functions from the DatabaseHandler 
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The Scanning handler class handles all logic for running the scanning process, fetching the results and 

scraping proxies. It implements five functions excluding the constructor (See Table 4.4). 

 

Name Return Type Arguments Specification 

runScan Boolean Array (See table 4.5 

Row 1) 

This function initializes 

a scan on the given ad. 

getContent String Array (See table 4.6 

Row 2) 

When called, this 

function fetches the 

contents of an URL 

with all given 

properties. (GEO-

location, User agent 

etc.) 

scanVirustotal Array (See table 4.6 

Row 1) 

“ad URL” Posts a new scan 

request on the given 

URL. 

getReport Matrix (See table 4.6 

Row 2) 

“ad URL” Fetches a specific 

report from the API. 

getProxy String on success. 

Null on failure. 

“Country Code” Scrapes a proxy from a 

public source, pings the 

IP to tell if it is live. If 

the proxy is live, 

returns the IP and Port. 

Table 4.4: ScanningHandler functions 
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[0] [1] [2] [3] [4] [5] [6] [7] 

Ad name Trust level Ad URL Company 

ID 

Lastscan Nextscan   

Ad name Ad 

language 

Ad 

weekday 

Ad URL Ad 

browser 

Ad Country Ad 

Mobile 

Ad OS 

Table 4.5: Arguments to functions of ScanningHandler 

 

[0] [1] [2] [3] [4] [5] [6] [7] [8] [9] [10] 

Response 

code 

Verbose 

message 

Scan ID Scan 

date 

URL Permalink      

Response 

code 

Verbose 

message 

Resource URL Scan 

ID 

Scan date Permalink Positives Total Scans(Array 

of all 

scanning 

engines.) 

Filescan 

id 

Table 4.6: Return types of functions from the ScanningHandler 
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4.3 Commands 

 

There is one implemented Command class in this project, “CronCommand”. This class type can be 

found in Chapter 3.3. It implements two functions (See Table 4.7). 

 

Name Return Type Arguments Specification 

Configure   Configures symphony 

so that the system is 

able to call a function 

from the terminal. 

With optional 

arguments. 

Execute  “Input interface” 

(Optional), “Output 

interface” 

Starts the scanner. 

Table 4.7: CronCommand functions 

 

 

 

4.4 Running the software 

 

The application initiates the scanning process when the command “PHP app/console scanner:scan” is 

called (See Chapter 4.3). This is done either by calling the command manually through the terminal, or 

from a cron job [16]. A cron job is a scheduler in UNIX-like systems for running tasks within certain time 

intervals.  

When the application is called through the command line, it fetches the Ad records with all the 

necessary information (See table 3.3 and Figure 4.1). Every ad has a corresponding value of “lastscan” 

and “nextscan” within the database. These values helps the application keep track of how often the 

URL needs to be scanned. 
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When the array of ads are retrieved, the application sequentially loops through all of the given ads. It 

checks for the value “nextscan” and compares the value with the current timestamp. If the timestamps 

value exceeds the value of “nextscan”, the ad will be scanned. If the value of timestamp is less than the 

value of “nextscan”, the application will not scan the ad but instead go to the next ad. The “nextscan” 

value depends on what trust level the company is assigned.  The trust level ranges from 1 to 5, where 1 

is the most trusted and 5 is the least trusted companies. 

The value “nextscan” is stored as a timestamp, and is calculated with the following equation: 

“(DAY/trust-level) = nextscan” where DAY is the number of seconds per day, which is 86400 seconds. 

When an ad is scanned, the application checks if the specific ad has any dependencies, such as a target 

GEO-location, a specific language or a specific browser. If the ad has dependencies, such as a specific 

browser, a corresponding user-agent will be fetched from the database. The same procedure goes with 

a specific GEO-location, a corresponding HTTP(S) proxy will be fetched. When all dependencies are 

fetched, the application will load the webpage into memory, with all the specified dependencies using 

curl [17]. Curl is a command line tool that make use of the library libcurl which comes shipped with 

PHP. It is used for communicating and connecting to different types of servers. There is support for 

several different protocols, such as HTTP, HTTPS, FTP, FTPS, SCP, SFTP, TFTP, LDAP, DAP, DICT, TELNET, 

FILE, IMAP, POP3, SMTP and RTSP [18]. 

When the data is retrieved, a SHA-256 [19] hash will be generated from the contents of the page. The 

application builds a hash-table with a status code in order to keep track of the content of the given 

links. Depending on GEO-location and User-agent, the links may output different content.  

Every scan is compared with previous results and if new content is added to the links, the results will 

be saved in the database table “scans”. This is for efficient use of the systems resources. In order to 

manually inspect the retrieved content, the data is also saved as a cached HTML file.  If the hash value 

already exists in the database, the corresponding row will be updated with new “lastscan” and 

“nextscan” values. If the hash value does not exist, a scan will be made and the given results will be 

saved as a new row within the database.  
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Figure 4.1: Representation of how the content scanner works  
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When a URL is submitted for scanning through the API, the server will reply back with a response code.  

Response code 0 means that the URL has never been scanned before. This will put the URL in a queue 

and will usually be done until the next scan occurs. Therefore, when a new URL is submitted, the 

system will jump to the next Ad and fetch the report during the next run. 

Response code 1 means that the URL has already been submitted to the API and a report is available. 

When the report is fetched, it will contain information such as how many different scanners has 

scanned the URL, if any scanner found any unwanted content on the links and what the scanners 

found, or if they found anything of interest. 

Response code -2 means that the URL is submitted but is not yet scanned. The system will continue to 

the next Ad and check for the report during the next run. 

Response code 204 means that there have been too many API calls during the last minute. The 

application will then sleep for 60 seconds in order to reset the API timer before it continues the API 

submissions. 

The URL is evaluated through several different content-scanners, using the VirusTotal API. If the scan 

needs manual inspection, all the submitted reports is available through the web browser (See Figure 

4.2). 
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Figure 4.2: VirusTotal reports from a web browser 

 

A complete list of all content-scanners that is in-use can be found in Appendix A. 

 

4.5 User Interface 

 

The system has a very simple user interface implemented with the help of TWIG. On the index page, 

the user is presented with a table of contents (See Figure 4.3).  

The table includes an ID, the Company name and a Status.  

 The ID column holds a unique key in each row in order to identify each company.  

 The Company column holds the name of the company on each row. It is also a clickable link, in 

order to view the companies’ ads and its status.  

 The column Status holds a number on each row, which represents their current security 

standing towards the system.  
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Figure 4.3: Table of all companies 

 

 

When a user clicks on a company’s name, the web browser sends a request to app.php/ID. The request 

is then handled by the GetLinksAction in the DefaultController (See Table 4.1), with the argument of 

the company’s ID.  

The user is presented with a table of all scans. The table includes an ID, the companys trustlevel, a hash 

value of the content, a status of the content, nextscan timestamp and last scan timestamp (See Figure 

4.4). The attributes are explained below: 

 The ID is the Ads ID. 

 The trust level is based upon previous scans. This is used for calculating how often the ad needs 

to be scanned. 

 The content column holds a SHA256 hash of the content received by the Ad URL. 

 The Status is an evaluation of the content received from the Ad URL. It is set to 1 for malicious 

activity, and 0 for no malicious activity. 

 Next Scan is the column which tells the user when the Ad is scanned or rescanned. 

 Last Scan is the column which tells the user when the Ad was last scanned. 
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Figure 4.4: Table of all available ads 

 

When the system is called through the terminal, a simple user interface is displayed (See Figure 4.5). 

This interface tells the user how many ads there are in total within the database. It also tells the user 

when new scans are submitted to the API.  

It shows the user the specifications of an ad with all malicious content found when the scan is done. 

Information of how many ads are left to scan is also presented. 
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Figure 4.5: User interface via the terminal 

 

4.6 Summary 

 

An explanation of how the system is implemented and how every class is meant to work along with 

tables of all the functions is given. The function tables includes arguments, return type and a brief 

explanation of the purpose of the functions. This Chapter also covers the execution flow of the 

implemented content scanner and the user interface is also presented, as well as an explanation of its 

contents. 
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5 Results  

 

This Chapter describes what has been accomplished during the development of the content scanner 

which is presented in Section 5.1. How the system could be developed further is described in Section 

5.2. 

 

5.1 Overview 
 

The basic idea of this project was to scan and detect content from links that might be harmful for the 

company and its users. This was made possible with a framework called Symfony, which is created 

mainly in PHP. The original project specification has been very useful in order to complete the system. 

It contains a bullet list of everything that the system is expected to do. The list can be found below. 

The system should be able to: 

 Inspect the information on the given links. 

 Store the given results in a database. 

 Check if any new content is applied to the link. 

o If that is the case, make an appropriate safety inspection of the given link. 

 Simulate visits by users with the correct operating system, web browser, GEO-location and 

platform. 

 

The bullet list has been accomplished, but it can also be developed further, more on that in Section 5.2. 

The inspection of links was accomplished using the VirusTotal API, which scans the URL with several 

different content scanners (See Appendix A for a complete list). The results of the inspection were 

saved into the database table “scans”, which the user interface presents when called. If new content is 

added to the URL, a call for a rescan is submitted to the API.  

Simulating visits by the correct operating system, web browser, GEO-location and platform is 

accomplished by scraping a public proxy source for the corresponding GEO-location. When an IP that is 
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online is retrieved, a User-agent is fetched from the database. When all the specifications are loaded, 

the application uses cURL in order to fetch the content of the page, which would simulate a user visit. 

 

 

5.2 Future Functionality 

 

The finished project works as intended, but may be be further developed in several different areas. 

Those areas are described below. 

 

GEO-location and public proxies 

The system fetches the targeted GEO-location, if specified, and then gets a proxy with the 

corresponding values. This HTTP(S) proxy is fetched from a public source, which is available to anyone 

wishing to connect to the proxy. This comes with problems, as the system does not know if any 

additional content is added from the proxy, such as ads or other information. If content is added from 

the proxy, the system would handle the content as “new” and put it into the database. A manual 

inspection would then be needed in order to eventually find the added content. Public proxies may 

also be unstable; this might cause the system to have the connection reset, which would lead to 

incorrect responses. 

Other problems could also occur, such as too high load on the proxy servers, which could lead to a 

crash or massive delay.  

The previously named problems could easily be solved by renting dedicated private proxies. 

 

Using the free API 

When the server is sending scanning requests to the API, it is currently using the free version. This 

limits the system by only being able to send up to four requests per minute [20]. If the system holds a 

lot of unscanned links, the process could be very time-consuming. If the time-limit is reached, the 

system will halt for one minute before scanning the next link. 

This could be solved by buying a license, which increases the scans per minute.  
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User-agents 

When the system fetches ad-specifications and is supposed to get the contents of a page with a specific 

browser, pre-built User-agents are currently used [14]. This could lead to problems if the system wants 

to load a page from e.g. the web browser “Safari” and the language “Swedish” or “SE”. If there is no 

Safari browser with Swedish in the database, the system will pick a default browser. 

This could be solved by building custom User-agents in PHP instead of using pre-built ones. 

 

Authentication 

The system is supposed to run on a server which no external users should have access to. Therefore no 

authentication is used in order to fetch data to the web-view. 

This could be solved by implementing basic user authentication, for more security. 

 

Proxy scanning 

Since the used APIs does not give the possibility to specify GEO-location or user-agent, the saved HTML 

files could also be used as a mirror from an external proxy in order to scan specific content. Instead of 

scanning the given URLs the proxy should be scanned. This makes it possible to scan possible data that 

the scanner would not be able to fetch otherwise. 

 

5.3 Summary 

 

An explanation of why the system is interesting for the enterprise, and a bullet list of functions that 

was required for the system. There are some issues with the current content scanner, which is 

presented with possible solutions in this Chapter. 
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6 Conclusion 

 

This Chapter describes my experiences during the development of the content scanner. It describes 

what I have learned, what I would like to change and what I would like to develop further. 

 

6.1 My thoughts and experiences 
 

Projects that are developed during an extended time period gives a deeper knowledge of the different 

tools and techniques used. I have never used the Symfony framework before, even though I use PHP 

frameworks in other projects frequently. Since I never used this framework before, I had to read the 

documentation pages thoroughly, which was time consuming during the first weeks of the project. In 

my previous projects, I have used frameworks such as Laravel, which is built upon the Symfony 

framework and I have also used CodeIgniter.  

I have previously used the MVC-pattern when developing different kinds of systems, but I have never 

used the Twig templating system. By using the Twig templating system, I have learned that using and 

creating these templates saves a lot of time when making a design for the web application. It also saves 

a lot of time when the developer is trying to present data to the user, such as tables as seen in Figure 

4.3 and Figure 4.4.  

I am satisfied with the fact that the system is working, there is however some functionality that I would 

like to develop further in order to be fully satisfied with the system. The functionalities that I would like 

to develop further can be found below. 

 I would like to generate custom user-agents and not use pre-defined ones, as described in 

Chapter 5.1.  

 I would also like to make the system able to scan cached pages, which are retrieved with 

specific GEO-locations and user-agents. This functionality is described in Chapter 5.1.  
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Appendix A – Content Scanners in use 

 ADMINUSLabs 

 AegisLab WebGuard 

 AlienVault 

 Antiy-AVL 

 Avira 

 Baidu-International 

 BitDefender 

 Blueliv 

 C-SIRT 

 CLEAN MX 

 CRDF 

 CloudStat 

 Comodo Site Inspector 

 CyberCrime 

 Dr.Web 

 ESET 

 Emsisoft 

 Fortinet 

 FraudScore 

 FraudSense 

 G-Data 

 Google Safebrowsing 

 K7AntiVirus 

 Kaspersky 

 Malc0de Database 

 Malekal 

 Malware Domain Blocklist 

 MalwareDomainList 

 MalwarePatrol 

 Malwarebytes hpHosts 

 Malwared 

 Nucleon 

 OpenPhish 

 Opera 

 PalevoTracker 

 ParetoLogic 

 Phishtank 

 Quttera 

 Rising 

 SCUMWARE.org 

 SecureBrain 

 Spam404 

 SpyEyeTracker 

 Sucuri SiteCheck 

 Tencent 

 ThreatHive 
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 Trustwave 

 VX Vault 

 Web Security Guard 

 Websense ThreatSeeker 

 Webutation 

 Wepawet 

 Yandex Safebrowsing 

 ZCloudsec 

 ZDB Zeus 

 ZeroCERT 

 Zerofox 

 ZeusTracker 

 malwares.com URL checker 

 zvelo 

 AutoShun 

 Netcraft 

 PhishLabs 

 Sophos 

 StopBadware 

 URLQuery 

 


