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Abstract 

As there is more and more threats on the internet the need for security is more crucial than ever 

for the companies to look into their solutions to protect their information. To be able to see how 

an attack works, we discus and show how an attack is progressing in this thesis we compare 

the difference between traditional and Next Generation firewalls. We also compare three 

different vendors to compare different functions and security performance. 

By using Systemair AB as testing ground and having their network as a template we will 

compare the models in a real environment and finally make the changes to get a more effective 

network at their site with a new Next Generation firewall at their center.  

It will also contain a description about Cisco’s Next generation firewall ASA with FirePOWER, 

and some of the installation process to get it to work. This is Cisco’s new firewall that they have 

created with the help of Sourcefire. 
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Dictonary 

Next Generation Firewall (NGFW) 

[1]Next-generation firewalls combine application awareness and deep packet inspection to give 

companies more control over applications while also detecting and blocking malicious threats. 

 

Voice over IP (VoIP) 

[2]A telephone term to describe telephone service over internet. This is a bundle of different 

technologies to manage and deliver voice information over internet. It’s means sending discreet 

voice packages in digital form rather than sending it by close-committed protocols of the 

standard public switched telephone network (PSTN). 

 

Adaptive Security Appliance (ASA) 

[3]A security solution from cisco combining firewall, antivirus, intrusion prevention and VPN 

capabilities. 

 

Demilitarized zone (DMZ) 

[4]A physical or logical subnetwork that is separated from the internal network. Here it’s best 

practice to place a company's external-facing services to provide security barrier towards the 

local area network of the company. 

 

Triple Data Encryption Algorithm (3DES) 

[5]Data Encryption Algorithm is a symmetric block cipher that has been developed by IBM. It 

uses a 56-bit key to encrypt and decrypt a 64-bit block of data. When adding the three to the 

equation you do the encryption and decryption in three steps.  

 

Message-Digest5 (MD5) 

[6]The MD5 is a hashing technique. It is used for making sure the sent traffic is the traffic that 

was received. 

 

Internet protocol (IP) 

[7]It is a protocol to communicate between computers over the internet. Working on layer 3 

network layer, in the OSI model. To communicate over the internet it uses two different 

techniques. (i) IPv4 witch uses a 32 bit address and (ii) IPv6 witch uses a 128-bit address. The 

IPv4 is the most widely used. But as the addresses have started to run out as each computer 

have to have individual address on the internet, the IPv6 have been developed to fix this 

problem.  

 

Virtual Private Network (VPN) 

[8]VPN is a way of creating a Local Area Network across the internet. It creates a virtual tunnel 

between the hosts and encrypting the traffic so it only can be read at the endpoints. 

 



 
 

Network Address Translation (NAT) 

[9]NAT is used to give a local area access to internet by using a set of public addresses. A NAT 

server can hide internal addresses from the public making it safer for internal hosts. It uses 

address to address translation that will make it hard if there is a large network behind the NAT. 

 

Port Address Translation (PAT) 

[10]PAT is used for “overload” one external IP address. Instead of using address to address 

translation the PAT server assigns a port to a package, and returns the traffic that comes at that 

port to the host that sent the traffic. 

 

Private Internet eXchange (PIX) 

[11]The PIX firewall was one of the first products on the market that had and used NAT. It was 

created to tackle the shortage of IP addresses in 1995 by John Mayes and Brantley Coiley. 

 

Adaptive Security Appliance (ASA) 

[11]The ASA is a further development from the PIX500 series. It is a firewall with capabilities in 

Antivirus, Antispam, IDS/IPS engine, VPN, SSL, and content inspection.  

 

Routing Information Protocol (RIP) 

[12]RIP is a distance vector protocol. It uses hop count to decide which way is the best for the 

traffic. 

 

Virtual Local Area Network (VLAN) 

[13]It is a technique to create broadcast domain to isolate traffic at the datalink layer, layer 2. 

 

Wireless Local Area Network (WLAN) 

[13]It is a wireless network that links two or more computer over wireless connection 

 

Access Points (AP) 

[13]In a computer network it provides a connection point for a host to connect to gain access to 

the weird network. 

 

Identity Services Engine (ISE) 

[14]ISE is a policy based management platform from Cisco. It provides device and user visibility 

for mobile devices. 

 

Light Weight Access Point (LWAP) 

[13]It is an access point connected to a wireless LAN controller. It asks back to the controller 

who keeps track of authentication of users and automatic adjustment of radio frequency power  
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1 Introduction 

Security issue is a challenging topic in network design. Traditionally security was based around 

firewalls to make the decisions if a host is allowed to access a certain web page or application. 

Traditional firewalls where designed to provide the security on layer 4, Transport layer, in the OSI 

model being able to sort on ports and protocols. But as the applications started to evolve they 

were made in a fashion that it started to be port avoidant, making it hard for the firewall to make 

decisions based on what port the application used. To prevent this problem vendors started to 

develop Intrusion Prevention Systems. These devices introduced security up to the layer 7, 

application layer. By doing this the administrator could set up new policies based on the 

applications instead of the ordinary port protection. Many companies that developed both firewalls 

and Intrusion prevention system started to develop a new type of defense: The Next Generation 

Firewall. This combined the capabilities of the traditional firewall with the intrusion protection 

system and made it all into one unit. This Thesis focuses on the design and improvement of a 

security model. The literature considers a number of existing models that have been proposed by 

famous leading networking companies in the market, such as Cisco, Palo Alto, and Fortinet. We 

will discuss the differences between these model, existing problems and possible approaches to 

solve these problems in this Chapter.  

1.1 Firewall 

As the firewall is a key product in today’s security the main focus will be on these devices. 

1.1.1 Traditional firewall 

According to InfoSec community [15], a traditional firewall is a device that controls the traffic 

entering and exiting a network. A firewall typically uses stateful or stateless inspection of the traffic 

depending on what protocol it’s configured for. Usually the traditional firewall implements NAT or 

PAT. This to save addresses on an every growing demand on IPv4 addresses. 

1.1.2 Next Generation Firewall 

For many years, traditional stateful inspection firewalls have been the main line of defense against 

attacks to a network. There are two limitations with these firewalls, (1) not inspecting the payload 

of the data packages, and (2) not filtering the application level [1]. This means that the firewalls 

do not control certain ports that the application or traffic are using. Many applications are using 

multiple ports and are hard to stop with stateful inspection. With this problem new types of 

defenses were introduced; (i) Intrusion Prevention Systems (IPS), (ii) Intrusion Detection System 

(IDS), and (iii) Unified Threat Management (UTM). The IPS is able to do intrusion prevention and 

deep packet inspection, which can detect malware or exploits in network traffic [16]. The downside 

to these systems is that it creates latency and complex ability, because usually more devices are 



2 
 

involved. IDS can make packet inspection and create alarms if it detects a malware, but it is 

unable to do intrusion protection due to its installation --- see Figure 1 Demonstration on how (A) 

IDS and (B) IPS are connected to the network 

 

UTM tends to use different internal engines to perform security functions [17]. This means that a 

packet can be examined several times creating lots of latency. Most of these security applications 

have the disadvantage that they usually have to download the entire package before it can 

perform its scan, this giving it a limit size of how large packages it can handle. 

 

The next generation firewalls (NGFW) combine all of these without hampering performance. The 

most distinct difference between NGFW and a traditional firewall is that NGFW are application-

aware. This giving the NGFW the benefit of checking what application is going thru the firewall. It 

can differentiate between different applications, including Web applications. This giving it the 

advantage of separating the traffic due to what the company policies are. For example allowing 

Dropbox but limit OneDrive or even allowing Facebook.com but limit the users from writing on it. 

NGFW also have the possibility to do deep packet inspection to detect anomalies or known 

malware. These devices are optimized so that the packages needs only to be checked once, 

which makes it much faster than its counterparts. 

  

Fig 1 Demonstration how IDS and IPS are connected in the network Figure 1 Demonstration on how (A) IDS and (B) IPS are connected to the network 
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Gartner defines an NGFW as "a wire-speed integrated network platform that performs deep 

inspection of traffic and blocking of attacks [14]." At minimum, Gartner states an NGFW should 

provide: 

 

 Non-disruptive in-line bump-in-the-wire configuration 

 Standard first-generation firewall capabilities, such as network-address translation (NAT), 

stateful protocol inspection (SPI) and virtual private networking (VPN) 

 Integrated signature-based IPS engine 

 Application awareness, full stack visibility and granular control 

 Ability to incorporate information from outside the firewall, such as directory-based policy, 

blacklists and whitelists 

 Upgrade path to include future information feeds and security threats, and SSL decryption 

to enable identifying undesirable encrypted applications 

  

1.1.3 Examples of NGFWs 

In this chapter there will be a small introductions to the different firewalls that have been studied. 

A deeper study will be in the chapter 4 case study. 

 

Between the three different firewalls we have looked at there is not much difference. They have 

looked at each other and implemented their own version of the technologies. The three firewalls 

studied are Cisco ASA 5585 With FirePower, PaloAltos PA-3020, and Fortinets FortiGate-1500D. 

There will not be any comparison of these models by their hardware. They are not equal on the 

hardware, so it is not justified to perform comparisons on performance. What has been looked at 

is their software and usability, and somewhat their support, as well as pricing. 
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1.1.3.1 Cisco ASA5585-x 

This is Cisco's latest defense in the struggle for edge and datacenter security. It is a single firewall 

blade in a two-rack-unit. The bottom blade houses the Firewall with stateful inspection. The top 

blade can a host Cisco IPS, Cisco ASA with FirePOWER Services, or a second stateful inspection 

firewall module.  
Table 1 Specifications for Cisco ASA5585-X taken from Cisco webpage 

Cisco ASA5585-X 

Firewall throughput 20 Gbps 

Threat prevention throughput 10 Gbps 

Max sessions 4,000,000 

New sessions per second 200,000 

Max number of policies 80,000 

 

History of Cisco ASA 

The Cisco ASA is a descendant of the Cisco PIX which Cisco acquired 1995 from two developers, 

John Mayes and Brantley Coile. These two developers tried to sort out the problem with the 

problems with the shortage of IP addresses. NAT [18] and private addresses [19] was just in it a 

discussion at that time. That later led to the RFC1918 [20], which we today know as private 

allocated addresses. 

 

In May 2005 Cisco released the Adaptive Security Appliance (ASA). This platform combined 

functionality from different technologies, PIX, VPN3000 and IPS product lines. By  July 2013 Cisco 

acquired SourceFire: a company developing Next generation firewalls. By this time SourceFire 

was the leading company in IPS technologies with their flagship Snort [21]. Snort is an open 

source IPS with real time analysis and packet logging. The year later in 2014 Cisco introduced 

their new ASA with FirePower. 
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1.1.3.2 Palo Alto PA-3020 

PA-5020 is a pure Next generation firewall in a two-rack-unit shell. This box combines all of what 

a next generation should have, with IPS and application control. With their Application Control 

Center (ACC) they can control what applications and get an overview of who and what is going 

through the firewall. 

 
Table 2 Specifications for PaloAlto PA-3020 taken from PaloAlto webpage 

PaloAlto Networks PA-3020 

Firewall throughput 2 Gbps 

Threat prevention throughput 1 Gbps 

Max sessions 250,000 

New sessions per second 50,000 

Max number of policies 2,500 

 

History of Palo Alto 

PaloAlto Networks was founded in 2005 by Nir Zuk, a former engineer at Netscreen technologies 

and Checkpoint. Nir Zuk helped in creating the first stateful inspection firewall and the first 

intrusion prevention system. The company produced and shipped its first firewall in 2007. 
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1.1.3.3 Fortinet Fortigate-1500D 

FortiGate 1500D is a two-rack-unit firewall providing highly sophisticated security for application 

visibility and protection. It can be used as Secure Web Gateway and addresses the problem that 

companies faces with Bring Your Own Device (BYOD). 

 
Table 3 Specifications for Fortinet FG-1500D taken from Fortinet webpage 

Fortinet FG-1500D 

Firewall throughput 80 Gbps 

Threat prevention throughput 11 Gbps 

Max sessions 12,000,000 

New sessions per second 300,000 

Max number of policies 100,000 

 

History of Fortinet 

Was founded in 2000 by two brothers, Ken Xie and Michael Xie. Ken Xie was a former CEO of 

Netscreen. Fortinet released their first product in 2002. In April 2012 they acquired a VOIP 

company called TalkSwitch. After this Fortinet released their FortiVoice. In March of 2013 

application delivery controller (ADC) manufacturer Coyote Point Systems were acquired. This 

giving Fortinet a capable application control for datacenters. In May 2015 they acquired Meru. 

Meru is a wireless company with good products on the market. This give Fortinet a chance to be 

the leading on the wireless security market. 
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1.1.4 Testing facility (NSS Labs) 

NSS Labs, Inc. is an independent, information security research and testing organization 

founded in 1991, they pioneered intrusion prevention systems testing. In 1999 they published 

the first criteria for how intrusion detection and prevention should be done. NSS Labs evaluated 

security products such as Firewalls and Unified Threats Management. NSS Labs are 

considered to be the most aggressive in the industry. Making their test to be reckoned with. 

In their test they connect the firewalls so that they use three different zones (i) Untrusted, (ii) 

Trusted and (iii) Demilitarized zone (DMZ). By connecting this way they can setup rules and 

policies to send traffic between the different zones to see how the firewalls react when prompted 

with traffic. 

 
Figure 2 Different Zones illustrated (NSS Labb [22]) 

A summary of NSS labs methodology [23] is mention under chapter 4.1.1 NSS Labs test 

methodology.   

1.1.5 Motivations  

As security develops new security aspects and vulnerabilities appears. This is making it a new 

way of thinking and development for the security aspects. The motivation in making this report is 

to get insight into the new ways to tackle the problems in visibility and trackability. After have had 

the chance to study and later work with the network security one realizes that to keep up with the 

development the person needs to be on their toes. As new applications develop with new security 

breaches, and with applications, such as skype, that is port avoidance making conventional 

thinking and hardware absolite. As Nir Zuk founder of PaloAlto said “You might as well take 

traditional firewalls and replace them with an Ethernet cable" [24].  

One motivation that is for doing this report is to expand the knowledge of using next generations 

firewalls as border firewall protection as well as getting to know what can be done with such setup. 
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1.1.6 Research approach  

By keeping Nir Zuks words in mind it would be nice to see how a traditional firewall can compete 

with a new next generation firewall. By comparing the two networks types, one with traditional 

firewall and a new with a next generation firewall the result will give us a good insight of how bad 

the security is on traditional networks compared to the new type of defense. This to give 

companies an insight in how and why they should invest in new technologies, and how to 

implement them into their networks.  

 

This thesis will evaluate three different next generation firewalls. This evaluation will be based on 

NSS Labs Product analysis. The three Firewalls included in this report have been chosen because 

they represent the three different offers Systemair AB are currently considering.  

 

As the company that is being invested in this report uses Cisco products these are the focus 

products. There will also be mention of how a company will be able to implement their Next 

Generation Firewall into their security. As well give recommendation on how and what they should 

protect themselves against the security threats. 

 

As there Cisco products are mainly used at Systemair, there will be a concentration on Cisco’s 

own literature but not limited to this.  

 

The test will be tested on before and after in a live environment. Some of the test with the new 

hardware will be tested in a laboratory environment for real penetration tests. This to not inflict 

any damage to the company's network.  

 

Questions that will be answered: 

 Is the investment of a next generation firewall worth the money? 

 What will the advantages and disadvantages be with implementing the new next 

generation firewalls with application security? 

 How can the application security affect the security performance and ease of 

administration of a firewall? 

 What can we learn from the old way of using standard firewall with port-security? 

 How much less secure is it compare to the next generation firewalls? 

 

The steps that will be taken to answer these questions are:  

 Create a baseline on what protocols that is in use, and what is needed for a company to 

work.  

 Redesign after Cisco's campus design to see if that will affect the performance of a 

network.  

 Compare performance between traditional stateful firewall compared to a next generation 

firewall.   
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1.1.7 Problem statement 

The company has grown out of its old network setup and are looking to enter a new era of network 

development. The network has grown organically since 2000 when the last major design 

decisions were implemented. This has led to a fragmented and disorganized network that has 

many built in reliability flaws.  
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2 Research context 

The oxford dictionary form of Security: 

Security [si-kyoo r-i-tee] precautions taken to guard against crime, attack, sabotage, 

espionage, etc. [25] 

 

In today's network environment the need for fast, reliable and easy to access information is taking 

the network infrastructure to a new dimension. The companies and users always want to be able 

to access information when they need it. Most information is free and accessible by all, while 

some company information can be devastating if it get access by the wrong hands. This one of 

the reasons that billions is invested into security precautions every year. It is a race between the 

companies and the hackers that want to access the information inside. This has created a need 

to be able to see where and when an attack or penetration has occurred. That has been the 

foundation to create a next generation firewall.  

 

2.1.1 Application control 

The NGFW use different technologies to check applications. They are a combination of predefined 

signatures, header inspections and payload analysis.  The NGFW has a predefined library of 

different applications that are approved to traverse the network. NGFW are also capable of 

learning how the network should look like and create a baseline for the network and can alert 

administrators if there is an anomaly occurring [26]. 

 

To identify applications it is crucial for a modern company to help them organize their web traffic. 

Today, organizations have crucial business solutions that must be prioritized while they might 

have problems with employees using wasteful and often dangerous web applications. Here it is 

crucial to give the prioritization for the important applications while limiting the bandwidth for social 

media and gaming applications. 

 

With the application control the companies and organizations can create and enforce a variety of 

application policies. This can be applied to give full bandwidth to business solutions such as Voice 

over IP (VoIP), while limit the bandwidth to applications such as streaming media. 
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2.1.2 Network Design 

By choosing a network design there is a couple of standpoints that has to be considered.  

(1) By having enough information on how the network looks like and how it is being used is 

one of the fundamental components of the network design. 

(2) Have management tools to see and get information on where the chokepoints and 

possibility of problems might accrue.   

(3) Standardizing of the components in the network. This will make it easier as most 

vendors have their own way of doing things.  

(4) Make sure the wiring is right. Any network is only as good as its connections. Most 

networks flaws can be built away by doing proper wiring. 

(5) And of course K.I.S.S. Keep It Simple Sysadmin. Don’t do anything that is more complex 

that it need to be.  

2.1.3 Breaching the network  

Understanding how an attack is conducted on a network is essential to now so that it can be 

stopped. It is divided into 5 phases, (i) Reconnaissance, (ii) Scanning (iii) Gaining access (iv) 

Maintaining access (v) Covering tracks. 

 
Figure 3 Lifecycle of a network attack (SearchSecurity) [27] 

In the (i) Reconnaissance phase the purpose is to gather information about the target. This 

includes learning how it operates. This can be done in multiple ways such as Social engineering 

where they actually start talking to people, web searches to get information about the target, 

dumpster diving to see what is thrown away. This is one of the larger phases that can take 

weeks to perform and is the hardest to protect the target from. 

 

In the (ii) Scanning phase the goal is to gain information about what ports are being used as 

well as getting to see what vulnerable applications and other security holes exist in the network, 

which can be used to proceed to the next phase. 
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(iii) Gaining access. During this phase the attacker can use multiple tools to gain access. It 

ranges from Trojans, Viruses or by actually gaining access by getting the passwords from the 

employees.  

 

After have gained access to the to the network  phase (iv), maintaining access, is conducted. 

This includes get a way back in, usually called backdoor, and changing root/admin privileges so 

that the attacker can access to more information.  

 

After the attack is done the attackers have to (v) cover their tracks. Here the attacker needs to 

remove logs and delete the code that has given them access. 
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3 Literature review 

By looking at the market today one can see that is many vendors selling security solutions. In this 

thesis there where a selection of three of these vendors, who all of them amongst the leading 

vendors on the market. By doing a comparison among these firewall towards a company’s 

specifications there will be a result that the company can use to choose why it should go for a 

specific vendor. It also compares the quality between them with their specification in certain areas. 

There are 6 vendors competing at the top of the market [28]. All of these vendors have shown 

good results on the market the last 7 years on the European market. The top names of Next 

Generation firewalls are Checkpoint, Juniper Networks, Cisco, SonicWALL, Fortinet and PaloAlto 

Networks. We chose to concentrate on Cisco, Fortinet and PaloAlto. Mainly because the company 

in question had their eyes on them.  

 

To get an insight in what direction the security trends are pointing, Cisco presents a report on the 

current security trends in the world. In Cisco Annual Security Report 2015 once can see that frame 

injection makes up 51% of the distribution of malware in Europe. By using this knowledge it is 

imperative that a security administrator blocks access to those sites. Also blocking JAVA and 

Silverlight products as these are two of the most exploited programs on the market today. 

What security can be implied at the different layers in the OSI model?  

 
Figure 4 OSI model [29] 

By looking at Figure 4 OSI model the OIS model is divided into 7 layers each with its own 

characteristic properties. SANS institute [26], who is a certifying institute, has provided a security 

examples for protecting different layers. These are also explained somewhat in Implementing 
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Cisco IP Routing and in Cisco IP Switched Networks. All of these contributes to the fact of 

securing the network not only on the higher layers of the OSI model but also pushes the fact of 

securing the actual device from the public.  

 

On the topic of Intrusion detection there have been many studies. In the report from Goodall, J.R., 

Lutters, W.G. and Komlodi, A. (2004b), “The work of intrusion detection: rethinking the role of 

security analysts [30] and Goodall, J.R., Lutters, W.J. and Komlodi, A. (2009), “Supporting 

intrusion detection work practice” [31], they lift the problems occuring with the traffic and people 

working with the security aspects. In their report they used different focus groups to get a view on 

how people are working with the equipment.   

There are multiple studies concerning firewall performance and implementation. The National 

Institute of Standards and Technology (NIST) prepared guides to Intrusion detection and 

prevention systems to help administrators to implement their new IPDS. They have also created 

guidelines for Firewalls and firewall policies. These policies have been created to assist 

organizations to understand the capabilities of those systems.  

 

As some of the tests are performed by the NSS Labs, their evaluations procedures documents 

are a part of this thesis. They are world leading in the testing of the performance and security of 

security products.  

 

As the education at Mälardalens Högskola (MDH) is a Cisco academy the books from that studies 

will be included into this thesis. As the information gathered from 3 years of study are from the 

books from Cisco. To mention two of the study books from the education. Implementing Cisco IP 

Routing (ROUTE) and Implementing Cisco IP Switched Networks (Switch). Both of these books 

covers the basic and advanced levels of designing and implementing a structured network. As 

this work is progressing, a new version of the books have been released and new technologies 

might have appeared but will not be a part of this thesis. 
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4 Case study 

This chapter will include all the information on different components that will be tested and 

evaluated. 

4.1 Firewall tests 

For this case study three different brands of Next Generation Firewalls were studied. These 

firewalls were selected as they are the ones currently being considered by Systemair. By using 

NSS Labs analysis reports an evaluation can be done between the different firewalls. 

 

4.1.1 NSS Labs test methodology 

The tests that NSS Labs are conducting are extinctive. The focus on four parts, (i) Security 

effectiveness, (ii) Performance, (iii) Stability and reliability, (iv) Total cost of ownership. The tests 

are performed on the devices using the best practice/recommendation from the delivering 

companies.   

 

NSS Labs have identified the basic functions that should be included in a traditional and next 

generation firewall. [23]  

 Traditional “first generation firewall” features, including:  

o Basic packet filtering  

o Stateful multi-layer inspection  

o NAT  

o VPN  

o Highly stable 

 

 “Next generation firewall” features, including:  

o Application awareness/control  

o User/group control   

o Integrated intrusion prevention system (IPS)  

o Ability to operate at Layer 3 (“traditional”)  

o External intelligence to enhance blocking decisions (i.e., “reputation services”)   

 

Security effectiveness 

The tests conducted starts from a base line where there only are simple rules and no policy 

restrictions then excels to a complex, real-world layout. At each level of complexity, tests and 

logging are conducted to insure that only specific traffic is allowed and the rest is blocked.  The 

Firewall must support stateful filtering ether as a stateful proxy or by managing state tables. The 

latter is to prevent traffic leakage.  The firewall should also be able to manage policies across 
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multiple interfaces/zones, by a minimum of three (Trusted, untrusted, and DMZ). It should also 

have a dedicated management interface.  

 

To test the performance and policy’s they conduct testing between trusted to Untrusted, 

Untrusted to DMZ, and Trusted to DMZ. Some of the test conducted between the zones are but 

not limited to:  

 Static NAT, using fixed IP addresses to conduct one-to-one mapping 

 Dynamic/Hide NAT, using outside IP-Address and a pool of high ports to manage multiple 

connections 

 SYN Flood Protection, the technique used by many hackers to initiate a three-way 

handshake and not completing it. This test is to see if the firewall will comprehend and 

protect against SYN Flood attacks 

 TCP Split Handshake Spoof, this test is to see if the firewall will get confused into allowing 

traffic to pass thru form one zone to another. The technique uses both three-way handshake 

and simultaneous-open connection    

 IP address spoofing, by using legal traffic packages the attacker tries to change the packets 

headers to appear that it was sent from a trusted computer.  

 

The application tests are conducted by setting up outbound and inbound policies and testing 

different applications, such as social networking sites and skype. The firewall should be able to 

determine the application and take the appropriate action 

 

Intrusion preventions are conducted based on the tested companies’ out-of-the-box policies. 

The latest signature pack is downloaded from the vendor’s homepage. NSS Labs considers it to 

be unacceptable for the products to be sold without recommended or default policy. 

 

During the intrusion prevention test NSS Labs test a variety of programs to exploit the 

weaknesses of known servers and applications.  This to insure that the firewall can determine if 

an attack is ongoing on these vulnerabilities. As many companies uses old programs and 

applications NSS Labs have divided the result by year of completion. So that it will be easier to 

see if the firewalls have applied their security from these years. The tests consist whit over 1800 

live exploits. All of the tests are validated so that:  

 A reverse shell is returned  

 A bind shell is opened on the target allowing the attacker to execute arbitrary commands  

 Arbitrary code execution   

 A malicious payload is installed  

 A system is rendered unresponsive  

 Etc.  

 

Evasion test are conducted by using older/common basic exploits that Firewall vendors should 

be able to withstand. If the firewall is unable to detect a single form of evasion any exploit can 

pass through rendering the firewall useless. In testing the firewalls capability to detect evasion 

they test (i)IP-packet, (ii)stream and (iii)RPC segmentation.  This to be able to determine the 

effectiveness of the fragmentation reassembly mechanism of the firewall. 
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By testing HTML and URL Obfuscation they can see if a firewall is able to see into the packages 

to determine that the can detect hidden codes embedded into websites or HTML packages. 

Malicious HTML can gain access thru webpages and plugin to silently gain control of the clients 

system and install malware.   

 

Performance test are conducted by sending various sizes of UDP packets. A constant stream of 

each generated packet are measured. The test are sending back and forth from fixed source 

and destination port. Multiple test are conducted to get an average value. The test are not to 

simulate any form of real-world network connection, the goal is to determine raw packet 

processing capabilities and the firewalls effectiveness to forward packages. 

 

Next performance test are conducted by measuring “real-world” traffic. By using sophisticated 

testing equipment NSS Labs are able to simulated TCP packages going to different locations at 

multi-Gigabit speeds. The aim for this test is to stress the inspections engine and determine how 

it handles lots of TCP packages that are sent every second. At the end of the test the results of 

critical braking points where measured:  

 Excessive concurrent TCP connections –Latency within the firewall is causing 

unacceptable increase in open connections on the server-side. 

 Excessive response time for HTTP transactions - Latency within the Firewall is causing 

excessive delays and increased response time to the client. 

 Unsuccessful HTTP transactions – Normally, there should be zero unsuccessful 

transactions. Once these appear, it is an indication that excessive latency within the 

firewall is causing connections to time out. 
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4.1.2 Firewalls tests 

Here follows a short presentation of the test results from NSS Labs. More results can be found 

at the reports from NSS Labs [32] [33] [34] 

 

From Figure 2 one can read that the three firewalls have performed fairly well in the test made 

by NSS Labs. In the graph NSS Labs have evaluated security effectiveness together with the 

total cost of ownership. The latter is from the listing prices from each vendor. This is the cost 

from (i) Product purchase, (ii) Product maintenance, (iii) Installation, (iv) Upkeep, and (v) 

Management divided by the protected Mbps. This gives a viewer a good overview on what 

product is best value for them according to protection.  

 

Figure 5 Summary of NSS Labs test (NSS Labs [43]) 
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By doing a deeper study from NSS Labs with the view point on security there can viewed that 

the cheaper models are not as secure as the more expensive ones. Here is a short summary of 

the test results from three of the firewalls in the study: 

 
Figure 6 Palo Alto Networks PA-3020 summary (NSS Labs [32]) 

The tested throughput is lower than Palo Alto Networks claimed 1Gbps throughput. That value 

was found at PaloAlto Networks webpage. The Firewall blocked 93.1% of the server attacks and 

92.5% on the clients. This giving it the average of 92.5%. 

 

 
Figure 7 Fortinet FortiGate -1500D summary (NSS Labs [34]) 

The tested throughput is lower than Fortinet claimed 11Gbps throughput. That value where 

found at Fortinets webpage. The Firewall blocked 97% of the server attacks and 94.1% on the 

clients. This giving it the average of 94.1%. 

 

 
Figure 8 Cisco ASA 5585-X SSP60 summary (NSS Labs [33]) 

The tested throughput exceeds Cisco claimed 6,000Mbps throughput. This value was found at 

Ciscos web page. The Firewall blocked 99.5% of the server attacks and 99% on the clients. 

This giving it the average of 99.2%. 

 

After reviewing these test results one can see that Cisco ASA 5585-X preforms far better than 

its competitors. The firewall is good but expensive. Total cost of ownership at year 3 is $451,794 

for the ASA 5585-X while the cost of Fortinet FortiGate is only $57,005. That leads to the 

discussion, is it worth al of the money to protect its network.  
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If the reason is cost then the FortiGate 1500D is the preferred one. If you take the result and 

calculate outages on the network from the percentage, then the cost would be small price to pay 

when there is a company of large size dependent on the network connectivity. If you look at the  

percentage as outages as there is malware getting into your network and disrupting the 

companies work. 

 

To calculate the lost revenue due to an outage on the network, meaning a total outage where 

the users can’t get to the information stored at the servers, one can use the formula: 

Lost revenue = (Yearly revenue/ business hours of the year) x (firewall outage x hours of the 

year) [35] 

This takes the yearly revenue for the company and divide it by the hours of the year where it is 

open for business. Then multiply it by the outage hours over a year due to firewall outage. This 

gives the amount of lost revenue for the company.   

To calculate the cost of downtime for Systemair the formula used is as follows: 

Lost revenue = (Yearly revenue/hours of the year) x (firewall outage x hours of the year). Since 

Systemair have companies all around the world and all of them connect to Skinnskatteberg, 

Sweden. We had to take in account that is all hours of the year. 

 
Table 4 Calculation on the loss of revenue due to network outage at Systemair 

  Outage hours Outage cost 

Yearly revenue $700M   

Hours of the year 365 *24 = 8760   

Cisco ASA 5585-X outage 0,8% 71 $5,6M 

FortiGate 1500D outage 5,9% 517 $41,3M 

Palo Alto PA-3020 outage 7,5% 657 $52,5M 

 

From this calculation one can see that it get really expensive fast when having an outage.  Add 

this to the total cost of ownership and compare the results of Cisco ASA 5585-X and FortiGate 

1500D and you really can see a large difference. $5,95M for Cisco ASA and $41,35M for the 

FortiGate. This means that it’s not that cheap to have the FortiGate at the end. This comparison 

might be a faulty comparison but it kind of states the fact that it’s important to take the outage in 

consideration when choosing a new firewall.   
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4.2 Systemair 

Today Systemair has large problems with latency and broadcast storms. From what the 

evaluation of their network shows there will be recommendations for an upgrade.  

4.2.1 Network of Systemair AB 

 

Figure 9 Basic drawing on Systemairs current network 

 

The network design of the old network at Systemair Sweden AB where a network that has grown 

exponentially without someone to set a clear structure to it. They have four internet lines, two from 

Telia which are used for internet traffic for the company site and some Virtual Private Network 

(VPN) connections from branch offices, two from TDC, one of them is used for VPN connections 

for branch offices and Cisco AnyConnect. To give users the chance to access the company's 

information while on the move. The other TDC line is used for Demilitarized zone (DMZ) for the 

company's web site and application software used by external users. 

 

To create a tunnel between the branch offices and the main site Systemair is using both dynamic 

and static tunnels encrypted with Triple Data Encryption Algorithm (3DES) and Message-Digest5 

(MD5) hash. That encryption technology was implemented in 2001 because the hardware at the 

time could not use better encryptions. This has not been upgraded since then. When the newer 
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hardware has given them the possibility to use stronger encryptions they have chosen not to 

proceed with this option. The dynamic tunnels were used as a workaround for offices around the 

world who could not get static IP addresses, due to the shortages and cost. At the branch sites 

there is an Adaptive Security Appliance (ASA) controlling the traffic by stateful inspections. It is 

also used as endpoint for VPN traffic. 

 

At the main site there is one ASA5515 per internet connection (except for one) providing security 

for internet connections. They also provide endpoints for VPN traffic from the branch offices and 

from external users using Cisco AnyConnect. These ASA5515 have been implemented as a part 

of meeting the new security risks from the internet and trying to meet the demand of more reliable 

networks. There are also two old Private Internet eXchange (PIX) providing VPN connection for 

the British Isles. This has been saved due to Systemair not having control over their branches 

networks and are having problems with integrating them into their new systems. To being able to 

use dynamic tunnels they implemented Routing Information Protocol (RIP) to distribute the 

incoming dynamic connections to the network. 

 

As a core switch they have used a Cisco Catalyst 3750 to provide aggregation for the network. 

This is a switch with layer 3 capabilities and can implement routing protocol such as RIP. It also 

have the necessary layer 2 capabilities to provide switching information on the internal network. 

There is two Cisco Nexus 5000 to provide a fast information access between and to the servers 

in the network. 

 

For the office and production (and somewhat in the server rooms) at the main site there is Cisco 

Catalyst 2960 switches, taking care of the clients and printers. These are connected back to the 

core switch either directly or by other switches creating a daisy chain with single points of failure. 

On the switches they use one Virtual Local Area Network (VLAN) throughout their network. They 

also implemented auto Quality of Service (QoS) to get their IP-phones the required bandwidth. 

 

To provide wireless network they have four Wireless Local Area Network (WLAN) controllers. 

These provide the wireless network through the entire Systemair network around the world. All 

off the Access Points (AP) connect to the WLAN controller to check if the user connecting is 

authorized to connect to the network. The actual authorization is provided by Cisco Identity 

Services Engine (ISE). Which is a policy management platform that automates and enforces 

context-aware security access to network resources. AP being used are Cisco's own products 

with a variety of models. All of them are Light Weight Access Point (LWAP) that needs a controller 

to give them the information they need. 

 

The IP- telephones in the company are Cisco brand phones. Most of them are Cisco software 

phones that is installed on the client’s computers. There is still a handful of desk IP-telephone but 

most of them are converted into software phones. In Systemair’s network they have standardized 

equipment. For clients they have chosen Fujitsu computers to their users. For server they have 

chosen to use HP. For their video conferencing equipment they are using Polycom. To block 

users from accessing certain websites they have implemented a proxy solution from Zscaler. With 

this Systemair administrators can control what site the users can surf to. 
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4.2.1.1 Security and Performance analysis of Systemair network 

At first glance the network needs to be redesign. The way it isconnected makes it ineffective for 

data flow, making it hard to follow the traffic flow throughout the network. On the access switches 

they have not implemented any port security, so if a person would connect to the wired network 

it will be able to connect their computer and access the network, making it a major security risk.  

 

On the switches they only use one VLAN for the entire main site, causing broadcast storms and 

security and performance risks. After having measured the traffic at Systemair, the result shows 

that much of the traffic that is broadcasted out to the switches. After connecting a client with 

Wireshark to the core switch 600 packets were broadcasted every second. The load over the 

switch had made it send packets like a HUB, sending every packet on every port. To access 

management plane on the switches they use telnet. That means that an individual could collect 

data from all the switches when they connect to it. This is also possible because they have not 

separated the management plane from the client network.  

 

Today Systemair have daisy chained switches that connect just to accept the fiber connections 

for the switches around the factory. This is a sure way of having a high latency through the 

network. This means that they have 4 switches connected with each other just to be able to 

connect their fiber connections from around the factory.  
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Figure 10 Top ten Applications in Systemairs Network 

 

4.2.1.2 Recommendations for Systemair network 

The recommendations for upgrading the Systemair Network 

 Redesign their core and network structure according to Cisco's campus design. This for 

separating clients and datacenter. 

 Add multiple VLAN to create barriers between the different IP-series and to gain control 

over the traffic flow. 

 Add a separate VLAN for management for the network devices. 

 Implement SSH instead of using Telnet 

 Set up their spanning-tree so they send their traffic the best way 

 Implement port security 

 

4.2.2 Packet inspection 

By using NetFlow on the core switch and Plixers Scrutinizer Incident Response System on a 

computer, we managed to see what types of packages that where going thru the network.  

 

 

 

 

 

 

 

 

 

 

 

In Figure 10 Top ten Applications in Systemairs Network one can see that the top 2 ports that is 

being used is for name resolutions and local network discovery between Microsoft clients. Link-

Local Multicast Name Resolution (LLMNR UDP 5355) is a protocol that is based on Domain 

name System (DNS) and allows IPv4 and IPv6 hosts to look up hosts on the same local link.  

The Microsoft-ds (TCP 445)[18] is used by Microsoft to exchange information directly between 

machines. It is used from windows server 2000 and newer. That use Server Message Block 

(SMB) this protocol is used for file sharing between Microsoft machines. This is one of the ports 

that should not be open to the public networks as it is one of the hackers’ choices of getting 

control over machines.  

 

The third protocol on the list is TCP port 26896, that is one of the protocols used by exchange 

servers to exchange traffic between them self. This is something that, according to the 
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technicians at the Systemair site, was supposed to be on a separate VLAN, but as the graph 

shows it is not as there was no lessening on that VLAN.  

4.2.3 Future Design 

In Figure 11 A proposed firewall solution for future network of Systemair illustrates a new design 

solution for SystemairABs network.  

 
Figure 11 A proposed firewall solution for future network of Systemair 

This new design centralizes around the two Cisco ASA5585. Towards internet it uses its own 

Autonomous System (AS) and the routing protocol Border Gateway Protocol (BGP). This to ease 

the choice to use multiple ISP for internet traffic. 

 

By separating the Production and Office from the datacenter the problem with broadcast storms 

will be less noticeable. In the Production and Office there will also be recommended even further 

and divide the hosts into different VLANs. This to make sure help the prioritizing the traffic from 
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example telephones. By using VLANs it’s also possible to create access-lists to limit the access 

to the servers as well to the other hosts. 

 

In the Datacenter there will be a rewiring so that the servers are connected to a high end switch 

giving the needed speed for it to perform at their peak. In addition a VLAN is needed to separate 

management from the data traffic.  
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4.3 Cisco 

In this chapter, the Cisco security components will be presented. Concentrating on Cisco’s 

Sourcefire solution, ASA with FirePOWER and FireSight 

 
Figure 12 Cisco ASA with FirePOWER and its features (Cisco) 

4.3.1 Adaptive Security Appliance ASA 

On its own the ASA is a powerful firewall that can be implemented in multiple ways. It provides 

an advanced stateful firewall with VPN functionality. [11] The main ways it can be used is (i) 

edge-firewall, (ii) High Availability, (iii) Clustering, (iv) Multi context deployment. (i) In an edge 

development the firewall is mainly used as a security border from the outside (internet) to the 

inside (Secure LAN). As it also has the capabilities to be a VPN aggregator it can be used to 

provide mobility functions that can help employees to work while out on the move.  

 

(ii) As High Availability suggest it gives the network the possibility to function even if there 

should be a dysfunction in one of the firewalls. In Cisco world this is called Active/active or 

active/standby. In active/active both of the firewalls are in an active state and have their own 

workloads. If one of them should go down the other will take over the others workload and the 

traffic will not get lost. In active/standby there is one active firewall and on that is on standby. If 

the active firewall goes down the standby will take over the responsibilities. The downside in 

doing this is that there will be a short outage and traffic will be lost while the standby starts to 

take over the traffic.  

 

(iii) In clustering the purpose is to connect multiple firewalls to extend the performance. It works 

similarly to active/standby in that where one is the active one for a session coming across the 

connection and one in standby for the session to take over if the active will fail.  This is very 

useful in a data storage environment where there are lots of sessions coming at the same time.  
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(iv) Multi context mode is a way of dividing up a powerful firewall into smaller ones. This giving 

the opportunity to create different firewalls with different policies. This is useful for example if 

there are multiple companies at one site sharing a firewall. This is both economical and 

practical. As the context firewalls do not know of each other the cant affect the other ones. 

 

4.3.2 Sourcefire  

Sourcefire is a company founded in 2001 by the creator of Snort, Martin Roesch. The company 

has been in the front line for creating security products such as Sourcefire 3D system and 

FirePOWER. In 2013 Cisco bought the company for $2,7bn. Cisco was looking for a company 

to evolve their own ASA to be able to compete on the new market of Next Generation Firewalls. 

Instead of develop a new Firewall the integrated the FirePOWER module into their ASA which 

led to the Cisco ASA with FirePOWER. [36]  

 

The FirePOWER has the capability to be developed to provide different tasks. The main areas 

to use the technology is to use it as a next generation intrusion prevention system (NGIPS) or 

as a next generation firewall with intrusion prevention system. This gives the administrator 

ability to gain application and access control. It also provides visibility on who or what is 

traversing in and out the network.  

 

The FirePOWER uses SNORT, which is an intrusion prevention and detection system utilizing a 

rule-driven language, which combines signature, protocol and anomaly based inspection methods. 

It’s also open-source with have led to many people avoiding the appliance because it’s easy to add 

new threats detections to it.  

 

4.3.2.1 FireSight 

To be able to collect and control all of the data collected by the Firewalls, Sourcefire has come 

up with a management center called FireSight. This is used to gain control over the policies and 

as a monitoring tool to see what is happening in the system. It has a customizable dashboard 

that helps the technician to see what is needed to complete his or hers daily routine.  FireSight 

also has the capability to track where and when an attack has happened. It can also track the 

path the malicious traffic has taken. This gives the technician the ability to find the effected 

computers more quickly and can provide the help needed. The program also compares the 

traffic for abnormalities. If the traffic is showing an abnormality from the normal traffic it can alert 

and start analyzing why the traffic is not behaving to normal ways.  

 

4.3.2.2 Server 

The installation can be installed on ether a physical server or in a virtualizing environment 

(VMware). With the physical deployment there can be more sensor connected to the system. Up 

to 300 sensors. This gives it the possibilities to comprehend lots of different firewalls and IPS 
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through the network. With the virtual installation there can only be up to 25 sensors. But can be 

installed in an already installed virtual environment.  

4.3.2.3 Licensing 

The first obstacle with using Cisco products is the licensing. In the case of FireSight there are 

three major ones that are needed to run the protection at its peak. (i)URL filtering, (ii) Intrusion 

Detection / Prevention, (iii) Advanced Malware Protection.  

 

(i) URL filtering, this is used to block specific types of sites. Such as sites that are listed as 

“gambling” or “adult. In the license there is a subscription that constantly upgrades the 

webpages into different categories. The URL license also includes monitoring of reputation. This 

means that if for example a site that looks like a bank but is hosted from example 

www.godaddy.com it gets a low score and shows up as a possible malware site. Even 

legitimate sites can get a low reputation score if there is malware coming from those sites.  

 

(ii) Intrusion detection / Prevention (IDS, IPS) this provides the capabilities to identify and 

prevent attacks. What is really useful with the FirePOWER services is that it is ability to self-tune 

to the users environment. This giving the usual protection against the malicious programs and to 

see if it is usually used in the environment. It also gives the user recommendations for different 

signatures that the user can turn of as they are not used in the network. 

 

(iii) Advanced Malware Protection (AMP) every file on the network are given a 256HASH this 

means that the system has a way of tracing all of the files. The hash is sent to Cisco’s Talos’s 

team to see if there is any files that are malicious. If the file is marked malicious the whole file is 

sent an analyzed by the team. The files are also monitored on the network for behaviors such 

as polymorphism, fuzzing and what ports they use to be able to see if the traffic us showing 

unusual behavior. 

 

4.3.2.4 Installation 

The VMWare installation is straight forward for the installation of the FireSight application. The 

OVF file is downloaded from Cisco webpage (whit Cisco login) and then mounted into the 

VMWare environment. The program have to run with a 64-bit CPU. The minimum system 

requirement for the server are 4GB of ram, 4 CPU 250 GB of hard disk. But if the URL filtering 

and Security intelligence is going to be applied the memory need to be upgraded to 7GB.  

During this UNIX based installation there is now progress bar. This makes you think both once 

or twice if the program has stopped running. If the choice is on the physical server it comes 

preinstalled on to a server. Once the program is installed the login prompt will be presented at 

the bottom. Here the login is admin for username and Sourcefire as the password. When the 

login is complete all you have to do here is to add the IP address of the FireSight. You will be 

able to surf in using HTTPS to the server to start the process of adding all the devices and 

licenses.  

  

http://www.godaddy.com/
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5 Results and Discussion 

There is a limitation in this results due to the problems with implementing the firewalls into the 

network. As traffic at Systemair cannot be closed down except during planed stops the results 

for the New Cisco firewall solution will not be in the results and discussions. Unfortunately the 

project stretches over a longer time frame than this study and so results from the 

implementation are not available.  

 

As the applications today are often port avoidance, the traditional firewalls have a hard time 

stopping applications and traffic going out from the network. Usually it is easy to stop traffic 

getting into the network as the traffic stream normally has to originate from the inside to be able 

to get back, but if there has been a compromise on the network such as a malicious download, 

that traffic would probably not be stopped and information can be flowing out of the network 

without anyone noticing it. This makes it more important to see what traffic actually is flowing on 

those ports. Many times an attack can be disguised as an ordinary .pdf file, and when it is 

opened a lot of malicious code can be installed on the computer and the hacker have gained an 

insight into the network.  

 

From a cost perspective it is worthprotecting the information. As more and more companies 

have information that is crucial for their type of business it can be devastating if this would 

disappear or be destroyed. By comparing the cost of having outages where the network has 

been compromised costs a lot of money. Primarily in lost revenue when the company cannot 

access the information on their servers. As can be seen in Fel! Hittar inte referenskälla. the 

cost can really depend on what type of protection you would choose.  

 

From looking at the difference between a traditional firewalls and a Next Generation Firewalls, 

the obvious difference is a built in Intrusion Prevention System IPS in the Next Generation 

Firewall. Why would it be better to by a Next Generation Firewall instead of adding an IPS to a 

traditional firewall? By collecting all of the different technologies into one box, you will get less 

latency as the decisions happens inside one box and is stored at one place. Economical it’s 

better to buy one unit instead of two. One possibility that is with going with a traditional firewall 

with an external IPS is that gives the possibility to choose the best vendors of trade at that 

moment. Mixing for example a PaloAlto product with a Checkpoint. If the company already has 

invested in a traditional firewall recently this can be to take into consideration, but as the prices 

have reached a point where an IPS and a Next Generation Firewall cost about the same. In that 

case it would be better to upgrade its existing equipment to host a Next generation Firewall. 

 

The advantages of having the Next Generation Firewalls arethat they have the ability to look 

into the packages and applications that is going through the network, with this the possibilities 

are endless. As more attacks on networks come from getting a program on the inside of a 

network (Trojan), it is important to be able to track and to see where this program has ended up. 

Additionally by detecting malicious data streams that at the time might not be malicious but as 

soon as it reassembled on the inside it can be devastating to the network. For this PaloAlto 

Networks where very early with something called sandbox. If a stream of packages where 
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detected, it could reassemble them on an isolated server and test the program to see if it 

contained a Trojan or virus before it was sent to its final destination. This was really 

revolutionary for the business and today many of the vendors on the market have implemented 

their own version of the sandbox solution.  

 

One downside with the Next Generation Firewall is that it can be complex and constantly need 

fine tuning to be in top shape. This creates the need for administrators to be security experts in 

order to be able to analyze the traffic. Further these administrators then need continuing 

education on the expanding security aspects of the networks. With this said many vendors of 

Next Generation Firewalls have implemented automatic tools and updates to help 

administrators with protecting the networks, thus easing the workload.  

 

Returning to what Nir Zuk founder of PaloAlto Networks said “You might as well take traditional 

firewalls and replace them with an Ethernet cable", One can see the truth in the statement. A 

traditional firewall by itself is not nearly secure enough to comprehend the security aspect of a 

modern environment. As the deep packet inspection is crucial to detect and block the malicious 

packets. 

 

By looking between the different vendors that this thesis has investigated, the three are very 

similar. Each of the vendors have their advantages. Looking at the Fortinet Fortigate it is useful 

when applied in a business hotel, where it is easy to create multiple firewalls from one firewall, 

giving each business its unique policies that they can manage their self.  

 

PaloAlto networks has a unique way of allowing the administrator to set up rules dynamically 

depending on what type of host that is connecting. It listens to what signals it sends out such as 

what operating system or vendor of that host. This is useful in an environment where there is 

lots of visitors, such as a convention.  

 

With the Cisco it has the capabilities to extend the access-list all the way down to the switch. 

This is useful in a business environment where protection inside the network is needed. One 

other advantage of the Cisco products is that most of the education around the world is built on 

Cisco product. This makes it easy to find a local individual that can help with the equipment if it 

fails. As Cisco is one of the bigger companies around the world it is easy to find replacement 

equipment locally to exchange product that has one faulty.  

 

When looking into their Graphical User Interface GUI they all are easy to work with. One 

disadvantage of the Cisco GUI is that is JAVA based compare to the other two that is HTML 

based. By using JAVA the Cisco GUI is faster then it’s competitor but the user will have to 

download and install JAVA on its computer. It also has problems connecting over SSL VPN 

lines where the security of the JAVA often blocks the connections. 
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When implementing VLAN to the network structure and implemented the catalyst 4500-x 

switches. One could see a drop in traffic across the different VLANs. The traffic that could see 

emanating from the servers, LLNMR protocol did not show on the VLANs of production and 

office. Making that traffic go much faster towards the internet. The Core switch also had a drop 

of process usage due to the drop of traffic.  

 

 

 
Figure 13 Statistics of connections on Systemair firewalls based on ports 

When looking at the connections over the two old firewalls one can see that most of the traffic 
going through them are DNS requests, especially on the Telia firewall which is the one handling 
internet traffic. The port 161 is used by SNMP and is used for management and surveillance for 
all of the external offices. 
 
Figure 14 has been one of the key elements in the buildup of policies for the new firewalls. It’s 

used to learn what we can on the current setup of the network. Giving a suggestion on what 

traffic is going through the current firewalls. When implementing the new firewalls there will be a 

new insight into what type of applications running thru these firewalls at the moment. 
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Figure 14 Ping-capture over Meraki Firewall before and before VLAN configuration 

Before we started to make changes on the VLAN configuration there were a lot of dropped 

packages on the side of Systemair. The client on the other side complained a lot that it did not 

reach the information on the Swedish side.  

 

 
Figure 15 Ping-capture over Meraki Firewall before and after VLAN configuration 

By separating the traffic going to the Meraki firewall on the Swedish site giving it an own VLAN 

the traffic started to ease up and it started to drop less traffic. Looking at Figure 18 one can see 

that the traffic looks much more smoothly and the red bars on the client’s side is their internet 

service providers that have problems with sending the traffic. 
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Figure 16 Traffic status over Systemairs Telia firewall, connections and traffic usage 

These result are not at the peak of the company but is a typical normal day. The Telia firewall is 

today the primary Internet gateway for the company and have around 230 connections every 

Second. At the peak it have been measured up to 600 connections per second. This only the 

traffic going thru to the internet that have been measured here. The traffic going internally are 

not going thru the firewall today as it is an edge firewall. 
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Figure 17 Traffic status over Systemairs TDC firewall, connections and traffic usage 

These results is a normal day on the TDC Firewall. It is mainly for VPN connections so the 

traffic seen here are from external offices and Cisco anny Connect clients. There requests are 

directed towards the servers and back to the local sites that the anny conect clients want to 

access. 

 

By looking at figures 17 and figure 18 one can see that the total of connections is not much 

more than about 1200 conections per second. Looking at the three firewalls that have been 

compared they exceeds that abound by a factor of 10-100. This means that the company should 

probably be able to by a lot smaller firewall. But going for a smaller firewall the output will 

decrease aswell. By looking at his numbers from the three firewalls the Palo Alto would be the 

best fit for the company. As it allows 50,000 conections per second with a thruput of 2Gbps. 

This would be more the one choses for the network as it looks today. 
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Figure 18 Systemair Telia firewall with connection statics, dropped packages, and possible scan attacks 

The amount of connections on the telia firewall is constantly around 25,000 on the Telia Firewal 

during the day. The dropped packages seen in both Figure 19 and 20 are packets that are 

beeing droped from the outside for different reasons on the TDC firewall its mainly external sites 

trying to create a tunnel.  

 

The possible scans and SYN atacks are more trublesome. This is catagorized as an attack by 

the Cisco firewall and the streams are beeing dropped. This can be anything from open TCP 

requests to ICMP receqest going thru the port range of the firewall.   



37 
 

 
Figure 19 Systemair TDC firewall with connection statics, dropped packages, add possible scan attacks 

By doing a comparison between the firewalls in the study the PaloAlto Networks firewall would 

be the one to suggest for the traffic going thru the two firewalls. But as there is a lot of scan and 

SYN attacks the more secure one Cisco ASA would be the preferred one as it have the 

capabilities for the secure network.  

  



38 
 

6 Conclusion 

One of the main reasons we went for the Cisco ASA with FirePOWER is that it has the 

possibility to provide access control all the way down to the swtichport. This allowing the 

technicians to doing individual access list depending on who as logged on to the network all the 

way down to the switch. This is a handy tool as the program can decide to close down a client is 

infected, and could allow the client just to send email to the IT-department. All of this is possible 

because of the company have Cisco products in every part of the network. Compared to other 

products looked at, Cisco where the product that suited the company best, this primarily due to 

the technological expertise in the company. From looking at the complexity a network can end 

up in when there is no structure to the expansion is often ore that you can hope for. In the 

example of Systemair it has really spiraled out of control. Most of the daily work in their IT 

department goes to solve problems that are inflicted by their network. Instead of solving the true 

problem with their network they kind of just putting out small fires with workarounds. One of the 

examples found during the startup phase was that most users thought the network was really 

slow, and for good reasons. As they have expanded their network they have not taken in 

account of the amount of traffic flowing through their network. As there is more and more 

servers to provide the company specific programs they overloaded the network for the clients. 

As there is one VLAN in the company it has been easy to setup but as there is more and more 

servers and clients the effects is starting to show. Broadcaststorms are a real problem, making 

the traffic have high latency. This is why the clients feel it is really slow on their network. 

7 Future work 

 

For future work one can start working on the security for wireless aspects.  As this thesis 

progressed one could see that most companies today are working towards wireless networks. 

As these are giving increased mobility for the companies employees.  Another aspect can be to 

look into IPv6 implementation of the Next Generation Firewalls. All of the firewalls in this study 

have the capabilities but have not been tested here in this thesis. Also as the advancement of 

Internet of Everything is on the march forward into the companies. Today as companies are 

working towards Industry 4.0, fully automatic industry, the aspects of secure networks get even 

more strained.   
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