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Abstract 

Banking and online financial services are part of our critical infrastructure. As such, they comprise an 
Achilles heel in society and need to be protected accordingly. The last ten years have seen a steady shift 
from traditional show-off hacking towards cybercrime with great economic consequences for society. 
The different threats against online services are getting worse, and risk management with respect to 
denial-of-service attacks, phishing, and banking Trojans is now part of the agenda of most financial 
institutions. This trend is overseen by responsible authorities who step up their minimum 
requirements for risk management of financial services and, among other things, require regular risk 
assessment of current and emerging threats. 

For the financial institution, this situation creates a need to understand all parts of the incident 
response process of the online services, including the technology, sub-processes, and the resources 
working with online fraud prevention. The effectiveness of each countermeasure has traditionally been 
measured for one technology at a time, for example, leaving the fraud prevention manager with 
separate values for the effectiveness of authentication, intrusion detection, and fraud prevention. In 
this thesis, we address two problems with this situation. Firstly, there is a need for a tool which is able 
to model current countermeasures in light of emerging threats. Secondly, the development process of 
fraud detection is hampered by the lack of accessible data. 

In the main part of this thesis, we highlight the importance of looking at the “big risk picture” of the 
incident response process, and not just focusing on one technology at a time. In the first article, we 
present a tool which makes it possible to measure the effectiveness of the incident response process. 
We call this an incident response tree (IRT). In the second article, we present additional scenarios 
relevant for risk management of online financial services using IRTs. Furthermore, we introduce a 
complementary model which is inspired by existing models used for measuring credit risks. This 
enables us to compare different online services, using two measures, which we call Expected Fraud and 
Conditional Fraud Value at Risk. Finally, in the third article, we create a simulation tool which enables 
us to use scenario-specific results together with models like return of security investment, to support 
decisions about future security investments. 

In the second part of the thesis, we develop a method for producing realistic-looking data for testing 
fraud detection. In the fourth article, we introduce multi-agent based simulations together with social 
network analysis to create data which can be used to fine-tune fraud prevention, and in the fifth article, 
we continue this effort by adding a platform for testing fraud detection. 

 

Keywords 
Online banking, fraud, incident response, metrics, incident response tree (IRT), value at risk (VaR), 
and simulation. 
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Sammanfattning 

Finansiella nättjänster är en del av vår kritiska infrastruktur. På så vis utgör de en akilleshäl i 
samhället och måste skyddas på erforderligt sätt. Under de senaste tio åren har det skett en 
förskjutning från traditionella dataintrång för att visa upp att man kan till en it-brottslighet med stora 
ekonomiska konsekvenser för samhället. De olika hoten mot nättjänster har blivit värre och 
riskhantering med avseende på överbelastningsattacker, nätfiske och banktrojaner är nu en del av 
dagordningen för finansiella institutioner. Denna trend övervakas av ansvariga myndigheter som 
efterhand ökar sina minimikrav för riskhantering och bland annat kräver regelbunden riskbedömning 
av befintliga och nya hot. 

För den finansiella institutionen skapar denna situation ett behov av att förstå alla delar av 
incidenthanteringsprocessen, inklusive dess teknik, delprocesser och de resurser som kan arbeta med 
bedrägeribekämpning. Traditionellt har varje motåtgärds effektivitet mätts, om möjligt, för en teknik i 
taget, vilket leder till att ansvariga för bedrägeribekämpning får separata värden för autentisering, 
intrångsdetektering och bedrägeridetektering. 

I denna avhandling har vi fokuserat på två problem med denna situation. För det första finns det ett 
behov av ett verktyg som kan modellera effektiviteten för institutionens samlade motåtgärder mot 
bakgrund av befintliga och nya hot. För det andra saknas det tillgång till data för forskning rörande 
bedrägeridetektering, vilket hämmar utvecklingen inom området. 

I huvuddelen av avhandlingen ligger tonvikten på att studera ”hela” incidenthanteringsprocessen 
istället för att fokusera på en teknik i taget. I den första artikeln presenterar vi ett verktyg som gör det 
möjligt att mäta effektiviteten i incidenthanteringsprocessen. Vi kallar detta verktyg för ”incident 
response tree” (IRT) eller ”incidenthanteringsträd”. I den andra artikeln presenterar vi ett flertal 
scenarier som är relevanta för riskhantering av finansiella nättjänster med hjälp av IRT. Vi utvecklar 
också en kompletterande modell som är inspirerad av befintliga modeller för att mäta kreditrisk. Med 
hjälp av scenarioberoende mått för ”förväntat bedrägeri” och ”value at risk”, har vi möjlighet att 
jämföra risker mellan olika nättjänster. Slutligen, i den tredje artikeln, skapar vi ett agentbaserat 
simuleringsverktyg som gör det möjligt att använda scenariospecifika resultat tillsammans med 
modeller som ”avkastning på säkerhetsinvesteringar” för att stödja beslut om framtida investeringar i 
motåtgärder. 

I den andra delen av avhandlingen utvecklar vi en metod för att generera syntetiskt data för test av 
bedrägeridetektering. I den fjärde artikeln presenterar vi ett agentbaserat simuleringsverktyg som med 
hjälp av bland annat ”sociala nätverksanalyser” kan användas för att generera syntetiskt data med 
realistiskt utseende. I den femte artikeln fortsätter vi detta arbete genom att lägga till en plattform för 
testning av bedrägeridetektering.  
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Preface 

As an industrial PhD student, all stars need to be in the right position to make things tingle. My first 
session ended after the licentiate thesis in 2003 when my current sponsorship ended at Combitech 
(formerly AerotechTelub). It had been an interesting period with a delivering research group at 
Chalmers University of Technology, led by my supervisor Professor Erland Jonsson. Our main focus at 
the time was research concerning intrusion detection. My own research was centered on intrusion 
detection, intrusion alert correlation, and intrusion tolerance.  

Via two stipends from SRI International, I had the privilege to visit the System Design Laboratory as 
an International Fellow in the summers of 2000 and 2001. I remember buying a copy of “Computer 
Related Risks” by Dr. Peter Neumann and getting it signed as Peter had his office just around the 
corner from where my own office was situated. This was one of my first books which focused purely on 
risks, and an inspiration for further research together with the note Peter wrote down in the book: “For 
Dan, with hopes that YOU will help the world to avoid these and many other risks, with very best 
wishes, Peter”. Years later, I have had the privilege to work within several risk areas, including IT and 
information security risks, and financial risks, most recently credit risks. 

Risk assessment and management have also been the focus of my own research. In 2011, I had the 
opportunity to start doing research again. I had been following a couple of graduate courses at KTH 
Royal Institute of Technology in my spare time, and one day my lecturer Per Näsman asked me if it 
was not time to complement my licentiate degree in IT security with a PhD in risk and safety. I went to 
work the next day and talked to my manager at the time Johan Wadmark, chief information security 
officer (CISO) at Handelsbanken. Johan thought it was a great idea to supplement my practical work 
as a fraud prevention manager with relevant theory. We were in need of a platform to test the 
effectiveness of fraud detection, both at system level, and at the level of the incident response process. 
As I could not find much previous research, I chose these subjects as the main focus of my thesis, and 
so it started. This resulted in the first two papers in this thesis that were partly sponsored by 
Handelsbanken, thanks mainly to CISO Johan Wadmark. 

During my work with the thesis, I was helped by numerous people. I would like to start out by 
thanking my supervisors Professor Lars-Göran Mattsson, Professor Torbjörn Thedéen, and Associate 
Professor Per Näsman. I would also like to give special thanks to Assistant Professor Stefan Axelsson 
and PhD candidate Edgar Alonso Lopez-Rojas at Blekinge Institute of Technology, and to Professor 
Erland Jonsson at Chalmers University of Technology for valuable comments and suggestions. 

Special mention also goes to my brother Mikael Bolling, and my friend Robert Eklund for reading 
and commenting on my research papers, and to my father in law Professor Lars Gorton for valuable 
tips. Thanks also to relatives, friends, and colleagues at Handelsbanken and foreseeti that have 
supported me during this period. 

Last, but most important, my research studies, being done mostly on my spare time, would not have 
been possible if it had not been for the support of my closest family, my wife Sara, and my two children 
Arvid and Caroline. I dedicate this thesis to you. 
 
Stockholm, Sweden, October 2015 
Dan Gorton 
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Aspects of Modeling Fraud Prevention of Online Financial 
Services 

Introduction 

Banking and payment transactions are an important part of our critical infrastructure. As citizens, we 
must be able to rely on them from both a reliability perspective, and from a security perspective. This 
thesis deals with the latter. Society is vulnerable in this perspective.  

One such security aspect is cybercrime. In the European Commission report presented in 2007 
“Towards a general policy on the fight against cybercrime”, three different categories of cybercrime are 
given [1]: 
 

• Traditional forms of crime which have moved online, such as fraud and forgery. This includes 
attacks using identity theft, phishing, and malicious code, e.g., financial malware. 

• Illegal content over electronic media, such as child sexual abuse and incitement to racial 
hatred. 

• Crimes unique to electronic networks, such as attacks against information systems, denial of 
service and hacking. 

 
The European Commission recognizes that all three categories of cybercrime can be directed against 

critical infrastructure, with devastating results as a consequence for the whole society [1]. The subject 
of this thesis concerns the first category, with specific focus on online fraud prevention, and 
quantitative models and simulations for a better perception of the risk of online fraud. 

The research topic emanated from new and updated requirements from authorities like the Federal 
Financial Institutions Examination Council in the United States and the European Central Bank in 
Europe who have stepped up their expected minimum security requirements for financial institutions 
[2-3], including requirements for risk management of online banking. Thus, access to proper risk 
management tools is becoming increasingly important, including tools for visualization of current risk 
and tools for simulating, and being prepared for, emerging threat landscapes. 

To remedy this situation, it is important to provide financial institutions with tools they can use to 
minimize the risk of fraud, which otherwise can deceive customers and reduce the public and business 
confidence in payment systems. 

Our aim of this research effort has been twofold. Firstly, we identified a need for a tool to visualize 
and estimate the efficiency of the incident response process concerning fraud against online financial 
services, and we have taken the perspective of an individual bank. The development of our tools aims 
both to quantify the probabilities for the prevention, detection and response, and to calculate the 
expected consequences under different scenario conditions. Additionally, a sensitivity analysis may be 
used to examine parameters that are critical for the result (and that one needs to estimate precisely for 
the results to be reliable) and parameters that do not have as much impact. This in itself may be 
valuable information, both to assess the reliability of the results, and to design a strategy for future 
data collection. The idea was to find a complement to existing tools, like attack trees, and protection 
trees [4-8]. As a result, we developed a tool which we called incident response tree (IRT) [9], and a 
quantitative model to estimate, e.g., expected loss from fraud, and conditional fraud value at risk [10]. 
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The former combines the use of event tree analysis and a categorization of countermeasures. The latter 
borrows heavily from existing models for credit risks [11]. Furthermore, we developed a multi-agent-
based simulation tool implementing both models. The data used by our tools are sensitive, and shared 
only sparsely within financial institutions. This situation hampers research. Thus, the tools presented 
in this thesis are primarily of interest for financial institutions with access to the data needed. We have 
intentionally restricted the size of our models in such a way that access to relevant data should be 
possible. However, the research may also be of interest to supervisory authorities, who want to 
estimate the current threat landscape, and to scientists who want to understand the process of online 
banking fraud mitigation, and be inspired to find further solutions. 

Secondly, we identified a need to investigate, develop, test, and improve fraud detection techniques, 
which requires detailed information about the domain, its peculiarities and especially publicly 
available data so that different approaches can be compared and contrasted. Nevertheless, for a 
multitude of reasons, including privacy-related, legal, financial, or contractual, the state of practice in 
research in this domain is to work on sensitive and hence secret data. To counter this situation, we 
developed a novel way to create realistic fraud data by developing a simulation, primed by real 
statistics, which will enable us to share data with the research community, without exposing 
potentially sensitive information about the actual source. However, the only real data that we had 
access to during the time was transaction data pertaining to shoe retailing; thus we developed RetSim 
[12-13]. RetSim is intended for developing and testing fraud scenarios at a shoe retail store, while 
keeping business-sensitive and private personal information about customers’ consumption secret 
from competitors and others. However, the model focuses on the salesman/customer relation, and as 
such, should be generalizable to other retail settings. Furthermore, we aim to make the model general 
enough to be applicable to other domains like online financial services, and my coauthors are now 
working on a model for credit card fraud [14]. 

Outline of the thesis 
In section 1, we provide an introduction to the thesis, followed by a brief background in section 2. 
Section 3 presents the main objectives, followed by a presentation of the research methodology in 
section 4. In section 5, we present a summary of the appended papers, and present our research 
contributions in section 6. In section 7, we present conclusions and directions for future research. 

Finally, the last part of the thesis includes the appended papers. 
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Background 

Cybercrime targeting online financial services is on the rise. As hackers find new avenues of attack, 
financial institutions scramble to implement new countermeasures. In the meantime, the risk of 
customers, both private and companies, as well as the financial institutions losing money can be 
substantial. Exact costs are missing, but around 2012, it were estimated that the global annual costs of 
cybercrime in the form of online banking fraud was at least 1,690 million USD [15]. This figure is 
reached by adding up annual costs for the categories: phishing (year 2007), malware (consumer, year 
2010), malware (businesses, no year given), and bank technical countermeasures (year 2010). 

One way to mitigate further risk of losing money during an active attack is to close down the online 
service for maintenance. However, this and less drastic, alternative countermeasures, together with 
their respective drawbacks, need to be evaluated against each other to find the most suitable solution. 
In a stressful situation, tools for analyzing and managing the emerging risk need to be in place before 
hand. Additionally, the avoidance of weak links must be included already during the design phase. 

Furthermore, it is not uncommon for a single bank to provide several different online banking 
channels, e.g., call centers, telephone banking, Internet banking, and mobile banking. Add to this 
redundant ways to authenticate, different services available depending on the level of security 
provided, different possibilities to mitigate fraud, and different online banking installations in various 
part of the world. The complexity is a risk in itself. To manage this situation, a risk management 
framework for online financial services is needed, supported by relevant tools for simulations and risk 
assessments. 

Background on security and intrusions 
We will start with a short presentation of the background to vulnerabilities, and how to detect attacks 
using intrusion detection, and fraud detection. A more detailed presentation of intrusion detection has 
previously been presented in “Extending intrusion detection with alert correlation and intrusion 
tolerance” [16]. The last part of the Background section will pay special attention to the need for 
testing the efficiency of countermeasures, the lack of data for research, and present different risk 
assessment tools relevant for risk management of online financial services. 

Vulnerabilities, attacks, and intrusion detection 
A computing system is not secure if it has one or more vulnerabilities. A vulnerability is most often 
defined as a weakness in a computing system that allows a violation of the security policy [17]. One or 
more vulnerabilities may be exploited by a threat, an instantiation of which is called an attack. A 
successful attack is in turn called an intrusion. 

A computerized automated system that helps in the intrusion detection process is called an intrusion 
detection system. The intrusion detection system, in turn, is managed by the site security officer, i.e., 
the security administrator. In Figure 1 below, Almgren presents an overview of an intrusion detection 
system [18], derived from an earlier model by Lundin-Barse [19]: 
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Figure 1: An overview of an intrusion detection system, adopted from Almgren [18]. 
 
The four stages of the system are data collection, analysis, response, and presentation. These four 

stages are also valid for fraud detection systems, as observed by Lundin-Barse; it is not the 
components of the detection system that differentiate intrusion detection and fraud detection, it is how 
they are used [19]. 

In Figure 2, Lindqvist relates the functionality of the intrusion detection system to the use of 
traditional preventive mechanisms, which highlights events that should trigger an intrusion detection 
system response [20]. According to Kvarnström, circumvention, penetration, and insider are also 
relevant for fraud detection systems [21]. 

 

 

Figure 2: Events that should trigger an intrusion detection system response, adopted from Lindqvist 
[20]. 
 
Although the use of different intrusion detection methods enables us to mitigate the harm resulting 

from attacks and intrusions, it is not without its problems. With respect to the focus of this thesis on 
incident response and fraud prevention, one research question deserves special attention as it is also 
important to the domain of fraud detection: how to improve the effectiveness of intrusion detection. 
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Testing the effectiveness of intrusion detection 
The increasing use of detection systems gives rise to an even more increasing stream of alerts that need 
to be taken care of. All of these alerts have a relatively high chance of being a false alarm. Thus, it is 
important to be able to develop detection algorithms which are effective in sorting out false alarms. 

The effectiveness of detection refers to the ability to correctly classify audit events as being intrusive 
(or fraud) or not. This most often includes a binary decision, but the decision could also include a 
percentage of certainty. Four different situations may occur: 
 

 Intrusive Event Non-intrusive Event 

Intrusive Decision True Positive (TP) False Positive (FP) 

Non-intrusive Decision False Negative (FN) True Negative (TN) 

Table 1: Four different possible outcomes. 
 
To measure the effectiveness of detection, it is very important that there exist relevant metrics, and 

relevant data. The most commonly used metrics are the detection rate and the false alarm rate: 

 

• 𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷 𝑟𝑟𝑟𝑟𝐷𝐷𝐷𝐷 =  𝑇𝑇𝑇𝑇
𝑇𝑇𝑇𝑇+𝐹𝐹𝐹𝐹

 

• 𝐹𝐹𝑟𝑟𝐹𝐹𝐹𝐹𝐷𝐷 𝑟𝑟𝐹𝐹𝑟𝑟𝑟𝑟𝑎𝑎 𝑟𝑟𝑟𝑟𝐷𝐷𝐷𝐷 =  𝐹𝐹𝑇𝑇
𝐹𝐹𝑇𝑇+𝑇𝑇𝐹𝐹

 

 
When it comes to data, the most pressing problem is to get access to relevant data to test on. For a 

multitude of reasons, including privacy-related, legal, financial, or contractual, the state of practice in 
research in this domain is to work on sensitive and hence secret data [12]. This severely limits what 
can be shared with the research community to further detection research [12]. Furthermore, even 
restricted access to data is hard to come by, which means that researchers do not have the possibility 
to choose what service or system to work on [19]. This, in turn, may lead to a situation where the result 
of the research is not optimal, or generalizable. 

With access to data, three main types of data are used for training and testing: real data, anonymized 
real data, and synthetic data. Obviously, access to real data would make it possible to perform tests 
specific to the target environment. However, real data is harder to control: it may include events 
unknown to the researchers, which in turn makes it hard to estimate the degree of trustworthiness [22]. 
Additionally, real data may be too sensitive to share with other researchers, which makes it difficult to 
validate the results and to compare with other research. 

One way to remedy this situation is to use anonymized data, the idea being to only remove sensitive 
data, but to keep as much original data as possible. However, anonymization has been shown to be 
hard to get right, opening up for attacks that de-anonymize the data [23]. 

Synthetic data, on the other hand, is easier to control but may lack in realism. 
Now, we will briefly look at fraud, and the differences between intrusion detection and fraud 

detection. This is then followed by a short summary of how fraud detection systems have been tested 
with the use of synthetic data in different research efforts. 
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Fraud detection 
Fraud is defined as “Wrongful or criminal deception intended to result in financial or personal gain” in 
the Oxford Dictionaries [24]. There has been substantial research concerning different algorithms for 
fraud detection; see for example the survey by Bolton and Hand [25]. We will not go into details of 
detection algorithms in this thesis. For a general overview of fraud, an interesting and fun reading is 
the online book by Cohen “Frauds, Spies and Lies and How to Defeat Them” [26]. 

In line with the previous definition of an intrusion detection system, a computerized automated 
system that helps in the fraud detection process is called a fraud detection system. 

Intrusion detection versus fraud detection 
Intrusion detection and response, as described above, will be an important part of most incident 
response processes. In some cases, intrusion detection systems must be complemented with 
application specific fraud detection, either as two separate detection systems, or as a combined 
detection system. This is the case for online financial services, as transaction monitoring is one part of 
the expected minimum requirements for financial institutions [2-3]. 

The main differences between intrusion detection and fraud detection have been analyzed by 
Kvarnström et al. [27]. The most important issue is that fraud detection systems are often tuned to flag 
fraud above a set threshold, whereas intrusion detection systems should flag all intrusions. 
Additionally, fraud detection systems are in general application-specific, and there is also a possibility 
of not just focusing on active use of vulnerabilities, but of including detection of the consequences of 
fraud. Kvarnström et al. specifically mention two detection scenarios: “detecting that less money is 
flowing in to the service than expected, or detecting a more extensive usage of the service than 
expected” [27]. The main disadvantages of consequence detection are that it does not detect attempted 
attacks and that it may not be timely enough, problems which should be mitigated by combining 
intrusion detection and consequence detection [27]. 

Kvarnström et al. focus on a service-based system where the customer is the fraudster, not the victim, 
which is most often the case when it comes to online banking fraud and online payment card fraud. In 
the latter cases, the customer has incentives to call the financial institution for redemption. 
Furthermore, payment fraud is almost always reported, investigated, and mitigated, which is different 
from intrusion detection, where the attacks, and underlying vulnerability can remain undetected for 
years [28]. 

Testing the effectiveness of fraud detection 
We can start by concluding that fraud detection uses the same type of metrics as intrusion detection, 
and that the problem of getting access to, and sharing, real data is the same. This has led some 
research groups to design different methodologies for creating synthetic data for their specific 
purposes. 

Kvarnström and Lundin present a methodology that makes use of a subset of real data to create 
synthetic data [29-30]. The goal of the synthetic data is to simulate the interaction between users (both 
normal and fraudulent) and an IP-based video-on-demand service. This approach has the possibility to 
create synthetic data similar to the original. However, it has been criticized for making it difficult to 
create synthetic data with other characteristics than those in the original data [31]. 
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The work by Yannikos et al. addresses parts of these problems by letting the user specify 
assumptions about the fraud detection environment beforehand [31]. However, letting go of the 
requirement of access to the original data will certainly affect the degree of realism of the generated 
synthetic data [13]. 

In our own work, papers IV and V, we combine the approaches by Lundin et al., and Yannikos et al., 
in that we rely on original data, but at the same time create the possibility to easily change parameters, 
and distributions, if needed. By adding the use of social network analysis, we make it possible to 
change the parameters of agents in our model, with the potential to produce emerging behavior in the 
transaction logs, which is hard to produce in other ways. 

It is interesting to note that we are using transaction logs and inventory data from a large 
Scandinavian shoe retailer, which was the only data available to us at the time. However, our aim has 
been to keep the model general enough to be applicable to other domains than the salesman/customer 
relation (in retail stores). Currently, the same method is used for credit card fraud detection [14]. 

To sum up, there is a general lack of relevant data for fraud detection research, which we have tried 
to remedy in papers IV and V. In the following sections, we will be more specific and focus on threats 
and countermeasures relevant to online banking fraud, which is the topic in papers I-III. 

Threat agents, threats and countermeasures related to online financial services 
In this section, we start with a general presentation of different types of threat agents, and then turn 
our focus on cybercriminals specifically. 

Threat agents and threats 
There have been some efforts to create taxonomies of threat agents (the perpetrators or intruders). 
One early example is the taxonomy of threat agents presented in 1980 by Anderson, who partitions 
threat agents into three different cases according to the table below [32]: 

 
 Penetrator Not 

Authorized 
to Use 

Data/Program 
Resources 

Penetrator 
Authorized 

to Use 
Data/Program 

Resources 

Penetrator 
Not Authorized 
Use of Computer 

Case A: 
External 

Penetration 

N/A 

Penetrator 
Authorized 
Use of Computer 

Case B: 
Internal 

Penetration 

Case C:      
Misfeasance 

Table 2: General cases of threats, adopted from Anderson [32]. 
 
A more recent categorization of threat agents is presented by ENISA [33]: 
 
• Cybercriminals 
• Online Social Hackers 

• Hacktivists 
• Nation States 
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• Corporations 
• Employees 

• Cyber Fighters 
• Cyber Terrorists 

• Script Kiddies. 
 

Of these threat agents, the main focus of this thesis is the cybercriminals, who are financially 
motivated. According to ENISA, they account for most of the observed incidents during 2014, which 
includes threats like [33]: 

 
• Malicious code (Worms/Trojans) 

• Web application (Injection attacks) 
• Botnets 

• Denial of service 
• Spam 

• Phishing 
• Exploit kits 

• Data breaches 
• Physical damage/theft/loss 

• Insider threat 
• Information leakage 

• Identity theft/fraud  
• Ransomware/Rogueware/Scareware. 

 
If we look specifically at online banking fraud, Julisch, in the technical report “Risk-Based Payment 

Fraud Detection”, suggests three methods that cybercriminals can use for online payment fraud: 
impersonation (or identity theft), deception, and server-side attacks [28]. Impersonation includes 
cybercrime using phishing, man-in-the-middle, and social engineering with the purpose of retrieving 
the victim’s credentials. Deception includes cybercrime where the victim is deceived into performing 
transactions to the benefit of the cybercriminal. Server-side attacks include cybercrime where the 
cybercriminal hacks the online banking servers and generates payments, and insider attacks 
performed by employees. Recent examples include Carbanak-attacks [34], also known as Anunak [35]. 

Cybercrime using impersonation, as suggested by Julisch [28], is the most popular method when it 
comes to online banking fraud, as defined by Anderson et al. [15]. Some common avenues of attack are 
the use of phishing and financial malware (or a combination of both): 

 
• Phishing. Phishing and its derivate: spear phishing (targeted version), whaling (high profile 

targets), smishing (sms phishing), and vishing (voice phishing), uses social engineering tactics 
to trick the user into revealing sensitive information, including login credentials. This can, for 
instance, be done directly by requesting the customer to fill out a form via email, or by 
directing the victim to a fake look-a-like online banking website. 

• Financial malware. A common vector for attacking online banking is by using some form of 
malicious software (e.g., financial malware). The malware is placed on the victim’s computer, 
using either manual hacking, such as pay-per-install services [36], drive-by downloading, or 
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tricking the user into downloading the malware directly (using, for example, phishing). The 
main purpose is to get hold of the user’s credentials, and to execute money transfers to 
accounts controlled by the attacker. The most advanced automated threat is the so called 
banking Trojans. They may combine the functionality of different malware types, e.g., 
keyloggers, computer worms, Trojan horses, spyware, root kits, and botnet. Some examples 
are Carberp, Citadel, SpyEye, and Zeus [37]. The Trojans are steadily acquiring more and more 
advanced functionality. However, the main avenue of attack is using a man-in-the-browser 
attack, either to inject a form in the browser to request additional sensitive information from 
the customer, or to automatically execute fraudulent transactions in the background [38]. 
 

According to statistics presented by PandaLabs, 65% of new infections are Trojans, and of newly 
developed code, Trojans accounted for 69% [39]. The percentage of banking Trojans, compared to 
other types of Trojans is unknown; however, the threat of banking Trojans is real. An analysis of 
banking Trojan configuration files performed by Symantec revealed that over 1,400 financial 
institutions were targeted, in 86 different countries [38]. On the positive side, recent reports from both 
Symantec and Kaspersky show a decrease in the total number of Trojans during 2014 (down to 2012 
figures) [38, 40]. On the negative side, the share of financial malware directed at online banking has 
grown by nearly 9% [40]. 

Finally, we would like to add a fourth method for online payment fraud, not mentioned in Julisch 
[28], which is customer misfeasance, in line with the taxonomy by Anderson [15], e.g., where the 
customer fraudulently denies a set of valid transactions. 

With a brief understanding of threats and threat agents, it is time to look at some possible 
countermeasures. 

Countermeasures 
In an online financial service scenario, the strength of all countermeasures needs to be analyzed for all 
channels provided (e.g., for phone-, mobile-, Internet-banking, and call centers). A user who 
authenticates using only a username and a static password will not be authorized to the same amount 
of information and services as a user logging in using a two-factor authentication. During the design 
phase of new channels, or new services within existing channels, it is very important that the existing 
security is not affected negatively by the added functionality. And, in an incident response situation, 
the online banking environment needs to be flexible enough to enable adaptive response. 

There is no agreed-upon taxonomy of countermeasures. In this thesis, we will start by looking at the 
Anti-Intrusion Taxonomy (AINT) of Halmes et al. who partition “anti-intrusion approaches” into six 
different categories [41]: 

 
• Prevention. Seeks to minimize the likelihood of successful intrusions, including techniques like  

secure system design, configuration and vulnerability scanning, and network firewalls. 
• Preemption. Seeks to preemptively create an external threat environment where the likelihood of 

an intrusion occurring later is minimized using, e.g., education of users, promotion of legislation, 
and infiltration of underground forums. 

• Deterrence. Seeks to make the cost-benefit calculation seem as unfavorable as possible for the 
intruder, including techniques like camouflage, warnings, and obstacles like delayed command 
execution. 
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• Deflection. Seeks to fool the intruder into wasting time and resources in a safe way, including 
techniques like sealed-off environments, and decoy systems. 

• Detection. Seeks to detect intrusions, including techniques like misuse and anomaly detection. 

• Countermeasures. Seeks to autonomously respond to a potential intrusion, including techniques 
like alerting, increasing available information, minimizing potential damage, and even locking 
down the user or system. 

 
In a fraud prevention perspective, the effectiveness of some of these categories may be hard to 

measure. For example, the value of preemption and deterrence will be greater if there are many 
potential cybercriminals choosing not to attack. However, these non-attackers are of course not seen in 
local data. 

An alternative categorization of countermeasures, which is used in this thesis, is presented by 
Kvarnström [21]. This categorization includes prevention, detection, response, and recovery. The aim 
of preventive countermeasures is to minimize the risks of the online service by using mechanisms like 
preemptive filtering, authentication, and access control. In the context of online banking and external 
adversaries, these are some of the front-end security measures. The aim of detection is to serve as a 
second line of defense by detecting fraudulent events. The aim of response is to stop the consequences 
of detected fraud. In the context of online banking, detection and response are some of the back-end 
security measures. The aim of recovery is to bring the system back to a known good state. This includes 
contacting financial institutions “downstream”, bouncing fraudulent transactions back, compensating 
victims, prosecuting cybercriminals, learning from experience, and eliminating previous deficiencies 
[9]. Full recovery may not be possible, as a breach of confidentiality, e.g., presenting sensitive financial 
information, is irreversible [21]. 

Research specific to testing online banking fraud prevention 
In this section, we look at some efforts which we deem especially relevant for the current thesis. 

Earlier in this thesis, we looked at different ways to perform online payment fraud, according to 
Julisch [28]. However, Julisch also presented a risk-based method for payment fraud detection, which 
quantifies the expected loss over a given time period and raises an alert if there is risk of exceeding a 
set monetary loss limit [28]. This method is different from the work presented in papers I-III, in that it 
only looks at fraud detection, not the incident response process governing online banking fraud. 

The PhD thesis by Maruatona starts out by presenting a background to online banking fraud, 
focusing on phishing attacks, followed by a survey of different methods for outlier detection used for 
intrusion and fraud detection [42]. This is then followed by a presentation of a method to detect fraud 
using prudent analysis. This work also differs from papers I-III in that it only focuses on fraud 
detection, not the incident response process governing online banking fraud. 

Caraminati et al. present tests of a decision support tool for online banking fraud called BankSealer, 
using real, but anonymized, data from a large national bank [43]. From the perspective of the research 
presented in this thesis, the presentation of an actual distribution of transaction amounts, and the 
distribution of the number of transactions during different parts of the day, is especially interesting. 
This work, once again, differs from papers I-III in that it only focuses on fraud detection, not the 
incident response process governing online banking fraud. 

Additionally, some research efforts are trying to estimate the effectiveness of countermeasures 
relevant to the login process of online banking, for example, analyzing the effectiveness of 
authentication [44-45], and intrusion detection [46-50]. 
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Rounding up on countermeasures, it is important to notice that the key is to know the effectiveness 
of each countermeasure against current and emerging threats. However, we can also observe a lack of 
tools for testing the effectiveness of the incident response process, including several different types of 
countermeasures, which is our main focus in papers I-III. 

In the following sections, we will have a brief look at different tools which can be used as one part of 
risk management of online financial services, concerning online banking fraud. 

Risk versus vulnerabilities and attacks 
ENISA, in its annual “Threat Landscape” report [33], references the high-level relationships between 
threats, countermeasures, and risks as presented in ISO/IEC 15408:2005 [51] (Figure 3). 
 

 

Figure 3: Elements of risk, adopted from ENISA [33]. 
 

However, there is no agreed-upon definition of risk [52]. In this thesis, we use the definition of risk 
put forward by Kaplan and Garrick [53], where risk is described by a triplet, < 𝐹𝐹𝑖𝑖 , 𝑝𝑝𝑖𝑖 , 𝑥𝑥𝑖𝑖 >, consisting of: 

• 𝐹𝐹𝑖𝑖 is a scenario description (i.e., what can happen?) 
• 𝑝𝑝𝑖𝑖  is the probability of that scenario (i.e., how likely is it?) 
• 𝑥𝑥𝑖𝑖 is the consequence of that scenario (i.e., if it does happen, what are the consequences?). 

In papers I-III, we set 𝑝𝑝𝑖𝑖 = 1, meaning that the probability of the initial event (IE), described by the 
scenario, is unity. This initial event is usually an attack, and we study the conditional probabilities of 
prevention, detection, and response, as well as likely consequences. 

Tools for risk assessment 
The incident response process concerning online banking fraud of financial institutions has a short 
term, tactical part, and a long term, strategic part. The overarching need is to balance security against 
usability, and to keep the losses, both direct and indirect, at reasonable level. But, there is also a need 
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to handle day-to-day incidents, going through periods with few or no online banking fraud, but at the 
same time have the resources to handle sudden attacks by large-scale botnets using banking Trojans. 
In both types of situations, there is a need for relevant tools for risk management, specifically for risk 
assessment of current and emerging threats. 

 

Figure 4: Risk assessment within the risk management process, adopted from NIST [54]. 
 
According to NIST, the risk management process of information security consists of four different 

components as depicted in Figure 4 [54]: 
 

1. Framing risk and creating a risk management strategy. 
2. Assessing risk by identifying threats, vulnerabilities, harm, and likelihood. 
3. Responding to risk by developing, evaluating, and implementing different courses of action 

which are consistent with the organization’s risk tolerance. 
4. Monitoring risk by determining the ongoing effectiveness of risk responses, identifying risk-

impact changes, and verifying that planned risk responses are implemented. 
 

Next, we will consider some existing tools for risk assessment. 

Fault tree analysis 
A fault tree analysis is a hazard identification and frequency analysis technique which starts out with 
the undesired event and determines all the ways in which it could occur. A fault tree is a graphical 
representation of a specified undesired event (the top event) and its dependence on undesired sub- 
events (at a lower system level) [55]. 

Attack and prevention trees 
One extended variant of fault tree analysis is attack tree analysis which focuses explicitly on 
decomposing threats into intermediate objectives. Attack trees provide a systematic way of describing 
threats against, and countermeasures protecting, a system [4]. 
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According to Schneier, in any real attack tree, nodes will have many different values corresponding 
to many different variables, both Boolean and continuous [4]. These values can be assigned to the leaf 
nodes, and then propagated up the tree structure to learn more about the system’s security. Some 
example questions a developed attack tree could answer include [4]: 

 
• Cheapest attack requiring no special equipment 
• Cheapest low-risk attack 
• Most likely nonintrusive attack 
• Best low-skill attack 
• Cheapest attack with the highest probability of success. 
 
Edge et al. extended the model with an explicit protection tree that mitigates the attack steps 

modeled in the corresponding attack tree [6-7]. They also develop the mathematical foundation by 
using probability (of success), cost (of attack, or prevention), impact, and risk as factors in their 
metrics. They further suggest that other factors may be relevant to other systems, e.g., probability of 
detection, technical skill required, inconvenience to the user, and damage cost to system. 

For a recent survey of tools for attack and defense modeling, see the survey by Kordy et al. [56].  

Event trees 
Another tool that can be used within the incident response process is event trees. An event tree 
analysis is a “method for illustrating the sequence of outcomes which may arise after the occurrence of 
a selected initial event” [57]. 

The event tree can capture chronological events, and it has previously been used to estimate the risk 
of cyber and terrorist attacks against critical infrastructure, for example [58-59]. However, these 
efforts have been criticized for, among other things, suffering from underreporting [60]. An early GAO 
report estimated that only 1 in 150 attacks is reported [61]. 

In our work, we minimize the problem of underreporting by observing that most retail customers of 
online financial services want their money back when defrauded. We have not looked specifically at 
corporate customers, but there seems to be evidence that underreporting still may be a problem [15]. It 
is, however, possible to estimate the level of underreporting by doing a historic search through the 
transaction database and noting what percentage of all transactions going to (now) known fraudulent 
accounts were reported. 

Additionally, we structure the event tree according to a categorization of countermeasures, which 
makes it possible to compare the effectiveness of front-end and back-end security countermeasures 
[62]. We call this event tree  an incident response tree. 

Markov analysis 
A Markov analysis is used to model the various states a system can be in [55]. At each state of the 
system, a transition probability is specified which expresses with what probability a transition will take 
place to any of the adjacent states. In this way, it is possible to estimate different aspects of the 
reliability of a system. 

In papers IV and V, we use a Markov model to specify the behavior of individual agents, where the 
transition probabilities are estimated from the original data set [12-13].  
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Estimating the direct economic consequences 
Online banking fraud is part of the operational risk of a financial institution. The most common way to 
calculate this risk is by registering frequencies and amounts [63]. For online banking fraud, this means 
that information about the distribution of wealth in the online channel, and information about current 
transaction limits are not used. 

In Paper II, we present how information like this can be used to calculate channel-specific expected 
fraud, and conditional fraud value at risk (VaR), where we defined VaR as the level of loss that, for a 
specific scenario, will not be exceeded by a given level of confidence (e.g., 95%). Our definition of value 
at risk is inspired by current models used for calculating credit risk [11], presented in Figure 5. 

 

Figure 5: The relation between Expected Loss, Unexpected Loss, and Value at Risk, adopted from 
Bank of International Settlements (BIS) [11]. 

 
The idea is that expected loss normally is factored into the cost of doing business, and that the 

financial institution needs to set aside an amount equal to unexpected loss for financial stability. 
Potential losses above value at risk should be very rare. 
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Thesis objective and scope 

Our research presented in this thesis has focused on ways to measure the effectiveness of fraud 
detection at the system level, and the effectiveness of fraud prevention at the incident response level. 
The assumptions have been that there is a need to fine-tune current countermeasures, and to measure 
their effectiveness against current and emerging threats. 

Research questions 
The process of developing new tools for improving the incident response process of online banking 
fraud includes the following research questions: 
 

i. What risk-based tools exist for performing risk analysis of incident response? 
ii. What are the limitations of previous tools? 

iii. How can we design a tool that better supports the incident response process of online banking 
fraud prevention? 

 
The process of developing new tools for improving the testing of fraud detection includes the 

following research questions: 
 

iv. What techniques and methods exist for testing fraud detection? 
v. What are the limitations of previous approaches? 

vi. How can we design and build a platform that will better support future research efforts? 
vii. How can we mitigate the problem regarding the lack of data for detection research? 

 
Papers I-III address research questions i, ii, and iii. Papers IV-V address research questions iv, v, vi, 

and vii. 
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Theoretical models 

Theoretical studies and experiments 
To answer the research questions above, the following methods are used: 
 

• In paper I, we present the domain of online bank fraud and the incident response process. We 
survey previous risk-based tools used within the domain of information security, and contrast 
risk models for cybercrime against the risk models for terrorism. Furthermore, we construct a 
novel risk analysis tool which we call incident response tree (IRT). Access to relevant data is 
validated at a Swedish bank, and the usefulness of the output of the model is verified with 
subject matter experts. 

• In paper II, we continue our presentation of relevant risk analysis scenarios for online banking 
fraud prevention, and present further uses of IRTs. Additionally, we present a new method for 
measuring direct economic effects of online fraud using a “credit risk” based framework, 
resulting in a fraud value-at-risk model. 

• In paper III, we present a multi-agent-based simulation built upon the theory presented in 
papers I and II. 

• In paper IV, we survey previous efforts in creating a test bed for fraud detection, and design 
and implement a multi agent-based simulation to replicate real transaction data, primed by 
real data analyzed using social network analysis. The system is verified and validated using 
statistical methods, including methods for social network analysis. 

• In paper V, we add a platform for testing the effectiveness of detection of different fraud 
scenarios. A simple rule-based detection system is then evaluated. 
 

Data collection 
A general problem in both fraud and intrusion detection is access to relevant data. There are many 
reasons for this situation, for example, the data may reveal sensitive information about the company, 
its employees, and its customers. This situation hampers research. 

In papers I-III, data about an ongoing attack using banking Trojans was gathered from a Swedish 
bank. In this case, data detailing ongoing fraud was registered in an Excel spread sheet by the fraud 
prevention team during regular incident response procedures, for aggregated reporting (mostly 
frequency statistics) to upper management. The author of this thesis was fraud prevention manager at 
group information security at the time, and was allowed to do research using this data by the chief 
information security officer. The main restriction was not to publish exact frequencies, thus the 
absolute numbers have been changed. However, the data still has the look and feel of the original. 

However, as the data used by the tools are sensitive, shared only sparsely within financial 
institutions, and presumably not at all with external parties, we expect that access to real data will 
continue to be a problem for the scientific community. Thus, the tools presented in this thesis are 
primarily of interest for financial institutions with access to the data needed. Still, we believe that the 
research may also be of interest to supervisory authorities, who want to estimate the current threat 
landscape, and to scientists who want to understand the process of online banking fraud mitigation, 
and be inspired to find further solutions. 
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Finally, the incident response tree was complemented with a new model for calculating the direct 
economic consequences of online fraud. In this case, the data is fictional, both the account balance of 
the customers, and the money stolen by the banking Trojans. 

In papers IV-V, we obtained access to real transaction and inventory data from a Scandinavian shoe 
retailer. The data contained several hundred million records, which was recent enough to reflect 
current conditions, but old enough to remedy the risk of a competitive analysis. 

Data analysis 
In papers I-III, the data was analyzed together with the fraud prevention team, and one of the 
specialists at the IT security department. The main focus was to make sure that the data could be used 
together with the incident response tree model, i.e., we had to make sure the underlying event tree did 
not suffer from severe underreporting (which is a common problem for intrusion detection data as 
only a minor fraction of all intrusions are found and reported). 

Using the incident response tree model, the initial frequency data is supplemented with both relative 
frequencies and conditional probabilities concerning prevention, detection, and response. In this way, 
it is possible to visualize the effectiveness of countermeasures against current threats using, for 
example, histograms. In paper II, we present 10 different scenarios using these models, and in paper 
III, we supplement the model with a multi-agent-based simulation using the Mason simulation 
environment. 

In papers IV-V, we analyze the retail transaction and inventory data by writing SQL statements for 
gathering relevant statistics. These statistics are then used to prime a multi-agent-based simulation 
(also using the Mason simulation environment). In paper V, we add fraudulent sales clerks, all primed 
with additional fictional scenario statistics. 

Implementations 
In papers I-III, the model was initially implemented using RStudio, supporting the R programming 
language (papers I and II). In paper III, the model is rewritten in Java, using the Mason simulation 
environment. 

In papers IV-V, the retail model is also implemented in Java, using the Mason simulation 
environment. In paper IV, we implement synthetic generation of retail transactions, with the same 
look and feel as the original (according to summary statistics). In paper V, we add fraudulent sales 
clerks, inject fraudulent transactions, and add rule-based fraud detection. 

None of the tools developed has left the prototype phase; however, it is our intention to make at least 
the retail simulator available to the research community at large. 

Verification of results 
Verification ensures that the computer program used for modeling is implemented correctly [64]. 

In papers I-III, the results from the incident response tree can be verified by counting back and forth 
through the incident response tree, i.e., it is possible to calculate the conditional probabilities using the 
original frequencies, and vice versa. Additionally, in paper III, the multi-agent-based model is 
supplemented with a special simulation using the collected (fictional) data. This makes it possible to 
test the Java code for design bugs, by visual inspection of the generated histograms. Thus, we think 
that we have found the most important bugs. 
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In papers IV-V, the transactions generated by the multi-agent-based simulation are verified by 
comparing synthetic transactions to the original. This is done using, for example, summary statistics, 
histograms, box plots, and Q-Q plots. The results show similarity, except for a couple of missed 
outliers in the synthetic data (which could be added manually afterwards if needed). Thus, there seem 
to be no important bugs left. 

Research validity 
Validation ensures that the accuracy of the computerized model is consistent with the intended use of 
the model [64]. 

In papers I-III, we have intentionally kept the incident response tree small enough to be easy to 
validate. The statistics used are close to the original, which makes us believe that access to the original 
data would make it possible to model the effectiveness of the incident response process of the analyzed 
online financial service. The model should also be generalizable to other online financial services, 
given that it is possible to collect relevant frequency statistics. 

When it comes to the model for measuring the direct economic consequences using expected fraud, 
and conditional fraud value at risk, the results are purely fictional at this stage. However, a financial 
institution with access to the same data that is used for regular credit risk and operational risk 
reporting, should have access to most of the data needed to be able to prime the multi-agent-based 
model with real (or approximate) data. 

The most problematic part concerns simulations of emerging threats, both with regard to relevant 
statistics about the effectiveness of the threat, and to the effectiveness of new or temporary 
countermeasures. The reason for this problem is that incident data is shared sparsely, if at all, and that 
the financial institution may have little or no experience of using a certain countermeasure before. 
However, we believe that this problem will lessen with time and experience. 

In papers IV-V, we validate our model by showing that it produces retail transactions with similar 
properties to those in real transactions (see above). 

Ethical aspects 
In papers I-III, we designed different tools for estimating the effectiveness of current online fraud 
prevention. Of course, this information would be very valuable for an attacker. However, to be able to 
populate the tools with necessary data, inside access to the incident response process (and data) would 
be needed, which in turn, is a much more serious situation for the financial institution. 

In papers IV-V, we obtained access to sensitive retail transaction data. However, by creating 
synthesized data, with only statistical resemblance to the original data, the problem of customer 
privacy is remedied.  

One difference from the first part of the thesis is that we analyze staff fraud, i.e., fraud performed by 
insiders. Of course, staff fraud is a delicate matter, especially when it concerns false alarms. In reality, 
the algorithms used for detection will probably be tuned towards a low false alarm rate, which is 
something that is possible to test out using our simulation environment. 
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Results 

Summary of appended papers 
In paper I, "Using Incident Response Trees as a tool for Risk Management of Online Financial 
Services", we introduce a combination of event tree analysis and a categorization of countermeasures 
pertaining to the incident response process of online financial services. We call the tool an incident 
response tree, and show how to construct an incident response tree for the initial event “Banking 
Trojan on customer device”. Additionally, we showed how incident response trees could easily be 
transformed to apply to other relevant accidental initial events, like deception, and attacks against 
privacy. This highlights the fact that attacks using deception can be highly effective, and that a fixed set 
of countermeasures is not equally effective against all types of attack. Furthermore, we have validated 
access to relevant data at a Swedish bank, and also presented a scenario "inspired by" one year of real 
data, collected during an attack using banking Trojans against financial institutions in Sweden. 

In paper II, "Modeling Fraud Prevention of Online Financial Services using Incident Response Trees 
and Value at Risk", we continue our validation of the IRT tool for risk management of online financial 
services. We present six additional use cases pertaining to the design phase and operational phase of 
the services, highlighting that incident response trees can be used to prioritize where efficient 
countermeasures could be implemented, and that they can be used as a tool for quality assurance. 
Specifically, we modeled the following situations: 

 
• Newly entered markets 

• High usability solutions 
• Less time for response 

• Single point of failure 
• Quality assurance 

• Emerging threats. 
 
Additionally, we introduce a quantitative model to estimate, for instance, the expected loss from 

fraud, and conditional fraud value at risk for online financial services. The proposed model borrows 
heavily from quantitative models for estimating credit risk, as both domains evaluate individual 
exposures. 

We also show how this quantitative model enables us to use and compare results in a multi-channel 
environment, which could be useful for better estimating transaction limits, and evaluating the 
probability of a targeted attack. 

In paper III, "IncidentResponseSim: An Agent-Based Simulation Tool for Risk Management of 
Online Fraud", we create a multi-agent-based simulation using incident response trees and our 
quantitative model. The model uses three different agents. The Channel agent is responsible for setting 
up the next step of the simulation by adding customers, and threats. The Customer agent has an 
account balance, and the Trojan agent chooses which customers to attack (e.g., randomly). 

The simulation environment supports three main types of simulations: 
 

• Simple random sampling of the number of defrauded customers 

• Simple random sampling of the direct economic consequences 
• Multi-step simulation of direct economic consequences. 
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In the paper, we present a couple of use cases, including: 

 
• Newly entered markets 
• Single point of failure 

• Emerging threat landscapes. 
 

Additionally, we present how different Trojan strategies affect the monetary losses, given the 
distribution of wealth of customers, and the current transaction limit. Finally, we present how 
simulation results can be integrated with return on security investment analysis. 

In paper IV, "RETSIM: A Shoe Store Agent-Based Simulation for Fraud Detection", we present a 
multi-agent-based simulation that enables the synthetization of privacy preserving transaction data for 
fraud detection research. RETSIM is developed specifically for modeling fraud and fraud detection in a 
retail store setting. The reason for working with transaction data from a shoe store was privileged 
access to several hundred million records of diverse transactional data from one of the largest shoe 
retailers in Scandinavia. However, the framework itself should be applicable for simulating fraud and 
fraud detection in online financial services, as soon as relevant transaction data is available. 

In paper V, “Using the RetSim Simulator for Fraud Detection Research”, we continue by adding a 
platform for measuring the effectiveness of fraud detection using RETSIM. By creating both normal 
and fraudulent agents, we are able to simulate a couple of typical fraud scenarios, specifically 
fraudulent returns, and fraudulent discounts. This allowed us to evaluate the usefulness of simple rule-
based detection with varying thresholds of detection. 
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Discussion 

Incident response trees 
The incident response tree tool was developed to remedy the lack of risk management tools for 
incident response of online financial services. The main contribution is a tool that enables an 
estimation of the effectiveness of current countermeasures against the current threat landscape, and 
enables a proactive estimation of the probable consequences of the emerging threat landscape on 
current and alternative countermeasures. Additionally, it is possible to evaluate which part of the 
countermeasures, e.g., prevention, detection, and response, is the weakest link. 

Expected fraud and conditional fraud value at risk 
Expected fraud and conditional fraud value at risk were both developed to remedy the lack of 
quantitative tools for estimating the probable direct economic consequences of online fraud in the light 
of, for example, current and emerging threat landscapes, transaction limits, and the account balances 
of the customers of the online financial service. The main contribution is a quantitative method that 
enables a comparison of the direct economic consequences among different online financial services 
(channels), and enables proactive risk management related to both current and emerging threat 
landscapes. 

IncidentResponseSim 
IncidentResponseSim was developed to remedy the lack of a simulation environment for online fraud 
prevention of online financial services. The main contribution is a simulation platform that enables 
simulation of current and emerging threats by specifying different malware strategies. Additionally, it 
is possible to estimate expected number of defrauded customers, expected fraud, and conditional fraud 
value at risk (at the 95th percentile). We also show a fictional example of how the results can be used in 
return on security investment calculations. 

RetSim 
RetSim was developed to remedy the lack of publicly available data for fraud detection research. The 
main contribution is a method for generating synthetic transactions which enables the generation of 
“less” sensitive data for fraud detection research, which in turn enables sharing and comparison of 
results among different research groups. 
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Conclusions and directions for future research 

This thesis addresses two practical problems: how to create a visual risk analysis tool to measure the 
effectiveness of the incident response process of online financial services concerning online banking 
fraud, and how to design a test bed for fine-tuning the effectiveness of fraud detection. 

On an incident response level, our work started out by the observation that there does not exist any 
simple tool for measuring the effectiveness of the incident response process protecting online financial 
services against online banking fraud. We derived the incident response tree tool by the use of a 
combination of event tree analysis and a categorization of countermeasures. The use of event tree 
analysis is made possible via the observation that defrauded customers have an incentive to get their 
money back (supported by local regulations or not). This creates a situation where underreporting, in 
most situations, is a minor problem. Our tool is primarily a tactical tool, as it is inherently difficult to 
foresee new threats, never seen before. However, by using our value at risk measure, it is possible to 
err reasonably on the conservative side concerning unexpected losses. Furthermore, this quantitative 
model can be used together with return on security investment analysis. 

The incident response tree, being a novel tool, needs to be investigated further, preferably using real 
data from other financial institutions to make sure it is general enough for widespread use. Interesting 
future possibilities are to include the use of prior information using a Bayesian approach, or by 
including game theory [65]. Additionally, it would be interesting to extend IncidentResponseSim to 
study the incident response process on an organizational level, in line with the agent-based model for 
credit risk presented by Jonsson [66]. In this way, is should be possible to investigate the impact of 
fraud prevention actions performed in different organizational parts of the financial institution. 

Furthermore, it should also be possible to align the incident response tree model to current work on 
capability modeling [67].  

At a system level, our work started out by identifying the lack of relevant data for testing fraud 
detection systems. The reason for this situation, among other things, is usually the sensitivity of the 
transaction data which prevents sharing. Our work addresses this situation by creating synthetic 
transaction data with similar attributes to the real data. The synthetic data only includes the most 
important attributes for testing fraud detection, which in our case creates reasonable anonymity. 
Additionally, the test bed makes it possible to evaluate situations where simple rule-based detection is 
enough and situations where the effectiveness of detection, or other parts of the incident response 
process needs to be higher. 

From an online banking fraud perspective, our result is somewhat limited, as the test bed is 
implemented for the domain of retail fraud. However, it is our belief that with access to transaction 
logs from online banking, it should be possible to use a similar development approach to the one we 
used.  
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