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Abstract 
This report describes a study aimed at verifying a cyber security modeling language 

named the Predictive, Probabilistic Cyber Security Modelling Language. This 

modeling language together with the Enterprise Architecture Analysis Tool acts as a 

tool for cyber security evaluations of system architectures.  

 

To verify the accuracy and readiness of the tool, a generic model of a real life 

Supervisory Control And Data Acquisition System’s system architecture was modeled 

using the tool and later evaluated. The evaluation process consisted of a Turing test, 

which was the same method used for evaluation of the Predictive, Probabilistic Cyber 

Security Modelling Language predecessor the Cyber Security Modelling Language. 

 

For the Turing test, interviews were held with five domain experts within cyber 

security. Four of which were tasked with creating attack paths given a scenario in the 

modeled system architecture. The Predictive, Probabilistic Cyber Security Modelling 

Language was given the same task as the four experts. The attack paths created were 

consolidated in a standardized form for the last internal company expert within cyber 

security to evaluate.  

 

An expert evaluator was tasked with grading the attack paths produced by the four 

experts and the Predictive, Probabilistic Cyber Security Modelling Language. The 

grading was based on how probable the attack paths were perceived by the internal 

expert. 

 

The conclusion was made that given the limitations of the study, the Predictive, 

Probabilistic Cyber Security Modelling Language produced a cyber security 

evaluation that was as probable as those created by the human cyber security experts. 

The results produced were also consistent with the results produced by the Predictive, 

Probabilistic Cyber Security Modelling Language predecessor the Cyber Security 

Modelling Language in a previous study. 

 

Suggestions for further studies were also introduced which could complement this 

study and further strengthen the results.  

 

This thesis was a collaboration between ABB Enterprise Software and the members 

of the team behind the Predictive, Probabilistic Cyber Security Modelling Language 

at ICS at KTH. 

  



 
 

Sammanfattning 
Denna rapport beskriver en studie vars mål var att verifiera ett modelleringsspråk för 

datasäkerhet vid namn Predictive, Probabilistic Cyber Security Modelling Language. 

Detta modelleringsspråk tillsammans med Enterprise Architecture Analysis Tool 

utgör ett verktyg för datasäkerhetsutvärderingar av systemarkitekturer. 

 

För att verifiera exaktheten och mognadsnivån på verktyget så skapades en generisk 

modell av ett verkligt Supervisory Control And Data Acquisition System-systems 

arkitektur. Denna modell utvärderades i ett senare skede. Utvärderingsprocessen 

bestod av ett Turingtest, som är samma metod som användes i en tidigare utvärdering 

av Predictive, Probabilistic Cyber Security Modelling Languages föregångare Cyber 

Security Modelling Language. 

 

För Turingtestet hölls fem intervjuer med domänexperter inom datasäkerhet. Fyra av 

dessa fick i uppgift att skapa attackvägar givet ett scenario i den modellerade 

systemarkitekturen. Attackvägarna som skapades sammanställdes i ett standardiserat 

formulär för den sista interna företagsexperten inom datasäkerhet att utvärdera. 

 

En expertutvärderare fick i uppgift att betygsätta de attackvägar som hade producerats 

av de fyra experterna och Predictive, Probabilistic Cyber Security Modelling 

Language. Betygsättningen baserades på hur sannolika de olika attackvägarna 

uppfattades av den interna experten. 

 

Slutsatsen som gjordes var att givet begränsningarna i studien, så producerade 

Predictive, Probabilistic Cyber Security Modelling Language en 

datasäkerhetsutvärdering som var likvärdigt sannolik jämfört med de som skapades av 

mänskliga experter. Resultaten som producerades var också konsistenta med 

resultaten som producerades av Predictive, Probabilistic Cyber Security Modelling 

Language föregångare Cyber Security Modelling Language i en tidigare studie.  
 

Förslag på kommande studier som skulle komplettera denna studie och stärka 

resultaten ytterligare introducerades också. 

 

Detta examensarbete var ett samarbete mellan ABB Enterprise Software och 

medlemmarna i teamet bakom Predictive, Probabilistic Cyber Security Modelling 

Language på ICS på KTH. 
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1 Introduction 
We live in a world where computers and IT becomes an increasingly larger part of our 

lives for every year that passes. Today, many parts of our critical infrastructure, such 

as power generation and distribution, water supplies and gas and oil production are 

controlled by IT systems (Ralston et al, 2007). Needless to say, ensuring that these 

systems function properly and without disturbance is highly important for our 

everyday lives.  

 

These systems controlling our critical infrastructure are often said to be SCADA 

(Supervisory Control And Data Acquisition) systems (Ralston et al, 2007). As the 

SCADA system is an IT system, it also has the possibility to be vulnerable to cyber 

security attacks. A recent report from Dell called the security annual threat report, 

reports that the number of cyber security attacks on SCADA systems have doubled 

from the year 2013 to the year 2014. The attacks have mainly been concentrated to 

Finland, the UK and the US which they believe is due to their SCADA systems being 

connected to the Internet in a higher degree than other countries.  In January 2014 a 

total of 675186 attacks on SCADA systems were reported world-wide (Dell, 2015). 

As so, ensuring the integrity of the SCADA system is becoming increasingly 

important in order to retain vital community services.  

 

There are several techniques to assess the cyber security level of a system architecture 

and many factors that need to be considered. Employees in charge of the enterprise IT 

security often have a basic understanding of the system architecture and the 

consequences a breach in the system could have. However, as a recent study suggest, 

their technical skill is not up to par with their social and political skills that are seen as 

critical for their role. Hence, one can’t expect these persons to have a greater 

understanding of the IT security weaknesses and its corresponding dependencies. A 

solution to this is to employee the use of consultants specialized within this area to 

make an evaluation. This however comes with three delimitations. 1) The findings 

from their work is only valid for the time of their evaluation. 2) It is only valid for the 

parts of the system architecture examined. 3) It is dependent of the expert’s 

knowledge (Holm et al., 2014). 

 

A possible solution is to employ a tool to that can perform a holistic cyber security 

evaluation in a manner that is easy to understand as well as low cost. Such a tool has 

been developed at Industrial information and control systems at KTH in Stockholm 

Sweden. This tool called the Enterprise Architecture Analysis Tool (EAAT) employs 

the Predictive, Probabilistic Cyber Security Modeling Language (P2CySeMoL)  

(Holm et al., 2014). 

 
This thesis intends to examine if the tool together with P2CySeMoL is able to create a 

cyber security evaluation that is both probable and accurate when measured against 

the evaluations made by human cyber security experts. This is done by creating a 

generic model of a real life SCADA system architecture that is evaluated from a cyber 

security viewpoint by both P2CySeMoL and the experts. In order to create comparable 

results the method to evaluate P2CySeMoL’s and the expert’s assessment of the cyber 

security level will be by employing a Turing test. 
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1.1 Background 
ABB Enterprise Software develops information systems used to manage and 

supervise electric power grids around the world. This system, called the Network 

Manager controls the power from generation to end consumer and ensures reliability 

and quality throughout the process, minimizing losses and hence generates value from 

an environmental and economic perspective. As Network Manager controls 

infrastructure where ensuring correct and uninterrupted functionality is critical, cyber 

security has become an increasingly important aspect (Ventyx, 2015). 

 

ABB Enterprise Software is now in the progress of examining a restructuring of their 

Network Manager system architecture with regard to the Oracle database servers 

found in the system. One is considering the possibility of reducing the number of 

Oracle database servers which at the moment are setup for redundancy. Reducing 

these databases would imply sharing databases between different sectors of the 

system which would decrease licensing costs for the company. Reducing the number 

of servers could have an effect on the level of cyber security of the system as well, 

making it important to examine the implications these possible alterations might have 

for the system.  

 

A tool for system analysis called the EAAT (Enterprise Architecture Analysis Tool) 

has been developed at Industrial information and control systems at KTH. This tool 

together with P2CySeMoL is able to create a model of a system architecture and 

assess the level of cyber security (probability of a malicious attacker gaining access to 

protected assets) (KTH EAAT, 2015, KTH CySeMoL, 2015). The developers of this 

tool were interested in evaluating the performance of this tool with regard to the level 

of accuracy of the predicting calculations made by it. 

 

1.2 Purpose 

To determine the accuracy of the calculations made by the EAAT and P2CySeMoL 

there is a need for real world application on a complex system where verification of 

the accuracy is possible. A model of the ABB Enterprise Software system architecture 

will be used for the evaluation to determine if P2CySeMoL produces credible results. 

A full cyber security evaluation will also be provided to ABB Enterprise Software 

regarding their system architecture changes. This will however not be included in this 

study. 

1.3 The research question 
The main research question to be answered is: 

 

“Is the EAAT together with P2CySeMoL able to create a good cyber security 

evaluation of a system architecture at the tools current state?” 
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 This main research question can be broken into three sub-research questions: 

 

 

1. “Would a cyber security expert deem the probability calculations made by the 

tool as sufficient enough to class the tool as accurate?” 

 

2. “Does the calculations from the EAAT together with P2CySeMoL create a 

solution that is likewise or better than its predecessor CySeMoL? “ 

 

3. “Is the total time of creating a cyber security evaluation reasonable in 

comparison to the time needed by a human expert?” 

 
 

1.4 Delimitations 

 The EAAT will be the only modeling tool and P2CySeMoL will be the only 

modeling language that will be used and evaluated. The versions to be 

evaluated are the latest release versions available between February 2015 to 

May 2015.  

 

 The entire system architecture will not be modeled. I.e. subsystems deemed to 

have no impact on the final results are not to be included in the model as well 

as entities deemed out of the ordinary, i.e. rare system configurations.  

 

 All modeling in the tools will be made by the author of this thesis.  

 

 The focus of the cyber security literature will be on cyber security within 

SCADA (supervisory control and data acquisition) systems.  

  

 Information might be excluded or anonymized to protect the integrity of the 

system evaluated. 

 

 

1.5 Contribution 

Verification of the tool is of course of great interest to the developers as this gives 

them feedback on whether the tool performs as intended or if alterations has to be 

made in future updates. This is also intended to be the scientific contribution of the 

thesis i.e. verifying the tool in a scientific manner.  

For companies selling products constituted of system solutions where the integrity of 

the system is highly important, the aid of such a tool would be of great assistance. It 

enables them to construct and verify the level of cyber security a system architecture 

design has before it has been implemented and penetration tested. This is of course 

important as flaws easily can be spotted and corrected during the design phase of the 

system. Another perk is that it enables the company to communicate to its customers 

the implication different system architecture scenarios might have. Quantifying the 

level of cyber security and being able to for instance motivate cost increases due to 

providing a higher level of cyber security.  
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Specifically for ABB Enterprise Software the contribution will be the creation of 

models of their current system and design proposals. These models will aid them in 

the decision making regarding restructuring of the system architecture in several 

ways. As the goal is to reduce costs in the system, elimination of Oracle databases 

would result in lower licensing fees which reduces the cost. However, this implies 

sharing of databases between secure zones which could imply a security risk. By 

modeling the design proposals, ABB Enterprise Software is able to compare the old 

system design to the new with regard to the level of cyber security and cost. Now 

actually being able to quantify the level of security to both themselves and to potential 

customers without having to build and test the system. Making it easier for them to 

convince customers on the level of security they can provide with regard to the costs 

involved in doing so. 
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2 Literature review 
In this section, relevant theory and information covering different methods of risk 

analysis in cyber security, vulnerability management in SCADA systems, tools for 

cyber security evaluations, an introduction to SCADA systems as well as expert 

system validation methods will be covered. 

2.1 Qualitative and Quantitative risk analysis 
There is a broad area of risk assessment with many tools and methods available for 

conducting cyber security risk assessments for SCADA systems. Research work that 

is published related to cyber security risk assessment is difficult to group. The 

research can be defined by several different aspects. Mainly, grouping is based on the 

overall process on how a cyber security assessment is conducted. Cyber security risk 

assessment consists of several phases. It begins with identification of cyber security 

risks, it then continues to cyber security risk analysis, proceeds to ranking and 

evaluation of cyber security risks, and finishes with the management phase (Ralston et 

al., 2007). 

 
Two groups of risk analysis methods that are fundamental are qualitative and 

quantitative methods. Qualitative methods do not use numerical data in their analysis. 

Instead, results are presented in form of descriptions and recommendations. The basis 

for the analysis are qualitative portrayals of different asset values and qualitative 

scales where one measures the risk of a certain threat. One also predicts the main risk 

factors which creates so called threat scenarios. Examples of qualitative methods are 

for instance: The Microsoft Corporate Security Group Risk Management Framework 

and OCTAVE. Quantitative methods for risk analysis involve connecting a risk to a 

numerical value. This is done by for instance assigning probabilities of loss to assets 

based on the frequency of threats. Examples of quantitative methods are for instance 

Fault Tree Analysis and Failure Mode Effect Analysis (Rot, 2008). 

 

In the forthcoming chapters, a section of the qualitative and quantitative risk analysis 

methods will be explained. A brief overview will be given regarding the qualitative 

methods and a deeper view will be on quantitative methods. This as P2CySeMoL is a 

quantitative method for risk analysis and the study aims at validating that tool. 

 

2.2 Qualitative risk analysis 

2.2.1 OCTAVE 

The Operationally Critical Threat, Asset and Vulnerability Evaluation (OCTAVE) 

framework is an approach for organizations to evaluate the cyber security risks of the 

organization and find a resolution for them. OCTAVE is a methodology developed by 

the Software Engineering Institute at Carnegie Mellon University and is not a product 

(Panda, 2009).  

 

The methodology is divided into three phases. The first phase consists of building 

threat profiles based on assets. The second phase consists of identifying 

vulnerabilities in the infrastructure and the third and last phase consists of creating a 

security strategy and plan (Panda, 2009).  
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By doing this, the methodology aims to help organizations to create qualitative risk 

evaluation criteria which are based upon operational risk tolerances, identify mission 

critical assets for the organization, identify what threats and vulnerabilities there are 

to these assets, forecast the potential consequences a successful attack against these 

assets would have, and lastly how to take corrective measures in mitigating the risks 

(Panda, 2009).  

 

2.2.2 Security metrics 

Security metrics can be used to measure the security strength and level of a system. It 

also has the possibility to highlight vulnerabilities in the system and aid the decision 

making for taking action against threats. Generally, security metrics are often 

qualitative. The community of international computer security has developed several 

methods and criteria for the cyber security evaluation of for instance IT systems 

(Wang, 2005). 

 

The results of these evaluation are often expressed in terms of “level of trust” or 

similar. Where “the level of trust” for instance indicates how trustworthy an IT 

systems is on a scale when compared to the security functions defined for it. This is 

highly qualitative as the evaluator’s experience and qualification to make such an 

assessment is difficult to quantify, so is also the method for evaluation (Wang, 2005). 

 

The security metrics are also often subjective. For instance, a technique used by 

Delphi for measuring the security risk of a system consisted of each member of a 

working group, writing a security risk on a piece of paper and handing it to the group 

performing the risk analysis. The answers are aggregated and handed back out to the 

working group for comments. These are then aggregated once again until an 

agreement is found. This method creates a security metric grounded primarily on the 

individual’s subjective opinion or experience on what security risk that existed in the 

system (Wang, 2005). 

 

2.3 Quantitative risk analysis 

2.3.1 Probabilistic risk assessment 

Methods that perform quantitative cyber security risk analysis are categorized as 

probabilistic risk assessment methods. The definition of PRA is said to be a complete 

and systematic method to evaluate risks connected to a complex constructed 

technological unit. The PRA method includes the risk identification phase, but 

assumes that the developer has the ability to identify the cyber security risks (Ralston 

et al., 2007).  

 

Risk is defined as the extent to which a hostile consequence is the result of an action 

and the likelihood of such a consequence to occur. In PRA, such a consequence is 

expressed numerically and the likelihood of the consequence to occur is expressed by 

a frequency or a probability. By answering three questions, one uses a method 

commonly acknowledged to determine risk. The questions to be answered are: “What 

can go wrong?”, “How likely is it?” and “What are the consequences?”.  To answer 

these questions using PRA, one first begins with creating scenarios for what could go 
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wrong. Then to determine the probability of the scenario one evaluates the scenario 

and lastly estimates the consequence of the scenario (Ralston et al., 2007). 

 

Once the work has been done determining all the scenarios and answering the 

associated questions, the PRA presents a given set of scenarios with the associated 

frequencies or probabilities and consequences which should enable one to make 

informed decisions (Ralston et al., 2007). 

 

PRA could potentially be crippled if realistic frequencies and probabilities cannot be 

determined. This is also the most difficult part of employing this method (Ralston et 

al., 2007).   

 

2.3.2 Fault Tree Analysis and Failure Mode Effect Analysis 

Fault Tree Analysis (FTA) is a deductive approach based on failure. FTA beings with 

an event that is unwanted. Then, using a backward reasoning method, event causes 

are deducted. The events and their connections that caused the resulting unwanted 

event form a logical illustration known as a fault tree, where the resulting event is 

either the root or the top. The illustration consists of several different symbols that are 

used to indicate what type of an event it is and the connection between input and 

output events. The connection is illustrated using gates such as AND gates and OR 

gates which respond differently in generating output depending on the input (Ralston 

et al., 2007).  

 

To be able to determine the probability of the root/top event, the tree has to be 

transformed into logic equations. This is done by translating the gates into expressions 

formed of basic events. To quantify the probability of the unwanted root/top event, 

the basic events have to be assigned a probability (Ralston et al., 2007).  

 

The Failure Mode Effect Analysis (FMEA) is a forward stepping approach where one 

begins with an event that is the initiator, and then induces the end effect it has. This 

method only considers single component faults and the resulting effects on the 

system, i.e. it does not include combinations of faults (Ralston et al., 2007). 

 

As can be seen, the FTA and the FMEA differ in the direction and start of their 

analysis. Hence, one has to choose the appropriate approach depending on what the 

starting point is and what the end result goal is. Depending on the complexity of a 

system, an all-including PRA might use both approaches to create a full set of 

sequences (Ralston et al., 2007). 

 

2.3.3 CORAS 

CORAS is a method for creating a cyber security risk analysis. The method consists 

of a total of eight steps. First, the evaluator using CORAS meets with the client and 

determines the overall goal of the assessment to be made. The following step is then 

to gather data about the assignment and ensure that the goal of the evaluation is 

aligned with the goal of the stakeholders. Once this is ensured, a deep analysis is 

made where risk identification and risk level is developed. For risk and threat 

modeling CORAS provides a custom language and guidelines on how to collect 

essential information for the model for the various stages of cyber security analysis. 
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For modeling the target architecture of the analysis, the Unified Modeling Language 

(UML) is employed. The overall conclusions are then presented in a special CORAS 

diagram where the structure is inspired from UML. Lastly, risks that are found and 

assessed as undesirable are evaluated in order to find actions of mitigation. For 

estimating the likelihood of an unwanted incident, the use of brainstorming in groups 

with members of different backgrounds is employed (CORAS, 2015). For risk 

assessment, Fault Tree Analysis and Failure Mode Effect Critically Analysis 

(FMECA) which is similar to (FMEA) in that it uses forward stepping is employed 

(Ralston et al., 2007). 

 

2.3.4 Attack graphs 

Attack graphs were a method proposed by Phillips and Swiler in 1998 to evaluate 

cyber security risk in networks. The graph consists of nodes representing a possible 

attack state. The node often consists of several parts containing information about 

what kind of physical machine it is, the user access level and if the attack has had any 

effect. Nodes can be seen as edges that are effected by a single action taken by an 

attacker, which changes states accordingly (Phillips & Swiler, 1998).  

 

Three types of input are needed for the attack graph to be generated: attack template, 

an attacker profile and a configuration file. An attack template holds the information 

about what attacks are included and the preconditions for making an attack possible. 

For instance, a certain type of operating system might be needed. This information 

only represents parts of attacks and combining them could give new attacks. In other 

words, any path in the attack graph signifies an attack, but it could be put together 

from several known attacks. The attacker profile holds information about the attacker, 

his or hers capabilities and skill level as well as what kind of tools the attacker has 

access to. The configuration file gives comprehensive information about the network 

to be analyzed. This includes information about the overall topology and how 

particular network nodes are configured, such as for instance routers and workstations 

(Phillips & Swiler, 1998). 

 

A probability of success, cost/effort level to an attacker or average time to succeed are 

called a weight and are tied to an edge. For instance, the weight probability of success 

is a function of an attacker profile and configuration. Each node could also have a 

local representation of these files, which could contain previous attacks on the system 

architecture configuration and its effects. These weights or probabilities of 

successfully creating an attack and compromising a node can be gathered from 

several sources. Methods include surveying experts which give their subjective view 

on the probabilities, gathering information about attacks on a particular kind of 

network and the frequency of those attacks, and from experimentation (Phillips & 

Swiler, 1998).  

 

A low-cost attack will be categorized by having a short path in the attack graph. One 

could also introduce several weights to one edge if one wishes to optimize the attack 

graph based on more than one criteria. For instance minimizing probability of 

detection together with minimizing the cost (Phillips & Swiler, 1998). 
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The system is flexible when it comes to introducing changes in the configuration for 

instance. This enables the system to easily answer “what-if” questions in regard to the 

security implications certain changes could have. For instance, what happens to the 

security level if we introduce a firewall between two sub networks? The system also 

has the possibility to indicate what attacks are possible and what nodes that could be 

compromised with regard to the level of the attacker. This could be useful for the end 

user as small Internet web shop would be interested in keeping the system secure 

from “normal hacking”, but wouldn’t be interested in how to prevent the resources of 

a national scale effort to break into the system (Phillips & Swiler, 1998). 

 

2.4 Vulnerability management in SCADA systems 
How vulnerability management has been handled over the years in SCADA systems 

has varied. In this section, a historic overview of the different methods employed for 

vulnerability management is reviewed.  

2.4.1 The first generation of vulnerability management 

The first generation (1990’s time period) of vulnerability management was a manual 

process. A system administrator often took the role of a security analyst. This person 

set out to collect information found on the Internet about information regarding IT 

security vulnerabilities. This information could be found at for instance forums 

online, chat rooms and mailing lists. This information was then conveyed by the 

security analyst to other departments of the company that needed to be aware of the 

potential security threats. Usually, there wasn’t a management process in place to 

manage vulnerability information, instead the approach was more hands on, were the 

people deemed to be able to fix a certain potential vulnerability problem, received the 

information and was asked to solve the problem. Problems were seldom escalated to 

any higher instance in the company than the department which was affected. There 

were however rare cases were it was escalated to law enforcement or company 

management. In general, this first generation could be classified as a “find and fix” 

generation (Fabro & Perch, 2012). 

 

The vulnerability information originated from both informal and formal sources. 

Usually with information being shared between hackers which then found its way to 

mailing lists and newsgroups. Several organizations also started to collect this 

vulnerability information and distribute it in the public sector. Examples of these 

organizations were COAST, CERT and FIRST (Fabro & Perch, 2012).  

 

That the SCADA system was a target for security threats was known, however most 

security practices were in great extent related to Internet vulnerability (Fabro & Perch, 

2012).  

 

2.4.2 The second generation of vulnerability management 

The second generation of vulnerability management was the so called “clearing 

house” pattern. In this model, the vulnerability information was collected from several 

sources and aggregated by a central organization. This information was then 

distributed to stakeholders through a variety of ways including mailing lists, 

committees and conference calls. Stakeholders could also share information via 
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services geared toward log aggregation such as Dshield, this was however not a very 

common practice. The need for IT administrators to apply new patches to vulnerable 

IT systems increased with the increase in information regarding vulnerabilities. This 

resulted in new patch management processes being developed in organizations. 

Particularly for SCADA systems however, operators generally didn’t conform to 

these new patch management processes. Mainly because the time between patches 

had decreased and the time needed for testing these patches together with the SCADA 

system to ensure stable operation was not accounted for in the patch management 

processes developed for the general IT organization. Vulnerability management in 

SCADA systems still adapted the first generation model in greater extent than the 

second generation during the 2000’s time period (Fabro & Perch, 2012).  

 

2.4.3 The third generation of vulnerability management 

The third generation (2000’s and forward time period) of vulnerability management is 

called the “enterprise vulnerability management”. This solution is a solution that is 

continuous, automated and decentralized. The key here is the scanning for 

vulnerabilities in IT systems. A vulnerability scanner is a program made for assessing 

weakness in computer systems, networks, computers or programs. Organizations 

started to analyze vulnerability scans that they had recorded to see if there were any 

changes in the results. This together with other technology such as anti-virus, 

intrusion detection systems and host based intrusion sensors started to give a holistic 

view of an organizations IT security. The SEIM (Security Event and Incident 

Management) process was developed which aggregates data from several different 

logs in the network. This together with vulnerability scanners and a HMI for viewing 

real time security provides a view of the organizations current state in regard to IT 

security for stakeholders in the organization (Fabro & Perch, 2012). 

 

As SCADA systems often use exclusive versions of OEM software, there is a 

difference between the consumer version and the SCADA version of the software, 

often decoupling the SCADA version from the patch cycle of the consumer version. 

Therefore, vulnerabilities that have been patched in the consumer version might not 

be patched in the SCADA version which could unintentionally be triggered by the 

vulnerability scanners probe messages. Due to this causing systems to fail 

unexpectedly, there has been a resistance from SCADA operators to utilize this 

method for strengthening IT security. There is however a minority of early adopters 

(Fabro & Perch, 2012). 

2.5 Tools for cyber security evaluations 

2.5.1 CySeMoL – The P2CySeMoL predecessor 

The modelling framework CySeMoL (Cyber Security Modeling Language) has been 

developed to enable system architecture analysis regarding the level of cyber security 

of a given system architecture. To perform the analysis, employing a probabilistic 

relation model, which determines how a Bayesian Network is constructed from an 

object model is used. A Bayesian network includes a pre stated set of random 

variables, where the relationship between them are fixed in advance. Therefore 

Bayesian networks often fail to represent complex and large domains. I.e. domains 

where the configuration of entities or the number of entities varies. This is due to 

Bayesian networks not being able to handle the concept of objects. In other words, 
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they are not able to represent several similar objects in several settings with general 

principles (Getoor & Taskar, 2007). A Probabilistic Relation Model (PRM) broadens 

the Bayesian network. It introduces objects, relations between objects and the objects 

properties to the Bayesian network. Now enabling the Bayesian network to handle 

complex and large domains (Getoor & Taskar, 2007). 

 

There is no need for the person utilizing CySeMoL to be a cyber security expert as 

CySeMoL includes theory on how defences and attacks are quantitatively related 

(Holm et al., 2014a). 

 

 
 

Figure 1: P2CySeMoL model, lower (red) circle denotes the defence attributes, upper 

(yellow) circle denotes the attack steps. 
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In order to perform a cyber security analysis on a system architecture, the architecture 

needs to be modelled. This includes defining the entities in the system architecture, 

e.g. operating systems, servers and personnel. These are denoted as Assets in 

CySeMoL. One also has to define the attributes associated to each entity, denoted as 

either a Defence or AttackStep. Examples of assets and their attributes can be seen in 

figure 1. An example would for instance be if an operating system has a Firewall 

enabled and the AttackStep DenialOfService. Here the Defence is to protect the Asset 

and the AttackStep is a possible way of compromising the Asset. These Assets are 

connected to each other, to represent the system architecture they are to model. 

Creating a network of interconnected entities (Holm et al., 2014a). 

 

The entity Attacker in CySeMoL is defined as a professional penetration tester, which 

has access to techniques and tools that are publicly available. An Attacker is 

connected to an Asset that has an AttackStep, i.e. an entity that possesses an attribute 

that denotes a possible entry point for the attacker. Connecting an Attacker to such an 

entity denotes the source of the attack on the system (Holm et al., 2014a). 

 

In short, the creation of CySeMoL consisted of two steps. The first step being 

defining the qualitative structure, i.e. what assets to include, their defences and attack 

steps. The second step was then to add quantitative data to this qualitative structure 

which determines how likely an attack is to be successful given the defences specified 

(Holm et al., 2014a). 

 

Using literature as well as input from domain experts has been the basis for defining 

what types of defences and attacks to be included in CySeMoL. Depending on the 

system architecture modelled, CySeMoL will calculate conditional probabilities for 

the likelihood that an attack is a success. It is however important to recognize that the 

resulting calculations are to be seen as “soft facts” and not “hard” statistical data. This 

is due to a number of reasons (Holm et al., 2014a). 

 

The conditional probabilities produced by CySeMoL are in need of update as 

knowledge data about defenders and attackers change over time. At present, the 

knowledge on which calculations are based on dates back to approximately the year 

2010. CySeMoL is more focused toward the hard technical aspect of security rather 

than the softer ones like social engineering or physical attacks, which are rather basic 

in this version. The attacker is rather rudimentary and is exposed to a great deal of 

variance. It is therefore difficult to conclude if the calculations are representable to 

different types of attackers, for instance an advanced attacker versus a novice with 

premade scripts (VIKING Consortium, 2011a). 

 

2.5.2 P2AMF - The P2CySeMoL underlying framework 

P2AMF (Predictive, Probabilistic Architecture Modeling Framework) is a framework 

used for software system analysis of the generic type. Today, UML (Unified 

Modeling Language) is the dominating concept for software modeling. Basically all 

design tools used for software architecture supports UML modeling or are based on it. 

For quality analysis, a generic framework would therefore profit from being UML 

compatible. For analysis of a system architecture, the OCL (Object Constraint 

Language) is usually used, where its purpose ranges from performance analyses to 

security analyses as well as impact analyses. It is also compatible with UML, which is 
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a benefit. What OCL however lacks is its ability to capture uncertainty, a 

characteristic that has grown to be increasingly important when it comes to modern 

software systems (Johnson et al., 2013). 

 

P2AMF has the ability, unlike UML-OCL, to express this uncertainty in UML models. 

The uncertainty involves objects, relations and attributes in UML and the ability to 

perform probabilistic calculations using these uncertainties (Johnson et al., 2013). 

 

A Monte-Carlo manner is used for considering the probabilistic aspects:  To begin 

with, the desired number of samples to be used for the calculations are set by the user. 

Then, in accordance with the chosen sample size, a set of object models are created.  

Variables that are exposed to variation due to chance, i.e. a stochastic variables, are 

instantiated in the class model according to their designated distributions. Included in 

this are the existence of classes and relationships that are instantiated based on a 

frequency derived from their corresponding probability distributions. From this step, 

the P2AMFexpression is translated into an OCL expression and evaluated by the OCL 

parser. When the complete evaluation of all samples is done, the results are 

accumulated and displayed according to the class model design.  

 

Although they have similarities, P2AMF and OCL-UML do differ in some aspects. 

P2AMF is used to create decisions support about a mock-up system or a real system, 

while OCL is mainly used during the design phase to specify constraints on 

forthcoming implementations. For instance, OCL might be used to specify the uptime 

of a given system, while P2AMF is used to predict the uptime of said system. Another 

difference is the use of object diagrams. In UML one can create class diagrams to 

represent an entire class of systems, which then can be instantiated as object diagrams 

to represent the actual system. The object diagram in P2AMF incorporates an 

important aspect unique to P2AMF. The object diagram is where the probabilistic 

inference is performed (Johnson et al., 2013). 

2.5.3 MulVAL 

The forming of an attack graph model in MulVAL is created by three phases. To 

begin with, information collection regarding all information that could be useful to 

build an attack graph is examined and later gathered through the use of network 

vulnerability scanners and the output that they generate. The information gathered by 

the network vulnerability scanner consists of information about the structure of a 

network, hosts that are connected and services that are running. For the second phase, 

a graph is constructed using the information that was collected about the 

vulnerabilities together with information regarding exploits found in various 

databases (Xie et al., 2013). The probability is derived from the opinion of the authors 

as well as from the Common Vulnerability Scoring System (CVSS) that gives an 

access complexity value (Mel et al., 2007).  This information is analyzed and 

calculation are made regarding the attack paths and their successful attacks. Each 

attack is assigned a probability based on the vulnerability that it originates from. The 

probability gives the likeliness that an attacker manages to successfully exploit the 

vulnerability (Xie et al., 2013). Attacks such as social engineering attacks or zero-day 

attacks and how well certain defences act in mitigating certain threats needs to be 

manually entered by the user. This as the vulnerability scanners can’t give this 

information (Homer et al., 2013). The output is then visualized in a graph structure 

(Xie et al., 2013). 
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2.5.4 NetSPA 

NetSPA functions similarly to MulVAL in the sense that the data collection is through 

using network vulnerability scanners. They do however differ when it comes to how 

they treat the possibility for the attacker to exploit a vulnerability. In NetSPA all 

vulnerabilities found are treated like they are exploitable by an attacker. This could 

pose as a problem as a vulnerability scanner doesn’t have the ability to recognize if a 

vulnerability actually is exploitable. All servers are assumed to be vulnerable by 

NetSPA as this is how it models zero-day exploits (Ingols et al., 2009). 

 

2.5.5 TVA-tool 

TVA-tool is also similar to the two other tools in the data it needs to collect and the 

results that it produces. It uses vulnerability scanners to populate its network model, 

but instead of using a database of vulnerabilities, it uses a database of exploits that are 

known to the attacker. To describe when an exploit can be applied or not and what the 

state is after an exploit has been applied the exploit is related to conditions (Jajodia et 

al., 2005). Symantec DeepSight is the databased used for findings these exploit 

conditions (Noel et al., 2009). 

 

2.6 The SCADA system 
The SCADA system, Supervisory Control And Data Acquisition system is used to 

control critical infrastructure. Critical infrastructure consists of physical and software 

based systems that are vital for the everyday operation of the government and the 

economy. Examples would for instance be electric power production and distribution, 

telecommunications, treatment of water, gas and oil production as well as distribution 

(Ralston et al, 2007). 

 
The general structure of a SCADA system is as follows. The operation controls 

centers (OCCs) are where the system is operated from. These contain, networks, 

computers and databases. The entire state of the system is stored in the SCADA 

System Database. That is, all information about the condition of, valves, sensors, 

switches and more. A Remote Terminal Unit (RTU) is the representation of a control 

actuator or a sensor. An operator can through a user interface see the state of the 

RTUs which are stored in databases. This information is usually displayed on 

computer monitors and big screen displays (Lewis, 2006). 

 

The OCC controls gates, valves, thermostats, switches and regulators many 

kilometers away. Which means that the SCADA system is somewhat of a remote 

control system. The OCC receives reports through a network from the RTUs that are 

located near these pieces of hardware. The RTUs have two tasks. The first being 

receiving commands from the OCC and manipulating the hardware with regard to the 

command. For instance, opening or closing of a valve. The second task being to 

generate data which is the data acquisition part (Lewis, 2006).  

 

In the SCADA system there is also an alarm system implemented. This alarm system 

monitors the state of the system by examining the data about the system stored in the 
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databases and currently flowing in. If any data is out of bounds, a human operator is 

alerted by the alarm system. For instance, an alarm might sound if the system detects 

overheating of a component or if a leak if detected. What the alarm warns about is 

dependent on what the task of the SCADA system is. For instance, a system 

controlling power generation and a system controlling a railway system wouldn’t 

warn about the same things (Lewis, 2006). 

 

Generally, SCADA systems manage data with a hierarchical method. That is, data 

flows from RTUs that collect the data from the field and aggregates it. The data is 

then sent to a substation that aggregates the data from several RTUs, this aggregation 

is then forwarded to one or several OCCs where the data is analyzed (Lewis, 2006). 

 

SCADA systems are often tangled together with other systems such as vendor 

connections, corporate networks and databases, business partner connections etc. This 

is where vulnerabilities are introduced. Many devices in the SCADA system are also 

made for mass production with low costs, such as the RTUs. These are often limited 

in their capabilities due to their hardware, which makes it difficult to implement any 

security features that are impenetrable in them. Many RTUs are also accessible via 

dial up connections which implies that they are reachable to anyone in the world with 

the information on how to find them (Lewis, 2006). 

 

2.7 Expert system validation methods 
There are several methods for validation of an expert system. In this section, the most 

common methods for system validation are described. 

2.7.1 Test cases 

For system validation, test cases are one of the dominant methods. Cases include 

cases that have been previously solved and that is evaluated using the system and 

compared to the previous solutions, or new cases that the system and an expert are 

both tasked to solve and where there solutions are compared. When using test cases 

there is a problem in that one has to assume that the expert is always right, as it is 

against the experts solution the system solution is benchmarked. There have been 

cases where the expert had misinterpreted the task, and produced an inferior solution 

in comparison to the solution if he had interpreted the task right. When the system 

was benchmarked against this solution, the system was deemed far better than it really 

was. Another possible problem is that there isn’t any test cases available, and in 

creating the test cases for the study, the test cases could be made to reflect the 

strengths of the system (O'Keefe & O'Leary, 1993). 

 

2.7.2 Turing test 

In the Turing test, the solutions created by the human and the machine are evaluated 

by a third party to determine who created what solution. For system validation, the 

systems solutions is compared to human expert’s solution by a third party expert.  

To not create biased results, the solutions should be masked so that the third party 

evaluator can’t distinguish if it is a solution created by a human or a system. Test 

cases are needed and the discussion held in the previous section about that matter 

applies here as well. For many systems however, a Turing test is the most suitable 
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method of validation. They are extra useful when the system needs to be validated 

against several experts and the performance of the experts vary, and when it is 

difficult for the developer to draw conclusions on how the system solutions differs 

from the expert one (O'Keefe & O'Leary, 1993).  

 

2.7.3 Simulation 

Connecting the system to a simulation model could be similar to test cases. Where 

each simulation could be considered a test case, varying the parameters for the 

simulation would yield different results for each run. This method is very effective for 

validation of simple deterministic simulation models. A problem with this however is 

that the simulation is based on model and is not perfect. Therefore problems with 

reliability and accuracy might occur. In other words, a system that performs well in a 

simulation, might not behave as good in a real system (O'Keefe & O'Leary, 1993). 

 

2.7.4 Control groups 

Many systems rely on human interaction to solve a problem, in other words, the 

system can’t solve tasks on its own, but is dependent on human input. If this is the 

case, the Turing test could be combined with control groups for validation. Tasks to 

be solved are presented for two groups, one with access to the system and one without 

access to the system. The validation part is now the same as the one in the Turing test, 

but it is expected that the group with access to the system should outperform the 

group without access. Several problems might however occur when using control 

groups. For instance, the groups would might have created different results although 

no group had access to the system, as so, one group would be better than the other, 

when they actually should be equally good. This might not show in a study. If the 

system is difficult to use and requires a learning curve, it might not be beneficial to 

the group using the system in the study. In other words, they might not create results 

that are better than the other group because they aren’t familiar enough with the 

system. Benefit from the system might require one to have used it extensively for a 

period of time (O'Keefe & O'Leary, 1993). 

 

2.7.5 Sensitivity analysis 

If there a no case studies available, validating a system is more difficult. Generally, 

the creators of the system will verify the system as good as possible and then 

credibility will be used as a measure for strengthening their validation claims. For 

instance, does the developers, end user and expert find the system credible? 

 

However, in this case, one could use sensitive analysis to strengthen validity of the 

system. When using sensitivity analysis one assumes that there exists a single case X 

where the intermediate results, final results and the line of reasoning are known. By 

altering the input, an expert can determine if the results produced are reasonable i.e. 

credible or not. One of the easier approaches is to find cases where changes in input 

shouldn’t yield any differences in result. A problem with this method overall however 

is that one can’t expect this method to cover the whole input set (O'Keefe & O'Leary, 

1993).  
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2.8 Previous Turing test study  
A Turing test has been performed at an earlier stage where the system level validity of 

CySeMoL was validated. The test performed sought out to estimate the vulnerability 

of a specific object model. The test involved a total ten people, seven cyber security 

experts and three novices on cyber security. Two experts were used to assess and 

score the solutions provided by the other experts as well as the novices. Thus, they did 

not participate in creating the solutions. The results indicated that CySeMoL 

performed fairly well. As can be seen in table 1, three experts outperformed 

CySeMoL by having a higher mean score, one expert had the same mean score as 

CySeMoL and one experts along with the three novices performed under the ability of 

CySeMoL. I.e. they had a lower mean score than CySeMoL (Sommestad, Ekstedt and 

Holm, 2013). 

 

 
Table 1: Earlier Turing test study results (Sommestad, Ekstedt and Holm, 2013) 
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3 Methodology 
This chapter will describe the methods used for collecting data through interviews and 

literature for creating the model and making the evaluation. The tools used in the 

process of creating the models will also be examined. 

 

3.1 Data source classification in the software engineering field 
The collection of data can be divided into three degrees according to Runeson (2012). 

 

The first degree. These are methods that are direct, where the researcher collects data 

in real time from interacting directly with an interviewee. Methods that fit into this 

first degree are for instance, interviews, observations with “think aloud” and protocol 

analysis, and focus groups. 

 

The second degree. These are methods that are indirect, where collecting data by the 

researcher is done directly but without the researcher interacting with the interviewees 

during the data collection. An example would for instance be data collection where a 

software tool is used, and the usage of said tool is monitored trough video recording. 

 

The third degree. These are methods where data is collected by the researcher by 

analyzing data from work that is already available. An example is for instance that the 

researcher collects data about a system by referring to the system specifications and 

manuals. 

 

In general, first degree data collection is always more expensive than a second or third 

degree data collection. This is because it requires more work from both the scholar 

and the interviewee. There is however an advantage with the first degree data 

collection, and that is that one can control the data being collected. The other two 

degrees don’t give as much freedom to control data collection. For instance, when 

using a third degree method, one is limited to the information available (Runeson, 

2012). 

 

3.2 First degree data collection methods in this study 

There are several first degree data collection methods. In this section, the methods 

used in this thesis will be clarified.  

 

The semi-structured interview. A semi-structured interview is an interview where 

some questions are prepared in advance. The interviewer has however the option to 

add questions during the interview in order to clarify a certain topic or to explore a 

subject that arose during the session (Collis & Hussey, 2009). 

 
The unstructured interview. An unstructured interview is an interview where no 

questions have been prepared in advance. Questions are often open-ended and evolve 

during the interview sessions. The interviewer often probes the interviewee in order 

for the interviewee to elaborate his or hers last statement. As one is satisfied with the 

collected material one lets the interviewee know that one has asked all the questions 

one intended to and that the interview is coming to an end. One also lets them know 
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that they now have the ability to add any final comments if they wish to (Collis & 

Hussey, 2009). 

 

The protocol analysis. Protocol analysis is a method for collecting data, which is used 

to identify the logic and methods used by the interviewee in the process of solving a 

problem. More specific, concurrent verbalization can be used, where the interviewee 

is asked to explain and describe their thoughts as they perform the assignment (Collis 

& Hussey, 2009). 

 

3.3 Data collection for system architecture model creation 

Data for creating a model in the EAAT and P2CySeMoL on a generic representative 

system architecture was collected through two separate methods.  

 

The first method used, which was a third degree method, was collecting data using the 

reference SCADA system architecture models and manuals provided by the company 

where the thesis was conducted. This provided information about what system 

components were present in the architecture, the hardware and software used in the 

various machines found in the architecture, as well as how many of each machine that 

were included and their location.  

 

The reference literature provided a basic shell for how the system architecture was 

structured and what was included. Since the company provides several different 

system architectures depending on the needs of their customers, variations were 

present depending on the customer. To create a generic system, the most common 

components and solutions used needed to be extracted.  

 

In order to collect data on the components that should be included in a generic 

system, a first degree method was used where semi-structured interviews were held 

with system experts at the company, this was the second method of data collection. 

Mainly, semi-structured interviews were held with the product owner of the system. 

In the case were specific details needed to be extracted, semi-structured interviews 

were held with experts referred to by the product manager.  

 

The interviews played an important part as the documentation on the system wasn’t 

sufficient enough to have all the necessary data that was needed for the later model 

creation. Semi-structured interviews were deemed the best options as questions that 

arose during the modelling work could be noted and used as a basis for the upcoming 

interview. Notes were taken during all sessions in order to keep track of the 

information. Sometimes, new information that was important to include in the model 

was presented during the interviews. Having used the method of semi-structured 

interviews enabled these important pieces of information to be explored. 

 

How data flowed between different components in the system was an important 

aspect when evaluating the cyber security level of a system architecture. A third 

degree method for data collection on how data flowed in the system was used by 

examining an example model made by the creators of the EAAT and P2CySeMoL of 

a simplified SCADA system. This provided a basis but more specific information was 

still needed to be collected in order to create an accurate model.  
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The first degree method of semi-structured interviews was used with the product 

owner of the system on how data flowed between different components in the system. 

In the case were deeper knowledge was needed, the product manager referred to an 

expert on a certain part of the system with greater knowledge on the data flows 

around those components. Semi-structured interviews were held with the people 

referred to by the product owner. 

 

As the basic model components had been modelled, they required cyber security 

defence attributes to be set in order for them to represent the reality in an accurate 

manner. For this data collection, semi-structured interviews were held again. Starting 

with the product owner and then other experts of the company depending on the 

information needed to be extracted. 

 

The attributes to be set contained information about the security defence mechanisms 

of different system components. The experts used other than the product owner were 

therefore experts with their main knowledge within cyber security of the system. In 

the case were common software was used, like operating systems by Microsoft, 

information was usually available online from the software company that was 

sufficient enough to set the attributes. In order to collect data about the vulnerability 

state of a software, i.e. if the software had any unpatchable vulnerabilities. The use of 

vulnerability databases such as securityfocus.com were used. 

 

In total, information was extracted from five company experts during the process of 

model creation by using the first degree method of semi-structured interviews. 

 

3.4 Model creation 
The model was created in the latest version of EAAT and P2CySeMoL available 

during the period of February 2015 and May 2015. Modelling was conducted on a 

computer running OS X with a screen resolution of 1280 x 800 pixels, a 2.4 GHz Intel 

Core 2 Duo processor and with 8Gb of RAM. 

3.4.1 EAAT 

The EAAT (Enterprise Architecture Analysis Tool) is a tool for creating models of an 

IT system architecture and the process that this architecture supports. The EAAT 

distinguishes itself from other similar tools by having the ability to perform advanced 

analysis on the modelled system architecture which other similar tools lack. Examples 

of the types of analysis that can be performed are for instance analysis of the system 

availability and the cyber security of the system (Buschle et al., 2013). 

 

The EAAT can be seen as the equivalent to a CAD (Computer-aided Design) program 

in product development, but for an enterprise architecture. I.e. before creating a 

product, a CAD design is made and analyzed to ensure that the product created 

fulfilled the requirements set by the specification. The EAAT performs a similar task. 

The architecture is modelled and analyzed which enables the designers to find 

potential problem areas and correct them before the design is implemented. Different 

properties exhibit different results, which are calculated by the program. An important 

aspect to highlight is that unlike mechanical analysis of materials, which is absolute, 

the analysis made by the EAAT carries some uncertainty with it. These uncertainties 

are however considered in the analysis (Buschle et al., 2013). 
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To conclude, the EAAT is to be seen as a tool used for decision support on how to 

structure IT system architecture and the processes that come with this architecture. It 

is currently available to be run on a Windows platform (32bit and 64bit versions) as 

well as on an OS X platform. 

 

3.4.2 P2CySeMoL 

P2CySeMoL builds on the previously created framework CySeMoL and like it, is 

used to predict the cyber security of an enterprise.  In order for P2CySeMoL to have a 

functioning implementation of attack graph modelling and calculation, it is 

incorporated into the P2AMF framework, which is to determine how attacks and 

defences relate (Holm et al., 2014). To see all the available assets and their 

corresponding defences and attack steps, the reader is directed to the class model 

found in Appendix A. 

 

As P2CySeMoL’s OCL code automatically generates relations between attack steps 

and defenses in the object model, there is no need for the user to get involved in this 

work. Once the user has created an object model, specified where the attack is to 

originate from, the number of workdays the attacker will have and the number of 

samples to run, the calculation phase can begin. Before the sampling process can 

begin, the model is prepared by extracting probabilities from distribution functions 

representing the attacker’s different actions. These are dependent on the time, so 

different times will yield different probabilities from the distribution function. For 

instance, the attacker might want to bypass a firewall filter, given a time of X days, 

the probabilities for this to be true or false are given by the probabilities Y and Z 

extracted from the distribution function based on X. Once this is done, the 

relationships between the attack steps and defenses in the object model are created 

with regard to the different connections between assets in the object model. The 

preparation phase is now completed and the next phase which is the sampling and 

attack graph phase begins. For each sample, the probabilities that were derived from 

the distribution functions are now to be translated into true or false statements. If they 

are translated to true or false depends the probability (Holm et al., 2014). Say for 

instance that the chance of bypassing the filter was Y = 60% and not bypassing the 

filter Z = 40%. This would yield that for Y = 60% of the time, this would be evaluated 

as true. 

 

In order to examine what parts of the graph that can be reached by the attacker in a 

sample, a depth-first search that is recursive is used on the model where the search 

origins from the attack point specified by the user. The algorithm used for this 

recursively explores the graph until it can determine that all attack steps have been 

tested for reachability. This as some attack steps require several attack steps to be 

successful. The algorithm also keeps track on where it has been in order to not create 

cycles, which are prone to happen in other attack graph approaches. As so, 

P2CySeMoL doesn’t examine all possible paths from an attacker to an attack step, but 

examines if there are any. This is an important distinction from many other program 

such as MulVAL, TVA-Tool, NetSPA and CySeMoL which all examines all the 

possible paths to different attack steps (Holm et al., 2014). 
 



3 Methodology 

22 
 

Connections between the attacker and the attack steps are created where the steps 

were reachable in a sample. An attack step is given a fraction based on the number of 

samples where that attack step could be visited. This fraction indicates the probability 

of an attacker employing a particular attack step successfully (Holm et al., 2014). For 

instance, let’s say that we have three attack steps that are connected in the following 

order: A, B and C. The probability given in this example is the likelihood of 

exploiting them as an attacker. A = 70%, B = 60% and C = 50%. The likelihood that 

the attacker could exploit attack step C given that he originates in A and has to pass B 

to reach C is: 0.7*0.6*0.5 = 21%. 

 
P2CySeMoL aims to mitigate several shortcomings of the original CySeMoL in order 

to become a better framework. In the original CySeMoL, the attacker was specified 

with five days of work to compromise the system. This naturally affects the results 

returned by the attack graph computations. P2CySeMoL incorporates the ability to set 

an arbitrary attack time for the attacker or attackers; hence one is not forced to use a 

fix five-day period or limit oneself to only one attacker. The results are now adaptable 

to the time and number of attackers chosen, thus making results valid for more 

options than just a five-day period spent by one attacker (Holm et al., 2014). 

 

CySeMoL was also crippled by being computationally expensive which forced 

delimitations on the analysis performed. It failed to consider dependencies between 

several attack paths for several attacker targets due to only being able to handle a 

single attack target for each analysis. An example would for instance be when several 

users could be socially engineered. Rather than considering socially engineering them 

simultaneously, each of them were socially engineered individually creating an attack 

graph for each case. P2CySeMoL mitigates this problem by utilizing the P2AMF 

framework rather than the probabilistic relation model found in CySeMoL (Holm et 

al., 2014). 

 

Cyber security tools that could have a negative impact on the availability of an IT 

system are often not used in SCADA systems due to the critical need of maintaining a 

high rate of availability. An example would for instance be cyber security tools such 

as network scanners or anti-virus. These are to be used with care, not to disrupt the 

availability and could as well be excluded from the architecture due to this reason. As 

CySeMoL was aimed towards SCADA systems and due to time being limited for the 

developers, incorporating all these assets included with the corresponding defences, 

attack steps and connections included was not prioritized. Hence, CySeMoL lacks 

some of the assets that would be used in other more common IT systems. In 

P2CySeMoL the creators have spent a significant amount of work to include these 

missing assets (Holm et al., 2014). 

3.4.2.1 Tool differences 
In general, MulVAL, NetSPA and TV-tool differs to P2CySeMoL in the way that the 

model is presented. P2CySeMoL model is related to models used in enterprise 

architecture. This implies that P2CySeMoL uses objects of system architecture entities 

to which attacks and defences are related. P2CySeMoL also has a greater variety of 

defences that can be used in the model in comparison to the other tools (Holm et al., 

2014). 
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In P2CySeMoL all probabilities for attacks and defences are also related by using 

Bayesian Networks which the other tools don’t use. P2CySeMoL also gives a more 

holistic view but a less technical number of attacks that are shown automatically, 

contingent on what object that is depicted (Holm et al., 2014). 

3.4.3 System Architecture 

Naturally, depending on the service provided and the company that provides the 

system solution, the system architecture of the SCADA system will vary. The system 

architecture to be described in this section will be based on a generic model of a 

SCADA system found in the electric power production and distribution market. This 

model was also the model used during the evaluation using the Turing test.  

 

An overview of the system will show that the system was divided in to different 

zones. These will be an office (Intranet) zone, a DMZ zone, a control center 

(SCADA) zone and a substation (Data acquisition) zone. These zones will usually be 

separated with firewalls between them and restrictions on how data can flow between 

the zones are common (ABB, 2014). An overview of the structure can be seen in 

figure 2. 

 

 
Figure 2: Overall topology of the P2CySeMoL model. 

When having a control center zone, it is not uncommon for it to be divided into two 

redundant zones. That is, one active production zone (A) and one emergency zone 

(B). These zones contain the same components and are often separated 

geographically, i.e. they are placed at different locations. This is done in order to 

provide better security, as placing a redundant system in the same location would not 
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be as secure. If one location was compromised, the second location could be as easily 

compromised. Separating the systems geographically eliminates this problem (ABB, 

2014). 

 

The active production zone communicates with the emergency zone and data needed 

to quickly take the emergency zone into service is transferred between these two 

zones. In an emergency when the active production system is not able to provide the 

necessary service, a switch to the emergency system is done, and the emergency 

system becomes the active production system (ABB, 2014). 

 

The control center zone communicates with the substation zone. The substation zone 

provides the control center zone with all the data it needs through the so called front 

end servers in the control zone. The substation is what provides all the necessary 

information to oversee and control the production and distribution (ABB, 2014). 

 

Information found in the active production zone in the control zone is replicated to the 

DMZ zone. This information is accessible through clients outside of the production 

zone. The clients outside of the production zone are never allowed to access the 

information directly in the control zone as this creates potential security problems. 

Therefore, clients outside of the control zone access the information from the DMZ 

zone instead (ABB, 2014). For a more comprehensive explanation of the different 

zones, the reader is directed to Appendix C. 

 

3.4.4 Modeling work 

The creation of the model began with a thorough examination of the included 

P2CySeMoL manual. The manual contains all available assets that can be modelled, 

their corresponding attributes as well as all possible connections to other assets. After 

finishing examining the manual, a screen cast video of the tool in use was examined 

where the creators of the tool showed some basic functionality. The video was 

available on the official page for P2CySeMoL.  

 

In order to familiarize oneself to the tool, a couple of test models were created 

initially. During this process the importance of a having a good modular structure was 

noticed. As a result, when logical, a new so called “view” was created which 

contained assets for a certain part or function of the system architecture. For example, 

one “view” could show the overall topology of the network, and another view could 

show a certain sub-network.  

 

How to structure different assets and their relation to each other were tested until a 

suitable technique was found. The technique differs depending on the assets and view 

to be modelled. Overall however, different entities were distributed horizontally in the 

model and assets within an entity were distributed vertically in close relation to the 

other assets within that entity. These test models were later discarded and not used for 

the actual final model. 

 

For the actual model, the overall network topology was first created which can be 

seen in figure 2. Thereafter, every network zone was populated with assets, each in its 

own view. As the population was completed, extra views were created to depict 
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certain relations and data flows. For instance, RDP connectivity intra and inter 

network zones.  

 

In table 2 one can see all the assets and the quantity of each asset that were included 

in the model. These only show the overall categorization of the assets. For instance, 

Software product consists of all the software products that were included in the model 

such as Microsoft Windows 7, Oracle EE database software etc.  

 

Only one protocol was used. This was due to a simplification. The data flows are 

overall secure in the system architecture with few exceptions. Hence, one protocol 

defined as secure was used to categorize all the data flows. Figure 2 represents the 

overall topology. Every “box” in this figure represents an asset. Given this, one can 

imagine the sheer size of the full model which consisted of 741 assets. 

 

Type of Asset Quantity in model 

Access control point 25 

Application client 330 

Application server 98 

Attacker  1 

Data flow  118 

Data store 11 

Firewall 5 

Network interface 6 

Network zone 7 

Operating system  57 

Password account 5 

Password authentication mechanism 4 

Person  44 

Physical zone 4 

Protocol 1 

Security awareness program 2 

Software product  14 

Web application 4 

Zone management process 5 

  Total number of Assets 741 

 

Table 2: An overview of all the entities used in the model. 

 

From the thesis writer’s experience, consolidating the information and modeling the 

architecture in P2CySeMoL takes about one month. However, if one has no previous 

experience with P2CySeMoL or the system architecture at hand, the time could easily 

double.  
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The data collected as described in the preceding section was collected in parallel to 

the modelling phase. Semi-structured interviews were held concerning the current 

assets being modelled which ensured relevant and up to date questions. Interviewing 

about all the assets at the same time was deemed as an inferior practice. This was 

because it was difficult to beforehand cover all relevant questions that might come up, 

as well as it might exhaust the person being interviewed, as the interviews would have 

been extensive.  

 

During the process of modelling, samples were sent to KTH experts who developed 

the modelling tool and language. This ensured a continuous feedback loop on the 

work performed and mistakes could easily be corrected before extensive work had 

been done potentially using the wrong technique. In the case that a certain part of the 

P2CySeMoL manual was perceived as ambiguous or unclear, clarification was 

possible through the KTH experts.  

 

Internal company experts were also used to continuously evaluate if the system 

architecture modelled was perceived and modelled in a correct way by the modeler. 

The evaluation regarded what type of assets, the network structure, data flows, login 

functionality and what cyber security defence mechanisms assets had. As the work 

was evaluated continuously, the amount of work needed to evaluate the model was 

little. This was often done in conjunction with the semi-structured interviews for data 

extraction. As an evaluation was reasonably short, the need for separating it to a 

separate session was deemed redundant. Having had the evaluation in conjunction 

with the interviews also enabled one to easily correct any mistakes as questions about 

the possible mistakes could be discussed.  

 

When the model was deemed as complete, it went through a thorough review. This 

review was held as a session of two hours with the thesis writer and a cyber security 

expert familiar with the modelling language used. This review intended to highlight 

any mistakes or flaws that could still be present in the model despite the continuous 

review process. As the model was complex and one of the largest created, the model 

was sent beforehand to the cyber security expert in order for him to familiarize 

himself with the architecture and the entities included.  

 

During the review session all the “views” found in the model were systematically 

worked through in order to ensure that nothing was accidentally excluded from the 

review. The thesis writer also was prepared to take notes during the session in case 

something needed to be altered, added or excluded from the model. The decision was 

made not to make any alterations during the review session, as this would intrude on 

the valuable time provided by the expert. The thesis writer started each new “view” 

with a short introduction on what could be found in that view, what the purpose of the 

assets found in the view were, as well as if the expert had any questions after the 

introduction.  
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Figure 3: Illustration of the sheer complexity of one view. 

 

In order to get a better overview of possible errors in the model, the model option to 

calculate the probabilities of the attacker gaining access to the assets was done. The 

calculation was done with the option to show “influence”, i.e. one had the possibility 

to follow where each attack step originated from. The review session was not only to 

highlight errors in the actual modelling work done but also to highlight if there were 

any bugs or anomalies in the modelling framework that was P2CySeMoL. 

 

A search for such bugs had initially been made by the thesis writer where some bugs 

were found and also reported and corrected. The bugs mainly consisted of 

inconsistencies, where having cyber security expertise isn’t crucial in order to realize 

that there is something suspicious about the behavior of the model. However, in order 

to ensure a bug free model as possible before employing the Turing, the expert was 

brought in to further strengthen the model. As the thesis writer is no expert on 

possible attack paths, the expert was more likely to find anomalies related to these 

attack paths. 

 

3.5 Turing test & adjustment  
As could be seen from the theory section, there were several methods available to 

validate expert systems. Using test cases wouldn’t have been a reasonable option as 

the thesis writer wasn’t qualified to compare the output of the program with the 

output of a human expert. There would be a need for someone with expert knowledge 

within the field of cyber security to make such a comparison.  Also, one can’t ensure 

that the evaluation created by the expert would be the ultimate evaluation. Simulation 

wasn’t an option due to it not being a viable way to assess the system. One can’t 

really simulate a cyber security evaluation and validate it using that method. Control 

groups could have been an option. But due to the extensive work in collecting 

information and modeling the system architecture before results could be compared, 

this wasn’t a viable option. It would have taken the test group several weeks to create 

a suitable model. And as discussed in the theory, one might encounter that one group 
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was better than the other out of coincidence. Sensitivity analysis could have been a 

possibility, but it would probably be more suitable for certain small example models 

where one be certain of what the results should be. As this evaluation was regarding a 

model of a real and complex system architecture, knowing what the results should be 

would have been hard. Turing tests are usually the most suitable method for 

validation of expert systems as mentioned in the literature review. This method also 

doesn’t require the thesis writer to make judgements about the best evaluation and it 

also enables using several experts. As so, the choice to employ the Turing test for the 

study was decided. Choosing to employ a Turing test also had the benefit of creating 

results that could be comparable to the last study where a Turing test was employed as 

a validation method.  

3.5.1 The original imitation game 

In the original imitation game there are three participants and three locations. 

Location A, B and C. The participants are one man, one woman and one interrogator. 

The man was located at A, the woman was located at B and the interrogator at 

location C (Moor, 2003). 

 

It was the task of the interrogator to come to a conclusion on who was located where 

(Moor, 2003). I.e. the man was at A and the woman at B, or the man was at B and the 

woman at A. The task of the man was to try to fool the interrogator into thinking that 

he was the woman, while the task of the woman was to try to help the interrogator 

(Moor, 2003). The interrogator was never subjected to any information other than the 

linguistic exchanges during the game. These were not presented as audio as this 

would have made it easy to recognize who was who. Instead, text was used for the 

exchanges among the participants (Moor, 2003). 

 

Turing suggested that a computer could take the role of the man, and that the notion 

of whether machines could think would be replaced with what would happen if the 

machine replaced the man (Moor, 2003). I.e. would the machine be able to fool the 

interrogator as often as the man? The interrogator was unaware during this test that 

the machine was in fact participating.  
 

 
Figure 4: Original imitation game and the standard Turing test (Moor, 2003). 
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3.5.2 Standard Turing test 

The standard Turing test was similar to the original imitation game. However, there 

was a significant difference in that the interrogator now actually knew that there was a 

computer participating (Moor, 2003). The computer was now located at location A, a 

man was located at location B and the interrogator was located at location C. It was 

the goal of the interrogator to come to a conclusion and claim that the computer was 

at location A and the man at location B, or, the computer was at location B and the 

man was at location A (Moor, 2003). The aim of the test was to examine how difficult 

it was for an average interrogator to come to a conclusion and identify correctly, 

which one was the man and which one was the computer (Moor, 2003). Machine 

intelligence was determined by the ability of the computer to fool the interrogator 

(Moor, 2003).  

 

3.5.3 Test differences 

Although the two versions of the tests might seem similar, they do in fact differ when 

one examines the results. In the “original imitation game”, both the man and the 

machine are required to impersonate the woman as can be seen in figure 4. As so, the 

machine was not directly compared to the man but their frequency in successfully 

impersonating the woman and fooling the interrogator was compared (Moor, 2003).  

This enables one to study the frequency in which the man and the machine are 

successful which enables a comparison between the man and the machine. 

 

In the so-called “Turing test” the machine was directly compared to the man, in that 

the interrogator had to choose who was who. One can’t draw any meaningful 

conclusions from the results of this test (Moor, 2003). As the criterion was that the 

machine should be giving a performance indistinguishable from that of a human, what 

rate would indicate that the machine has achieved such an accomplishment? If the 

interrogator would have choosen the machine over the man at a rate greater than 50% 

this still wouldn’t be valid evidence that the machine outperformed the man. This 

would just indicate that the interrogator has taken the machine for the human with a 

rate that is greater than chance (Moor, 2003). This might be an effect of the 

peculiarities of the interrogator rather than any relative difference between the man 

and the machine (Moor, 2003).  

 

This indicates that the “Turing test” is sensitive to the skill of the interrogator and that 

different interrogators could yield different results. If the performance of the 

interrogator was poor, the rate at which the machine excels was greater than that of 

the man (Moor, 2003). Likewise, a good interrogator would create a result where the 

machine performs worse than the man. In the “original imitation game” only the most 

intelligent man or machine will have the ability to win if a good interrogator is used 

(Moor, 2003). Likewise, having an interrogator with poor skills would yield a higher 

rate of the machine being perceived as the woman, however, the same would also be 

true for the man. Hence, in the “original imitation game” the skill of the interrogator 

is not crucial for creating results than can be compared. 
 



3 Methodology 

30 
 

3.5.4 Test adjustment 

As it was desirable to have comparable results, in this study, a version of the “original 

imitation game” was applied. As pointed out in the section about the Turing test, what 

was denoted as “the Turing test” wasn’t creating comparable results. The so-called 

“original imitation game” did however create comparable results. What is denoted 

from here on as “Turing test” is in fact the version of the Turing test that is “the 

original imitation game”.  

 

As neither the setting nor the purpose of this study was to prove the computer’s ability 

to fool a human into thinking that he/she was communicating with another human, the 

test has to be adjusted. How this test was adjusted follows bellow. 

 

The goal of this test was to examine if the results produced by the EAAT and 

P2CySeMoL were comparable to the work produced by real human experts in cyber 

security. I.e. would their conclusions be similar and/or likewise probable. The 

comparison consisted of the possible attack paths given and the probability of 

reaching certain assets within the system architecture. It was these results that 

P2CySeMoL and the experts produced, that would be evaluated by the “interrogator”, 

who was an internal company cyber security expert within SCADA systems. 

 

As a system architecture can be fairly large and complex, simplifications had to be 

made in order to cut down the time of the expert evaluations interviews to a time that 

was viable. Such simplifications would be to restrict certain parts of the system 

architecture where it was logical to do so and to adjust the target of attack 

accordingly. This played an important role as a computer has the ability to do manual 

work much faster than a human. Hence, why it was important to limit the work done 

by the expert human so that it was a reasonable amount of work to be done given the 

amount of time. Otherwise a comparison between the findings made by the computer 

and the human wouldn’t be a valid comparison due to the discrepancy in workload 

between them. 

 

It was also important not include too many scenarios to be evaluated; the number of 

scenarios had to be adjusted in order to fit within the set time frame. Preferably the 

scenarios created should enable one to create an attack route that is natural and 

logical. I.e. one should not have been forced to take an abnormal route due to the 

restrictions made in the system architecture. This could be achieved by for instance 

restricting mirrored parts of the architecture as well as restrict parts of the architecture 

that was beyond the target of the attack. Limiting the number of scenarios was once 

again done in order to create a reasonable workload for the human expert. 

 

Once the appropriate simplifications had been made and the corresponding scenarios, 

the material was pilot tested. The pilot test consisted of letting a cyber security expert 

that wasn’t to be included in the study try out the material in a mock interview. He 

was given the task to find an attack path to a certain target located within the system 

architecture. This was done for every scenario presented. The pilot test assisted in 

highlighting questions about the system architecture that might be brought up, as well 

as in measuring the amount of work possible given the time frame which was 75min 

including a 15min briefing in the beginning. The model did contain information about 

the different assets in the system architecture. However, all information was not easily 

accessible and keywords needed to be explained, as they sometimes were 
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P2CySeMoL or SCADA specific. An effort was made to include such information and 

explain it in the documentation made accessible to the interviewees during the 

interview sessions. 

 

As the pilot test was finished, the number of scenarios was revised from two to one 

and the number of models to be used was revised from two to one as well to better 

suit the time limit for each interview. It was noted during the pilot interview that one 

scenario and one model was just enough to be able to keep within the time frame. 

Extending the workload would have resulted in the interviewee not being able to 

finish the task in time the given time frame. It was the vast amount of information the 

interviewee needed to comprehend and analyze that was the limiting factor.  

 

As many of the interviewees would not be familiar with the given system architecture 

to evaluate, quite some time was needed just to familiarize themselves with it before 

they would be able to analyze it. The pilot test also highlighted the need for some 

form of simplification regarding the data flows between network zones. The data 

flows were already present in the P2CySeMoL model but were scattered between 

different views, which were separated pieces of paper in the interview. To make it 

easier for the interviewees to grasp the data flows, a simplified picture was drawn 

showing the data flows between the different network zones. The data flows were 

drawn from each computer or server and had a specific colour depending on the data 

flow e.g. SSH or SFTP.  

 

3.6 Turing test interviews 
In order to collect data about what attack paths a human cyber security expert would 

produce, the qualitative data collection method of an unstructured interview was used. 
In concurrency with the interview, a protocol analysis was also conducted. This was 

done to gain information about the attack paths but also about the reasoning each 

expert went through when creating these attack paths.  

 

The interviews conducted with the cyber security experts had a certain time limit. In 

this case, the time was set to 75 minutes for an entire session. This included a 15 

minute briefing and a 60 minute interview. From the pilot interview the amount of 

work had been cut down from an evaluation of two models each with two scenarios 

till one model with one scenario. This was the amount of work deemed suitable for 

the time frame given. All the interviewees had to take the time for the interview from 

their own work time, they also didn’t receive any compensation for participating. 

 

Three participants were from external companies and two participants were from the 

host company. The first of the external experts had a professional role as head of IT-

security for a large financial company. The second one worked with IT-security for a 

large bank, and the third one worked as an IT-security consultant. The internal experts 

worked as system developers at the R&D department. Both of them a geared toward 

IT-security although that was not their sole responsibility. Becoming a cyber security 

expert often involves having at least a Bachelor’s degree in a computer related field 

and several years’ work experience (Study, 2015). 

 

As the interviews took place, the first action for the interviewee was to sign a non-

disclosure agreement. This was done for all external experts. The interviews that were 
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conducted within the host company did not require a NDA due to the fact that the 

interviewees already worked for the company disclosing the information. The first 15 

minutes of the session was used for an introduction about the study, what the 

interview was about and what was expected of the interviewee. During this 

introduction, the interviewees were also informed that they would remain anonymous 

in the study. It is important to promise the interviewees anonymity, as failing to do so 

could create results that aren’t valid due to the a person intentionally altering his or 

hers answers. Also, an interviewee could decline to participate due to this reason, 

which was unwanted (Collis & Hussey, 2009). 

 

The interviewee had 60 minutes to find a suitable attack path from the marked origin 

to the marked target in the system architecture model. In total, a session consisted of a 

maximum of 75 minutes. As the system architecture was fairly large and complex, 

having a dialog was seen to mitigate a great deal of uncertainties about the task at 

hand. However, what the interviewee should do in terms of attacks and the path he 

choose was never discussed. This in order to not influence the interviewee, which 

could have led to biased results (Collis & Hussey, 2009). 
 

The attack path chosen by the interviewee was noted in a standardized form together 

with the probability of reaching each node. Probability was given in steps of 25%. 

Hence, one could choose 0%, 25%, 50%, 75% or 100%. Filling in this form was the 

last step of the session. The interviewee often came up with several possible paths 

during the session, why it was important not to begin with filling in the first attack 

path one could think of. In the cases where the interviewee had come up with several 

paths, the interviewee was reminded to choose the path that would be the fastest in 

terms of time to compromise. Notes were also taken about the reasoning behind the 

final attack path chosen, i.e. what methods were used to compromise a certain asset 

and what assumptions were made during the process. 

 

The interviewee had access to a great deal of material. This included a reference 

manual where one could read about the scenario and the session, information about 

the machines in the system architecture and their function, as well as the different data 

flows between these machines. One also had access to two matrices consisting of a 

certain machine and its corresponding defence attributes and software products and 

their corresponding defence attributes.  

 

One also had the possibility to go through the system architecture in the simplified 

P2CySeMoL models and see the data flows between the machines in the different 

network zones in a hand drawn map. Overall, the most used information material was 

the hand drawn map, followed by the reference manual and the matrices. Little or no 

attention was given to the simplified P2CySeMoL models. However, the interviewees 

were reminded of the information they stored during the sessions. In the case where 

the interviewee had a question about a certain assets or data flow that was not present 

in the documentation, the interviewee was allowed to make an assumption as long as 

that assumption was expressed so that it could be noted by the interviewer. 

 

Once the attack path had been filled in to the form and the interviewee was satisfied 

that he didn’t want to make any alterations, two final questions were asked. The two 

questions asked were how long the interviewee would estimate it would take to make 

a full cyber security evaluation of the system architecture he had just seen. He was 
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also asked how long it would take to re-evaluate the same architecture twelve months 

later. The questions were intentionally asked at the end of the session so that the 

interviewee could form a picture of the work that would lie ahead of him if he would 

have done a real full cyber security evaluation. The answers were noted on the same 

paper as where the reasoning behind the attack paths and the assumptions made were 

written down.  

3.7 Material consolidation  
In order for the results from the interviews to be comparable there was a need for the 

information to be standardized. I.e. each end product from the interviews needed to 

look alike in how the attack steps were presented as well as the information stated 

about the difficulty of reaching said target. This played an important role, as the 

evaluations of the interviews were not to be an evaluation on how well information 

was presented, but rather the quality and reasonableness of the possible attack paths 

and the corresponding difficulty of reaching the target given by the experts.  

 
As all the interviews had been conducted, the material collected was brought back and 

consolidated. The collected material consisted of the attack paths given by the 

interviewee in a standardized form and the notes that were taken during the session. 

The form hade four columns, the first column consisted of a number referring to the 

attack step, i.e. attack step 1, 2 etc. The second column consisted of the asset name, 

i.e. what node in the system architecture that the attack step consisted of. The third 

column consisted of the network zone name. As some assets had the same name but 

in different network zones, it was important to differentiate between the zones in 

order to not create confusion about what assets one was referring to. The fourth and 

last column was were the probability of compromising the assets was given. This 

probability was given in steps of 25%. I.e. one could choose one of the following: 0%, 

25%, 50%, 75% and 100%. How this form was structured can be seen in Appendix B. 

In order to have comparable results, the information needed to be standardized in 

some way. As the probability was an estimation with a great deal of uncertainty made 

by the experts, defining the exact percentage wouldn’t be any more beneficial due to 

the uncertainty carried in that number. Estimate giving is a proven concept and was 

used in the previous Turing test performed on CySeMoL (Sommestad, Ekstedt and 

Holm, 2013). 

 

Information provided by P2CySeMoL given the same scenarios and attack targets 

were consolidated manually by the author of the thesis. The information collected was 

standardized in the same matter as with the real expert interviews, ensuring that there 

was no noticeable difference in how the information was presented in the end product. 

This as it was important to ensure that the final expert evaluator couldn’t spot what 

solution P2CySeMoL had produced. In order to not make the evaluator biased. 

 

The system architecture evaluated by P2CySeMoL had the same restrictions and 

attributes as the one evaluated by the real live experts. The number of samples used in 

the calculation was set to 1000 samples, which resulted in a calculation time of 6745 

seconds or one hour and 52 minutes. The calculation time was noted. As the 

calculations had been made, the author of the thesis used the tool “show influence” to 

follow the attacker’s path in the results presented by P2CySeMoL. An example of this 

can be seen in figure 5. Several ways were presented and the final way chosen to 

represent P2CySeMoL’s attack path was the path with the highest probability and the 
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shortest path from origin to target. The probabilities given by P2CySeMoL were 

adjusted to fit in the possible choices of the study. The probability was rounded to the 

nearest possible choice. As probabilities were given in the form integers and not 

decimals there was never any ambiguity on which was the nearest probability to 

round to. 

 

 
 

Figure 3: Red arrows created by the “show influence” option. 

3.6 Expert evaluation 
For the evaluation of the end products produced by each cyber security expert as well 

as P2CySeMoL, an internal company expert on cyber security was used. This expert 

took the role of the interrogator in the “original imitation game” while the developed 

end products took the role of impersonating the best attack evaluation possible given 

the prerequisites. The best attack evaluation was most likely based on the knowledge 

that the internal expert already possessed. Hence, the developed evaluations would be 

compared against the knowledge and experience that the internal expert possessed 

about vulnerabilities in the architecture. Also, when having numerous evaluations the 
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results can’t be binary as they could if there were only two solutions to be evaluated. 

In this test a deviation was therefore made from the “original imitation game” where 

usually one “winner” is declared (Moor, 2003). Instead the results were ranked 

depending on the rating each evaluation became. Creating a scale from “worse” to 

“best” where ties between entrants were possible. 

 

By using this method, the developed evaluations were comparable to each other as 

they were all measured against the internal expert’s knowledge about the architecture. 

As a result, the results produced were comparable and one could now draw 

conclusions form the evaluation on their level of accuracy. This unlike if the method 

of the “Turing test” had been used were the evaluation of P2CySeMoL had been 

compared to an evaluation made by an external expert. This evaluation would only 

point to if P2CySeMoL produced a result similar to the one of the external expert or if 

it didn’t. Nothing could actually be said about the accuracy of the predictions as the 

external expert likewise could have made errors or an inferior solution during the 

evaluation (Moor, 2003). 

 

Before the expert had a chance to review the evaluations, he was introduced to the 

same material as the other experts had access to when they created their attack paths. 

He was given time to familiarize himself with the task that the other experts had gone 

through in order to better understand the results that they had created. Similar to the 

previous interviews, he was also allowed to ask any questions that he wanted about 

the system architecture and its preferences. Once confident that he had understood the 

task the other experts had to solve and that he had familiarized himself with the 

architecture, he was presented with the other attack paths created by the other experts 

and P2CySeMoL.    

 

The internal expert was introduced to the evaluations made by the other experts and 

P2CySeMoL without the disclosure of whom had produced what evaluation. In other 

words, the internal expert didn’t know beforehand what evaluation was produced by 

the experts and P2CySeMoL. As the layout and information found in each evaluation 

was identical in how it was structured neither could the expert see any differences 

between them in that aspect.  

 

The expert wasn’t under a strict time limit during the review of the evaluations as it 

was important, that each contribution was assessed by the quality of the evaluation 

and not by a time constraint. The expert was asked to grade each evaluation on a scale 

from one to seven. There were a total of six evaluations to be graded. The grading 

only took place after all contributions had been thoroughly examined and weighed 

against the expert’s assessment of what the best evaluation would be. The expert 

explicitly expressed that the more time he spent looking at the attack paths he gained 

better understanding of how the other experts might have had reasoned. Not 

restricting the time was therefore a good choice for this evaluation of attack paths.  

 

Each evaluation had beforehand been assigned a number by the author of this thesis. 

The internal expert then wrote the grade next to this number on a paper with all the 

numbers present. This enabled an easy overview of the grades given. The expert was 

then asked to review the grades briefly and to change them if necessary, i.e. if the 

expert had changed his mind after his initial grading of the evaluations.  
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As the expert was confident that he was satisfied with his grading of the evaluations, 

the session was ended.  

 

Making the decision of having an internal expert as a final evaluator for the Turing 

test was based on several reasons. As the expert is an expert in cyber security 

regarding the SCADA system architecture that was modelled, he would already be 

familiar with the basic functionality and role of each asset. As many of the products in 

the system are company specific, having had an external expert not familiar with 

these products would have introduced some uncertainty regarding the correctness of 

his assumptions about said assets. The internal expert doesn’t need to make said 

assumptions, as he already was familiar with the capabilities of the different assets. 

 

Similar system architectures have been penetration tested and assessed by external 

companies with expert knowledge in cyber security. As these reports are classified the 

thesis writer can’t access them. However, the internal cyber security expert had taken 

part of the findings from these reports, adding to his knowledge about possible weak 

points. This in turn would have benefited his evaluation of the most probable attack 

path over an external expert, who wouldn’t have had the opportunity to access the 

aggregated knowledge in the reports created by the external cyber security companies. 

 

Although the internal cyber security expert can’t evaluate the attack paths with an 

actual architecture’s cyber security in mind, as he had to conform to the limitations of 

the model which applied to both P2CySeMoL and the experts. He still had the 

advantage of being familiar with all the assets and any security flaws that they might 

retain. Something an external expert wouldn’t be able to have done.  

 

By this, the choice to let the internal expert be the final evaluator seemed like a 

natural choice due to the perks and advantages that would come with using the 

internal expert.  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
 



4 Results 

37 
 

 

4 Results 
In this chapter, the results from the study will be presented. This will include all 

results from the Turing test but also data collected from the model calculation and the 

interviewees’ perception on the time a full cyber security evaluation would take. 

4.1 Turing test results 
The results from the Turing test that was conducted is presented below. In total six 

experts with varying knowledge within cyber security participated where expert #2 

consists of the evaluation made by P2CySeMoL, which was consolidated by the thesis 

writer. Each evaluation was graded on a scale from 1-7 were 7 was the grade awarded 

to the best solution according to the evaluator.  

 

  Score Ranking position 

Expert 1 6 2 

P2CySeMoL (2) 5 3 

Expert 3 4 4/5 (tie) 

Expert 4 4 4/5 (tie) 

Expert 5 2 6 

Expert 6 7 1 

      

Mean 4.7 

 Median 4.5 

 Table 3: Turing test score 

As can be seen from the results in table 3, P2CySeMoL’s solution is the third best 

solution with a score of 5. The mean score is 4.7 and the median score is 4.5, which 

implies that P2CySeMoL performed better than the mean and the median. Only three 

solutions performed better than the mean and the median, and hence, three solutions 

also performed under the mean and the median. 

 

Expert #5 and #6 where both from the host company, whereas expert #1, #3 and #4 

were the external experts. As can be seen from table 3, the host company experts 

produced both the highest and the lowest score in the test. 

 

  Steps Ranking position 

Expert 1 4 1/2/3 (tie) 

P2CySeMoL (2) 4 1/2/3 (tie) 

Expert 3 5 4/5 (tie) 

Expert 4 6 6 

Expert 5 4 1/2/3 (tie) 

Expert 6 5 4/5 (tie) 

      

Mean 4.7 

 Median 4.5 

 Table 4: Turing test attack path steps 
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The shortest path from the origin of the attack to the target was found by expert #1, #5 

and P2CySeMoL with a total of four steps as can be seen in table 4. This was under 

both the mean (4.7) and the median (4.5) number of steps. Expert #4 produced the 

longest path with a total of six steps. From the section about attack graphs, we learned 

that a low-cost attack will be categorized by having a short path in the attack graph. 

Naturally, spending less resources in compromising the same target is preferred.  

 

After each evaluation had been conducted with the external experts, they were asked 

to estimate the time it would take them to make a full evaluation of the cyber security 

of the system architecture presented. They were then asked to give an estimate on the 

time it would take to re-evaluate the same system architecture 12 months later.  

 

  Time for evaluation Time for re-evaluation 

Expert 1 4 weeks 2 weeks 

Expert 3 1 week 2 days 

Expert 4 6 weeks 1 week 

 

Table 5: Expert evaluation time 

The internal experts were never asked due to the fact that they do not solely work 

with cyber security evaluations. As can be seen from the results in table 5, the first 

evaluation will always take a longer time than the re-evaluation 12 months later. Two 

of the experts are quite similar in their answers, estimating four weeks respectively 

six weeks for the first evaluation, and a re-evaluation time of two weeks and one 

week respectively. One expert estimates the evaluation time to one week with a re-

evaluation time of two days. This gives a mean of 3.7 weeks for the first time 

evaluation and about a mean of 1 week for the re-evaluation. 

 

For P2CySeMoL, the time for an evaluation of a system architecture is highly 

dependent on the skill of the modeler to gather information about the system and 

make a model according to that information. The calculation time for P2CySeMoL to 

produce attack paths with probability predictions is small to very small in comparison 

to the modelling work depending on the number of samples used. When calculating 

the attack paths and the corresponding probabilities for the Turing test evaluation 

using an Intel i7 4770K Quad Core processor @ 4.2 GHz on a Windows 7 OS, the 

calculation time for the model using 1000 samples was 6745 seconds, which 

corresponds to 112 minutes.  

 

As the calculation time was linear (Holm et al., 2014). The following calculation 

times seen in table 6 would be needed for the following samples. 
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Samples Time (minutes) Time (hours) Time (days) 

10 1.1 0.018 0.001 

100 11.2 0.187 0.008 

1000 112 1.867 0.078 

10000 1120 18.667 0.778 

100000 11200 186.667 7.778 

 

Table 6: Samples and calculation time 

   

The calculation method used was specified in the EAAT as forward evidence 

injection sampling with a one-time sub model calculation. It is also important to 

highlight that the system architecture where the attack paths are being calculated is 

not trivial. The architecture consists of several hundreds of nodes that are 

interconnected which can be seen in table 2. Using more samples gives more accurate 

calculations. It is however up the evaluators to assess how many samples that are 

needed for their particular evaluation. The intention of this table isn’t however to 

highlight the accuracy according to the number of samples, but to highlight the 

calculation time. This in order to be able to compare the calculation time to the 

modeling time.  

 

4.2 Turing test comparison 

A Turing test had been performed in an earlier study where the previous model 

language CySeMoL (P2CySeMoL predecessor) had been evaluated. In this study five 

experts were used and three novices. In total there were nine participants including 

CySeMoL. The results from this study are visible in the table 1. In this study, the 

score was given from 1-5 and each expert had made several attack paths. In this study 

there also were two evaluators that evaluated the attack paths created by the experts 

and the novices. 
 
From the table 1 one can see that CySeMoL performed better than all the novices, 

better than one expert and tied with another expert. Three experts performed better 

than CySeMoL. I.e. CySeMoL ranked at position 4-5 out of 9, together with Expert 2.  

 

The mean of all the mean scores was 2.7 and the median of the median scores was 

2.5. As CySeMoL had a mean of 2.8 and a median of 2.5 it performed better than the 

mean and equal to the median in that study. In this study’s Turing test, P2CySeMoL 

ranked at position 3 out of 6. Surpassing both the mean score (4.7) and the median 

score (4.5) with a score of 5.  
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5 Discussion 
In this chapter, a discussion about the limitations of the various parts of the study is 

held, together with a reasoning behind the decisions made in constructing the study. 

 

5.1 Population limitations 
In the evaluation part of the study there was a total of five participants in creating 

possible attack paths. An internal expert then evaluated these attack paths taking the 

part of the interrogator. The preconditions to participate in the study and create attack 

paths were that one should have some cyber security knowledge. The experts’ 

knowledge within this area varies from having some knowledge to being what could 

be classified as a cyber security expert. In the case where they are cyber security 

experts, their field of specialization varies as well.  

 

As they were performing the work of an alleged attacker on the system architecture, 

having different levels of knowledge in cyber security is reasonable. It is most likely 

that one attacker is not like any other attacker; they all possess different levels of 

knowledge within the area. Having some variance within the group of participants is 

therefore reasonable as there probably is variance within the group of attackers as 

well.  

 

As every participant was able to create at least one possible attack path and motivate 

the reasoning behind that path, it is reasonable to believe that the task they performed 

was within their ability and that they were qualified enough to participate. 

 

5.2 Model limitations  

The system architecture modelled was larger than the system architecture evaluated. 

This was mainly because of the need to limit the workload during the evaluations. The 

model evaluated was a sub-part of the original model. In other words, some areas of 

the system architecture were restricted from the model evaluated. For the evaluation, 

both the experts and P2CySeMoL did evaluate the same model, in this case a smaller 

version of the model. The model and the information presented to the experts in form 

of documentation contained the same information about the different entities in the 

system architecture. Hence, both had the same preconditions for the evaluations.  

 

The scenario evaluated was a fictional scenario although not unrealistic. The scenario 

required the attacker to go through three different network zones to reach the 

designated target. In SCADA systems, having to go through so many network zones 

is usually required due to the underlying architecture if the attacker originates in the 

same location as in the scenario. 

 

Any errors in the model or deviations from the real system architecture would not 

affect the result of the comparison between the evaluation made by the experts and 

P2CySeMoL. This as both had the same preconditions for the evaluation, any error 

present in the model would also be present in the documentation as the documentation 

was based on the model. The same reasoning applies to any deviations from the real 

system architecture. 
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5.3 Interview limitations 
 

One must account for the possibility of the interviewees not having a complete picture 

of the system during the evaluation. Which could affect the end result. However, as 

can be seen from the results, some experts managed to score higher than P2CySeMoL 

indicating that P2CySeMoL’s advantage of having a complete picture from the start, 

not necessarily would have been an unfair advantage.  

 

Extending the session time would have given the interviewees more time to 

familiarize themselves with the architecture and its data flows, which could have 

impacted the results. This was however not an option due to two reasons. The first 

reason being that all the interviewees had to take the time for the interview from their 

own work time. As the interviewees did not receive any compensation for 

participating, one can’t ask them to give away too much of their valuable time. 

Having had a too long interview time could instead have resulted in that no expert 

would have wanted to participate.  

 

The second reason being that one needed to make sure that the time frame would suit 

all experts that participated. As the results needed to be comparable, the time for the 

evaluation had to be the same for every expert. Giving one expert one hour for an 

evaluation and the second two hours for an evaluation wouldn’t have created results 

that were comparable. Setting the time frame to slightly more than one hour was 

deemed to be a suitable time due to these reasons.  

 

The expert evaluator was only presented with the standardized documents containing 

the attacks paths. These are available in Appendix B. One might argue that one should 

have included the reasoning behind these attack paths for the expert to see, as this 

could have strengthened or weakened an attack path depending on the motivation 

behind it. However, this would have created an unfair advantage for the expert 

solutions as P2CySeMoL isn’t able to motivate the reasoning behind the attack path in 

the same matter as the experts. 

 

The motivation had to be written by the thesis writer based on the attack and defence 

attributes for each asset. As the thesis writer is no cyber security expert, it is possible 

that the motivation would not be up to par with the motivations made by the other 

experts. Also, motivation made by each expert varies, with some being more thorough 

and some a bit more trivial. This could have created biased results towards the more 

thorough ones as they are easier to understand and by that could seem more probable. 

All these problematic aspects were however resolved by restricting the information 

the expert could use in his grading of the evaluations presented. 

 

One might argue that there are external cyber security experts that are more qualified 

to make an evaluation of the attack paths than the internal company cyber security 

expert. This might in fact be true, however several problems arise.  Problems like, 

how does one find such an expert who is willing to donate his time? How does one 

determine that he is actually qualified to make such an assessment? This in turn made 

the choice to utilize the internal expert more favourable as a great deal of time 

otherwise would be spent tracking, finding, convincing and assessing an external 

expert for the task at hand.  
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5.4 P2CySeMoL limitations 

P2CySeMoL could be seen as an alternative to a human cyber security experts for 

making cyber security evaluations. P2CySeMoL does however have some limitations 

which a human cyber security expert wouldn’t have. 

 

P2CySeMoL does make an assumption that a target that could be reached via a 

multitude of attack steps that could be carried out in parallel. P2CySeMoL fails to 

recognize the possibility of correlation between certain attack steps that might 

influence the end result. Such an example would for instance be social engineering of 

a group of people (Holm et al., 2014). 

 

P2CySeMoL calculates the probability of successfully social engineer each of the 

members of the group in parallel. A problem that arises by doing so is that 

P2CySeMoL does not take into account what the outcome might be if one person 

recognizes this. Most likely, the person would raise a concern with the others in the 

group about the social engineering attempt, making them aware of the situation. This 

would probably affect the likeliness of them falling for the same attack. But this is not 

modeled in the current version (Holm et al., 2014). 

 

P2CySeMoL assumes that all attackers are professional attackers. When looking at 

real life situations, far from all attacks are carried out by professional attackers. There 

is a multitude of different attackers with different levels of knowledge. One would 

need to extend the model with several other attackers for it to better reflect the real 

world (Holm et al., 2014). 

 

P2CySeMoL model is built on collected data about different assets and their defenses 

and attacks that could be carried out on them. As software and hardware development 

is continues and not static, the data once collected will at some time be outdated and 

hence not as relevant. One needs to assess when the data is outdated and how often it 

should be updated. This in order to ensure that P2CySeMoL can carry out relevant 

cyber security evaluations (Holm et al., 2014). 

 

5.5 Validity and reliability 

The key definitions of validity and reliability are described as: 

 

Validity - “Validity is the extent to which the research findings accurately reflect the 

phenomena under study” (Collis & Hussey, 2009, p64-65). 

 

Reliability – “Reliability refers to the absence of differences in the results if the 

research were repeated” (Collis & Hussey, 2009, p64). 

 
The study’s main method, the Turing test had been used in a previous study with 

P2CySeMoLs predecessor CySeMoL. This together with the reasoning in the methods 

section about why the Turing test was the most suitable validation method for expert 

systems, indicates that the study carries validity with it. 
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A great deal of work has gone into the methods section describing the process from 

model creation to employing the Turing test. One should be able to create a similar 

study with similar results if one follows the method section. There are two areas 

which might affect the reliability of the study. The first being creating a model of the 

system architecture. P2CySeMoL is limited to the amount of information you give it 

and the detail of the model. Choosing to make a very basic model for instance could 

affect the end results. However, this report describes how many assets that were 

included and what type in the system architecture modeled. Making a model similar 

to its detail wouldn’t be difficult given this information. The second area being the 

expert interviews concerning both the experts that created the attack paths and the 

final evaluator. As shown in the previous study concerning CySeMoL, novices in 

cyber security will generally perform inferior to experts (Sommestad, Ekstedt and 

Holm, 2013). Results could therefore be affected if the experts interviewed are not up 

to what could be considered expert knowledge. In this study however, the experts 

used in this study are described with what their professional role is, which should 

enable creating a similar set of interviewees.  

 

The model used was based upon internal documents from ABB Enterprise Software 

and several interviews held within the company. The model had also been verified by 

several experts, both internal and external. Which should ensure that the model is as 

accurate as possible. 

 

All sources used in this thesis comes either from the KTH online library Primo or 

from Google Scholar. Only one source regarding what defines a cyber security expert 

was not retrieved from any of those sources. However, that source isn’t critical for the 

general study and the information seemed plausible. The only reason for using that 

source, was the lack of any information from any fully credible source. 

Many sources used in this study are also used in other studies about the same subject. 

 

An indication of the reliability of employing a Turing test could be the very similar 

results when comparing the previous study about CySeMoL and this study about 

P2CySeMoL which is an improvement of CySeMoL.  

 

Given the limitations of the study, the validity of the study should be good as great 

care has been taking in creating and verifying the model, creating the interview 

sessions and using the appropriate people for the interviews. 
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6 Conclusions 
In this chapter, conclusions from the results are drawn, together with the reasoning 

behind the conclusions made. At the end, possible future studies are proposed. 

 

6.1 Turing test  
The first sub-research question to be answered was: 

“Would a cyber security expert deem the probability calculations made by the tool as 

sufficient enough to class the tool as accurate?” 

 

From the Turing test that was performed one can see that P2CySeMoL ranked in the 

middle at position 3 out 6. This together with surpassing both the mean score (4.7) 

and the median score (4.5) with a score of 5, would indicate that P2CySeMoL creates 

an attack path and corresponding probabilities that are credible.  

 

The person that evaluated the solutions was a cyber security expert with great domain 

knowledge. As P2CySeMoL is placed in the upper half of the ranking by this expert, 

one has to draw the conclusion that the expert thinks that this is credible solution. 

 

Accuracy can be difficult to determine as a cyber security evaluation always has some 

form of uncertainty behind it. For instance, documentation might say a certain asset 

should be impenetrable, but a human error during the configuration opens a door for 

the attacker. As the expert evaluator is very familiar with the system evaluated and 

also had access to classified security evaluation reports of that system, it is likely that 

he has knowledge about certain assets and their security that one can’t determine by 

simply studying them, the software and the security defenses they have in place. 

 

As he has this knowledge, it is probable that he scores solutions that reflect his 

understanding of weak points or more probable attacks paths higher, than those who 

don’t. Which could indicate that the top three solutions are more accurate than the 

bottom three solutions. 

 

6.2 Turing test comparison 

On the second sub-research question which was: “Does the calculations from the 

EAAT together with P2CySeMoL create a solution that is likewise or better than its 

predecessor CySeMoL? “ 

 
One can draw the conclusion that P2CySeMoL scored similar to its predecessor 

CySeMoL as shown in the results section. As P2CySeMoL is based upon the work of 

CySeMoL this result isn’t surprising. Although P2CySeMoL scored slightly better 

than both the mean and the median compared to CySeMoL it can’t be statistically 

proven that P2CySeMoL is in fact better. 
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6.3 Cyber security evaluation time 
The third and last sub-research question to be answered was:  

“Is the total time of creating a cyber security evaluation reasonable in comparison to 

the time needed by a human expert?” 

 

During the Turing test, the evaluation time was 75 minutes where 60 minutes were 

reserved for the actual evaluation. One can’t however use this time to compare 

P2CySeMoL to the experts. This is due to the task being restricted to one single 

scenario and with all information already consolidated for the experts.  

 

Instead the question was asked to the experts who performed the cyber security 

evaluations for a living, to determine how long it would take them to make a full 

cyber security evaluation of the system architecture presented. I.e. if they were 

required to find and highlight any possible weaknesses in the whole system 

architecture.  

 

From the table 5 one sees that two experts determined the task to take 4 respectively 6 

weeks to make an evaluation, where one said it would take only 1 week to make such 

an evaluation. Giving a mean of 3.7 weeks. As mentioned in the methods section, 

from the thesis writer’s experience, consolidating the information and modeling the 

architecture in P2CySeMoL takes about one month. However, if one has no previous 

experience with P2CySeMoL or the system architecture at hand, the time could easily 

double. This as one has to learn the modeling language and in parallel learn about the 

system architecture. Adding to the workload, one would also want to verify that the 

model is correct which takes additional time of a few days.  

 

As so, P2CySeMoL might actually take longer time to use if only one single 

evaluation is made. However, as mentioned in the theory about attack graphs, once 

the model in P2CySeMoL is done one can easily tweak it. This creates a good 

opportunity to evaluate several system architecture designs. Setting defence attributes 

takes a matter of hours depending on the size of the system architecture. From table 6 

one can see the calculation time of a fairly large system architecture. Depending on 

accuracy, one has the possibility to try out several system architecture configurations 

under just one day. Something that it would take a human expert far more time to do.  

 

It is likely that a company would want to evaluate their system architecture more than 

once. As technology evolve, new hardware is introduced as well as software updates. 

Once the model is created, P2CySeMoL could with ease handle for instance a server 

change and the impact it would have on the cyber security of the whole architecture 

on the very same day. The experts were asked about the time it would take to re-

evaluate the same system architecture one year later. The mean of their answers were 

about one week. Given that it was the same architecture with only minor tweaks like 

new software for instance, P2CySeMoL could handle such an evaluation under a day 

depending on the accuracy in the calculations. 

 

The conclusion is drawn that for a single evaluation of a fairly large system 

architecture, making an evaluation with P2CySeMoL in comparison to a human expert 

wouldn’t be very different time wise. The strength that P2CySeMoL has and where it 

excels is when one wants to make alterations to an already made model and make 

calculations to evaluate the differences such alterations might have. For instance 
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because one has made some software updates, or one is probing the impact certain 

alterations in the architecture would have.  
 

6.4 Final conclusion 

The main research question this thesis set out to answer was: 

“Is the EAAT together with P2CySeMoL able to create a good cyber security 

evaluation of a system architecture at the tools current state?” 

 
P2CySeMoL has proven to perform similar to its predecessor CySeMoL, which 

indicates that the results found in these two studies are consistent. This was also 

expected since the knowledge base in CySeMoL has been incorporated into 

P2CySeMoL.  

 

P2CySeMoL was able to produce evaluations that are as plausible as the ones created 

by human experts. The previous study showed that CySeMoL outperformed the 

novices and ranked about in the middle of the experts. P2CySeMoL did also rank in 

the middle of the experts which leads one to believe that P2CySeMoL is in fact at 

least as accurate as a human expert on average given the limitations of the study. 

 

The time it takes to make an evaluation is also important. A tool can be seen as 

disadvantageous if it is perceived to take too long time to create its results. 

Particularly if a human expert can create the same results with less time. This study 

however shows that for the limitations of the study, the time to create an evaluation 

using the tool isn’t unreasonable. It is in fact up to par with the experts for a one time 

evaluation and has the ability to perform better for continuous evaluations. 

 

Another interesting aspect that was highlighted in about P2CySeMoL was that one 

doesn’t have to be a cyber security expert to make a credible cyber security 

evaluation, if the tool is used as an aid. As the writer of this thesis is no cyber security 

expert, he still managed with the use of the tool to create an evaluation that was 

similar in credibility to the ones created by real cyber security experts. As mentioned 

in the methods section, becoming a cyber security expert often involves having at 

least a Bachelor’s degree in a computer related field and several years’ work 

experience. Learning to use the software would take less time, as proven by this study 

that was completed in a couple of months. Although one should probably have some 

experience within the field of computer science to ensure a quality standard.  

 

The conclusions is drawn that given the limitations of the study, P2CySeMoL is able 

to create what could be considered to be a good cyber security evaluation of a system 

architecture. 

 

6.5 Future work 
This thesis was restricted in the evaluation phase to the scenario created and the 

limitations of the model created. In other words, both P2CySeMoL and the expert had 

the exact same preconditions for their evaluation of the cyber security in the system 

architecture given the scenario. This in order to evaluate if P2CySeMoL actually 

created an accurate evaluation.  
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If work with the limitations of P2CySeMoL is done, and hence P2CySeMoL is 

updated in that sense. One would want to make a similar study to this thesis to ensure 

that the alterations made, still produced valid results.  

 

Once satisfied with the accuracy of the tool, one should proceed to a study that 

doesn’t restrict the information the human expert could use in his evaluation. The 

study should preferably involve a cyber security evaluation of a system architecture 

where information is not restricted to a scenario. An interesting comparison would for 

instance be to let a company that specializes in cyber security evaluations make an 

evaluation of an architecture and compare that evaluation to the one created by 

P2CySeMoL. In other words, the experts aren’t restricted to the material collected for 

P2CySeMoL analysis work, but are free to incorporate any information they feel could 

impact the results of their analysis.  

 

Such a study could prove that P2CySeMoL isn’t just accurate. But that it also could 

produce a solution that is satisfactory from a real life cyber security evaluation 

standpoint. 

 

P2CySeMoL has the ability to create models that are quite general and simplistic to 

models that could be very detailed. An interesting study could be to examine how 

detailed a model has to be in order for it to produce results that are useable. I.e. to 

what level should a system architecture be modeled and where do we start to find 

diminishing returns. As a more detailed model takes more time to produce, it would 

be interesting to find a level with the best tradeoff in time versus accuracy. As there is 

no standard for the level of detail in P2CySeMoL today, such work would be 

beneficial in order to standardize work procedures when creating models. 
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Appendix A 

Figure 4: An overview of the P2CySeMoL class model (Sommestad, Ekstedt and Holm, 2013) 
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Appendix B 
 
 

Step  Asset Name Zone Name Prob. 

1 Intranet workstation Intranet 100% 

2 UDW DMZ 50% 

3 Back Up Server SCADA A  50% 

4 UDW SCADA A  50% 
Table 7: Expert evaluation 1 

 

Step  Asset Name Zone Name Prob. 

1 Intranet workstation Intranet 100% 

2 ICCP DMZ 100% 

3 SCADA/EMS SCADA A  100% 

4 UDW SCADA A  100% 
Table 8: CySeMoL evaluation 2 

 

Step  Asset Name Zone Name Prob. 

1 Intranet workstation Intranet 100% 

2 Domain Controller DMZ 75% 

3 ICCP DMZ 75% 

4 SCADA/EMS SCADA A  25% 

5 UDW SCADA A 25% 
Table 9: Expert evaluation 3 
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Step  Asset Name Zone Name Prob. 

1 Intranet workstation Intranet 100% 

2 Domain Controller DMZ 100% 

3 Engineer Workstation SCADA A 25% 

4 UDW SCADA A  100% 

5 Engineer Workstation SCADA A 100% 

6 UDW SCADA A 100% 

 
Table 10: Expert evaluation 4 

Step  Asset Name Zone Name Prob. 

1 Intranet workstation Intranet 100% 

2 WS500 Thin Client Server DMZ 75% 

3 SCADA/EMS SCADA A 50% 

4 UDW SCADA A  100% 
Table 11: Expert evaluation 5 

 

Step  Asset Name Zone Name Prob. 

1 Intranet workstation Intranet 100% 

2 WS500 Thin Client Server DMZ 50% 

3 Back Up Server SCADA A 25% 

4 Domain Controller SCADA A  25% 

5 UDW SCADA A 100% 
Table 12: Expert evaluation 6 
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Appendix C 

The control zone 

As previously mentioned, the control zone is usually divided into an active production 

system and an emergency system, which is standby.  The production system and the 

emergency system are interchangeable and what is denoted as an “active production 

system” could likewise be used as “emergency system”. Hence, they contain the same 

type and amount of hardware, which operates the same software (ABB, 2014). 

 

There are several machines operating within this zone. The hearth of the system is the 

SCADA server. The SCADA server is connected to and communicates with the Front 

End servers. The Front End servers are the ones retrieving the information from the 

RTU (Remote Transfer Unit) in the substation zone. Ones the information is retrieved 

it can be distributed within the system (ABB, 2014). 

 

There are usually several workstations in the control zone, both so called operator 

workstations and engineering workstations. They are quite similar but differ when it 

comes to the available software on the machines. An engineering workstation has the 

same software as the operator workstation has, as well as one application client 

unique to it that can alter configurations in the system. It is through these workstations 

that information is relayed to employees and this is where the system is controlled and 

configured (ABB, 2014). 

 

The SCADA server sends historical data to the UDW (Utility Data Warehouse), 

which saves it in its database for future access. The SCADA server also provides the 

HMI (workstations) with necessary information as well the EMS (Energy 

Management Service) client (ABB, 2014). 

 

An Active Directory server controls authentication in the control zone. Any access 

where login is prompted is authenticated by the AD except a login to the Oracle 

database found in the UDW. The Oracle database has its own authentication 

mechanism (ABB, 2014). 

 

In the control zone a Back Up server resides as well. This server backs up all the 

machines found in the zone. In case of failure, restoration is provided through this 

server. This server only resides in either the active production system or the 

emergency system in this system configuration (ABB, 2014). 

 

It is also important to highlight that all servers except the Back Up server are 

redundant. I.e. one server is active and the other one is stand by within the same 

system (production or emergency). Information is replicated between these servers, in 

the case of failure, the stand by server can quickly become the active one (ABB, 

2014). 
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The DMZ zone 

As the DMZ zone is to provide information to clients not allowed to access the active 

production system in the control zone. It has to have similar hardware and software to 

the control zone (ABB, 2014). 

 

In the DMZ zone a replicated SCADA and UDW server are found. The information 

these servers provide is the same information found in the active production system 

(ABB, 2014). 

 

The DMZ zone also has its own Active Directory server. Unlike the Active Directory 

server found in the control zone, where an AD in the active production system can 

authenticate a client in the emergency system and vice versa, the AD in the DMZ only 

has the ability to authenticate clients within its own zone (ABB, 2014). 

 

In the DMZ zone there also resides a thin client server as well as an ICCP (Inter-

Control Center Communications Protocol) server. The thin client server provides the 

same functionality as can be found in the workstations, i.e. it acts as a HMI. The 

ICCP acts as a mediator between two different systems where a connection comes 

from the outside. The ICCP is the only server in the DMZ that has redundancy in 

form of another ICCP server (ABB, 2014). 

 

The Intranet 

The intranet is the office zone of the system. In this zone, there resides some intranet 

workstations which will have the ability to fetch information from the DMZ zone. 

This is also the zone closest to the Internet (ABB, 2014). 
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