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ABSTRACT 
 

VISIR “Virtual Instrument Systems in Reality” is a remote laboratory that 
empowers students and researchers to design, implement, and measure on 
electronic circuits remotely. Users are able to connect to this system regardless of 
their location and use traditional lab resources online via JavaScript and HTML5 
enabled web browser. The VISIR project is deployed to seven universities around 
the globe including Blekinge Institute of Technology (BTH) in Sweden. 

In this thesis work, the main aim is to introduce load-balancing Scenarios in 
VISIR network in order to enable and improve load balancing, stability, and 
scalability in this system. The participant universities will be connected in a grid 
topology, and they exchange capabilities, features, and data repository in order to 
share workload and resources. For this purpose, the behavior of VISIR network 
nodes were studied and simplified as simple servers.  

According to the VISIR characteristics, infrastructure, and requirement a set 
of design paradigms and guidelines were defined for selecting suitable load 
balancing mechanism to be used in VISIR system. Four different load-balancing 
methods described, were selected for comparison in an experimental setup. 
Moreover, an experimental test bed with utilizing virtual Linux machines was 
modeled, and chosen scenarios were implemented and tested under different 
circumstances i.e. various number of servers and clients.  

 
Keywords: VISIR network, load balancing, and socket programming.  
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1 INTRODUCTION 
 

1.1 Introduction 
 

VISIR that stands for Virtual Instrument Systems Reality is a remote electronic 
laboratory, which enables users to remotely wire and measure electronics circuits on a 
virtual breadboard. VISIR is open source software [1] [2].  

The main purpose of VISIR program is to establish an online lab environment and 
make it accessible to participating organization and universities. Thus, cooperation 
between teams and individuals from different geographical would be possible. The VISIR 
methodology facilitates online availability of traditional electronic laboratory [3] [4]. 
VISIR provides features such as distribution of laboratory resources and allocation of 
online workbenches to students based on their location “locally” [5]. VISIR has been 
deployed in seven universities in different countries including Blekinge Institute of 
Technology (BTH) in Sweden [6]. 

In this thesis work, the behavior of these connected networks (universities) will be 
studied as simplified nodes. Each node has different characteristics and attribute in the 
network. Also, hopefully, each site will consist of a number of (computer) systems 
connected in a Grid Topology. Additionally, workloads should be distributed among 
available computing resources dynamically with using suitable load balancing Scenario. The 
load balancing mechanism handles data distribution and retrieves its neighbor’s capabilities. 
A number of load balancing Scenarios will be selected, implemented, tested, and compared 
in simulated network model under different circumstances. Results of simulation and 
Scenario characteristic will be investigated in order to choose the most suitable load-
balancing Scenario for implementation in VISIR network. 

1.2 Aims 
 

In this thesis we seek two main aims: 
 In depth investigation and development of different load balancing scenarios 

will leads to determining the optimal solution for distributing workloads 
between VISIR servers. 

 Investigate the developed Scenarios and compared them in a simulated 
environment with regards to features and network performance metrics such as 
bandwidth, latency, accuracy, etc. 

1.3 Research Questions 
 

1. What are the most suitable Scenarios for implementing in VISIR network? What are 
the advantages and disadvantages of each ones?  
 

2. How to measure the performance on each Scenario and obtain the optimum result? 
 

1.4 Research Methodology 
 
The main purpose is to identify the optimal load distribution Scenarios to be used in VISIR 

infrastructure. For this purpose, the behaviors and characteristics of different load balancing 
Scenario was studied [1]. Next, Four different Scenarios were selected based on their 
capabilities, features, design principles, and usability in VISIR network implicitly. Then, 
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Scenarios were implemented and verified. A simulated environment based on VISIR network 
infrastructure was designed using Linux Virtual machines. All scenarios were tested under 
different conditions and circumstances in the designed simulated environment. The basis of 
comparison is latency, data retrieval time, and scenario’s complexity and flexibility compared to 
each other. As a result of this, strengths and drawbacks of each scenario will be concluded.  

  

1.5 Chapter Organization 
 
The remainder of this thesis is organized as follows. The related works and fundamental 

background are presented in Chapter 2. The simulation setup, load balancing design principles, 
and selected Scenario are explained in Chapter 3. The results from simulations and their analysis 
are discussed in Chapter 4. At last, the conclusion and future works are noted in Chapter 5.  
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2 BACKGROUND 

2.1 Related Works 
 
VISIR project has been started as cooperation between Blekinge Institute of Technology 

(BTH) in Sweden and National Instruments in USA, and Axiom EduTech in Sweden. The main 
concept behind VISIR is to make physical electronic laboratory equipment and parts accessible 
from Internet. It enables students to utilize them remotely regardless of student’s physical 
location. BTH University facilitates a graphical interface for students using figures from real 
instruments and equipment. In the current implementation, you just need to have Internet access 
and a web browser enabled with JavaScript and HTML5 web browser. Installed on it to be able 
to use the virtual laboratory [8]. 

Currently, VISIR concept has been implemented for electronics and signal-processing 
laboratory with emphasis on mechanical vibration experiments. The VISIR’s electronic lab 
allows users to remotely write circuits using virtual breadboards. VISIR software aims to be an 
international standard, in this manner teams from all over the world can work with a distributed 
online laboratories operating tools like LXI (LAN eXtensions for Instrumentation in Spain) and 
other electronic software interfaces, or application programming interfaces (API), IVI 
(Interchangeable Virtual Instruments) is an API [9]. Additionally, VISIR is open source software 
and was released under a GNU GPL license; therefore, developers can expands its features and 
functionalities. So far, seven universities implemented VISIR including Blekinge Institute of 
Technology University [6] [8].   

This thesis tries to find optimal load balancing scenario to replicates data, characteristics, 
and available resources of each server located at one of the participating universities. Clients 
request should be served with proper response time consistently. Each university will install a 
number of servers, which are connected in grid topology. 

 

2.2 Computer Network 
 

A computer network is a group of computer systems that are exchanging data based on 
certain protocols and rules. Data is communicated between computers via network links. It can be 
either a physically wired or wireless link. The largest well-known computer network is Internet. 
Over the past few decades, computer network have had drastic effect on everyone’s daily life, and 
it continues to increase. This change would not have been possible without recent advanced 
technologies in computer hardware, software, and peripheral parts [10]. 

 

2.3 Load Balancing  
 
Load balancing is a technique in which different Scenarios are designed to distribute and 

share workload among several computing resources like processing, network storages, network 
media, and etc. The main objectives of load balancing Scenarios are bandwidth efficiency, 
resources optimization, processing time, and overload protection of the resources. Moreover, it 
can also increase fault tolerance and reliability [11]. 

Load balancing mechanisms are deployed in both hardware systems and software 
applications. The ideal design on load balancing Scenarios are when a server which is 
overloaded gets the request it will be redirected to another server with less load. Load-balancing 
methods are mixed with backup and failover services in the most of implementations. Usually, 
the workload is shared among several servers, and they are placed in different geographical 
locations in order to avoid service disturbance in natural disaster cases [12]. 
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2.4 Python (Programing Language)  

The experiments where written in a programming language named python. Python is a 
powerful, high level, and easy to learn programming language. Its syntax is highly readable, and 
it empowers programmers to build from basic to high-end applications. It supports several 
coding concepts such as functional, procedural, imperative, object-oriented programming [13]. 

In my opinion, compared to high-level programming languages such as Java and C#, it is a 
lot simpler to code and create programs with python. It also has an extensive library and features 
like automatic memory management. Python 2.7 is the latest stable and major release in 2.x 
series [14] [15]. 

 

2.5 Basic Understanding of Network Socket Programming  
 
Data transmission between nodes in computer networks is done via sockets. Sockets are 

bidirectional communication channels. There are different kinds of sockets such as TCP, UDP, 
Unix domain, and etc. In order to establish and use a socket, both server and clients should 
implement sendall/recv on the sockets. Additionally, clients should just call socket and connect 
methods, whereas server must do the following operations in order socket, bind, listen, and 
accept [16]. The mentioned procedure of creating a socket can be seen in Figure 2.1.  

 

 
Figure 2.1: Framework for a simple Socket  
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2.6 Asynchronous Socket Programming 
 
One of the major challenges in designing programs communicating to other nodes over the 

network is dialogue/connections handling for multiple incoming connections. In this thesis, we 
need to solve this issue for our servers, which handle simultaneous connections with other 
servers and clients according to the requirements [16]. 

 
The main thread of a server, which uses a synchronous socket, is remained blocked, as long 

as there is no incoming connection from peers. Therefore, the server won't be doing anything 
and sitting idle. This can be a drawback, if you have multiple clients connecting. This issue 
could be solved with the help of asynchronous socket programming or threading. In an 
asynchronous socket, server can do other stuff while waiting for the client to send data to you. 
So, multiple clients can connect to server and receive. 

 
A synchronous socket uses a function like receive, which blocks the thread until it gets a 

message, while an asynchronous socket has beginReceive, endReceive. The beginReceive and 
endReceive give duration of time for completing an asynchronous read operation. For 
asynchronous sockets, callbacks functions are invoked as soon as program receives a message. 

In this simulation, all servers accept requests to update their database of measurement 
(repository) via a TCP connection. Below, some of these options for handling simultaneous 
request along with their advantages and disadvantages are listed:   

 
1) Asynchronous: can capture the state of any one connection, and divide the work 

into small pieces. 
Pros: efficient and elegant 
Cons: more complex due to its requirement of state machines, requires a 
different approach to programming on a huge scale 
 Synchronous: are able to handle one request at a time in the order that it 
receives them. 
Pros: simple.  
Cons: any request can block all the other ones. 

2) Fork processes: initiate a new process per each request that is receives. 
Pros: easy  
Cons: scalability issues. 

3) Threads: initiate a new thread per each request that is receives. 
Pros: easy, adds less overheads for kernel compared to fork. 
Cons: needs system support, multi-threaded programming can easily get 
complex, especially in cases that threads need to access a shared resource. 

 
 

Fork processes is not a valid option for this purpose, since, the Fork method does not scale 
well, and there is no control over the number of client connecting to the system [17]. Also, 
Asynchronous sockets method is much more complex and requires demanding programing 
skills. Out of the remaining options, Threads method was selected over the Synchronous sockets 
method. The reasons for this decision has been explained below: 

 
• The major drawback of utilizing Threads is that the program gets complex as the 

program grows, doesn’t concern this simulation due to the fact that shared 
resources isn’t a part of this simulation. 

• There are useful python’s libraries such as the ThreadingMixIn, which can be 
utilized to build asynchronous handlers in Socket modules. 
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3 SIMULATION SETUP 
 

3.1 Basic Simulation 
 
This simulation setup includes following entities: 
 

 Universities: each university has multiple simulated servers, which are connected 
together and operate as a single simulated server from outside. Each simulated 
server has a unique list of information, which simulated clients from its own campus 
or off campus wants to access the desired experiment configuration from the 
simulated server’s repository.  

 Simulated Clients from universities: VISIR users that want to connect to remote lab 
by requesting the desired measurement regardless of their location. 

 
Different load balancing methods were tested in this simulation setup under various 

circumstances “number of simulated servers and simulated client’s locations”. In the following 
sections, implementation and design details of the simulated servers and client entities from 
universities will be explained in details. 

3.2 Terminology 
 
In this thesis, these terms are called the following for simplicity and clarity.  
 

• Simulated Servers from universities: servers 
• Simulated Clients from universities: measurement queries 
• Each entry included inside the simulated server’s repository: experiment 

configuration  
• Number of entries included inside the simulated server’s repository: list of 

experiment configuration 
• The platform or computer system in which the server is currently running on: site 

 

3.2.1 Various Experiment configuration (dedicated on all servers) 
 
Each server has a list with different experiment configuration stored in its repository (typed 

as a list).  In this study, each entity in server’s database is called experiment configuration. Also, 
experiment configurations are categorized based on their size. As it is explained below: 

 
·       Small experiment configuration: entities (size of each entry) in repository with size of 

less than 100 MB 
·       Large experiment configuration: entities (size of each entry) in repository with size of 

larger than 100 MB 
 
Servers transfer their repositories “list of experiment configurations” to one another over the 

network. In order to be able to send multiple experiment configurations in a single message, the 
data need to be serialized at the source and be desterilized in the destination. The pickle module 
available in Python’s library is able to provide fundamental functions used for object 
serialization. Also, dump function included inside pickle module is used to encode the list of 
experiment configuration into strings [18]. 

3.2.2 Time measurement 
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In each of these experiments, measurement query’s query response time should be measured 
and used as basis of comparison between load balancing methods. In python, a powerful 
building module named time can offers execution time measurement of a block of code [19]. 
Furthermore, the module also provides two main components capable of high precision time 
measurement between two calls named time.clock and time.time.  

time.clock and time.time provides high precision timers in Windows and Unix(computer 
operating system). In this thesis, a combination of these two elements of time module is 
employed [20]. 

 

3.3 Selecting Load balancing mechanisms for VISIR 
 
In designing and selecting Load Balancing scenarios for VISIR network, A measurement 

query comes in from a user at a university and the calculation/measurement needs to be carried 
out somewhere in the network. Servers might have different setups (which means that they 
might or might not be able to handle the request) and it is that capability that decides if the 
request can be handled or not. Furthermore it should be considered that a list of experiment 
configuration containing various experiment configurations would be transferred from one 
server to another one across the network [1]. List of experiment configuration will be serialized 
at the source server and deserialized at destination [16]. The following principles define a 
suitable load balancing for VISIR network in the section below: 

 

3.3.1 Design principles 
 

1. The purpose of load balancing is to replicate and distribute list of experiment 
configuration to servers in the network if only it is needed. The design aims to 
promote the coverage: increase convergence in servers regarding who seeks the 
information on other servers, convergence of clients seeking information inside 
various sources (servers), and convergence of duplicated list of experiment 
configuration by measurement queries inside multiple sources [21]. 
 

2. Since list of experiment configuration exists in each server, the availability and 
reliability of a list should be maintained in order to help the measurement queries 
ascertain its priority [21]. List of experiment configuration should be accessible. 

 
3. Each list of experiment configuration belongs to an original repository, where the 

list of experiment configuration was first entered. The list of experiment 
configuration may be copied to other servers, but the original repository remains as 
authorized on that particular list of experiment configuration [21]. 

 
4. Multiple List of experiment configuration might refer to the same measurement 

queries. Therefore, the server, which the measurement query is directly connected 
to, should search its repository (list of experiment configuration). If the search 
results did not hit any, then it should forward the request to the network and, search 
the other servers [21]. 

 
5. It should be possible to resolve multiple requests for the same task from different 

measurement queries [21]. 
 
These guidelines will be taken into consideration in order to find a variety of proper load 

balancing scenarios. 

3.4 Different Load Balancing Scenarios 
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As it was pointed before, different load balancing Scenarios were investigated in order to 
find the suitable candidates. In this work, different factors were taken into account such as 
scalability, delay, efficiency, and etc. 

Overall, all scenarios share a common measurement query behavior. Each measurement 
queries will send a request to a server (local server). Once a local server receives a request from 
measurement query, the local server will send a response to that measurement query based on 
the scenario’s design. Also, data repository experiment configurations of each server are stored 
on a list, which is serialized for transmission to the other server.  

Based on available options and design principles for load balancing scenarios, according to 
my chosen method, Threads, which it has mostly advantages over the other ones. Moreover, the 
implantation of each Scenario in the simulated environment is available in the Appendix.  

 
 
1. Informed Scenario: In this design, measurement queries will be handled locally (by the 

server) because the repository of experiment configurations in each server will be 
updated every 60 seconds. Furthermore, servers are communicating with each other as 
shown in figure 3.1. One new thread has the responsibility to handle request from one 
particular measurement query at a time. The data repository of each server will be 
replicated to all the other ones in 60 seconds periods as mentioned.  
 
 
 

 
     
               Figure 3.1: Informed scenario (multidirectional cycle) 
 
 

2. Referenced Scenario: In this scenario, servers are communicating with each other as 
depicted in figure 3.2. The local server searches its own repository, if the server was 
able to find the stated experiment configuration locally and handle the request, otherwise 
the measurement query will be forwarded to the desired server in order to handle the 
response because the reference to each repository of experiment configurations in each 
server will be updated every 60 seconds. Also, each server replicates references (names) 
to the experiment configurations on its repository “not a replica of the repository” in a 
dedicated thread to all the other servers in 60 seconds intervals. Unlike informed 
scenario, servers do not require having high capacity disk storage. 
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                          Figure 3.2: Referenced scenario (Star cycle) 
 
 

3. Cache Scenario: Unlike previous designs, servers are not communicating with each 
other, all servers will only communicate with one server called Cache server as 
indicated in figure 3.3. The cache server stores a cached copy of all the different server 
experiment configurations by updating its repository each 60 seconds by sending request 
to other servers in the network. Measurement queries are handled by forwarding their 
entire request for experiment configurations on remote servers to Cache server, which 
includes the list of experiment configurations. Thus, the response of the Cashe server 
will be transferred back to measurement queries via remote server.  
 
 

 

 
 
                                   Figure 3.3: Cache scenario (Converging radial) 

 
 
 



10 

4. Load Balanced-Informed MixIn Scenario: In this scenario, if the local server has 
higher load compared to other servers in the network at the moment, it will forward the 
query to a server with least load. All servers in the network replicate their whole 
repository along with the server’s current load to one another in the network in 60 
seconds intervals. All servers are communicating with each other as illustrated in Figure 
3.4. Data repository experiment configurations of each server are stored on a list, which 
is serialized for transmission to the other server.  
 
 
 

 
                             Figure 3.4: Load Balanced-Informed MixIn scenario 
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4 RESULTS 
 

In this chapter, the analyses of the results obtained and presented from experiments are 
conducted on a Linux-based computer. Section 4.1 describes simulation measurement errors 
related to these experiments and how to minimize these flaws in order to achieve optimal results. 
Also, each scenario is elaborated for evaluation by required tools in details. Section 4.2 
discusses analysis of different load balancing methods in the simulated network in details. 

4.1 Simulation  
 

As it was mentioned in section 3.4, the selected scenarios should follow certain criteria. 
Each of these scenarios utilized in the simulated test bed under different load with various 
numbers of servers ranging from three to five in each measurement query. To minimize the 
effect of unwanted environmental issues, each experimental execution was repeated more than 
three times. Also, each experiment requested 1000 measurement queries in order to saturate the 
network and machine. Data gathered from these simulations were used for comparison of 
investigated load balancing Scenario under different circumstances. Thus, the most suitable, 
flexible, and reliable scenario for implementation in VISIR network can be attained according to 
the result gathered in these experiments. 

In these scenarios, all figures demonstrate the normal distribution of measurement queries 
send to server in total response time at subfigures I and II respectively in 2-Dimentions and 3-
Dimentions lines. Each subfigure plots the information in a frequency distribution graph (line 
form), which describes the distribution of measurements on a scale for a specific population. 
Also, in each subfigure, the measurement query number of occurrence is shown at X-axis and 
total elapsed to handle request from measurement queries at Y-axis. 

 

4.1.1 Informed Scenario  
 
In figure 4.1, measurement queries was requested at server A, B, and C that resides on 

different sites. This means that in figure 4.1 a large amount of requests (i.e. 1000 requests) from 
measurement queries located at site A request information available at site A, B, and C. 
Therefore, each sub figure shows the total amount of run time to serve 1000 request in total i.e. 
each measurement query only issues one request. In each subfigure, requests from different 
measurement queries to site A, B and C are shown in frequency distribution form in order to 
present a closer look at the captured information.  

At first look, a steady relationship between total amount of time and number of 
measurement queries can be preserved in each subfigure approximately. Also, according to the 
figure, all subfigures have similar values across all five statistical points approximately. This 
implies that servers spend relatively equal amount of time to respond each individual 
measurement query also in total. Under current circumstances (number of servers and tasks), it is 
also notable that total amount of time (maximum) to serve 1000 measurement queries is 
approximately one second regardless of measurement query’s site and server that it request 
information from. 

Figure 4.2 illustrates an average of total query response time across site A for 1000 
measurement queries in a network with three, four, and five servers. In each subplot, 
measurement queries send request to different number of servers across site A, which are 
included in the server. Next, an average of all the captured figures of measurement queries 
should be concluded and demonstrated as a subfigure, which are shown with assigned different 
number of servers below each ones. 

By comparing the subfigures in figure 4.2, it is clearly visible, that the numbers of servers 
does have an indirect impact on the query response retrieval time of each server. Hence, 
increasing the numbers of servers, which increase the number of active sites, decrease the 
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overall scenario's performance. This is due to the fact that the performance of this scenario relies 
on the machine. 

 

 
(I)

 
(II) 

 
Figure 4.1: Total query retrieval time for 1000 measurement queries using informed scenario   
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(I) 

 
(II) 

Figure 4.2: Average of total query retrieval time for 1000 measurement queries using informed 
scenario with different number of sites 

 
 
According to scenario specification in Section 3.3 and simulation results, pros and cons of 

informed Scenario are listed below: 
 
Pros:  

• High performance in small network 
• Simple scenario and easy implementation 



14 

Cons:  
• High dependency on server 
• Measurement queries in offline server have no access to current list of experiment 

configuration, since each server’s repository should be replicated frequently 
• In case of congested or high capacity list of experiment configurations, the server 

couldn’t handle and communicate with each other 
• Increasing number of servers would have negative impact on network’s performance 

 
 
 

4.1.2 Referenced Scenario 
 
In referenced scenario, measurement queries are located at all the available servers in each 

subfigure “site A, B, and C” in figure 4.3. Figure 4.3 shows a large amount of measurement 
queries (i.e. 1000 measurement queries) request information at site A, B, and C in each available 
server. Therefore, each subfigure illustrates elapsed time to serve 1000 measurement queries per 
site in frequency distribution format.  

Total amount of time is increasing linearly in all experimental runs. In this scenario, the 
servers have different behaviors in term of time elapsed on measurement query’s request based 
on their tasks located in different places (servers). These behaviors are detailed as follows:  

 
 

• Time elapsed to respond to a large amount (i.e. 1000) of measurement queries 
for experiment configurations located on local servers is about 1 second with a 
median of 0.5 seconds. 

• Time elapsed to respond to 1000 measurement queries for experiment 
configuration located on a server that is directly connected to local server is 
about 1.7 seconds with an average of 0.8 seconds. 

• Time elapsed to respond to 1000 measurement queries for experiment 
configuration located on a server that is not directly connected to local server is 
about 7 seconds with median of 3.2 seconds.  

Figure 4.4 displays an average of total time to serve queries across site A for 1000 
measurement queries in a network with three, four, and five servers. In each subplot, 
measurement queries send request to different number of servers across site A included in the 
server. Afterwards, an average of all the captured figures of measurement queries should be 
concluded and demonstrated as a subfigure, which are shown with assigned different number of 
servers next to each ones.  

As it can be seen in the subfigures, the number of servers has an effect on total time needed 
to respond 1000 measurement queries. Therefore, increasing the number of servers, which 
increase the number of active sites directly, wouldn’t affect the overall scenario's performance. 
The reason for this is the design of this scenario doesn’t depends on the machine’s performance 
during the results obtained from experiments.  
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(I) 

 
(II) 

Figure 4.3: Total query retrieval time for 1000 measurement queries using referenced scenario    
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(I) 

 
(II) 

Figure 4.4: Average of total query retrieval time for 1000 measurement queries using referenced 
scenario with different number of sites
 

 
Based on scenario’s characteristics and simulation results, pros and cons of referenced 

Scenario are presented as follows: 
 
Pros:  

• Relatively acceptable query retrieval time compared to previous scenario 
• Does not require high capacity disk storage, since Referenced scenario just holds a 

reference to other server’s repository 
Cons:  
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• Since server’s repository is not replicated to others ones, a specific server can be 
overloaded. 

• Referenced scenario doesn’t consider the current load of server 
• Vulnerable to Distributed Denial-of-Service (DDoS), which happens when a 

machine or network resource unavailable to its intended users duo to high demand. 
[22] 

• Does not support repository resilience in case of failure 
 

4.1.3 Cache Scenario 
 
Figure 4.5 presents total time to serve 1000 measurement queries using Cache scenario 

when measurement queries are physically situated at site A, B, and C. In each subfigure, 
measurement queries send requests located at different sites “servers”. Requests for information 
located at different sites is shown below each subfigure correspondingly depict queries to site A, 
B, and C.  

As it can be seen in the figure, there are two different behaviors, once the measurement 
queries request information on local and remote server: 

 
 

• Time elapsed to serve queries of 1000 measurement queries for list of 
experiment configuration located on local servers or directly connected to one 
is about 1.59 seconds with an average of 0.68 seconds.    

• Time elapsed to serve queries of 1000 measurement queries for list of 
experiment configuration located on a remote server is about 5.2 seconds with 
an average of 2.7 seconds.  

 
Figure 4.6 illustrated an average of total query retrieval time across site A for 1000 

measurement queries in a network with three, four, and five servers. Measurement query’s 
request to site A, which is displayed with different number of servers as it is defined in each 
subfigure’s legend.  

By comparing the subfigures in Figure 4.6, it is visible that the number of servers does have 
a dramatic effect on the average of total time needed to send response to 1000 measurement 
queries across all sides. Based on the subfigures, increasing the number of servers has a negative 
impact on Cashe scenario’s performance. This is an indirect causation of scenario’s design, 
which doesn’t rely on the machine’s performance during the results obtained from experiments. 
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(I) 

 
(II) 

Figure 4.5: Total query retrieval time for 1000 measurement queries using cache scenario   
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(I) 

 
(II) 

 

Figure 4.6: Average of total query retrieval time for 1000 measurement queries using Cashe scenario 
with different number of sites 
 

 
According to simulation results presented in the section and scenario specification in Section 

3.3, pros and cons of Cache Scenario is as follows: 
 

Pros:  
• Provides a backup server (i.e. cache server)  
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Cons:  
• High probability of Denial of Service (DoS) [22] 
• Cache server could be easily overloaded. 
• The slowest way, considering the fact all queries for remote servers will end up on 

the cache server compared to other scenarios. 
• Single point of failure. 

 

4.1.4 Load Balanced-Informed MixIn Scenario 
 

Total time to serve requests from 1000 measurement queries located at site A, B, and C 
plotted using Load Balanced-Informed MixIn scenario in Figure 4.7. Each subfigure 
correspondingly shows measurement query request to site A, B, and C.  

In this scenario, the servers have two main different behaviors in term of time elapsed to 
serve all measurement query requests depending on location of the repository that the 
experiment configuration is on. 

 
• Time elapsed to serve queries of 1000 measurement queries for list of 

experiment configuration located on local servers is about 1 second with an 
average of 0.5 seconds.  

• Time elapsed to serve queries of 1000 measurement queries for list of 
experiment configuration located on a remote server is slightly higher than 1 
second with an average of 0.62 seconds.    

 
The average of response time of measurement queries request on different sized network 

“three to five servers” are demonstrated in site A in Figure 4.8. Queries to different sites are 
shown with separated colors based on legends available in each subfigure. In Figure 4.8, it can 
be observed that the number of servers doesn’t have an impact on the average of total time 
needed to respond 1000 measurement queries. In fact, as the number of servers’ increases, the 
total response time fluctuate according to the figure 4.8. This means that the number of servers is 
not a prominent factor to the performance of this particular scenario. 

 
 

 
(I) 
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(II) 

 
 

Figure 4.7: Total query retrieval time for 1000 measurement queries using Load Balanced-Informed MixIn scenario
 

 
(I) 
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(II) 

 
 

Figure 4.8: Average of total query retrieval time for 1000 measurement queries using Load Balanced-
Informed MixIn scenario with different number of sites 

 
 
Based on scenario’s characteristics and experiment outcomes, pros and cons of Load 

Balanced-Informed MixIn method are noted below: 
 
Pros:  

• Current load of each server is taken in consideration before forwarding the request 
to it 

• All servers are aware of the entire tasks included in the network. 
• Minimizes the danger of distributed denial-of-service (DDoS) attack on servers [22] 
• High-demand tolerance (from measurement queries) 

Cons:  
• Low speed in small networks. 

 
 

4.2 Discussion 
 
The most significant strengths and weaknesses were pointed out in the previous section for 

each individual Scenario. 

4.2.1 Comparison
 
Considering the advantage and disadvantage of each Scenario, the main merits for choosing 

the optimal load balancing Scenarios are security, data-rate traffic, and the network size. This 
implies that requirement and network design plays an important role in choosing the suitable 
scenario for implementation in the network. 
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In Cache scenario, Cache server could be a single point of failure based on the mentioned 
reasons in previous section. With this in view, the low security safety in Cache scenario would 
make it unacceptable to be deployed in VISIR infrastructure. 

 
The informed scenario offers a great design in order to be implemented in a small network with 
small demand and tasks. This is due to the following points: 

 
• High speed 
• Simple implementation 
• Insignificant delays 
• Fastest query retrieval time 

 
The referenced scenario has higher security compare to the previous load balancing 

methods. However, queries response time are noticeably higher than informed scenario while it 
has better performance compared to other scenarios. Therefore, referenced scenario is suitable 
for implementation in a network with limited disk storage regardless of the network’s traffic. 
The reasons for deploying this scenario are as follow: 

 
• Higher level of security than informed and Cache scenario 
• Does not require high capacity disk storage 
• Faster query retrieval time compared to other scenarios except informed scenario 

 
The Load Balanced-Informed MixIn scenario is last simulated scenario, which ensures 

roughly equal load distribution on all of servers in a network opposed to all the previous 
Scenarios. Thus, Load Balanced-Informed MixIn scenario is well-designed scenario to be 
employed in a large-scale network. The reasons for this is:  

 
• Highest security and reliability among investigated methods in this thesis 
• Insignificant delays  
• Acceptable query hit time in different network 
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5 CONCLUSION & FUTURE WORK 
 

In this thesis, the main objective is to introduce load balancing mechanism to create a more 
robust, secure, scalable, and reliable lab community in VISIR (Electronics Remote Lab). After 
in-depth research, the behavior of these connected universities (networks) was taken into 
consideration as simple nodes. Based on characteristics, capabilities, and requirement, and, a set 
of design principles for selecting load balancing scenario was defined in section 3.2.1. Thus, 
Informed, References, Cache and Load Balanced-Informed MixIn Scenario were picked in this 
experiment to be investigated. Next, a simulation network was designed in which the four 
selected scenarios were implemented and compared against each other. Scenarios were tested 
under different circumstances i.e. 1000 measurement queries and various numbers of servers 
ranging from three to five servers. Also, query retrieval time for each individual measurement 
query and total time needed to resolve for a number of measurement queries were used as metric 
of comparison. The primary factors to determine the most suitable load-balancing scenario were 
scalability, load balancing, delay, and efficiency.  

 
To sum up, cache Scenario has serious security and flaws. Hence, it is not a proper Scenario 

to be deployed in VISIR network. The informed Scenario is a suitable choice for small network, 
since it has simple implementation, insignificant delays, and fast query retrieval time. In 
contrast, the Load Balanced-Informed MixIn scenario provides higher level of security than 
informed and Cache scenarios, and it does not require high capacity disk storage. Unfortunately, 
this scenario has the slowest query hit time against all other scenarios. For these reason, the 
referenced scenario can be implemented in different networks. However, the optimal load-
balancing scenario to be used in VISIR network is the Referenced Scenario. This is due to the 
fact it offers highest security, reliability, load balancing, insignificant delays, and acceptable 
query hit time in small network.  

 
Based on finding in this thesis work, Referenced Scenario can be implemented in VISIR 

network. Consequently, it needs to be developed and installed on all of VISIR server to make 
distribution of data repositories more robust and dynamic. 
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7 APPENDIX 

7.1 Appendix A: Informed Scenario 

import socket 
import threading 
import SocketServer 
import time 
import pickle 
 
ListB = ['TaskA', 'TaskB'] 
List = ['0'] 
HOST = socket.gethostbyname(socket.getfqdn()) 
ipAddresses = ['192.168.1.143','172.16.27.20','172.16.27.30','172.16.27.3'] 
List=List*len(ipAddresses) 
 
class ThreadedTCPRequestHandler(SocketServer.BaseRequestHandler): 
    def handle(self): 
        data = self.request.recv(1024) 
        cur_thread = threading.current_thread() 
    print self.client_address[0] 
    if data=='Server' : 
        response = "{}: {}".format(cur_thread.name, data) 
        #sending the list with pickle module 
        pickled_string = pickle.dumps(ListB) 
        self.request.sendall(pickled_string) 
    else : 
        print "{}".format(data) 
        print "this is for client" 
        if data.lower() in (s.lower() for s in ListB): 
            response = "{}: {} - {} from HOST: {}".format(cur_thread.name, 
data,'it is valid!',HOST) 
            self.request.sendall(response) 
        else : 
            x= 'No' 
            index=[-1]*len(ipAddresses) 
            for m in range(len(List)): 
                for n in range(len(List[m])): 
                    if List[m][n].lower() == data.lower(): 
                        x='Yes' 
                        index[m]=m 
            if x=='Yes' : 
                ipaddress='' 
                for i in range(len(index)): 
                    if index[i]!=-1: 
                        ipaddress=ipAddresses[index[i]] 
                response = "{}: {} - {} from server: 
{}".format(cur_thread.name, data,'it is valid!',ipaddress) 
                self.request.sendall(response) 
            else : 
                print "No" 
                response = "{}: {}: {}".format(cur_thread.name, data,'it is 
invalid!') 
                self.request.sendall(response) 
    print "Request was handled" 
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class ThreadedTCPServer(SocketServer.ThreadingMixIn, 
SocketServer.TCPServer): 
    pass 
 
class ThreadedClient(threading.Thread): 
    def __init__(self, ipAddresses): 
    threading.Thread.__init__(self) 
    self.ipAddresses = ipAddresses       
    def run(self): 
        print "ThreadClient is running" 
    print 'length of ipAddress list', len(ipAddresses)  
    while True: 
      print "ThreadClient is in loop"       
          for i, ip in enumerate(ipAddresses): 
            client(ip, 9999, "Server",i)     
          time.sleep(60) 
 
def client(ip, port, message,i): 
    print 'client is going to contect to', ip 
    print 'Client index: ', i 
    try:     
        sock = socket.socket(socket.AF_INET, socket.SOCK_STREAM) 
        sock.connect((ip, port)) 
    except socket.error as msg: 
    print msg 
    return 0 
    try: 
        sock.sendall(message) 
        received_string = sock.recv(1024) 
        response = pickle.loads(received_string) 
        print "Received: {}".format(response) 
    if List[i]!=response: 
            List[i]=response 
        print "New response", response 
        print "after change: ",List[i] 
    except: 
        print "Couldn't connect to --- try again in 5 minutes" 
    finally: 
        sock.close() 
        return 1 
 
if __name__ == "__main__": 
    # Port 0 means to select an arbitrary unused port 
    PORT = 9999 
 
    server = ThreadedTCPServer((HOST, PORT), ThreadedTCPRequestHandler) 
    ip, port = server.server_address 
 
    # Start a thread with the server -- that thread will then start one 
    # more thread for each request 
    server_thread = threading.Thread(target=server.serve_forever) 
    # Exit the server thread when the main thread terminates 
    server_thread.daemon = True 
    server_thread.start() 
    print "Server loop running in thread:", server_thread.name 
 
    client_thread = ThreadedClient(ipAddresses) 
    client_thread.setDaemon(True) 
    client_thread.start() 
    print "Client loop running in thread:", client_thread.name 
 
    while True: 
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    time.sleep(10) 
    print "in the loop " 
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7.2 Appendix B: Referenced Scenario 

import socket 
import threading 
import SocketServer 
import time 
import pickle 
 
ListB = ['TaskA', 'TaskB'] 
List = ['0'] 
HOST = socket.gethostbyname(socket.getfqdn()) 
ipAddresses = ['192.168.1.143','172.16.27.20','172.16.27.30','172.16.27.3'] 
List=List*len(ipAddresses) 
 
class ThreadedTCPRequestHandler(SocketServer.BaseRequestHandler): 
    def handle(self): 
        data = self.request.recv(1024) 
        cur_thread = threading.current_thread() 
    print self.client_address[0] 
    if data=='Server' : 
        response = "{}: {}".format(cur_thread.name, data) 
        pickled_string = pickle.dumps(ListB) 
        self.request.sendall(pickled_string) 
    else : 
        print "{}".format(data) 
        print "this is for client" 
        if data.lower() in (s.lower() for s in ListB): 
            response = "{}: {} - {} from HOST: {}".format(cur_thread.name, 
data,'it is valid!',HOST) 
            self.request.sendall(response) 
        else : 
            x= 'No' 
            index=[-1]*len(ipAddresses) 
            for m in range(len(List)): 
                for n in range(len(List[m])): 
                    if List[m][n].lower() == data.lower(): 
                        x='Yes' 
                        index[m]=m 
            if x=='Yes' : 
                ipaddress='' 
                for i in range(len(index)): 
                    if index[i]!=-1: 
                        ipaddress=ipAddresses[index[i]] 
                print "{}: {} - {} from server: {}".format(cur_thread.name, 
data,'it is valid!',ipaddress) 
                response = Serverreq(ipaddress,9999, "right Server",data) 
                self.request.sendall(response) 
            else : 
                print "No" 
                response = "{}: {}: {}".format(cur_thread.name, data,'it is 
invalid!') 
                self.request.sendall(response) 
    print "Request was handled" 
 
class ThreadedTCPServer(SocketServer.ThreadingMixIn, 
SocketServer.TCPServer): 
    pass 
 
class ThreadedClient(threading.Thread): 
    def __init__(self, ipAddresses): 
    threading.Thread.__init__(self) 
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    self.ipAddresses = ipAddresses       
    def run(self): 
        print "ThreadClient is running" 
    print 'length of ipAddress list', len(ipAddresses)  
    while True: 
      print "ThreadClient is in loop"       
          for i, ip in enumerate(ipAddresses): 
            client(ip, 9999, "Server",i)     
          time.sleep(60) 
 
def Serverreq(ipaddress, port, message,data): 
    print 'Answer should be on another Server with ip address: ', ipaddress 
    try:     
        sock = socket.socket(socket.AF_INET, socket.SOCK_STREAM) 
        sock.connect((ipaddress, port)) 
    except socket.error as msg: 
    print msg 
    return 0 
    try: 
        sock.sendall(data) 
        response = sock.recv(1024) 
    print "Sent:     {}".format(data) 
    print "Received: {}".format(response) 
    finally: 
    sock.close() 
    return response 
 
 
 
def client(ip, port, message,i): 
    print 'client is going to contect to', ip 
    print 'Client index: ', i 
    try:     
        sock = socket.socket(socket.AF_INET, socket.SOCK_STREAM) 
        sock.connect((ip, port)) 
    except socket.error as msg: 
    print msg 
    return 0 
    try: 
        sock.sendall(message) 
        received_string = sock.recv(1024) 
        response = pickle.loads(received_string) 
        print "Received: {}".format(response) 
    if List[i]!=response: 
            List[i]=response 
        print "New response", response 
        print "after change: ",List[i] 
    except: 
        print "Couldn't connect to --- try again in 5 minutes" 
    finally: 
        sock.close() 
        return 1 
 
if __name__ == "__main__": 
    # Port 0 means to select an arbitrary unused port 
    PORT = 9999 
 
    server = ThreadedTCPServer((HOST, PORT), ThreadedTCPRequestHandler) 
    ip, port = server.server_address 
 
    # Start a thread with the server -- that thread will then start one 
    # more thread for each request 
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    server_thread = threading.Thread(target=server.serve_forever) 
    # Exit the server thread when the main thread terminates 
    server_thread.daemon = True 
    server_thread.start() 
    print "Server loop running in thread:", server_thread.name 
 
    client_thread = ThreadedClient(ipAddresses) 
    client_thread.setDaemon(True) 
    client_thread.start() 
    print "Client loop running in thread:", client_thread.name 
 
    while True: 
    time.sleep(10) 
    print "in the loop " 
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7.3 Appendix C: Cache Scenario 

import socket 
import threading 
import SocketServer 
import time 
import pickle 
 
List = ['0'] 
HOST = socket.gethostbyname(socket.getfqdn()) 
ipAddresses = 
['192.168.1.143','172.16.27.200','172.16.27.30','172.16.27.3','172.16.27.25
'] 
List=List*len(ipAddresses) 
 
class ThreadedTCPRequestHandler(SocketServer.BaseRequestHandler): 
    def handle(self): 
        data = self.request.recv(1024) 
        cur_thread = threading.current_thread() 
        print self.client_address[0] 
    print "{}".format(data) 
        x= 'No' 
        index=[-1]*len(ipAddresses) 
        for m in range(len(List)): 
            for n in range(len(List[m])): 
                if List[m][n].lower() == data.lower(): 
                    x='Yes' 
                    index[m]=m 
    if x=='Yes' : 
        ipaddress='' 
        for i in range(len(index)): 
            if index[i]!=-1: 
                ipaddress=ipAddresses[index[i]]+' '+ipaddress 
        response = "{}: {} - {} from server: {}".format(cur_thread.name, 
data,'it is valid!',ipaddress) 
        self.request.sendall(response) 
    else : 
        print "No" 
        response = "{}: {}: {}".format(cur_thread.name, data,'it is 
invalid!') 
        self.request.sendall(response) 
    print "Request was handled" 
 
class ThreadedTCPServer(SocketServer.ThreadingMixIn, 
SocketServer.TCPServer): 
    pass 
 
class ThreadedClient(threading.Thread): 
    def __init__(self, ipAddresses): 
    threading.Thread.__init__(self) 
    self.ipAddresses = ipAddresses       
    def run(self): 
        print "ThreadClient is running" 
    print 'length of ipAddress list', len(ipAddresses)  
    while True: 
      print "ThreadClient is in loop"       
          for i, ip in enumerate(ipAddresses): 
            client(ip, 9999, "Server",i)     
          time.sleep(60) 
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def client(ip, port, message,i): 
    print 'client is going to contect to', ip 
    print 'Client index: ', i 
    try:     
        sock = socket.socket(socket.AF_INET, socket.SOCK_STREAM) 
        sock.connect((ip, port)) 
    except socket.error as msg: 
    print msg 
    return 0 
    try: 
        sock.sendall(message) 
        received_string = sock.recv(1024) 
        response = pickle.loads(received_string) 
        print "Received: {}".format(response) 
    if List[i]!=response: 
            List[i]=response 
        print "New response", response 
        print "after change: ",List[i] 
    except: 
        print "Couldn't connect to --- try again in 5 minutes" 
    finally: 
        sock.close() 
        return 1 
 
if __name__ == "__main__": 
    # Port 0 means to select an arbitrary unused port 
    PORT = 9999 
 
    server = ThreadedTCPServer((HOST, PORT), ThreadedTCPRequestHandler) 
    ip, port = server.server_address 
 
    # Start a thread with the server -- that thread will then start one 
    # more thread for each request 
    server_thread = threading.Thread(target=server.serve_forever) 
    # Exit the server thread when the main thread terminates 
    server_thread.daemon = True 
    server_thread.start() 
    print "Server loop running in thread:", server_thread.name 
 
    client_thread = ThreadedClient(ipAddresses) 
    client_thread.setDaemon(True) 
    client_thread.start() 
    print "Client loop running in thread:", client_thread.name 
 
    while True: 
    time.sleep(10) 
    print "in the loop " 
 

import socket 
import threading 
import SocketServer 
import time 
import pickle 
 
ListB = ['TaskA', 'TaskB'] 
List = ['0'] 
HOST = socket.gethostbyname(socket.getfqdn()) 
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ipAddresses = ['192.168.1.143','172.16.27.30','172.16.27.3','172.16.27.25'] 
Cashe = "172.16.27.20" 
List=List*len(ipAddresses) 
 
class ThreadedTCPRequestHandler(SocketServer.BaseRequestHandler): 
    def handle(self): 
        data = self.request.recv(1024) 
        cur_thread = threading.current_thread() 
        print self.client_address[0] 
        if data=='Server' : 
            response = "{}: {}".format(cur_thread.name, data) 
            pickled_string = pickle.dumps(ListB) 
            self.request.sendall(pickled_string) 
        else : 
            print "{}".format(data) 
            print "this is for client" 
        response = Serverreq(Cashe,9999, "right Server",data) 
        self.request.sendall(response) 
 
    print "Request was handled" 
 
class ThreadedTCPServer(SocketServer.ThreadingMixIn, 
SocketServer.TCPServer): 
    pass 
 
class ThreadedClient(threading.Thread): 
    def __init__(self, ipAddresses): 
    threading.Thread.__init__(self) 
    self.ipAddresses = ipAddresses       
    def run(self): 
        print "ThreadClient is running" 
    print 'length of ipAddress list', len(ipAddresses)  
    while True: 
      print "ThreadClient is in loop"       
          time.sleep(60) 
 
def Serverreq(ipaddress, port, message,data): 
    print 'Answer should be on another Server with ip address: ', ipaddress 
    try:     
        sock = socket.socket(socket.AF_INET, socket.SOCK_STREAM) 
        sock.connect((ipaddress, port)) 
    except socket.error as msg: 
    print msg 
    return 0 
    try: 
        sock.sendall(data) 
        response = sock.recv(1024) 
        print "Sent:     {}".format(data) 
        print "Received: {}".format(response) 
    finally: 
        sock.close() 
        return response 
 
 
if __name__ == "__main__": 
    # Port 0 means to select an arbitrary unused port 
    PORT = 9999 
 
    server = ThreadedTCPServer((HOST, PORT), ThreadedTCPRequestHandler) 
    ip, port = server.server_address 
 
    # Start a thread with the server -- that thread will then start one 
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    # more thread for each request 
    server_thread = threading.Thread(target=server.serve_forever) 
    # Exit the server thread when the main thread terminates 
    server_thread.daemon = True 
    server_thread.start() 
    print "Server loop running in thread:", server_thread.name 
 
    client_thread = ThreadedClient(ipAddresses) 
    client_thread.setDaemon(True) 
    client_thread.start() 
    print "Client loop running in thread:", client_thread.name 
 
    while True: 
    time.sleep(10) 
    print "in the loop " 
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7.4 Appendix D: Load Balanced-Informed MixIn Scenario 

import socket 
import threading 
import SocketServer 
import time 
import pickle 
import os 
 
ListB = ['TaskA', 'TaskB'] 
List = ['0'] 
HOST = socket.gethostbyname(socket.getfqdn()) 
ipAddresses = ['192.168.1.143','172.16.27.20','172.16.27.30'] 
List=List*len(ipAddresses) 
ListB.insert(0, '0') 
Prior=-1 
 
 
class ThreadedTCPRequestHandler(SocketServer.BaseRequestHandler): 
    def handle(self): 
        data = self.request.recv(1024) 
        cur_thread = threading.current_thread() 
        print self.client_address[0] 
        L=os.getloadavg() 
        ListB[0]= L[0] 
        if data=='Server' : 
            response = "{}: {}".format(cur_thread.name, data) 
            pickled_string = pickle.dumps(ListB) 
            self.request.sendall(pickled_string) 
        else : 
            print "{}".format(data) 
            print "this is for client" 
            #if Prior= 
        Minload=float(ListB[0]) 
            iload=-1 
            for i in range(len(List)): 
                if float(List[i][0])<Minload: 
                    Minload=float(List[i][0]) 
                    iload=i 
            if iload==-1: 
                Prior='This is the right server' 
            else: 
                Prior=iload 
            print Prior 
            if Prior=='This is the right server': 
                if data in ListB: 
                    response = "{}: {} - {} from HOST: 
{}".format(cur_thread.name, data,'it is valid!',HOST) 
                    self.request.sendall(response) 
                else : 
                    x= 'No' 
                    index=[-1]*len(ipAddresses) 
                    for m in range(len(List)): 
                            for n in range(len(List[m])): 
                            if List[m][n] == data: 
                                x='Yes' 
                                index[m]=m 
                    if x=='Yes': 
                        ipaddress='' 
                        for i in range(len(index)): 
                            if index[i]!=-1: 
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                                ipaddress=ipAddresses[index[i]]+' 
'+ipaddress 
                        response = "{}: {} - {} from server: 
{}".format(cur_thread.name, data,'it is valid!',ipaddress) 
                        self.request.sendall(response) 
                    else : 
                        print "No" 
                        response = "{}: {}: {}".format(cur_thread.name, 
data,'it is invalid!') 
                        self.request.sendall(response) 
            else: 
                print "{}: {} - {} from server: {}".format(cur_thread.name, 
data,'it is valid!',ipAddresses[iload]) 
            response = Serverreq(ipAddresses[iload],9999, "right 
Server",data) 
            self.request.sendall(response) 
    print "Request was handled" 
 
class ThreadedTCPServer(SocketServer.ThreadingMixIn, 
SocketServer.TCPServer): 
    pass 
 
class ThreadedClient(threading.Thread): 
    def __init__(self, ipAddresses): 
    threading.Thread.__init__(self) 
    self.ipAddresses = ipAddresses       
    def run(self): 
        print "ThreadClient is running" 
    print 'length of ipAddress list', len(ipAddresses)  
    while True: 
      print "ThreadClient is in loop"       
          for i, ip in enumerate(ipAddresses): 
            client(ip, 9999, "Server",i)     
          time.sleep(60) 
 
def Serverreq(ipaddress, port, message,data): 
    print 'Answer should be on another Server with ip address: ', ipaddress 
    try:     
        sock = socket.socket(socket.AF_INET, socket.SOCK_STREAM) 
        sock.connect((ipaddress, port)) 
    except socket.error as msg: 
        print msg 
        return 0 
    try: 
        sock.sendall(data) 
        response = sock.recv(1024) 
        print "Sent:     {}".format(data) 
        print "Received: {}".format(response) 
    finally: 
        sock.close() 
        return response 
 
 
def client(ip, port, message,i): 
    print 'client is going to contect to', ip 
    print 'Client index: ', i 
    try:     
        sock = socket.socket(socket.AF_INET, socket.SOCK_STREAM) 
        sock.connect((ip, port)) 
    except socket.error as msg: 
    print msg 
    return 0 
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    try: 
        sock.sendall(message) 
        received_string = sock.recv(1024) 
        response = pickle.loads(received_string) 
        print "Received: {}".format(response) 
        if List[i]!=response: 
            List[i]=response 
            print "New response", response 
        print "after change: ",List[i] 
    except: 
        print "Couldn't connect to --- try again in 5 minutes" 
    finally: 
        sock.close() 
        return 1 
 
if __name__ == "__main__": 
    # Port 0 means to select an arbitrary unused port 
    PORT = 9999 
 
    server = ThreadedTCPServer((HOST, PORT), ThreadedTCPRequestHandler) 
    ip, port = server.server_address 
 
    # Start a thread with the server -- that thread will then start one 
    # more thread for each request 
    server_thread = threading.Thread(target=server.serve_forever) 
    # Exit the server thread when the main thread terminates 
    server_thread.daemon = True 
    server_thread.start() 
    print "Server loop running in thread:", server_thread.name 
 
    client_thread = ThreadedClient(ipAddresses) 
    client_thread.setDaemon(True) 
    client_thread.start() 
    print "Client loop running in thread:", client_thread.name 
 
    while True: 
    time.sleep(10) 
    print "in the loop " 
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7.5 Appendix E: Total query retrieval time 

import socket 
import sys 
import time 
 
if sys.platform == "win32": 
    # On Windows, the best timer is time.clock() 
    t0 = time.clock() 
else: 
    # On most other platforms the best timer is time.time() 
    t0 = time.time() 
file = open('5serv/20/mfile.txt', 'w+') 
HOST, PORT = "172.16.27.20", 9999 
data = " ".join(sys.argv[1:]) 
i=0 
while (i<1000): 
    # Create a socket (SOCK_STREAM means a TCP socket) 
    sock = socket.socket(socket.AF_INET, socket.SOCK_STREAM) 
    try: 
        # Connect to server and send data 
        sock.connect((HOST, PORT)) 
        sock.sendall(data) 
        # Receive data from the server and shut down 
        i+=1 
        received = sock.recv(1024) 
        print "Sent:     {}".format(data) 
        print "Received: {}".format(received) 
        if sys.platform == "win32": 
            timeclock=time.clock() - t0 
            print timeclock 
            file.write(timeclock+ "\n") 
        else: 
            timet=time.time() - t0 
            print timet 
            file.write(str(timet)+ "\n") 
             
    finally: 
        sock.close() 
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7.6 Appendix F: Query retrieval time for each individual client  
import socket 
import sys 
import time 
 
if sys.platform == "win32": 
    # On Windows, the best timer is time.clock() 
    t0 = time.clock() 
else: 
    # On most other platforms the best timer is time.time() 
    t0 = time.time() 
file = open('5serv/200/mdfile.txt', 'w+') 
HOST, PORT = "172.16.27.200", 9999 
data = " ".join(sys.argv[1:]) 
i=0 
ttemp=0.0 
ftemp=0.0 
while (i<1000): 
    # Create a socket (SOCK_STREAM means a TCP socket) 
    sock = socket.socket(socket.AF_INET, socket.SOCK_STREAM) 
    try: 
        # Connect to server and send data 
        sock.connect((HOST, PORT)) 
        sock.sendall(data) 
        # Receive data from the server and shut down 
        i+=1 
        received = sock.recv(1024) 
        print "Sent:     {}".format(data) 
        print "Received: {}".format(received) 
        if sys.platform == "win32": 
            timeclock=time.clock() - t0 
            print timeclock 
            file.write(timeclock+ "\n") 
        else: 
            timet=time.time() - t0 
            print timet 
            meh=float(timet) 
            ftime=meh-ttemp 
            ttemp=meh 
            file.write(str(ftime)+ "\n") 
             
    finally: 
        sock.close() 


