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Abstract—Spyware detection can be achieved by using machine A. Aim and Scope

learning techniques that identi atterns in the End User . : . :

Licensg Agreerr?ents (EULAS) prgeﬁted by application instkers. The p.rlmary aim of th_'s study is to .p_res.ent a m?t,hOd for
However, solutions have required manual input from the user automatic EULA extraction and classification. Additioyall
with varying degrees of accuracy. We have implemented an we, using this method, obtain and prepare a large data set of
automatic prototype for extraction and classification and sed EULAs. This data set is used for benchmarking four different
it to generate a large data set of EULAs. This data set is used algorithms. Evaluating the impact of feature selection and

to compare four different machine learning algorithms when . . . P
classifying EULAs. Furthermore, the effect of feature seletion machine learning algorithm parameter tuning is also done

is investigated and for the top two algorithms, we investigge

optimizing the performance using parameter tuning. Our con B Qutline

clusion is that feature selection and performance tuning ag of ) o

limited use in this context, providing limited performance gains. In Section II-A we present the background, definitions and
However, both the Bagging and the Random Forest algorithms related work. Section Il describes an automated system for

show promising results, with Bagging reaching an AUC meas& classifying EULAs as well as the steps needed for creating
of 0.997 and a False Negative Rate of 0.062. This shows the, yaiahase of classified EULAs. This database is then used
applicability of License Agreement Categorization for redizing for the experiments. which are defined in Section IV. The
informed software installation. e expern » Whi i Ir ' /-
_ _ experimental results are presented in Section V and dieduss
Keywords-Parameter tuning; EULA analysis; Spyware; auto- fyrther in Section VI. The paper is then concluded with some
mated detection suggestions for future work in Section VII.

Il. BACKGROUND AND RELATED WORK

I. INTRODUCTION A. Background

Malware, e.g. viruses, originated from a rather small set of
gpftware, with the primary goal of generating revenueslier t
acker, or creating chaos among infected computer sgstem
]. To protect users from these types of software, amtisvi

This work addresses the problem of uninformed install
tion of spyware and focuses on analysing End User Licen

Agreements (EULAS). Malicious software (malware) vendo | d. As th | t thi int illeqal
often include (disguised) information about the malicioutgOS emerged. As he maiware at this point were iegal,

behavior in the EULAs to avoid legal consequences. It wou gmoving ma'W?“e was a qu_estlon of using the resources and
{:hnlques available at the time [21].

therefore be beneficial for the user to get decision suppoF

when installing applications. A decision sgupport tool tbanpp At the end of 1999’ a new type of malwar_e emerged,

give an indication whether an application can be consideré own as spyware, W'th_ the purpose of gathering personal

spyware or not would presumably make the installation tadk ormation. Due to the Increase of the npmber of Internet

simpler for regular users and would enable the user to be m ers, a market for targeted onI|n.e.ad\_/ert|semer.1t dev@]ope
yware was not considered explicitly illegal, which compl

secure when installing downloaded applications. We ptes ) .
an automated method that extracts and classifies EULAs a{:r?éed malware removal and resulted in the creation of a legal
ey zone.

investigate the performance of this method. More congrete?" . . .
g b ae A common technique for detecting malware was to blacklist

the proposed method is based on the use of machine Iearn'ngSe applications through the use of signatures, ie., by

techniques to categorize previously unknown EULAs, as b Catically dividing bet legitimat d malici Bt
longing to either the class of legitimate or malicious safite: statically dividing between fegiimate and maliclous <

Machine learning, in this context, enables computer prmgraHOV\t’eve(;' th|tsh relqturedta cogy ctn‘ the {nalwar_e to f.'rSt tbe
to learn relationships between patterns in input data (ES)LAcaE l:rr]e obn ne d’? fr_get '3 (t)r elrl 0 c:ea €a u;u:qhue S'%“"ﬁ‘_ ur
and the class of output data (malicious or legitimate sa#jva an en being distriouted 1o all customers ot the antis/iru
These relationships can be used to make classificationsnof Ne1p \wep fink to the actual database will be provided in a podntamera

(unseen) EULAs. ready version



tool [21]. The main drawback with this technique is the fact The common practice in data mining and machine learning
that the anti-virus tools were one step behind the creatbrsi®to divideJ into two distinct sets; the training sek,...., and
malware. Another drawback is related to the vast amount thie testing set,/;.s;. This way, a classifier can be generated
malware that spread on the Internet, increasing the sizefadfm J;...;, and the prediction performance can be estimated
the signature database rapidly and resulting in signifiganby computing the classification performance 4g,;.
decreased performance when used by customers. There are many learning algorithms available that can
Anti-virus manufacturers therefore began researchirgg-altperform the task of generating a classifier from input data
native techniques for solving the problem. For examplenggeassociated with known outputs. However, each algorithm has
based approaches [15] and artificial neural networks [13§ its own learning bias, which is used to define the search space
investigated. Another technique used was dynamic analysitie set of available classifiers) and the traversal of tlaecke
which kept a suspicious program in captivity within a sospace. A completely unbiased learner would have access to
called sandbox, e.g. a virtual machine, while monitorirgy ithe complete set of possible classifiers and would be able to
execution as a way to discover any deviant behavior [8][21tfaverse this set in any possible way. Of course, this search
Even though dynamic analysis could be used for compuisrpractically infeasible in real-world situations. It iserefore
viruses, e.g. by detecting the self-replication routiriesyvas necessary to select an algorithm, or a set of algorithmsseho
much harder to distinguish spyware or adware applicatiolesarning biases are most suitable for the problem at hand.
from their legitimate counterparts. The reason is that adwa
and spyware applications simply show information on the Related work
screen or transmit rather small quantities of data over the

. . o Previous research on the use of text classification tecksiqu
network, i.e. behaviors that are shared by most legitimate,, . . .
within the context of EULAs is quite sparse. It have been
programs as well.

shown that it is possible to use machine learning techniques

to address the problem of EULA classification [12][2]. State

) i o of-the-art within commercial tools involve one stand-aon
The machine learning discipline concerns the study of prgpyjication called EULAlyzérand one websifecalled EULA

grams that learn from experience to improve the performanggayser that includes the ability to analyze a EULA. Both of

at solving tasks[14]. A large number of directions, methodg,ese services are proprietary and therefore lack infoemat
and concepts, which can be organized into learning para&ligmyyarding their design and internal construct. However, it

Usually, three paradigms can be distinguished; supervisghms as if they make use of blacklisted words to simply
learning, unsupervised learning, and reinforcement 188N onjight any sentence within a EULA that contains one of the

The suitability of a certain learning method or paradigrgjackiisted words. The computer user then has to read throug
depends largely on the type of available data for the problgg, highlighted sentences to try to come to a conclusion

B. Machine Learning

at hand. _ _ _ _ whether the particular EULA should be considered legitanat
From a machine learning perspective, the main proble&‘r spyware

studied in this paper can be described as that of learning how, comparison is made between EULA Analyzer and 15
to classify software applications on the basis of their eissed - hine learning algorithms [2], with the conclusion was

EULAs by generalizing from known associations of EULA§5¢ hoth the Support Vector Machines [6] and Naive Bayes
and software application classn‘|cat!ons[12]. L Multinominal [10] algorithms performed significantly bett
More formal!y, and based on suitable def|n|t|_on5 [13], Whhan the state-of-the-art tool. Finally, it could also beled
assume the eTX|stence‘ ofa umvers_al $egf EULA instances. that the performance of these two algorithms have later been
Each EULA mstgncez € I, is defined by a set of featuresimproved even more when utilized on an extended data set
(e.g., words, strings, values, and so on)._ Fu_rthermo_re,_ WF EULAS [12]. However, the previous research conducted
assume that the .EULAS can be categoried into a I|m|tq quires user interaction when gathering the EULA, whiah ca
number of qategorlgs or classes, . . be considered infeasible in a large-scale setting. Pegbo
The learning task is then to generate a function (or mapp"}%iing have also been overlooked in this context, and should

betW(_a(_anI and C. Thls functlon,c : I — €, Is known as a be investigated as it has proven beneficial in other casps[19
classifier or generalization. In practice, however, onesdus

have access to the complete detor the correct classification
of each element of that set. Instead, a common case is to o )
have a limited setJ C I, of instances (inputs) and correct Ve have gathered 7,041 applications, where approximately
classifications (outputs). 21% of the applications are malicious, from which we ex-
Thus, the practical objective, is to generate a classifier B¢t EULAs to form an extended data set. The EULAs
generalizing from.J (or a subset of/) and the associated Were extracted using the a_utomated tool_ descrlbed_ in Sec-
known classifications for each instance 6f Since we are tion lll-A. The malicious applications, counting 1,530 épg-
interested in generating a classifier that will indeed be abl tions, have been provided by Il_av§1§om1nd the legitimate ap-
classify unknown instances (instances franbut which are Plications, counting 5,511 applications, have been doaaféd

not included inJ), we need to estimate the theoretical clas- 2EULAlyzer, http:/Awww javacoolsoftware.com/eulalyzem|

sification performance od by calculating the classification 3| icense Analyzer, hitp:/iwww.spywareguide.com/analgmelyzer.php
performance of/ (or, again, a subset af). 4Ad-Aware by Lavasoft, http:/iwww.lavasoft.se

I1l. APPROACH



from CNET’s download.com site Download.com thoroughly
checks for malware among the applications made available Binary file
to the public and can thus be said to be a good source of
legitimate application8.We also, in Section 1V, test the data
of the two sources to find differences.

In order to extract the licenses from the applications, w
make use of the automated system presented in section Il | File License
From the applications we managed to extract a number ; | ldentification Extraction
license agreements for use in our experiments. As not L
applications have licenses and our extractor does not stippu
all file structure, as described in Section llI-A, this hag le
us with 810 malicious licenses and 1,961 legitimate license ,_____________ ¥ _____________|
For software with localized EULAS, only the English versiot
were kept. These numbers means that our automatic too
currently capable of extracting licenses from approxiryate
53% of the malicious applications and 35% of the benic
_apphcatlons_. With more extract(_)rs |mplgme_nted, this n(_am_b EULA instance
is likely to increase. Many benign applications have simila

No EULA
Found

Extracted text

|
|
|
Converter » Preprocessor i
|
|
|

Y

licenses, but since minor details still vary and they helthwi
the categorization, similar licenses are kept. Classifier
A. Automated System / \1

. Good Bad
We have for this study developed a system for automated

license classification, using a binary file as in-parametr arig. 1. A conceptual view of EULA extraction and classifioati
presenting the user with a classification of the binary filgeola

on the EULA. Earlier research has used a manual process of

extracting EULAs from the binary, which is infeasible in an

real world setting. We have implemented an automated syst@gorithm 1 File Identification

using machine learning techniques for this purpose. In it ¢;nction CHECK(path)

current incarnation, it supports the standard installpesy e.g. > if path is a file then

NSIS, MSI, Inno setup, as well as standard archive formats,. type = typeldentifierpath)

and makes use of publicly available programs as subsystemg. if type is an installerthen

Our proposed system is divided into three stages, extractio : Extractorpath, type)*
transformation and classification. A flowchart of how the . else if type is a documenthen
proposed system works can be seen in Figure 1 and pseudo if path.name contains license or eutzen
code for the identification stage is shown in Algorithm 1. The : SaveDocumentth)

system is implemented in Rubynd in a way designed to

make it easy to extend, thus adding support for more types HJ els:nd it

applications is fa|rly simple. ] ) 11; extracted = Extractorpath, default)
The system is based on the premise that a wide range of if extracted is not NULL then

installers are roughly equivalent to a compressed archive. 5. for all file in extracted do

order to know which extraction routine to use, the system,. check(file)

identifies the binary file. To do this, the system makes usg. end for

of the program Trlf. The system then tries to extract the,q. end if

EULA from the binary file. Depending on the result of the17; end if

identification, this is done using different extraction tioes. _ else ifpath is a directorythen
An example of this is the MSI installer. MSI installers store, . for all file in path do
licenses in Rich Text Format(RTF) inside their string data,. check(file)

The system locates the RTF data inside the string data file.
and extract it. To perform the decompression of the binary,.
file, we have built our system around the 7zip extractdrip

end for
end if
23: end function

5CNET Download.com, http://download.com B B B
6Download.com Software policy, http:/www.cnet.com/déwat-software- The extractor chooses a suitable extraction routine based
policies/ the type. The extraction of an MSI installer is described in

7Ruby Programming Language, http://www.ruby-lang.ory/en Section IlI-A.
8Mark Pontello’s Home, http://mark0.net/soft-trid-e.thtm
97-Zip, http:/iwww.7-zip.org/




supports a large number of filetypes and are thus suitable firen shown that classification accuracy have been improved
our system. when reducing the number of features using feature setectio
The transformation stage is divided into two substageslgorithms [23]. Several comparisons between featurecsele
conversion and preprocessing. In the conversion stage, tlom algorithms applied on text categorization have beemedo
system converts the license to plain text. This is for tha the past. The results is thgt is often considered to be the
preprocessing to be able to read the license agreemente asntlost efficient algorithm [16][23]. However, when compared
different installers store the license agreements in wiffe to Categorical Proportional Difference(CPD), CPD haverbee
formats, e.g. MSI uses the RTF format. The RTF licenses fshown to outperform traditional feature selection metheds
example is converted to plain text files using the Un®TFy? [19]. As a result we choose to use CPD as the feature
program, stripping everything but the text from these fileselection algorithm of our choice. However, as we do not
UnRTF is specifically designed to convert from RTF to othémow which is the best cutoff point, i.e. how many attributes
formats. The preprocessing substage is described thosougBPD should remove, we have defined a keep ratio interval
in section IlI-B. The result of this stage is a EULA instancand selected a step size. In the presented study, we use a keep
that the classifier can categorize. ratio interval of 100% to 10% together with a step size of 10%.
The EULA instance is then passed to the classifier stagéer applying CPD, we are left with 10 data sets, where the
where it is categorized using machine learning algorithmattributes range from 10% of the attributes kept to 100% of
The result of the categorization is then presented to the ugbe attributes kept.
helping the user to decide if the application is either good o
bad, and whether or not to install the application.

. IV. EXPERIMENTAL PROCEDURE
B. Data Preprocessing

We conduct our experiment using the Weka machine learn-,

. kbench 122 | lied suite of algorith We want to determine whether the classification results
Ing workbenc [22], a commonly applied suite of algori M3btained in previous research are valid for a larger data set
and evaluation methods. In order for Weka to be able

the EULA h ted t il ch e also investigate if the classification performance can be
process the S, We have opted 10 Temove special Chgi o 450 using feature selection or by tuning problencifipe
acters and to only keep the standard latin characters. f;orithm parameters

few machine learning algorithms can process strings, WeF laorithms h b h basis f
transform the strings to a more suitable representatiorysWa our algorit ms have been chosen as a basis for our exper-
nts. The algorithms are Bagging, Random Forest, Naive

for representing text include, e.g.: meta data (such as wdlde - ) .
length, frequency or the number of words) [11], bag-of-vsoroBayeS Multinomial and Support Vector Machine (SVM). The

(where each word in the text is defined as a feature) [17] & ee first were selected on th_e basis of previous ex_periihent
n-grams [5]. [17] also looks at phrase based features, Whé?éur:t‘;‘ [12|]’ arfld \I/ve c_:r;]ose tg\l/nl\c/,;lude onlly one Ialgogth_m from
words would form a phrase which is able to better convey théc bamly 0 adgont msk I was ha S0 Inciuded since It
meaning of the sentence, and Hypernym based features, WHE\%( e1e8n ?rog/eh to work we 'rr]' ot efr text cat_egorlg;non
relationships between words is taken into account. Theystu S s.[ ]. In bot expenment;, t-e periormance 1s esa_ at
found that the bag-of-words model outperformed the moPY USing the 10-fold cross-validation test. 10-fold croséi-v
complex text representation methods [17]. In the bag-afdso dation is the process of dividing the data set into 10 subsets
model, strings are tokenized to words and represented by W&fplds), using 9 folds fqr tra|n|ng_ anq 1 fold for 'Festlng. igh
vectors. In Weka, this transformation is carried out usimg t!S then repeated_ 10 times, S_W'tChmg the testing fol_d _each
StringToWordVectofilter, which we apply to the licenses. welime. Before running our experiments we executed prelingina

employ the following filter configuration: a maximum 2f000 e>.<periments, WhiCh. indicated that feature sel_eption combi
jith parameter tuning do not yield any specific performance

words are stored per category, TF IDF (Term Frequenc
P gory ( d gzost when used together. Therefore, we conduct separate

Inverse Document Frequency) is used for word frequen . for f lecti d e A
calculation, and the Iterated Lovins stemmer is used toaedif periments for feature selection and parameter tuningp,

the number of words by keeping only the stems of words we made an attempt to validate that the learning algorithms
Software licenses can contain a large amount of text a. luded in our experiments indeed detect the differences
gtween benign and spyware EULAs. Therefore, we divided

as a result, yields a large number of features. Many of th q ; q | h b included 50
features are not useful to the learning algorithm and have, '€ data set into two dummy classes that each included 5

some cases, even been shown to deteriorate the perforrrfancoé’ (9f the benign EULAs and 50 % of the spyware EULAs.

the classifier [22]. We have therefore chosen to remove so;lléen we ul_sed ;[he Narllve Bayes (I;/Iultmomllal learning alg;)rlthm
of the attributes left by the StringToWordVector filter. to generalize from these two dummy' classes o maxe sure
tB?re were no patterns separating them, i.e. patternsdediu

Feature Selection is the process of reducing the number, :
features available in a data set in order to increase eitteer " both the randomly selected benign and spyware EULAs.

classification and/or the computational performance [I8]s This resulted in a AUC Score of 0'526’ WhiCh is very close
is done by, using an algorithm, removing features that af® random guessing (AUC is explained in Section 1V-C).

deemed unlikely to help in the classification process. It haderefore the results indicate that there does not seem to be
any other hidden patterns tying the classes together, ared th

10YnRTF, http://www.gnu.org/software/unrtf/unrtf.html that our data set is valid for further exploration.



TABLE |

FEATURE SELECTION The default value for the number of trees in Weka is 10.
_ _ Based on this value, the range we have chosen is between 4
RF?"’?U“’ SeAtbSDiet G _We'ghté’d 'SUC e and 16 trees (inclusive) with a step interval of 2. The defaul
elative solute agging anaom Fores . - 2 .
TO% 140 09990933 5.941 ogop Value for the ngmberof at_tnbute.SIGg (n)+1, wheren is the
20% 278 | 0.946 0.976 0.986 0.863 humber of attributes available in the data set. Working from
ig(‘;o gég 8-82; 8-33? 8-332 g-ggé this we have calculated our ranges of values for the number
(] . . . . : : 2 H
0% 693 | 0.968 0.992 0.996 0973 Of a_ttrlbutes Wlihlog (n) £z, wherex is a range from -3 to
60% 832| 0.975 0.990 0.993 0.956 3 with a step size of 1. The number of attributes for the data
ggz;o 1%3 8-3?? g-ggi g-ggz 8-382 set with 100% of the features left, seen in Table I, is 1385 and
90% 1247| 0977 0.995 0.995 oges Dased on this we get that the default value for our data set is
100% 1,385| 0.977 0.995 0.992 0897 11
2 The fraction of attributes to keep after CPD attribute ragki 2) Bagging; In Bagging we have chosen to investigate how

b ] H N . ..
Nave Bayes Multinominal tuning the bag size based on the training set used, as well as

the number of iterations that the bagging algorithm perform
affect the performance of the algorithm.

The first variable is the size of the bags from which the

In this experiment we investigate what effects feature stsees in the model is build. The sizes of these bags are
lection have on the performance results of the four machiset as a percentage of the training set size. The bags are
learning algorithms mentioned previously. In order to eaté filled randomly by sampling with the replacement from the
any potential performance gains we create ten new data sgiginal training set. This means that in each bag, theré wil
that all are subsets of the initial data set containing 2,7b& duplicates, as each instance in the training set can be
EULAs. This gives us data sets ranging from 10 to 100%glected more than once. The second variable is the number
of attributes kept, with a step size of 10%. The number of iterations, which decides how many trees should be adeate
attributes for 10% and 100% are 140 respectively 1,385, wéhin the current bag [3]. The vote result of each tree isithe
can be seen in Table I. used as the result for the current bag.

The default value for the number of iterations is 10, and
we have chosen to investigate the range 6 to 14 with a step
interval of 2. The training sizes investigated is an five patc

In the second experiment we investigate if it is possibktep ranging from 100%, which is the default value in Weka,
to increase the performance using parameter tuning of ttee75%.
two algorithms with the highest performance measure from
the previous experiment. The two algorithms included i tht. Evaluation Metrics

experiment were Bagging and Random Forests. We opted t(iNe represent EULAs associated with spyware programs as
select the top two performers rather than the top performer

since these two algorithms both showed fairly similar rssul positives, while benign EULAs are represented as negaitives

Moreover. the wavs in which the two alaorithms can b&Y" experiments. Used metrics are True Positive (TP), False
' Y 9 Rlegative (FN), False Positive (FP) and True Negative (TN).

configured are quite different from each other. The var&bl : . -
o TP is a spyware instance classified as spyware and a FP
that we use for parameter tuning is discussed below. However T e ) .
a benign instance classified as spyware. A TN is a benign

it should be mentioned that both algorithms are ensemble Bl-

gorithms, meaning that they each use several differentitegr mstar_u;e cla55|f|eq as benign and Q.FN IS a spyware instance
. . ; .~ classified as benign. The True Positive Rate (TPR) and False
algorithms that votes on the classification of each instahee

then the task of the ensemble algorithms to reach a decisjogdauve Rate (FNR) are used to see how the spyware EULAS
based on the results from the dgifferent learning algorithnicTe classified. TPR is defined #/(T'P + F'N) and FNR
used g &l iS defined as" N/(T'P + FN).

1) Random Forests:Random forest contains two main When evaluating the performance of the algorithms, we
.) o o ave chosen to use the weighted area under the ROC curve
variables that we tune in order to determine if we are ab

to increase the performance. The first variable is the num iUC) single point measure, which is based on TPR and the

. R. Two important properties of the AUC metric is that it
.Of trees created in the for_est. Each tree _getg to vote for Cnot depend on equal class distribution or misclassioati
m_stance, and the class with most votes is picked. Thus, { Ssts [22]. The calculation of, and motivation for, AUC is
higher number of trees, the more votes are used as a b%%gcribed in detail in [7]
for the classification. The second variable is the number o '
attributes used to build each tree. The number of attribistes
a subset of all available attributes within the data set, iand .
chosen randomly for each tree. A higher number of attributés Experiment 1
decreases the errors produced by the forest. Howeverat alsAs can be seen in Figure 2, Random Forests and Bagging
makes each tree more similar [4]. For both these values weatperform Naive Bayes Multinomial. The latter performs
have chosen a symmetric range of values to use, based onktest when only 50% of the attributes are kept.This suggests
default values available in Weka. the use of feature selection when employing Naive Bayes

A. Experiment 1: Feature Selection

B. Experiment 2: Parameter Tuning

V. RESULTS



1.0

Il Il N | | (a) Results of tuning the number of trees in Random Forest
. 1 algorithm
© Trees Weighted AUC  FNR TPR
mean (STD) mean (STD) mean (STD)
- ) 0.993(0.006) 0.019(0.019) 0.980(0.016)
g ° 6 0.993(0.006) 0.021(0.017) 0.978(0.016)
H 8 0.994(0.006) 0.021(0.017) 0.980(0.015)
g . 10 *  0.994(0.006) 0.022(0.018) 0.979(0.015)
° 12 0.994(0.006) 0.022(0.018) 0.979(0.015)
14 0.995(0.006) 0.022(0.018) 0.979(0.015)
o il 16 0.995(0.006) 0.022(0.018) 0.979(0.015)
B Random Forst
D swing (b) Results of tuning the number of attributes in Random &tore
s S S T T algorithm
100% 90% 80% 70% 60% 50% 40% 30% 20% 10%
Percentage offeatures kept. Attributes  Weighted AUC  FNR TPR
mean (STD) mean (STD) mean (STD)
Fig. 2. AUC for Random Forest, Bagging, Naive-bayes Mulim and 8 0.994(0.006) 0.020(0.016) 0.980(0.016)
SVM on data sets with different amount of kept attributes. 9 0.995(0.007) 0.021(0.015) 0.979(0.015)
10 0.994(0.006) 0.021(0.015) 0.979(0.014)
11* 0.994(0.006) 0.021(0.015) 0.979(0.015)
. . . . 12 0.994(0.005) 0.021(0.015) 0.979(0.015)
Multinomial. However, Bagging and Random Forests still 13 0.995(0.005) 0.020(0.015) 0.980(0.015)

TABLE Il

RESULTS FOREXPERIMENT 2

perform better than Naive Bayes Multinomial. SVM also _14 0.995(0.005) 0.021(0.015) 0.979(0.015)

performs well, but there is a clear loss of performance as the
number of attributes is decreased, and the algorithm does no

(c) Results of tuning the bag size in Bagging algorithm

; Bag size  Weighted AUC FNR TPR
perfor.m as well as Bagging and Random Forests, as can be P9 meag (STD) mean (STD) mean (STD)
seen in Table I. T00% *  0.995(0.005)  0.061(0.017)  0.942(0.023)

Bagging and Random Forests perform fairly similarly as  95% 0.997(0.003) 0.062(0.018) 0.942(0.023)

i i 9 ighd 90% 0.996(0.004 0.061(0.022 0.938(0.022

long as the percentage of kept attributes is 30% or highes. Th 0% 0.996E0.oo4g 0.06820.0213 0.934E0.031;
shows that it is possible to remove a fairly large amount ef th 80% 0.994(0.005) 0.062(0.023) 0.935(0.025)
attributes before starting performance is degradated.avery 75% 0.995(0.005) 0.074(0.010) 0.928(0.021)

since the feature selection does not provide any performanc
enhancement, in fact there seem to be a small performanced) Results of tuning the number of iterations in Baggingoithm

loss in most cases, there is no obvious argument for applying 'terations Weigh(tg%;uc FNR TD) TPR (D)
. . . mean mean mean

feature selection during pre-processing. 5 0.994(0.005) 0.063(0.015) 0.944(0.019)

8 0.994(0.005)  0.062(0.018) 0.943(0.019)

_ 10 0.995(0.005)  0.061(0.017) 0.942(0.023)

B. Experiment 2 12 0.995(0.004)  0.057(0.020) 0.944(0.024)

14 0.996(0.004) 0.057(0.020)
Default value is marked with an asterisk.
All other parameters are left as per default.

0.944(0.024)

The second experiment concerned the impact of parameter
tuning on Random Forests and Bagging. In the following two
subsections, we present the results of our experiments.

1) Random Forest:Table ll(a) and lI(b) shows the result
of the parameter tuning done on the algorithms. Looking at

Table li(a) we can see that the performance of the algorithdBncerning AUC. The TPR and FNR values indicate that an
correlates to the number of trees used in the forest. Howevigitreased number of iterations provide a minimal perforcean

although an increased number of trees, the actual perf@enagain. The TPR in Table li(c) indicates that decreasing the ba

showing the effects of using different amounts of attrisute
used when creating each tree, we see that for each number
of attributes the results vary. These results do not seeneto b
related in any way, indicating that one cannot argue thahtun  We have in this work presented an automated tool that
this variable is beneficiary to the overall performance. (based on the EULA) decides if an application is considered
2) Bagging: The effects of tuning the Bagging algorithmmalicious or benign. The use of this tool would help the user
is presented in Table II(c) and 1I(d). The results in Table)ll to decide whether or not an application can be considered ma-
indicates that it is possible to lower the bag size, up till Bcious. In order to make this tool work we had to implement
certain point, and gain performance. However, the resuéis @ number of extractors capable of extract the EULA for the
contradictory and should not be taken as a certainty. Howeverogram. As there exists several different installer fasraand
compared to Random Forest, the TPR and FNR values aackers, we have in this study focused on the ones prevalent i
worse. our data set. However, we have built our tool in such a way that
Table 11(d) shows us that increasing the number of iteratioiit is quite easy to extend it with more formats. It is also terit
do in fact produce a better result, going fr@an995 to 0.996, in a way that makes it possible to use it for bulk tasks (e.g. in

VI. DISCUSSION



a bash script) or calling it from a program (e.g. an antivirus However, it could be argued that the overall classification
tool), the program is flexible and possible to use in both @erformance probably would be slightly higher if an online
server environment and desktop environment. Earlier rebealearning approach is used instead of an offline, since the
has shown the feasibility of using machine learning techesq classifier would be continuously re-trained using new EULAs
to perform text classification on EULAS to distinguish be¢éme Of course, a prerequisite for the online learning approach i
malicious and benign applications. However, earlier tbalge that the integrity of the new EULAs and the associated meta-
required manual input when extracting EULA and submittindata can be guaranteed. Otherwise, it could be possible for
it for classification. One of the main contributions of thaper external parties to feed the learning component with false
is the presentation of an automated tool that is able to extr&ULA content and meta-data in an attempt to reach a certain
EULAs, classify them, and then give decision support. Thtenclusion for a specific EULA. The fundamental problem
level of performance reached by the algorithms clearly show such a scenario is whether the input from the clients to
the potential of an automated system for EULA classificatiothe server really can be trusted to be untampered with. Using
cryptographic techniques it could be set up so that the data
could not be modified in transit, but unfortunately it is herd
to protect the client software from any unauthorized tanmger
This work involves a significantly extended data set of 2,771
EULAs compared to the two previous studies that contained Experimental Results

100 and 996 instances, respectively. By using this datafset o Its sh hat both ) dth q
increased size it is our intention to more accurately mimic Our results show that both Bagging and the Random Forest

real world setting. During the work of extracting the EULA? gorithms handles the EULA categorization problem well,

texts from both the collected spyware and legitimate progra which is surprising as SVM often is considered the algorithm

we could see a clear trend that malicious applications tompst suited for text categorization problems. Both Random

higher extent contained EULAs compared to benign applicg(—maSt and Bagging outperforms SVM as can be seen in Figure

tions. In this case 53 % of the malicious programs contain ﬂNa“(’je Ba_lyes Multlnofmlal was also lout perform(:]d since Itd
EULAs compared to 36 % of the benign programs, whichhowed quite poor performance results except when aroun

strengthens the claim that developers of malicious prograr%0 % Orf] the f_eat:_res w;rebreguged. . d Rand F
make use of EULAs as a means to avoid legal consequenc \S shown 1n Figure 2, ot agging and kandom orest
Even though this is a large data set, gathering it reveal ow equivalent results when their default configuratiorsaw

’ H H 0,
that of the 7,041 applications gathered, we were only able Lfged’ with a slight peak when 10 A) of the features were
extract 2,771 EULAs, i.e. around 39%. This can mostly bl duced using CPD. Parameter tuning for both algorithms

attributed to the number of extractors implemented and ca owed only slight alterations in performance. The resalis

thus be corrected by implementing more extractors. Howev ffate thatdci)zf'gtlt”_'ggt the Rand(t)rPh Fobres;t aIgoEthr:hl_ansﬁ
another contributing factor could be that some applicatio rees an atributes present the best resuft within the
ntext of EULA classification. For the Bagging algorithm

will not contain a EULA, but as the goal of this is detectin 0 . 0 : . .
malicious software that uses EULA, this can be consider use of a bag size of 95 % anq 14 iterations resm_JIt n
acceptable. est performan_ce. The Bagging algorithm reached the highes
performance with an AUC measure of 0.997 and a standard
deviation of 0.03, together with a low FNR of 0.062. The latte
B. Proposed System Vulnerabilities is important as trust in the proposed system otherwise could

Our proposed automated system classifies EULAs as hg. lost .if the proposgd system suggests to the user thgtehe/sh
longing to either malicious or benign programs, and th _OU|d '”St".’"_'ama"c'ous application. From a user pertipec
presents the results to the user. If the classified EULA 1S less critical if the system suggest that the user should

previously unknown by the system it could be consideré'aSta” a legitimate program. It should be noted, that when

that the system ask the user if the EULA content, togeth@?veI instances, from outside our data set, are appliedeo th

with meta-data about the associated binary program, C(Izjltjlc;Aassifier, a certain performance degradation is expected.
collected. With this information it is then possible to amutat-

ically retrain the classifier with the new and slightly exded VII. CONCLUSION AND FUTURE WORK

data set, i.e. using online learning. The alternative agqghas We have implemented and presented an automated tool for
offline learning, which involves collecting previously wen classification of binaries, based on the bundled EULA. We
EULAs by other means, and thereafter manually regeneratingve created an algorithm, also presented in the paperhwhic
a new classifier at certain time-intervals, e.g. once a monttandles the extraction. As the number of malicious programs
Regardless which method is being used the classifier wolultreases, the presented system could assist users imsegar
still automatically detect any attempt by the developers between malicious and benign programs based on their EULA.
malicious programs to fool the system by reformulating the Furthermore, we have, as a result of using our automated
content in their EULAs. The reason for this is that they algvaytool created a dataset consisting of 2,771 EULAs. To the best
need to express their software’s behavior in the text, and by our knowledge, this is the largest collection of labeled
doing so they distinguish their EULA content from the beniggBULAs available today. Using this dataset, we investighte t
EULAs. performance of four different learning algorithms, strigng

A. Data Set Content



suggesting the suitability of using Bagging and Randofn7] S. Scott and S. Matwin. Feature engineering for textsification.
Forest to classify EULAs. The compilation and use of this In Proceedings of the Sixteenth International Conference acHife

tended dat t dt . dat t di Learning Seattle, USA, Jan 1999.
exienae ataset compared 10 previous datasets use m[ﬂ#rF. Sebastiani. Classification of text, automatic.Time Encyclopedia of

prior experiments is a major contribution in this paper. Language and Linguisticppages 457—463. Elsevier Science Publishers,
Using this dataset, we have investigated whether or rt[%] 2006.

i . f the | . | ith ide b M. Simeon and R. Hilderman. Categorical proportiondfedence: A
performance tuning ot the learning algorithms provide be feature selection method for text categorization. Pioceedings of the

ter results than the standard settings. The results makes us Seventh Australasian Data Mining Conferen@enelg, Australia, Jan
conclude that the use of performance tuning is of limited 2008.

. . . 20] E. Skoudis. Malware - Fighting Malicious Code Prentice Hall PTR,
use for the problem at hand. Similarly, we investigated e Upper Saddle River NJ, 80049

impact of using the feature selection algorithm CPD, whidR1] P. Szor. The Art of Computer Virus Research and Defendearson
in other settings have proven very effective for increashmey Education, Upper Saddle River NJ, 2005.

. . . , é22] I. Witten and E. FrankData Mining: Practical Machine Learning Tools
prediction of the learning algorithm. However, we've foun and TechniquesElsevier, San Francisco, USA, 2005.

that, excluding Naive Bayes Multinomial, prediction is 0f23] Y. Yang and J. Pedersen. A comparative study on featefecton
almost no difference or even worse. In the case of Naive Bayes in text categorization. IrProceedings of the Fourteenth International
. . . . . Conference on Machine Learnin@an Francisco, USA, Jan 1997.
Multinomial, CPD increased the prediction, but otherwise
performed worse than the other algorithms evaluated.
For future work we plan to carry out experiments where
computer users evaluate the use and benefit of a fully au-
tomated decision support tool when installing software. We
will also investigate the occurrence of EULASs in a real world
setting.
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