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ABSTRACT 
 

 

In the last few years cloud computing has created much hype in the IT world.  It has 

provided new strategies to cut down costs and provide better utilization of resources. 

Apart from all drawbacks, the cloud infrastructure has been long discussed for its 

vulnerabilities and security issues. There is a long list of service providers and clients, 

who have implemented different service structures using cloud infrastructure. Despite of 

all these efforts many organizations especially with higher security concerns have doubts 

about the data privacy or theft protection in cloud. This thesis aims to encourage Swedish 

Armed Forces (SWAF) networks to move to cloud infrastructures as this is the 

technology that will make a huge difference and revolutionize the service delivery 

models in the IT world. Organizations avoiding it would lag behind but at the same time 

organizations should consider to adapt a cloud strategy most reliable and compatible with 

their requirements. This document provides an insight on different technologies and tools 

implemented specifically for monitoring and security in cloud. Much emphasize is given 

on virtualization technology because cloud computing highly relies on it. Amazon EC2 

cloud is analyzed from security point of view. An intensive survey has also been 

conducted to understand the market trends and people’s perception about cloud 

implementation, security threats, cost savings and reliability of different services 

provided.  

 

 Keywords: Cloud Computing, Virtualization, SWAF, Amazon EC2. 
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Chapter 1 

INTRODUCTION 
 

 

1.1 Overview 

The idea of using cloud computing as a utility is attracting new organizations to adopt 

this environment to cope with a vigorously altering business environment. IT managers 

see cloud computing as a source to maintain scalable IT infrastructures that allow 

business agility. 

Cloud Computing started as a mean for interpersonal computing but now it is widely used 

for accessing software online, online storage [1] without worrying about infrastructure 

cost and processing power [2]. Organizations can offload their IT infrastructure in the 

cloud and gain from fast scalability. These organizations, not only include small 

businesses but also some parts of American government IT infrastructure is moved to 

cloud [3] as well. 

It is important to understand the risks and threats in a cloud environment, so that an 

efficient security policy can be prepared for defense purposes. Preparation begins with 

understanding where awareness comes in. To adopt cloud computing it is important that 

organizations have an acceptable level of trust in it. Information security enhancement or 

success does not mean tossing technical solution to all the problems but it can also be 

accomplished with awareness like training and education. 

The need to address some security issues related to cloud [4] and virtualization as well as 

people’s perceptions to analyze, the level of awareness is needed. There has been a lot of 

research work that covers the technical side of these technologies but a lot of work has to 

be done on people’s perception of cloud computing and its security issues.  

In IT sector the most discussed and revolutionary topic is cloud computing. Immense 

research is being conducted in the academia and industry on cloud computing [5]. This 

study shows that cloud computing is comprised of different core technologies [6] and 

cloud can be used as a tool in SWAF, which will help them in monitoring and managing 

their networks. 
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1.2 Aim of Study  

A survey conducted by IDC [7] shows that 87.5% of the respondents think that the 

biggest challenge to cloud/on-demand model is security. Even though there are security 

issues in the cloud, people’s perception towards cloud and their knowledge/awareness 

about security issues is known very little.  

This study brings facts about some security issues related to cloud computing and 

virtualization usage in cloud and it also intends to bring up the amount/level of awareness 

among people in SWAF, which influence the trust level on cloud computing. This study 

helps in changing the perception of cloud computing and encourages SWAF to take 

further practical step toward cloud computing in future. 

 

1.3 Delimitations 

As cloud computing and virtualization consists of many security issues this work is not 

focused on all possible security issues related to them. Due to sensitivity of survey 

questions it is not possible to disclose organizations name and/or respondent’s identity.    

 

1.4 Thesis Structure 

The structure of this thesis is organized as follows. The first chapter presents general 

background, research aims and delimitations related to our study. The second chapter is 

an intensive literature review of the theoretical framework, which describes the types, 

services and deployment methods of cloud infrastructures. Further we have shed some 

light on the present cloud vendors, existing technologies being implemented by these 

vendors. Third chapter provides an in depth and detailed explanation about virtualization, 

being the core of cloud computing technology and the security issues, which might be 

faced by different organizations and military. The Fourth chapter comprises of our 

research methodology explaining research purpose, approach, strategy and data collection 

method and analysis plan. Fifth chapter presents our empirical findings and data analysis 

derived from studies. The last chapter focuses on conclusion and related future work. 
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Chapter 2 

LITERATURE REVIEW 
 

 

2.1 Cloud Computing 

2.1.1 Definition  

 The US National Institute of Standards and Technology (NIST) defines cloud 

computing as 

 “Cloud computing is a model for enabling convenient, on-demand network access 

to a shared pool of configurable computing resources (e.g., networks, servers, storage, 

applications and services) that can be rapidly provisioned and released with minimal 

management effort or service provider interaction. This cloud model promotes 

availability and is composed of five essential characteristics, three delivery models and 

four deployment models.”  [8] 

 

2.1.2 Service Models 

Cloud computing has been categorized into three models depending on the services 

provided by the cloud. Following is the brief description of each service model. The table 

1 shows benefits of cloud services provided by different cloud vendors in the present 

market.   

 Software as a Service (SaaS) 

 The consumer is provided with the capability to use provider’s application running on a 

cloud infrastructure. The consumer does not have to manage cloud infrastructure like 

servers, operating system, storage and network. The services are accessed typically with a 

web browser. [9] 

 Platform as a Service (PaaS) 

The consumer is provided with the capability to create applications on their own or 

through the tools provided by the provider on cloud infrastructure. The consumer has the 

control over their deployed applications but have not to manage server, storage, network 

or operating system. [9] 
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 Infrastructure as a Service (IaaS) 

The consumer is provided with the capability to processing, storage, networks and any 

software which they want to run and the operating system which they choose on the 

cloud infrastructure. The consumer does not control the cloud infrastructure but 

networking components like host firewall, storage, operating systems and deployed 

applications are controlled by the consumer. [9] 

 

Service Offering Benefits Vendors 

Software-as-a-

service (SaaS) 

Provider’s software 

accessible over a thin-

client interface, on-

demand, by employing 

multitenant architecture 

and complex caching 

mechanisms (deals with 

the end-user directly) 

Low initiating 

costs, painless 

upgrades, 

seamless 

integration, easy 

customization, 

and managed 

service-level 

agreements 

(SLAs) 

 Salesforce.com 

CRM 

 3Tera 

 IBM Lotus Live 

Platform-as-a-

service (PaaS) 

Computing platform 

including add-on 

development facilities, 

stand-alone development 

environments, an 

application only delivery-

only environment, and a 

runtime environment for 

compiled application code 

Cost reduction, 

especially in 

ensuring security, 

scalability, and 

failover services; 

geographical 

distributed 

development 

teams 

 Google App 

Engine 

 Sun Microsystems 

 GoGrid 

Infrastructure-as-a-

service (IaaS) 

Processors, memory, 

bandwidth, network (such 

as firewalls and load 

balancers), and storage on 

demand using 

virtualization 

technologies 

Lower IT 

infrastructure, 

administrative, 

and maintenance 

costs 

 Microsoft SQL 

Azure 

 The Rackspace 

Cloud 

 Oracle 

 EnterpriseDB 

 

Table 1: Different types of cloud services [10] 
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2.1.3 Deployment Models 

There are four deployment models with reference to the services and users. [11] 

 Private cloud 

The cloud is maintained and operated for a specific organization. Private cloud can be in-

house or with a third party on the premises. The figure 1 below is a simple architecture of 

an Onsite private cloud (In-house) showing clients within the security premises can 

access the cloud services whereas the unauthorized clients are blocked. Whereas the 

figure 2 shows an Out sourced private cloud where the cloud is located on a third party 

premises hosting the server side and is accessible only by the authorized clients. 

 

 

 

 

Figure 1: Onsite private cloud [12] 
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Figure 2: Outsourced private cloud [12] 

 

 Community cloud 

The cloud infrastructure is shared among a number of organizations with similar 

requirements and interests. It can be in-house (Onsite community cloud) or with a third 

party (Outsourced community cloud) on the premises as shown in figure 3 and 4. 

 

Figure 3: Onsite community cloud [12] 
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Figure 4: Outsourced community cloud [12] 

 

 Public cloud 

The cloud is available to the public on commercial basis by a cloud service provider. As 

shown in figure 5 the public cloud has a large variety of organizational and general public 

clients making it easier to adapt but more vulnerable to security risks. 

 

Figure 5: Public cloud [12] 
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 Hybrid cloud 

 This is the combination of different types of clouds (public, community or private 

clouds) as shown in figure 6 below. The hybrid cloud has clear limitations for 

data/application access but as they are part of a single standardized or proprietary 

technology, which allows the data and application to be moved if required from one 

cloud to another. 

 

Figure 6: Hybrid Cloud [12] 

 

2.2 Public Vs Private Cloud 

A private cloud means using own resources in own datacenters making organization in 

control but additional responsibility of management comes upon organization. While in 

public cloud, organization will be relieved from management tasks but the organization 

will have less control [13]. 

The location is also a differentiating factor as in public cloud the hosting will be done in 

the provider’s data center and the services will be provided through web browser. While 
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in private cloud the deployment will be done within the firewall and managed by the 

organization’s own employees. [14] 

The public cloud will be charged on monthly basis. The cost includes the usage per 

Gigabit with bandwidth transfer fees. The storage can be scaled on the demand of user 

and they don’t have to buy the storage hardware. The company manages the resources 

and users don’t have to worry about maintenance. In private cloud the equipment is 

solely owned by the company and they have to manage the cloud. The company can 

easily scale their storage by adding new servers to the existing ones. All the data is 

intended for the company itself and there is no sharing outside the company. The 

scalability is the great advantage in private cloud and it leaves the company with greater 

performance and capacity. [14] 

 Elementary expense 

It is falsely believed that private cloud is very expensive. Whereas it is simply easy to 

build a private cloud at an affordable budget and the deployment is also pretty easy. 

Public cloud hosting is offered at reasonable prices keeping in mind that companies don’t 

have to buy hardware or software. 

 Volume of data 

Private cloud can be started from a few terabytes of data and can be scaled by simply 

adding the new node or disk as the need arises. Similarly in public cloud company can 

start from just the backup of their laptop. And it can be increased according to the 

situation with increase in cost also. 

 Duration of data storage 

In public cloud if company wants their data to store for a longer period then there will be 

increase in costs. Public cloud is most suitable for an organization if its data keeps on 

changing over time. While in private cloud the duration won’t add to organization’s cost 

and it is suitable if they have large archives of data. 

 Performance expectations  

In private cloud the resources can be accessed at Ethernet Local Area Network inside the 

firewall. The read access speed is pretty high usually at 100 MB/s. While in public cloud 

the services are provided on the internet so there could be some problems of speed. This 

can be overcome if appropriate bandwidth is chosen while selecting the public cloud. 
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 Access patterns and locations 

In public cloud if organizations have users all over the world, they can replicate data to 

different geo-locations but it will also increase costs. When the data is stored in different 

places, data stolen risk is very high. To overcome this problem the encryption approach is 

needed. Transport Layer Security (TLS) and Secure Socket Layer (SSL) are 

cryptographic protocols that can used to ensure safe data transfer [15]. 

It is most suitable in content distribution networks. While private cloud is in a single 

location accessed through Local Area Network. The remote users will connect through 

Wide Area Network, maybe through internet. A private cloud at different locations 

making it a distribution approach may cost more initially. Access control mechanisms are 

very important to ensure the data security in cloud storage [15]. 

 Security and data isolation 

In public cloud different cloud vendors have their security policies but the main concern 

is how much they have control-ability of their data. The isolation is only as strong as the 

virtualization technology used and the provider’s firewall. While in private cloud 

isolation of data depends on company’s requirements and security is based on internal 

processes. 

 Confidentiality and destruction of data  

In public cloud different vendors have their own terms and conditions so they must 

carefully go through them before selecting them. While in private there is no such 

problem of data deletion as they themselves manage it. 

 Service Level Agreements SLA’s 

In private cloud individual server malfunction will not affect other services. Hence 

company’s data is not lost and SLA’s are fulfilled. Company must keep in mind the 

architecture and its capabilities before deploying their private cloud. While in public 

cloud the vendors publish their SLA’s and it is their responsibility to keep up to that. In 

case of data loss, vendor will retrieve the data from last backup files and it might the 

company. 

 In-house technical crew 

In public cloud company don’t have to hire technical crew as they don’t buy hardware 

and software to be looked after. It is the responsibility of the vendors to manage their 
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applications and data. While in private cloud the companies have to hire the technical 

crew as the deployment is inside the firewall. Those persons will manage the cloud. 

 Availability of services  

If the organization can’t afford disruption in service then the best solution is private 

cloud. Multi cloud can be good approach for eliminating the availability problem. A 

recent downtime in 2011 of Amazon web services has affected a large number of 

enterprises which further raises doubts about the availability of services provided by 

public cloud vendors [16].   

 

2.3 Characteristics of Cloud Computing 

To differentiate cloud computing from traditional computing a research done by Cloud 

Security Alliance [22] has defined five distinct characteristics of this model. 

 Resource pooling 

Generally resource pooling in a cloud environment is achieved through multi-tenant 

architecture. Multiple customers in a multi-tenant environment access provider pooled 

resources. 

 Rapid elasticity 

Computing resources such as CPU, memory and storage is available for provisioning and 

can be acquired in any quantity at any instant. These resources can be allocated to a user 

rapidly. 

 Broad network access 

Cloud based services can be accessed over network with the help of variety of client 

platforms. 

 Measured service 

Resource usage can be monitored, controlled, and reported providing transparency for 

both the provider and consumer of the service. 

 On demand self service 

Resource allocation such as storage, processing and server time is done automatically and 

no human interface is essential. 
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2.4 Benefits of Cloud Computing 

Cloud computing can help to counter an organization’s IT needs. Let’s look at the key 

benefits in cloud computing. [17] 

 Scalability  

If company came to know that there is an increase in demand of resources, then cloud 

computing can help. Rather than buy new equipment, install and configure them, instead 

company can buy additional CPU cycles or storage from a third party. This will lower 

their cost of new equipment. Once they have met their needs for additional equipment, 

they can stop using cloud provider’s services and they don’t have to deal with unneeded 

equipment. 

 Simplicity 

By not buying new equipment and configuring them allows IT staff to get to the business 

directly. The cloud makes it possible to start applications immediately and the cost is 

very less if the company would have to find an onsite solution.  

 More internal resources 

By shifting non-critical data needs to cloud, company is allowing their IT department to 

focus on business more. And they don’t have to hire or manage more. 

 Security 

Vendors have strict policies for ensuring security. They have proven cryptographic 

methods to authenticate users. Additionally, they can always encrypt their data before 

storing on the cloud. By these measures their data is more secure on cloud than in-house. 

 

2.5 Cloud Security Issues 

The responsibility of secured infrastructure in cloud computing depends upon service 

provider and customer, keeping in view the service model [18]. The security controls in 

cloud computing are same as in any other IT environment. Different deployment models 

and technologies are used to provide cloud computing services to organizations which 

may pose different risks [9].  

We can take some examples to show that responsibility of security falls on both provider 

and consumer. In Amazon’s EC2, which is a IaaS offering, the providers responsibility is 
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up to the hypervisor that means they provide physical security, environmental security 

and virtualization security. While the consumer’s responsibility of security, is of 

operating system, application and data. But in the example of Salesforce.com’s Customer 

Resource Management (CRM), which is a SaaS offering. The entire responsibility lies on 

the provider that means it will take care of physical, environmental, application and data 

security controls. This will relieve the customer. The difference in two examples is due to 

different service models. 

The cloud service providers have to deliver diverse services to many users. They also 

have to manage the security and when they take steps to improve security, the services 

become more rigid. This rigidity is what we said earlier that, it may pose some different 

risks to the organization. These risks arise mostly at the network layer of security 

controls.  

 Data Integrity 

The consumer wants that [19] 

1. They should access cloud resources with security protocols like HTTPS or Secure 

Sockets Layer (SSL) as well as security auditing and compliance checking. 

2.  Fine-grained access control to protect data integrity and protection from intruders 

or hackers. And single sign-on or sign-off. 

3. Shared datasets that are protected from malicious alteration, deletion or copyright 

violation. 

 Data Theft 

1. One possible solution is to encrypt the data. [20] 

2. Personal firewalls and shared datasets protected from Java, JavaScript and 

ActiveX Applets as well as established VPN channels between resource sites and 

cloud clients. [19] 

 Privacy Issues 

The client and service provider should have same privacy policy if not better than the 

other. The provider should assign to every user an access control mechanism defining 

when and who is going to access the data. The clients are also worried that their data 

might be looked at by the vendors. Clients also need to look at all the access log of their 

employees and also of vendor employees. [10] 
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 Infected Application 

The vendor should have access to the servers so that they can check if any malicious user 

has uploaded any infected application. In that case they can take the necessary actions to 

avoid any inconvenience to the customer. 

 Governance 

IT infrastructure manages complex set of hardware and software environments and these 

services are provided to a customer with a guaranteed service level. Governance means to 

have proper control over policies, measures and principles for IT service achievement 

[22]. If governance is compromised then the policies and measures for security can be 

ignored. 

 Compliance 

Compliance refers to the responsibility of an organization to work under a specific 

agreement with established laws, standards and regulations. Compliance become 

complex issue for cloud service provider because of varying security and privacy laws 

administrated in different countries [22]. 

Law and Regulations: Even though cloud service providers are becoming aware 

of different laws and regulations, and may store data in specific control and apply 

required protection for security and privacy. Laws such as SOX and HIPAA etc. 

require the customer to be responsible for the security and privacy of data hosted 

in cloud. 

Data Location: Data location is one of the most important compliance issues 

faced by organizations nowadays [21]. In case of data center housed within 

organization premises the data location as well as the security controls in place to 

protect the data is transparent. In a typical cloud computing environment the data 

is stored in numerous physical locations and data location is unknown to the 

service customer. 

 Trust  

In a cloud environment an organization hands over control over many aspects of security 

by putting its trust on the cloud service provider [22] [23]. Data that is being stored 

outside the physical boundaries of an organization bring with intrinsic level of risk. [22]. 
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The Insider access issue or threat as we know is an issue that is equally true in cloud 

environment. Insider threats include fraud, information theft and information resources 

sabotage. Apart from causing an incident intentionally it is possible that it happens 

unintentionally.  

Moving organizational data into the cloud do not only broaden the domain of threat from 

organizational staff but also from other cloud customers utilizing cloud services and 

sharing resources like virtual machine instances in cloud for computational requirements. 

Such an attack has been conducted in the past against an IaaS cloud as described in [22]. 

 Data Ownership 

It is important that an organization hold possession over all its data. Cloud service 

provider should not be given any rights to alter or use the data for its own purpose or 

gain.  

 Identity and Access management 

One of main areas of concern for organization to move toward adopting cloud is privacy 

and data sensitivity issues. Illegal access prevention has also become one of the 

considerations for cloud service providers. SAML standard is being used by number of 

cloud service providers nowadays to manage users in cloud.  

 Data Protection 

Data is stored in a shared environment in cloud i.e. in a shared environment data is 

located with other customer’s data. Data types that are stored in cloud can vary and to 

keep data away from unauthorized users access control as well encryption are the only 

choices. As access control mechanism is typically identity based, encryption remains the 

only way to protect the data. 

 

2.6 Cloud Vendors 

There are many vendors who offer cloud services with different pricing models. We will 

take a peek in few of the leading vendors like Amazon, Google and Microsoft. [17] 

 

2.6.1 Amazon  

 Offers a number of cloud services, which are; 
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 Elastic Compute Cloud (EC2)  

EC2 offers virtual machines and extra CPU cycles for an organization. EC2 is rented in 

units called instances. Where each instance, is a virtual server. There are five different 

types of instances to rent from, each with varying CPU power, memory, hard disk space 

and IO performance. [24] 

 Simple Storage Service (S3) 

S3 was launched in 2006. S3 allows company to store items up to 5GB in size in 

Amazon’s virtual storage service. [24][17] 

 Simple Queue Service (SQS) 

With message passing API the machine can talk between distributed software 

components. This service is used with EC2 to coordinate between different instances. 

 SimpleDB 

This service works with S3 and EC2 and collectively providing the ability to store, 

process and query data sets in the cloud. It is a relational data storage service like 

RDBMS. SimpleDB is accessible independent of EC2 instances and SQL-like query 

language is used. 

These services are command line because Amazon’s virtual machines are Linux 

based. 

 

2.6.2 Google 

Google offers Google’s App Engine, which enable developers to build their own 

applications like Google’s own applications. It is the example of PaaS offering. Google 

removed the feature to write file out of security reasons. To store, company must use 

Google’s database. App Engine is not as uptake as Amazon because it is newer and is 

only out for test basis. [24] [17] 

 

2.6.3 Microsoft   

Microsoft offers operating system Windows Azure to run Windows applications and 

store files and data using their datacenters. Key features of Azure platform are; 
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 Windows Azure 

Windows Azure provides service hosting and management of storage and networking. 

Users have to choose Web or Worker roles for application instances. Web role is suitable 

for application interacting with outside world using the network while the worker role is 

for applications just needed for simple processing. The Azure platform provides storage 

in three forms that are Blobs, Tables and Queues. Blob storage is similar to Amazon’s S3. 

Table storage is similar to Amazon’s SimpleDB. Queue storage is similar to Amazon’s 

SQS. 

 Microsoft SQL Services 

Microsoft SQL service provides database services and reporting. The software is similar 

to RDBMS SQL server with a slight modification to the interface. This service is similar 

to Amazon’s SimpleDB. 

 Microsoft .NET Services  

Provides service based implementation of .NET framework. .Net services has three 

components which are  

1) Access control service. 2) Service Bus and. 3) Workflow Service. 

Live Services: used to share, store and synchronize documents, photos and files.  

 

 2.6.4 EMC 

EMC’s Symmetric V-Max is a management system that supports high end virtual 

datacenters. It provides storage facilities and different datacenters can be managed from 

one place. 

 

2.6.5 NetApp 

NetApp and Cisco have joined together to provide dynamic data centers and storage 

service and server virtualization. 

 

2.6.6 IBM  

IBM offers Smartcloud. It provides both public and private cloud solutions. Customer can 

choose from the available servers, operating system and applications. It provides PaaS, 

IaaS and SaaS services. [25] 
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2.6.7 OpenStack  

OpenStack is open source cloud computing platform for public and private clouds. It is 

founded by RackSpace hosting and NASA. [26] 

 

2.6.8 Eucalyptus 

Eucalyptus provides the platform for private cloud computing. It has an API which can 

be integrated with Amazon cloud. It uses current infrastructure to create an AWS 

compatible cloud resources for storage, network and computing. [27] 

 

2.7 Performance and Cost Factors 

The study[28] shows there are many influential factors in adopting cloud computing like 

Reliability, Security, Performance, Scalability, Compliance and Physical Location, 

Integration with other Services, Environmental issues, Cost, Innovation, IT Department’s 

Stand and Changes, Cloud Model, Time to Market and Ease of Use. Here only two 

important factors, cost and performance are taken into account. 

 

2.7.1 Performance 

Any organization who wants to adopt cloud environment should think about the 

Performance issues. Performance factors depend upon cloud deployment model, different 

technologies and techniques an organization uses. The connection between the cloud 

server and user can be a major factor which can affect the performance [29]. Different 

latency concerns like Network latency, processing latency and client side latency can 

affect the performance. For improved performance the latency should be guaranteed end-

to-end and edge devices should be configured according to cloud configurations. [30] 

 

2.7.2 Cost 

Reduction in cost is also a primary factor for inclination towards cloud computing. An 

organization has to spend a lot of cost on setting up IT infrastructure and still the 

resources cannot be fully utilized which is a waste of money. But by using Cloud an 

organization have to pay for the resources they will use. Capacity planning can become 

easy because of cloud computing. Users only have to pay for the resources they used, 
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according to their demands. Reduction in cost depends upon the cloud deployment 

model. Data transfer will be a costing issue in public clouds. In [31] different costing 

issues have been analyzed in AWS. 

A recent research project [32] carried out for the connectivity of GENI resources to the 

resources allocated on Amazon EC2 shows a very clear explanation of cost implications. 

Amazon EC2 cloud has different regions with multiple availability zones to avoid 

complete failure during server instances. Amazon has provided the access to EC2 

resources purely on IP and only layer-3 solutions.  

Only the traffic in the same availability zone is free where as the traffic between different 

regions and different availability zone even in same regions are all charged. Amazon has 

a charging of $0.10per GB for data transfer in the EC2 cloud while the data transfer out 

has different rates as high as $0.17per GB for 10TB per month to as low as $0.10per GB 

for over 150TB of data per month. Moreover the data transfer between instances in the 

availability zone in same regions charges $0.01 per GB in/out. Static IP addresses are 

also offered and charged by Amazon on customer demand. Assigning a static IP address 

to an instance can cost $0.01, while the unused static IP addresses is charged $0.01 per 

hour. 

The above costs also imply for VLAN connectivity using any software e.g. VPN if 

customer requires within the allocated resources. Another option is to create layer-3 

VLAN using Amazon VPC. This helps to bridge or expand VLAN capacity using the 

EC2 cloud. A basic price of $0.05 per VPN connection per hour is charged but it should 

be noted that there are further restrictions such as number of subnets per VPC, number of 

VPC per AWS, VPN gateway per AWS account and more. Hence these implementations 

give a much clearer picture of cost expenses for a customer moving to cloud services 

 

 2.8 Cloud Computing Standardization Issues  

Lack of Standardization arises issues like data privacy, encryption and interoperability 

[33], which is affecting its adoption.  To overcome the standardization issues different 

well known organizations are playing their roles. DMTF’s OVF is helpful for Hypervisor 

by providing a way to transport VM between different platforms [34]. IEEE is working 

on standards to support interoperability among different cloud computing platforms. 
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OASIS is working to solve security issues like identity management and vulnerability 

mitigation. It is also working to improve the quality of service (QoS).  SNIA provide 

standards for clients to interact with cloud based storage, interaction between two cloud 

storage and data management in cloud. 

When using public cloud enterprises have to face vendor lock-in issue. In order to reduce 

vendor lock-in, open standards are needed. For avoiding the issue of vendor lock-in the 

enterprises are looking for inter-cloud concept, so that back up of their application data 

can be stored in another cloud. [35] 

These efforts are not enough but timing and user input are very important factors. 

Standardization process will refine in coming years. Cloud computing is still in infancy 

stage and trust level is weak, once the big organization and government agencies start 

adopting cloud environment this will speed up the standardization process. 

                                     

2.9 Military Security Issues 

We had a special task to find through intensive literature studies and a survey targeting 

the professionals in IT to find out whether it’s safe for the armed forces to shift to cloud 

infrastructure or not. As we know that the data in military is highly sensitive, so a 

security policy is essential. In military the security policy dictates that every information 

should be tagged as who can access which information. There should be proper 

authorization of the users. In commercial environment the disclosure of information is 

not so important but it must be applied in military. There should be no disclosure of 

information to any unauthorized person. There should be a proper check as to which 

person can read which data items. To do this there should be a check on who can write 

the data. There should also be a proper security measure while copying a data item. 

Because when an item is copied, it should be ensured that all the security constraints are 

also applied to the copied document. If there is no security constraints applied to the 

copied data item, then it can easily become declassified and problems may arise. In 1983, 

the U.S Department of Defense produced the Orange Book. In this book all the 

mechanisms to apply the security policy are written for computer based data. For 

example all the stress in that is on data labels and user access control. [36]  
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Chapter 3 

VIRTUALIZATION 
 

 

There are many different existing technologies and practices used by cloud providers 

such as the usage of Internet Protocols for communication, Virtual Private Cloud (VPC) 

Provisioning, Identity and Access Management (IAM), Load Balancing and Scalability, 

High Performance Computing Technologies and Virtualization. In this chapter we will 

focus on virtualization being the core technology used in market and describe in detail the 

types, functionality, security benefits and how it is used as a tool for monitoring and 

securing the network. Further we will also highlight on some security attacks which 

might be possible using this technology. 

 

3.1 Virtualization 

One of the important factors behind cloud computing is scalability and it can be achieved 

using virtualization technology [37]. Virtualization can be defined as a technology such 

that there is a software abstraction layer between the hardware and operating system and 

applications running on top of it. This software abstraction layer is called Virtual 

Machine Monitor (VMM) or Hypervisor. The VMM hides the physical resources from 

the operating system because hardware resources are controlled by the VMM. This is the 

reason that user can have two or more operating systems running on the same machine in 

parallel. Therefore hardware can be partitioned into two or more logical units called 

virtual machine (VM). VMs share the physical resources like memory, disk and network 

devices. Programs running in one VM cannot be seen by other VM’s programs, that is, 

they are isolated. [38] 

 

3.1.1 Definition 

Virtualization defined by SNIA, 

  “The act of abstracting, hiding, or isolating the internal functions of a storage 

(sub)system or service from applications, host computers, or general network resources, 

for the purpose of enabling application and network-independent management of storage 

or data”[37]. 
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3.2 Benefits of Virtualization 

Different core technologies can be used to build cloud computing depending upon the 

organization needs [39]. One of the most important and heavily relied technology in 

cloud computing is Virtualization [40]. The reason for using virtualization is reduced cost 

and better monitoring. Some of the main benefits of virtualization are described below. 

 Easier manageability 

Whole network can be monitored and managed form a single point. Administrators 

manage and monitor the whole group of computers in a network from a single physical 

computer [37]. 

 Availability 

One can keep the virtualized instances running even if the node needs to be shut down for 

maintenance purposes. This can be done by migrating the virtualized instances to other 

machines and later migrating them back to the computer without closing the instance. So 

there is no downtime in the services [38]. 

 Scalability 

Administrator can easily add a new node with basic installation to contribute with the 

existing virtual machines to provide the services. So as the company expands the cluster 

will also expand [38]. 

 Increased security 

The information and applications can be put in different virtual machines on a single 

physical machine. Thereby increasing the security as virtual machines are separate 

entities. If a virus comes in it will not affect the whole computer because it will reside 

only in the one VM and other VMs will not be affected thus delivering the services [37]. 

 Reduced costs 

Costs are reduced in the sense that less hardware, less space and less staffing 

requirements. Network costs are also lowered as less switches, hubs and wiring closets 

are required [37]. 
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3.2.1 Security Benefits of Virtualization [41] 

As we know that security is one of the main worries for organizations to adapt cloud 

computing so we must peek into the security benefits and their implementations using 

virtualization. 

 External monitoring 

Virtual machines share resources from a single physical machine so it is possible to 

observe resource usage of a VM and detect a malicious software activity through an 

external VM. VM monitoring can be done by hypervisor or a dedicated external VM. It is 

prudent to dedicate a separate VM for this purpose as hypervisor should remain as secure 

as possible.  

 Transience 

VMs one of the most exciting feature is to start it remotely, which means that it can be 

used when needed. Since an offline server cannot be accessed, reducing the time it is 

online can be helpful to save it from attackers. When the servers are online they should 

be used all the time which ensures that the system is being directly observed helping to 

monitor any interference.  

 Isolation 

One of the most popular and important feature is “isolation”. A single physical machine 

resource is partitioned into segments so that each Guest VM can run separately. This 

isolation makes sure that a single VM failure would not affect other VMs or if a VM is 

compromised then other VMs sharing resources on the same physical machine are not 

affected. Isolation at VM level brings additional security along with multi-user OS file 

access security (read, write or execute).   

 Abstraction 

Hypervisor typically serve as a layer of abstraction between VMs and hardware. Each 

VM is allowed to access its share of allocated resources. A guest OS running on a VM 

has no idea about hardware nor it has any idea about virtualized environment (Full 

virtualization). This abstraction also enhance the security as an attacker wouldn’t know 

about host environment and compromising it, will be to a great extent difficult. 

 

 



24 

 

3.3 Types of Virtualization 

There are two types of virtualization which are process virtualization and system 

virtualization. It is also noteworthy to mention paravirtualization and previrtualization 

which are the two types of approaches for system and processes virtualization. Let us 

throw some light on all of them one by one. 

 Process Virtualization 

In process virtualization the operating system virtualizes the memory address space, CPU 

registers and other system resources for each running process [42]. Each process is 

unaware of the activities of other processes. The operating system assigns CPU time to 

each process based on scheduling algorithm. So that every process gets the fair share of 

CPU time and thus creating the illusion that each process has got the sole CPU time [43]. 

Through virtual memory each process has the illusion as if it has its own address space. 

In which it has the access to its code and data and also to the system and application 

libraries. The virtualization of memory is achieved through page tables. The virtual 

memory page addresses are mapped from process virtual address space to actual physical 

memory. 

 System Virtualization  

In system virtualization the entire system is virtualized, the memory, CPU, devices and 

processes creating a virtual environment known as Virtual Machine (VM). This is 

achieved through a hypervisor or Virtual Machine Monitor (VMM). The hypervisor 

manages the resources and provides them to the VMs safely [43, 42]. 

 Paravirtualization 

In paravirtualization the actual guest code is modified to use a different interface. This 

modified interface will access the hardware directly or the virtual resources controlled by 

the VMM [44]. Systems like Xen use paravirtualization.  

 Previrtualization 

Previrtualization is a technique for combining the performance of traditional 

virtualization with paravirtualization [45]. Previrtualization is achieved through an 

intermediary interface between guest code and VMM. This interface should be agreed on 

by VMM and guest OS developers or there should be a special compiler to do this. 
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3.4 Hypervisors or Virtual Machine Monitor (VMM) 

Hypervisor or virtual machine monitor (VMM) is the heart of virtualization technology. 

As briefly described above in 3.1 hypervisor is a software which sits between virtual 

machines (VM) and hardware to allow multiple operating systems to run on top of single 

physical machine. Hypervisor controls each VM access to I/O, memory or/and storage 

which gives a benefit of isolation. Hypervisor makes sure that VM’s operations are 

isolated from each other like crash of one VM should not affect working of other VM’s 

and one VM should not access memory block already belong to other VM. Hypervisor 

should have a very high level of security because whole of the system is dependent on the 

stability of the hypervisor. Mechanisms should be used which guarantee, secure 

communication and strong isolation [46]. Following are some of the types of hypervisors 

being used at present. 

 Traditional hypervisors 

These types of hypervisor can support more than one virtual machines, and runs on bare 

metal. Traditional hypervisor such as Xen and VMWare ESX supports its virtual machine 

completely regarding device drivers and other necessary services [47, 48].  

 Hosted hypervisors 

These types of hypervisor can support more than one virtual machine and runs on 

standard OS. Hosted hypervisors can take advantage of existing device drivers in the host 

OS and other service. Desktop users with the help of hosted hypervisors take advantages 

of virtualization. Examples are VirtualBox or VMWare Workstation [49, 50, 51]. 

 Microkernels 

Microkernels mostly used in embedded system and implement low level mechanism and 

can be used to isolate operating system servers in user mode. Communication paradigm 

between operating system’s servers is inter-process communication (IPC). Microkernel 

only knows about threads, tasks, memory context of tasks and OS processes.  

Microkernels don’t offer any service or device drivers like other hypervisors [52]. 
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 Thin hypervisors  

Thin hypervisor like traditional hypervisors run on bare metal. These are very small in 

size to give less functionality. They are suitable for embedded system because of low cost 

and low resources. Examples are SecVisor and BitVisor [53, 54]. 

 

3.4.1 Hypervisor Based Security Architecture 

3.4.1.1 Isolation based services 

There are many isolation based services as part of the hypervisor based security 

architecture which is also an advantage, so a brief description is given below. 

 Protecting against a malicious OS 

The hypervisor does not safeguard the application’s own vulnerabilities and a malicious 

operating system from posing a threat [55]. 

 I/O Security 

BitVisor is an example of hypervisor which provide I/O security. Most I/O instructions 

pass through the driver to the hardware but the control and data instructions are handled 

by the hypervisor [54]. 

 Mandatory Access Control 

With Mandatory Access Control (MAC) policies, better security can be brought to 

critical applications. The hypervisor based MAC can be used to secure virtual domains. 

 

3.4.1.2 Monitoring based services 

Another part of hypervisor based security architecture is monitoring based services. 

Following are the main aspects which can be achieved through monitoring based 

services. 

 Attestation 

Hypervisors can be used to attest the guest code integrity and state. This is done with the 

architecture of Trusted Computing Group (TCG). An early VMM used for attestation was 

Terra [56]. It supports open and closed box domains with sealed storage and remote code 

attestation for domains. Closed box domains cannot be even examined by the owners. 

Examples are game consoles, ATM’s and mobile phones. Terra was implemented using 
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VMware GSX Server along with management VM, which allocate resources and 

interaction between VM’s. 

 Malware analysis 

There are many examples of virtualization based systems for malware analysis. We will 

take the example of Patagonix system [57]. It tracks code execution supported by 

hardware mechanisms and remain consistent of any OS differences. This is done by 

setting up a non-executable (NX) bit on all pages. Any code execution can be trapped by 

the hypervisor where upon it can be inspected. 

 Intrusion detection  

Intrusion detection in a system Introvirt [58], bridges the semantic gap between 

predicates and guest software, the system can execute the guest code in guest address 

space. And if there is any change in the guest state because of executing the guest code, 

the system has the roll back functionality. 

 

3.5 VMware ESXi and XEN Hypervisors 

VMware ESXi, KVM, Xen and Hyper-V are some of the popular hypervisors. Recent 

studies [59] [60] show that VMware and Xen are the two most used hypervisors but Xen 

is slightly ahead and gaining popularity rapidly. Hence description of VMware 

(proprietary) in brief and Xen (open source) in detail is provided in the following 

sections. 

 

3.5.1 VMware ESXi  

In virtualization products Vmware is the leader and ESXi is their product. VMware ESXi 

server is a hypervisor technology by VMware. Its functionally is similar to VMware ESX 

server but with small modifications. Full virtualization approach is used by VMware. Full 

virtualization in simple words means that the OS is unmodified and it doesn’t need to 

know that other VM’s are running or sharing the physical machine resources and is 

achieved with binary translation. In [61] VMware architecture is discussed in detail, 

hypervisor in VMware architecture is called “VMkernel”. VMkernel provides a way for 

running all processes on the system which includes virtual machines. It has control of all 

the devices. 
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 Networking 

In VMware ESXi server a VM is configured with an emulated network card which runs 

in the Guest Operating System. The real NIC hardware device driver runs inside 

VMkernel. VMware vSwitch runs inside VMkernel and it switch the packets back and 

forth between the guest buffers and queues and the hardware device driver's buffers and 

queues. 

 Storage 

ESX emulates an SCSI device in the VM which runs in the Guest OS. The real storage 

drive runs inside VMkernel. It supports two types of Logical units:  

1) VMFS (virtual machine file system) 

2)  RDM (raw device mode)  

 VMotion 

ESX has the ability to move a VM from one physical server to another without noticeable 

downtime. This ability is called as VMotion. In order for VM migration to happen 

without any downtime it is necessary that storage and network are configured correctly. 

 

3.5.2 XEN 

Xen is an open source hypervisor used widely for virtualization of CPU architectures like 

x86 [60]. It also supports broad reach of operating systems to be used as guest OS like 

Linux, Windows, UNIX and Solaris. The following section will explain XEN architecture 

which will help us to understand how a hypervisor works and what components does it 

comprise. The reason to discuss XEN VMM architecture is solely related to its Open 

Source nature. This section will introduce us with a high level architecture as well as 

some general low level OS terminologies. [62] Shows the basic components of XEN 

based environment which are as follows: 

 XEN Hypervisor  

Hypervisor as described previously is like a software to be used as an abstraction layer 

which hides all the low level details from the user i.e. arranges the low-level interaction 

between VM and physical hardware. The main duty of a hypervisor is to control the 

execution of virtual machines as well as provide functions like access to physical I/O, 

physical memory, network etc. No VM has a direct I/O path except Dom0. 
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 Domain 0 

Domain 0 is also a VM. Domain 0 has special rights to access I/O resources and it can 

access other VMs. It is required that Domain 0 must be loaded and run first in the system 

before loading any other VM. Most of the management work is done by Domain 0 and 

none of the guest OS has rights to access the I/O resources directly so it also 

communicates with the hypervisor on behalf of guest OS or Domain U PV 

(Paravirtualization) guest or HVM (Hardware Virtualized Machine) guest. Two drivers 

namely Network Backend Driver and Block Backend Driver have been incorporated in 

Domain 0 which take care of request from Domain U PV and HVM guests regarding 

network and disk requests. 

 Domain U 

Domain U unlike Domain 0 has no direct access for the resources on the physical 

hardware. It has to request Domain 0. Guests on Domain U are divided into two types 

depending on types of virtualization in general i.e. Paravirtualized virtual machine called 

Domain U PV guest and hardware virtual machines called Domain U HVM guest. The 

difference between both is, paravirtualized virtual machine run modified OS like Linux or 

UNIX and for hardware virtual machine unmodified OS like windows is used. There are 

certain limitations associated with both of them. Paravirtualized VM as stated above run 

modified OS and unlike hardware VM i.e. imitating each component of a typical system 

like memory, I/O and BIOS to the VM, it just presents the VM with an abstraction of the 

hardware [63]. 

Domain U PV guest is aware of other VM running and sharing of resources whereas 

Domain U HVM is not, that is why Domain U HVM machines don't have PV drivers 

within the virtual machine. A daemon called as Qemu-dm is started for each HVM 

machine on Domain 0 which handles networking and disk access requests. 

 

3.5.2.1 Domain U and Domain 0 communication [62] 

As stated before that Domain U guests can not request for memory or disk access directly 

but it has to communicate Domain 0 for this. In order to write something on the local disk 

Domain U PV guest writes the data on local memory which is shared with Domain 0. The 

following figure explains this interaction at a fairly high level to understand this concept. 
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Figure 7: Domain 0 and Domain U interaction [62] 

 

 

Let’s suppose Domain U gets a request to write some data on the disk. Domain U will 

write it to local shared memory first. As shown in the figure, there is an event channel 

opened between both domains which help in communicating via interrupts in the XEN 

hypervisor. 

When Domain 0 gets an interrupt from XEN hypervisor, PV Block Backend Driver will 

access and read the local shared memory and data is written to a specified location on the 

local disk space. Please note that event channel have certain interrupts which are 

registered in Xenstored. 

 

3.5.2.2 XEN network configurations 

Depending on the network card they can be configured to operate in different modes. 

Below is the explanation of these modes. 

 Network bridge configuration mode  

Bridge default behavior is to relay frames based on MAC identifier. It is used for 

advanced networking purpose. It skips the network stack and connects to the network 
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card and transfers data directly. In this configuration mode, IP address is obtained on 

local ethernet and accesses the network directly. From security point of view MAC 

filtering is applicable in this mode through ebtables [64]. 

 Network route configuration mode 

In this mode traffic is based on IP address. Unlike bridge mode it is dependent on driver 

domain for routing on Ethernet, getting IP address or accessing the network. To make this 

mode secure we can use iptables. 

Domain U guests don't have direct access and they rely on backend drivers on Domain 0, 

which acts as an interface between guests and the required service/hardware [64]. 

 Network NAT configuration mode:   

NAT stands for Network Address Translation. XEN NAT configuration need driver 

domain for working. All the guests get internal IP address from software NAT router and 

are inaccessible from outside (behind NAT router). Security can be implemented by using 

iptables. 

An additional NAT layer is between guests and network card. Domain 0 driver domain is 

used for NAT. The guests receive internal IP address. This mode is secure obviously as 

not even different VM's can access each other by default. The VM's are not accessible 

from Internet that is why this mode is not suited to run servers on unless port forwarding 

is enabled in the NAT router [64]. 

 Network Host only configuration mode:  

It is a hybrid mode which creates a virtual software interface to which guests can connect. 

For the purpose of understanding, it can be considered as a loop back interface which is 

created on Domain 0 (Independent of physical network interface) [65]. 

 

3.6 Cross VM Attacks  

3.6.1 Introduction 

A shift towards cloud-based computing is gaining popularity among organizations 

irrespective of their size or role. Cloud solution for computing is bringing many benefits 

to organizations in terms of cost and scalability. With the growing popularity of cloud 

computing more and more organizations are inclining towards this change to benefit from 

all the promises it has made including low operational as well as capital cost. 
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Cloud based services like Amazon EC2 or Microsoft Azure allow user to utilize on- 

demand access to computing capacity and leveraging benefits for an organization in 

terms of economies of scale, dynamic provisioning, and low capital expenditures [66].  

Third party cloud providers increase their infrastructure by usage of multi-tenancy by 

having multiple customer virtual machines to exist together on a single physical host. 

Although it is an efficient way to maximize the utilization of capital cost of cloud service 

provider, it introduces number of vulnerabilities. 

VM in such environment share resources like CPU, memory, network, I/O etc. of the 

physical machine. It is possible to plan the internal cloud infrastructure, recognize where 

a particular target VM is likely to exist in, and then start new VMs until one is placed co-

resident with the target [66].  

In a traditional network, hosts are secured by placing in-depth security controls at 

appropriate levels which are not transparent and controlled by a customer in a public 

cloud infrastructure. Even though virtualization and multi-tenancy in public cloud brings 

a lot of benefits for users it introduces new risks, which raise some trust issues among 

service provider and customer.  

In a typical cross VM attack an attacker use a VM to compromise other VMs on the same 

physical machine via side-channels between VMs to violate user’s confidentiality [66]. 

According to [66], the attack is possible by carrying out two steps: Placement and 

Extraction. As the name is self explanatory Placement refers to placing a VM on same 

physical machine as victim and Extraction means to extract confidential information from 

VMs by conducting cross VM attack. 

 Amazon EC2 

One of the most popular third party cloud is Amazon EC2, which enables users to acquire 

computational resources. It provides user to run Linux, Windows and Solaris as guest OS 

in a XEN based virtualized environment. XEN hypervisor or VMM is used as an 

abstraction layer which controls access to hardware resources for each VM.  

Amazon EC2 service can be obtained by registering for it and can create one or more 

virtual machine images called an “instance” [66].  

Amazon generally provides three regions, two of them located in U.S and one in Europe. 

Each of these regions contains multiple “availability zone”. Availability zone refers to 
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failure mode like power and network connectivity [66]. Amazon give flexibility for users 

to choose between different “instance type” depending on their computational 

requirements. Different instances in Amazon cloud share same physical machine 

resources and each instance is provided with independent external IPv4 domain name and 

internal IPv4 domain name. 

 

3.6.2 Cloud Cartography  

First step in cross VM attack is to locate the target VM in the cloud. This process needs 

to map EC2 cloud to determine the location of different or required target VM for co-

residence. In Amazon EC2 cloud, VMs can only be co-resident if they have similar 

creation parameters like region and instance type [66].    

 Enumerating public web servers 

The first step is to enumerate EC2 public web servers through external probes and 

translating all the responsive public IPs to internal IPs [66]. External probes are 

originated from a system outside EC2 infrastructure and the destination is an EC2 

instance [66]. To achieve network probing tools like nmap, hping and wget are used. The 

researchers in [66] utilized WHOIS queries to identify different public IP subnets 

assigned to Amazon EC2 and later with the help of external network probes estimated the 

responsive IP addresses in all of those subnets. 

 Launching multiple EC2 instances 

Another part of this method is to launch a number of EC2 instances so that all the 

assigned IP addresses are analyzed in order to make an assumption. 

 

3.6.3 How Instances are placed in EC2 

In [66] different tests on EC2 derived that the instance parameters are not assigned 

separately from the primary infrastructure. Internal IP addressing is tightly coupled with 

the availability zone and instance type. In Amazon EC2 cloud, all the instances are 

assigned IP addresses from disjoint portion of internal IP subnet.   
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3.6.4 Determining Co-Residence  

Before launching an attack on a VM it is important to be co-resident with the target VM. 

In above sections we saw how mapping can help placement of an instance on the same 

physical machine. The question is how to check or determine co-residence with another 

VM? There are few checks which can tell us how to determine that instances are co-

resident with each other.  

 Matching Dom0 IP 

As discussed in the previous sections, XEN hypervisor runs a VM, which handles the 

management duties called Dom0. In a networked environment, DomU traffic will 

traverse through Dom0, which means that it has an IP address. In reality Dom0 serves as 

the instance first hop. One can determine its Dom0 IP address by a simple trace route. An 

unrestrained instance Dom0 IP address can be figured out by launching a TCP SYN trace 

route to it. 

 Small packet RTT 

Instances seem to be co-resident, if they have small RTT for packets. IN [66] it is 

analyzed that the first packet RTT in probes was slower than following probes. 

 Close IP addresses 

Internal IP addresses assigned to instances sharing same Dom0 are contiguous, it means 

that they are numerically closer to each other. 

   

3.6.5 Placement of Exploit in EC2 

Before the attacker achieves placement of VM on same physical machine as that of 

victim, [66] describes a hypothesis about how to use map and co-residence check. In [66] 

it is described that a single account even if running multiple instances in Amazon EC2 

cannot be co-resident. So even if an attacker is running n instances from a single account 

they will be placed in n different machines. 

In EC2 there is a strong placement locality [66]. It means if two instances are run 

sequentially, it will be co-resident and it’s true for instances running in parallel.  

As seen in previous sections, how a mapping is done and a check for testing co-residence 

in this section, we will see how we can place a VM with target VM in the same physical 

machine. [66] describes two methods to achieve this: 
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 Brute force placement 

It is evident from its name that multiple instances run for a longer period of time and 

continuous effort is done, where attacker enumerates a group of possible targets. The 

attacker then decides with the help of a map that, which of these victims belong to a 

particular availability zone and particular instance type. The attacker continually runs 

probe instances. Probe instance checks its co-residency with the targets. If an attacker 

instance is not co-resident with the victim’s instance, it will be ended quickly. 

 Abusing placement locality 

As explained in previous sections, parallel placement locality exists when instances run at 

approximately the same time. This approach can be useful in initializing new VMs on 

same physical machines by running instances roughly at the same time when a target VM 

is launched. One might think that is it a reasonable situation? Yes! The core promise of 

third party cloud infrastructure is to provide pay-per use capability, which gives the 

flexibility to a user to run the servers when needed. 

 

3.6.6 Information Leakage 

A side channel is referred to cross VM information leakage due to the sharing of physical 

resources like CPU, memory etc. [66]. After placing himself on the same physical 

machine as victim, the attacker can use side channels to get information from the target 

instance.  

Side-channel attacks are long studied and are used to extract cryptographic keys with the 

help of cache based side-channels. Attacks such as exploitation of shared cache can be 

carried out to extract cryptographic keys from co-residents which can be damaging in the 

third party cloud environment [66]. An example of how cache based side-channel attack 

is carried out is described in following section. 

 Cache attack 

Main memory consists of CPU which is comprised of small fast memory cache shared by 

all applications [66]. If only an attacker accesses the cache it is being served from the fast 

cache, but when it is shared by the victim the cache fills up and attacker can notice slow 

down. The memory access pattern can be analyzed by an attacker by this slow down. For 
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example if a victim is decrypting an AES or RSA, access pattern is determined by shared 

key [66]. 

 Measure of cache usage 

Measurement of cache usage can be done by an attacker to find out the current utilization 

of CPU cache on the physical machine. Logically speaking it is clear that a high load 

reflects activity on co-resident virtual machines. Cache usage can be measured by 

adopting PRIME+PROBE technique [67]. 

In [67] PRIME+PROBE mechanism is described in detail, which is used by attacker to 

measure the cache usage. In simple terms the attacker reads a memory location from its 

allocated memory space and read until fills it. The attacker waits for a random or 

specified amount of time until a victim uses the cache. When the attacker again reads the 

memory and if the usage by a victim was high, then attacker’s data on the cache will be 

deleted which will result in high timing measurement in a time-shared virtual 

environment [67].  

 Cache based covert channels 

Utilizing this technique an attacker can create a covert channel. Cache based covert 

channels are useful in situations where network based cross VM communication is not 

possible. The main idea is to divide the cache in to odd and even sets i.e. read 0 for even 

and 1 for odd. 

 Traffic rate estimates 

This technique provides a way for knowing the number of visits to a web server residing 

on co-resident VM or even how many times a page is visited. If a competitor accesses 

theses statistics then it can be harmful. 

 Timing attacks using key stroke 

By utilizing load measurement techniques an attacker can measure the time between each 

key stroke by a target when typing sensitive information (password). The information 

obtained by the attacker can then be used to retrieve sensitive information. In a controlled 

lab environment this method has detected keystroke with 95% success rate [66]. 
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3.7 VM Migration Attack 

3.7.1 Introduction 

Third party cloud sees live migration of VMs as a solution simplifying problems related 

to management and work load balancing [68]. The basic concept behind Live VM 

migration is to transfer a VM from one physical machine to another with minimum 

downtime. 

The benefits available from VM migration are high ease of use, improved mobility and 

dynamic load sharing. Live VM migration ensures the minimized service downtime as 

well as the period of migration. There are three types of migration strategies namely: 

 Stop and copy 

 Demand migration  

 Iterative pre-copy 

In stop and copy techniques the source VM is stopped first and then all the pages are 

copied over the network. Once the files are copied, destination VM is started. The benefit 

for adopting stop and copy technique is less migration time, whereas down time is 

increased proportionally. 

Demand migration technique has shortest down time of all but the migration time is 

increased. All the OS structures are copied and the destination VM is started while the 

network files are copied once a page fault is triggered. 

In iterative pre-copy, as the name implies files are copied over network iteratively and the 

number of copied pages is kept until threshold [68]. Once threshold is met the remaining 

files are copied, the source VM is stopped and destination VM is started. It balances the 

down time and migration time. This technique is used by VMware as well as XEN for 

VM migration. 

While an exciting technology, where a live VM is migrated from one VM to another 

without any stoppage of guest OS, opens door for new security challenges. If a VMM 

which incorporates a vulnerable migration module, can expose the guest as well as the 

host to attacks [68]. 

Researchers introduce three classes of threats to the VM migration process [68] which are 

as follows: 
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3.7.2 Control Plane 

The VMM uses some sort of communication means to begin and handle live 

authentication of VM migrations [68]. It is possible that a malicious user can influence 

the control plane of a VMM and take control of the guest operating system. 

It is also important that the protocols used in control plane must be protected. An attacker 

can intercept incoming migrations and influence the migration to its machine likewise it 

can influence outgoing migration and carry out a DoS attack by overloading VMM with 

bulk of VMs.  

 

3.7.3 Data Plane 

Data plane through which VM migrations traverse must be protected against attacks like 

snooping and unauthorized change so that state of a VM can be protected. Using attacks 

like route hijacking and/or ARP poisoning, an attacker can carry out a man-in-the-middle 

attack [68]. By conducting passive attacks an attacker can take out sensitive information 

where as a severe type of attack like manipulating memory of a VM can result in 

compromising a Guest OS. 

 

3.7.4 Migration Module 

Migration module provides an interface over which a VM is transferred. It is important 

that migration modules are resilient to attacks [68]. Simple vulnerabilities such as stack, 

heap and overflow in software can be exploited by an attacker to undermine a VMM. A 

VMM’s main function is to control all guest operating systems and safeguard them, the 

attacker can compromise the VMM through any guest OS running within it. 
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Chapter 4 

RESEARCH  METHODOLOGY 
 

 

Research Methodology is a science of conducting research or solving research problems 

systematically. In order to achieve the desired research goal, different relevant methods 

or techniques can be used [69]. 

For addressing the research questions and objectives of this study, the approach used is 

exploratory approach. An exploratory study is an important way of having the new 

insight of the problems and it also helps in clarifying the problems [70]. Literature review 

and survey are used as a research strategy in this thesis. First literature review is 

conducted to understand the basic concept of cloud computing and how SWAF can use 

cloud as a tool to secure and manage their information flow.  On the basis of literature 

review an online survey is conducted from selected persons from different organizations 

and different locations to know their understanding on cloud computing and current 

problems faced by them in current system.     

 

4.1 Literature Review 

Literature review is very vital and significant step in any research.  Good plane is needed 

in order to join literature review with other research steps. After literature review of 

publicly available material like books, article or anything related to research area, it will 

become easy to determine and evaluate the problem.  Literature review can give reader an 

idea about what work have been done in the related field and how this work is different 

[71]. 

The reason for conducting literature review was to understand what exactly cloud 

computing is, different core technologies behind cloud computing, understanding cloud 

from different perspectives and to know what are the current trends of using cloud as a 

tool. We also focused on how we can encourage SWAF to adopt cloud environment by 

discussing big players in cloud computing and different organizations who are migrating 

to cloud environment. 
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Database of IEEE, Blekinge Institute of Technology and ACM digital library were used 

for searching relevant materials. But we were not limited to these databases only, many 

other sources like journals, white papers and online sources were used. After collecting 

literature it was critically reviewed and was narrowed down to provide a clear conclusion.  

The literature related to our scope was selected after going through full text.  

 

4.2 Survey 

We had planned to include some interviews with SWAF IT-staff but due to security 

concerns it was impossible to have some interviews or even conduct any survey at the 

organization. Because of security issues, our supervisors at SWAF suggested it is better 

to conduct survey with different IT professionals outside SWAF. 

For data collection we used survey, which is easy, less time consumption and common 

strategy. We made the questionnaire on the basis of our extensive literature review. 

After an intensive literature review and informal discussion with our colleagues who 

were interested in our topic, we targeted IT personnels for this survey. We made the 

questionnaire keeping in mind our main objectives and collected as much data as we can 

from the survey. 

 

4.2.1 Sources Used for Data Collection 

For our survey an online source for data collection is used, which is a web-based survey 

tool [72], called “Esurveyspro”. It is very cheap, easy to use and a powerful tool for the 

researchers and students. There is no limit for number of questions. To analyze our 

results we used bar charts. Results are included in Appendix A. 

 

4.2.2 Designing Questionnaire 

Designing questionnaire was an important task.  We prepared questionnaire on the basis 

of findings form literature review in order to achieve our objectives. We prepared 

questionnaire in such a manner to conclude our research questions in a precise manner. 

Before finalizing our questionnaire we discussed many times with our colleagues and our 

supervisors. 
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4.2.3 Targeted Population 

After literature review and discussion with our colleagues, we targeted IT personnels, 

network administrators, system assistants, network consultants, software developers, 

students, penetration testers, network security analysts, network and system officers etc. 

for this survey. Since cloud computing is in its premature stage and it’s not very common 

among various organizations, so it was very difficult to find right people who are experts 

in cloud computing.  

 

4.3 Research Questions 

R1. Whether public or private cloud will be suitable for SWAF?  

R2. What are the current trends in using cloud computing as a tool to secure and manage 

networks? 

R3. What are the security issues related to cloud computing and virtualization? 

R4. What are cost and performance factors in adopting cloud environment in SWAF? 

 

Literature review and survey were used as research strategies for answering above 

research questions. With the help of literature review we came to know, what is cloud 

computing and how it can be deployed according to any organization needs, current 

trends and techniques of implementing cloud computing and major security issues.  

Our research question 1 on whether public or private cloud will be suitable for SWAF is 

addressed in literature review and also in survey. Research question 2 of current trends is 

addressed through literature review in chapter 2 and chapter 3 when we explored for 

deployment models and service models. Beside core technologies and their 

implementation by leading vendors were also discussed. Research question 3 of security 

risks is targeted in detail through our literature review. In survey, we also asked 7 

questions related to security and came to know the concerns of the respondent’s 

organizations. Research question 4 was partially addressed in literature review and 

partially in survey. 
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Chapter 5 

EMPIRICAL STUDY 
 

 

This part of the report focuses on the empirical study that was carried out and the findings 

from it. To target the goal the best choice was to include individuals from enterprises 

already using cloud computing or are willing to migrate in the near future. This part also 

presents a discussion on the major findings of the various components of the literature 

study and survey.  

 

5.1 Survey Results 

The survey was conducted from 18 respondents, who are working professionals in small-

to-medium enterprises as well as large multinational organizations. The main purpose is 

to have an insight on people’s awareness and the perception, that has been built around 

cloud and virtualization due to lack of awareness. Our survey was focused particularly on 

organizations, to get an insight about their networks and the reason why they think 

migration towards cloud is needed as well as the gap between their knowledge on cloud 

and security issues in traditional IP networks and cloud environment in general.  

Professionals who participated in this survey hold key positions but due to severity of 

information names are kept undisclosed. The main focus of this survey was to have an 

insight in to organization and respondent’s view on scalability, complexity, security 

concerns, cost savings, data types and access control mechanisms. All of these will be 

discussed in the next section. This survey will give an understanding on how organization 

needs are aligned in terms of cloud advantages (i.e. services) and how professionals 

perceive some of the issues and their solutions. For convenience questionnaire is added at 

the end of this report. Following are the outcomes of our survey.  

 

5.1.1 Scalability  

We got mixed response about the size of the organizations of the respondents. About 

38% were less than 500 employees and 27% more than 4000. Questions 2 to 5 in the 

survey, were related to scalability. These questions were asked to get an idea about their 
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future expansion. To our amazement majority of the respondents need to scale their 

organization. According to the survey, network resource provisioning is the reason for the 

delaying of network’s expansion. About 72% replied that scalability is needed in the 

current networks and 88% replied that scalability is the reason which is driving them to 

go for cloud computing. In the literature review, we have learned that through 

virtualization we can achieve scalability. 

 

5.1.2 Complexity 

Questions 6 to 8 in the survey, were related to complexity. The complexity of current 

system is rated 61%, which means that current system is slightly hard to maintain. Those 

respondents with less population of organization replied that it is fairly simple to 

maintain the system. But the results show that as the organization grows the complexity 

also increases. So in this case the best solution can be cloud computing. When asked 

whether deployment, maintenance or both are complex 50% replied that maintenance is 

more complex. While 44% replied that both maintenance and deployment are complex. 

We assume from the results that maintenance is more complex. So with virtualization, 

company can have less number of employees to maintain the system i.e. servers storage 

and networks. By selecting a suitable hypervisor, the system can be maintained from one 

place, and it becomes fairly simple.  

Although secure sharing of classified information via email should not raise any security 

concerns but respondents claim that, it raises security complexity. This can be addressed 

as sharing the classified information through established VPN channels and presence of 

personal firewalls.  

 

5.1.3 Platform 

In the survey, questions from 9 to 16 were related to platform. More than 50% replied 

that they use Linux as operating system for servers. In order to move to the cloud, a 

suitable hypervisor is needed. As most of the respondents choice of hypervisor is 

VMware. Half of the respondents replied that they use dedicated physical servers and half 

virtualized servers. Those with virtualized servers have already taken the step towards 

cloud computing and remaining can also move toward cloud. Most respondents liked that 
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they have their own virtualized servers running on dedicated hardware in their own 

datacenters. So they are very concerned about the security and do not want to opt for a 

hosted data center or public cloud. It is because they think that service level agreements 

from cloud providers can affect service availability for their organization. Also they think 

that private cloud in their own data centers can protect it from becoming hacker’s target. 

The solution can be a private cloud on-premise. 

 

5.1.4 Problems 

In survey, questions related to different problems faced in network were from 17 to 20. 

The problem is that, companies think that cloud computing is less reliable. They even do 

not trust the secured VPN deployment for remote access of private data through cloud 

service. But a ray of hope is seen, when they are convinced that a disaster recovery 

infrastructure along with primary infrastructure can improve availability. 

 

5.1.5 Security Concerns 

To get to know about security concerns, questions from 21 to 27 were asked in the 

survey. The responsibility of ensuring security falls both on cloud provider and user. 72% 

respondents agreed with this. In the current environment some efforts are put into the 

security and control related activities by dedicating some resource percentage. In few 

organizations, this activity is seen less but in other the percentage is high. We have to 

make aware the organizations that are moving to cloud is more secure than their current 

environment as they don’t have to dedicate extra resources for this activity.  

Most of the respondents were concerned about the data loss and data theft than data 

integrity, identity theft, privacy, denial of service attacks, downtime and website 

vulnerabilities. We have to ensure the organization that their data will be safe once they 

move towards the cloud. And this can be achieved by cloud provider by taking every step 

like security protocols, encrypting the data and personal firewalls. Besides this, the single 

sign-on and single sign-off should be enforced to enhance security and user friendliness.  

Most of the respondents agreed that their data should be encrypted both in storage and 

transit. When asked how much they are confident on the current network resources are 

secured without cloud computing. 11% replied that they are very confident, 61% replied 
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that they are only confident and 27% replied that they are not confident. It can be seen 

that more percentage of respondents are confident with their current security of network 

resources. 66% agreed that moving public data to cloud will be safe and by not moving 

the classified data to the cloud will improve the security. They do not want their sensitive 

data to be moved to cloud. These concerns are valid but choosing an appropriate 

deployment model and service model will remove their concern.  

Keeping the records for logs on the same system is unsafe and the practice of respondents 

shows that they have taken the right measure. But some of them keep the log on same 

system. The main concern we have come to know is data security. General perception is 

that cloud is extremely unsecure. A lot of effort is needed to change the perception that 

cloud can be secure through proper deployment and core technologies, which build the 

cloud. 

 

5.1.6 Existing Cost 

In survey, questions from 28 to 30 helped us in finding issues related cost. Approximately 

11 to 20 percent of respondents organization’s IT budget was allocated for cloud 

initiatives. When asked that which is the main reason that better suits an organization’s 

shift towards cloud computing. 16% replied that it is because of reduced cost. 5% replied 

that shift is because of increased security. 22% thought it is due to increased efficiency. 

33% think that it is because of increased flexibility. 22% replied that all of the above four 

reasons were determining factors in organization’s shift towards cloud computing. 

Respondents also say that, maintaining disaster recovery costs high keeping in view the 

current structure of applications, platforms and network. As moving to cloud does not 

require much cost, so it is better to go for cloud computing. 

 

5.1.7 Predictable Savings 

From question 31 to 33 in the survey, we have find out about the predictable savings 

which can be achieved by adopting cloud environment. More than 50% of respondents 

think that deploying virtual machines can help cut the cost. Storage, networks, servers, 

application licensing and IT staff were the multiple choices for the question that which 

cost more to maintain and scale. The high percentage of respondents, think that 
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application licensing cost more. Cloud computing addresses all of these domains and cost 

is reduced. Also moving redundancy to cloud reduces cost and most of respondents 

agreed with this.  

 

5.1.8 Data types 

In the survey, questions related to data types were from 34 to 38. Most respondents 

replied that they have more web traffic in their networks. Confidential data is relevant to 

which type of organization it is. As far as confidentiality is concerned, it depends on the 

organization whether they want to move sensitive data to cloud or not. Most respondents 

think that financial application is too risky to be moved to cloud. From our literature and 

survey we come to know that issues like data flow, confidentially of data and risky 

applications can be targeted through deployment model and technologies used in a cloud. 

 

5.1.9 Access Control Management 

In the survey, questions related to access control management were from 39 to 41. Access 

control lists are used in most organizations as access control management. Most 

companies do not want to disclose whether an inside breach by an authorized user had 

ever happened. Organization is more concerned about the security model being deployed 

by the cloud provider.  

 

5.1.10 Potential Threat 

In the end of the survey, questions from 42 to 47 were related to potential threats. Viruses 

are the main security threat experienced by the network administrators. Biggest 

challenges to adopt cloud computing are integration with the existing systems and 

network security. The roadmap to cloud computing is to separate the public and private 

data from the network. Penetration testing by customer can help building the trust on 

cloud service provider security plan. 

 

5.2 Discussion 

This thesis has presented a detailed study on the implementation of cloud environment 

for a secure organization such as SWAF. We have categorized our study in a manner so 
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that, we can first find out why we should use cloud infrastructure and later we have 

studied virtualization in detail, as a technique to secure and manage the information flow. 

We planned to provide SWAF with enough proof to make them aware of cloud based 

services in their network.  

We had to gather enough arguments and concrete evidence to do that. We started our 

research by our literature review in which we read in detail and understood the basics of 

cloud computing. Our literature review provided us with a flood of knowledge related to 

cloud computing which we had to filter that to our needs. From the initial studies we 

came to know that cloud has different deployment models, of which private cloud is 

perceived as more secure.  

Further we linked our literature studies with different service models provided by vendors 

to different organizations. We discussed about different common characteristics, benefits 

and security concerns in cloud infrastructure. Survey questions in section 5.1.1 also 

showed that scalability is the major reason for organizations to adapt cloud infrastructure. 

Hence we further studied on a list of different vendors, their services, their clients and the 

tools being used to provide these services for different organizations. This led to much 

encouragement to adapt cloud infrastructure. 

To find out how these infrastructures are implemented specially related to monitoring and 

securing of data, so we can suggest one for SWAF. Initial studies related to the present 

market competitors and their implementation strategies showed us that virtualization as 

the most used technology. We thoroughly discussed general benefits, security benefits, 

different types and most used tools for virtualization. This led us to specified tools like 

hypervisors being used to implement this technology. In our survey we found out the 

most of the industry is using VMware or Xen as hypervisors.  

We then focused on VMware (proprietary) and Xen (open source) as a tool to monitor 

and secure a network. Most of the details were related to Xen architecture and its network 

configurations as we should also keep in mind the standardization issues which might 

cause a vendor lock in, if proprietary tools are used. We further discussed implementation 

of cloud services provided by one of the largest vendor from where, we pointed different 

security threats involved in that network. In the survey we observed that most of the 
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professionals were much concerned about the data loss and data theft, which can be 

avoided by disaster recovery tools also.  

Cost is one of the major role players in the migration of organizations to cloud network.  

We have taken into account the cost of public clouds and their policies related to costs. In 

the survey we came to know that organizations are willing to spend more resources on 

cloud based environments if they are assured of better reliability and data security. More 

professionals think that virtualization is the only technique which can help cut costs in 

their networks, as expenses on maintenance are already high. More data capacity is 

required for expansion of network, which becomes even more costly. Hence 

virtualization is the only cheap solution for such hindrances. 
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Chapter 6 

CONCLUSIONS 
 

 

6.1 Conclusion 

This chapter focuses on the results found in our research to derive a conclusion in order 

to answer our research questions. This study is about having a deep look on cloud 

computing for finding out, whether cloud computing is mature enough so that it can be 

adopted by SWAF as a tool to secure and manage their information flow. Survey has 

been conducted to conclude, which technology fulfils our goals and to understand the 

general perception of IT professionals to migrate to cloud technology. 

This research provides the research required to build confidence of different 

organizations towards cloud. The literature review is comprised of detailed study on 

cloud computing in general and some of the security issues or vulnerabilities. It also 

focuses on the security awareness in general and then focuses on virtualization details as 

well as some of practical security issues like cross VM attacks and VM migration attacks. 

The survey consists of cloud and security related questions which provided us with  

insights from respondent’s views about their present networks and how they foresee an 

“ideal” cloud infrastructure. All this work has helped us to provide a better landscape for 

SWAF. From our study certain results are gathered which persuaded us to conclude.  

 

 The data security, reliability and privacy issues for an organization such as SWAF 

with high level of security we would suggest a private cloud approach will be 

much safer. People perceive that cloud computing is not secure, but the reality is 

cloud environments can be extremely secure and security can range to fit a 

particular business’s needs. Using on-premise hosting, dedicated servers, strict 

network policies, IDPS, firewall, strong encryption, AAA etc can make a private 

cloud network reliable. 

 Virtualization is a widely used technique for scalability and from our research we 

have come to know that, it is matured and highly reliable also. Further tools like 

Xen should be implemented as it is an open source tool which avoids vendor lock 

in. It has proved to be a reliable tool for monitoring and securing a cloud network.  
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 Different security threats in cloud computing such as data integrity, data theft, 

privacy issues, infected applications, data ownership, and identity access 

management are described in literature review and questioned in survey. At the 

same time their prevention techniques are also described which should be 

implemented by cloud vendors and customers. Further a detailed study of cross 

VM attacks and VM migration attacks show the security risks related to 

virtualization technique, these threats give rise to problems, such as information 

leakage and data theft. On the basis of these attacks, it can be concluded that 

public cloud is more vulnerable to external attacks.  Access control management 

is an essential part of military security policy which avoids these attacks, while 

using private cloud. 

 Cost is considered to be the most effective element in implementation of cloud 

infrastructure in an organization. Virtualized environments provide better 

allocation of resources and easy maintenance of network elements. It should be 

noted that, cloud computing is based on automated systems which reduces human 

resources. Even if the redundant resources are moved to virtualized environments 

it could save a lot of money. Moreover latency concerns like network latency, 

processing latency and client side latency are the performance factors which can 

be improved using better bandwidth and right configurations on edge devices.  

 

6.2 Future Work 

This thesis provides the basic research work needed for the deployment of cloud 

infrastructure in new organizations. We have provided the present trends in market as 

well as the technologies that can be cost effective and secure if implemented. Future 

research work can be comprised of looking more and more closely in to virtualization 

technique and its implementation. More work is also required on migration of a small 

part of network with public data on a cloud for experimental bases which could even give 

further exploration on practical basis. This research work can also be used in future to 

supplement the decision for building a framework or a model.  
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